o N o 0o b~ W N P

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

CCPA PUBLI C HEARI NG

MODERATED BY NI CKLAS AKERS
TUESDAY, DECEMBER 3, 2019
10: 00 A. M

RONALD REAGAN BUI LDI NG
300 S. SPRI NG STREET
LOS ANGELES, CA 90013
(213) 830-7000

JOB NO. : 3609336
REPORTED BY: LU S VAZQUEZ
PAGES 1 - 93

Page 1

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ W N P

N R N N R R N N =
o A W N P O © 0O N O 0o &~ W N +—» O

APPEARANCES
LI ST OF ATTENDEES:
NI CKLAS AKERS, SENI OR ASSI STANT ATTORNEY GENERAL
M KE OSGOOD, DEPUTY ATTORNEY GENERAL
LI SA KIM DEPUTY ATTORNEY GENERAL
ELEANOR BLUME, SPECI AL ASSI STANT TO THE ATTORNEY
GENERAL

SPEAKERS:

MARSHA MATHI AS, DI RECT GOVERNMENT RELATI ONS, KI NECTA
CREDI T UNI ON

CRYSTAL HAASE, USE CREDI T UNI ON

NARA HARTMANN, USE CREDI T UNI ON

STAN STAHL, PHD, SECURETHEVI LLAGE

SARAH THOMPSON, SIEMY GLOBAL

JESSI CA GROSS, ATTORNEY

JUSTINE M PHILLI PS, ATTORNEY, SHEPPARD MJLI N

DAVI D GREELEY, ATTORNEY, GREELEY THOMPSON LLP

JOSEPH GARI BYAN, ATTORNEY, STYSKAL W ESE & MELCHI ONE
LLP

MARY- LOU HEI GHES, PRESI DENT, COMPLI ANCE PLUS | NC.
PETER WATSON, GENERAL COUNSEL, US STORAGE CENTER &
CSSA

TANYA FORSHEI T, CHAI R OF PRI VACY GROUP, FRANKFURT
KURNI T KLEIN & SELZ

Page 2

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

APPEARANCES (CONT.)
JEFFREY M DENNI'S, PRI VACY ATTORNEY, NEWEYER DI LLI ON
LEI GH MCM LLAN, CEO, WHI TEPAGES
SCOTT MCELROY, PAYLI DI FY
ROMAN HOSSAI N, REVI EW SQUASH
DAVI D GRI MALDI, EXECUTI VE VI CE PRESI DENT, THE
| NTERACTI VE ADVERTI SI NG BUREAU
BO W KM ATTORNEY, PERKINS CO E
PHI LI P RECHT, MAYER BROAN LAW FI RM
ROSS COHEN, CO FOUNDER, BEENVERI FI ED
JASON MATTHES, GENERAL COUNSEL, SPOKEO
DAVI D LEVI NE, PRI NCI PAL, GROOM LAW GROUP
KEVI N WALSH, PRI NCI PAL, GROOM LAW GROUP
FI ELD GARTHWAI TE, CO- FOUNDER AND CEO, | RIS. TV
DR. MAXI NE HENRY, PRESI DENT, CYVI ENT

Page 3

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

PROCEEDI NGS

MR. AKERS: M nane is Nick Akers. |'m
t he Senior Assistant Attorney General in charge of
Consuner Protection in the California Attorney
General's Ofice, and I'll be the hearing officer for
today's proceedi ngs. Also present with ne here today
are Deputy Attorney General, M ke Osgood, Deputy AG
Lisa Kim and Special Assistant to the AG El eanor
Bl une.

For the record, today is the 3rd of
Decenmber and the time is 10:00 a.m W are at the
Ronal d Reagan State Building in the auditoriumat 300
South Spring Street, Los Angeles, California.

Bef ore we begin, there are a few points
that 1'd |i ke to nmake.

The notice of proposed rul e-making for
t he CCPA regul ati ons was published in the California
Regul atory Notice Register on Cctober 11, 2019 in
Regi ster No. 41-Z, starting at Page 1341. The notice
and relative rul e-maki ng docunents were posted on the
Attorney General's website on Cctober 10, 2019 and
were mailed to all interested parties who'd requested
rul e-maki ng notices. Today is the second of four
public hearings that were announced in the notice.

The deadline for submtting witten

Page 4

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

coments is this Friday, Decenber 6, 2019 at 5:00 p.m
Pacific Time. We recently posted additional resources
on or website about the DQJ's CCPA rul e-maki ng process
I ncl uding two docunents in PDF format titled, Tips on
Subm tting Effective Comments and | nformati on About

t he Rul e-making Process. And if you visit

oag. ca. gov/ccpa, they're posted there, and there is
further information.

Today's public hearing is
gquasi -l egislative in nature, and it's being held
pursuant to the California Adm nistrative procedures
Act. The Adm nistrative Procedures Act specifies that
t he purpose of this hearing is to receive public
comments pertaining to the proposed regul ations.

I f you' re speaking today, we ask that
you limt your coments to the proposed regul ati on or
the rul e-maki ng procedures that we're follow ng. W
do not intend to answer questions or otherw se engage
in dialog in response to any oral or witten coment,
however, we nmay ask that you speak slower or | ouder or
ask limted followup questions just to clarify a
poi nt .

Today's hearing is being audio
recorded, and it's being transcribed by a court

reporter. The transcript of hearing and any witten
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comments presented during the hearing will be may part
of rul e-maki ng record.

If you are speaking, please try your
best to speak slowy and clearly to help the court
reporter to create the best possible record. |If you
brought witten coments that you'd like to submt
during the hearing today, please give themto a staff
menber at the sign-in table.

After the public coment period ends,
the Departnment will review and consider all relevant
comments and recomendati ons provided at the public
hearings and in witing. The Departnment will then
conpil e a summary of each rel evant comment or
recommendati on and prepare a response to it, which
will be included in the Final Statenment of Reasons.
Once the Final Statenment of Reasons is conplete, the
entire rule-making record will be submtted to the
O fice of Admnistrative Law, and a copy of the Final
St atenment of Reasons, along with the notification of
any changes nmade to the proposed regul ations, will be
posted on the Attorney General's website, again, at
oag. ca. gov/ ccpa.

We're required to notify all persons
who provided a coment, and all those otherw se

I nterested of any revisions to the proposed

Page 6

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

regul ations, as well as any new material relied upon

I n proposing these rules. Accordingly, there's a
check-in table |l ocated outside of this room just off
to the left, where speakers and attendees can sign in
and provide their contact information. You may sign
in to speak wi thout providing your nanme or contact

i nformati on, however, please know that we then wll

not be able to provide you with notice of revisions to
the rules or other rule-making activities.

If you intend to speak at today's
heari ng, you should have received a nunber when you
signed in. Wen we call your nunber, please cone up
to the mcrophone, and if you'd like to be identified,
state and spell your full name and identify any
organi zation you represent. If you have a business
card and you could provide a copy of it to the court
reporter before approaching the m crophone, that would
be appreci at ed.

Each speaker will have five mnutes to
speak. To assist the speakers, Deputy AG Osgood will
hold up a card to alert the speaker when they have one
mnute remaining. In the interest of tinme, if you
agree with comments nade via prior speaker, we'd
encourage you to just state that fact, and then add

any new i nformation you believe is pertinent to the
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| ssue.

Al so, there is no need to read al oud
witten comments that you're submtting. All
comments, whether witten or oral, wll be revi ewed
and responded to by our office in the course of the
rul e- maki ng process.

If we have remaining time after all the
speakers have had a turn, we'll give speakers an
opportunity to take a second turn and add to their
remar ks.

If you' d Iike to make an oral conmment
t oday and have not yet received a nunber, please go
ahead back out to the check-in desk and get a nunber,
and that'll help us keep this organized.

Lastly, we'll need to take breaks
during the proceeding including at least a 30 nminute
| unch break for our court reporter. |If it appears
t hat we have no speakers waiting for their turn, we
al so may end the hearing before the |unch break or at
sone point before the end of day.

At this tinme, if | could have the first
speaker conme to the m crophone.

Good nor ni ng.

MS. MATHI AS: Morni ng.

MR. AKERS: Yes.
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M5. MATHIAS: Good norning. M nane is
Marsha Mathias. The spelling is MA-R-S-H A and the
| ast name is, MA-T-H-1-A-S, and | represent Kinecta
Federal Credit Union in Manhattan Beach. And | thank
you for hearing our concerns today about the CCPA.

Kinecta is a non-profit financial
cooperative that serves the financial needs of our
247,000 nenbers throughout California and protecting
their non-public, private information is very
| nportant to us.

Qur two concerns that I'd like to
share -- the first is with the exception of the
consuner liability provisions for a data breach of any
non-encrypted or non-redacted personal information,
the entire CCPA does not apply to personal infornmation
col | ected, processed, sold, or disclosed pursuant to
t he Federal Granmm Leach Bliley Act or the California
Fi nanci al Information Privacy Act. The proposed
regul ations do not incorporate references to this
exenption. It's inperative that the final regul ations
I ncorporate references to the GLBA and CFl PA
exenptions specifically identifying the categories of
I nformati on not covered under those two -- the GLBA
and the CFI PA. Many busi nesses such as Kinecta have

built strong consuner friendly privacy prograns based
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on the requirements set up under the GLBA and the

CFI PA, and those conpani es should be allowed to

| ever age our existing conpliance activities to benefit
our nenbers.

The second concern regards the four
notices that are required under the proposed
regulations. For all the required notices, the
proposed regul ations require that the notices be easy
to read and understandabl e by the average consuner and
provi de sone standards to achieve that. This
direction is subjective and does not contenplate a
met hod or netric to assess the readability.

Since all businesses need to provide
the required notices, the creation of uniform nodel
noti ces would help to ensure consuners' understandi ng
of the notices. It would sinplify the requirenents
for businesses and create an objective review on
whet her the businesses' notices neet the required
st andar ds.

Thank you that's all of my concerns.
We'll be submtting witten ones as well.

MR. AKERS: Thanks very nuch.

MATHI AS:  Thank you.
AKERS: Speaker No. 27

» D D

HAASE: Good norning. M nane is
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Crystal Haase, that's HA-A-S-E, and |I'm here from USE
Credit Union, another financial institution simlar to
Kinecta. W appreciate the opportunity to speak
today. | have a couple of comments on the proposed
regul ati ons.

First, while we fully agree with the
concept of consuner rights to request informtion,
operationally, we are concerned with how we w ||
satisfactorily conply with those requests,
particularly as it pertains to our non-nenbers -- or,
| guess, this would be non-custoners for the regul ar
I ndustry. For exanple, when a non-nenber uses one of
our ATMs, while we gather the necessary data fromthe
I ndi vidual to process that specific transaction, that
data is very limted, and therefore, provides
chal | enges to adequately verify the identity of a
requestor of information.

And secondly, as far as the notices
simlarly to Kinecta's comments, with the notices and
di scl osures required under the CCPA, there is no nodel
| anguage or form notices for those disclosures. It
woul d be hel pful for us, not only for businesses to
utilize nodel | anguage, but also to standardize those
conmuni cations for consuners to nore readily

under stand what is being shared with them And I|ike
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with many nodel notices and sanpl e | anguage, we woul d
| i ke to request sone sort of safe harbor if those
nodel s are used.

Thank you

MR. AKERS:. Thanks very nmuch. Speaker
No. 3, please.

Good nor ni ng.

M5. HARTMAN: Good norning. M nane is
Nar a Hart nann. It's N-A-R-A, Hartnann,
HA-RT-MA-NN |[|'"malso here from USE Credit Union
in San Di ego.

First, I'd like to say that USE Credit
Uni on is a chanpi on of consuner privacy rights, and we
certainly support the enhancenent of those rights
through bills |ike the CCPA. The financial industry,
of course, has several privacy protection laws in
pl ace, and we have for several years. W appreciate
t hat exceptions were built into the proposed rules for
CCPA regarding information already covered by GLBA and
the CF- -- I'"'mgoing to get lost in that -- CFlIPA.
think I got it. | like the idea that it's intended to
carve out what's already covered and enhance those
rules already in place.

My concern is that by creating another

privacy law, this is going to be another comrunication
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t hat goes out to nmenmbers. So they already receive a
policy and notice under federal law. This -- they

al ready receive one for state law, and this will be a
second state communication. So there is already a | ot
of confusi on and questions that conme in from menbers
about that. So it's going to be, | think, even harder
for themto understand what the rules are and how to
really take advantage of their rights under those

rul es.

Under the proposed rule, verifying the
identity of individuals for whomwe hold limted
information will be a significant challenge. For
exanpl e, when a beneficiary is listed on an account,
we may only have their nanme. So if we receive a
request for information from soneone with that sane
name, we really would have no way to connect that
t hose people are the sane person. |If the data is
being protected in the same manner that we woul d treat
our nmenbers data under California privacy |aws al ready
in place, the FIPA, will not be sold and cannot be
del eted due to retention requirenents, then perhaps
the confirm ng for consuner that the information
exists is a pretty difficult effort assum ng that
verification is even possible.

Al t hough sone exceptions are included,
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again, for information covered under federal and state
| aws, there are unique situations that will be very
burdensome for us. For exanple, non-nmenber

I nformation collected while processing transactions.
Let's talk about, |ike, the maker of a check. So we
recei ve thousands of checks each day deposited to our
menbers' accounts. The maker information on each of

t hose checks is certainly sonebody's private

I nformati on under the rules. However, we don't have
any way to search that information. It information is
stored by image only. So if we received a request for
Information for a 12-nonth | ook back period, we would
be searching imges of every single itemfor every
single day that checks were deposited. That would be
pretty -- very, very burdensone.

So again, we would just ask that sone
consi deration be made for information that m ght be on
fileif it's already protected in the sanme nmanner as
our menbers' information that's not able to be del eted
or destroyed due to retention requirenments and w ||
never be sol d.

Thank you.

MR. AKERS: Thank you. Speaker No. 4,
pl ease. Speaker No. 47?

Good norni ng.
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MR. STAHL: Good norning. M nane is
Stan Stahl, S-T-A-N, S-T-A-HL. And I'm-- want to
speak about the CCPA, and what one would call m nimm
reasonabl e security practices. | speak as the founder
and president of a California non-profit, Secure the
Village. We're a community of information security
practitioners, |IT vendors, and MSPs, attorneys wth
practice in cyber, cyber investigators, insurance and
ri sk managenent people, |aw enforcenent including the
FBI, secret service, both the LA County and Orange
County District Attorney's O fice are part of our
organi zation and others. In addition to our base here
i n Los Angel es, our community expends to Orange County
and Sacr anment o.

The experience and expertise of our
organi zation's nmenbers runs very deep. Speaking
personally, | entered the field of conmputer security
in 1980 as a young PhD in mat hematical logic fromthe
University of Mchigan. 1In those early years, | was
privileged to work securing advanced technol ogy
systens for the White House, Strategic Air Conmmand,
NASA, and other national assets.

Seven teen years ago, | co-founded an
i nformation security managenent firm Citade

| nformati on Group, to assist md-market and snall er
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organi zati ons manage their information security needs.

In the nine years prior to founding
Secure the Village in 2015, | served as president of
t he Los Angel es Chapter of the Information Systens
Security Associ ation.

| speak to you today regarding the
CCPA's right of conpensation to consunmers in the event
of a data breach, except when the breached business
mai nt ai ns "reasonabl e security procedures and
practices appropriate to the nature of information
being protected.”™ As has been w dely discussed,
there's a great deal of uncertainty as to exactly what
reasonabl e security procedures and practices is to
mean. I n response to this uncertainty, Secure the
Vil | age has devel oped and published, as a free public
service, a set of, what we consider to be nm ninmum
reasonabl e informati on security managenent practices.
And these are available on the Secure the Vill age
website, securethevillage. org.

For the reasons we descri be bel ow, we
invite you to use our m nimum reasonable informtion
security managenment practices in assisting California
establish appropriate reasonability requirements for
organi zations to follow in conplying with CCPA and

other information security managenent obligations as
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well. As you know, they exist in other places in the
| aw.

We view these m ni mum reasonabl e
practices as so basic to the responsibility of
securing private consuner information that a failure
to i nmpl ement them should be considered prima facie
evi dence that an organi zations information security
procedures and practices are not reasonable. W
devel oped themto be commercially reasonabl e and
reasonably achi evable for any conpany subject to CCPA.

It's inmportant to note that we're not
sayi ng that an organization neeting these m ni mum
practi ces has reasonable practices. To cite one
exanpl e, the reasonability requirenment for a |arge
t el ecomruni cati ons conpany or internet service
provider is considerably nore than our suggested
m nimum And even a conpany that nmeets our m ni mum
standards m ght still not have reasonabl e standards of
“appropriate to the nature of the information being
protected.” Qur suggested mnimumis designed to
establish the floor, not set the bar. That's an
| nportant point with what we've done.

Qur m ni mum reasonabl e i nformati on
security managenment practices are based upon ot her

existing information security standards. These
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I ncl ude the NI ST Cyber Security Franmework; the

| nternational Standards |1SO 27001, that whole fam|ly;
the Center for Internet Security's Critical Controls;
t he New York State Departnent of Financial Services
cyber security requirenents for financial services
firms. Does that nmean | have a m nute?

MR. OSGOOD: You have |l ess than a

m nut e.

MR. STAHL: Less than a mnute, let ne
go -- okay. So our practices are based or nine
elements. |I'mnot going to go into them You'll get
this later. | just do want to point out that in 2016,

as you know, then Attorney General, Kamala Harris, in
the California 2016 Breach Report |ooked at the CIS 20
as a mnimum W feel those are both too weak in sone

cases, and too strong in others. And that's why we

much prefer that you use ours -- you know, our
st andar ds.

And so, just to go on -- | nean, | saw
M ke -- your thing -- let me finish then. And just

say, please take a ook at these. W invite you to
| ook at them consider them and include them as
you're maki ng decisions as to what is to count as
reasonabl e security practices and procedures.

Thank you very nuch.
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MR. AKERS: Thank you, sir. Speaker
No. 5.

M5. THOWPSON: High there. M nane is
Sarah Thonpson. |I'mrepresenting Siemy d obal, and
we are the creators of a platformthat hel ps conpani es
handl e consuner privacy requests, so data subject
access requests for GDPR and the like. And so we are
speaking to a lot of custoners and potenti al
custoners, a lot of financial institutions regarding
this regulation, and there's a fewthings |I want to
tal k about today.

One i s about, you know, who should be a
covered entity. ldentity verification and the

execution of Right to Know and del eti on requests.

So first of all, 1'd like to start off
with just some, you know -- we're getting sone --
there is sone obvious people there are -- or conpanies

that are covered by CCPA, but there is also sonme not
so obvious. And sone of the questions that have cone
up are businesses that have over 50,000 -- collect
over 50,000 consuners' data that do get their profits
fromthings |ike Google ads. So they could sonetines
get 100 percent of their profits from Google ads. In
effect, if they are -- their question is are they, in

effect, selling that data, and are then they supposed
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to be covered by CCPA? So that's a big question
that's cone up.

Anot her question has conme up actually
from non-profits which is, you know, we know that it
states it is a -- you need to be a for-profit business
to be covered by CCPA. But non-profits do collect a
| arge anmount of information froma | arge anmount of
Californians, so there are question about, you know,
what, if any, practices or if they have to conply with
this in any way. So that's kind of about -- those are
my questions regarding who should conply.

Now regardi ng the executions of the
Ri ght to Know and del etion requests, there's a few
guestions that have cone up. The anbiguity of sone of
t he | anguage. You know, we have sone | anguage t hat
states that, you know, we have to make sure that we
transmt our Right to Know, and deletion, and any type
of information with the consunmer in a secure nmanner,
but that's not really identified, |ike, what that is.
And so, you know, there's questions like is that an
emai |l ? |Is email okay? O are we -- or businesses,
wll they need to create a secure login to a
third-party platformfor themto be able to access
i nformation?

So what we don't want to do is
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basi cally cause a breach by sending emails to
consuners which can definitely happen when we're

t al ki ng about non-custoner data. So -- which is
sonething a | ot of conpanies are concerned about. So
you just have an enmil address. You don't have any
ot her secure portal to communicate. How are you
supposed to conmuni cate securely? So we'd |ike sone
clarity on that.

We al so have sone questions regarding,
| i ke, what is the requirenents from an organization to
rem nd our -- the consuner to confirmtheir request?
So if a consuner submts a request, there is |anguage
that states that they -- if it's a request for
del etion, that they have to actually confirmit a
second tinme. If they do not confirmit, does the --
does the organi zati on have to remind then? Do they --
how many rem nders can they send? Can they close the
request after a certain period of time? What is their
obligation there?

Ot her questions that are com ng from
execution in regard to deletion of data. It is
specified that in reference to archived or backup
system you nentioned that it doesn't need to be
deleted until it's next accessed or used, which is an

anbi guous termin IT. So that would -- we'd
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definitely like to have that clarified. W have a | ot
of custoners that are worried about that. As well as,
you know, what does it nmean to specify the manner in
whi ch data is deleted? So what does that nmean?

Finally, in regards to request for
del etion, we have a lot of custoners that are third-
parties, and they want to know, |ike, what they can
expect when a conpany receives a right to deletion.
Do they need to convey that to the third-party at all?
Does the third-party -- are they required to, you
know, | et the conpany know that they've conplied at
all for the deletion request? O is it -- does the
consuner have to make a request to each i ndividual
third-party?

And finally, what is a reasonable
degree of certainty when you're |ooking at age --
i dentity verification? And I just want to sneak this
one in here. Proof of age verification for opt-ins,
does that not nean that everyone will have to have a
proof of age verification to say that they are indeed
a -- they are an age of mgjority and not a mnor? And
If so, does that require an actual identity
verification tool in order to do so? So how do you
actually verify age, or is this sinply a check box

that they can check? So these are questions that
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are -- that we'd | ove to have sone clarification on.
Thanks very nuch.

MR. AKERS: Thank you. Speaker No. 6,

pl ease.

Good nor ni ng

M5. GROSS: Hello, ny nane is Jessica
Gross. | aman attorney hel pi ng many, many, nany

conpanies try and deal wwth this law. Thank you very
much for the regulations. They add a |lot of clarity
to what was already tons of inconsistencies and
subdi vi sions to nowhere if anyone's dealing with this.

So I'"'mhere to plead and beg for sone
kind of clarity on what the term "val uabl e
consi deration" means. Under 1798191 Subdivision B2 in
the CCPA, the Attorney CGeneral has the power to adopt
regul ations that are necessary the further the purpose
of the title. In the proposed regulations, we do have
sonme definitions, and the initial statenments of
reasoni ng say these definitions were provided to add
clarity to anmbi guous terns |ike categories of
third-parties, for exanple.

"What is a sale?" is an anbiguous term

that |'m sure you' ve heard. This is argunent

before -- there's articles all over the place on what
ki nd of a data exchange is going to qualify. It's
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| nportant because a covered business is going to have
to be able to understand how to classify what these
third-parties are, what their service providers are --
two terns that are also fraught with sone
I nconsi stencies. And when are they going to classify
t hose disclosures as sonething that's a "sal e" when
they're selling, renting, releasing, disclosing,
di ssem nati ng, making avail able, transferring in any
way for nonetary or other val uabl e consideration?
California Cvil Code 1605 defi nes
consideration as, "Any benefit conferred or agreed to
by -- conferred to by the prom sor or by the
prom see."” So what separates "val uabl e consi deration”
fromjust consideration? And how are we to deal wth
situations where the conpany is paying anot her conpany
for what appears to be a service, and what is actually
| i sted as a business purpose in 1798. 140 Subdi vi sion
D, which would be sonething |ike verifying the quality
of ad inpressions and auditing conpliance wth
specifications? O performng services |ike providing
advertisenents, marketing serves, and anal ytic
services. But we've all heard the debate with things
| i ke Googl e analytics, for exanple, is selling
I nformati on.

We, please, ask and request that there
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I's some kind of factor test -- any kind of clarity
what soever, that describes kind of where that line is
bet ween a di scl osure for that business purpose. And
hopefully, yes, if the conpany does not further use
the information in sonme way, you could argue perhaps
they're a service provider. But if the contract
doesn't neet the right specifications, which many
service providers do not want to sign, then you don't
get to really ride that exception.

This creates a really big problemfor
busi nesses who now have to put a button on their
webpage, or explicitly list in in their privacy policy
that they do not sell. That's going to open them up
to violations that in the CCPA, if they fail to
interpret that correctly, and it could al so stand for
UCL violations, FTC violations, or other issues of
m srepresentations made in a privacy policy.

But how are we to nmake sense of what a
"consi deration,"” or "valuable consideration” is when
the California Court of Appeal in, In Re Frenont
Estate said that, "Value can nean whatever. A
peppercorn, a tontit, or even at a dollar in a hand."

Thank you.

MR. AKERS: Thank you. Speaker No. 7,

pl ease.
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Good nor ni ng

MS. PHILLIPS: Good norning. Justine
Phillips here, attorney in cyber and enpl oynent at the
Law Firm of Sheppard Mulin. | want to echo Speaker
No. 4 and No. 6's concerns with respect to the need
for reasonable security definition and franmework.

Obvi ously, New York has selected a regulatory
framewor k and perhaps gui dance can be gl eaned from
that. Also, on the val uabl e consideration, huge issue
that we're also dealing wth.

The issues with respect to AB25, we
understand that the regulations were drafted before
AB25 was passed. And, in fact, the day after the
regul ati ons were rel eased, AB25 went into effect.
AB25 requires that enployers give sone disclosures on
January 1, 2020. This has left certain disclosures
and the notice provisions in the current regul ations
I nsufficient for guidance for enployers to the extent
t hat additional guidance can be given with respect to
AB25 and what shoul d be disclosed to enployees in the
mnimal initial at collection can be confusing. The
applicants obviously are going to be a separate
st and- al one di sclosure, likely sonething to happen
during on-boarding or in the application process.

Wth respect to enpl oyees, perhaps an enpl oyee
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handbook or policy provision would be sufficient, or
per haps an i ndependent online notice for enployees to
visit, so they can also provide sone notice and
di sclosure to those third-parties and energency
contacts that are identified by enployees. These are
two groups of people that are quite difficult to
i npart a notice to even though they are afforded sone
protecti ons under CCPA.

Thank you.

MR. AKERS: Thank you. Speaker No. 8,

pl ease.

Good nor ni ng

MR. GREELEY: Good norning. David
Geeley. I'man attorney with G eeley Thonpson LLP in

San Di ego. Just two qui ck conmments.

Under the Regul ations 999. 305D, it
provi des that a business that does not coll ect
i nformation directly from consuners does not need to
provide a notice at collection to the consuner. That
regul ations nakes a |l ot of sense, and |I'd ask that you

consi der having that same caveat in Regulation

999. 308, entitled "Privacy Policy." It seens |like
it's a simlar situation. 1'd ask you to consider
t hat .
Secondly, | just have a comment about
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service providers. There is a section in 999.314C, it
states, "A service provider shall not use persona
i nformation received froma person or entity it
services, or froma consuner's direct interaction with
the service provider, for the purpose of providing
services to another person or entity." And |I'd ask
for clarification that if the service provider also
meets the definition of a "business" and such
busi ness/ service provider otherwi se conplies with the
CCPA, that that limtation would not apply. That
that's nmeant to apply to a service provider that is
not a busi ness.

Thank you.

MR. AKERS: Thank you. Speaker No. 9,

pl ease.

Good nor ni ng.

MR. GARI BYAN: Joseph Garibyan. [|I'm
a-- I'"man attorney with the law firm of Styska

W ese & Mel chione. W represent financial
institutions primarily credit unions, and | know t he
first several speakers represented credit unions. And
we're -- we would like sonme -- really clarity on the
CCPA's application specifically on credit unions for
primarily two reasons.

The first one, you know, which was --
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which struck out to me was fromthe Attorney General's
initial statement of reasons | saw on Page 21. The
Attorney General took the position that non-profits
are clearly not subject to the CCPA. But the
definition of business in the statute defines --
I ncl udes, "any legal entity that is organized or
operated for the profit or financial benefit of its
shar ehol ders or other owners.™

Now credit unions specifically
California state Charter Credit Unions are actually
formed under the corporation code as non-profit nutual
benefit corporations. So you can have non-profits
that function and operate for the financial benefit of
their owners, which in the credit union space, they're
referred to as their nmenbers which in banking they
woul d be their depositors. So that has, you know,
I nserted sone confusion about whether or not this
particular industry is subject to the CCPA

The second thing is -- which | believe
during our last neeting | previously commented on and
asked for some clarification, was that the GLBA and
the SB-1 exenption -- because the statute currently
reads that, "data that is collected pursuant to GLBA
and SB-1," which conprises of probably nost of the

data that financial institutions collect fromtheir
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depositors. It's a fairly broad statute -- is exenpt,
but the way it's witten is it | eaves open the
possibility of data that is not collected pursuant to
t hose statutes to be subject to the CCPA

So ny question is if we can get sone
clarification as to whether or not that particul ar
provi sion was intended to be a financial industry
exenption, or are we just tal king about data? And in
reviewing AB -- | think, 1202, which is, | think, for
data sellers, the exenption was much nore clear that
it applies to financial -- the financial services
I ndustry as opposed to the data that they collect
specifically. As well as if you can draw from an
exanpl e from Nevada, they specifically carved out in
their privacy regulations financial institutions as a
whol e.

So for this particular industry,
particularly credit unions, there are two el enents
that are adding confusion, and it's very difficult to
establish a conpliance program where you're dealing
with, you know, disclosures under the GLBA, SB-1, CAL
OBA, and you have to harnonize all those statutes, and
they all to different things with data, and actually
di scl ose to your nenbership, custonmers, depositors,

the public at larger, what in fact you're doing with
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your data. Because you're redirecting themto
different statutes and policies. So if we can get
sone classic clarification as to that, it'll, you
know, make, you know, the conpliance people at these
i nstitutions very happy.

Thank you.

MR. AKERS: Thank you. Speaker No. 10,
pl ease.

Good nor ni ng.

M5. HEI GHES: Good norning. M nane is
Mary-Lou Hei ghes, and | amthe president of Conpliance
Pl us | ncorporated, which, as the nane inplies, | amin
charge of conpliance training and consulting for
credit unions and small community banks.

A couple of things that my clients in
particular are finding very difficult to deal with in
putting these regulations and this |law into practice.
We al ready have Gramm Leach Bliley as you know. W
al ready have SB-1 as you know. When we are trying to
actually inplenent -- so it's very different as a
speaker when | get up in front of people, and | say
you need to do this, and you need to do that, and it's
going to be a spreadsheet, and it's going to be a big
spreadsheet to having a client walk up it to nme and

says, "Mary-Lou, you need to cone in ny office, and
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you need to do this for ne." So |I have first-hand
experience at trying to get all of these nobving parts,
and there's a | ot of noving parts, together.

So a couple of issues that are of
particul ar concern. |In your regulations,
specifically, 305(e), it talks about offline
coll ection, which | understood fromthe regulation --
| mean fromthe |law i medi ately, that this | aw woul d
apply in an online and an offline environnent. Then
going into an institution and actually finding out all
of the different ways that people are collecting
I nformation, anything froma raffle ticket or trying
to get new account holders by having a referra
program for exanple. There would be no way to
catalog -- we are not keeping this information in an
el ectronic environnent -- there would be no way to
catal og or even be able to recover that information.

Essentially, in these referra
prograns, for exanple, we'll have a branch conducti ng
a specific pronotion where they will pay an account
hol der $10 to refer a famly nmenber or friend. |If
that famly nmenber or friend obtains an account, they
too get $10. That goes into, essentially, a box that
sits in the branch manager's office. And nmaybe

they'lIl send out a letter to that person saying, hey
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you know, you've been referred to the credit union,
you've been referred to the community bank. You know,
woul d you |ike to, you know, conme in and open an
account, or you can send back this application. And
they mght hold on to it for three or six nonths. And
then we reach out to themor use it to verify who was
the referring party. That information -- there is no
way for us to go and get that information |ater on
when we get a request froma consuner. That's going
to be very difficult. And there's a nunber of other
exanples. 1'lIl be submtting witten comments to that
effect.

The second part of that is, again, the
GLBA exception, the SB-1 exenption, that is very
i nportant froma financial institution aspect is
to -- I'mtrying to differentiate for ny clients what
Is information that is covered by those exenptions,
and what information is covered by CCPA.

So to the extent that we are | ooking at
that, I'"'mgoing to reiterate the comments by USE and a
coupl e of other comments that were nmade, is when we
need to process the transaction -- the ATM exanple is
the perfect exanple, or I'"'mgoing to wite M. Akers a
check, and he's going to deposit it at his

Institution. Now his institution has ny personal
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information on it including nmy account nunmber. And

t hen when that check gets processed back to ny
institution, | can see that he cashed that check. And
I f he wote his account nunber on the back of that
check, | would then have his name and account nunber
as well as the financial institution where he has an
account .

So all I"masking is to reiterate what
t he previous speaker said and what USE said as far as
the GLBA exenption, that it applies to all consuner
i nformation that is necessary to process, effect,
enforce, or adm nister a transaction.

We al so have issues when it cones to
col l ections, for exanple. When a collector is
gathering information nmuch |like an investigation or a
| aw enf orcenent investigation, you have your subject.
In our case it would be our borrower. They're a skinp.
They're not paying. They have a vehicle that we need
to repossess, for exanple. W're getting information
from other consuners -- their phone nunber, their
address, or whatever -- in an effort to | ocate our
skip and to | ocate our vehicle. W get an address for
the girlfriend. Well, mybe the car is over there.

So now we have informati on about a consuner, but the

only reason why we have the information is to
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basically effectuate this contract that we have with
our consunmer who received the GLBA notice, but this
ot her person did not.

And so, we want to | ook for an
expansion or a definition, that we were hoping for
originally, that would nean that anything that we
obtain that is necessary to process or facilitate a
transaction is, in fact, covered that transacti on when
it's not, in fact, shared for any other -- or utilized
for any other purpose.

So those were the main things. W have
things like requirenents for a currency transaction
report. We have a non-nenber that wal ks in, deposits
$11,000 in cash to an account holder's account. W
need to collect information, by |aw, about their
driver's license, their nane, their address, their
t axpayer identification nunber, but they're not our
account holder, and there is no specific exenption for
i nformation required by | aw.

My final comment in the |ast m nute,
woul d be that that 45-day and 90-day period for
respondi ng to consunmer conplaint -- or consuners is
very inportant because we do not house -- and | say --
we is ny clients -- do not house everything in a nice

littl e neat database that we can just go in -- do we
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have Mary-Lou Hei ghes on file anywhere? |nformation

Is stored in a lot of different places, and it's very

difficult to, you know, conply in a shorter timeframne.
Thank you very nuch.

MR. AKERS: Thank you. Speaker No. 11,

pl ease.

Good nor ni ng

MR. WATSON: Good norning. M nane is
Peter Watson, P-E-T-E-R, WA-T-S-ON. |I'mthe CGenera

Counsel for US Storage Centers, a privately owned
sel f - st orage managenent conpany, as well as a nenber
of Board of Directors of the California Self Storage
Associ ation, CSSA, which is a non-profit association
predom nantly conprised of self-storage owners,
operators, and vendors. |'m presenting nmy coments
today as a representative of both entities. | want to
focus ny limted tinme on really one threshold issue,
and if there is nore tinme to touch on a couple of
regulations, I'Il try and do so.

Specifically, I'd |like the Attorney
General to consider limting the scope of the defined
term quote/on quote "personal information," solely as
that termapplies to the 50,000 consuner threshold set
forth in Cvil Code Section 1798. 140 Subdi vi si on CB.

As currently drafted, the general consensus is that
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any California resident that accesses a business’
website will automatically be considered a consuner
provi di ng personal information under the Act sinply
because the I P address utilized to access such website
w ||l be cached by the business. To use a basic

hypot heti cal specific to the self-storage industry,

I mgi ne the sel f-storage property nmanagenent conpany

t hat recei ves annual website traffic from50,000 IP
addresses but only services and collects non-IP
address personal information from say, 10,000
consuners. Those would be their tenants, prospective
tenants, folks that go online and provide their emi
address or contact information to be contacted for any
reason. Those are the 10,000. Should this smaller
size operator with 10,000 custoners be subject to the
CCPA? More inportantly, how does this conpany know
whet her they're subject to the CCPA? Do they have the
ability to find out how many | P addresses their
website has received in any given year? And if so,
than can they take that list of |IP addresses and
determ ne which of those IP addresses are California

| P addresses? Assum ng yes, can they then determn ne
whi ch of those California |IP addresses are not also
their existing tenant base? Most fol ks that are

accessing the website could very well be the tenants,
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and you don't want to have a double counting situation
to determ ne whether or not you're subject to the |aw.

It seens to nme that this hypothetical
conpany is not the intended target of the CCPA. It's
far removed fromthe | arger businesses and types of
busi nesses that, | believe, the CCPA was enacted to
govern. Nevertheless, the nere receipt of IP
addresses arguably brings this conpany under the CCPA
purview. | refer to this situation as the
guot e/ unquote "I P address-only consuner scenario," and
I mgi ne that this issue and concern is at the
forefront of a vast nunber of many smaller to nedi um
si zed busi nesses that are scranmbling to determ ne
whet her they need to comply with the CCPA as a result
of the quote/unquote "IP address-only consuner
scenario," and, of course, determining the best way to
conmply in a tinmely fashion.

Under this context, | urge the Attorney
General to consider and hopefully inplenent one of the
foll owi ng proposed regul ati ons:

The first proposal, and the preferred
approach, would be to specifically exclude IP
addresses fromthe definition of personal information
solely as it pertains to calculating the 50,000

consuner threshol d. This would not renpve I|IP
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addresses fromthe definition generally, again, only
fromthe 50,000 threshold calculation. This proposal,
if inmplemented, would elimnate the | P address with
respect to the "I P address-only consuner scenari o" and
provide clarity for businesses that are unable to
determne if they are subject to the CCPA

As an alternative to the first
proposal, | would ask that the AG consider renoving
t he consuner's right to request deletion of personal
I nformation for businesses that would not qualify
under the 50,000 consuner threshold, but for the nere
collection of |IP address-only consuners. Under the
second al ternative, the consumer will still have the
Ri ght to Know via the business' privacy policy.
However, the consunmer will no |longer have the right to
request deletion. GCkay. Thank you.

Now as for a couple of other
regul ations. The definition of household, the one
comment here would be to perhaps clarify the situation
where you have a m xed use -- or not m xed use, but
m xed resi dency house who have people from California,
people from ot her states, and how to treat those fol ks
fromother states that are within that particul ar
househol d.

Section 999.312C, | ask that the CCPA
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shoul d not treat businesses differently. Businesses
that have an online presence and a brick and nortar
presence versus those that have just one or the other,
It seenms that under that particular section, there is
two different standards.

Thank you for your tine.

MR. AKERS: Thanks very nuch. Speaker
No. 12, please.

Good nor ni ng.

MS. FORSHEI T: Good nor ni ng.

Tanya Forsheit, Frankfurt Kurnit Klein & Selz. [|I'm
the chair of the privacy group. |'mhere actually
today testifying on behalf of my client, The News
Medi a Alliance. The News Media Alliance represents
nearly 2,000 diverse news organizations in the United
States fromthe | argest and international outlets to
hyper | ocal news sources both digital and print.

When busi nesses succeed at CCPA
conpliance, consunmers will win. As such, the Attorney
General shoul d approach the regulations in a manner
that is designed to hel p businesses succeed. The
alliance's coments today are focused on those areas
where the regul ati ons make conpliance nuch nore
difficult than what is anticipated in the statute, if

not inpossible in sone cases. Most of these issues
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arise in situations where the draft regul ations inpose
new obligations that were not set forth in the statute
itself. 1'"magoing to provide just a few exanpl es that
are of particular interest to The alliance.

First is the notice at collection
requi rement, which is set forth in the regul ations.
This is new It's not in the statute, and it is
uncl ear, particularly for publishers, wll make things
even nore conplicated for consuners who al ready have
to navigate a nunber of links and notices on websites.
The | anguage would require a new link. This would be
In addition to the privacy policy, as we understand it
as set forth in the draft regulations. So consuners
wi Il not understand the difference between the two,
privacy policy, notice at collection. | nmean, the
privacy policy does, of course, include information
about how information is collected. It's required to
do so. It wll normally have a subheading to that
effect. This would also be in addition to the "do not
sell ny personal information” link. So what we're
already imaging is privacy policy, notice at
coll ection, "do not sell ny personal information,"
never mnd all the stuff that's already out there
about ad choices etc. It's not clear where this |ink

shoul d be placed, the notice at collection link, if
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that's what's required. And whether it should appear
at or before the tinme of collection. And there's sone
i nconsi stent | anguage in the regs as to whether it's
at or before.

So respectfully, The alliance submts
that there's no need for an additional link. If it is
required, it should be at and not before the tinme of
collection. Before would essentially create and
opt-in obligation, which is inconsistent with the
statute. And if it is required, the obligation to
post should be delayed -- in other words, if there is
a link requirenment -- a separate link, that should be
del ayed until January 1st, 2021, given that the regs
won't be finalized until the sumer.

If a business -- so that's the point
about the notice at collection. Second point, if a
busi ness is not selling information, and |I'm not goi ng
to get into what's a sale, but if it's not selling, it
shoul d not be required to post a "do not sell ny
personal information” link. There is sone |anguage in
the regul ation suggesting that if you mght, in the
future, sell information, you need to have that I|ink.
That, of course, would be extrenely confusing to
consuners and al so not provide transparency. Any

busi ness m ght theoretically start selling information
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in the future. They shouldn't have to have a link if
they don't do it. O course, if they change their
practices, they should put one in place before they
start doing it.

Nunber three, the regul ati ons shoul d
not require that an unverified deletion request be
treated as an opt-out of sale. That is not in the
law. It's also fraught with potential for abuse from
automat ed bot attacks to submt thousands of
unverified deletion requests that would theoretically
have to be treated as opt-outs. What if the business
doesn't sell information? And how are they supposed
to effectuate the opt-out if they can't verify where
these are coming fromif they're automated bot
attacks. There shouldn't be a separate requirenent to
treat those as opt-outs. |If you can't verify a
del etion request, you shouldn't be required to honor
it.

Next, the do not sell request should be
honored when a consuner clicks on do not sell. There
I s | anguage, of course, in the regul ations about
having to treat things |ike user privacy controls or
browser controls as a do not sell request. This is
not in the statute. Also, it would be extrenely

confusi ng because busi nesses can't possibly
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operationalize it. It should be sinple. A consuner
clicks on do not sell, that means do not sell.
There's an opt-out. That would conflict. Wat if
they later click on the other browser control, or
they're using a do not track, or whatever it is,

| npossi ble to operationalize if both are required and
confusing for consuners.

Service providers, that was nentioned
by sonme others, but as long as the service provider is
only using information to provide service for
busi nesses purpose -- ny tinme is up -- it shouldn't
matter if they're using the sane information fromtwo
di fferent businesses. That's not in the statute. |IP
addresses are frequently used fromtwo different
busi nesses. For exanple, for frequency capping and
advertising. That's a consumer protective service.

If you can't be a service provider for that purpose,
and you require that to be an opt-out, that creates
conpl ete chaos.

" mout of time. Thank you very nuch.
| appreciate it.

MR. AKERS: Thank you. Speaker No. 13,
pl ease.

MR. DENNI'S: Good norni ng.

MR. AKERS: Good norning.
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MR. DENNIS: M nane is Jeff Dennis,
DE-N-N-1-S. |I'ma privacy attorney with the law firm
Newmreyer Dillion in Orange County representing a
nunber of conpani es who seek to conply with the CCPA.
| have a few just brief comments and thoughts. |
appreciate the opportunity to be here and present to
all of you this norning.

Well, California consunmer rights are
certainly inportant. There can be little debate that
t he CCPA does, in fact, place a significant burden on
busi nesses doing -- conducting business in the State
of California. In addition to this high cost,
confusion and lack of clarity in the original |anguage
of the CCPA and -- which carries over into sone of the
proposed Attorney General regulations adds a further
burden to conpanies who want to truly conply with the
CCPA.

| will focus very briefly on four
provisions that | think should be nodified, sone
slightly, some in nore detail as well as one
addi tional regulations which | believe should be
added.

First of all, a nunber of sections use
the word "accessibility" as a requirenent under the

CCPA, tal king about accessibility to consuners with
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disabilities. The question becones what does
accessible nean in the context of the CCPA? Is it
sonething nmore in line with the American Disabilities
Act, the ADA, or is it a different standard? G ven

t he great uncertainty that exists in the court system
today with respect to website ADA conpliance, |
believe sone further definition of this termwthin

t he CCPA shoul d be considered. Rather than | eaving
busi nesses trying to guess what conpliance neans, |
think it would be nore hel pful to spell it out.

Secondly, | think that there is an
easier, nore clean way to stream ine requests --
met hods for submtting requests. |If you |look at
proposed Regul ation 999. 312, Sections A and B, there
are two different standards for submtting either a
request to know, or a request to delete. As you know,
312A requires a toll-free nunber plus a web form
while Section B offers several alternatives including
a toll-free nunmber, web form and several other
st andar ds.

Il will be submtting witten comments
whi ch have nore, sort of, robust |anguage, but ny
suggestion to the group is rather than having two
di fferent standards, conbine theminto one and provide

two opportunities: One, I'lIl call a tech savvy
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opportunity, whether that be an online form an emil
address; and for the non-tech savvy consuner, they
have the option of a toll-free nunber, submtting a
formin-person, or providing a letter.

Now requiring businesses to choose one
from each of these categories still provides two
met hods to nake these requests, but it clarifies and,
again, we're not adding -- we're taking burdens way
fromthese conpanies that are truly trying to conmply
with this. And again, this was nentioned briefly by
Speaker No. 11, so | won't spend nmuch nore tine on
t hat .

The third thing, | believe that
proposed regul ati ons 313A, which requires a business
to confirmreceipt within ten days. | believe that
| anguage can be very easily adapted to say, ten
busi ness days. The reason being is we all know with
hol i days and especially this tinme of year, you can
submt a request on the Wednesday before Thanksgi vi ng,
and a business may not see it until the foll ow ng
Monday, thereby providing themwith literally five
busi ness days to conply. | think that that -- adding
the term "business" maintains the integrity behind
that regul ati on without adding increased pressure on

conpl i ance.
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The | ast | anguage issue that I'll cite
to you is the 15 day requirenent in 999.315 E and F,
which really detail a very challenging tinmeline for
busi nesses when they receive an opt-out request.
Trying to turnaround an opt-out request maybe very
chal l engi ng particularly with a 90-day | ook back. And
given that there's a 90-day | ook back, | don't see the
need to have 15 days as opposed to the normal 45 plus
45 day standards which appear in other sections of the
CCPA. At a mninmum for |arge businesses, 15 plus 15
shoul d be consi dered.

Lastly -- this will be ny |ast point.
| believe an additional regulation should be added to
the Attorney General regs that really clarify that the
enf orcenent action lies with, and only with, the
California Attorney General with respect to privacy
violations. There is a real concern in the business
community that you will see folks trying to use
pocket -type clains, private Attorney Ceneral actions,
and/ or the Unruh Act to expand the CCPA and its
privacy viol ations beyond which it is intended to be
by the legislature. | believe that that |anguage --
addi ng this | anguage to the regs will bring nmuch
needed assurances to business | eaders that the CCPA

wll not lead to a land slide of ill-advised | awsuits
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in this action.

Thank you very nuch for your tine.

MR. AKERS: Thank you. Speaker No. 14,
pl ease.

M5. MCM LLAN:. Good norning. M nanme
Is Leigh McM I an. It's L-E-1-GH MGCMI-L-L-A-N,
and | am the CEO of Whitepages, which started 23 years
ago as an online directory.

Today \Whitepages is used by nore than
30 mllion consuners and small businesses every nonth
to neet a nunber of needs, chief anong themis fraud
prevention, scam call detection, and personal safety.
We neet these needs by aggregating data from di verse
sources and making it fully transparent and easy to
access and navigate. W also strive to make it easy
for individuals to request renoval of their
I nformation and are constantly working to inprove this
process which involves matchi ng data points across
mul ti pl e sources and verifying requestor's information
with limted data point as was highlighted by previous
speakers.

' m here today, first, to voice support
for the goals and spirit of CCPA. We believe that
I ndi vi dual s have the right to know how persona

I nformation they provide to conpanies is used and
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shoul d have reasonably and neani ngful controls over
how it's collected, used, and shared.

VWi t epages extensive experience with
dat a managenent and fraud prevention at scale inforns
t he second purpose for ny limted coments today,
which is to speak to the practicalities and potenti al
for fraudul ent actions associated with the notice at
coll ection of personal information.

Section 999. 305 appears to say that
short of securing after the fact witten attestation
fromoriginators of the data, businesses that sell or
make avail abl e personal information not collected
directly from consuners nust notify themof its
exi stence and the right to opt-out. This notification
requirement will flood consuners with potentially
confusing notifications fromlegitinmate conpanies with
|l egitimate services. As evidenced with the
m sunder st andi ngs of direct marketing requirenents
under the GDPR, that led to a flood of opt-in requests
prior to May of 2018. The request will -- the result
wi Il be consuner fatigue and irritation all while
creating a ripe environnent for fraud.

Fraudsters adept at inpersonating
| egiti mate conpanies will take advantage of the flood

of notifications that use calls to action that
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consuners expect to see whether clicking on a |link or
suppl ying personal data to entice individuals to
provi de the exact information that CCPA is trying to
protect.

The notice of opt-out fromsales in the
formof a "please do not sell nmy personal information”
button to be prom nently displayed on websites was
determ ned by the legislature to be clear and
sufficient. Moreover, the Data Broker Registry, with
its current very broad definition of what constitutes
a data broker, will allow consuners to verify, find,
and easily select those entities fromwhich they w sh
to opt-out of -- from

Li kewi se, requests for information
associ ated with househol ds or frequently shared
identifiers, such as street address or |P address,
rai se substantial privacy concerns. These requests
can easily be exploited by identity thieves and
abusers.

James, Paver, a PhD student in Oxford
provides a real world exanple of this vulnerability.
While sitting at an airport gate, he and his fiancé
began an experinment to see what data coul d be
extracted from conpani es under GDPR. Over a two nonth

peri od, Paver sent out 150 GDPR requests in his
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fiancé' s name asking for all data associated with her.

Twenty-four percent of the respondents provided all
files associated with his fiancé based on just two
pi eces of data, an email address and a phone nunber.
To hel p reduce these risks, we appl aud
requi ring agents operating on a consuner's behalf to
register with the Attorney General's office so
conpani es can better verify third-party requests. W
al so strongly encourage a risk based approach to
request verification that gives businesses the
flexibility to adopt verification solutions that are
contextually relevant to their business and the data
bei ng requested, and not only disincentivize
fraudul ent requests but prevent them

As noted by a prior speaker, consuners

win if businesses are successful at inplenmenting CCPA

We believe that privacy reformw || bring significant
benefits to consuners, but the details are critically
I nportant. We hope the concerns expressed here wll
be hel pful to you and plan to submt additional
written testinony.

Thank you for the opportunity to share
from our perspective and experience.

MR. AKERS: Thank you. We've been

goi ng for about an hour. Let's plan to take a
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ten-mnute break at this point to give our court
reporter a chance to rest his fingers. It is

currently 11:03. Let's cone back at 11:13. Thanks

all.

(OFf the record.)

MR. MCELROY: Good norni ng.

MR. AKERS: Good norni ng.

MR. MCELROY: M nane is Scott MEIlroy.
That's spelled S-COT-T, MCGE-L-ROY. I'm

representing a conpany called Paylidify. W're a

mul ti nati onal paynent -- nmerchant paynment processor.
So we're | ooking for just a few

clarifications. So first off, it would be very

hel pful is specifics were provided on exactly how a

business is to actually verify a verifiable consuner

request. As a followup, it would be hel pful if

exanpl es were provided of data el enents of businesses

required to collect froma consuner in order to

confirmthat their request to opt-out is actually

verifiable. Next up, would a business that neets the

CCPA threshold criteria be in violation if that

busi ness does not have a link on their website to

all ow a consuner to opt-out of data collection

mechani sme? And finally, how many days does the

busi ness have to conplete on opt-out request?
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That's it.

MR. AKERS: Thank you, sir.

MR. MCELROY: Thank you.

MR. AKERS: All right. Speaker No. 16,
pl ease.

Good nor ni ng.

MR. HOSSAIN:. Good norning. M nane is
Roman Hossain. That's R-O-MA-N, |ast nane,
HOS S-AI1-N | represent a conpany call ed Review
Squash. We are a small business digital marketing
agency, and my comments are both sides -- both from
t he business side and the consunmer side. So this
wll -- this will add to al so Speaker No. 11's IP
address only issue.

According to law firm Perkins Coie and
a recent Mcrosoft webinar on CCPA, 140 visits a day
by California consuners on a website which collects
cooki es and other information would cause a small
busi ness to neet the threshold of 50,000 records and
be subject to CCPA in a year. This now opens CCPA
enforcenment of small businesses such as doctors,
| awyers, CPA's, plunbers, AC repairnen, beauty
suppliers, and hundreds nore. And these businesses
wi Il unlikely have the technical resources to conply

wth CCPA. So this -- the question is was this the
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intent of the law to apply to such small businesses,
many with revenues of less than a mllion dollars a
year ?

For exanple, one of the things that our
agency does is create Facebook ad canpaigns for these
smal | businesses. Well, the way the Facebook data
wor ks and by installing a Google pixel code onto their
website, it opens up a database of all of Facebook's
potential consuners. And as a result, 90 percent of
my small busi nesses run Facebook canpai gns. So
theoretically, they would be subject to the CCPA
because they've got access to well over 50,000 records
on their advertising canpaign. And on any given
advertising canpai gn, we collect anywhere between 50
to 100, 000 i npressions for |less than $500 on an
adverti si ng canpai gn.

So the question is is there going to be
sone clarification as to what a consuner record is?
And the I P address only issue is one issue, but a
cookie issue and a Google pixel -- or -- or the
Facebook pixel issue is a whole other issue as to what
records are collected.

Secondarily, 1'd like to bring up the
fact of on a consumer point, in going to the current

AG s website, it's unclear where soneone would even go

Page 55

Personal Court Reporters, A Veritext Company
818-988-1900

OLA
16-1

OLA
16-2


hannahfolsomchan
Line

hannahfolsomchan
Typewritten Text
OLA
16-1

hannahfolsomchan
Line

hannahfolsomchan
Typewritten Text
OLA
16-2


© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

to report a violation. And so, I'mnot sure if that's
sonething that is going to be addressed in 2020, but
at the current state, there's obviously nunerous
sections on the AG s website for numerous other

busi ness conplaints, and there is a general business
conplaint section. But it would help if that was
clarified, or if there was a specific button for that.

The next issue is what will the AG s
enforcement actions |ook |ike for small businesses
that viol ate CCPA unknowi ngly? And al though there is
been sone guidelines of a letter being sent, and there
I s about seven days to conply, and then a fine of
$2,500 and then another fine of $7,500. But who are
the contacts? |Is there any sort of nediation? O if
the action is corrected, or if the business shows that
action as being in progress of being corrected, what
are kind of the repercussions of such?

And those are all ny coments.

MR. AKERS: Thank you. Speaker No. 17,
pl ease. Speaker No. 17. Okay. No seeing 17. Moving
on to 18. 197

Good nor ni ng.

MR. GRIMALDI: Good norning. Thank you
all for doing this. | appreciated the opportunity to

be here earlier in the year for your first session and
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found it informative hearing all the coments, and |'m
glad to be back. So thank you.

My nane is Dave Gimaldi, and |I'm
Executive Vice President of the Interactive
Advertising Bureau. Founded in 1996, we represent
over 650 | eading nmedia and technol ogy conpani es that
are responsi ble for selling, delivering, and
optim zing digital advertising canpaigns. Working
with our nmenber conpanies, the | AB devel ops technical
st andards and best practices and fields critical
research on interactive advertising while also
educati ng brands, agencies, and the w der business
community on the inportance of digital marketing.

We are committed to professiona
devel opnent and el evating the know edge, skills, and
expertise, and diversity of the workforce across the
I ndustry. | AB strongly supports the principles of the
California Consuner Privacy Act, nanely transparency,
control, accountability, and choice. As the CCPA
states, "California consuners should be able to
exercise control over their personal information, and
they want to be certain that there are safeguards
agai nst m suse of their personal information.” And we
agree. Qur cross industry devel opnment of the Digital

Advertising Alliance, or the DAA, was created
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precisely to address those core concepts and has
gai ned wi despread acclaimfrom governnment and public
I nterest groups alike.

Qur commtnment to these principles is
al so visible through our ongoing work to help industry
conply with CCPA through the | AB CCPA Conpli ance
Framewor k for publishers and technol ogy conpani es.
This conpliance framework is intended to provide
conpanies with the technical and contractual tools to
help them fulfill consuner opt-out requests, and
ultimately our goal with this framework is to increase
conpliance with CCPA and | AB's over 600 nenber
conpani es.

But as the Attorney General's
regul atory inpact assessnent highlights, the cost of
conplying with CCPA have been, and will continue to
be, significant. So it's crucial that the Attorney
General's office work diligently to further the
pur pose of CCPA wi thout creating unnecessary
conpliance costs for businesses that will limt
product and service availability for California
consuners. |1AB will be submtting detailed witten
comments to the Attorney General's office this week,
but today I'll like to highlight just a few issues

that we feel could provide guidance and clarification
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to businesses in the nmedia and marketing industries as
they work to conply with CCPA

First, | AB asked the Attorney Ceneral
to clarify that using personal information received
froma person or entity to service another person or
entity could constitute a perm ssible quote/unquote
"busi ness purpose” under CCPA. So |long as such use is
for the benefit of the entity providing the
information and is set forth in the required contract
bet ween the business and the service provider and is
ot herwi se consistent with the requirenments of CCPA.
Such an acknow edgenent woul d better align the
regulations with the text of CCPA which explicitly
permts disclosures to service providers for a list of
enuner at ed busi ness purposes under the statute. It
woul d al so better align with CCPA s definition of
busi ness purpose which includes both a business' or a
service provider's operational purposes or other
noti fi ed purposes.

Second, | AB asked the AGto all ow
conpani es the option of honoring browser settings or
I ncluding a 'do not sell ny personal information' |ink
on its website. The proposed regulations state that
“browser plug-ins and ot her mechani sns nust constitute

a valid request to opt-out by the consuner." That was
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not included in the text of CCPA and could risk
underm ni ng consuner choice. W believe it's
i nportant for consumers to have granular controls over
the selling of their personal information, and the
current proposed regulations risk limting that
control absent further clarification and limtations
on such nechani sns.

| appreciate the opportunity to be able
to speak with you today. You will see our filling by
Friday. And thank you again for holding this forum

MR. AKERS: Thank you. Speaker No. 20,
pl ease.

Good nor ni ng.

MR. KIM Good norning. M nanme is Bo
Kim Senior Privacy Counsel at Perkins Coie and
Counsel for the California Chamber of Commerce. Thank
you for the hearing today.

Busi nesses want to conply with the
CCPA. Significant investnments have been made by
i ndustry to conply with the CCPA as witten. For
t hese reasons, we woul d suggest that an enforcenent
based upon the regul ations be del ayed until January
2021 to give businesses an opportunity to conformto
t he regul ati ons.

The California Chanber will be

Page 60

Personal Court Reporters, A Veritext Company
818-988-1900

OLA
19-2
cont


hannahfolsomchan
Line

hannahfolsomchan
Typewritten Text
OLA
19-2
cont


© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

submtting detailed comments |later this week. Sone
hi ghli ghts of those comments are as follows w th other
areas to followin the wite-up.

Beyond the effective date, the
overarchi ng concerns center around the fact that draft
regul ations go substantially beyond CCPA requirenents
in a nunber of respects that will be detailed in our
letter. A few salient exanples are the foll ow ng:

First, proposed Section 315 regarding
opt-outs: The regul ations regarding tech
t echnol ogi cal nechani snms that woul d conmuni cate a
consuners intent to opt-out of sale under the CCPA
| ack clarity. It is unclear was businesses woul d be
required to do should such nmechani sns be devel oped.

It nmust be assured that consuners actually intended to
exercise the right to opt-out of sale under the CCPA.
We are concerned that nmechani sns may be devel oped t hat
may not, in fact, reflect user choice. Furthernore,
there is no industry accepted technical standard
regardi ng opt-out via a browser mechanism The
requirement to notify all third-parties to whom a

busi ness has sol d personal information can be
trenmendously burdensone. It may not be feasible
considering the broad definition of sale under the

CCPA. G ven the breadth of the CCPA definition of
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sal e under Section 1798.140 T, it may be difficult for
conpanies to identify parties that may be consi dered
part of an exchange for val uabl e consi deration where
they lack privity or otherw se. Businesses may not
have the ability to contract parties -- I'msorry --
contact parties to whom data was made avail able for
val uabl e consi derati on as maybe construed by the AG s
office in connection with Section 1798.120. Also the
requi rement to opt-out users within 15 days of the
request under proposed Section 315E shortens the tine
for the businesses to respond to opt-out requests that
exi st in the CCPA now.

Second, proposed Sections 307 and 337
regardi ng financial incentives: The requirenent to
give notice of financial incentives for every
i ncentive contained in proposed Section 307 is
extrenely burdensome and onerous. Just inmagine the
I mpracticality of a grocery store that wants to
provide daily or weekly coupons to valued loyalty
custonmers having to give notice of privacy for every
offering. Moreover, as far as proposed Section 337,

t he vast mpjority of conpanies inpacted by the CCPA
utilize technology but are not tech conpanies. As
such, there is no particular value of data allocated

on any existing bal ance sheet or for public conpanies
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10K or 10Q filing. The requirenent to create a data
val uati on under Section 337 would be artificial in the
sense that value cal culations for data are not the way
busi nesses operate, and the proposed cal cul ati ons
exceed the statutory construct.

Third, proposed Section 313 regarding
responding to requests to know and requests to del ete:
Here again, there are areas where the proposed
regul ati ons exceeded scope of the CCPA. This includes
the fact that unverifiable requests to delete should
not be treated as sal e opt-outs because adding
unverified requests underm nes the | egislation which
clearly provides only verified consuner requests the
ability to ask for deletion as previously nentioned by
ot her speakers. It also changes the consuners intent,
I ncreases cost, and exacerbates difficulties with
del eting data from archives or backups. The Chanber
al so has comments on the service provider |anguage in
Section 314 and the definitions contained in
Section 301 that will be in our witten coments. For
the sake of time, | wll not repeat them here.

Thank you very nuch.

MR. AKERS: Thank you. Speaker No. 21,
pl ease. Good norni ng.

MR. RECHT: Good norning to you.
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Philip Recht of the Mayer Brown Law Firm Qur firm
represents a coalition of conpanies that provide
background reports, fraud detection, and other people
search services. These services are wdely used by an
array of California and other |aw enforcenent,

gover nnment agenci es, businesses, individuals, and

fam lies alike. The conpanies do not collect PI
directly fromconsuners, but instead collect it froma
host of public and other third-party sources. The PI
they collect is alnost always already in the public
domain, and the revenue fromthese conpani es derives
al nost exclusively fromthe sale of reports containing
this PI. These conpanies strongly support the CCPA

In fact, they have been pioneers in the use and the
provi sion of opt-out rights and a | ot of the other
rights that are the CCPA on a voluntary basis for
years and years and years. However, they have
concerns with three provisions in the proposed
regul ati ons.

The first itemof concern is the notice
of collection provision that has been addressed by
sone ot her speakers. This, from our vantage point,
woul d relieve conpanies |like ours of the need to
provi de what we call the "pre-collection notice," the

notice required at or before the collection of PI.
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Instead it would require these conpanies to do one of
two things: Either provide direct notice before they
sell the PI of a consuner, or instead obtain an
attestation fromthe original source of the Pl that

t hat source provided a direct notice to the consuner.

This proposal is problematic in any
number of ways. First and forenost, no nmatter how
wel |l intended, an adm nistrative regulation sinply
cannot override or elimnate a clear statutory
requi rement such as the need to provide notice at or
before collection. Even if it could, the alternative
conpliance options are sinply unworkable for our
conpanies. The direct notice option doesn't work
because in many instances the Pl that we coll ect
doesn't even contain contact information. And when it
does, that information often is incorrect or unusable.
Ot her speakers are going to cone after nme and explain
ot her problenms with this as well.

The attestation option doesn't work
because in the vast majority of cases, al nost all
cases, our Pl sources thenselves are indirect sources
of the PI, and they cannot provide direct notice. And
even if they could, they will not agree to attest to
anything in conpliance with the | aw and expose

t henselves to new legal liabilities.
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Si nce neither option is workable for
us, the upshot of this proposal is it makes it
| npossi ble for us to conply with the CCPA, and it
effectively puts us out of business in the State of
California, at least with respect to California
consuners. And, of course, we all know, the law w |
never tolerate such a harsh result when there are
reasonabl e alternatives on this topic. And the good
news here is there is a very reasonable alternative
which is to allow these conpanies to provide the
pre-col |l ection notice on their internet honepages.
It's the only practicable way for themto do it. [It's
consistent with the way CCPA mandates opt-out and
ot her notices. This is how consuners search for
online conpany disclosures. It's consistent with the
approach of the new Data Broker Registry that you just
heard nentioned of a nonent ago. And this registry
was devel oped to address the exact concern that |
t hi nk underlines your proposal here. |It's consistent
with the new California Privacy Rights Act -- the new
initiative, which specifically allows these conpanies
to provide the pre-collection notice on their internet
homepages. And lastly, it's consistent with the fact
that the collection and sale of public domain data is

constitutionally protected comercial speech. And as
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we know t hat kind of speech can only be abridged if
there's a conpelling reason to do so, and clearly a
proposal that would outlaw these activities, when |ess
onerous alternatives exist, could never neet the

st andar d.

So for all these reasons, we would
request that this Section 305D be anended to all ow
conpanies to provide the pre-collection notice on
their internet homepages.

| have two other issues I'd like to
address, but if it's possible, | think I"lIl wait till
the end, and it'll take two or three m nutes. | don't
want to go over ny tine.

Thank you very nuch.

MR. AKERS: Thank you. Speaker No. 22.

MR. COHEN: | would just like to
thank -- say that | very nuch appreciate the
opportunity to address the public though this open
forum today, so thank you very nuch to the panel.

My nane is Ross Cohen, and | co-founded
our conpany, BeenVerified, nearly 14 years ago with
the m ssion of bringing publicly available data to the
average and everyday consunmer. Back then during the
nascency of the internet, we saw that in order for the

i nternet to grow and evolve, there would need to be a
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certain level of trust, confort, and confidence that

deeper | evel of connections could be nmade whether in
the context of dating, person-to person commerce,

nei ghbor hood rel ati onshi ps, and even the sinple right
to better know who may be driving ny daughter's

car pool .

Over these last 14 years, we've
received emails and letters from our countless
famlies and long lost friends that have successfully
reconnected using our people search engine. W
wi t nessed nyriad noving reunions such as the story of
an NFL |inebacker named Ahmad Thomas who used to
| ocate and reunite his biological parents. Wth just
their full names to go on, this once separated famly
found each other and formed a | asting bond that was
over two decades in the making. This is just one
public exanple of so many who have experienced this
type of incredible reunion.

From BeenVerified s inception, we've
hel ped mllions of consuners and have tried to bal ance
the responsibility of third-party public data we
collect with the privacy of individuals. W' ve given
i ndi viduals the right and the ability to opt-out their
data for the last ten years using a clear link right

from our honepage. However, | stand here to cite a

Page 68

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

nunmber of issues as well as a giant problem of
uni nt ended consequences that conme along with the
pre-coll ection notice requirenent under CCPA.

First, the ability for conpanies |ike
ours to provide direct notification to consuners with
whom we | ack a direct relationship is inpractical, and
at or before the point of collection because we | ack
any useable contact information at this tine.

Secondly, even if conpanies were
sonehow to be able to provide consuners with direct
notice at or before collection, it beconmes an enornous
probl em for many reasons. Such notices would entail
us contacting literally tens of mllions of California
residents with whom we have no direct relationship.
This would be akin to the spam enmails and robocalls
that consuners are not only fed up with, but also
opens the door to identity theft scammers to pretend

that they are one of the thousands of legitimte

conpani es who will need to provide pre-collection
noti ce when instead these opportunities -- these
opportunists will use the name of CCPA notice

provision as a tool to further scam and request Soci al
Security nunmbers and other private data this | aw was
i ntended to protect.

Look no further than the GDPR notice
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provision simlar to CCPA's, and the countless victins
who have received spamemils from scammers posing and
conpani es such as Airbnb, in the name of privacy under
GDPR requesting private information. |In one such
case, outlined in an article by The Sun, a UK
publication, an elderly man said he had 4, 000 pounds
robbed from his account after a scam GDPR emai |l f ool ed
himinto offering up his personal info. And stories
like this are not an isolated incident either. | urge
each and every one of you here to Googl e GDPR enmi
scans, and you will clearly see that these sonetines
even good intentions could have very uni ntended
consequences.

The direct notice requirenent could
create a breeding ground in California for spammer and
scammers to extract the very data that we're trying to
protect. In fact, at BeenVerified, we also collect
user generated robocall phone conplaints and just
recently concluded an in depth study in part with
Forbes.comon the rise of Social Security scam
robocalls. This phone scam was by far the nobst conmon
phone scamthis year, accounting for nearly 10 percent
of all fraudulent calls according to our nationw de
anal ysis of nore than 200,000 spamcall reports.

Victins wire noney, send gift cards, or surrender
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personal information to scammers. Last year, this
type of fraud cost Americans $19 nmillion according to
t he Federal Trade Conm ssion. Wre you to require
direct notice to all Californians whose PI has been
collected, this will actually open the door and give
scamers exactly the next opportunity to perpetuate
their next attacks.

For these reasons, we are confident
that the answer to privacy protection surely cannot be
sending out mllions upon mllions of emails or
postcards from hundreds or thousands of conpani es.

But rather should be done through both the California
Dat a Broker Registry as clearly and conspi cuously on
our honepages of our conpanies. And we've already
been offering opt-out requests for over the past ten
years.

| appreciate your tine.

MR. AKERS: Thank you. Speaker No. 23,
pl ease. Good norni ng.

MR. MATTHES: Thank you for the
opportunity to speak to you today. |'m Jason Matt hes.
' mthe General Counsel of Spokeo, and we're a nenber
of the People Search Services Coalition as well. Like
ot her conpani es that have testified previously, Spokeo

uses publicly available information to enable mllions
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of consuners each nonth to connect with others,
reunite, long lost friends and famly and rel atives,
to protect thenselves and their famlies from harm and
scans. We al so hel p businesses fight fraud. And
| astly, we help law enforcenment to find fugitives,
suspects, and witnesses. As | said we do this all
with publicly avail able data. Exanples of type of
data that we collect are Wi tepage phone directory
data; voluntary survey -- marketing survey results;
and public social nedia profiles.

" mhere to tal k about three aspects of
the regul ati ons that are unworkable for, not only
busi nesses simlar to Spokeo, but many ot her
busi nesses. Many of the speakers previously have
tal ked about Section 305D, which would require for
busi nesses that don't have a direct relationship with
consuners to either provide direct notice at the tine
of sale of information or alternatively obtain the
attestation. As other speakers have sai d whet her
direct notice is required at the tinme of collection as
the statute actually requires, or whether this
alternate schene is adopted that enables notification
at the time of sale. |In our case, direct notice is
sinply not possible for many of the reasons that have

been previously testified to and al so would create a
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very bad result for consuners and create opportunities
for scans.

The attestation is |ikely unworkable
for our conpanies as was previously testified. The
data that we collect being publicly avail able often
cones from aggregators thensel ves who coul d not
provi de an attestation that notice was given. Also
t he sources fromwhich we obtain the data may have
actually collected it before CCPA cones into effect,

i n which case, how could they provide an attestation
around giving a disclosure to consuners that, frankly,
was not required at the time that they collected it?

The solution that we woul d suggest is
consi stent with what you've heard today. That is to
all ow notice to be given to consuners via the Data
Broker Registry and |i kew se by conspi cuous notice.

The second regulations that I'd like to
di scuss today is 315 F which requires notification of
opt - out downstreamto those to whom data has been sol d
within the | ast 90 days. Menbers of our coalition and
| i kel y other conpani es have resale relationships --
reseller relationships which is not a prohibited
commerci al arrangenent under any statutory schene
what soever. The regulation -- the proposed regul ation

woul d require us to breach these already existing
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relationships -- to breach these contracts and notify
downstreamreci pients that they' re not going to be
able to exercise contractual rights that they've
already acquired. So it -- the proposed regul ation
effectively, you know, wal ks conpanies into a scenario
where they actually have to breach contracts that are
already entered into. Furthernore, this downstream
notification would inpose significant cost to the
point that it's tantanount to prohibiting resale
relationships. It's very possible that those
recei ving data downstream are not of the size or of
t he scope that are regulated by CCPA. Therefore, upon
recei pt of a notification of an opt-out, they may not
have a nechanismin place to actually address handling
no | onger being able to resell that data. So for
t hose reasons, the regulation of -- proposed
regulations 315 F, and likely -- |ikew se unworkabl e.
The final regulations that I'd like to
di scuss is 317 G which singles out conpani es who
process nore than five mllion records per year to

publish public statistics about CCPA activities.

First, I'd point out that the -- what needs to be
reported on is anmbiguous in and of itself. 1'm not
sure -- there is no definition in the regul ati on about

how conpani es are to determ ne whet her they've
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conplied, in whole or in part, with CCPA requests.
don't really understand what a conplying in part with
t he CCPA request would actually be. So it nakes
reporting on these statistics very difficult. But
nore inportantly, the -- there's -- as many others
have testified, it's a significant investnment for

busi nesses to adopt CCPA conpliance to get to the
standard of CCPA conpli ance.

Li ke others, Spokeo supports the CCPA.
The right to opt-out, we've been doing it for many
years as well. But we should not conpound an already
significant investnent with a further burden that's
actually not in the statute.

Thank you very nuch.

MR. AKERS: Thank you. Speaker No. 24,
pl ease.

MR. LEVINE: Good norning. You' ve got
atag teamfor a little bit of hunor.

MR. AKERS: Wel cone.

MR. LEVINE: |'m David Levine This is
my col |l eague, Kevin Walsh. We're principals of Goom
Law Group in Washington, D.C. W're a law firm
focused on enpl oyee benefits and benefits prograns.
W work with enployers and service providers.

Today you've heard a | ot about credit

Page 75

Personal Court Reporters, A Veritext Company
818-988-1900

OLA
23-3
cont


hannahfolsomchan
Line

hannahfolsomchan
Typewritten Text
OLA
23-3
cont


© 00 N oo o b~ wWw N

O T N R R N T
o A~ W N P O © 00 N O 0o M W N +—, O

uni ons and ot her organi zations. W're here to talk,
| i ke one of the earlier speakers, about the enploynent
uni verse that's caught up in CCPA

We're here to testify on behalf of The
SPARK Institute, which is a provider to a w de range
of retirenment plans and other benefit prograns. It
represents over a hundred mllion 401k accounts, so a
| arge proportion of the U S. population with assets
t hat conservatively are north of $10 trillion that are
I npacted by CCPA. \While we appreciate greatly the
efforts that have been taken with the regul ati ons at
this point, we're here to testify about the need for
sonme nore clarification especially in |ight of
enact ment of AB25 at this point.

We recogni ze that the regul ati ons cane
out right before AB25 and don't integrate the two.
But we think that given, as the prior speaker
mentioned this norning, that enployers have
notification obligations, we need some urgent gui dance
and clarification to make this work because the
enpl oynent space is very different especially in
benefits. It's not just this typical consuner type of
service provider. Here, you have an enpl oyer and
their people, and there's nmany differently | evels that

operate differently than your normal business to
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consunmer environnment. As a result, enployers have a
big regulatory burden. Do they carry the
responsibility for notification? Do other people do?
Who handles it? And so, enployers are really
struggl i ng.

So we have seven sort of key ideas, and
Kevin's going to wal k them through.

MR. WALSH: Yeah. So we -- we suggest
ki nd of seven areas of clarifying guidance, and |I'm
going to race through them because we've got five
m nutes and there's two speakers.

So first, | nmean, really the key here
Is we would | ove a nodel enployer-enpl oyee discl osure
to be provided as part of final regulations. It would
make it easy. AB25 sunsets after a year in its
current form If there is not a nodel, | nean, it's a
| ot of conpliance costs for not a | ot of return.

Second, and we really ask and recommend
t hat gui dance define benefits broadly for purposes of
AB25. So when | think about benefits, | think
retirenment -- | think health. But nore recently,
we' ve been nore and nore enployers wanting to do
things |ike help enployees pay their student | oans.

So if benefits is defined narromy, we risk kind of

provi di ng access for kind of vital services or things
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that really could hel p enpl oyee popul ati ons out.

Third, we ask and recomend t hat
gui dance -- that personal information -- you know,
that it stays within the scope of AB25, whether it's
gat hered by the enployer, whether it's gathered by a
service provider, whether it's used by the enpl oyer,
whet her it's used by a service provider in the context
of benefits. So it shouldn't matter who's getting it
-- who's using it for AB25.

MR. LEVINE: A lot of this is
out sourced, which is why we raise that point.

MR. WALSH: Fourth, and this is kind of
a pretty basic one, and I think if benefits people had
been witing CCPA with be this is would have been in
there. But when we're thinking about benefits, we
can't just think about enployees and enpl oyers. W
need to include beneficiaries -- so the spouse. They
should fit within AB25, even though the text of it
doesn't nention beneficiary because otherw se it
doesn't hang together.

Now fifth, we recomend that a notice
provided to an enpl oyee satisfy the disclosure
requirement for a notice provided to a dependent -- to
a spouse because you're going to need information

about beneficiaries and spouses to operate these
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plans. And that's kind of works with IRS or ERI SA.

Si xth, because enpl oyers won't al ways
have a conplete data -- | m xed one up. W recomend
that if a disclosure provided by the enployer, that it
satisfies the disclosure requirenent for any service
provi der that m ght interact with the enpl oyee or
beneficiary directly.

And then | ast, the business uses in
CCPA -- they provided seven exanpl es of business uses,
and the regulatory community is kind of hung up on
whi ch of those seven uses they fit under -- that
benefits could be its own business use, just nmake that
clear. This would be helpful. | nmean, | think
everyone wants to see benefits prograns succeed.

There is no reason why California should have worse
benefits than anyone el se.

So those are the things we'd |love to
see.

MR. LEVINE: So putting these things
together, | think we appreciate the opportunity to
bring these up. W think these are clarifications.

We recogni ze that that things sunset at the end of
next year, and we'll have to see where they |and, and
we can't predict. But these types of itenms will nake

It easier because right now, enployers are saying how
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do we put this square peg of, |ike, the CCPA sort of
standard framework into an enpl oynment relationship
especially in benefits, and they're having troubl e.
And who can handle the notices is a huge chall enge.
We work at SPARK with service providers who are
sayi ng, are we supposed do it -- and enployers, are we
supposed to do it?

I f we can have sonething that allows us
a framework to say soneone can do it. As Kevin said,
this is how other regulators on the federal side do
it, so that's why we recomend it.

And thank you for your tine.

MR. WALSH: Thank you very much.

MR. AKERS: Thank you. Speaker No. 25.
Number 25. Okay. |Is there a No. 267

MR. GARTHWAI TE: Good norni ng.

MR. AKERS: Good norni ng.

MR. GARTHWAITE: MW nane is Field
Garthwaite. |'mthe Co-founder and CEO of a conpany,
IRIS. TV, based here in LA. W work with hundreds of
publ i shers and broadcasters, and sonething that |
think we've heard from many of the coments this
norning is that this | aw di sproportionately effects
smal | businesses, which | think in the context of the

maj or tech conpanies that exist in this state, you can
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say anyt hi ng under annual revenues of a billion
dol | ars.

And it appears that the authors of this
| egi slation did not have clear goals when it relates
to the elephant in the room which is howto do we
address Googl e, Facebook, Amazon, and a snmall handf ul
of conpanies -- which appear to be growi ng ever | arger
-- while other businesses are affected by these | aws -
- disproportionately and have teans, you know, focused
on then? But, you know, the conpanies | just
menti oned have groups |arger than everyone in this
room focused on these changes, and as we've noticed,
you know, they're not here today.

So what |'d like to say is that there
are a couple of opportunities in the |egislation where
there are opportunities to actually affect conpanies
wth |levels of revenue of say, over ten billion, over
a 100 billion, or of a certain |evel of market
capitalization -- where the revenue received from
digital transactions -- and reduce restrictions on
t hose who're providing val uable services to consuners
| i ke many of those who have testified today of smaller
size, so we reduce the effect on small businesses that
focus on investing and producing -- in the case of our

custoners, journalism information, and you know, the
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very things that we depend on as an inforned
denocracy. | know these are things that we all val ue.

Busi nesses such as the LA Tines, for
exanpl e, did not operate in the EU for nonths, and
t housands of publishers were affected in this way
following GODPR. So | hope that everyone takes note of
that. The restrictions on these conpanies in CCPA is
| esser, so | doubt that that will be the case as
there's a better warning system But that's a conpany
that fornmerly was | ocated a bl ock way, and had many
cash flow issues, and it forced a sale to a
billionaire. There is been nore |oss of journalism
jobs in this country than coal mning over the last 20
years.

So specifically in sections such as
337, calculating the value of consuner data, | just
want to point out there in Article 6, that the | aw has
an opportunity to put nore onus, regulation, and
transparency on the |argest conpanies in the market
and hel p consuners understand the distributed val ue
that we each contribute in driving their market val ue.

Whi ch as of today, Facebook's narket value is over

half a trillion dollars at $564 billion; Google's is

$890 billion. And here were standing in a room

heari ng conpani es such as small busi nesses -- you
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know, it just seens disproportionate the way that this
af fects everyone.

So thank you for your tine.

MR. AKERS: Thank you. Speaker No. 27,
pl ease.

UNI DENTI FI ED SPEAKER: Hell o everyone.
And hello Ms. Blunme, Ms. Akers, Ms. Kim and
M. Osgood. | amgoing to either say -- because it's
so close to noon, a very |ate good norning or a very
earlier good afternoon.

|"mgoing to defer to all of the
speakers that have spoken representing busi nesses
because | am a CEO and founder of a very small
start-up. So | wear that hat; | also wear another hat
of a consuner; and | wear on nore hat as a Safe at
Home program participant in the State of California.
And |I'm showi ng you the card that | have of a Safe at
Home program partici pant, which gives ne and thousands
of other up and down this state, certain protections
of privacy from data brokers, data m ning conpanies,
and data aggregators.

Google is not helping. I'mgoing to
get into that in a mnute. I'mtrying to finish up
| ong before the one m nute poster is showng. So we

know t hat Apple's CEO, Tim Cook, is a big advocate
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about privacy, but he is not dealing with the CCPA,
the DQJ is.

So I'"'mgoing to briefly nention, as
wearing the hats of three different entities, that |
have -- when | was listening to all the speakers, |
pretty much summed it up with the three Cs: There's
cost to conmply for the businesses; there's confusion
for the businesses; and there's in need of clarity and
clarification for the businesses. |'mgoing to need
that as well because | have that small start-up
busi ness hat on. And as a consuner, | becanme an
expert in renmoving Pll, personally identifiable
i nformation, offline that was asked to be a speaker
several years ago at Digital Hollywood, a three-day
event held at the Skirball Cultural Center twice at a
year. |It's also held in New York twice a year. But |
was, just two weeks ago, the noderator because |
became an expert in renoving PlII offline. And I
figured out all of the problens, all of the hassles,
all of the inconsistencies anong the data brokers,
data aggregators, data m ning conpanies, which are
affecting mllions of consuners across the country.

But CCPA is for the folks in
California. So the mllions of people in California

are going to experience even worse problens than |
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did. So I'mhere -- and | appreciate your tine, and
your interest, and your thoughtfulness. |'mhere to
tell you that the Privacy Enforcenment and Protection
Unit at the DQOJ, they need to step up to the plate in
terms of the Safe at Honme program participants. |'ve
been extrenely disappointed with them not only for
their opt-out witten demand form but they're
ridiculous -- and please forgive ne -- directory to
renmove their Pl offline through snai

mail -- antiquated, outdated, and many of it, not all,
but many of it incorrect.

So I don't know who's in charge of that
specifically, at the DQJ in the Privacy Enforcenent
and Protection Unit because they never give any nanes,
never provide a phone nunber, never really do nuch of
anything in terms of authenticity or transparency,
which is a problem when you're a Safe at Hone nenber.
And that -- so | was going to say and that neans that
the Privacy Enforcenent and Protection Unit in
San Francisco needs to connect with the Safe at Hone
Departnment in Sacranento, and al so the executive
office for the Secretary of State because Secretary of
State is in charge of Safe at Hone program

Al right. So on that note, | want to

t hank you, and |'m going to be done before the m nute
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bell is off and ask you to please -- the |ast thing,
you've got to -- you've got to deal with Google
because they're -- Google is not respecting at |east
the Safe at Honme program participants. They don't
know how, and they nake it inpossible to provide any
i nformation for Safe at Honme people to get their
i nformation renmoved offline. And consumers need to
have control over what they -- what they want online
and what they don't because | know a | ot of businesses
have said if they're -- they may | ose their business,
but peopl e have been threatened with rape, and deat h,
and killings because their information was put online.
Thank you very nuch for your tine and
| ook forward to hearing fromall of you very shortly.
MR. AKERS: Thank you. Speaker No. 28,
pl ease.
Good nor ni ng
DR. HENRY: Good norning. [|'m
Dr. Maxine Henry, and |I'mthe President of Cyvient.
My organi zation is responsible for inplenenting and
consulting services for conpanies in the need of
governance, risk, and conpliance. So essentially, we
are the conpany that hel ps conpanies conply with the
regul ati on.

' m here today to speak on two sections
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or two provisions of the proposed | aw,

Section 999. 313, and notable Item C5, which is the
sections that deals with the denial requests. M ask
here is that there be a tine period specified for the
deni al request, if that be possible.

And then the second area is Item 6,
under that same section is "businesses shall use
reasonabl e security neasures when transmtting
personal information to the consunmer.” W ask that
you be specific about what "reasonabl e" neans.

Because reasonable to one conpany may be differently
to another. And al so, additional here would be to ask
to provide sonme gui dance. \When your inplenenting
aspects of the law, it would be hel pful to have sone

i nformati on or sone guidelines around particul ar
security nmeasures. This conmes up whenever | talk to a
custonmer. They ask what does that actually nean, and
ny interpretation is to provide sone direction from
either 1SO 27001 & 2, or 27701 or either NI ST 53,
Revision 5. So if that be possible to provide sone
gui deli nes and sone nore specific | anguage around what
security neasures that would be hel pful.

Thank you for your time. Appreciate

MR. AKERS: Thank you. Speaker No. 29,
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22
23
24
25

pl ease. Do we have a Speaker No. 29?

Okay. | believe we may have exhaust ed
our speakers. Are there -- is there anybody el se who
has a nunmber to speak? Are there any speakers that
woul d want -- who have spoken who wish a few nore
m nutes to extend their comments?

Sir, please, conme on up. And if,
again, if you could keep the further coments under
five m nutes.

MR. RECHT: Thank you. Again, Phi
Recht of the Mayer Brown Law Firmrepresenting a
coalition of people search service conpanies. This
shoul d only take about two m nutes.

| want to address the two other issues
of concern to our group. You just heard from M.
Matthes this a while back. He addressed them from an
operational standpoint. Let nme try to address them
froma | egal standpoint.

The first one -- the first section is
Section 315F. That's the section that would require
the seller of personal information that receives an

optout request to provide downstreamnotice to the

buyer -- the recent buyers of that PI instructing them

not to resell the PI. And then going back and

I nform ng the opting-out consuner that these tasks
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have been performed. Froma |egal standpoint, this is
problematic for two reasons. First, there is nothing
in the CCPA itself, the underlying statute, that
requires any sim/lar downstream notice of consuner
opt-outs, let alone inposing any limts on the resale
of a consuner's PI. And for what it's worth, the sane
is true of the new initiative, the CPRA

Secondly, because nothing in the CCPA
prevents the resale of a consuner's PlI, the proposal
woul d, froma | egal standpoint, inpair the contract
rights of buyers, and as we know, this violates the
contract clauses of both the US and California
constitutions. So for these reasons, froma | egal
st andpoi nt and additionally from an operati onal
st andpoi nt, we ask that this provision be del eted.

The | ast section | want to nention is
Section 317G And this is the section that requires
busi nesses that process five mllion or nore consuner
records per year to conpile data -- excuse nme -- about
how many consumer requests they collect, how they
handl e the requests -- deny or to process in part or
in total -- howlong it takes to do so, and then to
publish that data in their privacy policies or on
their websites. Again, froma |egal standpoint, this

I's problematic. First, once again, there is nothing
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in the CCPA, the underlying statute, that requires any
simlar data collection and publication exercise. And
for data brokers in particular, the mandatory nature
of this requirenment conflicts with the perm ssive
nature of the Data Broker Registry, which allows, but
does not require -- but which allows |isted conpanies
to publish whatever additional data or information

t hey want concerning their data collection practices.
So again, we would, once again, ask that this

requi rement be renoved.

Thank you so much for your attention.
We'll be providing detailed witten comments by this
Fri day.

MR. AKERS: Thank you. Are there any
further speakers?

Okay. Seeing none at this tine, as it
appears that there are no nore persons present to make
oral comments, |I'mgoing to close this hearing at
12: 03 p.m on the proposed California Consunmer Privacy
Act regulations. Again, you' re nore than welconme to
submt witten comments. The witten comments period
ends on Decenber the 6th, 2019 at 5 p.m And witten
comments may be emmiled to our website -- or submtted
via our website or emniled to privacyregul ations --

one word -- @loj.ca.gov.
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On behal f of Departnment of Justice,
t hank you for your tinme today and participating in the
rul e- maki ng process.

(Wher eupon, the neeting concluded at

12: 04 p.m)
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CERTI FI CATE OF NOTARY PUBLI C

I, LUS VAZQUEZ, the officer before whomthe
foregoi ng proceedi ngs were taken, do hereby certify
that any wtness(es) in the foregoing proceedi ngs,
prior to testifying, were duly sworn; that the
proceedi ngs were recorded by ne and thereafter reduced
to typewiting by a qualified transcriptionist; that
said digital audio recording of said proceedings are a
true and accurate record to the best of nmy know edge,
skills, and ability; that | am neither counsel for,
related to, nor enployed by any of the parties to the
action in which this was taken; and, further, that |
amnot a relative or enpl oyee of any counsel or
attorney enployed by the parties hereto, nor
financially or otherwi se interested in the outcone of
this action.

Dat ed: Decenber 12, 2019

2L

Notary Public in and for the

LU S VAZQUEZ

State of California
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CERTI FI CATE OF TRANSCRI BER

|, DONNA CAPOLONGO, do hereby certify that
this transcript was prepared fromthe digital audio
recording of the foregoing proceeding, that said
transcript is a true and accurate record of the
proceedi ngs to the best of nmy know edge, skills, and
ability; that | am neither counsel for, related to,
nor enpl oyed by any of the parties to the action in
which this was taken; and, further, that | am not a
relative or enployee of any counsel or attorney
enpl oyed by the parties hereto, nor financially or
otherwi se interested in the outcome of this action.

Dat ed: Decenber 12, 2019

DONNA CAPOL ONGO
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	focus - good

	G
	focus - good
	google - immediately

	H
	google - immediately

	I
	google - immediately
	impact - ip
	ip - link

	J
	ip - link

	K
	ip - link

	L
	ip - link
	link - mike

	M
	link - mike
	million - notice

	N
	million - notice
	notice - pages

	O
	notice - pages

	P
	notice - pages
	panel - practice
	practices - provider
	provider - regarding

	Q
	provider - regarding

	R
	provider - regarding
	regarding - respecting
	respects - security

	S
	respects - security
	security - speaker
	speaker - sure
	surely - tolerate

	T
	surely - tolerate
	toll - verification

	U
	toll - verification

	V
	toll - verification
	verification - z

	W
	verification - z

	Y
	verification - z

	Z
	verification - z






