Message

From: BC smith |

Sent: 3/24/2020 4:56:28 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: 999.315 CCPA Comment

Hello - thanks in advance for yvour time and consideration.

In § 999.315. Requests to Opt-Out, section (a), as it currently stands, it allows for businesses to comply and have two
methods to opt-out plus a way fo opt out on their website or mobile app. There is a loophole here which would make it
impossible for an authorized agent to opt-out a consumer. This is because all three opt-out methods provided could
involve the individual consumers mobile device.

For example, as it is currently stands a business could comply with the law and provide the following three methods of
opt-out that require the individual consumers mobile device as stated above:

1. Turn on the privacy opt-out available from vour mobile operating system

2. Download the TrustArc app, provided by industry privacy company TrustArc, and opt-out.
3. Download the COMPANY app and select opt-out.

If these all require the consumers personal mobile device (requiring the consumer themselves to login to their password
protected phone) then there is no way for an authorized agent to Request an Opt-Out on the consumers behalf via these
three opt-out methods. In fact, the authorized agent would have to use the individual consumers mobile phone to opt-out
the consumer. This is problematic and creates a loophole for companies who can now respond to authorized agents with
the opt-out methods, while leaving the authorized agent no feasible way to opt-out on behalf of the consumer.

I propose that § 999.315. Requests to Opt-Out, section (a), should state something to the effect of: There must be at least
one method of opt-out that does not require the consumers mobile device and this method must be casily accessible and
uscable by an authorized agent. such as an email address and not a postal address.

Thank you,

Ben
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Message

From: Monticollo, Allair [

Sent: 3/26/2020 3:44:16 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc 1affe, Dan |

Subject: ANA Comments on Second Set of Modifications to the Proposed CCPA Regulations

Attachments: ANA Comments on Second Set of Modifications to Proposed CCPA Regulations.pdf

Dear Attorney General Becerra:

Please find attached comments from the Association of National Advertisers (ANA) in response to your request for input
on the second set of modifications to the proposed regulations implementing the CCPA.

If you have any questions, please feel free to reach out to Dan Jaffe at ||| ||| |} } J]BBBEE o by phone at or by phone at

Best Regards,
Allie Monticollo

Allaire Monticollo, Esq. | Venable LLP
t_ | £ 202.344.8300
600 Massachusetts Avenue, NW, Washington, DC 20001

I | v Venbic com
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On behalf of the Association of National Advertisers (“ANA”), we provide the following
submission in response to the California Office of the Attorney General’s (“CA AG”) March 11,
2020 request for public comment on the second set of modifications to the proposed regulations
implementing the California Consumer Privacy Act (the “CCPA”).! While we fully support the
goal of creating strong and meaningful privacy protections for Californians, certain provisions in
the draft rules could hinder consumer privacy and choice rather than advance it. We therefore
urge the CA AG to update the draft rules to better protect California consumers and provide
more clarity for businesses, as discussed in more detail in the following comments.

ANA is the advertising industry’s oldest and largest trade association. ANA’s
membership includes nearly 2,000 companies, marketing solutions providers, charities and
nonprofits, with 25,000 brands that engage almost 150,000 industry professionals and
collectively spend or support more than $400 billion in marketing and advertising annually.
Nearly every advertisement you’ll see in print, online, or on TV is connected in some way to
ANA members’ activities. A significant portion of our membership is either headquartered or
does substantial business in California.

ANA has provided the California government with input at nearly every stage in the
CCPA’s development. We have testified in person at legislative and administrative hearings,
submitted written comments on the content of the draft regulations, held discussions with
government staff, and closely followed the changes to the CCPA through the legislative and
regulatory process. While we commend your office’s efforts to develop a regulatory scheme that
will protect consumers and allow businesses to continue to support and underpin what has been
California’s vibrant economy, we believe that because of the very limited time for companies to
come into compliance with the rulemaking effort before the CA AG’s enforcement authority is
launched and the virtually unprecedented disruption caused by the current global COVID-19
pandemic it would be appropriate to forbear from enforcement until January 2, 2021. During
these extraordinarily turbulent times, we ask that your office provide the business community the
ability to focus its resources on addressing the global health and economic challenges facing all
of us.

Below, we provide detailed comment in response to your March 11, 2020 request. We
believe certain provisions in the text of the draft modified proposed rules move far beyond the
intent and scope of the CCPA and might fall outside of the CA AG’s authority to regulate
pursuant to the statute. We are also confident that certain specific proposed updates to the draft
regulations would improve the legal regime for both consumers and businesses alike.

The CCPA is a novel, operationally complex, and, in many ways, confusing law. The
impending enforcement date of July 1, 2020 and the lack of final requirements for entities to
implement make matters even more complicated and burdensome for businesses that are
earnestly trying to develop processes to facilitate compliance with the CCPA. Developing such
processes with workforces attempting to work remotely during the pandemic sweeping
California and the globe adds yet another unforeseen complexity. Though hardly practical under

! California Department of Justice. Notice of Second Set of Modifications to Text of Proposed Regulations (Mar. 11,
2020), located at htips://oag.ca.gov/sites/all/files/agweb/pdfs/privacv/ccpa-notice-of-second-mod-031120.pdf?
(hereinafter, “Notice™).
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L. Delay Enforcement Until January 2, 2021

With less than four months before CCPA enforcement is scheduled to begin, the
regulations implementing the law have not yet been finalized. In the face of this uncertainty,
businesses have been forced to implement brand new processes for the CCPA based on
incomplete regulatory requirements, and these processes must change with each update to the
draft rules. Current events have also placed significant strain on businesses in their earnest
efforts to comply with the CCPA and its regulations. The recent outbreak of COVID-19 has
brought normal business operations and typical consumer interactions to a halt, as California’s
governor has instituted a mandatory stay-at-home order, which has paused or dramatically
altered day-to-day activities. The health crisis, coupled with the unfinished nature of the draft
CCPA rules, has significantly impacted businesses’ ability to create processes and procedures to
keep up with the continuously evolving proposed regulations. We therefore ask you to forbear
from enforcing the CCPA until January 2, 2021.

COVID-19 has substantially encumbered businesses’ ability to operationalize the draft
rules implementing the CCPA prior to July 1, 2020. The World Health Organization has
proclaimed the virus to be a global pandemic.? President Trump has also declared a national
state of emergency due to its rapid spread and its potentially deadly effects,® and declared
California a “major disaster.”* Governor Gavin Newsom has declared a state-wide order for
Californians to shelter in place, ordering them to “stay in their homes unless they are accessing
essential services, such as pharmacies, grocery stores and banks.”> The disruption to daily life
and business operations presented by the virus cannot be overstated.

On March 20, 2020, in the midst of the spreading COVID-19 pandemic, over sixty-five
trade associations, organizations, and companies sent your office a letter asking you to delay the
effective date of the rules as well as enforcement until January 2, 2021.° We renew that request
in these comments, as our members employ millions of individuals who are faced with this
unprecedented health emergency. Employees who are responsible for CCPA compliance are
being forced to divert resources to provide timely responses to consumer requests given the
current state of affairs. The law gives businesses forty-five days to respond, but many of the
same employees responsible for responding to requests are now working remotely or not at all or
are seeking to support workforces working remotely. Moreover, for many businesses, available
resources have been diverted to efforts to respond to COVID-19. Entities are in talks with the

> World Health Organization, WHO characterizes COVID-19 as a pandemic (Mar. 11, 2020), located at
hitps://www.who.int/emergencies/diseases/novel -coronavirus-2019/events-as-thev-happen.

3 White House, Proclamation on Declaring a National Emergency Concerning the Novel Coronavirus Disease
(COVID-19) Outbreak (Mar. 13, 2020) located at https://www.whitehouse. gov/presidential-actions/proclamation-
declaring-national-emergency -concerning-novel-coronavirus-disease-covid-19-outbreak/.

4 Office of Governor Gavin Newsom, California Secures Presidential Major Disaster Declaration to Support
State’s COVID-19 Emergency Response (Mar. 22, 2020), located at https:/www.gov.ca.gov/2020/03/22/california-
secures-presidential-major-disaster-declaration-to-support-states-covid-19-emergency -response/.

3 Californians ordered to shelter in place, CALMATTERS (Mar. 20, 2020),
https://calmatters.org/newsletter/california-coronavirus-homeless/.

8 Joint Industry Letter Requesting Temporary Forbearance from CCPA Enforcement (Mar. 20, 2020), located at
https://www.ana.net/getfile/29892.
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U.S. government about substantially realigning their daily operations to produce necessary
medical equipment and supplies to aid the fight against the virus.” Given the unparalleled
present situation and the unique realities facing consumers and businesses alike, we urge your
office to delay enforcement so businesses can allocate crucial funds, labor, and time to
supporting their employees as well as California’s and the national response to COVID-19.

Additionally, conduct undertaken now during the emergency should not be the subject of
CCPA enforcement actions. Businesses are understandably focused on ensuring the health and
safety of their workers and maintaining economic viability in the face of immense challenges.
Businesses should not be penalized under the CCPA for current conduct or activities when their
attention is rightfully focused on the dire and important matter of managing the novel
coronavirus. Relevant authorities in other jurisdictions, such as the United Kingdom Information
Commissioner’s Office (“UK ICO”), have suspended data protection regulatory actions during
the outbreak.® The California Attorney General should follow the UK ICO’s approach by
refraining from using activities undertaken during this exceedingly difficult present period as a
hook for enforcement actions.

Developing needed processes to comply with the CCPA necessarily has taken a backseat
to the urgent and pressing health crisis. Business efforts to build CCPA compliance mechanisms
based on the most up-to-date draft rules have been delayed. Threatening businesses with the
prospect of extremely burdensome and resource-intensive litigation in the present catastrophic
economic and health emergency will cause increased stress in an already precarious state of
affairs. Many businesses who employ millions of Californians are simply trying to keep their
doors open without going under during these dire times.” Small businesses and startup entities

" David Shepardson, GM, Ford in talks with Trump administration on medical equipment production, REUTERS
(Mar. 18, 2020), located at https://www.reuters.com/article/us-health-coronavirus-gm-equipment/gm-ford-in-talks-
with-trump-administration-on-medical-cquipment-production-idUSKBN2 153W35: Jeffery Martin, Trump Signs
Emergency Bill to Make Companies Manufacture Medical Supplies to Fight Coronavirus, NEWSWEEK (Mar. 18,
2020), located at https://www.newsweek.com/trump-signs-emergency-bill-make-companies-manufacture-medical-
supplies-fight-coronavirus-1493142; Jeremy B. White, Newsom says California enlisting Elon Musk, Tim Cook for
coronavirus help, POLITICO (Mar. 21, 2020), located at

https://www.politico.com/states/california/story/2020/03/2 1 /newsom-says-california-enlisting-elon-musk-tim-cook-
for-coronavirus-help-1268647: Arjun Kharpal, US tech CEOs from Tim Cook to Elon Musk pledge to help
coronavirus fight with masks and ventilators, CNBC (Mar. 23, 2020), located at
https://www.cnbe.com/2020/03/23/coronavirus-apple-ceo-tim-cook-teslas-elon-musk-pledge-donations. html.

8 UK ICO, Data protection and coronavirus: what you need to know, located at https://ico.org.uk/about-the-
ico/news-and-events/news-and-blogs/2020/03/covid-19-general-data-protection-advice-for-data-controllers/. In
response to a question asking if the regulator would take action against companies for conduct during the pandemic,
the UK ICO wrote: “No. We understand that resources, whether they are finances or people, might be diverted away
from usual compliance or information governance work. We won’t penalise organisations that we know need to
prioritise other arecas or adapt their usual approach during this extraordinary period.”

? Roland Li, Coronavirus closes many Bay Area hotels: ‘Worse than 9/11 or 2008°, SAN FRANCISCO CHRONICLE
(Mar. 19, 2020), located at https://www.sIchronicle.com/business/article/Coronavirus-puts-San-Francisco-s-hotels-
in-15141953.php?cmpid=gsa-sfgate-result; Ali Wunderman, How fo keep restaurants afloat amidst the coronavirus
lockdown, SFGATE (Mar. 21, 2020), located at https://www.sfgate.com/food/article/restaurants-bars-help-
coronavirus-gifi-cards-merch-15138978.php.
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will be particularly impacted by the economic impacts of the health crisis.!® A forbearance in
enforcement would provide much needed time for businesses to continue to bring their
operations into compliance with the regulations once the health emergency is under control.

Although companies have already taken steps to facilitate compliance, the lack of
finalized regulations has left our members and thousands of other California businesses uncertain
concerning their ultimate obligations. On March 11, 2020, your office released a third iteration
of the draft rules, thereby updating the regulatory scheme with new nuances that now need to be
built into already-existing compliance strategies.!! Continuing to change the regulations so close
to the law’s enforcement date of July 1, 2020 will make it difficult if not impossible for
businesses to conform their new procedures to the final rules by July 1, 2020. Furthermore, the
rules will not be final until they are approved the California Office of Administrative Law, which
adds to the increasingly likely possibility that the draft rules will become effective only a short
time before your office could commence enforcement.

The CCPA is a first-of-its-kind, complex statute that has imposed entirely new
requirements on businesses and has caused them to incur significant costs. The CCPA suggests
that the CA AG may begin enforcing the law on July 1, 2020, but your office has discretion to
provide a reasonable period of additional time for businesses to understand and implement the
final rules before you start bringing enforcement actions. We therefore respectfully ask you to
postpone your enforcement efforts until January 2, 2021. This limited deferral will give
businesses the time they need to understand and effectively implement the final rules and will
help lessen the blow to the economy caused by the coronavirus outbreak.

IL. Clarify Financial Incentive Terms to Enable the Continued Existence of Loyalty
Programs

Guidance provided on financial incentive terms remains unclear.'? According to the draft
rules, businesses that offer “financial incentives” or “price or service differences” related to the
collection, retention, or sale of personal information must ensure that such incentives and
differences are “reasonably related to the value of the consumer’s data.”"* Additionally,
businesses must disclose “a good-faith estimate of the value of the consumer’s data that forms
the basis for offering the financial incentive or price or service difference” and “a description of
the method used” to calculate such value."* As articulated in the proposed modified regulations,
businesses that do not adequately comply with these requirements may not offer financial

19 The economic impact study the CA AG completed on the impacts of the CCPA regulations indicate that small
businesses will incur $30,000 in compliance costs in getting ready for the CCPA. In the best of times that would be
crippling to cash strapped small business. Given today’s realities, it is a death sentence for small businesses owners
and its employees. See State of California Department of Justice Office of the Attorney General, Standardized
Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations at 10 (August 2019), located
at http://www.dof.ca.gov/Forecasting/Economics/Major_Regulations/CCPA_Regulations-SRIA-DOF .pdf
(hereinafiter “SRIA™).

11 See Notice, supra note 1.

12 Cal. Code Regs. tit. 11, §§ 999.336, 337 (proposed Mar. 11, 2020).

B Id. at §§ 999.301(j). (0); 336(b).

M Jd. at § 999.307(b)(5).
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make individualized, business by business selections about which entities may and may not sell
personal information as the law requires. The requirement consequently violates both
constitutional rights as well as consumers’ rights to exercise robust and specific choices in the
marketplace.

Instead of instituting a blanket requirement for businesses to honor browser signals and
privacy controls, we ask the CA AG to clarify that businesses may honor global privacy controls
or offer consumers another, equally effective method of opting out of personal information sale.
This clarification would avoid the constitutional concerns inherent in the requirement and would
better enable businesses to abide by consumers’ expressed choices. It would also prevent
intermediaries from setting default signals that do not align with consumer preferences.

A. The Draft Rules’ Browser Mandate Exceeds the CA AG’s Authority and
Raises Serious Constitutional Concerns

The draft rules have instituted an entirely new requirement for businesses to honor
browser signals and global privacy controls that is nowhere present in the text of the CCPA.
This requirement is arbitrary and capricious, exceeds the scope of the CCPA, falls outside of the
CA AG’s authority to issue regulations as set forth in Section 1798.185 of the law, and impedes
free speech as protected by the First Amendment to the United States Constitution and Article I,
Section 2(a) to the California Constitution."® Businesses have had no meaningful opportunity to
anticipate or prepare for this brand-new obligation, and it represents a broadly applicable rule
that does not advance the state’s interest in protecting consumer privacy. We therefore request
that this requirement be removed from the regulations or that your office alternatively adopt a
less restrictive means to effectuating consumer choice.

1. The Browser Mandate Contradicts the Text of the CCPA and Therefore
Exceeds the CA AG’s Authority

In passing the CCPA, the California Legislature purposefully did not include a mandate
to respect default signals set by browsers that send a single opt-out signal to the entire Internet
ecosystem. The CA AG’s proposed regulation requiring businesses to respect global privacy
controls set through browsers effectively turns the CCPA’s opt-out regime into an opt-in regime.
The present text of the draft rules empowers browsers and other intermediaries to set such
signals by default, allowing for opt-out signals to be sent to businesses even if they do not align
with consumers’ actual preferences or desires. Upon the receipt of such a default global opt-out
signal through a browser, businesses will be forced to contact consumers directly to ascertain
whether such consumers would like to opt-in to sales of personal information. This structure
thwarts legislative intent by converting the opt-out right in the CCPA into an opt-in system.

The Legislature specifically created a right for consumers to opt out of personal
information sales, enabling consumers to submit granular choices directly to businesses rather

'8 As Professor Grodin has commented, “California may have broader protection for commercial speech than the
First Amendment provides, at least as to compelled speech.” Joseph R. Grodin, Freedom of Expression under the
California Constitution, 6 California Legal History 214 (2011), available at
http://repository.uchastings.eduw/faculty_scholarship/1067.
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than requiring a single online signal to trump all other signals set in the marketplace.'® It was not
the goal of the Legislature to force consumers to opt in to every business’s sale of personal
information associated with them. Under California administrative law, when an agency is
delegated rulemaking power, rules promulgated pursuant to that power must be “within the
lawmaking authority delegated by the Legislature,” and must be “reasonably necessary to
implement the purposes” of the delegating statute.’ More than five years ago, when it amended
the California Online Privacy Protection Act, the California Legislature considered global
privacy controls and elected to refrain from enshrining them into law.?! The CCPA similarly
took the approach of refraining from requiring businesses to honor global browser settings or
privacy controls. The CA AG was empowered by statute only to “adopt regulations to further
the purposes of [the CCPA].”** Thus, as the CCPA does not authorize or contemplate an opt-in
regime, the CA AG lacks statutory authority to promulgate the browser mandate.

By imposing a de facto opt-in regime that the California Legislature has previously
rejected and again declined to adopt in the CCPA, the draft regulation would usurp legislative
authority and violate the separation of powers required by the California Constitution
Transforming the legislative directive for an opt-out system to an opt-in system is not within the
scope of the delegated legislative authority, nor is it reasonably necessary to implement the
CCPA, nor is it a reasonable interpretation of the CCPA’s terms.>* It therefore violates multiple
aspects of the separation-of-powers doctrine.®

2. The CA AG’s Economic Impact Analysis Neglected to Consider the Unique
Impacts of the Browser Mandate

The CA AG failed to comply with California’s Administrative Procedure Act (“APA™)
when it neglected to consider the unique economic costs associated with the browser mandate at
the initial proposal stage. Agencies are required by law to consider the economic impacts of
proposed regulations prior to submission.”® The CA AG’s economic impact assessment did not
separately consider the effective opt-in regime created by the browser mandate, which will
prevent regulated businesses from selling data from a class of consumers who have not expressed
specific data-sharing preferences.?’ It also did not consider the costs consumers could incur from
default opt-out signals expressed through browsers without their express permission or buy-in.

19 Cal. Civ. Code § 1798.120.

0 Western States Petroleum Assn. v. Bd. of Equalization, 304 P.3d 188, 415 (Cal. 2013) (quoting Yamaha Corp. of
America v. State Bd. Of Equalization, 960 P.2d 1031 (Cal. 1998)).

2l See Assembly Committee on Business, Professions and Consumer Protection, Hearing Report on AB 370 (Apr.
16. 2013). located at hitps:/leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill id=201320140AB370#
(*According to the California Attorney General’s Office, “AB 370 is a transparency proposal — not a Do Not Track
proposal. When a privacy policy discloses whether or not an operator honors a Do Not Track signal from a browser,
individuals may make informed decisions about their use of the site or service.™)

2 Cal. Civ. Code § 1798.185.

3 Cal. Const. Article I1T, Section 3 (“The powers of state government are legislative, executive, and judicial. Persons
charged with the exercise of one power may not exercise either of the others except as permitted by this
Constitution.™).

M See Yamaha Corp. v. State Bd. of Equalization, 19 Cal. 4th 1, 6 (1998).

= See id.

% Cal. Gov. Code § 11346.3(a)(2).

%7 SRIA, supra note 10.

10
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Message

From: @00
on behalf of  Katie Kennedy ||| EGTNGNGNGNGEGEGE

Sent: 3/27/2020 4:39:34 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: Apple Inc Comments to the California Department of Justice re CCPA

Attachments: Apple Inc Comments to California Department of Jusice re CCPA Regulations March 2020.pdf

To Whom It May Concern:

Please find attached comments filed on behalf of Apple Inc. with the California Department of Justice in
connection with the Office of the Attorney General Rulemaking regarding the California Consumer Privacy Act
of 2018.

Thank you,

Katie

Katie Kennedy | Privacy and Information Security Counse! || S N
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COMMENTS OF APPLE INC.
in connection with the Office of the Attorney General Rulemaking
regarding the California Consumer Privacy Act of 2018

Apple believes that privacy is a fundamental human right, and we greatly appreciate the exten-
sive work that the Attorney General’s office has put towards drafting regulations to implement
the California Consumer Privacy Act. The regulations will play a critical role in protecting con-
sumer privacy, and we thank the Attorney General’s office for its ongoing commitment to draft-
ing clear guidance that implements robust protections for consumers.

We agree with many provisions of the draft regulations and respectfully offer comments on two
issues where the Attorney General has the power to make revisions that would further protect
consumers, clarify unnecessary ambiguities in the text, and encourage the development of pri-
vacy-protective and consumer-friendly practices.

First, the most recent revisions to the definitions of “financial incentive” and “price or service
difference” appear to have drastically expanded the scope of those terms, and, may have re-
sulted in the transformation of nearly any program or service that involves the collection or re-
tention of personal information into a “financial incentive.” We believe that applying the finan-
cial incentive obligations to any program or offering that involves the collection and retention
of personal information will result in a flood of notices to consumers, consent fatigue, and con-
fusion over what is truly a request for certain processing of personal information in exchange
for compensation.

Second, while Apple supports the use of the various agent request verification methods set out
in the regulations, we urge the Attorney General to clarify that businesses may innovate in this
space and develop their own robust procedures for verifying the authenticity of CCPA requests
made by authorized agents. As a company that strives to provide the highest protections for
consumers' information, we see the continually evolving strategies that bad actors use in an
attempt to gain unauthorized access to personal information. Given that bad actors will develop
increasingly sophisticated methods for submitting fraudulent agent requests, it is important for
businesses to have the Attorney General's support as they develop new mechanisms to identify
and deny fraudulent agent requests and stay a step ahead of bad actors.

We thank you for this opportunity to provide comments on these regulations.

The Attorney General should revise the definitions of "financial incentive" and "price or
service difference" to ensure that they provide meaningful data privacy transparency
and control to California residents.

Apple supports the Attorney General’s effort to clarify the meaning of the financial incentive
provisions of the CCPA. However, we are concerned that recent revisions to the proposed reg-
ulation’s definitions of “financial incentive” and “price or service difference” will undermine the
intended purpose of these provisions and ultimately harm California residents. Significantly

Apple
One Apple Park Way
Cupertino, CA 95014
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expanding the application of these terms beyond their intended scope, as currently proposed,
would create confusion by blurring the lines between actual financial incentive programs (e.g.,
programs where a business offers a benefit in exchange for the consumer allowing the sale of
their personal information) and programs and services that simply require the collection of nec-
essary personal information for operational purposes in order to deliver a service requested by
a user. Therefore, we encourage the Attorney General to revise further the definitions for "fi-
nancial incentive" and "price or service difference," as discussed below.

For context, the key changes that expanded the proposed scope of “financial incentive” are (1)
the replacement of “as compensation, for” with “related to,” and (2) the replacement of "dis-
closure, deletion” with “collection, retention.”

Section 999.301(j) (j) (g) “Financial incentive” means a program, benefit, or other of-
fering, including payments to consumers, related to easeempensatien=fer the collection
retention eisetesure—deletion, or sale of personal information.

Similarly, the changes that have expanded the scope of “price or service difference” are (1) the
addition of “related to,” and (2) the replacement of “disclosure, deletion” with “collection, re-
tention.”

Section 999.301(0) (I) “Price or service difference” means (1) any difference inthe price
or rate charged for any goods or services to any consumer related to the collection,
retention, eissiesure—deletien- or sale of personal information, including through the
use of discounts, financial payments, or other benefits or penalties; or (2) any difference
in the level or quality of any goods or services offered to any consumer related to the
collection, retention, giselosure—eeletion: or sale of personal information, including the
denial of goods or services to the consumer.

If the current proposed “financial incentive” and “price or service difference” definitions are
not revised further, any program or offering that is “related to” the “collection” or “retention”
of personal information would seem to qualify as a “financial incentive.” The current definitions
could be read to encompass nearly any program or offering that involves the collection of any
amount of personal information, including programs or services built with privacy very much in
mind and for which businesses need to collect personal information to operate the service, but
do not seek to otherwise derive value from it. For example, a business may offer an email-based
service and require that consumers provide their name as part of the registration process. Even
if the business uses the registered user’s personal information solely for the purpose of provid-
ing the service, such a program could arguably qualify as a “financial incentive” under the cur-
rent proposed definition. As another example, a small app developer could be viewed as offer-
ing a “financial incentive” because it offers a benefit (i.e., the services) to consumers that is
“related to" the collection of personal information (i.e., the consumer’s name, shipping infor-
mation, and billing information), even though the personal information is used solely for billing
and shipping purposes.
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Additionally, these hypothetical services might also involve a “price or service difference” given
that a consumer who declines to provide their name would be denied the service because the
business cannot maintain an account for the person without having a name to associate with
the account. Such a denial could be viewed as being “related to” the “collection” of personal
information.

The overbroad proposed definitions of “financial incentive” and “price or service difference”
would ultimately reduce transparency, contrary to the consumer interests that the CCPA’s fi-
nancial incentive provisions were intended to protect. For example, because the CCPA requires
that consumers provide opt-in consent to participate in a financial incentive program, if the
overbroad definitions prevail, consumers will be flooded with notices describing financial in-
centives and requests for their opt-in consent to participate in any service or program that in-
volves a business’s collection or retention of their personal information. If consumers come to
view nearly all programs and collections of personal information as “financial incentives” that
require opt-in consent, they may develop consent fatigue and be less likely to scrutinize true
financial incentives or exercise their right to withdraw consent to such programs.

Given the problems posed by the recent revisions to the “financial incentive” and “price or ser-
vice difference” terms, we urge the Attorney General to revise these definitions further in a way
that aligns them with the text and history of the CCPA and ensures that the financial incentive
obligations remain focused on providing meaningful transparency and control to consumers.

Example Revisions

“Financial incentive” means a program, benefit, or other offering, including payments
to consumers, releted—te that is provided as compensation in exchange for the
collection, retention, or sale of personal information. For clarity, a business’s provision
of a good or service that reasonably requires the collection or retention of personal in-
formation to provide the good or service to the consumer shall not by itself be sufficient
to qualify as a financial incentive.

“Price or service difference” means (1) any difference in the price or rate charged for
any goods or services to any consumer related to the collection, retention, or sale of
personal information, including through the use of discounts, financial payments, or
other benefits or penalties; or (2) any difference in the level or quality of any goods or
services offered to any consumer related to the collection, retention, or sale of personal
information, including the denial of goods or services to the consumer. This term does
not include price or service differences that are caused in whole or in part by a con-
sumer’s decision to not allow the collection or retention of personal information that is
reasonably required for the provision of a good or service to a consumer.
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The Attorney General should confirm that businesses are allowed to rely on other rea-
sonable methods for confirming the authenticity of agent authorizations.

We support the Attorney General’s decision to provide businesses with a number of different
methods for confirming the authenticity of CCPA requests from agents. However, given the
rapid pace of technological change, we encourage the Attorney General to clarify and confirm
that businesses have the flexibility to establish their own reasonable procedures for verifying
and confirming the authenticity of requests from agents.

Under section 999.326(a), a business that receives an access or deletion request from an agent
is allowed to require the consumer to take one or more of three different steps to confirm that
the consumer has actually authorized the request: (1) require the consumer provide signed per-
mission to the agent; (2) require the consumer to verify their identity directly with the business;
and (3) require the consumer to directly confirm with the business that they authorized the
agent to submit the request. Additionally, section 8999.326(c) grants a business the ability to
deny an agent'’s access or deletion request if the agent does not submit proof of authorization
to act for the consumer. Similarly, section 999.315(g) allows a business to deny an agent's opt-
out request if the agent does not submit proof of authorization to act for the consumer.

While these procedures can provide reasonable assurance of an agent’s authorization in some
circumstances, the regulations should also protect consumers by supporting the ability of busi-
nesses to develop new and potentially more secure methods for verifying the authenticity of
agent requests. For example, some businesses may develop the capability to analyze metadata
associated with an agent’s request and determine if it is likely being made by a known bad actor.
In such cases, the regulations should not prevent a business from using that technology and
denying the fraudulent request, even if the bad actor is able to pass some of the other authen-
tication mechanisms that are permitted under the current text of the regulations (e.g., the bad
actor may have hacked the consumer’s email account and therefore be able to respond to an
email from the business requesting confirmation of the agent’s authorization).

To ensure that businesses are able to continue to develop and implement innovative new ways
to secure consumer data and protect it from fraudulent CCPA requests, we urge the Attorney
General to revise the regulations to confirm that businesses are empowered to rely on other
reasonable methods for verifying the authenticity of agent requests.

Example Revisions

Section 999.315

(g) A consumer may use an authorized agent to submit a request to opt-out on the con-
sumer’s behalf if the consumer provides the authorized agent written permission signed
by the consumer. A business may deny a request from an authorized agent if (1) the
agent that does not submit proof that they have been authorized by the consumer to
act on the consumer’s behalf, or (2) the business is unable to establish a reasonable,
good-faith belief that the agent’s request is valid. User-enabled global privacy controls,
such as a browser plugin or privacy setting, device setting, or other mechanism, that
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communicate or signal the consumer’s choice to opt-out of the sale of their personal
information shall be considered a request directly from the consumer, not through an
authorized agent.

Section 999.326
(a) When a consumer uses an authorized agent to submit a request to know or a request
to delete, a business may impose the following requirements and deny the request if
any of these requirements are not met reguire-that-the-censumer-de-the-follewing:
(1) Require the consumer to provide the authorized agent signed permission to sub-
mit the request de-se,
(2) Reqguire the consumer to verify their own identity directly with the business.
(3) Require the consumer to directly confirm with the business that they provided
the authorized agent permission to submit the request.
(4) Require the consumer or agent to take any other steps that are reasonably likely
to confirm the authenticity of the agent’s authorization to act on behalf of the con-
sumer.
(b) Subsection (a) does not apply when a consumer has provided the authorized agent
with power of attorney pursuant to Probate Code sections 4000 to 4465.
(c) A business may deny a request from an authorized agent if (1) the agent that does
hot submit proof that they have been authorized by the consumer to act on their behalf,
or (2) the business is unable to establish a reasonable, good-faith belief that the agent’s
request is valid.
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Message

From: kate Goodloe ||| NN

Sent: 3/27/2020 3:35:37 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc: Meghan Pensy! | EGTNNEEE

Subject: RE: BSA - Comments on Second Set of Modifications to Proposed CCPA Regulations

Attachments: 2020.3.27 - BSA Comments on Second Revised CCPA Regulations - FINAL.pdf

With apologies, please find attached a corrected PDF containing the final comments from BSA | The Software
Alliance. Please treat this file as our formal comments to your office on the second set of modifications to the proposed
regulations implementing the CCPA. (This file removes the draft watermark inadvertently included in the prior PDF.)

Best,

Kate Goodloe

Saftaare | Director, Policy
Alarce | BSA | The Software Alliance
P

I BSA | W bsa.org
— | RS

IKate Goodloe

From: Kate Goodloe

Sent: Friday, March 27, 2020 2:56 PM

To: PrivacyRegulations@doj.ca.gov

Cc: Meghan Pensyl <meghanp@bsa.org>

Subject: BSA - Comments on Second Set of Modifications to Proposed CCPA Regulations

Attached please find comments from BSA | The Software Alliance on the second set of modifications to the proposed
regulations to implement the California Consumer Privacy Act (CCPA). We hope these comments are helpful. Please feel
free to contact us if you have any questions or would like to discuss them further.

Many thanks.

Kate Goodloe

gnh?mm Director, Policy

Kate Goodloe
I Mlisnce | BSA | The Software Alliance

— P 202-530-5122
| BSA I W bsa.om
— RS
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The
Software
Alliance

|

March 27, 2020

Xavier Becerra

California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013

Attention: Privacy Regulations Coordinator

RE: Second Set of Modifications to Proposed Regulations to Implement the
California Consumer Privacy Act

Dear Attorney General Becerra:

BSA | The Software Alliance appreciates the opportunity to submit comments on the
second set of modifications to the proposed regulations to implement the California
Consumer Privacy Act (“CCPA").

BSA is the leading advocate for the global software industry before governments and in the
international marketplace.! Our members are enterprise software companies that create the
technology products and services that power other businesses. They offer tools including
cloud storage services, customer relationship management software, human resources
management programs, identity management services, and collaboration software. Our
companies compete on privacy—and their business models do not depend on monetizing
users’ data. BSA members recognize that companies must earn consumers’ trust and act
responsibly with their data. We appreciate California’s leadership on these important
issues.

BSA’s comments focus on the unique role of service providers, which create the products
and services on which other businesses rely. As enlerprise soflware companies, BSA
members generally act as service providers under the CCPA.? Service providers are critical
in today’s economy, as more companies across a range of industries became technology
companies—and depend on service providers for the tools and services that fuel their
growth. Software is the backbone of shipping and transportation logistics. it enables remote
workplaces and financial transactions all over the world. And it drives the growth of new

' BSA’s members include: Adobe, Atlassian, Autodesk, Bentley Systems, Box, Cadence,
CNC/Mastercam, IBM, Informatica, Intel, MathWorks, Microsoft, Okta, Oracle, PTC,
Salesforce, ServiceNow, Siemens Industry Software Inc., Sitecore, Slack, Splunk, Trend
Micra, Trimble Solutions Corporation, Twilio, and Workday.

2 Of course, when BSA members collect data for their own business purposes, they take on
responsibility for complying with the provisions of the CCPA that apply to “businesses” that
“determine[] the purposes and means of the processing of consumers’ personal information.”
For instance, a company that operates principally as a service provider will nonetheless be
treated as a business when it collects data for the purposes of providing services directly to
consumers.
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technologies like artificial intelligence, which have helped companies of all sizes enter new
markets and compete on a global scale.

I The Proposed Regulations Should be Modified to Reflect the Role of Service
Providers

The CCPA already recognizes the unique role of service providers, which act on behalf of
businesses that determine the purposes and means of collecting personal information from
consumers.® We encourage the Attorney General to modify the draft regulations in two
ways to avoid altering the service provider-business relationship set out in the CCPA:

1. Restore the language from the February revisions to Section 999.314(c)(1).
Under the text of the revised draft regulations released in February, Section
999.314(c)(1) recognized that a service provider may retain, use, or disclose
personal information to “perform the services specified in the written contract with the
business that provided the personal information.” That clear statement reflects the
fundamental role of service providers as defined by the CCPA'’s legislative text: to
process information “on behalf of a business” pursuant to a written contract.* The
newly-revised text is less clear, and instead states that a service provider may
“process or maintain personal information on behalf of the business that provided the
information . . . and in compliance with the written contract for services required by
the CCPA.” This language creates uncertainty for service providers that serve joint
ventures, or other situations in which multiple businesses seek to jointly engage a
service provider.

We recommend restoring the language from the February text of Section
999.314(c)(1). Alternatively, if the current language is retained, we suggest modifying
it to recognize that multiple businesses may jointly engage a service provider, by
adding the following italicized/underlined language: “To process or maintain personal
information on behalf of the business(es) that provided the personal information, or
that directed the service provider to collect the personal information, and in
compliance with the written contract for services required by the CCPA."

2. Revise Section 999.314(c)(3), to clarify that service providers may appropriately
augment and correct data for internal uses, but not for building or modifying
consumer or household profiles. As currently written, Section 999.314(c)(3) may
inadvertently reduce the ability of service providers to augment and correct data used
for internal purposes, including to train machine learning algorithms. The current
language states that a service provider may retain, use or disclose personal
information “[flor internal use by the service provider to build or improve the quality of
its services, provided that the use does not include . . . correcting or augmenting data
acquired from another source.” Read broadly, this could prevent service providers
from combining data from multiple sources, if combining the data sets may be viewed
as “augmenting” one of the relevant data sets. That raises crucial concerns for

3 Distinguishing between businesses and service providers is important from a privacy
perspective, because adopting this type of role-based responsibility improves privacy
protection. Indeed, the distinction is pervasive in the privacy ecosystem. For example, the
EU’s General Data Protection Regulation (“GDPR") applies to “controllers” that determine the
means and purpose for which consumers’ data is collected (similar to businesses under the
CCPA), and “processors” that process data on their behalf (similar to service providers under
the CCPA).

4 Cal. Civil Code § 1798.140(v).
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service providers that use machine learning algorithms — since improving the
accuracy of an algorithm and reducing its potential bias may require a provider to
combine training data from multiple sources. For example, an algorithm used to
detect spam emails is more likely to be accurate if it is trained on data that includes
spam emails received by multiple customers of a service provider. Moreover, the
algorithm will be even more accurate if the provider specifies, for each spam email in
the training data set, how many customers received it. That may be viewed as
“augmenting” the underlying data set of spam emails — but is crucial to ensure the
algorithm is accurate. Indeed, in this context reading Section 999.314(c)(3) to prohibit
such activity may also inadvertently limit the scope of Section 999.314(c)(4), which
recognizes that service providers may retain, use, or disclose personal information to
detect cybersecurity incidents, or protect against fraud or illegal activity.

To avoid that result, and to ensure Section 999.314(c) does not inadvertently limit the
ability of service providers to improve the accuracy and reduce the bias of machine
learning algorithms, we recommend revising this clause of Section 999.314(c)(3), to
focus more narrowly on prohibiting internal uses that involve augmenting or cleaning
data for purposes relating to building or modifying consumer profiles. Narrowing the
language in this way is consistent with the overall goal of this provision, while
reducing concerns that arise from the current broad language.

Specifically, we recommend revising Section 999.314(c)(3) to delete the following
language in strikethrough and add the language in italics/underline: “For internal use
by the service provider ta build or imprave the quality of its services, provided that the
use does not include building or modifying household or consumer profiles to use in
providing services to another business, er including correcting or augmenting data
from another source for use in such household or consumer profiles.”

Il. The Proposed Regulations Should be Modified to Ensure Consumer Rights Are
Not Exercised in a Manner that Undermines Consumer Security

Beyond the issues above that are specific to service providers, we also encourage Section
999.313(c)(3) be revised, to ensure that the new consumer rights created by the CCPA are
not exercised in a manner that ultimately creates new security risks for consumers. We
recommend the following change:

1. Restore the original language in Section 999.313(c)(3), and fold it into a revised
version of the current four-part test. The original language of this section
recognized that a business may decline to provide a consumer with specific pieces of
information in response to a request to know if doing so “creates a substantial,
articulable, and unreasonable risk to the security of that personal information, the
consumer's account with the business, or the security of the business’s systems or
networks.” That is critical to ensuring that a consumer's right to access information is
not implemented in a manner that creates security risks.

In February, that language was removed from the draft regulations and replaced by a
four-part test setting out instances in which business are not required to search for
information. As an initial matter, the test should not require that all four parts be met,
as the current draft would do. More concerning, though, none of those four parts
clearly allow a business to deny a right to know request if compliance would create a
security risk. For example, a bad actor could use access requests to try and better
understand the business’ server network structure and identify weak points in the
system. Similarly, an individual involved in criminal activity may seek access to
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information that would show whether the company has identified the criminal acts
occurring on their platform, such as the successful or unsuccessful use of
compromised credentials to access a protected environment. Disclosure of that
information could thwart efforts by the company or even law enforcement to address
such acts.

We recommend: (1) restoring the original language recognizing that businesses may
deny requests to know that raise specific security risks, and (2) merging that
language into a revised version of the current four-part test, so that not all parts of the
test must be met in order to deny a request to know.

We recommend revising Section 999.313(c)(3) to state:

(3) In responding to a request to know, a business is not required to search for
personal information if:

(a) Disclosure of the specific pieces of personal information creates a
substantial, articufable, and unreasonable risks to the security of that
personal information, the consumer’s account with the business, or the
security of the business’s systems or nefworks;

(b) The business does not maintain the personal data in a searchable or
reasonably accessible format, provided that the business: (1) does not sell
the information, and (2) describes to the consumer the categories of records
that may contain personal information that it did not search under this
provision; or

(c) The business maintains the personal information solely for legal or
compliance purposes, provided that the business: (1) does not sell the
information, and (2) describes to the consumer the cateqories of records that
may contain personal information that it did not search under this provision.

BSA supports strong privacy protections for consumers, and we appreciate the opportunity
to provide these comments. We welcome an opportunity to further engage with the Attorney
General's Office on these important issues.

Sincerely,

b Gt

Kate Goodloe
Director, Palicy
BSA | The Software Alliance
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Message

From: Mohammed, Shoet [

Sent: 3/27/2020 4:43:00 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CalChamber Comments to Second Set of Modifications to Text of Proposed CCPA Regulations

Attachments: Final CalChamber Comments to AG Second Modified Regs.pdf

Privacy Regulations Coordinator,

Attached please find the California Chamber of Commerce’s written comments on the Attorney General’s Second Set of
Modifications to Text of Proposed Regulations.

Respectfully,

Shoeb Mohammed
Policy Advocate

== (CalChamber

=N - g 3
1R oot -7 34 ¢
HR Expert & Busingss Advoca

California Chamber of Commerce
1215 K Street, 14th Floor
Sacramento, CA 95814

g
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==_(CalChamber

California Chamber of Commerce

Comments to the
Attorney General’s
Second Revised
CCPA Regulations

SHOEB MOHAMMED
Policy Advocate
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Message

From: Keir Lamont [

Sent: 3/27/2020 4:42:36 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCIA Comments on Second Set of Madifications to Proposed Regulations

Attachments: CCIA Cormmments on CCPA Regulations Second Modification.pdf

Dear Privacy Regulations Coordinator:

Please find attached the comments of the Computer & Communications Industry Association on the
second set of modifications to the CCPA draft implementing regulations.

Best regards,
Keir Lamont

Keir Lamont
Policy Counsel
Computer & Communications Industry Association (CCIA)
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Computer & Communications
Industry Association

March 27, 2020

Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General

300 South Spring Street, First Floor

Los Angeles, CA 90013

Via email: PrivacyRegulations@doj.ca.gov

Re: Computer & Communications Industry Association comments on second set of
modifications to proposed California Consumer Privacy Act regulations

Dear Ms. Kim:

Thank you for the opportunity to comment on the California Department of Justice’s (the
Department) second set of modifications to the proposed implementing regulations for the
California Consumer Privacy Act of 2018 (CCPA). The Computer & Communications Industry
Association (CCIA) is an international nonprofit trade association representing a broad cross
section of large, medium, and small companies in the high technology products and services
sectors, including computer hardware and software, electronic commerce, telecommunications,
and Internet products and services. Our members employ more than 750,000 workers and
generate annual revenues in excess of $540 billion.'

CCIA members place a high value on protecting consumer privacy and support the consumer
rights and privacy principles that underpin the CCPA including transparency, notice, and
consumer control over data processing practices.”> CCIA also appreciates the Department’s public
engagement and receptiveness in developing the Act’s regulations. Unfortunately, the rushed
legislative drafting of the CCPA and absence of critical input from stakeholders and compliance
considerations has contributed to several areas of confusion and complexity in implementing the
Act.? With the CCPA presently in effect and an impending enforcement date of July 1, 2020, it is
important that the Department promulgate clear implementing regulations consistent with the
text of the CCPA that establish uniform expectations for consumers and businesses of their rights
and obligations under the Act.

The following modifications to the draft implementing regulations will support reliable
operationalization of the rights and obligations established by the CCPA and promote consumer
privacy rights within California.

' A complete list of CCTA’s members is available online at www.ccianet.org/members.

2 See CCIA, Privacy Principles: A New Framework for Protecting Data and Promoting Innovation (Nov. 7, 2018),
http:/Avww.ccianet.org/wp-content/uploads/2018/11/CCIA_Privacy_Principles.pdf.

3 See Hannah Murphy, California’s privacy law arrives to confision and costs for businesses, Financial Times (Jan.
1. 2020), https://www.ft.com/content/7b54 1808-2bdf-11ea-bc77-65e4aa615551.
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I.  Draft regulation § 999.302 regarding the interpretation of “Personal Information”
under the CCPA should be reinstated and clarified

Analysis: The Department’s addition of § 999.302 to the February regulations regarding the
interpretation “personal information” under the CCPA was a welcome inclusion.* This section
provided helpful guidance for businesses that collect incidental or limited device information
through online websites of their CCPA obligations. Furthermore, the regulation was consistent
with the intent of the CCPA, which eschews per se categories of personal information in favor of
contextual analysis of when information should be considered identifying.’

Recommendation: CCIA recommends that the Department reinsert regulation § 999.302 and
provide additional clarification on the terms “reasonably” and “collects” in order to support the
consistent interpretation and implementation of the CCPA.

First, the regulations should recognize that whether an organization can “reasonably link”
information such as device signals and identifiers to a particular consumer or household may
depend on internal technical measures and controls the organization takes to prevent such
identification. This clarification will encourage privacy-preserving techniques such as
pseudonymization and encryption consistent with both the goals of the CCPA and similar
provisions under the European General Data Protection Regulation.®

Second, the regulations should provide additional guidance as to when an organization “collects”
personal information for the purposes of the CCPA’s right to access information.” Specifically,
the regulations should clarify that the definition of “collects” does not refer to information
generated internally about a consumer that is used only for internal business purposes. Such
information is commonly not maintained in a human-readable way, is not linked to individual
consumer accounts, and would not be relevant to consumers if produced pursuant to an access
request. Furthermore, this clarification is consistent with the CCPA’s definition of “collects,”
which is limited to information that is either “received” from a consumer or produced through
“observation” of the consumer.?

II.  New privacy policy requirements under regulation § 999.308 should be clarified

Analysis: Organizations that process personal information should be transparent about the
categories of information that they collect and inform consumers about how they will process,
store, and transfer data. It is important that notice requirements are carefully scoped to cover
relevant information and contain sufficient flexibility to allow organizations to innovate in

4 Modified CCPA Regulations, § 999.302 “Guidance Regarding the Interpretation of CCPA Definitions™ (Feb. 10,
2020), https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-text-of-mod-clean-020720.pdf.

> CCPA § 1798.140(0) (“Personal information includes, but is not limited to, the following if it identifies, relates to,
describes, is reasonably capable of being associated with, or could be reasonably linked, directly or indirectly, with a
particular consumer or houschold...”) (emphasis added).

¢ See General Data Protection Regulation, Art. 25 & 32.

7 See CCPA § 1798.115(a)(1) (establishing the right for consumers to request that a business disclose the “categorics
of personal information that the business collected about the consumer™) (emphasis added).

8 CCPA § 1798.140(¢).
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https://www.ccianet.org/wp-content/uploads/2019/12/CCIA-Comments-on-CCPA-draft-regulations.pdf(hereinafter

"¢ 999.314(c): A service provider shall not retain, use, or disclose personal information
obiained in the course of providing services except to the extent permitted by the CCPA
including:

(1) 4

5 23 A 1

T Z T . . | ]
required-by-the-CCPA To perform the services specified in the written contract

with the business that provided the personal information...”

V. Proposed Draft Regulation § 999.315 Should Not Circumvent Consumer Control
Over Opt-Out Requests

Analysis: In its initial comments, CCIA addressed the practical drawbacks of departing from the
CCPA’s specific and uniform mechanisms of exercising consumer control by requiring
organizations to recognize and respond to a limitless array of yet-to-be developed opt-out
methods '° If the Department intends to recognize a new category of “global privacy controls™ it
should ensure that such mechanisms do not result in the transfer of control over the CCPA’s
privacy choices from consumers to third-party entities such as the developers of browsers,
consumer devices, and plug-ins. The March regulations’ removal of the prohibition on “pre-
selected settings™ creates the potential for businesses to leverage privacy controls for competitive
purposes, selectively applying privacy controls without consumer choice or intent.

Recommendation: In order to support consumer control over their information and privacy rights
consistent with the intent of the CCPA,'” the regulations should be amended as follows:

“$ 999.315(d) If a business collects personal information from consumers online, the
business shett may treat user-enabled global privacy controls, such as a browser plugin
or privacy setting, device-setting, or other mechanism, that communicate or signal the
consumer’s choice 10 opi-out of the sale of their personal information as a valid request
submitted pursuant to Civil Code section 1798.120 for that browser or device, or, if
known, for the consumer.”

Thank you again for the opportunity to comment on the draft implementing regulations for the
California Consumer Privacy Act. If you have any questions regarding the comments and
recommendations in this letter, please contact Keir Lamont at

Sincerely,
Keir Lamont

Policy Counsel
Computer & Communications Industry Association

16 CCIA Dec. 6 Comments at 8.
" CCPA Section 2(h).
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Message

From: Liam McGregor [

Sent: 3/28/2020 1:00:41 AM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA: Comment on 2nd revisions—Which firms must calculate the value of my data?

Hi there! My name is Liam McGregor; I'm a resident of San Juan Capistrano, (Orange County, CA), and a
student in economics at Stanford, in Santa Clara County, CA.

In section § 999.337. Calculating the Value of Consumer Data, I'm seriously concerned about the language
around which companies are obligated to do this. The text currently reads,"To estimate the value of the
consumer’s data, a business offering a financial incentive or price or service difference subject to Civil Code
section 1798.125...". This seems very narrow, and, in my (lay) reading of the law, does not apply to companies
such as Google and Facebook, who offer their services for "free".

The wording should be adjusted to include technology giants such as Facebook, or we should have an
explanation for why they are intentionally omitted.

Californians ought to know how much their data is worth, full stop. We're either paid for our data or we're
bilked out of the value of our data because, as individuals, we cannot know how much it's worth. The
companies hold all the cards.

How can I know "free" is a good price for my month on Facebook if the firm actually made $100 off of my data
by serving me ads? I derive some value from Facebook, but that's a parasitic relationship because they're
extracting more value from me than I get in return. That's an unfair deal. On the other hand, if they only make
$5 a month off of my data, maybe that's a better deal for me. Consumers ought to have a right to know the value
of the personal information we're giving away if the company is giving me the service "for free"—no matter if
the company is paying me for it or not, and no matter if they vary service levels or not,

The value of our data is what we're acfually paying. We have no way of knowing what we're really paying
for these "free" services unless they tell us. They will not tell us unless legislation requires them to do so.

As an economist, I'm currently researching Facebook and their status under antitrust law in the US. Specifically,
I'm examining their market power in American consumers' online attention, and the ways they hide their
monopolistic price increases.

They do it this way: By creating a "free" product for consumers, they create a barter exchange in which they
provide some service to users in exchange for huge amounts of data, which they turn around and use to sell
access to consumers to advertisers at tremendously high margins. Californians ought to have a right to know
how much Facebook makes off of their personal data. I applaud the intent of the law, but worry that in its
current wording would not apply to Facebook.

The problem with this barter economy is, as of today, Facebook is the only one who can truly know how much
my data is worth. Until they reveal that to me, I'm in the dark on whether or not I'm getting a good deal on their
service.

Best,
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Message

From: Tobin, Timothy P. [

Sent: 3/17/2020 10:17:12 AM

To Stacey Schesse
Subject: CCPA and Covid-19 Request for Relief

Dear Stacey,

Qur clients and other companies are working in good faith to respond to CCPA individual rights requests. The current
global pandemic is however, forcing numerous companies to institute work at home procedures. In addition, scarce
resources are in many cases being diverted to address the emergency both in the U.S., and for multinational companies,
globally. These circumstances are making it very challenging for companies to comply with CCPA rights requests within
statutory timeframes. | am writing to request that when its CCPA enforcement authority takes effect on July 1, 2020,
that the California Attorney General refrain from enforcement actions against companies relating to delayed responses
to CCPA rights requests that occurred during this pandemic.

Other regulators in the U.S. and globally are exercising appropriate restraint during this crisis. For example, in the
United Kingdom, the Information Commissioner’s Office has stated that it will not take regulatory action against
companies based on delays in responding to information rights requests during the pandemic. See
https://ico.org.uk/for-organisations/data-protection-and-coronavirus/. In the U.S., Health and Human Services has
waived various HIPAA requirements and penalties for certain hospitals. See https://ico.org.uk/for-organisations/data-
protection-and-coronavirus/. | am not suggesting the duty to respond to rights requests should not apply to companies,
but that the Attorney General recognize that failing to meet statutory timeframes not result in enforcement action. |
also believe It would be helpful for the California Attorney General to make a public release on this point.

| appreciate your consideration of this request.
Regards,
Tim

Timothy Tobin

Partner

Hogan Lovells US LLP
Columbia Square

555 Thirteenth Street, NW
Washington, DC 20004

Tel +1 202 637 5600

Direct:

Fax: +1 202 637 5910

Email e
Blog: www hldataprotection.com

www.hoganlovells,com

Please consider the environment before printing this e-mail
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About Hogan Lovells

Hogan Lovells is an international legal practice that includes Hogan Lovells US LLP and Hogan Lovells International LLP. For more information, see
www.hoganlovells.com.

CONFIDENTIALITY. This email and any attachments are confidential, except where the email states it can be disclosed; it may also be privileged. If

received in error, please do not disclose the contents to anyone, but notify the sender by return email and delete this email (and any attachments) from
your system.
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Message

From: Connor Gafner [

Sent: 3/27/2020 5:00:46 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
cc: Garrett Gillet [
Subject: CCPA changes

Attachments: CCPA Commet letter Vael Inc 3.27.20 .pdf

See attached proposed CCPA changes

Connor Gafner
Vael, Inc
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Vael, Inc.

March 26, 2020

Attn: Privacy Regulations Coordinator, California Office of the Attorney General
Lisa B. Kim

300 South Spring Street, First Floor

Los Angeles, CA 90013

privacyregulations@doj.ca.gov

Re: California Consumer Privacy Act (CCPA) Updates March 2020

Dear Lisa,

Vael, Inc., 1s an early stage data privacy startup based out of San Francisco, CA. From personal experience
coupled with consumer surveys, we have found that exercising CCPA rights on one’s own is far more
challenging and time consuming than expected. Thus, Vael is creating a solution where we can act on behalf
of consumers as their authorized agent under the proposed CCPA regulations, in order to help consumers
easily exercise their CCPA rights.

The regulation lacks a standard method for authorized agents to contact busmnesses to submit requests on the
behalf of consumers. This can inhibit CCPA from accomplishing its goal of creating new consumer rights
relating to the access to, deletion of, and sharing of personal information collected by businesses. As it stands,
the regulation requires that businesses only provide the methods of request submission that are most
convenient for themselves not necessarily the consumer. This can easily be abused to dissuade consumers
from putting in the excessive effort of using their new rights under CCPA. Given the nature of CCPA
requests and the imperative for broad public participation this can jeopardize the effectiveness of the
regulation as a whole.

To this end we propose that the following be added to section:
§999.308 (c)(5)

Businesses shall, in their privacy policy, provide an email specifically for authorized agents to contact
companies with information regarding the submission of requests on behalf of the represented consumers.

Thank you for your time and below is our contact information, we would welcome the opportunity to open a
dialogue regarding our comments, concerns, and CCPA in general.
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Regards,

Garrett Gillett
Co-Founder, COQO

Vael, Inc.

Connor Gatner
Co-Founder, CEO

Vael, Inc.

CCPA_2ND15DAY_00056



Message

From: Markus Hastings [ G

Sent: 3/26/2020 11:22:00 AM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
€e: Mark Hastings [ G

Subject: CCPA Comment letter

Attachments: Hastings CCPA comment 1.pdf; Hastings CCPA comment 1.docx

Hi Lisa,
Thank you for taking a few minutes with me the other day to clarify the process for submitting a comment for
the 2nd set of Modifications to the CCPA.

Please find attached my comment letter in Word and pdf format. I'm also including the text of my comment
below.

Regards,

Mark Hastings

--TEXT OF COMMENT----
Mark Hastings
I |

LinkedIn.com/in/MarkTHastings

Attn: Lisa B. Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 S. Spring Street, First Floor

Los Angeles, CA 90013

Sent via email: PrivacyRegulations@doj.ca.gov
Re: Comments on the Modified Proposed Regulations relating to the California Consumer Privacy Act of 2018
(CCPA, aka “the Act”) for the comment period ending March 27, 2020

Dear Ms. Kim:

I appreciate the opportunity to provide a public comment regarding the regulations of the California Consumer
Privacy Act. This comment letter is submitted solely on behalf of myself as I have a business interest in the
CCPA.

My background is in the Marketing Automation and Customer Relationship Management (CRM) technology
industry. I have many years of experience working directly with customer lists, and I have managed teams of
data managers for CRM and Marketing Automation systems. My expertise in this field enables me to consult
professionally in these areas.

I have read prior comments regarding section 999 337 of the Act from other professionals and organizations,
and I understand the objection to this section, as the valuation of a customer data asset is not currently a well-
defined standard. However, my position is this section should remain as is currently written, as I have
developed an accurate and reliable methodology for valuation of a customer data asset that I believe can
become a new standard. There is no need to record my methodology in the Act, as there is already an allowance
for a new methodology in subsection (a), number (8), specifically, “ Any other practical and reasonably reliable
method of calculation used in good-faith.”

At some point in the future, it may be prudent to revisit this section of the Act and refine the list of methods
available for use in this exercise. For now, section 999 337 is sufficiently prescriptive while still allowing for

flexibility of methods.
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Regards,
Mark Hastings
—END TEXT OF COMMENT---

Regards,
Mark
o: IS
c: I
----- Forwarded Message -----
From: CCPA Mailing List <webmaster@doj.ca.gov>
To: "ccpalist@doj.ca.gov" <ccpalist@doj.ca.gov>
Sent: Wednesday, March 11, 2020, 05:44:55 PM EDT
Subject: CCPA Regulations - Notice of 2nd Set of Modifications

-

March 11, 2020

CCPA Regulations - Notice of 2nd Set of Modifications

NOTICE OF SECOND SET OF MODIFICATIONS TO
TEXT OF PROPOSED REGULATIONS

[OAL File No. 2019-1001-05]

Pursuant to the requirements of Government Code section 11346.8,
subdivision (c), and section 44 of Title 1 of the California Code of Regulations,
the California Department of Justice (Department) is providing notice of a
second set of modifications made to the proposed regulations regarding the
California Consumer Privacy Act.

The Department first published and noticed the proposed regulations for public
comment on October 11, 2019. On February 10, 2020, the Department gave
notice of modifications to the proposed regulations, based on comments
received during the 45-day comment period. Subsequently, the Department
received around 100 comments in response to the modifications. This second
set of modifications is in response to those comments and/or to clarify and
conform the proposed regulations to existing law.

This Notice, the text of the second set of modifications to the proposed
regulations, and comparison of the text as originally proposed with both the
first and second set of modifications reflected are available at
WWW.0ag.ca.gov/privacy/ccpa. The originally proposed regulations and all
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available at this website.

The Department will accept written comments regarding the proposed changes
between Wednesday, March 11, 2020 and Friday, March 27, 2020. All written
comments must be submitted to the Department no later than 5:00 p.m. on
March 27, 2020 by email to PrivacyRegulations@doj.ca.gov, or by mail to the
address listed below.

Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General

300 South Spring Street, First Floor

Los Angeles, CA 90013

Email: PrivacyRegulations@doj.ca.gov

All timely comments received that are relevant to the second set of
modifications will be reviewed and responded to by the Department’s staff as
part of the compilation of the rulemaking file. Please limit written comments to

those items.

You may find more information about the California Consumer Privacy Act (CCPA) on our website at:
https://oag.ca.gov/privacy/ccpa

Please visit the remainder of the Attorney General's site at: https://oag.ca.gov/

Unsubscribe from this list

CCPA_2ND15DAY_00059


https://oag.ca.gov
mailto:PrivacyRegulations@doj.ca.gov
mailto:PrivacyRegulations@doj.ca.gov

Mark Hastings
I | A | N | Linkedin.com/in/MarkTHastings

Attn: Lisa B. Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 S. Spring Street, First Floor

Los Angeles, CA 90013

Sent via email: PrivacyRegulations@doj.ca.gov

Re: Comments on the Modified Proposed Regulations relating to the California Consumer Privacy Act of 2018 (CCPA, aka “the
Act”) for the comment period ending March 27, 2020

Dear Ms. Kim:

| appreciate the opportunity to provide a public comment regarding the regulations of the California Consumer Privacy Act. This
comment letter is submitted solely on behalf of myself as | have a business interest in the CCPA.

My background is in the Marketing Automation and Customer Relationship Management (CRM) technology industry. | have
many years of experience working directly with customer lists, and | have managed teams of data managers for CRM and
Marketing Automation systems. My expertise in this field enables me to consult professionally in these areas.

I have read prior comments regarding section 999.337 of the Act from other professionals and organizations, and | understand
the objection to this section, as the valuation of a customer data asset is not currently a well-defined standard. However, my
position is this section should remain as is currently written, as | have developed an accurate and reliable methodology for
valuation of a customer data asset that | believe can become a new standard. There is no need to record my methodology in
the Act, as there is already an allowance for a new methodology in subsection (a), number (8), specifically, “Any other practical
and reasonably reliable method of calculation used in good-faith.”

At some point in the future, it may be prudent to revisit this section of the Act and refine the list of methods available for use
in this exercise. For now, section 999.337 is sufficiently prescriptive while still allowing for flexibility of methods.

Regards,
Mark Hastings
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Attn: Lisa B. Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 S. Spring Street, First Floor

Los Angeles, CA 90013

Sent via email: PrivacyRegulations@doj.ca.gov

Re: Comments on the Modified Proposed Regulations relating to the California Consumer Privacy Act of 2018 (CCPA, aka “the
Act”) for the comment period ending March 27, 2020

Dear Ms. Kim:

| appreciate the opportunity to provide a public comment regarding the regulations of the California Consumer Privacy Act.
This comment letter is submitted solely on behalf of myself as | have a business interest in the CCPA.

My background is in the Marketing Automation and Customer Relationship Management (CRM) technology industry. | have
many years of experience working directly with customer lists, and | have managed teams of data managers for CRM and
Marketing Automation systems. My expertise in this field enables me to consult professionally in these areas.

I have read prior comments regarding section 999.337 of the Act from other professionals and organizations, and | understand
the objection to this section, as the valuation of a customer data asset is not currently a well-defined standard. However, my
position is this section should remain as is currently written, as | have developed an accurate and reliable methodology for
valuation of a customer data asset that | believe can become a new standard. There is no need to record my methodology in
the Act, as there is already an allowance for a new methodology in subsection (a), number (8), specifically, “Any other
practical and reasonably reliable method of calculation used in good-faith.”

At some point in the future, it may be prudent to revisit this section of the Act and refine the list of methods available for use
in this exercise. For now, section 999.337 is sufficiently prescriptive while still allowing for flexibility of methods.

Regards,
Mark Hastings
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Message

From: chris Allen | G

Sent: 3/27/2020 3:34:56 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Comments on Second Round of Modifications

Attachments: CCPA AG Comment Letter 3-27-2020 Patelco.pdf

Kim, attached is Patelco’s comments on the Second Round of Modifications to CCPA. Please let me if you have any
comments or questions. Thanks

Chris Allen

Patelco Credit Union
Chief Risk Office

3 Park Place

Dublin, Ca 94568

I
DISCLAIMER

Information contained herein is the sole and exclusive property of Patelco Credit Union. The information within
this document or item is confidential; it shall not be disclosed to a third party or used except for the purpose of
the recipient providing a service to Patelco Credit Union or for the benefit of Patelco Credit Union. Your
retention, possession or use of this information constitutes your acceptance of these terms. Please note that the
sender accepts no responsibility for viruses and it is your responsibility to scan attachments (if any).
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SPatelco
CREDIT UNION

3 Park Place
Dublin, CA 94568

March 27, 2020

Lisa B. Kim, Privacy Regulations Coordinator
CALIFORNIA OFFICE OF THE ATTORNEY GENERAL
300 South Spring Street, First Floor

Los Angeles, CA 90013

Email: PrivacyRegulations@doj.ca.gov

Re:  Comments to Proposed CCPA Regulations Second Round of Modifications

Dear Ms. Kim:

On behalf of Patelco Credit Union, a California state-chartered federally insured credit union,
we write to provide our input into the Attorney General’s Office (“AG”) proposed California
Consumer Privacy Act (CCPA) Regulations (“Proposed Regulations”). We understand the
purpose of the Proposed Regulations is to operationalize the CCPA and provide clarity and
specificity to assist in implementing the CCPA which took effect on January 1, 2020. Given that
CCPA imposes several obligations on most businesses, as an institution that is seemingly subject
to it, we seek to obtain clarification on several areas that do not appear to be addressed in the
Proposed Regulations and in the modifications. Further clarification we believe is needed.

The effective date for CCPA was January 1, 2020. Given how general the statue is and many of
the previously provided comments were not fully addressed, we believe it would be prudent to
have the effective date extended. Businesses should be afforded ample time to design and
implement a comprehensive system to address are the requirements. Due to the complex
proposed regulations, enforcement should also be delayed until six months after publication of
the final regulations. In addition, with California in the middle of a Global Pandemic, businesses
need to focus on the consumers they service. Meeting the many CCPA regulatory compliance
rules, takes critical time away from serving consumers in their time of need.

While the Second Round of Proposed Modifications provide clarification in some areas within
CCPA and it will assist businesses subject to the CCPA in complying, we believe there are still
many areas that remain ambiguous or unaddressed.
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Message

From: Kammerer, Susan [N

Sent: 3/27/2020 2:06:29 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc Merz, leremy [ NG G'<2:on. Arzelz I
Subject: CCPA Proposed Regulations - P&C Insurance Industry Coalition Comments

Attachments: 20-3-27 CA CCPA Revised Regulations - PC Coalition Comments (Final) _.pdf; 20-2-25 CA CCPA Revised Regulations -
APCIA Comments - Final.pdf; 19-12-06 CA CCPA Regulations - APCIA Comments - Final.pdf

To Whom it May Concern:

Thank you for the opportunity to provide comments on the CCPA rulemaking process. Please see attached
comment letter, (along with the two previously submitted letters).

Thank you,

Susan Kammerer
APCIA Western Region
1415 L Street, Suite 670
Sacramento, CA 95814

N
’ American Property Casualty
» = |nsurance Assocmflq_r_l

INSURING AMERICA apcCl.org
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March 27, 2019

California Department of Justice
ATTN: Privacy Regulations Coordinator
300 S. Spring St.

Los Angeles, CA 50013

VIA Electronic Mail: PrivacyRegulations@doj.ca.gov

To Whom It May Concern:

The American Property Casualty Insurance Association (APCIA)?, Personal Insurance Federation
of California (PIFC), and the National Association of Mutual Insurance Companies (NAMIC)
appreciate the Attorney General’s continued work and the opportunity to provide feedback on
the revised California Consumer Privacy Act Regulations (revised regulations). APCIA strongly
approves of the addition to Section 999.305, which clarifies that a business that collects personal
information indirectly about consumers does not need to provide a notice at collection, if that
business does not sell that information. There were also helpful clarifications in sections
999.313(d)(1) and 999.317(e)and(f).

Unfortunately, overall, the changes were not very substantive in nature and therefore many of
our prior concerns remain. We refer to all of our earlier letters, and have attached a copy of the
previous APCIA letter for your continued consideration, but emphasize the following issues: (1)
While there have been some improvements, the revised regulation continues to focus on
prescriptive, detailed and inflexible communication requirements; (2) The revised regulation
continues to promote industry recognized standards for web content accessibility without
recognition that what works for one industry may not work for another; (3) the prohibition on
fees for verifications in Section 999.323(d) will prevent charging for the cost to obtain a notarized
affidavit. The notary affidavit costs could be significant depending on the number of requests
and may force companies to implement less robust authentication measures. We urge the
Attorney General to clarify that a business cannot charge a direct fee for verification, but costs
to the consumer, such as out of pocket expenses to provide required paperwork should be the
consumer’s responsibility; (4) continued expectations that businesses not only have to identify
the category of personal information and the categories of third parties, but also to connect the
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Thank you for the opportunity to comment. Please let us know if you have any questions or
would like additional information.

Respectfully submitted,

| —7
ey L Jir—

Jeremy Merz Seren Taylor

Vice President State Affairs, Western Region Senior Legislative Advocate

American Property Casualty Insurance Association Personal Insurance Federation of California
1415 L Street, Suite 670 1201 K Street, Suite 950

Sacramento, CA 95814 Sacramento, CA 95814

P: I | I P: I '
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February 25, 2020

California Department of Justice
ATTN: Privacy Regulations Coordinator
300 S. Spring St.

Los Angeles, CA 90013

VIA Electronic Mail: PrivacyRegulations@doj.ca.gov

To Whom It May Concern:

The American Property Casualty Insurance Association (APCIA)* appreciates the opportunity to provide
feedback on the revised California Consumer Privacy Act Regulations (revised regulations). The revised
regulations contain improvements that will benefit consumers and businesses alike. For instance, the
regulations take a more nuanced approach to some of the challenges presented by IP addresses, mobile
applications, and verification procedures. There is also helpful training guidance. Consumer expectations
are more accurately represented with regards to consent for material changes as well.

Nevertheless, significant challenges remain. This is particularly true for regulated industries, like
insurance, where multiple versions of a single right may apply based on existing privacy obligations.
Further, the revised regulations fail to address certain complexities and needlessly prescriptive
requirements that will enhance consumer confusion and prohibit businesses from having the flexibility to
make meaningful changes to practices and procedures based on evolving consumer perceptions and
technologies.

The following comments are limited to concerns with the proposed revisions.

999.305 Notice at Collection of Personal Information

General Observations
The Attorney General’'s office should further reduce the number of situations in which notice is required
at the point of collection. Multiple notices and policies can add to consumer confusion, redundancy, and

L APCIA is the preeminent national insurance industry trade association, representing property and
casualty insurers doing business locally, nationally, and globally. Representing nearly 60 percent of the
U.S. property casualty insurance market, APCIA promotes and protects the viability of private competition
for the benefit of consumers and insurers. APCIA represents the broadest cross-section of home, auto,
and business insurers of all sizes, structures, and regions of any national trade association.
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notice fatigue rather than promoting meaningful consumer choice and transparency. Many aspects of
the notice at collection could be included in the privacy notice, if they are not already. To this end, the
regulations should make clear that a separate notice at collection is not required if a business chooses to
provide or link to its full privacy policy as described in Section 999.308.

Website Links

The clarifications in section 999.305(a)(3) would benefit from additional detail to add certainty that
including a conspicuous link to the notice at collection on every webpage where personal information is
collected is not mandatory. The only reference in the California Consumer Privacy Act (CCPA) to a
conspicuous posting is in relation to the posting of a “Do Not Sell My Personal Information” link at Cal.
Civ. Code 1798.135. Likewise, the CCPA only requires a broadly defined homepage posting for the “Do
Not Sell My Personal Information” link. For all other disclosure obligations businesses have flexibility to
determine its best placement taking into consideration the totality of information that must be presented
to the consumer.

To be certain, clarity and consumer transparency are important, but this must be carefully balanced with
all privacy and non-privacy related notification requirements. “Conspicuous” infers a mandatory
prioritization and placing a “conspicuous” link on every page that collects personal information is
extremely burdensome and will take up valuable space that should otherwise be utilized to include
additional important and/or required service/product information. Busy webpages can also be
discouraging and confusing to consumers misdirecting their focus from important details. APCIA believes
the introductory webpage posting should be sufficient in many cases for the notice at collection and if
every webpage where personal information is collected is necessary the business should be given the
flexibility to decide the appropriate placement of that link.

Recommendation:

999.305(a)(3)(a) - APCIA respectfully urges the Attorney General to eliminate the new
addition of “conspicuous” to Section 999.305(a). Additionally, recognizing this is an
illustrative example, we suggest including the options in this section as a list of alternatives
to reinforce flexibility for businesses.

(3) The notice at collection shall be made readily available where consumers will encounter
it at or before the point of collection of any personal information. lllustrative examples
follow:

a. When a business collects consumers’ personal information online it may post a
conspicuous link to the notice on: (i) the introductory page of the business’s website; (ii) all
webpages where personal information is collected; ard or (iii) the introductory page of the
business’s website and all webpages where personal information is collected.

Accessibility for Consumers with Disabilities

The regulation should not prioritize, and potentially mandate, utilization of specific standards, rather the
owner of the website should be able to determine how to make its website reasonably accessible to those
with disabilities. Identifying specific standards also prevents a company from leveraging new
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technologies. Importantly, given the broad scope of industries subject to the CCPA, it is difficult to identify
a standard that will work for every industry, regardless of the standard developer’s intent.

Recommendation:
999.305(a)(2)(d) - “Be reasonably accessible to consumers with disabilities—Fernotices

provided online. ~the-businesschall-fellow-generallyrecagrized-industrystandards—sueh

Wide Consertium-incorporated-hereinbyreference- In other contexts, the business shall
provide information on how a consumer with a disability may access the notice in an
alternative format.”

Mobile Applications

Section 999.305(a)(3)(b) has been revised to clarify that an application’s setting menu is “within the
application.” This is helpful and appreciated. However, for the reasons identified above, posting a link on
the mobile application’s download page and within the application should be separate examples rather
than contingent requirements.

Recommendation:

999.305(a)(3)(b). When a business collects personal information through a mobile
application, it may provide a link to the notice on the mobile application’s download page
and or within the application, such as through the application’s settings menu.

Telephonic Interactions

APCIA appreciates the inclusion of an example for telephonic interactions in Section 999.305(a)(3)(d).
Unfortunately, we have significant concerns that the illustrative example places an unnecessary burden
on consumers. Providing an oral version of a privacy policy would require consumers to listen to a
complex legal notice. Whether they would absorb such an oral notice is doubtful. We anticipate
frustration with no perceptible consumer benefit. In addition, there are scenarios where it is not only
impractical, but impossible, to provide the consumer with the notice at collection orally, for example when
the consumer leaves a voicemail message that includes personal information. APCIA recommends that a
business should be permitted to refer individuals to the privacy policy.

Recommendation:
999.305(a)(3)(d). When a business collects personal information over the telephone or in

person, it may previdethe-noticeorally direct the consumer to to the business’s privacy
policy.

Just-in-Time notice

In Section 999.305(a)(4), the revised regulations propose a new “just-in-time notice” for the collection of
personal information from a consumer’s mobile device for a purpose the consumer would not reasonably
expect. As proposed, this revision raises several concerns. First, it imposes an obligation that is not
contemplated by the statute. Cal. Civ. Code §1798.110 gives the consumer “the right to request
information, it does not require automatic notification of the categories of personal information, which is
required by this new regulatory section. Second, APCIA has significant concern with the complex and
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Responding to Requests to Delete

The new obligation in revised section 999.313(d)(1) to give an unverified requestor the right to opt out of
the sale of their personal information is as problematic as the automatic opt-out this new language is
intended to replace. If an unverified consumer opts out, the business must either honor the request even
though it cannot verify the request or deny the request. Pursuant to Section 999.315(h) a denial would
require a good-faith, reasonable, and documented belief that the request to opt-out is fraudulent. On
the spot, the business representative may not have enough information on which to form an opinion.

The interest of consumers is poorly served by this provision. For instance, if an ex-spouse tries to request
deletion of a current consumer’s data, but his/her request cannot be verified, then, in practice, you are
still giving the ex-spouse the authority to opt the current consumer out of everything. This remains
contrary to the individual control rights that the CCPA advocates for.

APCIA recommends that the new sentence at the end of 999.313(d)(1) should be deleted as follows:
“For requests to delete, if a business cannot verify the identity of the requestor pursuant

to the regulation set forth in Article 4, the business may deny the request to delete. The
business shall inform the requestor that their identity cannot be verified. ifthe-business

APCIA is unclear as to the intent of changing “personal information” to “consumer information” in Section
999.313(d)(2)(c). This change is inconsistent with the language used throughout the regulation. In fact,
the only other place that the term “consumer information” is used is in Section 999.323 where the context
makes it clear that consumer information is deidentified personal information. Deidentified data in this
context does not make sense.

Additionally, the revisions to Section 999.313(d)(3) indicate that a business can delay compliance with a
request to delete data stored on the archived or back-up system until the data is restored to an active
system or next accessed or used for sale, disclosure, or commercial purpose. This section would benefit
from additional clarification to provide a reasonable expectation within which the request would have to
be fulfilled after the data is restored. Instantaneous compliance would be very difficult, if not impossible,
to achieve, therefore, we recommend the following: “. . . may delay compliance with the consumer’s
request to delete, with respect to data stored on the archived or backup system, until the archived or
backup system relating to that data is+estored-toan-active-system of next accessed or used for a sale,
disclosure, or commercial purpose or within a reasonable period of time, not to exceed 1 year, that data
is restored to an active system.”

Service Providers

The revised regulations make some improvements to the service provider obligations. However, of
concern, the revised regulations restrict service provider retention, use or disclosure of personal
information except for a list of enumerated purposes identified in the regulation. This restriction seems
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narrower than the CCPA section 1798.140 definition which permits the service provider to retain, use or
disclose personal information “as otherwise permitted by this title.” This revised section should align with
the statutory requirements.

Additionally, the change from “person or entity” to “second business” perpetuates confusion rather than
clarity because “business” within the statute and regulation means an entity that is subject to the CCPA.
Is the regulation now implying that an entity must be a “business” (i.e. subject to the CCPA) in order to be
a service provider?

Requests to Opt-Out

Subsection (c) of Section 999.315 requires that the method for submitting a request to opt-out should be
“easy” and “require minimal steps.” These are subjective standards and will create opportunities for
consumers to frivolously challenge a business’s opt-out practices.

Training and Record-Keeping

Prohibition on Sharing Record Keeping Information with Third Parties

As drafted the revised regulations prohibit sharing information maintained for record-keeping purposes
with third parties. This new language is unnecessarily restrictive and does not recognize the need to share
information with third parties, such as for an outsourced data center, or as part of a legal obligation. We
recommend deletion of the last sentence in section 999.317(e). Alternatively, this sentence should be
amended as follows: “Information maintained for record-keeping purposes shall not be shared with any
third party, except as required or permitted by law or to comply with legal obligations or investigations.”

Metrics (Section 999.317(g)

APCIA continues to have concerns with and questions the need to post metrics related to the number of
requests received and complied with in whole or in part, and denied. This information will only add length
and complexity to privacy notices while providing consumers no discernable benefit. Moreover, the
notices will lead to unfair assessments of businesses based on incomplete details. This is particularly true
for regulated industries, such as insurance, where GLBA-regulated data is exempt from most CCPA
requirements for good reason.

Also, the revised regulations now establish an arbitrary annual compliance deadline of July 1. There is no
need for a set timeframe for posting the metrics, so long as the company posts them annually. For this
reason, if the reporting requirements are retained, we respectfully recommend “by July 1 of each calendar
year” be deleted.

Requests to Access or Delete Household Information

Section 999.318 prohibits businesses from complying with a request to know specific pieces of personal
information about a household, unless all consumers of the household jointly request access, and the
business individually verifies all members and their current status as a household member. APCIA has
concerns that cookies or online tags used for tracking purposes may be associated with a household (i.e.
a smart TV, tablet and mobile phone) and there would be no harm to delete the information, which may

be exactly what the consumer wants. Ultimately, the revised regulation sets up a verification requirement
that may be impossible to meet. As such, rather than making this an absolute prohibition, the regulations
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should leave this determination to the discretion of the business. The regulations could achieve this by
including language that “a business may choose not to comply” and direct businesses to give due
consideration to the sensitivity of the personal information and risk of disclosure to unauthorized parties.

General Rules Regarding Verification

The revised regulations contain an express prohibition against “requiring” a consumer to pay a fee for
verification of their request to know or delete. Such a strict prohibition could be misused by the
consumer. For example, Section 999.326(c) allows a business to require proof of authorization from the
authorized agent. If the authorized agent charges a fee to the consumer to submit proof to the business,
the consumer can contend that this fee violates Section 999.323(d) and must be paid for by the business
or the business forego proof. This establishes third-party billing hazards, in which any expense by the
consumer can be an expense to the business. In addition, existing California law, the Insurance
Information and Privacy Protection Act (Ins. Code Sec. 791.08(d)) allows an insurance institution to charge
a reasonable fee to cover the costs incurred in providing a copy of recorded personal information to
individuals. While insurance information is exempt under CCPA, the dual standard (for companies that
charge a fee) will not be well received by consumers.

The regulations still do not provide any information related to the process for verifying authorized agents.
The burden to validate authorized agents is that of the Secretary of State. Yet, there is no clarity as to
how a business is to verify this validation. Will the Secretary of State post a list on their website and if so,
when can businesses expect to see that information?

Technical Errors

Section 999.315(d){1) should be amended to read “intends to the opt-out of the sale..”  APCIA also
noticed there were discrepancies between the red-line and clean versions of the revised regulation that
the Attorney General may want to reconcile.

LS

APCIA appreciates the opportunity to provide feedback. Please, let us know if you have any questions or
would like additional information.

Respectfully submitted,

leremy Merz

Vice President State Affairs, Western Region
American Property Casualty Insurance Association
1415 L Street, Suite 670, Sacramento, CA 95814

P: I | I
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’ American Property Casualty
= Insurance Association
INSURING AMERICA apcl.org

December 6, 2019

California Department of Justice
ATTN: Privacy Regulations Coordinator
300 S. Spring St.

Los Angeles, CA 90013

VIA Electronic Mail: PrivacyRegulations@doj.ca.gov
To Whom It May Concern:

The American Property Casualty Insurance Association (APCIA) appreciates the opportunity to provide
feedback on the proposed California Consumer Privacy Act Regulations (proposed regulations). APCIA is
the preeminent national insurance industry trade association, representing property and casualty insurers
doing business locally, nationally, and globally. Representing nearly 60 percent of the U.S. property
casualty insurance market, APCIA promotes and protects the viability of private competition for the
benefit of consumers and insurers. APCIA represents the broadest cross-section of home, auto, and
business insurers of all sizes, structures, and regions of any national trade association.

The insurance industry has been subject to the Gramm-Leach-Bliley Act (GLBA) and implementing
regulations in all 50 states and the District of Columbia for over two decades. In California, compliance
obligations specific to insurers are found in Cal. Fin. Code §§4050, et seq.; Calif. Ins. Code §791 et seq.;
and Calif. Code Regs. tit. 10, §2689.1 et seq. As recognized by the California Consumer Privacy Act (CCPA)
exemptions, this foundation has served the industry and consumer well. Therefore, it is from industry
experience and potential concerns raised by the lack of clarity in the CCPA that we provide the comments
below for consideration in the development of the broader all industry regulation.

General Observations

The proposed regulations demonstrate a thoughtful and diligent effort to balance competing concerns
pertaining to the disclosure of consumer information that businesses collect and security and fraud risks
that result from authenticating and providing this information to consumers in a portable manner. The
proposed regulations also add clarity for what should be included in a tracking log, which will make it
easier to develop compliance procedures. Unfortunately, many areas of the proposed regulation,
especially those pertaining to notice, will only serve to increase consumer confusion and cause harm
rather than promote meaningful consumer choice and transparency. For example, while well-
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intentioned, the multitude of consumer notifications are contrary to the trend in consumer demand for
shorter, yet informative, notifications.

Timing Concerns
In addition, there are requirements in the proposed regulations that pose substantial operational
obligations that exceed, or conflict with, what the CCPA requires with no appreciable consumer benefit.

The operational concerns are heightened by the short timeframe for implementation. While businesses
are fully engaged in compliance efforts to meet the CCPA’s January 1, 2020 effective date, the proposed
regulations may, in some instances, require businesses to re-configure the labor- and capital-intensive
technical configurations that have been undertaken in the past year to meet CCPA statutory obligations.
It will be very difficult for businesses to retool their programs so close to the effective date. Consequently,
a delayed or tiered effective date(s) of the regulation and “statement of prospective enforcement only”
is essential.

A Complicated Notice Framework is not in the Best Interest of the Consumer
The proposed regulations outline various required consumer notices — notice at collection, notice of the
right to opt-out, notice of financial incentive, and the privacy policy. Based on experience, we strongly

believe this notification regime is not in the best interest of the consumer. The insurance industry has a
long history of protecting consumer privacy and providing privacy notices and believe that it is not always
beneficial to have more information, particularly extremely detailed, and repetitive information in its
privacy policies and notices. Consumers can become inundated with information to the point they ignore
it. In fact, the current insurance-specific privacy framework is built on a strong foundation of laws and
regulations that have evolved to meet consumer expectations. For instance, the federal government
recognized that consumer notices would benefit from a more streamlined and compact format. As such
Congress and state insurance regulators have adapted their legal frameworks to meet this objective. As
the Attorney General considers the abundance and detail of notification obligations, it should consider
that for businesses that provide privacy policies at collection, the Notice at Collection, may not also be
necessary or at the very least a notice as detailed as the one described in these regulations is not
necessary.

The specifics of our concerns are outlined in more detail below; however, APCIA highlights the following
examples: (1) the notice at collection obligations suggest a possible interpretation contradictory to the
CCPA that would require notices that would be so long and inflexible that consumers would become
desensitized; (2) consent requirements inconsistent with the CCPA may introduce issues that frustrate
and delay consumer transactions; and (3) operational challenges to harmonize all the notification
obligations in the CCPA, these proposed regulations, and existing state and federal notification
obligations. This proposed framework will only serve to complicate notices and confuse consumers.

Notice at Collection

Non-written communications

The proposed regulations prescribe the content, design and presentation of the pre-data collection
notices. These prescriptions are focused on scenarios that contemplate an in-person or internet
interaction between the business and consumer. Considering the motivation behind the CCPA, this
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Additionally, requiring explicit consent upon a businesses’ use of personal information for a not yet
specified purpose is problematic since a business may not be able to identify every use at the outset. This
requirement will limit innovation as it would limit our business practices to what we identify as the current
and possible future uses at the time the notices and privacy policies were drafted. To comply a business
would have to produce massive disclosures, which would be nearly useless to the consumer given the
disclosure’s size.

APCIA recommends Section 999.305 be made to read as follows: “A business shall not use a consumer’s
personal information for any purpose other than those disclosed in the notice at collection. If the business
intends to use a consumer’s personal information for a purpose that was not previously disclosed to the
consumer in the notice at collection, the business shall directly notify the consumer of this new use and

btai lici i : e Eap thi

If eliminating affirmative consent is not possible, which is our primary recommendation, the consent
obligation should be limited to when there is a new use that is “materially” different from that previously
specified. The Initial Statement of Reasons has referenced back to the Federal Trade Commission’s report,
“Protecting Consumer Privacy in an Era of Rapid Chang.” (report). This report focuses on the need to get
affirmative consent if certain material retroactive changes to the privacy practices were made. This
materiality is determined on a case-by case basis based on the context of the consumer’s interaction with
the business. An example provided by the report would be sharing with third parties after committing to
not sharing with third parties. This seems to be a more manageable and consumer friendly approach.
Also, Article 6 of the General Data Protection Regulation (and Recital 50) has a compatibility standard
that allows processing for a purpose other than that for which the personal data had been collected and
is not based on the data subject’s consent if it were compatible with the purpose for which the personal
data was initially collected.

CCPA Disclosure in the Privacy Policy

Section 995.305(b){(4) and (c) contradict one another. Section 999.305 (c) contemplates the ability to
place the CCPA disclosure in the privacy policy; however, Section 995.305 (b)(4) suggests the opposite.
For technical clarity, APCIA recommends amending (b)(4) as follows: “If the notice is not part of the
business’ privacy policy, a link to the business’ privacy policy, or in the case of offline notices, the web
address of the business’ privacy policy.”

Right to Opt-Out

While the proposed regulation is helpful in that it details when a business is exempt from providing a right
to opt-out, it is very problematic to state that “[a] consumer whose personal information is collected while
a notice of right to opt-out notice is not posted shall be deemed to have validly submitted a request to
opt out.” This requirement does not contemplate the fact that the notice may not be posted, because
one is not needed or there is some inadvertent circumstance, like a website being down, that would
essentially force the consumer to opt-out. This is not only troubling from a business perspective but could
be frustrating to a consumer who had no intent to opt-out, but now may be subject to unintended
consequences, such as product and service availability, that comes with this type of presumption.
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APCIA respectfully recommends deleting this requirement or amending it to read: “A consumer whose
personal information is collected while a notice of right to opt-out notice is not available, but should be,
posted shall be deemed to have validly submitted a request to opt out, unless the unavailability of such
notice is accidental, due to a website outage, or unanticipated and of short duration.”

Privacy Notice

Privacy Policy Examples
As a general observation, the Initial Statement of Reasons suggests that the Attorney General would like

to dictate the language to be used to identify “categories of sources” and “categories of third parties.”
We strongly recommend against creating prescriptive language requirements. Inflexible dictation of
specific language will lead to inaccurate statements and as such consumer confusion. Given the CCPA’s
broad scope it is impossible to draft specific language that would apply universally to all businesses and
all business practices. Nevertheless, illustrative examples, explicitly identified as nothing more than an
illustrative example, of the categories of personal information may be helpful to allow some level of
comparability or consistency in business application without requiring certain language that could be
inaccurate and may change over time.

Availability in Multiple Languages

There is a requirement that the privacy policy must be available in the languages in which the business
provides contracts, disclaimers, sale announcements, and other information to consumers. How is this
supposed to work operationally for a global business? If a business operates in every country on the
globe, does the privacy policy have to be in every imaginable language? It seems that the limitation
should be that the privacy policy should be available in the languages in which the business provides
contracts, disclaimers, etc. to California consumers. In addition, what does “other information to
consumers” mean? Businesses may have individuals who speak other languages and as needed provide
translation-type assistance. Does a business need to account for these potentially unknown customer
service resources? The policies should advance the concept that the English language version prevails, in
the event of any conflicts.

APCIA recommends that the language of the proposed regulation clearly state that a business must only
communicate notices in the languages it uses in California, clarify what “other information” means, and
identify the English version as the controlling document. Such an approach would help address the
uncertainty identified above.

Webpage Link for CA Specific Consumer Privacy Rights

The requirement to have a conspicuous link for consumer privacy rights has the potential to cause
confusion for businesses that operate nationally. The business should be able to freely identify how it will
conspicuously post its privacy policy in a way that benefits all consumers nationally.

Disclosure of the Verification Process

Section 999.308(b)(1)(c) should be deleted. This requirement provides no additional benefit for consumer
transparency but does have the potential to cause harm. Given that there is no indication as to how much
detail the business is expected to disclose about the verification process, including this in the privacy policy
could overwhelm consumers. There may be different processes for different types of consumers and as
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Also, the proposed regulations applied timeframes in 999.313(b) are not found in the statute. If the
proposed regulations can apply a 45-day limit on deletion requests, does this also mean businesses only
have to delete the previous 12 months’ data?

Reguests to Know

Further, 999.313(c)(4) should be amended as follows: “A business shall not at any time in response to a
consumer’s request to know, disclose a consumer’s social security number, driver’s license number .. .”
This additional language adds certainty to the scope of this prohibition and prevents any unintended
consequences that would limit a business’ ability to use this information in a situation that may be
necessary to verify an individual’s identity such as in the case of a father and son who have had the exact
same name and live in the same house.

APCIA also believes it is important to have a clear sentence in section 999.313 (c) that excludes businesses
from disclosing personal information obtained for insurance fraud investigating purposes. A new
sentence that states the following is important: “A business shall not at any time disclose personal
information that such business collects pursuant to its obligations to conduct fraud investigations under
the California Insurance Fraud Prevention Act (California Insurance Code Section 1871, et seq.) and any
other state or federal statute or regulation regarding the conduct of a fraud investigation.”

Additionally, if a business denies a consumer’s verified request, Section 999.313(c)(6) outlines strict
communication requirements for identifying the basis of the denial. This detailed information will provide
no value to the consumer. What's more, providing such information would create technical difficulties
that most businesses would have trouble meeting. For example, the right to delete has many exceptions
under CCPA, including where information must be retained for legal reasons or to satisfy a contract with
the consumer. These are particularly relevant in the insurance and financial services industries. The
proposed regulations would require any denial to delete on such grounds to “describe the basis for denial,
including any statutory or regulatory exception therefor.” Consumers generally do not, and should not,
be expected to understand the overlapping and nuanced legal frameworks that apply to their interactions
with regulated industries. Providing such information will only cause confusion and adds nothing
meaningful to the consumer’s understanding.

Further, the requirement to provide an individualized response to the consumer when responding to a
verified request is beyond the scope of the statute and does not provide enhanced transparency in any
meaningful way. In fact, the requirement is so extensive that it has the potential to overwhelm
consumers and is truly unmanageable for businesses. Ideally, section 999.313(c)(9) should be deleted;
however, at the very least, the statute clearly does not require individualized categories of third parties
or business purposes and these references must be deleted.

At the same time there is guidance provided on how to respond to a verified request for categories of
information, but there is no guidance on how to respond to a verified request for specific personal
information. Further, sections 999.313 and 999.325(b) and (c) discuss two different types of requests,
one for specific pieces of information and one for categories of information; nevertheless, there is no real
differentiation between what is considered a category and what is considered a specific piece, particularly,
where there is an overlap. It would be helpful to have examples of what is a category vs. what is a specific
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to require the privacy policy to only alert the consumer that they can designate an authorized agent.
APCIA recommends the following amendment to Section 999.308(b)(5)(a): “Explain hew that a consumer
can designate an authorized agent...”

Methods for Submitting Requests

APCIA urges the Attorney General to delete sections 999.312(f) and 999.313(c)(1). The proposed
regulations require extensive detailed request responses that create new obligations and layer CCPA’s
rights on top of one another. The result creates work-flow processes and exception that would be difficult,
if not impossible to automate, train internally, and improve going forward. The proposed regulation
requires businesses to treat each request under the “right to know” or the “right to delete” as potentially
another kind of request — if specific pieces of information were not available, provide categories of
information per this section and if deletion were not available, submit an opt-out request per (d)(1).

The option in 999.312(f)(1) to allow a business to treat a deficient request as if it was submitted in
accordance with a designated manner could be problematic under various circumstances. For instance,
if a consumer wrote “delete my data” on a napkin and handed it to a business’ employee, should that
business now have an obligation under 999.312(f)(1) despite the alternative outlined in (f)(2)?

The cascading effect created by these new obligations is truly problematic as noted above. The level of
complexity this would add to the verification and disclosure processes will make business work flows
unsustainable and create unintended confusion for consumers.

APCIA recommends that if the consumer submits a request that is not readable and understandable, it
should only be required to provide the consumer with the specific directions on how to submit the request
correctly.

A request to know specific pieces of information requires signed declarations under penalty of perjury,
but there is no clarity on how to execute such declaration. Also, to determine the level of certainty
needed (reasonable or reasonably high), does the consumer have to detail whether he/she were
requesting categories or specific pieces of information within his/her request? Could a business default
to one standard over the other, if the consumer did not specify or does the business have to reach out to
the consumer to determine the consumer’s request with specificity?

Requests to Opt-Out

Section 999.315 could be interpreted to require all businesses to provide a “Do Not Sell” link, This would
be inconsistent with CCPA Section 1798.135, which only requires a business that sells the consumers’
personal information to third parties to provide the “Do Not Sell” link. We recommend that all sub-
sections of 999.315 be limited to those businesses selling consumer’s personal information.

The Attorney General should also consider the practical implications of the proposed opt-out
requirements. For instance, if a business is required to accept an opt-out request via webform, how do
they do this for cookies? A business can associate a cookie with a machine, but not a specific individual.
It is not just a cookie issue, but concerns device ID’s. To interpret the requirements in this manner seems
contrary to the objectives of the CCPA, because businesses would need to start collecting more data to
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leremy Merz

Vice President State Affairs, Western Region
American Property Casualty Insurance Association
1415 L Street, Suite 670, Sacramento, CA 95814
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Message

From: Fatima Khan [

Sent: 3/27/2020 1:54:05 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Proposed Regulations Comments

Attachments: Okta PublicComment CCPA_3.27.20 Final.pdf

Hi —
Please see the attached document for Okta’s comments. Thank you for your consideration.

Best,
Fatima
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Okta praises the State of California’s work in this area and appreciates the consideration of our
views and perspectives. While Okta is firmly in favor of strengthening consumer privacy and security, we
also understand the challenges and high compliance costs, productivity losses, and administrative burdens
that arise as an effect of disparate regulatory requirements. Okta welcomes further discussions in this area
and is happy to serve as a resource for the AG.

Respectfully Submitted,

Okta, Inc.
Privacy and Product Legal Department
legal@okta.com

[1] “Okta Now Has Over 100 Million Registered Users, Says CEO” - https://finance.yahoo.com/news/okta-
now-over-100-million-234824968.html|

[2] AB-375 Section 2(h)

[3] https://oag.ca.gov/privacy

[4] AB-375 Section 2(h)

[5] https://ico.org.uk/media/for-organisations/documents/1475/deleting_personal_data.pdf

[6] hitps://www.tracesecurity.com/blog/articles/81-of-company-data-breaches-due-to-poor-passwords
[7] Rights of data subjects guidance, Autoriteit Persoonsgegeven (Dutch Data Protection Authority)
https://autoriteitpersoonsgegevens.nl/nl/onderwerpen/algemene-informatie-avg/rechten-van-
betrokkenen#hoe-kan-ik-de-identiteit-vaststellen-wanneer-iemand-zijn-haar-privacyrechten-uitoefent-
7212

[8] Draft NIST Special Publication 800-207, Zero Trust Architecture; NIST 800-63, Digital Identity
Guidelines; and NIST Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal
Information Systems and Organizations
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Message

From: Daly, Barbara [

Sent: 3/27/2020 1:58:22 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Regulations Comment Letter

Attachments: 2020.03.27 - CCPA Reg Comments final.pdf

Attached please find comments regarding the second set of modifications to the California Consumer Privacy Act
Regulations.

Sincerely,

Barbiara Daly

Director, Government & Legislative Affairs
Transportation Corridor Agencies

125 Pacifica, Suite 100

Irvine, CA 92618

www.thetollroads.com
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San Joaguin Hifls Foothill/Eastem

Transporifation Transportation
Coridor Agency A Corridor Agency
Chair: H H H " Chair

e i Transportation Corridor Agencies S i

Missian Viejo Irvine

March 27, 2020

Ms. Lisa Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor
Los Angeles, CA 90013

RE: Second Set of Modifications to the Proposed California Consumer Privacy Act
Regulations Released March 11, 2020

Dear Ms. Kim:

The Transportation Corridor Agencies (TCA) are two joint powers authorities, comprised of the
18 cities and three county supervisorial districts in Orange County, formed to plan, finance,
construct, and operate Orange County’s 51-mile toll road system. TCA, along with twelve other
agencies in California, have implemented a statewide electronic toll connection system, branded
as FasTrak®, to enable road users to be charged for and pay tolls for their toll road usage with
a single account.

TCA offers this letter as a supplement to its February 25, 2020, comments on the First Set of
Modifications to the Proposed California Consumer Privacy Act (CCPA) Regulations. This letter
further explains TCA's concerns regarding the Proposed Regulations.

As a government entity, TCA is not a “business” subject to the CCPA. The Proposed
Regulations provide, however, that the definition of “categories of third parties” includes
government entities. The inclusion of government entities as categories of third parties could
hamper the ability of TCA and other toll operators in the state to carry out their governmental
functions.

Therefore, we are writing to you today to request that the Attorney General confirm in the
Proposed Regulations that a government entity is, in fact, not subject to California Civil Code
section 1798.115(d) when it releases, discloses, or otherwise makes available personal
information to carry out its governmental functions. In particular, TCA believes that it is not
subject to section 1798.115(d) if it releases, discloses, or otherwise makes available personal
information to enable toll road interoperability or support the collection and enforcement of tolls.

We believe this interpretation is consistent with the spirit behind other parts of the CCPA. For
example, section 1798.145 includes exemptions to permit entities to comply with federal, state,
and local laws and to pursue legal claims. California toll agencies operate under several state
statues that govern the collection and enforcement of tolls, as well as the requirement for
statewide interoperability, all of which dictate the sharing of data. Given the important
considerations at stake, TCA requests confirmation that its interpretation is accurate and
asks the Attorney General to make this point clear in the final CCPA regulations.

125 Pacifica, Suite 100, Irvine, CA 92618-3304 o (949) 754-3400 Fax (949) 754-3467
thetoliroads.com
Members: Aliso Viejo « Anaheim ¢ Cosfa Mesa « County of Orange « Dana Point e lrvine e Laguna Hills » Laguna Niguel « Laguna Woods e Lake Forest
Mission Viejo » Newport Beach « Orange ¢ Rancho Sanfa Margarita « San Clemente « San Juan Capistrano « Santa Ana « Tusfin « Yorba Linda
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Message

From: Gibbons, Jennifer [

Sent: 3/27/2020 2:14:28 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc Desmond, Edward ||| G = Voves I 5 - Vil=r, Esq.
I - < 5:-hen

Subject: CCPA Revised Regulations -- Toy Association Comments March 2020

Attachments: TA Comments to CA AG Second Revision to Proposed CCPA Regulations_032720.pdf

Hello,

Attached, please find comments from the Toy Association, on behalf of its members, regarding the second revision to
the proposed California Consumer Privacy Act (CCPA) regulations.

By way of background, The Toy Association represents more than 1,100 businesses — toy manufacturers, importers and
retailers, as well as toy inventors, designers and testing labs — all involved in bringing safe, fun and educational toys and
games for children to market. The Toy Association and its members work with government officials, consumer groups,

and industry leaders on ongoing programs to ensure safe play, both online and offline.

The toy industry is deeply committed to privacy, security and product safety, and supports strong and effective
standards to protect consumers. We suppart principles of transparency, notice, consumer choice, access, correction and
deletion rights for consumers, and reasonable security, all part of the objectives of the CCPA.

Please feel free to contact us with any questions, or if additional information regarding our comments is needed.

Best,
lennifer

Jennifer Gibbons
Vice President State Government Affairs

to

association

202.458.0440

I - toyassociation.org
YyEDQ

1375 Broadway, Suite 1001 = New York, NY 10018

1
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March 27, 2020
Via Electronic Submission: privacyregulations@doj.ca.gov

California Department of Justice

Office of the Attorney General

ATTN: Privacy Regulations Coordinator
300 South Spring Street, First Floor

Los Angeles, CA 90013

Re: Comments on Second Set of Modifications to Proposed Regulations Under the CCPA
Dear Attorney General Becerra:

The Toy Association, Inc. (TTA), on behalf of its members is pleased to respond to the
Attorney General’s request for input from stakeholders on the Second Set of Modifications to the
Proposed Regulations (Proposed Regulations) implementing the California Consumer Privacy
Act (CCPA) (Cal. Civ. Code §§ 1798.100-1798.199) noticed on March 11, 2020. As we
indicated in our earlier two sets of comments, incorporated by reference herein, TTA represents
more than 1,100 businesses — toy manufacturers, importers and retailers, as well as toy inventors,
designers and testing labs — all involved in bringing safe, fun and educational toys and games for
children to market. The U.S. toy industry contributes an annual positive economic impact of
$109.2 billion to the U.S. economy. TTA and its members work with government officials,
consumer groups, and industry leaders on ongoing programs to ensure safe play, both online and
offline.

TTA greatly appreciated the changes the Attorney General (AG) made in the first set of
modifications to the Proposed Regulations, which addressed several of the concerns TTA
expressed in its first set of comments. However, TTA is disappointed that the AG chose not to
adopt the simple and straightforward changes recommended by TTA in its February 25, 2020
comments. These changes would have gone a long way to addressing the conflicts between the
CCPA and the Children’s Online Privacy Protection Act (COPPA), as well as some specific
operational problems in implementing the CCPA. As TTA noted previously, COPPA preempts
inconsistent state laws. Provisions of the CCPA and any final implementing regulations that are
inconsistent with COPPA will not be enforceable, so the failure to make the recommended
changes is puzzling. Equally importantly, however, the changes we recommend have
demonstrably been effective in the children’s privacy arena, allowing businesses to operate while
protecting children’s privacy. The existence of conflicting requirements creates regulatory
uncertainty and complicates the efforts of companies to come into compliance with the CCPA
and implementing regulations.

CCPA_2ND15DAY_00098


mailto:privacyregulations@doj.ca.gov
mailto:e.info@toyassociation.org

CCPA_2ND15DAY_00099



onsite at their places of work or to require that employees engage in non-essential travel and
other actions that may not be consistent with social distancing norms and obligations. Avoiding
unnecessary risks to employees tasked with responding to these requests - not just in California,
but across the country — and assuring that those businesses meet local and state mandates to
protect workers and the public by sheltering at home are also compelling reasons to delay
enforcement.

With that in mind, we also urge the AG to work with the California legislature to delay
application of CCPA obligations as to handling of employee data for at least one year. It is hard
to see how there will be adequate time to update regulations to address employee data with
adequate time for the business community to review and comment on them, and for businesses to
consider operational impacts of those changes, implement and test compliance measures, and
still meet a January 1, 2021 timeframe.

The toy industry remains steadfast in its support for strong national consumer privacy and

data security frameworks. We hope this submittal will assist the AG as it finalizes the regulations
under the CCPA. Please contact Ed Desmond at ||| GGG o cnnifer

Gibbons at ||| | vou vould like additional information on our

industry’s perspective.

Sincerely,

Steve Pasierb
President & CEO

ec; Sheila A. Millar, Of Counsel
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Message

From: Howard Fienberg [

Sent: 3/23/2020 2:02:26 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc Stuart L. Pardau | N & /=< cdwards
Subject: CCPA round 3 comments

Attachments: Insights Association CCPA Comments 3-23-20.pdf

I've attached comments from the Insights Association on the AG's 3" draft of CCPA regulations.

Sincerely,

Howard Fienberg

VP Advocacy

The Insights Association
]
]

1156 15th St, NW, Suite 700, Washington, DC 20005
http://www_.InsightsAssociation.org

(In 2017, CASRO and the Marketing Research Association (MRA) merged to form the Insights Association, representing
the marketing research and data analytics industry.)
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The Honorable Xavier Becerra
Attomey General, State of California
1300 I Street

Sacramento. CA 95814

Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General

300 South Spring Street, First Floor

Los Angeles. CA 90013

Email: privacyregulations@idoj.ca.gov
March 23, 2020
Dear Attorney General Becerra,

The Insights Association (IA) submits the following comments regarding the proposed regulations
implementing the California Consumer Privacy Act (CCPA) (CAL. CIv. CODE, § 1798.100 et seq.).
particularly the third draft of the regulations circulated by your office on March 11, 2020

As previously indicated in comments submitted on December 6, 2019” and February 25, 2020° regarding
the first two drafts of CCPA regulations, both of which are attached hereto (attachments #1 and #2, IA is
the leading nonprofit trade association for the marketing research and data analytics industry and
represents more than 545 individual and company members in California, with more than 5,500 members
in total. Virtually all of these members will fall within the jurisdiction of the CCPA due to the fact that
personal information of California residents 1s collected and transmitted for legitimate purpose by
marketing research and data analytics companies and organizations in most instances. Since CCPA will
have a profound impact on our industry, we appreciate the opportunity to submit additional
recommendations on the latest draft of CCPA regulations.

After explaining who we are and what marketing research is. these comments will cover seven main
points

! https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-text-of-second-set-mod-031120.pdf

2 JA comments on 15t draft:
https: / /www.insightsassociation.org /sites/default/files/misc files/insights assoc ccpa reg comments 12-6-

19.pdf

3 1A comments on 2 draft:
https://www.insightsassociation.org/sites/default/files/misc files/insights association ccpa comments to

ag 2-25-20.pdf
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IA’s members include both marketing research and data analytics companies and organizations, as well as
the research and analvtics professionals and departments inside of non-research companies and
organizations. They are the world’s leading producers of intelligence, analytics and insights defining the
needs, attitudes and behaviors of consumers, organizations, employees, students and citizens. With that
essential understanding, leaders can make intelligent decisions and deploy strategies and tactics to build
trust, inspire innovation, realize the full potential of individuals and teams, and successfully create and
promote products, services and ideas.

What is “marketing research™ Marketing research is the collection, use, maintenance. or transfer of
personal information as reasonably necessary to investigate the market for or marketing of products,
services, or ideas, where the information is not otherwise used, without affirmative express consent, to
further contact any particular individual, or to advertise or market to any particular individual.

An older definition of marketing research. used in California S.B. 756 in 2017, was “the collection and
analysis of data regarding opinions. needs. awareness, knowledge, views, experiences and behaviors of a
population, through the development and administration of surveys. interviews, focus groups. polls,
observation, or other research methodologies. in which no sales. promotional or marketing efforts are
involved and through which there 1s no attempt to influence a participant’s attitudes or behavior.”

1. Clarify the significance of deleting § 999.302 for defining personal information.

In the February 10 edits, vour office added § 999.302 to the regulations, which reiterated that CCPA’s
“personal information™ definition “depends on whether the business maintains information in a manner
that “identifies, relates to. describes, is reasonably capable of being associated with, or could be
reasonably linked, directly or indirectly, with a particular consumer or houschold.” The section went on
to clarify that IP addresses which could not reasonably be linked to a particular consumer or household
would not be personal information. This section was deleted from the March 11 draft.

We respectfully submit that this addition and subsequent deletion create unnecessary confusion, and we
request that you clarify yvour office’s position. It is obviously critical for businesses to understand, as well
as possible, the contours of CCPA’s “personal information™ definition. As vou're no doubt aware, IP
addresses in particular have been a much-discussed and somewhat controversial aspect of “personal
information” definitions in other privacy laws. Following these most recent edits, vour office’s position
on IP addresses is especially unclear.

2. Treat notice via telephone differently and at least allow for a short-form option.

The February 10 edits to the regulations clarify in § 999.305(a)(3)(d) that, “[w]hen a business collects
personal information over the telephone or in person. it may provide the [collection] notice orally.” but as
we explained previously, the notices required to be read over the phone might often include not just
collection notices, but also opt-out notices and financial incentive notices. Such a lengthy “preamble™ to a
phone call would be disastrous to research conducted over the phone.

Response rates for U.S. telephone surveys are lucky to reach ten (10) percent and adding an extended
notice to the front-end of all calls will crater already low response rates. It would likely prove impossible
to find respondents willing to sit through such a preamble before finally being given an opportunity to
provide their input for a public opinion or political poll or in response to a govemment-sponsored survey,
for example.

INSIGHTS ASSOCIATION
1156 151 ST, NW, surte 700, WasHincTon, DC 20005 4G

WEBSITE: www.InsightsAssociation.org « [
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Therefore, we again urgently request that the CCPA regulations allow for a short-form collection and opt-
out notice for telephone interactions. For example. a short-form notice might, in simple straightforward
terms: (1) alert the consumer that personal information will be collected: (i1) alert consumers of their right
to opt out; and (ii1) direct users to a privacy policy (likely online) where more information can be found or
provide them the opportunity to give their email address and receive it via email.

Such a short-form notice would, by shortening the amount of “legalese™ confronting consumers, better
serve the goals of the CCPA without unnecessarily inhibiting legitimate research.

3. Loosen restriction on passing through costs of verification to accommodate special circumstances.

While the draft regulations prohibit businesses in § 999.233(d) from “requir|ing] the consumer or the
consumer’s authorized agent to pay a fee for the verification of their request to know or request to
delete.” the Insights Association’s reservations remain.

In cases of death, for example, this provision may unnecessarily increase costs for businesses when
dealing with executors, relatives or loved ones who are making requests under CCPA on behalf of the
deceased, where such dealings regularly require the provision of a notarized death certificate and executor
short form. Limitations need to be set in certain circumstances on the pass-through of verification costs, in
order to avoid an undue burden on businesses. To review our previous comments on this issuc—:,4 please sce
attached.

4. Expand the email-only option for all requests, and apply to all relationships with consumers that are
“exclusively online.”

The CCPA draft regulations stipulate in § 999,312(a) that “[a] business that operates exclusively online
and has a direct relationship with a consumer from whom it collects personal information shall only be
required to provide an email address for submitting requests to know.” IA once again urges expanding
this email-only option to all requests, not just requests to know, and generally expanded to all
relationships between consumers and businesses that are exclusively online, even if the businesses in
question operate separately in a non-online context. To review our previous comments on this issue,’
please see attached.

5. Broaden financial incentive disclosure guidance to contemplate situations where additional, non-
monetary consideration is given in exchange for personal information.

The Insights Association also must reiterate that the financial incentive “value™ calculation imposes an
unrealistic and poorly-suited requirement in situations where financial incentives are not being given in a
simple quid pro guo for personal information. A person choosing to participate in research is subject to a
more complicated mix of motivations or “consideration™ someone participating in a typical company
loyalty program and the final CCPA regulations should reflect this reality. To review our previous
comments on this issue,” please see attached.

4 Point 5, |A comments on 2" draft,:
https://www.insightsassociation.org/sites/default/files/misc_files/insights association ccpa comments to

ag 2-25-20.pdf

5 Point 2, [A comments on 2" draft:
https://www.insightsassociation.org/sites/default/files/misc files/insights association ccpa comments to

ag 2-25-20.pdf
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6. Clarify the meaning of “reasonably expect” and “just in time” in the mobile notice requirements.

IA respectfully requests that your office further clarify the meaning of “reasonably expect”™ and “just in
time” in § 999.305(a)(4). To review our previous comments on this issue,” please see attached.

7. Delay enforcement of CCPA regulations.

The Insights Association previously urged that enforcement be delayed a further six months, until January
1, 2021, given the absence of lag time between the release of final CCPA regulations and the onset of
CCPA enforcement this summer. The need for delay has been heightened exponentially due to the
ongoing coronavirus pandemic. This was also stressed by a March 20, 2020 letter IA sent with 65 other
organizations requesting forbearance.”

In many cases right now, businesses are struggling to implement CCPA compliance measures while
working remotely. Furthermore, the costs of compliance must also now be balanced against the crushing
macroeconomic impacts of the virus, including a looming recession. This delay would give businesses the
bare minimum time to analyze the final regulations and respond accordingly and responsibly.

Conclusion

The Insights Association hopes the above comments will be useful to you and your staff as you finalize
the CCPA regulations. We look forward to answering any questions you may have about the marketing
rescarch and data analytics industry and working with you and your office in furtherance of consumer
privacy in California and the concomitant clarity on CCPA compliance.

Sincerely,

Howard Fienberg Stuart L. Pardau

Vice President, Advocacy Outside General Counsel
Insights Association The Insights Association

(and Ponemon Institute Fellow)

6 Point 3, |A comments on 2@ draft:

https://www.insightsassociation.org/sites/default/files/misc files/insights association ccpa comments to
ag 2-25-20.pdf

7 Point 4, A comments on 21d draft:

https://www.insightsassociation.org/sites/default/files/misc files/insights association ccpa comments to

ag 2-25-20.pdf

B Joint industry letter requesting forbearance:
https://www.insightsassociation.org/sites/default/files/misc files/joint industry letter requesting a delay
in_ccpa enforcement - updated 3.20.2020.pdf
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ATTACHMENT #1
Insights Association comments on 1* CCPA regulations draft

12/6/19
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The Honorable Xavier Becerra
Attomey General, State of California

Privacy Regulations Coordinator
California Office of the Attorney General

Email; privacyregulationsi@doj.ca.gov
December 6, 2019

Dear Attorney General Becerra

The Insights Association (“IA”) submits the following comments regarding the proposed regulations’
implementing the California Consumer Privacy Act ("CCPA”) (CAL. C1v. CODE. § 1798.100 et seq.).

IA represents more than 530 individual and company members in California, with more than 5,300
members in total. Virtually all of these members will fall within the jurisdiction of the CCPA due to the
fact that personal information of California residents is collected and transmitted for legitimate purpose
by marketing research and data analytics companies and organizations in most instances.

IA is the leading nonprofit trade association for the marketing research and data analvtics industry. IA’s
members are the world’s leading producers of intelligence, analytics and insights defining the needs.
attitudes and behaviors of consumers. organizations, employees, students and citizens. With that essential
understanding, leaders can make intelligent decisions and deploy strategies and tactics to build trust,
nspire innovation, realize the full potential of individuals and teams, and successfully create and promote
products, services and ideas.

What is “marketing research™? Marketing research is the collection, use, maintenance, or transfer of
personal information as reasonably necessary to investigate the market for or marketing of products,
services, or ideas, where the information is not otherwise used, without affirmative express consent, to
further contact any particular individual, or to advertise or market to any particular individual. An older
definition of marketing research, used in California S.B. 756 in 2017, was “the collection and analysis of
data regarding opinions, needs. awareness, knowledge, views, experiences and behaviors of a population,
through the development and administration of surveys, interviews, focus groups. polls, observation, or
other research methodologies, in which no sales, promotional or marketing efforts are involved and
through which there is no attempt to influence a participant’s attitudes or behavior.”

The CCPA will have a profound impact on the business community, including the marketing research and
data analytics industry. According to the August 2019 estimate from Berkeley Economic Advising and
Research for the Attorney General’s office, compliance with CCPA regulations (not including compliance

? htps://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdl’
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with the statute itself) would amount to $467 million to $16.454 billion per year.'” In this regard, we
appreciate the opportunity to submit IA’s recommendations on the draft regulations.

Our primary concems focus on: (1) limiting the “authorized agent™ concept to minors. and elderly or
incapacitated individuals; (2) exempting marketing research from notices of financial incentives for
research participation or, altematively, providing for an opt-in regime in place of the notices; (3) allowing
for email requests in lieu of an interactive webform: (4) clarifying how § 999.315 relates to existing “Do
Not Track™ requirements, and delaying implementation of this requirement; (5) setting the response times
for requests to know or delete and opt-out requests at a uniform 45 days; and (6) issuing further guidance
on how CCPA applies to personal information collection via telephone.

1. Limit the “authorized agent” concept to minors, and elderly or incapacitated individuals.

Under the draft regulations, a consumer may designate an authorized agent'' to submit opt-out requests,
and requests to know and delete. Per § 999.326. when a consumer makes a request through an authorized
agent, “the business may require that the consumer: (1) Provide the authorized agent written permission to
do so; and (2) Verify their own identity directly with the business.”

As currently drafted, there would be no tangible limitation on this procedure; anyone could submit a
request through an authorized agent.

This option will be unnecessary in most cases, increase paperwork associated with the verification
process, and open the door for fraudulent requests. Except in cases where the consumer is a minor, or
someone who genuinely needs an authorized agent to submit a request (such as an elderly or incapacitated
individual), requiring requests to be submitted by consumers themselves would better serve CCPA’s

purpose.

2. Exempt marketing research from notices of financial incentives for research participation or,
alternatively, provide for an opt-in regime in place of the notices.

Under § 999.307, businesses would need to give notice of financial incentives for the purpose of
explaining to the consumer “each financial incentive or price or service difference a business may offer in
exchange for the retention or sale of a consumer’s personal information so that the consumer may make
an informed decision on whether to participate.™? The notice would have to include a “good faith

10 *Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations." August
2019,

http://www.dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/CCPA Re
gulations-SRIA-DOF .pdf

11 As defined by § 999.301, an “authorized agent™ is “‘a natural person or a business entity registered with the
Secretary of State that a consumer has authorized to act on their behalf subject to the requirements set forth in
section 999.326.”

12 § 999.307. “Notice of Financial Incentive (a) Purpose and General Principles (1) The purpose of the notice of
financial incentive is to explain to the consumer each financial incentive or price or service difference a business
may offer in exchange for the retention or sale of a consumer’s personal information so that the consumer may make
an informed decision on whether to participate. (2) The notice of financial incentive shall be designed and presented
to the consumer in a way that is easy to read and understandable to an average consumer. The notice shall: a. Use
plain, straightforward language and avoid technical or legal jargon. b. Use a format that draws the consumer’s
attention to the notice and makes the notice readable, including on smaller screens, if applicable. ¢. Be available in
the languages in which the business in its ordinary course provides contracts, disclaimers, sale announcements, and
other information to consumers. d. Be accessible to consumers with disabilitics. At a minimum, provide information

7
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estimate of the value of the consumer’s data that forms the basis for offering the financial incentive.”
Section 999.337 spells out eight different methods for calculating that value."’

The regulations requiring notice of financial incentives seem primarily designed to deal with situations
where companies offer some discount or free service in return for the sharing or sale of the consumer’s
personal information. Such situations often involve passive data collection under terms that are not
entirely transparent.

Financial incentives in marketing research are different.

Marketing research requires robust participation and representation to be effective. IA members
frequently achieve this by offering financial incentives to research participants (also known as
respondents). For example, a doctor may be offered an honorarium to complete a survey about various
pharmaceuticals, or an individual may be offered a gift card to participate in a half-day focus group about
important public policy issues in their community.

In these and other similar cases, research respondents often participate for a variety of non-monetary
reasons, including a desire to share opinions that will help improve product/service quality or simply on
subject matter that a respondent may be passionate about. People care about the issues our members ask
about, and like giving their opinions. Nevertheless, because of the costs sometimes associated with
ficlding a rescarch study, insights professionals cannot afford to take participation for granted. Financial
incentives of various kinds help complete research as quickly and effectively as possible.

Many exchanges between businesses and consumers involving personal information (such as those
between researcher and respondent) are complicated interactions motivated by a variety of reasons. Often,
there is no simple quid pro quo involving money for information.

on how a consumer with a disability may access the notice in an alternative format. e. Be available online or other
physical location where consumers will see it before opting into the financial incentive or price or service difference.
(3) If the business offers the financial incentive or price of service difference online, the notice may be given by
providing a link to the section of a business’s privacy policy that contains the information required in subsection (b).
(b) A business shall include the following in its notice of financial incentive: (1) A succinct summary of the
financial incentive or price or service difference offered: (2) A description of the material terms of the financial
incentive or price of service difference, including the categories of personal information that are implicated by the
financial incentive or price or service difference; (3) How the consumer can opt-in to the financial incentive or price
or service difference: (4) Notification of the consumer’s right to withdraw from the financial incentive at any time
and how the consumer may exercise that right; and (5) An explanation of why the financial incentive or price or
service difference is permitted under the CCPA, including: a. A good-faith estimate of the value of the consumer’s
data that forms the basis for offering the financial incentive or price or service difference; and b. A description of the
method the business used to calculate the value of the consumer’s data.”

13 § 999,337 “(b) To estimate the value of the consumer’s data, a business offering a financial incentive or price or
service difference subject to Civil Code section 1798.125 shall use and document a reasonable and good faith
method for calculating the value of the consumer’s data. The business shall use one or more of the following: (1)
The marginal value to the business of the sale, collection, or deletion of a consumer’s data or a typical consumer’s
data; (2) The average value to the business of the sale. collection, or deletion of a consumer’s data or a typical
consumer’s data; (3) Revenue or profit generated by the business from separate tiers, categorics, or classes of
consumers or typical consumers whose data provides differing value: (4) Revenue generated by the business from
sale, collection, or retention of consumers’ personal information; (5) Expenses related to the sale, collection, or
retention of consumers’ personal information; (6) Expenses related to the offer, provision, or imposition of any
financial incentive or price or service difference; (7) Profit generated by the business from sale, collection, or
retention of consumers’ personal information; and (8) Any other practical and reliable method of calculation used in
good-faith.”

8
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These exchanges are also. at least in the research context, generally entered into freely by both parties. If
consumers knowingly consent to a financial incentive like those described in the marketing research
scenarios described above. the CCPA’s drafters likely did not intend to interfere in such a relationship.

The regulations do not appear to have been written with marketing research in mind and would inhibit
research m an unintended way. Accordingly. the regulations should exempt marketing research
participation from notices of financial incentives.

In the altemative, if such an exemption is not feasible, the regulations should provide an opt-in regime
whereby the amount of the financial incentive (if any) will be disclosed prior to the commencement of the
marketing research, and the respondent (or individual whose information is being used for marketing
research purposes) will have the sole option to determine whether their personal information will be used
for research or not.

3. Allow for email requests in lieu of an interactive webform.

Under Sections 999.312 and 999.315 of the draft CCPA regulations, businesses must provide two or more
designated methods for submitting requests to know and opt-out, including, at a minimum, a toll-free
telephone number and., if the business operates a website, an “interactive webform™ acceessible through the
business’s website.

Many California businesses, including many of our members, have limited resources, both in terms of
personnel and technological expertise. Requiring these businesses to launch an interactive webform
imposes new burdens without furthering CCPA’s purposes. As such, email correspondence would better
serve CCPA’s purposes by allowing consumers to state their questions and concerns directly, and to start
a conversation regarding their privacy on their own terms.

4. Clarify how § 999.315 relates to existing “Do Not Track” requirements, and delay implementation of
this requirement.

Under § 999.315. “[i]f a business collects personal information from consumers online, the business shall
treat user-enabled privacy controls. such as a browser plugin or privacy setting or other mechanism. that
communicate or signal the consumer’s choice to opt-out of the sale of their personal information as a
valid [opt-out] request.”

IA seeks clarification on how this regulation relates to existing requirements related to “Do Not Track”™
signals. Under current California law. businesses are required to disclose in their privacy policies how
they respond to such signals. but are not required to honor them. Would the regulations require that
businesses honor “Do Not Track™ signals. or would the regulations only apply to “a browser plugin or
privacy setting” which more specifically communicates a consumer’s desire that a business not sell their
personal information?

A “Do Not Track™ signal is not the same as a “do not sell” request. For example, a consumer may set her
browser to “Do Not Track™ because she does not want businesses tracking her browsing activities (and
perhaps serving her with targeted ads), but it does rof necessarily follow that the consumer would want to
opt out of the sale of her information in every scenario.

Irrespective of this desired clarification, TA requests that the Attorney General’s office delays
implementation of any regulation related to a “browser plugin or privacy setting or other mechanism™ for

9

INSIGHTS ASSOCIATION
1156 151 ST, NW, surte 700, WasHincTon, DC 20005 « | G
WEBSITE: www.InsightsAssociation.org « EMAIL:

CCPA_2ND15DAY_00110


www.lnsightsAssociation.org

an additional year. As discussed above. many of our members are smaller companies with limited
technological capabilities. This concem is obviously not just limited to the marketing research and data
analytics industry. We believe such smaller businesses will need additional time to work out the
complicated implementation and response procedures related to this question.

5. Set the response times for requests to know or delete and opt-out requests at a uniform 43 days.

Under §999.313 of the draft CCPA regulations, businesses must confirm receipt of requests to know or
delete information within 10 days, and respond substantively to the requests within 43 days. Under §
999,315, businesses must “act upon [an opt-out]| request as soon as feasibly possible, but no later than 15
days from the date the business receives the request.”

These deadlines are unnecessarily complicated. The timeframe to respond to all requests should be set ata
uniform 435 days.

However, the extension to 90 days under § 999.313 (“provided that the business provides the consumer
with notice and an explanation of the reason that the business will take more than 45 days to respond to
the request”) and the requirement under § 999.3135 that third parties be notified of opt-out requests within
90 days should both remain unchanged.

6. Issue further guidance on how CCPA applies to personal information collection via telephone.

Finally, the CCPA applies to the collection of all personal information, by whatever means, but does not
give any guidance on unique compliance issues with different modes of collection.

In particular, the current draft regulations do not efficiently address information collection via telephone.
For example, in a marketing research phone call where a financial incentive is involved, the caller would
have to verbally read out the contents of three different notices: the notice at collection, notice of the opt-
out right. and the notice of financial incentive. Such a three-part notice, delivered at the outset of the call,
would be unduly cumbersome and likely result in significantly fewer respondents ever completing a
research interaction via telephone (current response rates for U.S. telephone surveys rarely break 10
percent already). Such an outcome would not further the purposes of the CCPA.

As an alternative, the finalized regulations could require instead that, where information is collected via
telephone, listeners may be directed to a URL where the required notices are posted. or callers may read
out a short-form version of the notices.

Conclusion

The Insights Association hopes that the above comments will be useful to you and vour staff.

We look forward to answering any questions you or vour staff may have about the marketing research and

data analytics industry, and working with you and your office in furtherance of consumer privacy in
California.

Sincerely,

Howard Fienberg Stuart L. Pardau

Vice President, Advocacy Outside General Counsel

Ingights Association Insights Association (and Ponemon Institute Fellow)
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ATTACHMENT #2
Insights Association comments on 2" CCPA regulations draft

2/25/20
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The Honorable Xavier Becerra
Attomey General, State of California
1300 I Street

Sacramento. CA 95814

Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General

300 South Spring Street, First Floor

Los Angeles. CA 90013

Email: privacyregulations@idoj.ca.gov
February 25. 2020
Dear Attorney General Becerra

The Insights Association (“TA”) submits the following comments regarding the proposed regulations
implementing the California Consumer Privacy Act (“CCPA™) (CAL. C1v. CODE, § 1798.100 et seq.),
particularly the most recent edits to the regulations circulated by your office on February 10, 2020."

IA represents more than 545 individual and company members in California, with more than 5,500
members in total (and many of those non-California-based businesses driving revenue for the state
through mvestment, travel and research and analytics studies in California). Virtually all of these
members will fall within the jurisdiction of the CCPA due to the fact that personal information of
California residents is collected and transmitted for legitimate purpose by marketing research and data
analytics companies and organizations in most instances.

IA is the leading nonprofit trade association for the marketing research and data analytics industry. IA’s
members include both marketing research and data analvtics companies and organizations, as well as the
research and analytics professionals and departments inside of non-research companies and organizations.
They are the world’s leading producers of intelligence, analytics and insights defining the needs, attitudes
and behaviors of consumers, organizations, employees, students and citizens. With that essential
understanding, leaders can make intelligent decisions and deploy strategies and tactics to build trust,
mspire innovation, realize the full potential of individuals and teams, and successfully create and promote
products. services and ideas.

What is “marketing research™? Marketing research is the collection, use. maintenance, or transfer of
personal information as reasonably necessary to investigate the market for or marketing of products,
services, or ideas, where the information is not otherwise used, without affirmative express consent, to
further contact any particular individual, or to advertise or market to any particular individual . An older
definition of marketing research, used in California S.B. 756 in 2017, was “the collection and analysis of
data regarding opinions, needs, awareness, knowledge. views, experiences and behaviors of a population,

14 https://oagca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-text-of-mod-redline-020720.pdf
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through the development and administration of surveys, interviews, focus groups, polls, observation, or
other research methodologies, in which no sales, promotional or marketing efforts are involved and
through which there is no attempt to influence a participant’s attitudes or behavior.”

As IA indicated in comments submitted on December 6, 2019 regarding the first draft of CCPA
regulation,'” the CCPA will have a profound impact on the business community, including the marketing
research and data analytics industry. In this regard, we appreciate the opportunity to submit additional
recommendations on the latest draft CCPA regulations.

1. Promulgate additional clarification on telephone notices, including a short-form option.

The most recent edits to the regulations clarify in § 999.305(a)(3)(d) that, “[w]hen a business collects
personal information over the telephone or in person, it may provide the [collection] notice orally.”

As we argued in previous comments, in many cases the notices required to be read over the phone would
include not only collection notices, but also opt-out notices and, potentially. financial incentive notices as
well. This extended “preamble™ to a phone call would be significantly detrimental to phone researchers.
Response rates for U.S. telephone surveys rarely exceeds ten (10) percent. The addition of an extended
notice to the front-end of all calls will likely result in significant drop-off rates from these alrcady low
rates. It would likely prove impossible to find respondents willing to sit through such a preamble before
finally being given an opportunity to provide their opinion for a public opinion or political poll or in
response to a government-sponsored survey.

As such, we urgently request that the finalized regulations allow for a short-form collection and opt-out
notice for telephone interactions. For example, a short-form notice might, in simple straightforward terms:
(1) alert the consumer that personal information will be collected; (i1) alert consumers of their right to opt
out: and (ii1) direct users to a privacy policy (likely online) where more information can be found or
provide them the opportunity to give their email address and receive it via email.

We believe such a short-form notice would, by shortening the amount of “legalese™ confronting
consumers, better further the goals of the CCPA without unnecessarily inhibiting legitimate research.

2. Expand the email-only option for all requests, and apply to all relationships with consumers that are
“exclusively online.”

The recent edits also stipulate in § 999 312(a) that “[a] business that operates exclusively online and has a
direct relationship with a consumer from whom it collects personal information shall only be required to
provide an email address for submitting requests to know.”

While IA lauds this edit, we suggest the following two additional changes which would better streamline
the request process for both consumers and businesses:

First, this email-only option should be expanded to all requests, not just requests to know.

Second, the email-only option should be expanded to all relationships between consumers and businesses
that are exclusively online. even if the business itself operates separately in a non-online context.

15 https: / /www.insightsassociation.org/sites/default/files /misc files/insights assoc ccpa reg comments 12-
6-19.pdf
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The reason for this second request is simple. In the marketing research and data analytics industry, as
many other industries. firms often have relationships with individual consumers that are exclusively
online, but relationships with other consumers that are not. For example. a marketing research firm may
operate an online survey panel. but also conduct phone research. As the regulations are currently drafted,
a firm that engaged both these modalities would not be able to avail itself of the email-only option with
respect to its online survey panel, even though email is a perfectly viable, and indeed the most
appropriate, option for communicating with those panel members, who are already accustomed to online
interaction with the firm.

3. Broaden financial incentive disclosure guidance to contemplate situations where additional, non-
monetary consideration is given in exchange for personal information.

Following the latest edits to the draft regulations. the financial incentive notice remains problematic for
the marketing research and data analytics industry. In particular, the “value™ calculation imposes an
unrealistic and poorly-suited requirement in situations where financial incentives are not being given in a
simple quid pro quo for personal information, as in a traditional loyalty program.

In our mmdustry, financial incentives, such as a gift card or reward points (which are usually small in
value), are frequently offered to encourage participation in a survey or other rescarch study. These
incentives are not designed to be simple compensation for a participant’s services or his or her personal
information. Instead, these small incentives are designed to sweeten the value proposition for a potential
participant just slightly in an effort to bolster participation rates. Participants generally enjoy participating
in research studies and giving their opinions. Indeed. participants often elect to respond without additional
financial incentive at all.

In other words, there 1s a more complicated mix of motivations or “consideration™ at play when a person
chooses to participate in rescarch. The finalized CCPA regulations should reflect this reality. While the
Insights Association understands the need for some kind of notice. such notice should be flexible enough
to accommodate more complex situations. For example. the following text could be added at the end of
vour most recent addition at § 999.337(b) of the draft regulations: “Ir its notice of financial incentive, a
business may also identify any additional consideration the consumer is receiving aside from the
incentive, and requesi the consumer’s acknowledgement that the incentive and additional consideration
together constitute fair value for the personal information. ™

Insights produced by our industry, often utilizing participant incentives in the development process. drive
decisions across all sectors of the economy. including government.

4. Clarify mobile notice requirements, particularly the meanings of “reasonably expect” and *just-in-
time.”

The updated draft regulations specify in § 999 .305(a)(4) that “[w]hen a business collects personal
information from a consumer’s mobile device for a purpose that the consumer would not reasonably
expect, it shall provide a just-in-time notice containing a summary of the categories of personal
information being collected and a link to the full notice at collection.”™

The Insights Association respectfully requests that your office further clarify the meaning of “‘reasonably
expect” in the above edit. The example added in the latest edits, related to the flashlight application, is
helpful. but still incomplete and therefore unsatisfactory. For example, must the notification appear each
time the app is used? Solely the first instance of collection?
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Likewise, IA requests further clarification on the meaning of “just-in-time.” Is a pop-up notification the
only way to comply with this requirement? Does the notification need to be presented every time an
application is opened. or only the first time a consumer uses the application? We believe these and similar
questions remain open, after the edits.

5. Loosen restriction on passing through costs of verification to accommodate special circumstances.

The draft regulations also now prohibit businesses in § 999.233(d) from “requir|ing] the consumer to pay
a fee for the verification of their request to know or request to delete.” The regulations go on to explain
that a business may not, for example, “require a consumer to provide a notarized affidavit to verify their
identity unless the business compensates the consumer for the cost of notarization.”

While this requirement is perhaps necessary as a general rule, it may also be problematic for businesses in
certain special cases where the only way to verify a person’s identity or an authorized agent’s authority is
through a notarized document. In cases of death, for example, this provision may unnecessarily increase
costs for businesses when dealing with executors, relatives or loved ones who are making requests under
CCPA on behalf of the deceased, where such dealings regularly require the provision of a notarized death
certificate and executor short form.

This provision is also potentially ripe for abuse. When a consumer submits an crasure request on behalf of
a friend or relative, for example, how would the consumer prove they are who they claim to be and that
they are in fact acting on behalf of another consumer? All of this would require official documents of
some form, such as a birth certificate (or a death certificate. as in the prior example), and would require
authentication via an apostile or notary, the services of which will not be provided for free. Since the
regulations prevent passing such costs on to the party seeking verification, this could quickly become an
undue burden on businesses.

6. Provide Time for Businesses to Comply Before Enforcement.

Given the absence of lag time between the release of final CCPA regulations and the onset of CCPA
enforcement this summer, the Insights Association urges that CCPA enforcement be delayed until January
1, 2021. This would give businesses the minimum amount of time to comply with these complex new
privacy requirements — many of which were not in the original statute or were changed in various ways by
the regulation —and ensure that consumers are duly protected and accommodated.

Conclusion

The Insights Association hopes the above comments will be useful to vou and vour staff. We look
forward to answering any questions you may have about the marketing research and data analytics
industry and working with you and your office in furtherance of consumer privacy in California and
streamlining CCPA compliance for both businesses and consumers.

Sincerely,

Howard Fienberg Stuart L. Pardau

Vice President, Advocacy Outside General Counsel

Insights Association The Insights Association and Ponemon Institute Fellow
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Message

From: Tonsager, Lindsey ||| GcNIENININING

Sent: 3/27/2020 2:59:38 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Rulemaking - Written Comments of the Entertainment Software Association

Attachments: CCPA Comments - Entertainment Software Association 3.27.2020 Signed. pdf

Dear Privacy Regulations Coordinator:

Please find attached the comments of the Entertainment Software Association regarding the second set of modifications
to the proposed regulations implementing the California Consumer Privacy Act.

Respectfully submitted,
Lindsey Tonsager
Counsel for the Entertainment Software Association

Lindsey Tonsager

Covington & Burling LLP
Salesforee Tower, 415 Mission Street, Suite 5400
San Francisco, CA 94105-2533

o I

WIWW.COvV.com

COVINGTON

‘This message is from a law firm and may contain information that is confidential or legally privileged. If you are not the intended recipient, please
immediately advise the sender by reply e-mail that this message has been inadvertently transmitted to yvou and delete this e-mail from your system.
Thank vou for your cooperation.
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entertainment®
software
association

March 27, 2020

Via Email

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013

RE: Written Comments on the Second Set of Modified CCPA Regulations

To Whom It May Concern:

The Entertainment Software Association (“ESA™)! submits this letter in response to the
Attorney General’s notice of the second set of modifications to the proposed regulations
implementing the California Consumer Privacy Act (“CCPA”).2 ESA and its members appreciate
the Attorney General’s continued efforts to provide businesses and consumers more clarity in
order to facilitate compliance. We write to confirm our understanding that the Attorney General
did not intend for the most recent changes to the draft regulations to alter the plain meaning of
the statutory text, which does not treat data as regulated “personal information” if the business
does not link the data to any particular consumer or household, and maintains the data so that the
business cannot reasonably link the data with a particular consumer or household.

Specifically, the second proposed modifications strike Section 999.302 of the proposed
regulations, which restated the statutory definition of “personal information” and explained that,
for example, if “a business collects the IP addresses of visitors to its website but does not link the
IP address to any particular consumer or household, and could not reasonably link the IP address
with a particular consumer or household, then the IP address would not be “personal
information.”” Because the statutory text and legislative history is clear on this point, we
understand that Section 999.302 was removed because it was redundant with the statute, and not
because the Attorney General intended any substantive change in meaning,

I ESA is the U S. association for companies that publish computer and video games for video game consoles.
handheld devices, personal computers, and the internet. There are over 900 video game companies in the State of
California.

% California Department of Justice, Notice of Second Set of Modifications to Text of Proposed Regulations (Mar. 11,
2020), https://oag.ca.govisites/all/files/agweb/pdfs/privacy/cepa-notice-of-mod-020720.pdf?.

1
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As you know, the California legislature amended the statutory text in September 2018 to
reiterate that any category of information enumerated in the statute constitutes “personal
information™ only if “it identifies, relates to, describes, is capable of being associated with, or
could be reasonably linked, directly or indirectly, with a particular consumer or household.™
This definition was further amended in October 2019 to emphasize that a reasonableness
standard applies when determining whether information is “personal information” or non-
personal, de-identified information for purposes of the CCPA; if the business is not reasonably
capable of associating or linking the data to a particular consumer or household, it is not personal
information.* In addition, the statute specifies that nothing in the CCPA requires that a business
“reidentify or otherwise link information that is not maintained” in a manner that identifies or is
reasonably capable of identifying a particular consumer or household.’

Consequently, the plain meaning of the statutory text and legislative history is that
information, such as an IP address, is not “personal information™ if the business does not link the
data to any particular consumer or household, and maintains the data so that the business cannot
reasonably link the data with a particular consumer or household. Any interpretation that would
treat the deletion of Section 999.302 from the draft regulations as broadening the “personal
information” definition to ignore the limits on its scope would be in direct contradiction of the
statutory text and legislative intent, and therefore would be invalid.®

For these reasons, ESA and its members respectfully request that the Attorney General
either reinstate Section 999.302 in the final regulations or explain in the Final Statement of
Reasons that this section was removed because it was unnecessary.

Sincerely,

Gina Vetere
Senior Vice President and General Counsel
Entertainment Software Association

aiw

3SB 1121 (adding the following italicized language: “ Personal information” means information that identifies,
relates to, describes. is capable of being associated with, or could reasonably be linked. directly or indirectly. with a
particular consumer or household. Personal information includes. but is not limited to. the following if it identifies,
relates to, describes, is capable of being associated with, or could be reasonably linked. directly or indirectly, with a
particular consumer or household: [enumerated examples, including IP address|”).

* AB 874 (adding the following italicized language: “ Personal information” means information that identifies,
relates to, describes. is reasonably capable of being associated with, or could reasonably be linked. directly or
indirectly. with a particular consumer or houschold. Personal information includes, but is not limited to, the
following if it identifies, relates to. describes. is reasonably capable of being associated with. or could be reasonably
linked. directly or indirectly. with a particular consumer or household: [enumerated examples. including IP
address]™),

5 Cal. Civ. Code § 1798.145(1) (cmphasis added),
¢ See, e.g.. Ontario Community Foundations, Inc. v. State Bd. of Equalization, 201 Cal Rptr. 1635, 168 (1984).
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Message

From: pale smith || G

Sent: 3/27/2020 8:54:32 AM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

& Dale R. Smith Ir. | G

Subject: CCPA Written Comment on Proposed Regulations Due March 27 (Transmitting)

Attachments: CCPA Comments_20200327.pdf

Dear Privacy Regulations Coordinator:

Attached to this email is our .pdf document containing
PrivacyCheq's submission of comment for the NOTICE OF
SECOND SET OF MODIFICATIONS TO TEXT OF PROPOSED
REGULATIONS published March 11, 2020 (Comment period
closing on March 27)

Thank you for the opportunity to comment.

Dale Smith

DALE R. SMITH, CIPT

Futurist

<

PrivacyCheq

Attachments area
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March 27, 2020

Lisa B. Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013

Via Email to: PrivacyRegulations@doj.ca.gov

Attn: Honorable Xavier Becerra, Attorney General

Re: Comments on NOTICE OF SECOND SET OF MODIFICATIONS TO TEXT OF
PROPOSED REGULATIONS Released March 11, 2020

Dear Mr. Becerra:

We are writing concerning the removal of guidance1 regarding the Opt-Out Logo
or Button as originally called for in AB-375, now in force’.

While the logo/button concept as a means for consumers to signal the DO NOT
SELL MY PERSONAL INFORMATION (DNSMPI) preference has proved elusive to
prescribe, we believe that the concept of using a recognizable and uniform
“trigger” graphic offering key just-in-time information to consumers is a sound
concept and should not be abandoned.

Instead of using a single-purpose Button/Logo graphic to just trigger the DO NOT
SELL preference, we suggest that the regulation recognize the utility of a
standardized graphic trigger (Figures 1 and 2) offering consumers a pop-up menu
of interactive “just-in-time” information and choices.

For the trigger graphic, we suggest adapting the public domain “Nutrition Facts”
format which is widely used, understood, and trusted by consumers around the
world. By substituting the words “Privacy Options” for the words “Nutrition

1 §999,306(f) Opt-Out Button or Logo specification has been deleted in its entirety
2§1798.185(a)(4)(C) The development and use of a recognizable and uniform opt-out logo or button by all
businesses to promote consumer awareness of the opportunity to opt out of the sale of personal information.

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
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Facts”, and by making the framework interactive, the consumer can be presented
with a familiar, trusted display of privacy options. Below are some examples
demonstrating how such a trigger graphic might function in practice:

Figure 1 illustrates how a trigger graphic would appear on a sample website as
viewed on a large screen (laptop, tablet, etc.). The proposed Privacy Options
trigger is highlighted.

XAVIER BECERRA
Attorney General

I

California Consumer
Privacy Act (CCPA)

Home Privacy California Consumer Privacy Act (CCPA)

Background on the CCPA & the
Rulemaking Process

The California Consumer Privacy Act (CCPA), enacted in 2018,
creates new consumer rights relating to the access to, deletion of,
and sharing of personal information that is collected by
businesses. It also requires the Attorney General to solicit broad
public participation and adopt regulations to further the CCPA's
purposes. The proposed regulations would establish procedures
to facilitate consumers' new rights under the CCPA and provide

guidance to businesses for how to comply. The Attorney General

cannot bring an enforcement action under the C

S, Privacy Option

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
CCPA_2ND15DAY_00122



% PrivacyCheq

Figure 2 illustrates how the same
trigger graphic would appear on the

; L XAVIER BECERRA
screen of a mobile device.

\llornev General

The proposed Privacy Options
trigger is highlighted.

California
Consumer Privacy
Act (CCPA)

Caiifo " Drite ) A SCTDRA
Caiifornia Consumer Privacy Act (CCPA)

Background on the
CCPA & the
Rulemaking Process

The California Consumer Prig

enacted in 2018, cregy® new consumer rights

Privacy Options
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With a Privacy Options trigger graphic in place, a consumer clicking on that trigger
can be immediately presented with an interactive® “just-in-time” menu of the
business’s information and options. An important distinction here is that the
consumer is presented with all
relevant options, not just a single,
binary opt-out option presented by
a logo or button choice.

Figure 3 illustrates a sample

“just-in-time” Notice at Collection Privacy Options
on a mobile screen for a business ol bk Sl o o el
that does not sell consumer’s PI. i iR e Wines Co.
Categories of data wa collect

Hotlinks to appropriate category, s =

. . Your privacy rights Details
purpose, rights, etc. info are clearly T ——" S . S
displayed, but DNSMPI (Opt-Out) is Full privacegealit . — O TSR e asuggicy
not displayed as it is not a relevant | R

choice. Confusion is eliminated and ¥’ We Do Not Sell Your Personal info _
consumers’ trust is enhanced. Q. P 4
To further enhance clarity for the
consumer, a business may choose
to declare outright that they do not
sell consumer’s Pl (highlighted).

3 A live demonstration of interactivity can be seen
by texting the word “ccpa” to 717-467-3214.

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
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Figure 4 illustrates “just-in-time”
choices on a mobile screen for a
business that does sell consumer’s
Pl. The DNSMPI Opt-Out choice
(highlighted) is now prominently
presented, but still in context with
basic category, purpose, rights, and
other transparency information.

This is a great benefit to the
consumer in that s(he) has single
click access to the business’s salient
privacy facts before making what is
now an informed Opt-Out decision,
rather than blindly clicking a binary
yes/no button.

Privacy Options

Click biue facts for more detail.

Qur company name Wines Co.
Categories of data we collect

Purposes for how we use your data

Do we sell your info Details
Your privacy rights Details
Methods to opt out Info
Full privacy detalls Our legal privacy policy

Send Me My Personal Data

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
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Figure 5 illustrates how the

consumer can use the “just-in-time” = =
. crean s Privacy Options
interactive notice to access the Celicic bl Sicts for i didal
. Fl . . .
busmess‘ s fu.ll prlvacy. polllcy |f/'when rp—
full detailed information is desired. Your privecy rights
Mathods ta opt out
Clicking on the highlighted element Full privacy detalls

will link immediately to the
business’s full legal privacy policy.

Send Me My Personal Data

( Delete My Personal Data
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Concluding, we suggest that operationalizing DNSMPI choice to consumers can
best be accomplished by making the Do Not Sell choice a feature of a larger
standardized framework offering all relevant choices to the consumer, not just
the DNSMPI choice. We suggest that the ubiquitous Nutrition Label framework
be named within the regulations as an example of a readily adaptable standard
and functional implementation of what is called for in §1798.185(a)(4)(C)".

Thinking more generally, as CCPA is implemented, California has the opportunity
to inspire a de facto standard for “just-in-time” notice design that could be
embraced as best practice within the privacy community at large. As other
jurisdictions implement similar regulations across the United States, California’s
leadership in defining this standard could foster important harmonization of state
and federal laws going forward.

Additional information on practical CCPA just-in-time notice implementation can
be found in PrivacyCheq’s previous comment submissions to the CCPA Proposed
Regulation which closed on December 6, 2019 and February 24, 2020
respectively:

http://model.consentcheq.com/20191205-ccpal010-comment.pdf
http://model.consentcheqg.com/20200225-ccpa-comment-update.pdf

Thank you for these opportunities to comment.

Sincerely,

-

Dale R. Smith, CIPT
Futurist

* §1798,185(a)(4)(C) The development and use of a recognizable and uniform opt-out logo or button by all
businesses to promote consumer awareness of the opportunity to opt out of the sale of personal information.

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
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http://model.consentcheq.com/20191205-ccpa1010-comment.pdf

9‘, PrivacyCheq

via email to: PrivacyRegulations@doj.ca.gov

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA
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Message

From: Elizabeth Bojorque GG

Sent: 3/27/2020 3:04:49 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]

cc Jacqueline Kinney [ GGG

Subject: CCTA Comments on CCPA Second Modified Regulations 3.27.20

Attachments: CCTA Comments to AG on 2nd Modified Regs FINAL 3.27.20. pdf

Good Afternoon,

The California Cable and Telecommunications Association submits the attached comments regarding the
Second Set of Modifications to Proposed Regulations for the California Consumer Privacy Act.

Thank you,

Elizabeth Bojorquez

California Cable & Telecommunications Association
1001 K Street, 2" Floor

Sacramento CA 95814

(916) 446-7732 (office)
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Carolyn Mcintyre 1001 K STREET, 2"° FLOOR
President SACRAMENTO, CA 95814

916/446-7732
FAX 916/446-1605

March 27, 2020

California Department of Justice

ATTN: Privacy Regulations Coordinator 300 S. Spring St.
Los Angeles, CA 90013

Submitted via electronic mail to privacyregulations(@doj.ca.gov

RE: California Consumer Privacy Act Proposed Regulations — Second Set of Modifications

The California Cable and Telecommunications Association (“CCTA”) hereby
responds to the “Notice of Second Set of Modifications to Text of Proposed
Regulations” issued March 11, 2020 (“Second Revised Regulations™), by the Attorney
General (“AG”) as part of its rulemaking to implement the California Consumer
Privacy Act (“CCPA”).

CCTA submitted comments on December 6, 2019, on the AG’s originally
proposed CCPA regulations and appreciates that the AG’s First Revised Regulations
issued on February 10, 2020, included changes to address some of the issues raised in
CCTA’s comments. CCTA submitted additional comments on February 25, 2020,
asking for a small number of narrow and targeted additional revisions to the First
Revised Regulations. CCTA is disappointed that the AG’s Second Revised Regulations
do not meaningfully address the discreet changes that CCTA requested to improve the
CCPA regulations,

CCTA respectfully requests that our requested changes be included when the
AG issues final CCPA regulations. Attached are CCTA’s comments submitted on
February 25, 2020, with a corresponding redline of those changes against the Second
Revised Regulations. Adopting these recommended revisions will improve the final
regulations’ consistency with the statute, further the legislative purpose, and achieve
greater clarity that will enhance compliance with the CCPA and meet requirements of
the Administrative Procedure Act.

Respectfully submitted,

/st Jacqueline R. Kinney

Jacqueline R. Kinney
CCTA Senior Vice President and General Counsel
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Carolyn Mcintyre 1001 K STREET, 2"° FLOOR
President SACRAMENTO, CA 95814

916/446-7732
FAX 916/446-1605

February 25, 2020

California Department of Justice
ATTN: Privacy Regulations Coordinator 300 S. Spring St.
Los Angeles, CA 90013

Submitted via electronic mail to privacyregulations(@doj.ca.gov

RE: California Consumer Privacy Act Proposed Regulations — Modified Text

The California Cable and Telecommunications Association (“CCTA”) submits
these comments pursuant to the “Updated Notice of Modifications to Text of Proposed
Regulations and Addition of Documents and Information to Rulemaking File”
(“Revised Regulations™) issued February 10, 2020, by the Attorney General (“AG”) as
part of its rulemaking to implement the California Consumer Privacy Act (‘CCPA”).!

CCTA submitted comments on December 6, 2019, on the AG’s originally proposed
CCPA regulations and appreciates that the AG’s Revised Regulations include changes to
address some of the issues raised in those comments. Below are CCTA’s recommendations for
a few narrow and targeted additional revisions to the Revised Regulations. These modest
recommendations are aimed at ensuring consistency with the CCPA, furthering the legislative
purpose, and achieving greater clarity that will enhance compliance with the CCPA and meet
requirements of the Administrative Procedure Act (“APA”).

Each of CCTA’s recommended revisions are described below with
corresponding numbers and text changes designated in yellow highlight on the attached
redline of the Revised Regulations.

' The AG’s Revised Regulations and all related CCPA rulemaking information is at hitps://oag.ca.gov/privacy/ccpa.
1
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1. Categories of Third Parties — Section 999.301(e)

Proposed regulation 999.301(e), which defines “categories of third parties,” has been
revised to be more consistent with the CCPA definition of a “third party” in Civil Code Section
1798.140(w).? The original proposed regulation designated specific types of entities as
“categories of third parties” that do not collect personal information directly from consumers,
including “internet service providers” (“ISPs”). CCTA’s December comments pointed out that
this created a factual inaccuracy regarding ISPs. The Revised Regulations largely address this
concern by stating that categories of third parties “may include” ISPs.

CCTA recommends one additional modest tweak to Section 999.301(e) of the Revised
Regulations — addition of “among others” prior to the list. This will more clearly state that the
list of third parties set out in the definition is simply i/lustrative and not exhaustive, thereby
furthering “clarity” required by the APA.

2. Notice of Right to Opt-Out of Sale — Section 999.306(b)(1)

Proposed regulation 999.306(b)(1) requires a business to post the notice of the
right to opt-out on the Internet web page the consumer is directed to after clicking on
the “Do Not Sell My Personal Information” or “Do Not Sell” link on the website
homepage or the download or landing page of a mobile application (“app”). The
Revised Regulations add language to specify the option of providing this link within a
mobile app for a business that collects personal information through a mobile app.
CCTA is aware that businesses are reporting having challenges with app stores in
getting “Do Not Sell” links posted on the download or landing page of mobile apps and
have therefore instead put this link in the app settings menu. CCTA recommends an
additional minor revision to Section 999.306(b)(1) of the Revised Regulations to
address this practical problem by allowing a business to locate the link at a place that is
within its control and still helpful to consumers.

3. Request to Know -- Section 999.313(c)(4)

Proposed regulation Section 999.313(c)(4), which governs how a business is required to
respond to consumer requests for specific pieces of personal information, identifies certain
information that should never be disclosed because of its highly sensitive nature, such as a Social
Security numbers and bank account numbers. The Revised Regulations add to this list “unique
biometric data generated from measurements or technical analysis of human characteristics.”

CCTA recognizes that this list could become easily outdated and underinclusive by not
including other types of personal information that, if disclosed, would be equally problematic and
create similar security risks. Even with the addition of biometric data, the list is likely to be
outdated even before the AG finalizes these CCPA regulations.

2 All further section references are to the Civil Code.
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Thus, CCTA recommends adding a phrase that is a catch-all of other personal information,
but with clear parameters so as to not be too broad. To be covered by the prohibition against
disclosure under CCTA’s recommended language, it must create a “substantial, articulable, and
unreasonable risk to security of that personal information, the consumer’s account with the
business, or the security of the business’s systems or networks.” This language is based on the
provision that was in the original version of the regulations in Section 313(¢)(3) but that was
deleted in the Revised Regulations. CCTA believes that restoring this language at the end Section
313(c)(4) is both logical and helpful to address the above concerns.

CCTA respectfully requests that the AG accept these recommendations for additional
minor changes to the Revised Regulations in order to comply with clear direction in the APA and
CCPA to adopt reasonable regulations that advance consumer privacy while minimizing
implementation obstacles and burdens on business.

4, Service Providers — Section 999.314(¢)(3) and (d)

4-A -- Proposed regulation 999.314(c)(3), which specifies limitations on
responsibilities and functionalities that may be undertaken and performed by service
providers, has been revised to be more consistent with CCPA definitions of “service
provider,” “sale,” and “business purpose.” The Revised Regulations more closely align
with the CCPA plain language and intent in preserving the ability of a business to use
service providers to improve their products and services for the benefit of consumers.

CCTA recommends one revision to the new language that prohibits an internal
use by a service provider of personal information for “cleaning or augmenting data
acquired from another source.” It is unclear what this phrase means, and, especially
given this ambiguity, it appears the phrase would overly restrict service providers’
internal uses of data beyond what the CCPA authorizes. In this regard, the CCPA
Section 1798.140(v) defines “service providers” to allow them to do the following:
“retaining, using, or disclosing the personal information for ... the specific purpose of
performing the services specified in the contract for the business, or as otherwise
permitted by this title.”

The CCPA’s definition of “sale” also is on point. Specifically, the CCPA Section
1798.140(t)(2)(C) expressly states that it is nof a sale triggering the law’s opt-out requirement if:

“(C) The business uses or shares with a service provider personal information of a
consumer that is necessary to perform a business purpose if both of the following
conditions are met:
(1) The business has provided notice that information being used or shared in
its terms and conditions consistent with Section 1798.135.
(ii) The service provider does not further collect, sell, or use the personal
information of the consumer except as necessary to perform the business
purpose.” (emphasis added)
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The emphasized language makes clear that a service provider can use internally or even sell a
consumer’s personal information that it receives from a business so long as it is “necessary to
perform the business purpose” for which the business hired the service provider.

Thus, to achieve clarity and consistency with the CCPA, CCTA recommends
striking the phrase “or cleaning or augmenting data acquired from another source” from
Section 999.314(c) of the Revised Regulations.

4-B — The Revised Regulations include a new provision in Section 999.314(d)
that states as follows: “A service provider shall not sell data on behalf of a business
when a consumer has opted-out of the sale of their personal information with the
business.” This language conflicts with the CCPA, making the regulation inconsistent
with the statute. Specifically, the CCPA Section 1798.140(t)(2)(C) expressly states that
it is nof a sale triggering the law’s opt-out requirement if:
“(C) The business uses or shares with a service provider personal
information of a consumer that is necessary to perform a business purpose if
both of the following conditions are met:
(1) The business has provided notice that information being used or
shared in its terms and conditions consistent with Section
1798.135.
(i1) The service provider does not further collect, sell, or use the
personal information of the consumer except as necessary to
perform the business purpose.

CCTA recommends some clarifying language to Section 999.314(d) of the Revised
Regulations to make it consistent with the CCPA and its legislative purpose of
authorizing businesses to continue use of service providers.

5. Request to Opt-In After Opting Out — Section 999.316

S-A -- Proposed regulation 999.316(a) requires that requests to opt-in to the sale of
personal information shall use a two-step opt-in process. The Revised Regulations retain this
mandate even though the CCPA does not require this double opt-in. In fact, the CCPA Section
1798.120(d) provides that, even where a consumer previously opted out, a business may sell the
consumer’s personal information as long as the consumer “subsequently provides express
authorization for the sale of the consumer’s personal information.” Thus, only a single opt-in is
required by the plain language of the CCPA, making the Revised Regulations inconsistent with the
statute. Moreover, this proposed double opt-in requirement would impose unnecessary burdens on
businesses and create additional, annoying speed-bumps for consumers. Accordingly, CCTA
recommends changing a single word in Section 999.316(a) of the Revised Regulations to make this
double-check an optional step that businesses may take.
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5-B — The Revised Regulations change Section 999.316(b) in a manner that creates
inconsistency with the CCPA. Specifically, the revised provision would require a business to
obtain opt-in consent from a consumer who previously opted out before selling the consumer’s
personal information in order to complete a transaction that the consumer initiated. However, that
requirement is squarely inconsistent with the CCPA, which makes clear that neither opt-out nor
opt-in consent is required for the sale of personal information in connection with a transaction
requested or initiated by the consumer. This includes where “[t]he business uses or shares with a
service provider personal information of a consumer that is necessary to perform a business
purpose,” as provided in the CCPA Section 1798.140(t)(2)(C). The CCPA clearly defines
“business purpose” to include “[pJerforming services on behalf of the business or service provider,
including ... processing or fulfilling orders and transactions, verifying customer information ... or
providing similar services on behalf of the business or service provider.”

To prevent this inconsistency with the plain language of the CCPA, CCTA recommends
restoring Section 999.316(b) of the Revised Regulations to its original text, which simply stated
that the business “may” provide additional information to the consumer and explain to them how
to opt-in after having previously opted out.

Respectfully submitted,

/st Jacqueline R. Kinney

Jacqueline R. Kinney
CCTA Senior Vice President and General Counsel
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CCTA RECOMMENDATIONS
MARCH 27, 2020

TEXT OF MODIFIED REGULATIONS

The original proposed language is in single underline. First set of modifications (noticed on
February 10, 2020) are illustrated in red double underline for proposed additions and by strikeeut
for proposed deletions. Second set of modifications (noticed on March 11, 2020) are illustrated
by green double zigzag underline for proposed additions and by blue deuble-strikeout-for
proposed deletions.

TITLE 11. LAW
DIVISION 1. ATTORNEY GENERAL

CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS

PROPOSED TEXT OF REGULATIONS

Article 1. General Provisions

§ 999.300. Title and Scope

(a) This Chapter shall be known as the California Consumer Privacy Act Regulations. It may
be cited as such and will be referred to in this Chapter as “these regulations.” These
regulations govern compliance with the California Consumer Privacy Act and do not limit
any other rights that consumers may have.

(b) A violation of these regulations shall constitute a violation of the CCPA: and be subject to
the remedies provided for therein.

Note: Authority cited: Section 1798.183, Civil Code. Reference: Sections 1798.100-1798.199,
Civil Code.

§999.301. Definitions

In addition to the definitions set forth in Civil Code section 1798.140, for purposes of these
regulations:

(a) “Affirmative authorization™ means an action that demonstrates the intentional decision by
the consumer to opt-in to the sale of personal information. Within the context of a parent or
guardian acting on behalf of a child under 13 vears of age. it means that the parent or
guardian has provided consent to the sale of the child’s personal information in accordance
with the methods set forth in section 999.330. For consumers 13 vears and older. it is
demonstrated through a two-step process whereby the consumer shall first. clearly request to
opt-in and then second, separately confirm their choice to opt-in.

Page 1 of 33
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CCTA RECOMMENDATIONS
MARCH 27, 2020

(b) “Attorney General” means the California Attornev General or any officer or emplovee of the

California Department of Justice acting under the authority of the California Attorney
General.

(c) “Authorized agent™ means a natural person or a business entity registered with the Secretary
of State to conduct business in California that a consumer has authorized to act on their
behalf subject to the requirements set forth in section 999.326.

(d) “Categories of sources™ means types or groupings of persons or efentities from which a
business collects personal information about consumers. described with enough particularity
to provide consumers with a meaningful understanding of the type of person or entity. They

may inelude &_}Hdwthe consumer directly, adwmsmhm,m orks,
= ] o 4

2t s 1y Y8
amd plaltmms mual nul\mr}ux and dald bmkurs mmmaummmmmd—
and-consuner-data-resellers,

(e) Categoncs of third partlcs means types or gmupmgs of third paruu, W 1lh v.hnm the

party. They may inclu ISHEEES OO
te-advertising nemorks internet service providers. data analvncs Dl‘O\’ldt.I‘b government
entities, operating svstems and platforms, social networks, and censumerdata brokers
Fesckhers,

(f) “CCPA™ means the California Consumer Privacy Act of 2018, Civil Code sections 1798.100
el seg.

(2) L()[’I’A _means lhc (,.hl]dl't._l'l s ()nlm&. anau; Pmlu.tmn Act. 15 U.S.C. sections 6501 fo

(h) “I"rnplnvm:.nl hcn:.ﬁl&" means r(.tircmcnl h«.alth and olhu‘ hqluﬁl 11r(}s_rdm~. h{.rVicLs or

business about a natural person for the reasons identified in Civil Cudt. seclion 1798145,
subdn lblo]’l h)(1). The collection of emplovment-related information. including for the

(1) ey Financial incentive” means a program. benefit, or other offering. including payments to
consumers. related to as-compensationforthe collection. retention diselosure deletion. or
sale of personal information.

k) 6y ‘Household” means a person or group of people who (I) r&.sldt. at lhc same addn,ss

(1) @)Y*Notice at collection” means the notice given by a business to a consumer at or before
the time point at which a business collects personal information from the consumer as
required by Civil Code section 1798.100. subdivision (b). and specified in these regulations.

Page 2 of 33
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MARCH 27, 2020

(m) () Notice of right to opt-out” means the notice given by a business informing consumers of

(n)

()]

their right to opt-out of the sale of their personal information as required by Civil Code
sections 1798.120 and 1798.135 and specified in these regulations.

da-“Notice of financial incentive” means the notice given by a business explaining each
financial incentive or price or senlce dlﬁerence: mb]est to-as required by Civil Code section
1798.125. subdivision (b). as-+ = nd specified in these regulations.

h-"Price or service difference™ means (1) any difference in the price or rate charged for any
goods or services to any consumer related to the collection. retention. diselosure—deletion—
or sale of personal information, including through the use of discounts, financial payments
or other benefits or penalties: or (2) any difference in the level or quality of any goods or
services offered to any consumer related to the collection. retention. diselosure deletionor
sale of personal information, including the denial of goods or services to the consumer.

Gmy-“Privacy policy” means the policy referred to in Civil Code section 1798.130.

subdivision (a)(5), and means the statement that a business shall make available to
consumers describing the business’s practices. both online and offline, regarding the
collection. use. disclosure. and sale of personal information and of the rights of consumers
regarding their own personal information.

f-"Request to know™ means a consumer request that a business disclose personal
information that it has collected about the consumer pursuant to Civil Code sections
1798.100, 1798.110. or 1798.115. Tt includes a request for any or all of the following:

(1) Specific pieces of personal information that a business has collected about the
CONSUmer;

(2) Categories of personal information it has collected about the consumer,

(3) Categories of sources from which the personal information iscollected:

(4) Categories of personal information that the business sold or disclosed for a
business purpose about the consumer.

(5) Categories of third parties to whom the personal information was sold or
disclosed for a business purpose: and

(6) The business or commercial purpose for collecting or selling personal
information.

ferRequest to delete” means a consumer request that a business delete personal
information about the consumer that the business has collected from the consumer. pursuant
to Civil Code section 1798.105.

}y-"Request to opt-out”™ means a consumer request that a business not sell the consumer’s
personal information to third parties. pursuant to Civil Code section 1798.120. subdivision

(a).

fg3-"Request to opt-in” means the affi