
Message 

From: 

Sent: 

To: 

Subject: 

Flag: 

Fernando 

10/18/2019 3:17:20 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA Comment 

Follow up 

To whom it may concern, 

Though I support the CCPA and the rights of Californians to control their privacy and data, I strongly believe that there 

should be an exemption for employee information. Though the CCPA does not address employee information, it should 

be clear that employee data does not apply. Employee information is not sold and is only stored for record 

keeping. These records are used for insurance, payroll, and accounting purposes in the normal course of business. The 

additional burden of the CCPA on companies that have nothing to do with consumer data would be burdensome and 

reinforce the notion that California is not a business friendly state. 
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Message

From: Fred Roth
Sent: 10/17/2019 7:40:17 AM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: Comment on CCPA Proposed Regulations

Flag: Follow up

To whom it may concern,
The treatment of requests under the CCPA (whether it be under Section 1798.100, 110, 115, 125, etc) is unclear
when it comes to consumer communications with a company. When a consumer submits a request under these
provisions, they may do so using mail or email in many cases, which itself will result in the receipt of Personal
Information about the consumer (including name, email address, mailing address, as well as any information the
consumer includes in email signature lines, etc.) With every communication with the consumer, this
information is re-submitted to the company. The concern is ow is this Personal Information to be treated.

Of primary concern is the right provided to consumers to ask that their Personal Information be deleted. Email
communications, and the contents thereof, will often contain Personal Information, as described above, and
receiving them clearly falls under the definition of "Collects" under Section 1798.140. Are companies
prohibited from, then, retaining a copy of the consumer's request for deletion for company records?

Secondarily, do the contents of emails to a customer service center need to be enumerated under the requests of
Sections 110, 115, 125, etc? Consumer emails often contain Personal Information in such emails that are not
readily searchable or identifiable as Personal Information by automated means, such as image-based signature
lines, or Personal Information that may be contained in a consumer's email address. For example, a religious
quote might identify the consumer as a member of a protected class, or a link to a website belonging to a
protected class organization. Thus, when a request is made by a consumer to delete all Personal Information,
would this, then, require that all email systems be purged of emails to and from said consumer, considering
there would otherwise be no way of ensuring the emails did not contain such information? Manual search of
communications can regularly be prohibitive.

This also raises the spectre of customer service call centers. Call centers often record conversations with
consumers for quality assessment purposes. These calls will nearly always contain some amount of Personal
Information. However, what information they contain would be unclear without a manual review of the calls.
Would the contents of such calls need to be enumerated after a request under, for example, Section 1798.100?

Including a clarification of these issues in the proposed regulations would be appreciated by industry. Excepting
data submitted as part of a request, or limiting data that must be enumerated or deleted to that data which can be
"reasonably" identified or using "reasonable" means, or data that has been collected and stored in a readable
format, or some similar limitation, would allow businesses to purge their systems of Personal Information they
they could actually know they hold, without undue burden of manual searches of all communications with a
consumer that are not actually in use or accessible to others in a reasonable manner.

Best.
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Message

From: Johnny Ryan

Sent: 10/15/2019 5:37:27 AM

To: Privacy Regulations [PrivacyRegulations @a doj.ca.gov]

Subject: Comments on proposed regulations

Attachments: Brave writes to the Attorney General of California regarding the scope of a purpose.pdf; Brave-letter-to-California-

Department-of-Justice-regarding-the-CCPA-March-8-2019. pdf

Flag: Follow up

Dear Colleague,

Please find attached a letter from Brave Software regarding the
Attorney General's proposed regulations, dated 15 October 2019.

Also attached is our previous letter of 8 March 2019, for your convenience.

Yours faithfully,

Dr Johnny Ryan FRHistS

Chief Policy & Industry Relations officer
Brave Software

Twitter: https://urldefense.proofpoint.com/v2/url?u=http-
3A_www.twitter.com_johnnyryan&d=DwIBaQ&c=uASjV29gZu3t5_S3SCPRuQ&r=kXcuIWCJFJC3Y7A6WP15oNxOwEUzL_7MxjOspe
9bxxI&m=PXEmwEFmbobsSQuNLgY6I7UHyHzdRM8Ke67OtBGrpnU&s=8-k6-zT3n4jjghx2-0_EpHM7XBFeYtyahxFEZ4KCkPO&e=

I have a list for regulators and analysts who read updates on policy
matters. If useful, sign up here -->
https://urldefense.proofpoint.com/v2/url?u=https-3A_brave.usl8.list-2Dmanage com_subscribe-3Fu-
3De38d85b519352e2b4Oc96899e-26id-3D4384bd4cba-26orig-2Dlang-
3D1&d=DwIBaQ&c=uASjv29gzuJtS_535CPRuQ&r=kXcUIWC3FJC3Y7A6WP15oNxOwEUzL_7Mxjospe9bxxI&m=PXEmwEFmbobsSQuNLgY
617UHyHzdRM8Ke67OtBGrpnU&s=5NujjAvdJFthoids2vpEMpbpBfcuzxMDEg7sCBedYvo&e=
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�brave 

The Honorable Xavier Becerra 

Attorney General 

ATTN: Privacy Regulations Coordinator 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Comments on proposed regulations 

15 October 2019 

Dear Mr Becerra, 

I represent Brave, a rapidly growing Internet browser based in San Francisco. Brave 

is at the cutting edge of the online industry. Its CEO, Brendan Eich, is the inventor 

of JavaScript, and co-founded Mozilla/Firefox. Brave is headquartered in San 

Francisco and innovates in areas such as private online advertising, machine 

learning, blockchain, and security. 

I write to commend you on your proposed regulations, and to raise two matters. 

First, our previous letter, of 8 March 2019, raised concerns about four possible 

loopholes in the Act. These concerns are not fully allayed. I enclose our previous 

letter herewith for your attention. 

Second, we are glad to see that your proposed regulations include purpose 

specification and believe a definition of the scope of a purpose should be included 

to aid enforcement. 

Need to define the scope of a "purpose" 

We are glad to observe that purpose specification, which has been a key component 

of the Fair Information Practice Principles since 1973, is articulated in your 

proposed regulations: 

11 A business shall not use a consumer's personal information for any purpose other than those 

disclosed in the notice at collection. If the business intends to use a consumer's personal 

information for a purpose that was not previously disclosed to the consumer in the notice at 

collection, the business shall directly notify the consumer of this new use and obtain explicit 

consent from the consumer to use it for this new purpose."
1 

I §999.305 (a)(3).

San Francisco 512 Second St., Floor 2, San Francisco, CA 94107 
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�brave 

This has the potential to profoundly improve Californians' privacy. 

However, there is no definition of a "purpose" or its scope in the regulations.2 This 

may render the concept of a purpose meaningless. 

For example, many separate purposes that should be disclosed clearly will instead 

be conflated into a vaguely worded catch-all purpose that has no meaning. A 

business can undermine the consumer's privacy rights by framing their purposes in 

open-ended language at the time of collection, thereby side stepping the requirement 

you propose in §999.305 (a)(3) for a consumer's explicit consent before their personal 

information is used for additional purposes. 

European regulators have grappled with this question, and determined that a 

purpose must be "sufficiently unambiguous and clearly expressed."
3 

This ensures 

that "individuals will know what to expect: the way data are processed will be 

predictable" and prevents "unanticipated uses" of the information.
4 

We commend you for your work on these regulations so far. From our 

perspective as a business headquartered in California, they are clear and 

proportionate, and improve Californians' privacy protections. 

We will be happy to help you in any way that we can. 

Sincerely, 

Dr Johnny Ryan FRHistS 

Chief Policy & Industry Relations Officer 

2 It does not appear to refer to what the Act defines as "business purposes" in §1798.140 (d) or "commercial purposes" in 
§1798.140 (f).

3 "Opinion 03/2013 on purpose limitation", Article 29 Working Party, 2 April 2013, p. 12.
4 "Guidelines on consent under Regulation 2016/679", Article 29 Working Party, 28 November 2017, p. 12.

San Francisco 512 Second St., Floor 2, San Francisco, CA 94107 
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Privacy Regulations Coordinator 

California Department of Justice 

300 S. Spring Street 

Los Angeles, CA 90013 

8 March 2019 

Comments on preliminary rulemaking for the California Consumer Privacy Act 

Dear colleagues, 

I represent Brave, a rapidly growing Internet browser based in San Francisco. Brave is 

at the cutting edge of the online media industry. Its CEO, Brendan Eich, is the inventor 

of JavaScript, and co-founded Mozilla/Firefox. Brave is headquartered in San Francisco 

and innovates in areas such as online advertising, machine learning, blockchain, and 

security. 

We are heartened to see the potential increase in the level of privacy protection in the 

California Consumer Protection Act. We write to raise four matters, and suggest how to 

further protect individuals' privacy in a manner that is compatible with innovation and 

economic growth. 

1. "Personal information"

First, we are concerned by the fact that the definition of "personal information" does 

not not include publicly available information. This is only partly remedied by the 

caveat that 

"Information is not 'publicly available' if that data is used for a purpose that is 

not compatible with the purpose for which the data is maintained and made 

available in the government records or for which it is publicly maintained." 

We suggest that it would be simpler and easier for business to understand, and for the 

Attorney General to enforce, a definition of personal information that includes all 

San Francisco 512 Second St., Floor 2, San Francisco, CA 94107 
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@brave 

personal information, irrespective of whether the information is public or not. From our 

perspective as a business that also operates in Europe under the GDPR, we have 

experienced no ill effect from the GDPR' s definition of personal data, which include 

both public and non-public information. As a general principle, it is the information's 

relationship to a person that makes it "personal", and this applies whether or not that 

information happens to also be public. 

We commend the legislator for including "capable of being associated with" within the 

definition. This is of critical importance. 

2. Deletion requests

There is a risk that the CCP A allows a business to deny a deletion request if the data

concerned are - in its own judgement - useful for "security", "debugging", or to provide

a good or service "reasonably anticipated within the context of a business's ongoing

business relationship with the consumer".

We suggest that this is too wide a spectrum of reasons to not comply with a person's 

request for deletion of information about themself. 

In particular, we are troubled by the exception concerning "a business's ongoing 

business relationship with the consumer". Why would a person request the deletion of 

data that would negatively affect the service they receive, unless they are aware of that 

fact? If, however, they are not aware of the consequences, then surely all that is 

necessary is to inform them, and ask if they wish to proceed. We believe that limiting a 

person's right to have data about them deleted in such a circumstance run counter to 

logic. We are deeply concerned that this may undermine intention of the Act. 

3. "Business purposes" exception

We are troubled by the Act's exception for personal information to be used or shared

when necessary to perform a "business purpose". A business purpose can include:

" ... providing advertising or marketing services, providing analytic services, or 

providing similar services on behalf of the business or service provider." 

We suggest that this requires more thought in the light of successive privacy scandals in 

advertising. Permitting personal information to be used for a business purpose that 

includes advertising may, we fear, open the door to widespread abuse by the 

San Francisco 512 Second St., Floor 2, San Francisco, CA 94107 
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@brave 

advertising technology industry. As participants in this industry, we urge you to 

engage in rulemaking that mitigates this grave threat. 

4. "Sale"

We are concerned that the concept of the "sale" of personal information may be too 

permissive. One company can share personal information with one or more other 

companies and benefit from this sharing without there being a formally defined 

valuable consideration. This occurs, for example, in the "real-time bidding" online ad 

auction system, where personal information is shared among thousands of companies. 

We fear that this activity would not be captured by the concept of "selling". This is a 

grave concern, because real-time bidding currently broadcasts what every person in 

California reads, watches, and listens to online billions of times a day. Therefore, we 

urge a broadening of the definition of "sale" so that this activity, and similar activities, 

are captured. 

We commend you for your work on this Act so far, and are ready to help you if we can. 

Sincerely, 

Dr Johnny Ryan FRHistS 

Chief Policy & Industry Relations Officer 

San Francisco 512 Second St., Floor 2, San Francisco, CA 94107 
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Message

From: Mark Grace

Sent: 10/11/2019 9:45:00 AM
I

To: Privacy Regulations [PrivacyRegulations @a doj.ca.gov]

Subject: comments regarding rulemaking for CCPA

Flag: Follow up

I am a Great Clips franchisee. I operate 24 retail locations in California only. I feel that the current draft rules
leave many open questions for retail businesses, particularly all those retail locations that are franchised to an
out-of-state franchisor.

As you know, franchise agreements are broadly one-sided in favor of the franchisor. Our ability under these
contracts to take independent action regarding our business processes are extremely limited. Also, our rights of
recourse are also limited.

In our case, about 5 years ago, Great Clips undertook an effort to update the point of sale systems in all
franchised locations. Aside from modernizing the hardware, the data architecture was changed. We now
operate our store locations with 'thin clients' and all data collected is stored remotely (out of state) in Great
Clips controlled databases. Franchisees have no control over the storage of this data. However, we are
required under the contract to operate the system per the franchisor's instructions. I am therefore compelled to
collect customer data.

Unlike most food franchises, but similar to other ̀ personal service' franchises, Great Clips has built its system
architecture around knowing a certain amount of personally identifiable information about each customer.
Sometimes this data is collected directly from customers enrolled in the Great Clips app. Sometimes it is
collected in the store at the time of service. Sometimes it is augmented by Great Clips using third party services
to 'enrich' the customer data.

In our case, the franchisor has explicitly stated that the customer data belongs to the franchisor and that
franchisees are only granted a limited license for certain use and access. However, we are compelled to collect
data and transmit that data to a 3rd party's server (the franchisor's out of state server), and we are doing
business as Great Clips as far as our California customers are concerned. We have the ability to collect data,
but no ability to control the use of, or delete, customer data.

Also, it is a fundamental behavior of the national franchise industry that franchisors undertake compliance-
driven changes to systems and procedures only when the implications are significant and crystal clear to them.
Federal regulations get great attention, but they tend to minimize state level regulation until it becomes more
widely adopted. A basic premise of all franchise models is that the burden and liability of 'local' compliance falls
upon the franchisee, and this is spelled out in the lopsided contracts.

I imagine other franchise systems and franchisees are in a similar situation.

Franchisees are independent companies incorporated usually in the state in which the store operates. My
company, Grace Franchise Operating Company, Inc., is incorporated in CA and we have about 200 W2
employees at 24 locations from San Francisco to Ventura county.

It would be very helpful if the rules proposed had more expansive guidance regarding the definition of 'the
business.' In particular, it would be extremely helpful if the rules explicitly stated the obligations of franchisors
and franchisees, calling out the specific case in which the franchisee is contractually compelled to collect data
on behalf of the franchisor. Retail is such a massive part of the business community, and the franchise
business model is prevalent in the retail industry.

Unless you do this, the target for all litigation will be the CA businesses that operate as franchisees, who are
just stuck in the middle.

Thank you very much for your consideration of this concern. It is in my interest to become fully compliant, but it
is difficult unless the regulations are pointed and clear with regard to the franchising business model itself.
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CAUTION: THE INFORMATION CONTAINED IN THIS ELECTRONIC E-MAIL AND ANY ACCOMPANYING DOCUMENT(S) IS

INTENDED ONLY FOR THE USE OF THE ADDRESSEE AND MAY BE CONFIDENTIAL, MAY BE PRIVILEGED. IF ANY READER OF

THIS COMMUNICATION IS NOT THE INTENDED RECIPIENT, OR THE EMPLOYEE OR AGENT THAT IS RESPONSIBLE FOR

DELIVERING THE COMMUNICATION TO THE INTENDED RECIPIENT, UNAUTHORIZED USE, DISCLOSURE OR COPYING IS

STRICTLY PROHIBITED, AND MAY BE UNLAWFUL.
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Message

From: friendofprivacy
Sent: 10/22/2019 9:02:01 AM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: Designated Contact Method

Flag: Follow up

Section 1798.130(a)(1)(A) clearly states that a business that operates exclusively online shall only be required
to an email address. This change was introduced by AB 25. I assume the this draft regulation was mistakenly
not updated. If it was not a mistake it appears the proposed regulations are in conflict with the statute.
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Message

From: Laurie Lamberth VP Operations Bulzi Media Inc,

Sent: 10/15/2019 12:18:44 PM

To: PIUWebform

Subject: [WEB FORM] GENERAL COMMENT OR QUESTION

Below is the result of the feedback form.
It was submitted by

NEW—TYPE:
DOJ USE ONLY

DOJ USE ONLY

TYPE: PL
First Name: Laurie
Middle Initial:
Last Name: Lamberth VP Operations Bulzi Media Inc

Comment Or Question Message: I am trying to understand what our business must to do comply with the new
California Consumer Privacy Act (CCPA). But I am not able to even begin this work because the draft
regulation does not define "personal information". I accessed the "Text of Proposed Regulations" here:
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf

The proposed regulations DO NOT define "personal information"! They go on and on and on about all the
things that must be done before collecting, when processing, when responding to consumer requests about,
keeping records of... and and and with respect to "personal information" -- and yet "personal
information" is NOT defined!

THIS APPEARS TO BE A MAJOR OVERSIGHT.

Please provide a definition of "personal information" under CCPA, or point me to an online resource where
this definition exists.

Thank you. Laurie Lamberth
Affirm Information Accurate: Yes

Email:
confirm Email:
Referrer: https: oag.ca.gov contact/general-comment-question-or-complaint-form

[End of comment or complaint information]
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Message

From: friendofprivacy
Sent: 10/22/2019 11:41:48 AM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: Regulation 999.312(d)

Flag: Follow up

A major criticism of the CCPA is that imposes too many expensive compliance obligations on medium size
businesses. To address these costs, many companies are leveraging processes designed to ensure compliance
with GDPR for CCPA compliance purposes. Regulation 999.312's requirement to impose a two-step process
prevents this. European regulators would consider this requirement a privacy deterrent and likely in violation of
GDPR. In addition, businesses will draft the scariest of warnings and successfully deter consumers from
deleting their information. For these reasons, the requirement should be revoked.
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Message 

From: Lamb,Gerald 

Sent: 11/19/2019 1:25:52PM 

To: Privacy Regulations[PrivacyRegulations@doj.ca.gov] 

Subject: California Consumer Privacy Act 

We have some questions and concerns regarding the applicability ofthe California Consumer Privacy Act. While it is 
clear thatthe Act is intended to protect all Californians and their constitutional right to privacy,the below definition for 
businesses thatthe Act applies to is notso clear. The definition "consumers" is applicable to California residents but we 
believe the Civil Code should be changed to help clarify it only pertains to such business related to California consumers. 

Civil Code section 1798.140,subdivision(c)defines"business" as a for-profit business or other legal entity that collects 
and determinesthe use ofconsumers'personal information,and satisfies one or more ofthefollowing thresholds: (A) 
Has annual gross revenues in excess oftwenty-five million dollars($25,000,000)in the state of California; (B)Buys, 
receives,or sells the personal information of50,000 or more consumers,households,or devices in the state of 
California; or(C)Derives50 percent or more of its annual revenuesfrom selling consumers'(consumer already defined 
as California resident) personal information. 

By doing so,it will help clarify which entities are necessarily effected by the Act. Our company is domiciled in another 
state but we do a small percentage ofcommerce in the state of California. 

Thank you for your review and consideration. 

Regards, 
Gerald Lamb 
MPP Co., Inc. 
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Message 

From: 

Sent: 

Shawn Yadon 

11/22/201910:10:29 AM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov) 

Subject: California Trucking Association Comments on the Proposed Regulations Concerning the CCPA 

Attachments: CTAcommentsAGCCPA.PDF 

To: Privacy Regulations Coordinator (Office of the California Attorney General), 

On behalf of the California Trucking Association (CTA), attached please find comments pertaining to the proposed 

regulations concerning the California Consumer Privacy Act (CCPA). 

Should you require any further information, please do not hesitate to let me know. 

Kind regards, 

We drwe lot n ll\llng Safely' IS. ou, ptlt'ltlly. 

Shawn Yadon I CEO

California Trucking Association 

4148 East Commerce Way 

Sacramento, CA 95834 

W: www.caltrux.org 

0 
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November 14,2019 

Via Email to PrivacyRequlations(cDdoi.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, California 90013 

Re: CTA Comments on the Proposed Requlations concerninq the CCPA 

Dear Attorney General Becerra, 

The California Trucking Association(CTA)appreciates the opportunity to submitcomments to 
the California Attorney General as part of the Attorney General's rulemaking process under the 
California Consumer Privacy Act(CCPA). The California Trucking Association promotes leadership 
in the California trucking industry,advocates sound transportation policies to all levels of government, 
and works to maintain a safe,environmentally responsible and efficient California transportation goods 
movementsystem. 

The CTA appreciates the common-sense approach the Attorney General's Office has taken in 
drafting its proposed regulations under the CCPA (the "Proposed Regulations"). For example, 
providing options for businesses to use to delete personal information when required ensures 
businesses have the flexibility to adopt protective mechanisms that fit each particular context. The 
clarity the Attorney General has brought to certain other issues is also welcome, such as the 
restrictions on disclosing certain categories of data,due to information security concerns, in response 
to right to know requests. 

We appreciate the time, effort, and close attention the Attorney General's Office has devoted 
to crafting the Proposed Regulations, and its commitment to receiving commentfrom those who will 
comply with them. In this spirit, we respectfully submit ourfeedback regarding the current draft ofthe 
Proposed Regulations for your consideration on behalf of our members within the package 
transportation industry. 

1 
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A. THE CCPAAND THE PACKAGE TRANSPORTATION INDUSTRY

The CCPA will regulate package transportation providers as businesses operating in California 
that collect personal information relating to California consumers. For package transportation 
companies, certain unique CCPA issues arise from the fact that a significant portion of the personal 
information processed in core, day-to-day operations is received not directly from consumers, but 
instead from retailers and other corporate customers. This information takes the form of addressing 
details and package-related information, such as package dimensions and weight (collectively, 
"Shipping Information"). 

For example, when a consumer buys a pair of shoes online, the online shoe retailer provides 
a package to a carrier along with associated Shipping Information. Consumers not only expect this 
information sharing, they in fact require it when they pay retailers and manufacturers to arrange for 
the shipping of products they have purchased. 

The necessity of data sharing as a feature of daily package transportation operations raises 
several key questions under the CCPA. Our comments below relate to the issues we view as most 
critical: 

1. Sharing Shipping Information with package transportation companies should not
constitute a "sale" of personal information.

2. This is critical because a different finding would mean transportation providers receive
Shipping Information only as "service providers" - a result that would be inconsistent
with consumer expectations and would significantly impair the transportation industry,
with no corresponding consumer benefit.

8. COMMENTS OF THE CTA ON THE PROPOSED REGULATIONS

1. Sharing Data with Package Transportation Companies to Ship Packages Should Not be
Deemed a "Sale" of Personal Information.

The CTA respectfully submits that it is critical to the package transportation industry to confirm 
that retailers and other corporate customers do not "sell" Shipping Information when they provide that 
information to transportation providers. This clarification is critical, due to the scope of the definition 
of "sell" in the CCPA, because transportation providers inherently use Shipping Information for more 
than simply to deliver each individual package to each individual address. Shipping Information is 
inherently embedded into the operations of transportation providers, similar to how an organization 
might consume and integrate fuel or other supplies into its operations. For example: 

• Carriers use Shipping Information continuously and on an automated basis for package
routing within their networks; transportation and delivery planning and optimization; and
to make decisions about package network optimization (including locations of facilities,
retail outlets, staffing, "drop boxes'' where consumers can pick up and leave packages,
and capital investment). They do not simply use the information to deliver a specific
package and then forget it.

• Shipping Information constitutes a combination of information received from customers,
plus information carriers append from their own historical information and operations
(including very specific details of package handling, status, and routing within a package
network), and information they receive from third parties. The individual elements
received from customers are integrated into this data and are not reasonably capable of
being pulled back out.

2 
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o Carriers continuously and automatically update Shipping Information about individual
packages with additional information concerning individual shipment attributes, and
operational details and requirements for shipments meeting such attributes (e.g.,
handling of a particular package due to its dimensions and weight ("DimWeight") or
service level (e.g., standard vs. priority)) in order to fulfill deliveries and operate and
improve the carrier's package transportation network. Carriers do this in order to route
large numbers of deliveries to the right place at the right time, to manage the
transportc1tion network, and to improve the shipping network for future deliveries.

o One of the more prominent examples of this is addresses: annually, carriers often
correct tens or hundreds of millions of addresses that customers have submitted to
them using information carriers collect while delivering packages, or from data
acquired from, e.g., the US Postal Service. Once an address is corrected, it enables
future shipments from any other corporate customer to reach that same address as
desired by the consumer(s) resident at that address.

The use of Shipping Information by transportation providers beyond the simple delivery of each 
individual package to each individual address, when requested not by the individual consumer but by 
a retailer or other corporate customer, could therefore be considered to result in a sale of that 
information by the retailer to the carrier, but for the exception in Cal. Civ. Code § 1798.140(t)(2)(A). 

• Subsection 1798.140(t)(2)(A) provides that a business does not "sell" personal information
when consumers "direct the business to intentionally disclose personal information." This
is precisely what happens when consumers order goods from carriers' corporate
customers that need to be shipped.

• Specifically, when consumers buy products, they are directing retailers and other
corporate customers to disclose Shipping Information to a transportation provider, instead
of making their own separate arrangements with a transportation provider directly or, when
applicable, directly picking up the merchandise from the corporate customer's facility. In 
fact, consumers generally pay a separate and extra charge for shipping, arguably
affirmatively obligating the corporate customer to share information with a transportation
provider for shipping purposes.

• To exempt consumer-directed data disclosures from being a "sale," the CCPA does not
require that the consumer specify precisely who should receive their personal information.
Instead, the § 1798.140(t)(2)(A) requires only that the consumer "direct" a retailer or
manufacturer to "intentionally disclose" their information. Consumers who purchase
merchandise from retailers or manufacturers have exactly this in mind - that their data will
be provided to a carrier that will deliver the merchandise to them.

Shipping Information remains protected under the CCPA in the hands of the carrier. 
Carriers are businesses that determine the purposes and means of the processing of Shipping 
Information and must comply with the CCPA, including the various privacy obligations and 
protections established by the statute. This information is also protected by a longstanding federal 
law that regulates its handling and disclosure. 1

The CTA believes the plain meaning of the CCPA establishes that retailers and other corporate 
customers transfer Shipping Information to transportation providers outside the definition of a "sale" 
pursuant to the direction of the consumer purchasing the product. But our members are seeing certain 
corporate customers interpret the law differently, positioning carriers as "service providers" as defined 

1 See 49 U.S.C. § 14908. 
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in the CCPA, out of a concern that disclosing data to a separate "business" carries a "sale" risk. This 
designation would prevent package transportation providers from being able to use Shipping 
Information for any purpose beyond delivering each individual package - a result that will impair 
operations across the industry with no corresponding consumer benefit. The CTA therefore 
respectfully requests the Attorney General to clarify the application of Section 1798.140(t)(2)(A) to 
Shipping Information that transportation providers receive from businesses, pursuant to the Attorney 
General's rulemaking authority under Cal. Civ. Code § 1798.185(b )(2). 

2. Clarifying that the Sharing of Package Information Is not a "Sale" Is Critical to the Package
Transportation Industry, because Deeming Transportation Providers as "Service
Providers" Would Fundamentally Impair the Industry's Ability to Operate, with no
Corresponding Benefit to Consumers.

A finding that transportation providers receive Shipping Information as "service providers,° and 
not pursuant to the direction of the consumer under Cal. Civ. Code § 1798.140(t)(2)(A), would 
fundamentally impair transportation industry operations and would be inconsistent with consumer 
expectations. 

a. Consumers Have Direct Relationships with Package Transportation Providers.

When an individual consumer directly hires a carrier to ship a package, that carrier clearly acts 
as a business with respect to the consumer, not a service provider. The carrier thus has the 
corresponding obligations of a business under the CCPA, such as to accept and fulfill requests to 
know and requests to delete. 

But if carriers are deemed to constitute service providers, and not businesses, when the 
shipper happens to be a corporate customer, then the carrier's obligation will be to direct a consumer 
submitting a request back to the corporate customer. This is an inefficient result which would create 
a risk of consumer confusion. Indeed, our members' experience is that consumers continue to see 
themselves as having direct relationships with the individual carriers delivering shipments to them, 
whether in connection with tracking shipment status, submitting claims, or requesting privacy-related 
information. 

b. A "Service Provider" Designation under the CCPA Will Create Fundamental
Operational Issues for the Package Transportation Industry.

The designation of transportation providers as "service providers" would also create a more 
fundamental problem. This is because, as we discuss in Part 1 above, transportation providers 
inherently use Shipping Information received about an individual package for more than simply to 
deliver that package to the designated destination address. Shipping Information is inherently 
embedded into the operations of transportation providers and is therefore used for other 
transportation, planning, and operational purposes in the future. 

While the CTA believes that the uses described in Part 1 fall within the permitted uses for 
service providers under the statutory language in the CCPA, the Proposed Regulations would seem 
to preclude this finding. 

• The CCPA permits corporate customers to share personal information with service
providers for "business purposes" subject to appropriate contractual terms. The statute
defines "business purposes" to include using personal information for a service provider's
''operational purposes, or other notified purposes, provided that the use of personal
information shall be reasonably necessary and proportionate to achieve the operational
purpose for which the personal information was collected or processed or for another

4 
LEGAL02/39365 I 99v2 

CCPA_ 45DAY _00019 

W9-1
(cont.)

W9-2

LuongH
Line

LuongH
Line



operational purpose that is compatible with the context in which the personal information 
was collected." Cal. Civ. Code§ 1798.140(d) 

• The CTA believes that, if deemed service providers, carriers' uses of Shipping Information
would fall within this definition as "operational purposes, or other notified purposes" that
have been notified via carriers' consumer-facing privacy policies, and which are
"reasonably necessary and proportionate ... or ... compatible with the context in which
the personal information was collected [by the corporate customer]." Id.

Even if this interpretation is correct - which the CTA believes to be the case - we anticipate 
corporate customers may take a different position as a risk management measure because of 
concerns about other potential constructions of the law. The Proposed Regulations make this situation 
even more perilous for the industry. 

c. If Deemed a "Service Provider'' Subject to the Restrictions in the Proposed
Regulations, Package Transportation Providers Will Need to Disregard and
Ultimately Discard Shipping Information about Each Individual Package after
Delivery. This Result Would Impair Commerce and Harm Consumers, with no
Corresponding Consumer Benefit.

The draft text of § 999.314( c) within the Proposed Regulations published by the Attorney 
General's Office would clarify that the right of service providers to use personal information received 
from customers is limited strictly to delivering the requested service. It states: 

§ 999.314. Service Providers

(c) A service provider shall not use personal information received either from a
person or entity it services or from a consumer's direct interaction with the
service provider for the purpose of providing services to another person or
entity. A service provider may, however, combine personal information
received from one or more entities to which it is a service provider, on behalf
of such businesses, to the extent necessary to detect data security incidents,
or protect against fraudulent or illegal activity.

As stated above, the CTA believes that package transportation providers are businesses, and 
not service providers, and that when retailers and other corporate customers share Shipping 
Information with carriers they do so at the direction of consumers pursuant to Cal. Civ. Code 
§ 1798.140(t)(2)(A). But unless this is clarified through the Attorney General's rulemaking process,

we anticipate corporate customers will continue to insist on carriers accepting the designation as
"service providers" under the CCPA. The current language of § 999.314(c), if adopted, would
therefore preclude transportation providers from using Shipping Information for fundamental, inherent,
and accepted purposes that do not create privacy risks for consumers.

• For example, if deemed a service provider, then once a carrier delivers a package, the
carrier would not be able to use that delivery address (which in and of itself may qualify
as personal information under the CCPA) or any details about the delivery (e.g., the
precise location of a drop-off point) to facilitate the next delivery to that address. This is 
not in the consumer's interest - as correct address information and details about the
delivery point enable carriers to operate more efficiently, provider a higher level of service,
and lower costs. And this finding would provide no consumer benefit. Carriers themselves
are directly accountable to consumers under the CCPA.
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• Carriers would also apparently be precluded from taking the position that accepted uses
such as address correction are "proportionate" and "compatible" uses for a permitted
"business purpose." The CTA submits this would be an anomalous result that would not
provide any consumer benefit.

Therefore, if the Attorney General declines to clarify the application of Cal. Civ. Code 
1798.140(t)(2)(A) to Shipping Information processed by the package transportation industry, then the 
CTA would respectfully request the Attorney General to consider revising the Proposed Regulations 
to make clear, in the second sentence, that the use of Shipping Information by carriers to provide 
services to other customers - and indeed to others residing at the same address - and for other 
internal transportation operations-related purposes is permissible. 

3. The Clarifications Requested by the CTA Are also Consistent with the law under the
European Union General Data Protection Regulation, which Provides that Package
Transportation Providers Are Controllers, not Processors, as to Shipping
Information.

The European Union General Data Protection Regulation (the GDPR) is arguably the most 
comprehensive and protective privacy law in the world. Even in the EU, under the GDPR, package 
transportation providers are deemed controllers that have the right to determine the purposes and 
means of the processing of Shipping Information. 

• As the Attorney General's Office will be aware, the definition of "controller" in the EU is
analogous to the definition of "business" in the CCPA, in that both a controller and a
business "determineO the purposes and means" of the processing of personal information.
Cal. Civ. Code § 1798.140( c )( 1 ); GDPR Art. 4(7). The GDPR also contains the concept

of a "data processor", which, similar to a service provider under the CCPA, is defined as
an entity that processes data on behalf of a controller. The controller/processor concepts
have existed at the EU level since 1995, when the EU's Data Protection Directive was
passed, and they continue in effect under the GDPR.

• European regulators who have addressed the issue have consistently found that package
transportation companies are best classified as "controllers," not as "processors." As an
example, the Unrted Kingdom's Information Commissioner's Office issued guidance in
2014 stating that a delivery service ''will be a data controller in its own right in respect of
any data it holds to arrange delivery or tracking . . . such as individual senders' and
recipients' names and addresses."2 More recently, the Bavarian Office for Data Protection
Supervision issued 2018 guidance stating that "postal services for letter or package
transportation" are generally "not data processing," but instead "specialized services''
offered by "an independent controller. "3

We respectfully suggest that the European practice reflects a recognition of the fundamental,
inherent, and accepted purposes for which package transportation providers must use personal 
information to perform their daily operations at the level expected by both consumers and customers. 
We request the Attorney General to take a similar approach under the CCPA by clarifying the 

2 See Information Commissioner's Officer, Data Controllers and Data Processors: What the Difference Is and What 
the Governance Implications Are at 12 (June 5, 2014), available at https://ico.org.uk/media/for
organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf. 
3 See Bayerisches Landesamt fur Datenschutzaufsicht [Bavarian Office for Data Protection Supervision], FAQ zur 
DS-GVO: Auftragsverarbeitung, Abgrenzung [GDPR FAQs: Data Processing, Distinguishing [between Controllers 
and Processors]] at 2 (July 20, 2018), available (in German) at 
https://www.lda.bayern.de/media/FAQ Abgrenzung Auftragsverarbeitung.pdf. 
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application of Section 1798.140(t)(2)(A) to Shipping Information that transportation providers receive 
from businesses, pursuant to the Attorney General's rulemaking authority under Cal. Civ. Code 
§ 1798.1 BS(b )(2).

* * * * * * 

We appreciate the Attorney General's review and consideration of our comments in this 
letter, and look forward to the Attorney General's con�h the rulemaking process. 
For any questions or feedback, please contact me at-. We thank the Attorney 
General and his staff for the opportunity to provide our views for consideration, and lool< forward to 
working with you to address the matters outlined above. 

With kind regards. 

Shawn Yadon 

CEO 

California Trucking Association 
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Turning People and Organizations 

Into Cyber Guardians 

November 11, 2019 

Attorney General Xavier Becerra 

Attorney General's Office 

California Department of Justice 

P.O. Box 944255 

Sacramento, CA 94244-2550 

Subject: CCPA and Minimum Reasonable Information Security Practices 

Dear Mr. Attorney General: 

I write to you as the founder and President of a California nonprofit, SecureTheVillage. We are a 

community of information security practitioners; IT vendors and MSPs; attorneys with a 

practice in cyber; cyber-investigators; insurance and risk management professionals; law 

enforcement, including the FBI, Secret Service, and both the Los Angeles County and Orange 

County District Attorney's Office; and others. In addition to our base in Los Angeles, our 

community extends to Orange County and Sacramento. 

I am writing in regard to the California Consumer Privacy Act (CCPA) Right of Compensation to 

consumers in the event of a data breach except when the breached business maintains 

"reasonable security procedures and practices appropriate to the nature of the information 

being protected. 11 

As has been widely discussed, there is a great deal of uncertainty as to exactly what 

"reasonable security procedures and practices" is to mean. 

In response to this uncertainty, Secure The Village has developed and published-as a free public 

service-a set of Minimum Reasonable Information Security Management Practices. 1

For the reasons described below, we invite you to use our Minimum Reasonable Information 

Security Management Practices in assisting California establish appropriate reasonability 

requirements for organizations to follow in complying with CCPA and other information security 

management obligations. 

1 See https:J/mrsp.securethevillage.org/. 

Secure The Village 

Organizing Community. Actionable Education. 

https://securethevillage.org/ 
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Secure The Village views these minimum reasonable practices as so basic to the responsibility of 

securing private consumer information that a failure to implement them should be considered 

prima facie evidence that an organization's information security procedures and practices are 

not reasonable. We developed them to be commercially reasonable and reasonably achievable 

for any company subject to CCPA. 

It is important to note that we are not saying that an organization meeting these minimum 

practices has reasonable practices. To cite one example, the "reasonability" requirement for a 

large telecommunication or Internet Service Provider is considerably more than our suggested 

minimum. And even a company that meets our minimum standards might still not have 

reasonable standards appropriate to the nature of the information being protected. Our 

suggested minimum is designed to establish the floor, not set the bar. 

SecureTheVillage's Minimum Reasonable Information Security Management Practices are based 

upon other existing information security standards. These include: 

1. The NIST Cybersecurity Framework

2. International Standards Organization ISO 27001 family, Information Security

Management

3. The Center for Internet Security's Critical Security Controls [CIS-20) {Identified by then

Attorney General Kamala Harris in the California 2016 Data Breach Report)

4. New York State Department of Financial Services, 23 NYCRR 500, Cybersecurity

Requirements for Financial Services Companies

5. NIST 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems and

Organizations

Secure The Village's Minimum Reasonable Information Security Management Practices have nine 

basic elements. 

1. Information Security Management

2. Information Security Subject Matter Expertise

3. Security Management of Sensitive and Private Information

4. Security Awareness Training/ Culture Change (SecureTheHuman)

5. Security Management of the IT Interface

6. Security Management of the IT Infrastructure: Use of CIS-20 Critical Security Controls 2

2 At the present time, our incorporation of the CIS-20 is based upon the Center's Version 6 controls. We will be

upgrading our minimum to the newer CIS Version 7 controls later this year or early in 2020. 
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7. Third-Party Security Assurance 

8. Information Resilience 

9. Information Security Governance 

It would be my pleasure to meet with you and/or your staffto discuss how our Minimum 

Reasonable Information Security ManagementPractices supports California's need for a well-

defined standard for reasonable security practices. 

Thank you for your consideration.Thank you as well for your leadership in helping California 

find the right judicial answers to meetthe challenges ofcyber crime,cyber privacy and 

information security. 

I look forward to hearingfrom you. 

Sincerely, 

~aU4~~QQ 
Stan Stahl,Ph.D. 

SecureTheVillage 

Founder and President 
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Message 

From: Yaakov Shapiro 

11/13/2019 7:16:35 AM Sent: 

To: 

Subject: 

Privacy Regulations [PrivacyRegulations@doj.ca.gov1 

comment on CCPA Propsed Text Regulations 999.312 

Re 999.312 of CCPA Proposed Text Regulations: 

There is ambiguity in the language of the following paragraph: 

(a) A business shall provide two or more designated methods for submitting requests to know,

including, at a minimum, a toll-free telephone number, and if the business operates a

website, an interactive webform accessible through the business's website or mobile

application.

The word "or" in the phrase, "the business's website or mobile application" should be clarified. Currently, it can be 

interpreted in two ways: 

1) If the business has a website and mobile application, both must have an interactive webform, or:

2) If the business operates a website, it is sufficient to have the webform either on the website or on the mobi.le

application.

Yaakov Shapiro 
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Message 

From: Brian Pier 

Sent: 11/18/20196:40:23 AM 

To: Privacy Regulations[PrivacyRegulations@a doj.ca.gov] 

Subject: Commenton the CCPA 

I have a concern regarding the proposed regulations associated with the California Consumers Privacy Act(CCPA). 

Section 999.326 permits an authorized agent to submit a Requestto Know and/or a Requestto Delete(Requests)on 
behalf of a consumer. I foresee businesses who will offer to conduct these requests for consumersfor a fee. These 
businesses may collect contact information about a large number of organizations who maintain data about California 
Consumers - pretty much any business in California who meets the income standard - and will submit the Requests to all 
ofthese organizations,even though many ofthe organizations will have no information about the consumer.Technology 
easily support submitting the requests to thousands of organizations with little effort. 

There would a significant amount of work involved in responding to these request,even if almost every response is"We 
have no information about the consumer'.Just the process of validating these requests would be a significant burden. 
The proposed regulations certainly favorthe professional authorized agents over the companies complying with the 
CCPA. 

I work for a companythat has data that will be governed by CCPA.We never sell information about individuals.We only 
have information about customers,employees and employment candidates. 

Please implementthe regulations in a mannerthat prevents us from receiving a large number of inquiries from authorized 
agents regarding individuals for whom we have no information. I can foresee this becoming a significant burden that only 
generates revenue for a professional "authorized agent". 

While various modifications to the regulations could be incorporated to accomplish this request,could you limit the 
authorized agent requests to companies who sell information to others? Conversely, you could exempt organizations who 
do not sell information(as stated in their privacy policy)from requestsfrom authorized agents. 

Forthose of us who do not sell any personal information,we should not be subjected to a burdensome deluge of requests 
from authorized agents. For us, our customers,employees and job applicants supplied the information to us so they 
already know what information we have aboutthem.We have no other sources of information about individuals beyond 
the individual themselves. While we know we may need to respond to other individuals who submit Requests, I fear what 
professional authorized agents could create significant work for companies in similar situations. 

Regards, 
Brian Pier 
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Message 

From: 

Sent: 

To: 

Subject: 

11/3/2019 8:48:56 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Comment regarding CCPA and its associated regulations 

************************************************************************************************** 

********* 

Judging by this poorly conceived statute, the foolish proposed regulations, and AG Becerra's public statements, I can 

only assume that the Attorney General and the Legislature are determined to victimize small businesses and sole 

proprietors like me and drive us out of California forever. 

First, neither the proposed regulations nor the various amendments that have passed or been put forward in the 

Legislature have addressed a fundamental ignorance underlying the law: the thresholds of applicability. Judging by the 

first statutory stipulation -- gross revenues of $25 million a year or more -- one may presume that the legislatures who 

drafted the CCPA intended it to apply mostly to large and medium-sized corporations. (My total income from all sources 

throughout my entire life has never even approached that figure.) However, the stipulation that it applies to any 

business that collects personal information on 50,000 or more households per year betrays the technical ignorance of 

the Legislature and, in failing to usefully clarify it, the OAG. Because the statute defines "personal information" so 

overreachingly broadly, the law likely applies to nearly everyone on the Internet, including individuals with personal 

biogs or even social media accounts; it could easily be interpreted to apply to any person whose Twitter feed receives 

more than 137 individual impressions a day, even if none of those impression are from California residents! This is 

patently absurd and seems at odds with the implied statutory intent. 

In this way, the CCPA, and the proposed regulations, treat sole proprietors like me in exactly the same manner as tech 

giants like Facebook or Google, presuming vast legal, technical, and service resources that I simply do not possess and 

am by no reasonable standard able to afford. 

For one, it presumes that I possess contractual leverage over billion-dollar tech companies. For example, the law expects 

that if my website uses the Google Fonts service, or posts an embedded YouTube video, I should be able to contractually 

dictate Google's data practices, which companies like Google have no intention of or financial incentive to permit. I can 

assure you that no one at Google would ever even respond to a call or email from small fry like me, much less consider 

amending their standard terms of service. 

The CCPA also exposes small businesses and sole proprietors me to significant legal liability for simply using modern 

devices, software, or tools such as cloud-based data storage or content delivery networks (CDNs). The normal use of any 

iPhone or Android mobile device and those devices' associated apps and services may collect significant amounts of 

what the law defines as personal information about literally anyone I interact with or even walk past. Any Windows 10 

or iOS device is laden with telemetry and data mining tools, some of which cannot be turned off without software 

changes that violate the license terms. To mitigate that data gathering to any meaningful degree requires advanced 

technical knowledge and/or specialized tools, and even that cannot stop the full range data collection and sharing that 

CCPA and the proposed regulations seek to control. Simply loading contacts onto my phone or scanning my incoming 

email with an antivirus program that uses cloud services therefore becomes a potentially forbidden disclosure. 

The law further presumes that all businesses engage in the type of data aggregation and consumer profiling that have 

made Facebook and Google the subject of well-deserved public criticism. For example, the law and proposed regulations 

not only assume, but INSIST that I be able to identify an individual consumer across different devices and types of 

engagement -- that I associate the face of an individual in the background of a photograph I published as part of an 

article with IP addresses in a server log and an email address in a newsletter signup list. For those of us who are not 
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data-mining tech giants, that is neither feasible nor particular desirable. I usually have very little legitimate business 

interest in connecting such dots, and my doing so would be of no benefit to my website visitors or clients. As a 

consumer, I do not like being the subject of such data mining and routinely take steps to limit and thwart such "big data" 

aggregation. And yet, the State of California wishes to mandate that aggregation and correlation in ways that seem 

contrary to the interests of consumers as well as businesses operating in good faith. 

Consequently, the mandatory timeframes proposed for response to requests are frighteningly daunting. I am a sole 

proprietor, and I do not routinely aggregate different types of consumer data unless I have some pressing reason to do 

so. To respond to the extent the law and proposed regulations require to even a single access request would take me 

days of work. And yet, AG Becerra not only thinks I should be able to respond to an unlimited volume of requests from 

different individuals in a month and a half, but has also expressed his wish that I and my business should be subject to 

personal civil actions for failing to do so. Does he insist that I also be able to juggle plates while standing on my head? 

Furthermore, the opt-out request rules are, for all intents and purposes, technologically impossible to fulfill to the letter 

of the law and proposed regulations. For example, if I process an opt-out request from a particular consumer and they 

then access my websites or services from a device unknown to me, or via a proxy or VPN, their data may again be 

collected by advertisers or provided automatically to other service providers in ways that the extremely broad 

definitions specified in the statute would deem to be for commercial purposes. Again, this requires no bad faith or 

deliberate action at all -- any website with Google Ads may run afoul of these rules for this reason, even if the website's 

owner has taken reasonable, good faith steps to comply with the opt-out request. 

(As with the GDPR, the law's presumption that an IP address is personal information rests on extremely dubious 

technical grounds. While IP addresses can sometimes indicate an approximate geographical location, an IP address by 

itself can only rarely identify a specific individual, and can generally only do so in combination with other information. 

For example, many Internet service providers use dynamic IP addresses or IP address pools, where any customer with an 

active connection may be arbitrarily assigned an available IP address from the pool; if I turn off my modem for longer 

than about 30 minutes, my IP address will likely be different when I reconnect. Furthermore, a substantial number of 

consumers use proxy or VPN services that hide the consumer's actual IP address from any visited sites or services. 

Absent some other correlation information, there is no reason to assume that the actual human user associated with a 

specific IP address recorded in a log is even in the same country indicated by the IP address, and a single user using a 

proxy or VPN service may be able to visit the same website or service repeatedly from different endpoint IP addresses. 

This is an area where sensible regulation could clarify that IP addresses are only deemed personal information if they 

can reasonably be used to identify a specific individual or household, which is by no means always the case.) 

As a freelance writer, the implications of the CCPA for my free speech rights and my professional livelihood are 

extremely worrisome. The statute exempts from deletion requests information necessary to exercise my free speech 

rights (or so it says), but if I submit an article containing literally any identifiable information about any living Californian 

for publication in any manner that benefits me economically, any person mentioned (even public figures) can prohibit 

that publication by filing an opt-out request -- and, if AG Becerra has his way, personally sue me if I fail to do so, in a way 

that seems contrary to the intent of California's anti-SLAPP laws. This again is absurd and, despite whatever token 

mention has been made of preserving free speech and the public interest, represents a significant potential chilling 

effect and threat to the exercise of First Amendment rights. 

As a consumer, I'm annoyed that no provision has been made for me to selectively opt out of disclosures or request 

selective deletion, which forces businesses and online services into an all-or-nothing approach that will ultimately leave 

consumers with fewer options and less control over the use of our data. This is hardly a desirable outcome. 

My question about this law is "Cui bona?" It is onerous for most businesses other than Facebook, Google, Apple, 

Microsoft, etc. (which will likely test the limits of any available loophole, since fines for them are part of the cost of 

doing business). It encourages and mandates data aggregation in a way that seems directly contrary to the protection of 

consumers' privacy, and it'll bring yet another new load of confusing legalese and notification banners that most 

consumers will never read. It will impose new burdens on the courts and the OAG to investigate and/or try complaints. 
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It's hard to see any substantive benefit to privacy, and the price tag for what is at best a modest moral victory will be 

extremely high. 

I recognize that the OAG is not in a position to change the statutory language of the law and its amendments -- a task 

that, to the dismay of most observers, must be left to the fools in Sacramento who contrived this legislation in the first 

place. However, if AG Becerra would temper his determination to punish businesses and businesspeople, reevaluate his 

assumption businesses of any size all have the resources and the bad faith of Facebook, and consider the devastating 

financial impact this law will have on the state's economy, he COULD direct the OAG to provide common-sense 

clarifications of the law's many confusing ambiguities and contradictions and at least blunt the edge of the knife the 

CCPA is sticking between my ribs. 

************************************************************************************************** 

********* 
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Message 

From: 

Sent: 11/19/20194:50:51PM 

To: Privacy Regulations[PrivacyRegulations@doj.ca.gov] 

Subject: Comment regarding CCPA and its associated regulations 

************************************************************************************************** 

The proposed regulations would not require any type of verification for opt-out requests.This is a foolish choice that will 
lend itselfto endless abuse,directed not only at businesses attempting to act in good faith, but also against individual 
consumers. 

With no verification requirement,it would be very easy for malicious individuals or their automated "bots"to submit 
bogus opt-out requests on behalf ofany number of legitimate customersor users(e.g.,those who have posted 
commentsor reviews in connection with a purchase). Businesses would have little choice butto respond to most or all 
ofthose bogus requests,since the regulation would effectively prohibitthem from conducting the type of verification 
the other proposed rules require -- and failing to respond to a request(or indeed even responding to say the request 
appearsto befraudulent,even if it's obviously spam)would carry heavy potential legal liability. 

In this way,pranksters or other perpetrators of online abuse could send businesses chasing their own tails trying to 
respond to every fraudulent opt-out request,or sign other legitimate customers out of services that customer wants and 
has expressly requested. For example,if a consumer has asked to receive email updates on sales or special offers,a third 
party could,withoutthe consumer's knowledge or desire,sign the consumer out ofsuch updates by submitting an opt-
out request in the consumer's name. 

That is manifestly ridiculous, particularly given the technical difficulties involved in complying with the opt-out requests. 
Again, it lends itself to abuse, particularly where businesses have provided their consumers options to make a request 
electronically. Any online form is a constant targetfor Spam and malicious activity,and the way this rule has been 
framed would essentially require all businesses to play along with Spam bots, hackers,and other malicious entities,to 
the detriment of privacy and security. 

I gather thatOAG wantsto make sure there is not an undue barrier to consumers exercising their opt-out rights, but I 
see no sensible reason thatopt-out requests should not be subject to the"reasonable degree ofcertainty" verification 
standard described elsewhere in the proposed rules. Doing so would becommon sense and a bulwark againstthe abuse 
the no-verification rule invites. 

************************************************************************************************** 
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Message 

From: 

Sent: 

To: 

Subject: 

Webb Howell 

11/21/2019 8:33:14 AM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Comment 

I would like to see the rule include a definition of "Consumer." I would like to know if "consumer" includes 

business-to-business relationships and data gathering, as most businesses do for the purpose of sales and 
marketing. 

Thank you. 

Webb Howell 
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Message 

From: Chris Pedigo 
Sent: 11/7/2019 5:56:59PM 
To: Privacy Regulations[PrivacyRegulations@doj.ca.gov] 
Subject: DCN Comments re CCPA 
Attachments: DCN letter to CA AG 2019-11-07.pdf 

Hi — I am submitting these comments regarding the proposed regulationsfor the enforcementofthe California 
Consumer Privacy Act(CCPA). I have also attached the comments as a pelf. Please let me know if you have any questions 
or if I should submitthese comments in a differentformat. 

Chris Pedigo 
SVP,Government Affairs 
Digital Content Next 

Follow us on Twitter: ''aDCNor~ 
SM,n up for our weekly newsletter,InContext,for insights in digital media. 
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DIGITAL CONTENT NEXT 

November 7, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Sp1ing Street, First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act Regulations 

Dear Attorney General, 

We appreciate the opportunity to comment on the regulations proposed by your office to 
implement the California Consumer Privacy Act (CCPA). Founded in 2001 as the Online Publishers 
Association, Digital Content Next (DCN) is the only trade organization in the U.S. dedicated to 
serving the unique and diverse needs of high-quality digital content companies which enjoy trusted, 
direct relationships with consumers and marketers. DC N's members are some of the most trusted 
and well-respected media brands that, together, have an audience of 256,277,000 unique visitors or 
100 percent reach of the U.S. online population 1

. In layman's tenns, every person in the U.S. who 
goes online will visit one of our member companies' websites at least one time each month. 

We intend to submit detailed comments with specific questions and concerns about the 
proposed regulations by the December 6 deadline. In the intervening time, however, we feel 
compelled to draw your attention to the possible interplay of privacy regulation and market 
dominance, based on our experience complying with the General Data Protection Regulation 
(GDPR) in Europe. Legislation is often written with the assumption that businesses are free to 
negotiate the terms under which they integrate with their suppliers but, as detailed in the open Jetter 
to Google CEO Sundar Pichai2 that we penned in ApriJ 2018 alongside three other publisher trade 
associations, that is not always the case. In Europe, Google opted for an implementation of GDPR 

compliance that favored their interests while going against those of both publishers and consumers. 
We hope to preemptively avoid this happening again out of respect for consumers who ate visiting 
our sites and apps. 

Based on the legislative text of the CCPA and the proposed regulations issued by your 
office, when a consumer exercises their Do Not Sell right, publishers may not sell a consumer's 
data but would be al lowed to collect and use it for business purposes ( CCP A Sec l 798 .140 ( d) ). In 

1 com Score }vfedia 1\detrix J\fultiplatform Custo111 Audie11ce Duplication, December 2017 U.S.

2 Open letter to Google CEO Sundar Pichai, signed by Digital Content Next, the European Publishers
Council, the News Media Alliance, and the News Media Association. 
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addition, any company acting as a third party on a publisher's website may not collect and use a 
consumer's data except for a business purpose on behalf of the publisher. Service providers may 
still assist publishers in delivering their service but only on behalf of the publisher and are 
prohibited by contract from usi_ng the data for any other purpose. This is in 1i_ne with consumer 
expectations as the data is being collected and used within a single context 

Where a third-party company is not a service provider to the publisher, however, they must 
cease using the consumer's data for secondary purposes. For example, companies such as Facebook 
via the "like" button and Google via their ad technology services would be third pa11ies unless and 
until the consumer directly interacts with those services by clicking on the "like" button or the ad. 
Similarly, in the case of Google's Accelerated Mobile Pages (AMP), where Google is providing a 
service to publishers by hosting the content on their server, the consumer has no intention of 
interacting with Google. Indeed, most consumers would have no knowledge that Google is involved 
in helping serve the content. In these examples, as third parties, Facebook and Google must cease 
the collection and use of a consumer's data except for security and fraud purposes or for business 
purposes strictly on behalf of the first party as detailed in Sec 1798.140 (d) ofthe CCPA. These 
third-party companies must not add data about the consumer to any profile that may be used to 
tailor advertising to that consumer on a different, unrelated website. 

We are concerned that, similar to what happened with the GDPR, some third-party 
companies will attempt to avail themselves of creative implementations of compliance with the 
CCPA such as for instance declaring themselves to be a business or an agent of the first-party 
business with which the user is interacting - in clear defiance of consumer expectations - or by 
attempting to burden publishers with w1reasonable compliance requirements on their behalf (such as 
their compliance with section 115(d) of the CCPA). Because of a market structure that is heavily 
dominated by a small number of companies providing services essential to publishing, publishers 
may not have enough market leverage to negotiate with these third parties to obtain sensible 
contractual tenns that align with the reasonable expectations of consumers who are visiting our sites 
and apps. 

We are grateful for the opportunity to comment on the proposed regulations issued by your 
office and will provide more detailed comments in the coming weeks. In the meantime, please do 
not hesitate to contact us with any questions. 

Sincerely
)

Jason Kint 
CEO 
Digital Content Next 

J . 

---
'-I 
I L 

Chris Pedigo 
SVP, Government Affairs 
Digital Content Next 
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Meeting with Roger McNamee on October 28, 2019, memorialized October 28 and 31, 2019 

• Four problems: democracy, public health, privacy, competition
o Antitrust law deals with the last
o All start from surveillance capitalism (Shoshana Zuboff s book)

• Need to assert personal data as a human right rather than as an asset
o The assertion that you own data if you touch it is problematic
o Risks of data portability are high: need informed consent from everyone touched

and need to offset the asymmetry that favors incumbent players (Facebook will
profit from data portability)

o Corporations have data that they touch and data they acquire; they will sell
everything: Banks, health records (prescription data), menstrual cycle data
becomes Facebook's property

o What would consumer protection look like if data is a human right? Not "own
your data," but accountability for social costs, like bans on cloning or private
nuclear research

o Not a First Amendment issue because it's not about who posts but who gets
amplified. Algorithms encourage speech that leads to fight-or-flight responses

• Going after data can solve problems with democracy and public health
o No "Occam's Razor" solution better than this: aim for solution where data cannot

be used to harm you; it's not an asset but off-limits.
• Need CCPA regulations to be as close to the endpoint as the law will allow.

o GDPR was an almost perfect response based on knowledge of the problem as
understood 3-4 years ago. CCPA can fix what was missed.

o First problem: Thought the problem was data transfer on individual sites, not the
overall marketplace. Restriction on a particular site only addresses a subset of
data. Only 0.1-1 % of data at Google, Facebook, Amazon, Microsoft is directly
collected. Most is from tracking or is bought.

• Fix by looking at data minimization/ When providing a service, there
should be limits on what data can be used. Not OK for any site to have all
health, banking, location records.

• Must protect the consumer by recognizing that marketing has shifted:
companies have all the data from all the people. From life events they
determine common patterns and forecast. Need high-quality data.

• They also control access to information and only offer what serves them.
• The problem is that the marketer has nearly perfect information and the

consumer has only what the platform allows (surveillance capitalism =

authoritarianism)
• Solution: in perfect world ( l) only the first party could use the data. Uber

can use location and phone number for one ride only. Uber would have to
change prices and make explicit the true cost of the ride. (2) the use of
data "voodoo dolls" would be banned; can't use existing data. Compare
the chemical industry in the 1950s. Society changed and made the
companies internalize the externality of pollution. Need to make
companies internalize the costs of undermining democracy
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• First step is to allow litigation. Worth it to try and include a right of action
in the regulations and lose. Some actions have a cost.

o Second problem (easy one): GDPR allowed platforms to create their own dialog
boxes; companies used eye tracking and dark patterns to manipulate and 95% of

Europeans did not take advantage of protections.
• Need a factually accurate dialog box "this company knows everything

about you and their economic model is to control your choices."
• It's a flaw with CCP A if it can't do this.
• CCPA allows automatic opt-out: What about a tweet that "I opt out of all

data sale"?
• But a setting on a phone may work.
• The biggest problem is companies you don't interact with: credit card

processors and health care data companies. Can they use the data if they
launder it?

• Why not a lifetime lookback instead of 90 days? I'd make this an official
comment. Data doesn't get old this quickly. 91-day old data is still fresh.

• What about sale vs. transfer? The big scary people (Google, Microsoft,
Amazon, Facebook) complemented by wannabes: traditional data brokers,

data marketers like credit card companies (MasterCard worse than Visa)
• Current corporations are flexible and morph around regulations (unlike corporations with

assets like factories). They argue against them until they've changed their business

models.
o Amazon does microtargeting, but can just earn money from retail.

o Very east to circumvent regulations; surveillance capitalism is inherently
dangerous

o Facebook is "swapping" not selling, and maybe stopped in 2015 when it got
caught. But 2010-2014 allowed 9 million apps to have access to friend lists.
Swaps with hardware platforms (Xbox, PlayStation, Apple? Android?) Everyone
on Facebook was affected.

o CCP A can take the conversation to a level where it needs to go. DOJ should share
something it can do and give a list of things it can't solve yet under current
law(e.g. SB 561)

o Use CCP A regulations to leave California better off than today
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e entertainment• 

software 

association 

The Honorable Xavier Becerra 

California Department of Justice 

Office of the Attorney General 

1300 I Street 

Sacramento, CA 95814 

Dear Attorney General Becerra: 

November 6, 2019 

I enjoyed speaking with you at the Platinum Advisors client retreat in Sonoma recently, and sharing with 

you the prominent role the video game industry plays in California's entertainment and technology 

sectors. During our conversation, I mentioned our industry's interest in the California Consumer Privacy 

Act (CCPA) Rulemaking. I wanted to follow up on that matter, briefly. 

We appreciate the important work of your office in providing much-needed regulatory guidance 

regarding the application of the CCPA. For the video game industry, the most critical issue is ensuring 

that there are reasonable means to address the security and integrity of online games and game 

networks. Specifically, our members who publish video games are asking for explicit confirmation that 

the CCPA does not prevent them from protecting players of online video games from harassment, 

malicious conduct, and cheating by other players and from detecting and preventing cyber intrusions, 

the theft of services and infringement of intellectual property related to the game. We believe that the 

text of the CCPA supports this interpretation, but we ask that the regulations leave no doubt. 

When tens of thousands-or, in some cases, millions-of players meet up in online worlds to adventure 

together in competitive games, it is an unfortunate reality that some individuals may seek to harass, 

cheat or otherwise make the game less enjoyable for other players or try to gain unauthorized access to 

game content and features. Game publishers invest significant resources to root out and address this 

activity to help ensure that all players have a fun gameplay experience. These measures may include: 

• employing customer support staff to review reports of abuse,

• moderating chat consistent with game terms of service and privacy policies,

• deploying technologies to detect cheating, fraud, grooming, and other harmful behavior, and

• imposing escalating measures to enforce the game rules or codes of conduct and combat

unlawful activity including, in some cases, suspending, blocking, or banning players and deleting

their accounts.

If a game gets a bad reputation because of pe.rvasive cheating or harassment, some players may leave 

the game and new players may be discouraged from joining. Therefore, publishers invest significant 

resources in protecting players from potential cheating, harassment, and other harmful activities. 

Data privacy laws directly impact publishers' efforts to discourage, detect and protect against 

harassment, cheating, and other malicious conduct. For example, a game publisher may need to collect 

and retain personal information-such as screen names, IP addresses, and device IDs-along with 
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gameplay data, for purposes of detecting anomalous behavior and identifying which particular individual 

is engaged in fraud, cheating, or other harmful activities. 

If data privacy laws do not clearly allow publishers to continue engaging in these activities, some 

individuals may try to use these laws to undermine these important player protections. For example, in 

other jurisdictions that already have a data access right, our members have experienced some 

individuals abusing that access right to try to learn more about what triggered the game publishers' 

security, cheat, or fraud detection systems (e.g., common IP addresses across multiple fraudulent 

accounts) for purposes of evading them in the future. 

We recognize, of course, that most consumers will not abuse the access right in this manner. To be 

clear, we are supportive of the CCPA's access right, and members who operate in jurisdictions that have 

access rights already provide players access to personal information as legally required. But it is 

important that the CCPA's access, deletion, and other consumer rights are reasonably qualified to 

ensure that bad actors cannot misuse the CCPA to conduct forensic data analysis related to security, 

cheat, fraud and other systems for purposes of identifying weaknesses, avoiding future detection, and 

engaging in further fraud or other harmful activities. 

In addition, some individuals may seek to bypass the game's security features, steal services from game 

networks and/or infringe the game's intellectual property, to the determinant of the publisher and often 

other players as well. For example, in a subscription-based massively multiplayer on line game, 

fraudsters may steal valid account credentials from a player or use stolen credit card information to 

create a game account, which they then build up and sell on secondary markets (i.e., through extensive 

game play by an expert player, they "level up" the account so that it is quite powerful and then sell the 

game account for real money on an unauthorized third-party site). This conduct violates the publisher's 

terms of service, results in fraudulent account charges, and frustrates other players whose game 

characters are not as powerful because they followed the game rules and played the game as intended. 

The publisher also is harmed if it later refunds the unauthorized charges once it detects the illegal 

activity. The CCPA regulations should explicitly balance privacy rights with these important consumer 

protection and intellectual property-related concerns. 

We look forward to working with you and your staff on these important issues, and we will be 

submitting more extensive comments in the Rulemaking, including suggested redline language on this 

issue and other matters, in December. Thank you for your consideration. 

omas Fo kes 

ce President, State Government Affairs 

tertainment Software Association 

601 Massachusetts Avenue, NW• Suite 300 west• Washington, D.C. 20001 • Tel: (202) 223-2400 • Fax: (202) 223-2401 
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Message 

From: 

Sent: 

To: 

Subject: 

Attachments: 

James Harrison -
11/19/2019 2:56:05 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov1 
Regulatory Impact Assessment of CCPA 
00395287. pdf 

On behalf of Californians for Consumer Privacy, we respectfully submit the attached comments regarding the 

Standardized Regulatory Impact Assessment prepared on behalf the Attorney General. If you have any questions 

regarding CCP;s comments, please contact me. 

Thank you. 

James Harrison 

James C. Harrison 

Remcho, Johansen & Purcell, LLP 

1901 Harrison Street, Suite 1550 

Oakland, CA 94612 

Office: 510-346-6200 

www.rjp.com 

CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged information. It is 
solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is prohibited and may violate 
applicable laws including the Electronic Communications Privacy Act. If you are not the intended recipient, please contact the sender 
and destroy all copies of the communication 
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CALIFBRNIANSFOR 
CONSUMER PRIVACY 

November 19,2019 

The Honorable Xavier Becerra 
Attorney General 
1300 1 Street,Suite 125 
P.O. Box944255 
Sacramento,CA 94244-2550 

Dear Attorney General Becerra: 

We write to with respect to the Standardized Regulatory Impact Assessment: California Consumer 

Privacy Actof2018("CCPA")Regulations, prepared in August 2019 by Berkeley Economic Advising and 

Research,LLC. 

We have multiple questions with respect to the assumptions used,erroneousfacts included,and 

conclusions reached. We believe it vastly overstates the economicimpactofCCPA,as a result of 

guesses made by the authors,as opposed to sound business assumptions. 

We setforth below our commentsand requestsfor additional information. 

In preview,we conclude: 

1) The Assessment grossly overstates the number of businesses that will be covered by CCPA. 
2) The evidence chosen to support conclusions about how many businesses will be covered is 

almost negligent in its scope:two,tiny, non-scientific surveys,the data from each of which has 
been manipulated to support a conclusion that could just as easily have supported a 
diametrically different result. 

3) The Assessment relies on flawed reading ofthe actual underlying statute,SB 1121,and bases 
major conclusions on a fundamental misinterpretation ofthe text. 

4) The Assessment lacks factual data, but nonetheless ascribes extraordinary costs to this law. 
5) The regulatory impactstatement is fatallyflawed,and needsto startfrom scratch to more truly 

reflect actual details. 

Please see attached for an in-depth analysis ofthe Impact Assessment Report. 

All page references are to the original report(herein,the "Report"),which can befound at 

(http://dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/CC 

PA_Regulations-SRIA-DOF.pdf). 

http://dof.ca.gov/Forecasting/Economics/Major
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Attorney General Becerra 
November 19,2019 
Page 2 

A. Foundational incorrect assumption with respectto how many businesses would be covered by 
the law,resulting in incorrect assumption about costs. 

One ofthe three tests for which businesses are covered under CCPA reads:"[A business that]alone or in 

combination,annually buys,receivesforthe business'scommercial purposes,sells, or sharesfor 

commercial purposes,alone or in combination,the personal information of50,000 or more consumers, 

households,or devices." 

1) The Report erroneously omits wording from the key definition of what constitutes a covered 
business by substituting "share"for"sharesfor commercial purposes": 

a. See page 7: "The CCPA applies to all businesses in California that meetone or more of 
thefollowing three thresholds: (1)has annual gross revenues in excess oftwenty-five 
million dollars($25,000,000). (2)buys,sells, orsharesthe personal information of 
50,000or more consumers,households,or devices. (3) derives50%or more of its 
annual revenuefrom selling consumers'PI." [Emphasis added] 

b. See page 20,section 2.1:"The law establishes three thresholds[for which businesses 
are required to comply with the CCPA],each of which would trigger compliance 
requirements if reached...2. A business buys,sells, orsharesthe personal information 
of more than 50,000consumers,households,or devices per year"[Emphasis added] 

c. See page 20:"A lack of data prevents usfrom estimating with precision the number of 
businesses that meetthe other threshold requirements in the CCPA. However...any firm 
that collects personal information from morethan 137consumers or devices a day will 
meet the 50,000 threshold." [Emphasis added] 

d. As a result ofthe omission of"commercial purpose,"the Assessmentfundamentally 
misreads the law,which applies to a business only if it is sharing information for a 
commercial purpose. 

e. Thus,the proverbial blog that has 137 visitors a day is notcovered by the law, unlessthe 
blog is collecting personal information and subsequently selling or sharing it for a 
commercial purpose. 

i. Please note that an IP address alone does not qualify as PI, because an IP 
address on its own cannot identify a consumer. 

ii. This means a blog could easily display contextual ads nextto its subject matter 
(putting a garden shop ad nextto a post about composting,for example)in such 
a way that no personal information is shared,meaning that it would not count 
toward the 137/day,50,000/year threshold. 

f. Also, note thateven if one assumes a small business were making over 137 actual 
physical sales a day,which would thus meetthe definition of'sharingfor a commercial 
purpose/ Section 1798.100(e)includes a limitation such thatthe right of access does 
not"require a business to retain any personalinformation collectedforasingle,one-
time transaction,ifsuch information is notsold or retained by the business or to 
reidentify or otherwise link information thatis not maintained in a mannerthat would 
be considered personalinformation."In addition,Section 1789.110(d)reiterates that 
"Thissection does notrequire a business to do thefollowing: (1)Retain any personal 
information abouta consumer collectedforasingle one-time transaction if, in the 
ordinary course ofbusiness, thatinformation about the consumer is not 
retained.(2)Reidentify or otherwise link any data that,in the ordinary course of 
business, is notmaintained in a manner that would be considered personalinformation." 

WangJ
Typewritten Text
W19-1

LuongH
Line



 

 

 

 
  

  

Attorney General Becerra 
November 19,2019 
Page3 

i. This meansthatthe entire Right to Know(right of access)is mootfor businesses 
that are simply,for example,operating a store and making sales, unless the 
business is retaining the information in an effort to monetize it in thefuture by 
selling or disclosing it for a commercial purpose. 

ii. Especially with respect to the small online business,the reality is that if a 
business is simply showing an ad for a one-time transaction,and does not retain 
PI as part ofthat transaction,then there is no requirementfor the business to 
keep that information with respect to that consumer,in order to be able to 
present it later in response to an access or opt-out or deletion request;and a 
one-time credit card transaction, if not maintained in a mannerthat would be 
considered personal information,is equally not covered by the law. 

1. Some have stated,incorrectly,that simply collecting an IP address as 
part ofa visit to a website,constitutes collecting Personal Information 
under CCPA,but an IP address in and of itself is not PI because it alone 
cannot identify a consumer. So again,the notion thatthe small online 
business would be covered by CCPA even if it had asfew as 137 visitors 
a day,is incorrect. 

iii. Yet,the vast bulk ofthe Report's costs are driven by the mistaken assumption 
that between 383,328 and 570,066 businesses will be covered because ofthis 
"sharing"test. 

B. Pure guess about how many businesses covered(p.20):"We assume that either50%or75% 
of all California businessesthat earn less than $25 million in revenue will be covered under 
than CCPA." The only backup the Report givesfor this extraordinary claim is that"A survey 
completed bythe International Association Privacy Professionals(sic)(IAPP)found that8out 
of10surveyed businesses believed thatthey would need to take compliance actions as a 
result ofthe CCPA." 

1) There was nofootnote to the report, but an IAPP/OneTrustsurvey"Ready or not, here it comes: 
How prepared are organizations for the California Consumer Privacy Act?" published in March 
2019,surveyed 282 respondents,and has a chart titled "Nearly8in 10 respondents believe their 
employer mustcomply with the CCPA";thus,we assume this is the IAPP report to which the 
authors refer. 

2) Notably,only18%ofthe respondents in the IAPP survey werefrom companies with between 
1and 250employees. 
a. Also notably,21%oftotal respondentsthoughtthatCCPA did NOTapply to their 

businesses. 
b. There are no statistics in the IAPP survey that link these two answers,i.e., charting which 

respondentsfelt their businesses would have to comply with CCPA,against the size ofthe 
business the respondent represented. 

c. Despite this lack of data,the Report authorssomehow concludefrom this IAPP study that at 
least50%,and perhaps75%,of all California businesses with less than $25M in annual 
revenues,will have to comply with CCPA. 

d. An equally plausible conclusion could have been that no businesses with under 250 
employeesfeltthey had to comply with CCPA-18%ofthe survey respondents werefrom 
companies with less than 250employees,and 21%ofrespondentsthoughtCCPA did not 

3 1 Page 
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Attorney General Becerra 
November 19,2019 
Page4 

apply to them. This is actually a more logical guessthan the one the Report authors made 
(i.e., either50%or75%of all businesses would be covered by CCPA. 

i. o buttress this point,note that ofthose who thought CCPA did not apply to them, 
89%thoughtthat was either because their organization didn't collect/sell/disclose 
PI, or because it did not meetthe definition ofa business under CCPA. 

ii. It is not clear what led the Report authorsto conclude thatthe smaller businesses 
were notthe ones who do not collect/sell/disclose PI, or meetthe definition ofa 
business under CCPA. There is literally no indication in the survey about this fact. 

iii. The entire conclusion ofthe Report dependson the authors'assessmentof how 
many businesses are covered,and yetthe statementthat"the 50-75% upper-
bound compliance range is reasonably supported by empirical evidence"is not 
supported by any empirical evidence—itis,in fact,simply a guess with no 
supporting evidence. 

e. The result ofthis assumption,however,is thatthe Report concludes thatsomewhere 
between 383,328 and 570,066 California businesses will have to comply with CCPA(p.23)at 
a cost of between $11 billion and $16.5 billion(page 29). This is a staggering extrapolation 
from what is essentially 'just one way to read a tiny, unscientific survey.' 

C. Absurdly high estimate of how manysmall California businesses covered(Line 761 ofthe 
SUSB):"Number of Firms,Number of Establishments,Employment,and Annual Payroll by 
Enterprise EmploymentSizeforStates,NAICSSectors: 2016"report(choose"States,NAICS 
Sectors"),shows745,791 California businesses with under500employees. 

1) Ofthattotal,465,078 havefrom 0-4employees. 
2) Thus,using the Report's 383,328figure of how manyfirms will be covered by CCPA 

would mean thateverysinglefirm in California with over5employees,and22%ofthe 
firms with between1and4employees,would be covered by CCPA. 

3) Using the Report's 570,066figure would mean thateverysinglefirm in California with 
over5employees,and62%ofthefirms with between 1and4employees,would be 
covered by CCPA. 

4) Neither ofthese assumptions stand the test ofcommon sense. There are 45,000 
construction firms alone in California with between 0-4employees,and 53,000 in health 
care and social assistance. Are the authors suggesting thattens ofthousands ofsmall 
contractors,or home health care firms,are businesses engaging in at least 137 
transactions sharing personal information,every day,365 days a year? 

5) Small firms with under$25M in revenue(which,using the Report's assumption of 
$100,000 in revenue per employee,meansfirms with under 250employees),represent 
at least97%of California firms. The idea thatsome huge percentage ofthese firms are 
monetizing personal information by selling it, or sharing/disclosing itfor a commercial 
purpose(excluding one-time transactions)defies belief. We may live in an information 
economy,butthe vast majority of California firms with four orfive employees are not 
data brokers mining consumer information and the vast majority of businesses are not 
making 50,000sales a year-137times a day,7days a week—day in and day out. 

6) In conclusion,we strongly disagree with the central thesis ofthe reportthat between 
383,000and 570,000small businesses will be covered by CCPA. Indeed,the evidence 
presented to supportthis thesis is no better than a guess. 

41 Page 
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D. On page 11,there is another stunningly bold guess:`The total cost of initial compliance with 
the CCPA,which constitutes the vast majority ofcompliance efforts,is approximately$55 
billion. This is equivalentto approximately 1.8% ofCalifornia GrossState Productin 2018." 
a. No table is included in the report that totals to this$55 billion figure. 
b. It appears nowhere else, with no supporting backup as to how it was arrived at. 
c. The paragraph outlining the$55 billion figure, which is only mentioned once,begins with 

this statement:"we generate[d]a back ofthe envelope cost ofCCPA compliance,including 
both the statute's baseline costs and the incremental costs attributable to the regulations, 
using estimatesfrom the TrustArc survey cited above." 

d. Reading the TrustArcsurvey the Reportrelieson,and upon which this entire conclusion 
wasbased,it turnsoutthat TrustArcsurveyed NOcompanies with under500employees, 
and only68companies with between500and1,000employees. 68companies,nationally. 

e. Let usreiterate:The Reporthad NODATA on99.8%ofCalifornia businesses,theones with 
under500employees—and yetitascribes tensofbillionsofdollarsin costs to these 
businesses. [Note:California EDD data(choose'Number of Businesses, Number of 
Employees,and Payroll by Size of Business(Table 1)'and US Census data diverge here, but 
the point is there are a tiny number of very large firms,and a huge number of small ones.] 

f. The Report doessay in a footnote to this section that"The TrustArcsurvey only sampled 
privacy professionalsfrom firms with at least500employees. Therefore,it is very possible 
thatwe are overestimating the compliance costsfor smallerfirms." 

g. That a formal economic report,ascribing billions of dollars in costs, would not have any data 
on 99.8%of California businesses, is astounding. 

E. Errors:On page 23,the Report incorrectly states thatthe total number offirms with over500 
employees in California, is 9,858. It also incorrectly identifies the Survey of US Businesses data 
from which this total is drawn,asthe 2017Survey of US Businesses(SUSB). In fact, it is the 2016 
data,released on 12/18/2018. Please go to the"States, NAICS Sectors"spreadsheetfor the 
underlying data. 
a. The correct total for California businesses with more than 500employees isfound on line 

762ofthe"Number of Firms, Number of Establishments,Employment,and Annual Payroll 
by Enterprise EmploymentSize for States, NAICS Sectors: 2016"sheet. This number is 
6,191,whereasthe Report uses a figure60% higher(9,858). 

b. Every state's total for numbers of businesses with over 500employeeson that spreadsheet, 
is higher than the individual totals by NAICS Code totals, by a substantial amount,and while 
the employmenttotals tally,the actual number of businesses do not, presumably because 
of multi-sectorial businesses. 

c. This change has a consequence of overstating the costs in the report ascribed to large 
businesses, by60%. 

d. The EDD figures are even starker,and the number of California businesses with over500 
employees is only 2,687. 

e. However,the conclusion is clear:there are nowhere near 9,000+ businesses in California 
with over 500employees. 
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In sum,we offer the following conclusions: 

1) There is no backupfor the $55Bfigure on page 11,i.e. the 'total cost of initial compliance with 
the CCPA'especially in light ofthe IAPP survey that the authors rely on,which states that as of 
early 2019,65%ofsurveyed firms self-rated as being either medium-prepared,or highly-
prepared,for CCPA compliance. Ifthefirms are representative ofthe firms in California—which 
the authors imply by using other parts ofthe survey to determine how many businesses in 
California will be covered—then it appears that 2/3of the respondents were already halfway 
prepared to comply with CCPA. So how doesthe$55B figure fit into this narrative? Are the 
authors suggesting this will be an additional$55B? 

2) The IAPP survey shows39%offirms at medium preparedness,and 26%at high preparedness. 
a. If we assume that medium =50% prepared;and 'highly'=80% prepared,then 

mathematically this works out to businesses having done about40%of the total workload 
(the IAPP chart is titled "Organizations are about halfway to CCPA compliance"). 

b. This would then imply that roughly$22B in compliance costs have already been spent in 
California complying with CCPA,and yetthe Report makes no mention of evidence 
supporting this thesis—and a reasonable reader might be surprised to have seen no stories 
about$22B in compliance costs incurred in the last14 monthssince CCPA passed into law. 

c. The Report doessay that"standards and compliancefor the GDPR have already imposed 
costs on manyfirms that operate in California. This reduces their expected cost of CCPA 
compliance..." but it does not attemptto quantify this reduction, nor to explain if that has 
reduced or will reduce the $55B cost figure. 

We requestthat you withdraw the Report,or at least correct its most blatant errors: 

• Misused definition ofSection 1798.140(c)(1)(B), i.e. substituting'share'for'sharesfor 
commercial purposes,'and the incorrect assumption that merely collecting an IP address 
from 137 visitors a day would qualify a business to become a covered entity. This is 
incorrect per the black letter definitions in the law,and as a result,the number ofcovered 
businesses is vastly overstated. 

• Correcting the'guess'that between 383,000and 570,000small businesses will need to pay 
significant compliance costs as a result of this law,justified simply because of a survey of 
282 US respondents in which 20%ofthe respondents represented small businesses,and 
20%thought CCPA would not apply to their businesses. Relying on a tiny sample size to 
arrive at an outcome suggesting hundreds ofthousands offirms could be covered,which 
could equally have been vastly smaller, is simply guessing without any reasonable basis. 
One responsible course of action here could have been to provide a range of outcomes, 
from no covered firms,to all businesses in California covered by the law,and then to state 
that there is notenough data to know whatthe cost would be. 

• Correcting the errors with respect to the NAICS data, which overstates how many large 
businesses will be covered by as much as a third (especially if cross-referenced with the EDD 
data, which would see the Report overstate the number of large businesses by almost3X). 

• Removing the$55B figure to comply with CCPA,or providing backup;and explaining why,if 
the same survey the authors used to arrive atthe number of covered businesses,states that 
40%ofthe compliance work has already been done,the authors make no mention ofthat 
cost reduction. 
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In conclusion,we were disappointed with the quality of work in the Report,which takes an authoritative 

tone in attempting to pass off guesswork as detailed fact-based research. 

Yours sincerely, 

/s/ Alastair Mactaggart,Chair 

Californiansfor Consumer Privacy 
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Message 

From: 

Sent: 

To: 

CC: 

Alvarez, Kira 

'12/5/2019 6:14:23 PM 

Privacy Regulations [PrivacyRegulations@doj.ca,govJ 

Subject: ABA.section of IP Law comments on the CCPA 

Attachments: ABA-IPl LETTER TO CA A(; RE CCPA REGU.LATJONS .pdf 

To whom it may concern, 

Attached please find the comments of the American Bar Association Section of lntellechtal Property Law on 

the CCP A regulations. 

If you have any questions, please don't hesitate to contact me. 

Respectfully Submitted, 

Kira Alvarez 

Kira 1vL AJ varez-
Legis lativc Consult;mt

AB!-\ Section of fntellecrual Property Law 

www.an1em:mhar.org/ipbw 
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ViaElectronicMail.-PrivacyRegitlations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office ofthe Attorney General 
300South Spring Street,FirstFloor 
Los Angeles,CA 90013 

Re: WHOIS Database Intellectual Property Right Comments on the 
California Attorney General'sProposed Regulatory Action 
Concerning the California ConsumerPrivacy Act(CCPA) 

Dear Attorney General Becerra: 

As Chair ofthe American Bar Association Section ofIntellectual Property Law 
("ABA-IPL Section"or"Section"),I write on behalfofthe Section to provide 
comments on the proposed regulations forthe California ConsumerPrivacy Act 
("CCPA"),published October 11,2019by the California DepartmentofJustice 
("Office"). The views expressed herein are presented on behalfofthe Section of 
Intellectual Property Law.They have not been approved bythe House ofDelegates 
orthe Board ofGovernors ofthe American Bar Association and,accordingly, 
should not be construed as representing the position ofthe Association. 

Since 1894,the ABA-IPL Section has advanced the developmentand 
improvementofintellectual property laws and their fair andjust administration. 
As theforum for rich perspectives and balanced insight on the full spectrum of 
intellectual property law,the Section serves within the ABA as a highly respected 
voice within the intellectual property profession, before policy makers,and with 
the public. 

Recent changesin data privacy law have significantly impaired the ability to 
enforce intellectual property rights. In particular,since the May25,2018 
effective date ofthe General DataProtection Regulation("GDPR"),it has been 
much more difficult to enforce intellectual property rights online against persons 
or entities that register domain names confusingly similar to a registered 
trademark,or whose website offers counterfeit, pirated or otherwise infringing 
content, products or services. 

mailto:ViaElectronicMail.-PrivacyRegitlations@doj.ca.gov
www.americanbar.org/iplaw
mailto:kira.alvarez@americanbar.org


The Section is greatly concerned that the rights of intellectual property owners are similarly 

being overlooked in the proposed regulations for the CCP A We appreciate the difficult task of 

regulating and enforcing a complex statute such as the CCP A in addressing consumer privacy 

concerns. But unless amended the Office's proposed regulations will exacerbate these 

enforcement difficulties. 

The California legislature expressly acknowledges the potential impact of data privacy laws and 

regulations on intellectual property rights, as the text of the CCP A states that your Office "shall 

solicit broad public participation and adopt regulations to further the purposes of this title, 

including ... establishing any exceptions necessary to comply with state or federal law, 

including, but not limited to, those relating to trade secrets and intellectual property rights, within 

one year of passage of this title and as needed thereafter" (Cal. Civil Code§ 1798.185(a)(3)). 

Yet, the proposed regulations for the CCPA are silent on intellectual property rights. 

To address this concern regarding the intersection of intellectual property rights and consumer 

privacy, the Section supports the right of the public, furthered by the rights of intellectual 

property owners and the needs of law enforcement officials, to access contact information for 

registrants of domain names in the WHOIS database administered by the Internet Corporation 

for Assigned Names and Numbers (ICANN), for at least the limited purpose of investigating and 

enforcing against violations of applicable law relating to intellectual property protections. 

Therefore, the Section respectfully requests the Office's proposed regulations be amended to 

clarify that under the CCPA, a right is reserved for intellectual property owners that would 

legally compel the disclosure of domain registrant contact information by any U.S. entity that 

administers and maintains such contact information, upon receipt of a notice alleging a legitimate 

interest based on the registrant's violations of applicable laws relating to intellectual property 

protections. 

I. History and Background on the WHOIS Database and

How It is Used to Enforce Intellectual Property Rights

A straightforward process has long been available to the general public, including intellectual 

property owners, to obtain domain registrant contact information. From at least as early as 1999 

through 2018, accredited registrars were contractually obligated by ICANN to provide an 

interactive web page where the public could request information on registered domain names, 

including the name and contact information for the registrant or owner of the domain name as 

such information is maintained in the WHOIS database. 

The WHOIS database is a protocol administered by ICANN and used to make a variety of 

information about a given domain name available to the public. For example, most WHOIS

queries disclose the date a domain name was registered, the date it was last updated with the 

registrar, and the date the domain's registration will expire if not renewed. 

Before the GDPR went into effect, contact information for most domain registrants, such as an 

email address, was also generally available to the public unless the registrant paid for a privacy 

or proxy service. Privacy services allow persons or entities to be listed as the registered domain 
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name holder, but alternative and reliable contact information such as an anonymized mail
forwarding email address is substituted for the true registrant's personal contact information. 
Proxy services similarly provide alternate contact information for the registrant, but proxy 
service providers also are listed as the registered domain name holder. 

When a privacy or proxy service is used, the registrant at least could be notified of the trademark 
or copyright owner's concerns about any alleged violations of applicable law relating to 
intellectual property protections. Communications with such registrants would often lead to a 
cost-effective settlement of the matter. 

Such settlement of a trademark dispute might include a transfer or cancellation of the domain 
registration, without any need for costly litigation or the filing of a complaint under ICANN's 
Uniform Domain Name Dispute Resolution Policy ("UDRP"), which requires a fee of at least 
$1,500 USO. Further, UDRP proceedings are determined based on a record set forth solely by 
the complaint and any formal response by the registrant. 1 Therefore, a successful UDRP
complaint must include evidence establishing that, among other things, the registrant has no 
rights or legitimate interest in the domain name, and that the domain name was registered and 
used in bad faith (UDRP, Paragraphs 4(a-c)). The content of communications with domain 
registrants, among other evidence which is only accessible after learning the registrant's email 
address, is often important to proving such factors in a UDRP proceeding. For example, 
communications can reveal whether the registrant is preparing to use the domain name in 
connection with a bona.fide offering of goods or services. in a way that could show the registrant 

has a legitimate interest in the domain. Similarly, communications that reveal the registrant is 
located in a jurisdiction where the complainant is not active may indicate the domain was not 
registered in bad faith because the registrant may not have been aware of the complainant's mark 
when the domain was registered. 

With respect to onJine copyright violations, communications with a domain registrant are crucial 
for copyright owners to protect their exclusive rights and exercise the notice and takedown 
procedure available under the Digital Millennium Copyright Act ("DMCA") in a cost-effective 
manneL When a copyright owner simply wants infringing content removed from a website, 
oftentimes a letter or email correspondence to the domain registrant is enough to cause the 
removal. If the registrant posted the infringing content, the registrant may not know such content 
violated someone's copyright and be more than wilLing to remove it to avoid ongoing liability. If 
a user of the registranf s website posted the infringing content, then the DMCA provides an 
immunity from copyright infringement for website operators that remove infringing content upon 
receipt of a formal notice from the copyright owner (17 U.S.C. § 512(c)). Accordingly, 
registrants that operate websites with infringing user-generated content are incentivized to 
comply with copyright-based takedown requests. However, these simple options are not 
available if the registrant cannot be contacted by a copyright owner concerned about 
infringement. ff a copyright owner is unable to contact a registrant potentially involved with 
infringing content, litigation becomes the only recourse even if a basic takedown is all the 

1 See general(y Unifonn Domain Name Dispute Resolution Policy, available at 
hUps://www.icaultorgJresomces/pages/policy-2012-02-25-en. 
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copyright owner seeks. Such litigation leads to additional legal measures, such as a subpoena or 

other court order, to compel disclosure of a domain registrant's contact information, often 

accompanied by a significant financial burden in comparison to a simple exchange of 

correspondence between cooperative parties. 

U. Data Privacy Regulations Can Significantly Affect the

Availability of Information Through the WH01S Database

Before the GDPR, even if the registrant paid for a privacy or proxy service, such services would 

list an anonymized email address in the WHOIS record that could be used reliably to direct 

communications to the registrant. While there is no guarantee the registrant would respond, these 

anonymous email addresses still provide a means to communicate concerns over an alleged 

dispute before initiating costly legal action that may not be necessary. 

After the GDPR went into effect, it has become difficult, if not impossible, to locate any usable 

registrant contact information even from registrars and registry services located outside of 

Europe. Due to potential penalties for the unauthorized disclosure of personal data under the 
GDPR of"up to 20,000,000 EUR or ... 4% of [a business's] total worldwide annual turnover ... 

whichever is higher,"2 ICANN has released accredited registrars from any contractual

obligations to disclose registrant information, including contact information. ICANN also has 

struggled to implement a GDPR-compliant replacement access tnodel for the WHOIS database. 

Because of this uncertainty, many registrars now hide or redact registrant names and contact 

information by default.3

Wjthout any clear obligation to disclose registrant contact information, obtaining access to such 

information is now at the discretion of each of the thousands of IC ANN-accredited registrars and 
registry services. Some registrars, such as eNom, an affiliate of the Canadian company Tucows, 

provide a tiered access system where enforcement entities can provide "name, legitimate interest 

for access, and domain name(s) for which access is desired" as part of an application process to 

request access to a "tiered registration directory."4 Other registrars, such as the French company 

OVH, use anonymized email addresses to direct communications to registrants without 

disclosing their identity, similar to how many paid privacy services work. 5

Other registrars are less forthcoming about an alternate means of accessing registrant information 

and may bury trademark and copyright complaint procedures in website policies and agreements. 

Certain registrars expressly prioritize the privacy concerns of customers over the interests of 

2 Council Regulation 2016/679, General Data Protection Regulation, art. 83, 2016 0.J. (BU). 
3 See Bri�Ul Wintetfeldt, Griffin M. Barnett and Jru1et Lee, The Impact of GDPR on Online Brand Enforcement� 

Lessons Learned and Best Practices for IP Pmctitioners, 11 LANDSLIDE 4, A.RA, SEC. L\JTELL. PROP. L. 
(March/ April 2019), bt1ps://www.�uuericm1bar.org/groups/inteUectual prooert.v law/publications/landslide/2018-
19/rna.rch-ap1il/impact-gdpr-online-braod-eoforcement-webi.oar/ ("'Many registrars are not even complying with the 
continuing mandatory minimum infonuation requirements of I CANN ... many have redacted every single WHOIS 
data field relating to registrant contact info.nillltion as the default"), 
4 bttps://www.eoom..com/help/abusepolicv.aspx#fragment-4 
5 See, e.g .. bttps:l/www.ovb.co.uk/domains/owo se1vice.xm.L 
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intellectual property owners and other enforcement entities. Namecheap, for example, has a 
published policy stating it will forward "a valid and formal notice of a trademark complaint," 
provided the notice meets five specific requirements, to the allegedly infringing customer. 6 

However, Namecheap is also clear that after the GDPR, it "will not disclose any personal 
information about our customers unless required by law or pursuant to a court order or 
subpoena.''7 

The many competing ways in which registrars handle this issue have caused the WHO IS

database to become far less useful for the enforcement of intellectual property rights than it has 
been for decades. The table below provides a representative sample illustrating the numerous 
ways prominent registrars in jurisdictions around the world have handled WHOIS access since 
the GDPR became effective. 

Registrar Location Access Model 

Alibaba Cloud China 
Email registrar 
abuse contact 

DENIC Germany I
Submit paper 

application fom1 

eNomtrucows 

I
Canada 

Tiered access based on 
legitimate interest 

EURid Belgium Submit email request 

GoDaddy U.S. 
Available depending on 

location of registrant 

Namecheap U.S. 
Subpoena/ 

cou11 order/UDRP 
-

Submit request to 
Namegear Japan "Privacy Information 

Support Contact" 

Network Solutions U.S. 
Submit "Report Abuse" 

web form 

OVH France 
Anonymized auto-

forwarding email address 

Subpoena/ I 

Public Domain Registry India 
I court order/UDRP 

These different access models tend to just provide a variety of dead-ends for intellectual property 
owners justifiably seeking to identify any entity that is violating applicable federal and state Jaws 
relating to intellectual property protections. Accordingly, intellectual property owners effectively 
no longer have the right of access they once did to registrant contact information for enforcement 
purposes, and there is much Jess opportunity to resolve these disputes amicably between the 
parties. 

6 bltps://www.namecheap.com/legal/general/copvright-trc1deOJaik-policies/ 
1 bttps://,vww.namecheap.com/aboul/privacv-collllllilmenU_ 
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HI. The CCPA's Proposed Regulations Should Be Amended To Restore Certain 

Rights of Access to WHOlS lnformation 

The GDPR set a precedent in data privacy law, which appears to have inspired the CCPA to 

some degree. However, the GDPR and the complicated patchwork of state laws in the U.S. 

emerging in the area of data privacy, of which the CCPA is a dominant component, have yet to 

address the need for intellectual propetty owners, among others, to identify and contact entities 
engaging in infringing activities onJine that violate applicable intellectual property laws. 

The Section is concerned the broad applicability of the CCPA and its proposed regulations could 

have a similar impact on the availability of contact information through the WHO IS database in 

the U.S., to the extent it was not already affected by the GDPR. 8 While consent requirements 

under the CCPA generally rest on opt-outs rather than the affirmative opt-in consent required 

under the GDPR, registrants who violate intellectual property rights would theoretically receive a 
cost-free means of avoiding detection for acts violating federal or state law should they choose to 

exercise the opt-out. 

The CCPA specifically gjves your Office the authority to issue regulations addressing potential 

conflicts between the privacy obligations of the CCPA and trade secrets and inteJlectuaJ property 
tights granted under state or federal law (Cal. Civil Code§ l 798.185(a)(3)). Despite this 

invitation from the state's legislature, the proposed regulations make no mention of trademark, 
copyright, patent, trade secret or any other kind of intellectual property protections. 

There is a reasonable compromise between the interests of intellectual property owners and 

privacy rights with respect to domain registration and the information available through the 
WHO IS protocol. The Section respectfully requests that your office consider the adoption of 
reguJations which ensure the right of intellectual property owners to have access to domain 

registrant contact information upon the showing of a legitimate interest in enforcing intellectual 

property rights against a registrant engaged in vioJations of applicable law relating to intellectual 

property protections, including, but not limited to, cybersquatting, trademark or copyright 
infringement, dilution, piracy, counterfeiting, or unfair competition. For example, under 

trademark law, such a legitimate interest could be established by showing ownership of a name 
or mark that is confusingly similar to the domain name at issue with the relevant registrar or 

registry service. Under copyright Jaw, a similar legitimate interest could be established by 
showing ownership of a copyright protected work that is copied in website content available 
through the domain at issue, along with any other claims or evidence necessary to make the 
disclosure of registrant information permissible under applicable law. More specifically, the 

Section submits that the proposed regulations should be amended to grant an express right to 
intellectual property owners that would compel access to domain registrant information in the 

8 See JustinP. Webb and Sarah A. Sargent.An American Perspecllve on the GDPR One Year In, ll LANDSLIDE 5, 
AB.A. Sec. Iutell. Prop. L. (May/June 2019). 
hllps://www ,ame1ic:.U1bm·.org/groups/intellectual prope1t, law/publications/landslide/20 l 8-l 9/rua\-iune/au
americ:.U1-perspective-ilie-gdpr-oue-ve�U'-in/ ("Sunilar to the GDPR, U.S. companies will be forced to choose 
between providing the more robust privacy protections in the CCPA only to Cafilornia residents or spending more 
money and time Lo provide those rights to all individuals"). 
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WHO IS database for the limited purposes of enforcement against persons or entities engaged in 

violations of applicable law relating to intellectual property protections. 

The Section does not suggest any specific information access model given that any form of 

access likely will need to be compliant in other jurisdictions. Regardless of the form of access 

model, access to registrant information in the WHOIS database should be restored for the 

effective enforcement of intellectual property rights online. The current need to litigate, obtain a 

court order, or initiate a UDRP proceeding just to identify an infringing entity is overly 

expensive and burdensome to parties-justifiably seeking to enforce rights granted to them under 

law-while making it easier for infringers to hide from the parties they damage. 

An access model allowing enforcers of intellectual property rights to view contact information 

for an allegedly infringing registrant for the limited purposes of intellectual property enforcement 

would respect individual privacy rights while also ensuring that intellectual property owners can 

reach entities that are violating applicable laws, such as the Lanham Act and the Copyright Act. 

Under the CCPA, such an access model would identify the enforcement of intellectual property 

rights as among the specific reasons an opt-out request can be refused. The Section does not 

intend to comment on European law, but in theory, such an access model would also help 

establish that a violation of applicable intellectual property rights is a legitimate interest which is 

not overridden by the interests or fundamental rights or freedoms of the registrant under the 

GDPR.
9

California law should support a public access system that would legally compel relevant entities 

to disclose contact information for persons or entities plausibly alleged to have engaged in 

violations of applicable law relating to intellectual property protections. Under such an access 

system, entities including, but not limited to, registrars and registry services should be legally 

required to disclose such contact information once the requesting party has established a 

legitimate interest in a legal right potentially violated by the domain registrant at issue. 

Thank you for the opportunity to submit these comments for the public record relevant to the 

proposed regulatory action. The ABA-IPL Section commends the Office for its consideration of 

these issues and appreciates the opportunity to offer these comments. Should you have any 

questions or would like to discuss these issues further, please do not hesitate to contact me. 

Sincerely, 

'/JAJ¥ 
George W. Jordan III 
Chair, ABA Section of Intellectual Property Law 

9 
See Council Regulation 2016/679, General Data Protection Ref:,'Ulation, art. 6, 2016 O.J. (EU). 
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Message 

From: POST Jennifer 

'12/4/2019 3:08:18 PM Sent: 

To: 

CC: 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

ZIMENKOVA Valeria 

Subject: California Consumer Privacy Act 

Dear Attorney General Becerra, 

We would like to provide comment regarding the California Consumer Privacy Act (CCPA) for your consideration and 
seek your guidance In accordance with 1798.15S(a). 

First Comment: Clarification is required on whether the thresholds interpretation of § 1798.140(c) operate on individual 
entity or group level . 

1) From the plain language of §1798.140(c), it shall be interpreted as such:

In the first step, each ''sole proprietorship. partnership, limited liability company, corporation, association, or other
legal entity" shall be assessed separately to determine if it meets

a. all of the following qualifications:
i. a for-profit business

and 

ii. does business in California,
iii. collects consumers' personal data.
iv. determines alone. or jointly with others, the purposes and means of the processing of consumers'

personal information;

b. one of the thresholds listed in §1798.140(c)(1) under (A), (8). and (C).

If the entity meets the above criteria, it will be directly subject to the CCPA (hereinafter referred to as ''140(c)(1) -
qualified entity"), 

In the second step, all entities that control or are .controlled by such a 140(c)(1) -qualified entity and that share 
common branding with the 140(c)(1) -qualified entity shall be identified. Such entities will be indirectly subject to 
the CCPA as well (hereinafter referred to as "140(c)(2) -qualified entity"). 

Example: Company A meets threshold requirements on a legal entity level, and has HQ in CA, so they are subject 
to the CCPA. All upstream legal entities under the same branding that control Company A and all downstream 
companies that are controlled by Company A are therefore also subject to the CCPA. 

2) There is ongoing legal debate between academics, whether the thresholds of §1798.140(c) shall be applied on a
group level by combining numbers of all entities that share common branding with, control or are controlled by the
entity that meets

a. all of the following qualifications:
i. a for-profit business
ii. does business in California,
iii. collects consumers' personal data,
iv. determines alone, or jointly with others, the purposes and means of the processing of consumers'

personal information;

Ex-ample: Company A, B, and C share the same branding, and only Company A does business in California. 
Alone. Company A does not meet the threshold requirements of§ 1798.140(c)(1 ). However, when grouped on a 
global level with Companies B and C, the thresholds are met. In this interpretation, Company A, B, and C fall 
within the scope of the CCPA. 

Second Commenu In its current form, it is unclear if the thresholds under§ 1798.140(c)(1) (A), and (B) shall be 
interpreted to include the California-nexus as follows: 

(A) the $25 million threshold shall include only revenue derived from California;
(B) the 50,000 thresholds shall include onJy California households and devices.
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Where (B) and (C) thresholds refer to consumer, which is a defined term and means California residents, the 
California-nexus is obvious. Where (A) and (B) thresholds refer to revenue, households and devices, the California-nexus 
doesn't exist. 

Example: Legal entity A meets all qualifications under §1798.140(c)(1) and now we are analyzing whether it 
meets� of the thresholds listed in §1798.140(c)(1) under (A), (B), and (C). 

a) Legal entity A's revenue derived from California is less than $25 million, but more than $25 million worldwide.
b) Legal entity A operates a website that is accessible worldwide for marketing purposes. No sales are

generated through this website. The website collects visitor's personal information (e.g., IP addresses) and
has more than 50,000 visitors per year. However, there are only 20,000 visitors from California.

Third Comment: Clarification is required, how "doing business in California" shall be interpreted. In its current form, it is 
unclear when a legal entity with no physical presence in California is considered to do business in California. The decisive 
criteria should be defined. 

Example: Legal entity A in the United Kingdom operates an online sales platform that is accessible worldwide. 
Legal entity A ships its products worldwide, including California. It is unclear if this type of business would fall under the 
scope of the CCPA. 

Thank you for your time and consideration. 

Best Regards / Mit freundlichen GrOBen 

Jennifer P. 

Corporate Paralegal 
Hexagon Legal Department 
Intergraph PP&M Oeutschland GmbH 

Reichenbachstr 3 
85737 Jsmaning, Germany 
hexagon.com I Llnkedln I Facebook I Twitter

Dlese E-Mail wurde versandt 1m Auftrag des Unternehmens Intergraph PP&M Deutsehland GmbH Geschaltsbereich He'l.agon f'PM. 
Hexagon PPM lstTeil von Hexagon. 
Vertretungsberechtigter GesohaftsfOhrer: Danail Kuzarow 
Sitz der Gesellschaft Re1chenbachstr. 3, 85737 lsmaning Deutschland, Tel �4910)89/96106--0 
Handelsre91ster B des Amtsgenchts Mrinchen, HRB 176455 
Umsatzsteuer-ldentifikationsnummer gemaB §27a Urnsatzsteuergesetz / VAT-ID· DE 263 419 952 
Steuer-Nummer 143/150150708 

This E-Mail has been sent on behalf of the company Intergraph PP&M Deutschland GmbH dlb/a He.<agon PPM 
Hexagon PPM is part of Hexagon 
Authorised Managing Director: Danail Kuzarow 
Registered office and German headquarters: Reichenbachst1. 3, 85737 lsmanlng, Germany, phone +49 (0\89196106--0 
The company is recorded In the comrnerc1al re.gtster B of the Munich Dlstrior Court under number HRB 176455 
VAT-ID DE 263 419 952 
German Tax 10: 143/150/50708 

Diese E-Mail (mil zugehorigen Dateien) enthalt moglicherwe1se lnfom1a!1onen, die vertraulich sind, dem Urheberrecht Llnlerliegen oder e1n Geschaftsgeheimn1s 
darstellen Fatls S1e diese Nat,hrJcht irrtOmlicherweise erhallen haben. benachnchtigen Sie Lms bitte urngehend. indem Sie eine Antwort senden, und toschen Sie 
bitte diese E-Mail und thra Anr.wrt darauf. Samtliche aufgefuhrten Anr,ic:hten oder Melnungen sind ausschheBlich diejen1gen des Autors Lind entsprechen nicht 
notweridigerwelse denen des Unternehniens Hexagon. 

Tnts E·Mall 1ana any altacnments) may be confidential and protected by legal privilege Ir you are no1 the mtl'!nded rec1p1ent p1ease nolifY us 1mmedlately by 
replying lo the sender and delete this E-Mail and your reply from your system. All the views and op1n1ons published here are solely based on the author's own 
opinion and 1.hould not be considered necessarily as renect1ng the oplnlon of Hetagon 
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Message 

From: 

Sent: 

To: 

Subject: 

Borowski, Emily 

12/5/2019 2:46:41 AM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA - Written Comment Submission 

Attachments: CCPA-Hearings-Talking Points_Written.docx 

Thank you for your consideration. My comments in response to the proposed regulations are attached. 

Emily 

Emily Borowski 
AVP, Compliance 
3201 California Street, San Francisco, CA 94118 

• SF Fire Credit Union
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• SF Fire Credit Union

CA Consumer Privacy Act (CCPA) 
Prepared Comments 

Thank you for the opportw,ity to share my comments. My name is Emily Borowski and 1 oversee the 

day-to-day regulatory compliance effort of the San Francisco Fire Credit Union. We are a State

Chartered Privately Insured not-for-profit financial cooperative. We have served the local firefighting 

community since 1951 and in the late nineties ,ve began to serve anyone (including family members) who 

live, work, or attend school in San Francisco, San Mateo. or Marin countjes. We serve about 72.000 

members, 'vVe have four branches. employ about 240 employees and ous asset size is approximately 

$1.4B. 

Our concerns with the implementation of the CCP A include the following: 

• Effective Date
• Lack of Model Notices
• Confusion with existing Jaws

Effective Date 
• We believe that 88 days-which is actually 54 work days--is ne1tl1er a reasonable or adequate time to

understand the requirements of the statt1te and the proposed reguJations prior to designing and

implementing a comprehensive compliance program.

• Given how general the statute is and how detailed the proposed regulations are. the effective date

should be extended. We recommend the Attorney General and Governor delay the effective date by

two years.

Model Notices and Training 
• For all required notices. the proposed regulations require the notices be easy to read and

understandable by the average consumer and provide some standards to achieve that. Yet this

directidn is subjective and docs not contemplate a method or metric to assess the readability.

• Since all affected businesses need to provide the required notices, an employee training program and

standardized model notices would help ensure the consw11er's. understanding of the notices, simplify

the requirements for businesses, and create ail objective review on whether our notices and employee

training programs meet the required standards.

GLBA and California Financial Institution Privacy Act Exemptions 
• l11ere is significant confusion regarding the definition of '·personal infonnation". 11,e term is defined

much more broadly in the CCPA than in the federal Gramm-Leach-Bl.iley Act (the GLBA) and the
California Financial lnformation Privacy Act (the CFIPA).

SF rire Cre<l.it Uuiou 
CCPA Proposed Regul/ltfons - Talking Point� 
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• SF Fire Credit Union

• Because of the inconsistent terms. the exemption provided in Calif. Civil Code l 798. l45(e) 1 is
unclear and can be interpreted in different ways such as:

1. When '·personal information" is collected from a consumer m connection with providing a
finat1cial product or service pursuant to the GLBA and the CFIP A, then the personal information
is exempt from requirements of the CCPA.

2. When 'personal information" that is in the same category as ''personally identifiable financial
infom1ation» under GLBA is covered by the exemption and therefore not subject to the CCPA: or

3. We could find ourselves exempt from CCPA in some instances but not others even though the
same infom1ation is collected in the same manner from the same source. Such as when the data
collection results in a "transaction" the data could be considered exempt under the exception but
if the data collection docs not result in a transaction, then the data is not considered exempt and
thus snb_j ect to the CCP A.

• Due to the inconsistent tern,s, the manner in which the exemption is ,-v1itten in the statute, and various
interpretations being considered, it is essential the final regulations provide clarification.

To conclude, we respectfully reqt1est a more reasonable timefrarnc to develop our compliance program 
once the Regulation is final. We ask for guidance from the Attorney General that helps our not-for-profit 
credit union with model forms and training aids so that we can be confident in our effort to comply. We 
would like consistency in the personal information definition between the final implementing regulation 
for CCPA and the existing federal and state requirements, which will beJp us confidently interpret the 
final regulation. Thank you for the opportunity to share our thoughts on this important and timely 

regulation. 

1 1798.145(e) This title shall not apply to personal infonnation collected, processed, sold. or disclosed pursU<111t to 
the federal Gramm-Leach-Blilcy Acl (Public Law 106-102), and implementing regulations. or the Califomia 
Financial Information Privacy Acl (Division lA (commencing with Section 4050) of lbe Financial Code). This 
subdh·isiou shall not appl} lo Section 1798. 150. 

SF rireCre<lit Uuiou 
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Message 

From: 

Sent: 

To: 

Subject: 

Andrew Wippl 

12/5/2019 6:57:23 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA and higher education institutions 

To whom it may concern, 

We applaud the CCPA initiative! However, there is no clause in the CCPA that speaks to how higher education 

institutions should comply; only public vs. for-profit. So, only our clients that are private institutions are asking how we 

will comply. We believe this is not the intended purpose of the CCPA. Since my company does not sell student data, we 

are exempt from some of the requirements in the legislation. These higher education institutions need to collect data 

about students that they cannot remove, even if a student requests it. For example, our student conduct solution allows 

universities to track and keep meticulous notes on Title IX cases. That data, much of which is collected by the students 

entering it into the apps themselves, cannot be deleted and must be provided to state or federal authorities if needed. 

While my company does not sell the student data, other higher EdTech companies may, and we understand that. We 

propose that you add some guidance into the CCPA of how higher education institutions should comply with legislation. 

Thank you, 

Andrew 
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Message 

From: Mary Lou Heighes 
Sent: 12/4/2019 12:13:20 AM 

To: Privacy Regulations [PrivacyRegu1ations@doj.ca.gov1 

Subject: CCPA comments= Complliance Plus, Inc. 

Attachments: CCPA Complliance Plus.pdf 

Thank you for the opportunity to speak at today's hearing in Los Angeles. My written comments provide additional 
fnformation and examples. 

Mary-Lou Heighes 

Compliance Plus Inc. 

PO Box 1203 

Lakewood' CA 90714-1203 

Compliance Help/ 
Timely Compliance Assistance: Answers to compliance questions; Consulting; Training; Marketing Reviews; Website 
Compliance 
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Privacy Regulations Coordinator, 
California Office of the Attorney General, 
300 South Spring Street, First Floor, 
Los Angeles, CA 90013 

December 3, 2019 

Thank you for the opportunity to respond to the proposed privacy regulations. The task of 
developing regulations encompassing all industries dealing with public information is particularly 
daunting and as such leave little room for the intricacies of providing financial products or 
services. However, the statue and proposed regulations provide specific challenges to credit 
unions and small community banks. Today I will address a couple specific areas: information 
collected in non-electronic format; consumers covered under the Gramm-Leach-Bliley exception 
to CCPA; and the 45 to 90 day response requirement. 

Protecting the privacy and confidentiality of sensitive financial information is a high priority for 
credit unions and community banks. Not only are financial institutions including credit unions 
and community banks subject to the privacy notification requirements and restrictions under the 
Gramm-Leach-Bliley Act and implementing regulations, as well as the California Financial 
Information Privacy Act, but also the Gramm-Leach-Bliley Act requirements for safeguarding 
informationi and implementing regulations to safeguard information, manage and control risk 
and controlling the sharing of information with service providers, often times titled "Information 
Security Program". The same protections that apply to accountholders are in place for any 
consumer information obtained related to a financial product or service. 

Information Collection Offline 999.305(e) 
This section addresses offline collection and the notification to consumers at time of collection. 
The proposed regulations also have an exception to this notification if the information was not 
provided directly to the business by the consumer. Collection of information in paper format is 
particularly problematic for CCPA compliance because the information is not stored in a 
retrievable format. A branch for example may offer a promotion to existing accountholders to get 
friends and family to open an account. The accountholder may be providing the name and 
address for example, of individuals who have no current relationship with the financial institution 
in exchange for a deposit to their account if the referral opens an account. This information is 
usually provided on paper forms and the branch then sends out an invitation to open an 
account. This information may be retained in the paper format for a period of time and/or used 
to send a second invitation. This information would not be searchable in the institution's 
database if it is not entered into a computer system. Raffles and drawings to promote the 
institution at community events are another source of such non-accountholder information that 
may not be entered into any type of computerized system. These are just two of many 
examples. 

Information obtained and retained in paper format is not likely to be sold or disseminated or 
used for any other purpose. It also is not subject to a data breach or other theft or exfiltration. 
For that reason, information obtained and retained in paper format should not be subject to 
CCPA or this implementing regulation. 

Information Subject to the Gramm-Leach-Bliley Exception 1748.305(e) 
Although not specifically addressed in the proposal, the definition of information collected 
processed, sold, or disclosed pursuant to the federal Gramm-Leach-Bliley Act (GLBA) needs 
further definition to specify that the exemption applies to all consumers whose information is 

1 
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necessary to process, effect, enforce, facilitate or administer a transaction. I bring this up not 
only from a rulemaking standpoint but also from an enforcement perspective. 

An example would be collecting on a delinquent loan whereby a collector may be obtaining 
information about a consumer other than the debtor to assess the potential location or contact 
information for the debtor. There are many other instances where handling a transaction would 
put information about consumers into the hands of a financial institution for the purpose of 
processing a transaction that benefits not only the accountholder of the specific financial 
institution but the other consumer (non-accountholder) as well. This information is necessary to 
process financial transactions including loans. 

This was an issue during the four years of negotiating with the legislature over the SB1 privacy 
notices also. Certain information must be obtained and shared (and retained under state or 
federal law or regulation) when a financial transaction takes place. Without such collection, 
retention and sharing there could be no ATM, Debit Card, Credit Card or check writing or check 
cashing for example. While the GLBA exception definitively covers the account holder of the 
specific institution, there are consumers involved in these transactions who do not have an 
account at the institution that obtained the information through the processing of a transaction or 
in conjunction with an account for an accountholder. 

Specific (non-exhaustive) examples include: 
• Pay on death beneficiaries under CA Multiple Party Accounts Law (similar to

beneficiaries listed on IRA and retirement plans)
• References on loan applications
• Payees on checks written by an accountholder when deposited to the payee's account,

images of those checks are returned to the accountholder's institution and retained for 7
years under CA Uniform Commercial Code

• Makers of checks deposited to an account at a financial institution
• Payees on cashier's checks or teller's checks purchased by an accountholder payable to

a non-accountholder
• Wire transfer information on an originator or receiver who is not an accountholder at one

of the institutions that is party to the transfer
• ACH information for originators or receivers who are not an accountholder at one of the

institutions that is party to the transfer
• Person-to-person or bill payer payments to natural persons
• The information on a natural-person seller of a motor vehicle in a private party car sale

being financed by the borrower's institution - and if the vehicle still is financed by the
seller's institution, the financial institution name and account number for the seller

• Non-borrowers making a loan payment on behalf of a borrower by check, plastic card or
other means

• A consumer using an A TM that does not belong to the consumer's financial institution
through a network such as Cirrus, Star, or Co-Op, which captures card information, PIN
numbers and potentially visual images

• Information required for completing a Currency Transaction Report when the person
conducting the reportable transaction is not an accountholder - this information is
required under the Bank Secrecy Act to be obtained and retained for 5 years

• Information acquired through collection efforts or skip tracing that is on a consumer who
is not the borrower or guarantor

• Information contained in a legal process such as a subpoena or levy that is related to a
consumer who is not a party to the account at the institution.

2 
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As mentioned above, this list is not all inclusive, but does demonstrate the need to treat this 
type of information collection differently than the CCPA type of information collection. 

Because the information obtained and retained to process, effect, enforce, facilitate or 
administer a transaction is not likely to be sold, or disseminated or used for any other purpose, 
that information should be covered by the GLBA exception and therefore outside the scope of 
CCPA. Transaction information is subject to the same safeguards for both accountholders and 
non-accountholders. 

For purposes of California civil Code 1798. 145(e) the term "personal information" would include 
any information about any consumer necessary to effect, enforce, facilitate or administer a 
financial transaction. 

Responding to Requests to Know and Delete 

Unlike the mega-technology giants, financial institutions rarely store information in one, 
centralized database. Instead, information can be stored on a variety of different technology 
platforms and other locations. 

• For the information covered by the GLBA exception, this does not pose an issue.
• It does pose a problem when information not covered by the GLBA exception

(particularly as it applies to non-electronic information or information about non
accountholders) is stored in a variety of places. For that reason, the 45 day timeframe
for responding to an information request may not be attainable. I do appreciate the
clarification of the conflicting information regarding the 90 day timeframe. The 45-day
extension is also very necessary. The regulations should clarify whether it is business
days (preferable for compliance purposes) or calendar days (which may not be
attainable for information stored offsite).

• For the 10 day acknowledgement notice, it should be clarified that it is 10 business days,
not calendar days from the date of receipt of the request.

• In addition, the 15 day requirement to delete should specify 15 business days, with an
additional 15 business days or longer if needed to pass the request along to any third
party.

Thank you for the opportunity to comment on this very important regulation. 

Respectfully Submitted, 

Mary-Lou Heighes, President 
Compliance Plus, Inc. 

Compliance Plus, Inc. provides compliance training and consulting services to credit unions and 
community banks nationwide. 

i The Guidelines for Safeguarding Member Information (Guidelines) set forth standards pursuant to 
sections 501 and 505(b), codified at 15 U.S.C. 6801 and 6805(b), of the Gramm-Leach-Bliley Act. These 
Guidelines provide guidance standards for developing and implementing administrative, technical, and 
physical safeguards to protect the security, confidentiality, and integrity of member information. These 
Guidelines also address standards with respect to the proper disposal of consumer information pursuant 
to sections 621 (b) and 628 of the Fair Credit Reporting Act (15 U.S.C. 1681 s(b) and 1681w). 
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Message 

From: Field Garthwaite-

Sent: 12/4/2019 3:15:58 AM 

To: Privacy Regulations[PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Commentsfrom IRIS.TV,a startup based in Los Angeles 

Greetings, 

My name is Field, I'm the Co-founder and CEO of a startup that interacts with hundreds of millions of 
consumers each month and we have focused on building a company that takes Privacy Preserving 
Computing seriously and we've always protected consumer privacy since founding the business. 

I'd like to open by saying that we are thankful that California is taking a leadership position in 
defining what is likely to become a national data privacy law. 

There are some ambiguous definitions in the legislation that we and our clients will need to abide by 
and I hope this will help. 

Article 3,Section 317.Training: Record-Keeping,Specifically sections: 

• (c)The records may be maintained in a ticket or log format provided that the ticket or log 
includes the date of request, nature of request, manner in which the request was made,the 
date of the business's response, the nature of the response, and the basis for the denial of the 
request if the request is denied in whole or in part. 

"nature of request" and "manner in which request was made" should be clearly defined 
so it is not ambiguous. This could be as simple as a "digital request" so that every 
company who is complying can know exactly what is necessary to be compliant. 

• (g) (3) Establish, document,and comply with a training policy to ensure that all individuals 
responsible for handling consumer requests or the business's compliance with the CCPA are 
informed of all the requirements in these regulations and the CCPA. 

This is quite vague and guidance or best practices should be provided to the public. 

With the goals of the legislation itself, it is not clear that the law will properly address and penalize 
the largest offenders who are capitalizing on consumers data. Specifically companies like Google and 
Facebook. They are all advertising businesses these companies offer free services to consumers— 
meaning all of their market value is derived from their product, but more specifically from the 
attention, interactions and data from consumers who use their products. 

We highly recommend that you all as law makers take an approach that is heavy handed against 
companies generating > $10,000,000,000 annual revenues derived from digital transactions, and 
step up regulation, fines and mandates of transparency. Article 6, section 337 of the current draft 
lists some excellent ways to do so and the regulation could be improved substantially by raising the 
requirements for companies who can afford to provide more transparency. If don correctly, this 
section would result in consumers having true transparency on Calculating the value of 
consumer data which would provide insight into how much consumers are actually contributing to 
these companies market value. 

This would be one of the most important steps forward that California could make nationally. Data 
privacy is a bi-partisan issue with strong supportfrom democrats and republicans nationally, meaning 
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that your leadership here could help pave the way for a national law. By helping consumers 

understand the distributed value that individual consumers contribute in creating the market value of 
these companies, it will be a powerful reminder that someone is getting paid when you scroll through 
a social feed and how consumer attention is being turned into profit. 

Today this is understood by a small percentage of the public and that needs to change. This would 
be a powerful way to remind consumers of better ways to spend our time, be more active and 
valuable contributors to our economy and our society, and be less susceptible to psychographic 
profiling and powerful propaganda that has been proven to swing elections and change the behavior 
of our electorate. 

Thank you. 

Field G,wtt,w,litc 

Co-Founder. CEO! IRIS.TV

IRIS.TV 

Watch how large broadcasters and publishers use video intelligence to inform programming strategy and drive revenue. 

This email (including any attachments) is for its intended-recipient's use only. This 

email may contain information that is confidential or privileged. If you received this 

email in error, please immediately advise the sender by replying to this email and then 

delete this message from your system. 
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Message 

From: 

Sent: 

To: 

CC: 

Annalee Akin 

12/5/2019 8:27:59 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Mike Belote 

Subject: CCPA Regulations - Public Comments from California Advocates 

Attachments: CCPA Comments 12-5-2019.pdf 

Good afternoon Privacy Regulations Coordinator, 

Attached are public written comments by Mike Belote of California Advocates regarding the proposed California 

Consumer Privacy Act regulations. Please let us know if anything else is needed. We thank the Attorney General for 

considering these comments in its rulemaking process. 

Best, 

Annalee 

Annalee Akin 

Legislative Assistant 

California Advocates, Inc. 

925 L Street, Suite 1250 

Sacramento, CA 95814 
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CALIFORNIAADvoCATES, INC. 

>r 

December 5,2019 

Michael D.Belote 

Dennis K.Albiani 

Faith Lane Borges 

Erinn P. Ryberg 

Anthony Molina 

California Office ofthe Attorney General 
Attn: Privacy Regulations Coordinator 
300South Spring Street 
Los Angeles,CA 90013 

RE:CALIFORNIA CONSUMER PRIVACY ACT RULEMAKING 

Dear Privacy Regulations Coordinator: 

We have discussed the proposed California Consumer Privacy Act Regulations with 
various clients represented by our firm and appreciate the opportunity to provide 
input. The California Legislature's work to enact the CCPA reflects an important 
commitmentto protecting Californians'constitutionally protected rightto privacy.The 
proposed CCPA regulations provide important clarity and guidance that will further 
the Legislature's goal of protecting consumer privacy in California. 

Our clients are supportive of the CCPA and draft regulations. We encourage the 
Attorney General to consider how some of the proposed regulations may have 
unintended adverse effects on consumers, or inhibit the ability of businesses to 
innovate their practices and privacy protections to reflectchanging technologies over 
time. We respectfully ask that the California Attorney General consider the 
comments below regarding the proposed CCPA regulations. 

I. Consumers should be alerted to material changes to how businesses use 
their personal information, not inundated with requests for consent to 
minorchanges. 

Wesupportthe goal ofensuring thatconsumers havethe opportunity to review clear, 
accurate,and up-to-date notices ofa business's privacy practices. However,we are 
concerned that requiring businesses to obtain express consumer consent to use 
previously collected personal information for any new or different purpose, even if 
such use is closely related to the disclosed purpose and would be reasonably 
expected by consumers, will undermine these goals by creating consent fatigue, 
incentivizing businesses to provide broadlyframed descriptions of how they will use 
personal information, and causing consumer confusion. Such an outcome would 
limit consumers'ability to make meaningful decisions aboutthe use oftheir personal 
information as there would be no meaningful distinction to consumers between 
communications on material and immaterial changes,in practice leading consumers 
to simply ignore the many messages and click "agree" without review. Additionally, 
the"re-consent"requirement has no basis in the CCPA'stextand is inconsistentwith 
longstanding, robust FTC guidance regarding changes to privacy practices. 

925 L Street,Suite 1250 Sacramento,CA95814 phone: email: 
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California Consumer Privacy Act Public Comments 

Page 2 of 13 

Under the CCPA, businesses are obligated to provide pre-collection notice of the personal 
information they will collect and how such information will be used. Cal. Civ. Code § 1798.1 OO(b). 
Businesses are also prohibited from collecting new categories of personal information or using 
previously collected personal information for new purposes without providing an updated notice 
prior to the new collection or use. The CCPA notably does not include any obligation to obtain 
consumer consent either for the initial collection of personal information or for changes to how a 
business collects or uses personal information. Under the CCPA, if a business wishes to collect 
information, it only needs to provide the required notice at or before the time of collection. 
Similarly, if a business's practices change, the statute only requires that consumers be provided 
with an updated notice-not that they separately provide express consent. This approach strikes 
a reasonable balance between the CCPA's underlying transparency goals and the practical need 
to avoid overburdening consumers with consent requests that will add friction or delay to every 
consumer encounter with a business. 

The proposed regulations upset the balance between transparency and consumer convenience 
by requiring that a business "obtain explicit consent from the consumer to use [personal 
information] for [new purposes]."§ 999.305(a)(3). This broad consent obligation does not include 
any materiality or significance threshold and would therefore seem to apply to new purposes that 
are only slightly different from and compatible with previously disclosed purposes. In many cases, 
the use of data for similar and compatible purposes would likely be expected and welcomed by 
consumers. The absence of a materiality threshold is also inconsistent with other privacy laws, 
such as the California Online Privacy Protection Act (CalOPPA) 1 and the federal Health Insurance 
Portability and Accountability Act (HIPAA),2 which require notice of changes to privacy policies 
only when the changes are material. 

Adding an explicit consent requirement for any change, no matter how slight, would trigger an 
onslaught of requests for consumer consent. For example, consumers would frequently be 
prompted to consent to revised privacy policies, every time they open an app, visit a website, or 
even check out at a brick and mortar retailer. Some businesses may even condition their ongoing 
relationship with the consumer on the consumer consenting to a new policy. Faced with a barrage 
of pop-ups and requests for consent, many consumers likely will respond by reflexively selecting 
"OK," or "I Accept" rather than pausing to review and consider the change. Conditioning 
consumers to accept new privacy terms on a regular basis undermines the CCPA's goals of 
informing consumers and encouraging them to assert control over their personal information. The 
risks posed by a flood of consent request are not hypothetical. The GDPR's rules relating to 
consent resulted in consumers being overloaded with emails, popups and other messages from 
businesses, both as the law took effect, and then again as businesses made changes. The news 
media has reported extensively on the problem of "click fatigue" in the GDPR context, and this 
aspect of the GDPR is often criticized as having been ineffective in practice. 3 

Click fatigue also undermines consumer privacy by weakening the effectiveness of other, 
successful mechanisms for protecting consumer privacy. For example, mobile operating systems 
and browsers enhance user privacy by normally requiring that consumers consent prior to 
providing businesses with sensitive information, such as geolocation data. These important 

1 Cal. Bus. & Prof. Code§ 22575(b )(3). 
2 See, e.g., 45 CFR § 164.520(b)(3). 
3 See, e.g., What should I do about all the GDPR pop-ups on websites, The Guardian (July 5, 2018), available at 

https://www.theguardian.com/technology/askjack/2018/jul/05/what-should-i-do-about-all-the-gdpr-pop
ups-on-websites; The tyranny of GDPR po pups and the websites failing to adapt, Wired (August 29, 2018), 

available at https://www.wired.eo.uk/article/gdpr-cookies-eprivacy-regulation-popups. 
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requests for consent would inevitably blend into a flood of requests for consent to minor changes 
in personal information collection/use practices, thereby making it less likely that consumers give 
meaningful consideration to more significant consent requests. 

The draft regulations' consent requirement would also create a perverse incentive for businesses 
to be as vague as possible when drafting privacy notices in order to avoid triggering additional 
notice and consent requirements at a later date. For example, a business may avoid citing specific 
products and services in a privacy notice out of concern that any minor change to those products 
and services, even changes that consumers are clearly informed about, will require consumer 
consent. In contrast, if the business simply includes a vague description of its use of personal 
information for products and services in general, it arguably would not need to obtain consumer 
consent before making minor changes to its products and services. Such an outcome is contrary 
to the CCPA's goal of increasing consumer awareness of the collection and use of personal 
information by businesses. 

It is important to note that removing the consent requirement from the proposed CCPA regulations 
would not give businesses a blank check to make major revisions to their privacy policies without 
consent, or to implement "bait and switch" tactics. Under the FTC's long-standing guidance, 
businesses must inform consumers and get express affirmative consent to opt in when making 
material changes to their privacy policies for data that has already been collected. As an 
expectation that exists under federal law, this requirement would remain in force if the consent 
regulation was modified or removed from the CCPA regulations. If the expansive consumer 
consent requirement is included in the final CCPA regulations, it may have the harmful effect of 
making California consumers less likely to pay attention to the request for consent to material 
changes to privacy policies that they receive from businesses pursuant to the FTC guidance. 

In addition, the CCPA already provides consumers with the ability to protect themselves from 
unexpected uses of personal information by a business. For example, the notice requirements 
will ensure that consumers are made aware of changes to the collection and use of their personal 
information. Additionally, consumers who take issue with changes in the collection/use of their 
personal information may request that the business delete their personal information or request 
to opt-out of any sale of their personal information. 

For the reasons discussed above, the Attorney General should strike the proposed § 
999.305(a)(3) or modify § 999.305(a)(3) to add a materiality requirement in order to avoid 
burdening consumers with a flood of unnecessary consent requests and preserve consumers' 
ability to make meaningful choices about the use of their personal information. 

II. The obligation to provide an estimate of the value of data in a notice of financial

incentive should be removed because it ignores the complexity and dynamic nature of
such valuations, will create significant implementation challenges, and fails to provide

meaningful benefits to consumers.

Determining a monetary value for personal information is a complex and inherently imprecise 
process that is ill-suited to many scenarios in which businesses use consumer personal 
information. The proposed regulations would force businesses to estimate the value of personal 
information as a condition of offering financial incentives, resulting in estimates that will likely 
reflect guesswork and vary widely across businesses-and therefore not meaningfully help 
consumers understand the implications of participating in a financial incentive program. 
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In some contexts, it may theoretically be possible to use a relatively straightforward method for 
estimating the value of personal information, such as examining the monetary benefit that a 
business directly derives from its collection of personal information in exchange for a particular 
good or service. For example, a service that earns 30% more revenue when a user who has 
provided personal information clicks on an advertisement than when a user who has not provided 
personal information clicks on the same advertisement has a reasonable basis for estimating the 
monetary value associated with the collection of consumer personal information. However, few, 
if any businesses experience such a direct and calculable connection between the collection of 
personal information and revenue. 

Consider instead a business that collects personal information to provide a customer with a more 
tailored experience. The value of that data at the time of collection is negligible. However, if the 
more tailored experience, initially provided for the consumer's benefit, results in the consumer 
returning for additional services or continuing to use the business's services, the business would 
derive value from the data collected in the first instance. It is impossible to calculate the value of 
such data, especially before the program has been implemented-it varies widely across 
products, services, markets, and consumers. As a result, businesses will have to estimate, 
including about participation rates, average selling prices, and other factors that affect valuation. 
And each of these estimates will further inflate the margin of error to the point that statements of 
value will frequently be highly imprecise. Two businesses that offer similar services and have 
similar models for using consumer personal information may come to completely different 
valuations for the same consumer's personal information. Such outcomes are contrary to the 
CCPA's transparency goals. 

Calculating the value of personal information is also difficult to include in a notice at the time the 
consumer enrolls in a financial incentive program, in part because the value of personal 
information can vary over time. For example, many businesses collect personal information to 
facilitate product development efforts. An element of personal information provided today may 
have no immediate value to the business. However, one year later, the information might be 
extraordinarily valuable in the development of a new product or service. Conversely, personal 
information might be collected with the expectation that it will be particularly valuable, only to have 
an expected use not materialize or not prove commercially viable, rendering the value of the 
personal information to the business nearly nothing. Product developments, inflation, and other 
factors could affect such valuations, along with economic trends, new technologies, and 
regulatory shifts or other developments. 

The challenges of accurately valuing consumers' personal information are particularly significant 
for businesses that offer a range of products and services. A company that offers ten separate 
services to its consumers, of which the consumers may pick any combination, would offer 
numerous potential combinations of services. The value of a consumer's personal information 
may fluctuate wildly depending on which combination a consumer selects. Requiring a business 
to estimate the value of a consumer's data for each of these combinations would be extremely 
burdensome. It would also undermine the CCPA's goal of providing consumers with clear, 
concise, and easy to read privacy notices that empower consumers to take meaningful actions to 
protect their privacy. Any explanation of the differences in valuation would be lengthy and difficult 
to comprehend for the average consumer. 

Finally, for some businesses, the disclosure of personal data valuations would result in the 
disclosure of competitively sensitive information. Such disclosures might indicate to competitors 
which products or services are particularly lucrative, or which are not performing particularly well. 
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Competitors may also infer the success or value of a given financial incentive program from the 
disclosures. 

The CCPA gives California consumers an unprecedented level of insight into and control over 
their personal information. Businesses are expected to be precise, accurate, and to provide 
consumers with meaningful opportunities to understand how their personal information would be 
used. The proposed requirement to disclose the value of personal information in the context of 
financial incentive programs, however, will result in consumers being presented with imprecise, 
inaccurate information that will not be actionable for them. Therefore, the regulations should be 
revised to remove the obligation to provide an estimate of the value of the consumer's data and 
the methodology for calculating that value. 

Ill. The obligation to treat unverifiable deletion requests as opt-out requests creates a 
significant risk of unauthorized action to the detriment of bona fide consumers and 

should be removed. 

The proposed regulations currently provide that a business shall treat an unverifiable deletion 
request as a request to opt-out of the sale of personal information. This provision is at odds with 
other key provisions of the CCPA, and it creates a risk of harm to consumers. 

First, in cases where the unverifiable request is not submitted by the actual consumer (i.e., an 
unauthorized request), the execution of a sale opt-out request is a clear violation of the 
consumer's fundamental right to privacy. And such violations can lead to additional consumer 
harms. For example, a consumer may use a free service that is supported by the sale of the 
consumer's personal information. If the consumer is opted-out of such sales via an unverifiable 
(and unauthorized) opt-out request, it is possible that the consumer will lose access to that free 
service (perhaps also causing the consumer to wonder whether they have been the victim of 
identity theft). Additionally, a consumer who is subject to an unauthorized opt-out request will be 
required to go through the potentially burdensome two-step sale opt-in process in order to undo 
the sale opt-out. 

Second, fulfilling an unverifiable request in any capacity conflicts with the CCPA's and the 
regulations' strong focus on verification. The Attorney General has gone to great lengths to set 
out a verification process that is intended to ensure that consumers are in control of when and 
how their CCPA rights are exercised. Requiring that an unverifiable deletion request be treated 
as an opt-out request undermines the CCPA's goal of balancing consumer control over personal 
information with appropriate data security practices. Requests that cannot be verified should 
simply be denied, with appropriate notice to the consumer. 

Third, automatically converting an unverifiable deletion request into an opt-out request is 
inconsistent with consumer intent. Deletion requests and sale opt-out requests have 
fundamentally different purposes. A deletion request is backward-looking - it applies to data that 
has already been collected by the business. In contrast, a sale opt-out request sets an indefinite 
prohibition on the further sale of the consumer's personal information. It is entirely possible a 
consumer may wish to delete previously collected data while allowing the business to continue 
selling newly collected data on a go-forward basis. Therefore, a consumer who submits a deletion 
request without the information that is necessary for verification may be frustrated to find that they 
have instead been subject to a sale opt-out. 
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Lastly, businesses will have limited recourse to remedy their error if a deletion request that was 
converted into a sale opt-out request conflicts with the consumer's actual preferences. Under the 
CCPA, businesses must wait 12 months after a consumer has been opted-out of sales before 
requesting that the consumer re-authorize the sale of their personal information. Therefore, if a 
consumer complains about an unintentional opt-out, some businesses may be deterred from 
requesting that the consumer opt back in to sales out of concern that such an action might run 
afoul of the law. 

To avoid the potential negative consequences described above, the Attorney General should 
remove the proposed obligation to treat an unverifiable deletion request as a sale opt-out request. 

IV. The obligation to disclose the method used for deletion may confuse consumers and
should be removed.

Currently, the CCPA describes three methods for complying with a deletion request-erasing, de
identifying, and aggregating. Properly implemented, any of the three specified deletion methods 
is sufficient to transform personal information into data that no longer qualifies as the consumer's 
"personal information." As a result, a business's decision to use one of these methods over the 
others should not have any impact on the consumer, whereas disclosure of the specific method 
may provide a roadmap to bad actors who may intercept or hack databases containing 
deidentified or aggregated data. 

Despite the draft regulations' apparent equal treatment of the three deletion methods, the 
regulations require that a business's response to a deletion request describe "the manner in which 
[the business] has deleted the personal information."§ 999.313(d)(4). Such a requirement may 
confuse consumers and may erroneously suggest that one method provides a greater level of 
privacy protection, or is required for certain types of data. 

This risk of this confusion is exacerbated by the fact that businesses, especially large businesses, 
will likely use a combination of all three methods to complete deletion requests. The appropriate 
methodology will vary depending on the type of information and how it is stored. Providing deletion 
methodology information may cause further unnecessary consumer concern by raising questions 
about whether the request was properly handled, while providing no privacy benefits to 
consumers. 
Moreover, disclosing when personal information was subject to deidentification or aggregation 
may provide insights to bad actors who seek to gain access to information that may be improperly 
deidentified or aggregated. It may also lead to the inefficient use of time and resources of the 
Attorney General's office by causing consumers to file complaints with the Attorney General 
regarding deletion practices that are fully compliant with the law. To avoid such negative 
consequences, this unnecessary obligation should be removed. 

V. The Attorney General should clarify that businesses that do not currently sell personal
information may omit the "Do Not Sell My Personal Information" link from their
web pages.

Under the CCPA, the obligation to post a "Do Not Sell My Personal Information" (DNSMPI) link is 
limited to businesses that actually sell consumer personal information. CCPA §1798.135(a). 
However, the draft regulations appear to conflict with the statute by obligating businesses that do 
not currently sell personal information to post the DNSMPI link. Section 999.306(d) expressly 
exempts a business from providing a notice of right to opt-out if it, among other things, "states in 
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its privacy policy that that it does not and will not sell personal information." The inclusion of this 
exemption in the draft regulations suggests that businesses may only omit the DNSMPI link if they 
make a commitment not to sell personal information in the future. Such a requirement would 
effectively force a business that does not currently sell personal information to take one of three 
bad options for approaching this obligation. 

First, the business may simply post the DNSMPI link. This approach will undoubtedly lead to 
consumer confusion as the business's customers will be confused as to why a business that 
otherwise indicates that it does not sell personal information (in fact and as reflected in its privacy 
policy) still includes a DNSMPI link on its website. This apparent contradiction may lead 
consumers to distrust the business and thereby cause the business to lose current and/or 
potential customers. Additionally, the obligatory posting of the DNSMPI link by businesses that 
don't actually sell personal information would undermine the value of the DNSMPI link as an 
indicator that a consumer can quickly look to on a website to determine if the business actually 
sells consumer personal information. 

Second, the business may omit the DNSMPI link and comply with all of the exemption 
requirements set out in section 999.306(d). By stating in its privacy policy that it "will not sell 
personal information," the business significantly constrains its strategy going forward. Given that 
the Federal Trade Commission had indicated that businesses should keep their forward-looking 
promises to consumers, the business may open itself up to the risk of FTC enforcement if it later 
determines that it needs to adjust its business strategy to allow for the sale of some consumer 
personal information. 

Lastly, the business could omit the DNSMPI link but not explicitly state in its privacy policy that it 
"will not" sell personal information. As discussed above, it is unclear if this approach would be 
fully compliant under the requirements of the regulations, creating potential enforcement risk. 

All of the options outlined above have significant negative consequences, including: consumer 
confusion and the undermining of consumer trust in businesses; unreasonable constraints on 
businesses' future use of personal information; the exposure of businesses to FTC enforcement; 
or the exposure of businesses to CCPA enforcement actions. The Attorney General can easily 
avoid these negative consequences by revising the section 999.306(d) exemption to remove the 
obligation for the business to state in its privacy policy that it "will not sell personal information." 
By removing this unreasonable constraint on future business strategies, the Attorney General will 
make it much easier for businesses that do not sell personal information to rely on the section 
999.306(d) exemption to justify their omission of a DNSMPI link from their website. 

This slight revision to the section 999.306(d) exemption remains consistent with the CCPA 
protections against unexpected sales of consumer personal information. If a business chooses to 
rely on this exemption, the regulations will still prohibit it from selling the personal information of 
consumers collected during the time period when the notice of the right to opt-out was not posted. 

VI. The obligation to confirm the receipt of a rights request within 10 days, regardless of
the method of submission, should be revised to avoid imposing an unreasonable

burden on businesses.

In most circumstances, the obligation to confirm receipt of a CCPA rights request within 10 days 
is a reasonable means of ensuring that consumers know their request is being processed. 
However, given that the regulations appear to require confirmation of all "requests," including 
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requests not submitted through designated methods, well-meaning businesses may not be able 
to comply with the 10-day confirmation requirement in all cases. This issue can be addressed by 
limiting the 10-day confirmation period to requests submitted via the methods designated in the 
business's privacy policy. 

The CCPA statute requires that businesses specify mechanisms for receiving consumer requests. 
The draft regulations require that a business "consider the methods by which it interacts with 
consumers when determining which methods to provide" for consumers to submit requests. 
Regulations § 999.312(c). These two provisions, working in concert, will likely result in the 
overwhelming majority of requests coming through designated methods. However, the draft 
regulations anticipate that some consumers will choose to submit their requests via other 
methods. When this happens, the draft regulations still refer to the consumer as sending a 
"request" and require that the receiving business either "treat the request as if it had been 
submitted in accordance with the business's designated manner, or provide the consumer with 
specific directions on how to submit the request or remedy any deficiencies with the request, if 
applicable." Regulations§ 999.312(e)(1). 

If the term "request" is not constrained to inquiries submitted through methods designated by the 
business, then the methods by which consumers could conceivably submit a "request" are without 
limit. Consumers may submit requests by presenting them to overseas offices. They may mail 
them to post office boxes intended for other purposes. They may present them to representatives 
at trade shows. In these circumstances, even a business with a strong CCPA-compliance 
program may be unable to confirm the request within 10 days. Employees reviewing requests 
sent through other methods may not immediately recognize a CCPA request. If they do, it may 
take time for them to forward the request to the appropriate department within the company. 
Additionally, despite efforts to train employees on CCPA compliance requirements, some 
employees may not be aware of the 10-day confirmation requirement. As a result, the request 
may not make its way to the business's CCPA compliance team until after 10 days have passed. 

Because most requests can be expected to be made through the designated methods, modifying 
the 10-day confirmation rule to exclude requests submitted through other methods will likely not 
have a material impact on consumers. 

VII. The regulations should allow businesses to use information maintained for CCPA
record-keeping purposes for other reasonable and disclosed purposes, such as
improving consumer rights response processes.

To efficiently and accurately process consumers' CCPA requests, businesses will need to create 
new records reflecting how the business receives, processes, and responds to such requests. 
The draft regulations currently restrict businesses to using these records for "record-keeping 
purposes" only. However, consumers would likely benefit from allowing businesses to use this 
information for certain other notified purposes that are transparently disclosed in a business's 
privacy notice. 

The current over-restriction of the use of CCPA records will preclude reasonable uses that could 
benefit consumers and that should instead be encouraged. For example, under the draft 
regulations, businesses could not review records of rights requests to develop models for 
preventing fraudulent requests. Businesses would also be prohibited from analyzing the records 
to identify process or staffing changes that might make the rights request process more 
convenient or efficient. Given that many businesses operating in California are creating entirely 
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new processes to respond to CCPA requests and may be generally unfamiliar with the concept 
of data subject requests, there will likely be a need to improve the processes over time based on 
the experience of responding to actual requests. The ability to review records of prior requests 
will be critical to such improvement efforts. 

As another example, businesses that receive a high volume of requests will likely need to regularly 
audit records of responses to maintain an accurate and up-to-date understanding of their CCPA 
compliance. To avoid denying businesses a valuable tool for assessing and improving compliance 
with the law, the restrictions on the use of CCPA records should be revised to allow for additional 
reasonable uses that are disclosed to consumers in accordance with the CCPA, including for 
internal compliance audits. 

VIII. The obligation to publicly disclose certain CCPA compliance metrics should be
removed because it will incentivize lax verification processes and hasty responses
to rights requests and may violate businesses' free speech interests.

Currently, the proposed regulations require businesses that handle large amounts of consumer 
personal information to compile and publish in their privacy policy the following metrics: 

• The number of requests to know that the business received, complied with in whole or in part, and
denied;

• The number of requests to delete that the business received, complied with in whole or in part,
and denied;

• The number of requests to opt-out that the business received, complied with in whole or in part,
and denied; and

• The median number of days within which the business substantively responded to requests to
know, requests to delete, and requests to opt-out.

Although businesses may voluntarily choose to compile and use the above information to analyze 
and improve their CCPA processes, the required publication of such information could harm 
consumers and businesses. 

For example, it may encourage lax verification standards and hasty responses. While all 
businesses should strive to be responsive to CCPA requests, the sensitive nature of the 
information involved and the complicated work required to fulfill requests necessitate caution and 
thoroughness, not speed. This requirement strongly deters a methodical and thorough approach 
by potentially making a business that quickly fulfills all requests seem more consumer-friendly 
than a business that frequently denies requests (because it sets a high bar for verification in order 
to protect consumer personal information from bad actors) and typically longer to respond (to 
ensure that it is thorough in identifying all of the relevant personal information). Faced with this 
public pressure, otherwise CCPA-compliant businesses may be incentivized to be less rigorous 
in verifying and responding to CCPA requests. Such an outcome would ultimately harm 
consumers by increasing the likelihood of unauthorized disclosures of sensitive personal 
information and the incomplete fulfillment of requests. 

Given that the CCPA has express deadlines for responding to consumer requests, public pressure 
is not needed to ensure that businesses promptly respond to consumer requests. If a business 
regularly fails to meet the prescribed deadlines, consumers can report their experience to the 
Attorney General, who can then bring an enforcement action against the business. 
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Lastly, the required disclosure of certain CCPA compliance statistics potentially infringes on 
businesses' free speech interests. Although public disclosure requirements are imposed on 
businesses in some instances, such content-based regulations of speech generally must serve a 
compelling government interest and not be unduly burdensome. As discussed above, the public 
disclosure of CCPA compliance statistics does not promote a compelling government interest. To 
the contrary, it arguably undermines the public's interest in ensuring that businesses properly 
verify and thoroughly fulfill CCPA requests. Additionally, the disclosure requirement is highly 
burdensome to businesses due to the time, cost, and effort required to compile the statistics and 
the public pressure to speed responses that businesses will experience as a result of the 
publication of the statistics. 

Given that the CCPA compliance disclosure requirements increase the risk of harm to consumers 
and impose significant burdens on businesses while offering minimal benefit, they should be 
removed from the proposed regulations altogether or revised to require annual, internal 
compliance reviews rather than public disclosure. 

IX. Businesses that do not sell minors' personal information should not be required to

establish and document processes for allowing a sale opt in for minors.

Currently, the proposed regulations require that all businesses that have actual knowledge that 
they collect or maintain the personal information of minors who are at least 13 but under 16 years 
of age to establish, document, and comply with a reasonable process for allowing opt-in to sales. 
The imposition of this requirement on all businesses, regardless of whether they actually sell 
personal information, will likely cause consumer confusion and impose unnecessary costs on 
businesses without providing any benefit to consumers. 

The blanket requirement to set up an opt-in process is inconsistent with the CCPA statute's more 
nuanced approach to sale-related obligation. For example, in the absence of any sales of personal 
information, the CCPA statute reasonably provides that a "Do Not Sell My Personal Information" 
button is not required. Regulations § 1798.135(a). In contrast, the proposed regulations do not 
take into account whether any sales of personal information are actually occurring, and instead 
broadly require that any business that collects or maintains the personal information of children 
under 16 establish, document, and comply with a process for receiving opt-ins for the sales of 
such minors' personal information. Regulations§ 999.330(a). The business must also include a 
description of this process in its privacy policy. Regulations § 999.332(a). Such an outcome is 
nearly guaranteed to confuse consumers, who will wonder why a business that states that it does 
not sell minors' personal information nonetheless outlines a process for opting in to the sale of 
personal information in its privacy policy. 

Consumer confusion regarding the sale of personal information is likely to be particularly impactful 
for businesses that intentionally provide goods or services to minors. Given the relative sensitivity 
of minors' personal information, many such businesses choose to not sell that information. Even 
under the CCPA's expansive definition of "sale," it is likely that many of those minor-focused 
businesses will adjust their practices, if necessary, in order to avoid selling such information. An 
obligation that undermines such businesses' ability to convey that message will be particularly 
damaging and may even deter businesses from taking a clear stance against selling personal 
information. 

In addition to confusing consumers, the opt-in process requirement will also harm businesses by 
requiring them to bear the cost of setting up an unnecessary opt-in process, as well as by deterring 
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potential customers. For example, consider a small business that operates an educational website 
that is targeted towards middle school students. Such a business would likely maintain the 
personal information of consumers that the business knows are in the 13-16 age range. Even if 
the business has made a firm commitment to not sell its users' personal information, it will 
nonetheless be obligated to expend time and financial resources setting up a sale opt-in process. 
Additionally, potential users who read the business's privacy policy may be deterred from signing 
up out of concern that the description of the sale opt-in process suggests that the business 
actually does sell consumer personal information or is likely to do so in the future. 

Instead of broadly requiring that all businesses that have actual knowledge that they collect or 
maintain the personal information of minors who are at least 13 but under 16 years of age to 
establish, document, and comply with an opt-in process, the regulations should instead clearly 
provide that such a process is required only when a business actually engages in the sale of such 
minor consumers' personal information. This revision would significantly reduce the risk of 
consumer confusion and eliminate an unnecessary burden that is placed on businesses that 
choose to not sell personal information. 

X. The Attorney General should revise the regulations' definition of "categories of third
parties" to ensure that consumers receive complete information regarding the types of
entities with which their personal information is shared.

The proposed regulations' current definition of "categories of third parties" may cause businesses 
to provide consumers with incomplete notices that do not describe the full extent to which 
consumer data is shared. Under the proposed regulations, the term "categories of third parties" 
is defined as "types of entities that do not collect personal information directly from consumers." 
The narrow phrasing of this definition appears to cover only entities that, under no circumstances, 
collect personal information directly from consumers. While this may cover some third parties that 
receive personal information from businesses, such as certain data brokers, it fails to capture 
many other types of entities with whom consumer personal information may be shared. 

For example, other businesses that collect personal information directly from their own customers 
would not seem to qualify for inclusion in a list of "categories of third parties." Therefore, if retailer 
A sells its own customers' personal information to retailer B (which collects data from its own 
customers), retailer A would not be obligated to include the sale of consumer information to retailer 
B in a response to a consumer's request to know the "categories of third parties to whom the 
personal information was sold or disclosed for a business purpose" because Retailer B is an entity 
that does collect personal information directly from consumers. Such an outcome would result in 
consumers receiving an incomplete understanding of how the retailer is sharing their personal 
information. 

To ensure that CCPA notices and disclosures fully capture the range of third parties with whom 
personal information is shared, the definition of "categories of third parties" should be revised. 
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California Consumer Privacy Act Public Comments 

Page 12 of 13 

Appendix 1: Proposed Text Changes 

§ 999.305(a)(3):
Strike; or 

Revise§ 999.305(a)(3): A business shall not use a consumer's personal information for 
any purpose other than those disclosed in the notice at collection. If the business intends 
to use a consumer's personal information for a purpose that was not previously 
disclosed to the consumer in the notice at collection, the business shall provide notice 
directly notify the consumer of this new use. If a new use is materially different from 
and incompatible with the purposes set out in the previously provided notice, the 
business shall obtain explicit consent from the consumer to use the previously 
collected personal information i-t for this new purpose. 

§ 999.307(b)(5):
Strike § 999.307(b)(5): An explanation of vvhy the financial incentive or price or service 
difference is permitted under the CCPA, including: 
(a) A good faith estimate of the value of the consumer's data that forms the basis for
offering the financial incentive or price or service difference; and
(b) A description of the method the business used to calculate the value of the
consumer's data.

§ 999.313(d)(1):
"For requests to delete, if a business cannot verify the identity of the requester pursuant 

to the regulations set forth in Article 4, the business may deny the request to delete. The 
business shall inform the requester that their identity cannot be verified. and shall 
instead treat the request as a request to opt out of sale." 

§ 999.313(d)(4):
In its response to a consumer's request to delete, the business shall specify the manner 
in which it has deleted the personal information. 

§ 999.306(d)(2):
"A business is exempt from providing a notice of right to opt-out if ... It states in its 
privacy policy that that it does not and will not sell personal information." 

§ 999.313(a):
"Upon receiving a request to know or a request to delete through a designated method 
of submission pursuant to section 999.312, a business shall confirm receipt of the 
request within 10 days and provide information about how the business will process the 
request." 

§ 999.317(e):
"Information maintained for record-keeping purposes only and which would not 
otherwise be maintained by the business shall not be used for any other purposes 
without notice as required under the CCPA and these regulations." 

§ 999.317(9):
Strike; or 
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California Consumer Privacy Act Public Comments 
Page 13 of 13 

"A business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells, or shares for commercial purposes,the personal 
information of 4,000,000 or more consumers, shall:(1) Compile the following metrics for 
the previous calendar year:(a)The number of requests to know that the business 
received, complied with in whole or in part, and denied;(b)The number of requests to 
delete that the business received, complied with in whole or in part, and denied;(c)The 
number of requests to opt-out that the business received, complied with in whole or in 
part, and denied; and(d)The median number of days within which the business 
substantively responded to requests to know,requests to delete, and requests to opt-
out.(2) Annually, review the metrics compiled in subsection(1)and amend 
processes and resourcing as appropriate to help ensure the business's timely 
compliance with verifiable consumer requests. Disclose on compiled in 
subsection (g)(1) within their privacy policy or posted on their website and accessible 
from a link included in their privacy policy." 

§999.331(a): 
"A business that has actual knowledge that it collects or maintains the personal 

information of minors at least 13 and less than 16 years of age and which engages in 
the sale of personal information shall establish, document,and comply with a 
reasonable process for allowing such minors to opt-in to the sale of their personal 
information, pursuant to section 999.316." 

We thank the Attorney General for considering these comments in its rulemaking process. 

Sincerely, 

r't 

Michael D. Belote 
President, California Advocates, Inc. 
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Comments on Proposed CCPA Regulations 

I have several concerns about the proposed CCPA regulations. 

EXJ2licitnotice before resale. Section 1798.115(d) of the statute says that "a third party shall 
not sell personal information about a consumer that has been sold to the third party by a 
business unless the consumer has received explicit notice and is provided an opportunity t1;f� /.<,
exercise the right to opt�out pursuant to Section 1798.120:' The statute did not define - :i! :·:);:.Ti\.·· 
"explicit notice:• _ ·.f : ·, ,< 

1 

�;t• .. ; 
One might assume that the legislature meant the legal term of art "actual notic.8:" But 9;iat � '\ f 
not the term the legislature chose and this is not consistent with legislation pas�ed with tlle' _ · 't; . 
CCP A. As defined in section 1798.99.80, a "data broker" is a business that "collects" personal - Ii.··_ . 
information but does not have a direct relationship with consumers; in other wotds, i.tiis ·!' t·�,�t ,:J, , ' \ 
essentially a third party which does not have a direct relationship with consumers. Al:. pa.ge;B :>"·' .· · : .·, ,,.,

of the March 2019 committee report for AB� 1202 (enacted as section 1798.99.80 et seq.) 
pointed out: 

In the case of data brokers, explicit notice may become difficult when there is no direct 
relationship with the consumer and the data broker does not have the consumers 
current contact information. 

That is, the legislature recognized that it would be difficult or impossible for a third party to 
comply with 1798.1 lS(d) if it had to provide actual notice to consumers with whom it does not 
have a relationship. The implication is that the legislature envisioned compliance where 
"explicit notice" does not necessarily mean "actual notice" but instead that the company has 
publicly posted the privacy policy disclosures required by section 1798.120. 

The source of this ambiguity is the usage of the undefined term "explicit notice" and the 
structure of 1798.1 lS(d) which does not mal<e clear whether section 1798.120 defines both 
the required disclosures and the required opt-out under 1798.115(d), or merely the required 
opt-out. 

Proposed regulation 999.305(d) addresses the question of what is required by "explicit notice" 
under 1798.115(d) for a third-party to resell personal infonnation to another third-party. It 
offers two methods of giving "explicit notice": 

A business that does not collect information di.1:ectly from consumers does not need to 
provide a notice at collection to the consumer, but before it can sell a consume.ts 
personal information, it shall do either of the folloviing: 

( 1) Contact the consumer direcdy to provide notice that the business sells personal 
info1ma.tion about the consumer and provide the consumer with a notice of right to 
opt-out in accordance with section 999.306; 01· 

CCPA_ 45DAY _00083 

W27-1

LuongH
Line



(,2) Contact the source of the personal information to: a. Confirm that the source 
provided a notice at collection to the consume1· in accordance with subsections (a) and 
(b) {of section 999.305]; and b. Obtain signed attestations from the source describing
how the source gave the notice at collection and including an example of the notice.
Attestations shall be retained by the business for at least two years and made available
to the consumer upon request.

Proposed regulation 999.305(d)(1) requires the reselling third party to contact the consumer 
directly to provide notice; this favors companies like Facebook with a first-party online 
ecosystem who can pop-up notices whenever they wish to provide notices to consumers, 
which is ironic because Facebook's Cambridge Analytica scandal was in no small part 
responsible for the passage of the CCPA. 

On the other hand, businesses which do not have contact information for consumers are 
unable to avail themselves of this provision. This means that some businesses will by 
necessity start to collect and store contact information for consumers in order to contact 
consumers as needed, which decreases consumer privacy. The experience in Europe is that 
one of the most effective ways to protect user privacy is the "principle of data minimization;· 
meaning that businesses collect and use only the data which is necessary to successfully 
accomplish a given task. Proposed regulation 999.305(d)(1) is not compatible with the 
principle of data minimization. 

The requirement that reselling third parties directly contact consumers is not compatible 
with legislative intent, as stated above, and is not necessary given that these third parties will 
either have a direct relationship with consumers or be listed on the attorney general's data 
broker registry. The attorney general's justification for this proposed regulation, that it 
"furthers the purposes of the CCPA by ensuring that consumers have an opportunity to 
opt-out of the sale of their personal information before it is sold by those businesses;' is not 
factually accurate. There is no requirement that the reselling third party obtain consent 
before reselling the personal information or that it allow enough time to process an opt-out 
before effectuating the sale. Being the case, consumers will need to rely on the attorney 
general's data broker registry anyway, which means the cost and privacy risks caused by 
999.305(d}{1) are for nothing. 

Proposed regulation 999.305(d)(2) requires the reselling third party to obtain certain records 
from the "source" and keep them for two years, making them available upon request. This 
provision favors companies like Experian which obtain records in bulk from a few data 
collectors such as banks and utility companies, which is ironic because Experian recently 
suffered the largest data breach in history. 1 This provision also denies consumers the 
opportunity to know who is reselling their data. There is no requirement that the notice 

1 Note that consumer reporting agencies are excluded from the CCPA in some cases (under 
1798.145(d)), however the point remains that the provision favors companies which buy 
consumer data in bulk. 
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consumersreceive atthe pointofinitialcollectionidentify any ofthe reselling third-parties 
underproposed regulation 999.305(d)(2).Aslong asthe reselling third parties store the 
necessary paperworkintheir files,an infinite numberofthird parties can resellthe personal 
information with nofurther notice to consumers.Therefore,the attorney general'scomment 
with respectto 999.305(d),"Sincesuch businesses[resellingthird parties]collectpersonal 
information primarilyin orderto sellit,the subdivision[999.305(d)]will provideconsumers 
with moreeffective notification ofthe business's collection practicesthan any alternative;'is 
justnottrue. 

Ifthe attorneygeneralis willingto allow resales underproposed regulation 999.305(d)(2) 
withoutfurther notification to consumers,the attorney generalshould allow thesamefor 
businesses which donothavecontactinformationforconsumers. 

It's worth pointingoutthat atthe pressconference wherethe attorney generalannouncedthe 
proposed regulations,he criticized the timethatthe retailer Targethad deduced thata 
teenager waspregnantandsenther pregnancycoupons,surprising herfatherwhohad not 
knownshe waspregnant.However,none ofthe onerous rules proposed bythe attorney 
generalwouldhavepreventedTargetfrom doingthis.The data analysishadbeen done 
in-house atTargetbyastatistician named Andrew Pole based onpurchase dataTargethad 
collected itself. (̀Andthe pregnancy couponshadbeensentthrough the postalservice;this 
anecdote has nothingto do with online advertising.)Aslong asretailers provide de minimis 
notice atthetimeofsale,theycan continuetodoin-house data analysisandtargeted ad 
campaigns. 

Moreover,the economic analysisconductedtojustifythe proposed regulations entirely 
ignore the practicaldifficulties ofimplementing proposed regulation 999.305(d).The 
analysis states: 

Weassumethatnoneoftheeconomicimpactsassociated with thesenotification 
requirementsare directlyattributable to theproposedregulation.Becausenotification 
requirementsarerequired underthe CCPA,theeconomicimpactsofdevelopingthese 
notificationsarepartoftheregulatorybaseline. TheDOJregulationsprovideguidance 
to businessesonhow theyrnuststructure thenotificationrequirementsbutthe 
resourcesrequired to do thisarenotlikcely to be differentthan whatbusinesses would 
otherwise do to meetCCPArequirements. 

Thisissimplynotcorrectfor companieswhich,by design,do nothave contactinformation 
forconsumers.Based onthe plainlanguage ofthestatute and the committee reports ofthe 
legislature,it appearedthattherequirements of 1798.115(d)could be metby registration asa 
databrokeras well asproviding necessarydisclosures on thethird party's website.Butwith 
the proposed regulations,there is no practicalwayforthecompanies responsible for most 

htips://www.nytimes.com/2012/02/19/magazine/shopping-habits,html 
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intern�t advertising to satisfy either of the alternatives provided. To explain the effect of 
CCPA on the online advertising industry it is necessary to briefly explain how adtech works. 

Almost all ads that a user sees online are put there through an online auction process. If the 
owner of a web site wishes to display an advertisement on a web page, he or she will insert a 
special "tag" in the HTML source code of the web page. When the consumer's browser loads 
the web page, the "tag" causes the browser to request an ad to display from a company called a 
"supply side platform" (or SSP), whose job it is to work with the owners of web sites. The SSP 
then reads a cookie from the browser that contains a number identifying the consumer. The 
SSP then holds an auction for_Jhe opportunity to show an ad to that user. The SSP reaches out 
to other companies called "demand side platforms" (or DSPs) who work with advertisers and 
asks how much they are willing to pay to display an ad to that user. The DSPs are willing to 
pay different amounts depending on the information they have associated with that 
identifying number, such as: the consumer is likely male or the consumer has visited a 
particular advertiser's homepage. The DSPs submit bids and the winning DSP sends an ad to 
the consumer. The entire process occurs in a few milliseconds. 

In order to protect user privacy, neither the SSP nor the DSPs have contact information for 
the consumer or the opportunity to contact the consumer; they only have information 
associated with a randomly assigned number. However the information they have is 
considered "personal information'' under the CCPA. It is possible that the SSP and DSPs are all 
considered third parties and therefore would need to meet the requirements of proposed 
regulation 999.305(d). However, as they lack the users' contact information they cannot: 

Contact the consumer directly to provide notice that the business sells personal 

information about the consumer and provide the consumer with a notice of right to 

opt-out in. accordance with section 999.306 

and comply with proposed regulation 899.305(d)(1). There is also no way in the real-time 
bidding process for the DSP to contact the owner of the web page to: 

Obtain signed attestations from the source describing how the source gave the notice 

at collection and including an example of the notice . ... 

and comply with proposed regulation 999.305(d)(2). 

Over half of all ad dollars are spent on digital advertising, which goes to pay for the online 
media and services people tal<e for granted. Two of California's largest industries are adtech 
and the media industry. Thoughtless regulations will have a massive impact on the California 
economy. At the very least, the proposed regulations will cause a concentration in the largest 
Internet companies such as Facebook and Google which, either due to their size or their 
ability to contact individual users, will be able to comply with the proposed CCPA regulations. 
There has never been a serious security incident with an SSP or DSP. The databreaches that 
make the news such as Cambridge Analytica or E:x;pe1ian and the anecdotes about 
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out�of-control marketing like Target involve com,papjes which have identifying information 
about users. 

Requested change to the regulations: Change proposed regulation 999.305(d) to "A business 
that does not collect information directly from consumers does not need to provide a notice at 
collection to the consumer, but before it can sell a consumer's personal information, it shall 
register as a data broker under section 1798.99.80:' 

In the alternative, "A business that does not collect information directly from consumers does 
not need to provide a notice at collection to the consumer, provided that the business 
reasonably believes that the consumer was provided with a notice compliant with subsections 
(a) and (b):'

Response to likely objection: Certainly some people are opposed to the idea of online 
advertising in general, however it is beyond the authority of the attorney general to 
effectively outlaw online advertising. Europe has shown (e.g., through the Transparency and 
Consent Framework) that it is possible to have a workable system of providing notice and 
obtaining consent from consumers and passing signals through the adtech ecosystem to 
honor consumer preferences. 

90-davlookback period for opt-outs. The CCPA imposes no requirement to pass on opt-out
requests. Once personal information has been "sold" to a third party, the seller is not required
to have any further contact with that third party. Proposed regulation 999.315(£) adds a new
requirement for the seller to pass on opt-out requests to third-parties to whom personal
information was sold over the previous 90 days:

A business shall notify al.I third parties to whom it has sold the personal information of 
the consumer within 90 days prior to the business's receipt of the consumer's request 
that the consumer has exercised their right to opt-out and instruct them not to further 
sell the information. The business shall notify the consumer when this has been 
completed. 

This requirement is not contemplated by the CCPA statute and not necessary given the data 
broker registry provided by section 1798.99.80. It is also totally unworkable as a practical 
matter. The reality is that when personal information is received by a business, the personal 
information is immediately integrated into the data the business already has. It is not possible 
to go back and excise particular nuggets of personal information after the fact. The only 
workable solution is for the business to treat a passed-on opt-out as an opt-out of all of the 
consumer's personal information. This is unwise in the extreme and will have unexpected 
consequences for the consumer. The "do not sell my personal information" choice is not 
simply a choice about whether a consumer receives online advertising. Rather, the "do not sell 
my personal information" flag applies to all businesses, and most businesses are not in the 
adtech or data brokerage business. There are many businesses where the "sale" of personal 
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information is integral to (directly or indirectly) performing services for the consumer. 3 If a 
consumer exercises her "do not sell my information" rights with one company, the consumer 
is not expecting that other companies will set the flag as well. The consumer would not have 
any notice that his or her services have effectively been discontinued with that other 
company. In short, the choice to "do not sell my personal information" should only be 
exercised with the consumer's thought and express choice. 

It is also very difficult for a business to keep track of which personal data was "sold" over the 
previous 90 days. This is especially true for adtech companies which handle vast numbers of 
microscopic pieces of personal data. The only workable solution is for many businesses is to 
keep a master list of all consumers who have exercised their "do not sell my information" 
rights and to send that list to all of their partners on a regular basis. However there is no 
standard for how this data will be interchanged and it is burdensome to make a custom 
solution for each partner. It is also likely that bad data will be injected into the process, which 
will exacerbate the problem of unexpected opt-outs. To name just one example, the IAB's draft 
Compliance Framework for Publishers & Technology Companies recommends that false 
"opt-out" signals be generated in order to pass data outside outside of a CCPA "sale" (e.g., 
treating the data transfer as a disclosure to a "service provider"). 

Moreover, the economic analysis conducted to justify the proposed regulations entirely 
ignored the practical difficulties of implementing proposed regulation 999.315(£) in the 
adtech context. The analysis stated: 

The incremental compliance cost associated with this regulation is the extra work 

required by businesses to notify third parties that further sale is not permissible. 

Reliable data was not available to quantify this impact, which would require knowing 

how many businesses sell personal information to third parties. However, businesses 

that do sell personal information will need to retain records to track these sales and 
must allocate resources to communicating with third parties once an opt-out request 

is made. For larger companies, it is quite plausible that this notification process will be 

built into automated systems so that additional staff resources are not required If this 

is the case, the increment;u compliance cost will be cost associated with building this 

capacity into the data mapping strategy and back-end technologies. 

A statement that "it is quite plausible that this notification process will be built into 
automated systems so that additional staff resources are not required" is simply not sufficient 
and is contrary to reality, as explained above. This analysis also ignores the impact of 
unintended opt-outs. 

3- For example, the "sale" might be a data transfer at the direction of the consumer to a
recipient which fails the definition of "'service provider" for technical reasons. Or the "sale"
might be necessary to protect the consumer. Until the enactment of AB-1146 in October
2019, for example, consumers exercising their CCPArights would not receive notices of
automobile recalls.
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Requested chtmge to the regulations: Delete proposed regulation 999.315(f). 

Response to lil,ely objection: The attorney general def ended the proposed regulation as 

follows: 

This subdivision is necessary to fu1·ther the purposes of the CCPA in giving consumers 
control over the sale of their personal info1mation and to address, in part, concerns 
raised by the public during the Attorney General's preliminary rulemaking activities 
that consumers may not know the identity of the companies to whom businesses have 
sold their information in orde1· to make an independent request. In order to exercise 
the right to opt-out of the sale of their personal information, a consumer must know 
which businesses hold their information. The realities of today's data-driven 
marketplace leave most consumers ignorant about what information is being collected 
about them, who is collecting it, what is being inferred from it, how it is being used, 
and with whom it is being shared. Consumers may know the business they have a 
direct relationship with, but they rarely know the identities of the businesses with 
whom that business shared their personal information. Because the CCPA only 
requires businesses to disclose the categories of third parties with whom it sold the 
consumer's information, and not their specifi.c identities, this subdivision places the 

· onus on the business to forward the consumers request to those businesses that it sold
their information within the 90 days prior to receiving the consumers request.

This assertion is factually inaccurate. There is simply no need for this 90-day lookback 
(which, to reiterate, was not contemplated by the CCPA) given that the attorney general 

operates a data broker registry under section 1798.99.80. 

Implied opt-outs. The second half of proposed regulation 999.315(g) addresses opt-outs which

are not made through the business's "do not sell my information" page. It reads: 

User-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumers choice to opt-out of the sale of 
their personal information shall be considered a request directly from the consumer, 
not through an authorized agent. 

There are numerous existing mechanisms for a user to express privacy preferences, 

including the NAI's consumer opt-out page and the "do not track" setting in web browsers. 
The regulation is unclear whether those privacy preferences should be interpreted as "the 

consumer's choice to opt-out of the sale of their personal information:' If so, this proposed 

regulation seems unwise in the extreme. 

The "do not sell my personal information" choice is not simply a choice about whether a 

consumer receives online advertising. The choice to limit ad tracking and block ads is easily 

made with simple browser add-ins. Rather, the "do not sell my personal information" flag 

applies to all businesses, and there are many businesses where the "sale" of personal 

information is integral to performing services for the consumer. Imagine that a consumer 
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sets the "do not track" flag in her browser and then logs into that business's website. The 
business sees the "do not track" flag and treats it as an exercise of the consumer's right to not 
sell her personal information. The consumer would not have any notice that his or her 
services have effectively been discontinued. In short, the choice to "do not sell my personal 
information" should only be exercised with the consumer's thought and express choice. 

Requested change to the regulations: Delete the third sentence of proposed regulation 
999.315(g). 

Response to likely objection: Some might say that consumers should have the ability to use an 
automated system to opt out of "sales" of their personal information, however given the very 
broad definition of "sale" this is unwise. The attorney general can revisit his regulations in a 
year or two if experience proves that such a system is necessary. 

Definition of '�ervice provider."The CCPA contains two inconsistent definitions of "service 
provider." One is in section 1798.140(v) which reads: 

"Service provider" means a sole proprietorship, partnership, limited liability company, 
corporation, association, or other legal entity that is organized or opei-ated for the 
profit or financial benefit of its shareholders or other owners, that processes 
information on behalf of a business and to which the business discloses a consumers 
personal information for a business purpose pursuant to a written contract, provided 
that the contract prohibits the entity receiving the information from retaining, using, 

or disclosing the personal information for any purpose other than for the specific 
purpose of performing the services specified in the conti:act for the business, or as 
otherwise permitted by this title, including retaining, using, or disclosing the personal 
information for a commercial purpose other than providing the services specified in 
the contract with the business. 

Another is implied by the definition of "third party" in section 1798.140(w) which reads: 

"Third party" means a person who is not any of the following: ( 1) The business th.at 
collects personal information from consumers under this title. (2) (A) A person to 
whom the business discloses a consumers personal information for a business 
purpose pursuant to a written contract, p1·ovided that the contract: (i) Prohibits the 
person receiving the personal information from: (I) Selling the personal. information. 
(II) Retaining, using, 01· disclosing the personal information for any purpose other
than for the specific purpose of performing the services specified in the contract,
including retaining, using, or disclosing the personal information for a commercial
purpose other than providing the services specified in the contract. (III) Retaining, 

using, or disclosing the information outside of the direct business relationship
between the person and the business. (ii) Includes a certification made by the person
receiving the personal information th.at the person understands the restrictions in
subparagraph (A) and will comply with th.em.
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Thatis,section 1798.140(w)states thata personto whom personalinformation is disclosed 
musthavein his contracta certification thathe understands the restrictions ofbeing a 
service provider and mustcomplywith them,otherwise he is consideredtobe athird party.In 
effect,therefore,section 1798.140(w)includesan additionalrequirementto be aservice 
provider.This requirementisburdensomein practice;there are many existingbusiness 
contracts wherethe cleartermsofthe contractmeettherequirementsin section 1798.140(v), 
butit is necessaryto renegotiatethe contractsto add the certification required under section 
1798.140(w)in orderto comply with the CCPA. 

Notably,proposed regulations999.314(a)and(b)donotreferencethis additionalcertification 
requirement,which appears to be an oversight. 

Requestedchangeto theregulations:The attorney generalshould add asection to proposed 
regulation999,314stating somethinglike"A sole proprietorship,partnership,limited 
liability company,corporation,association,orotherlegalentity thatis organized or operated 
for the profit orfinancialbenefit of its shareholders or other owners,which meetsthe 
requirementsofsection 1798.140(v)shall be considered a'service provider'and nota'third 
party'evenifthe contractunder which it processesinformationlacksthe certification 
requiredby 1798.140(w)(2)(A)(ii)." 

Response tolikelyobjection:Some mayargue thatthe requirements for being aservice 
provider shouldbe keptasstringentas possible.However,I view thisrequirementasa 
needlessformalityand aconfusinginconsistencyint_he law. 

Household data.Proposed rule 999.318(a)says"abusiness mayrespondtoarequesttoknow 
or requestto delete as it pertainsto household personalinformationby providing aggregate 
household information'—butit does notmakesense to respondtoarequestto deleteby 
providinginformation.Thisappearstobe a drafting error. 

Requestedchange to theregulations:Insert"in response to the requesttoknoworignoring 
therequestto delete"after"providing aggregate household information." 

Response tolilcelyobjection:Icannotimaginethe opposition to thischange. 

Datapointsrequired.Proposed regulation999.325is overly prescriptive.Itprescribes howa 
businessshould authenticate aconsumerwho doesnothave apassword-protected account 
with it. Itreads: 

(a)Ifaconsumerdoesnothaveorcannotaccessapassword-protected account with 
the business,the businessshallcomplywithsubsections(b)through(g)ofthissection, 
in addition tosection 999.323. 

(b)A business'scompliance with arequesttoknowcategoriesofpersonalinformation 
requires thatthe business verifytheidentityoftheconsumermakingtherequestto a 
reasonabledegreeofcertainty.A reasonable degree ofcertaintymayincludematching 
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'at least two data points provided by the consumer with data points maintained by the 
business, which the business has determined to be reliable for the purpose of verifying 
the consumer. 

(c) A business's compliance with a request to know specific pieces of personal
information requires that the business verify the identity of the consumer making the

request to a reasonably high degree of certainty, which is a higher bar for verification.
A reasonably high degree of certainty may include matching at least three pieces of 
personal information provided by the consumer with personal information
maintained by the business that it has dete11nined to be reliable for the purpose of 
verifying the consumer together with a signed decla.1:ation under penalty of pe1jury
that the requestor is the consumer whose personal information is the subject of the
request. Businesses shall maintain all signed declarations as partof their
record-keeping obligations.

Some data points are far more identifying than others and it does not make sense to require 

two data points. A web service can read a cookie out of the user's browser and be certain with 
one data point who the user is. But a business that asks the user his gender and what state he 
lives in is much less certain. 

Additionally, the same concerns around the concept of a "password-protected account" apply 
here. 

Requested change to the regulations: Delete proposed regulations 999.325(a), (b) and (c). 

Response to likely objection: Some might argue that removing these guidelines makes it more 
difficult for a business to know what constitutes an acceptable level of verification. However, 
imposing an arbitrary standard enables bad-faith businesses to skirt CCPA compliance on a 
technicality while not helping businesses who in good faith intend to comply with the CCPA. 

Notice at the point of collection. Proposed regulation 999.305(a)(2)(e) is not consistent with 
how web technology works. It reads: 

[The notice shall:] Be visible or accessible where consumers will see it before any 
personal information is collected. For example, when a business collects consumers' 
pe1·sonal information online, it may conspicuously post a link to the notice on the 
business's website homepage or the mobile application's download page, or on all 
webpages where personal information is collected. When a business collects 
consumers' personal information offline, it may, for example, include the notice on 
printed forms that collect personal information, provide the consumer with a paper 
version of t:b.e notice, or post prominent signage directing consumers to the web 
address where the notice can be found. 
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As a technical point, to deliver a web page requires the establishment of a TCP/IP connection 
with the user's browser.4 Establishing the TCP/IP connection requires "receiving" (therefore 
"collecting") the user's IP address. Therefore, before a web page is displayed, the web site 
necessarily collects the consumer's personal information. Because this regulation 
contemplates that the notice may be provided on the same web page where personal 
information is collected, it appears to be a drafting error that "consumers will see [the notice] 
before any personal information is collected." 

Requested change to the regulations: Change to "consumers will see it contemporaneously 
with or before any personal information is collected." 

Response to likely objection: I find it hard to imagine an objection to this requested change as 
the very same proposed regulation contemplates providing notice on the same web page 
where personal information is collected. 

Section 1798.100 of the statute requires that any business that collects a consumer's personal 
information, at or before the point of collection, inform consumers as to the categories of 
personal information to be collected and the purposes for which the categories of personal 
information shall be used. If the business wishes to use the personal information for 
additional purposes, it must provide the consumer with notice. The statute is unrealistic in 
light of the experience of jurisdictions which have operated with strong privacy laws for 
decades. In Europe, the GDPR allows processing for another purpose if the new purpose is 
compatible with the original purpose, which recognizes that it is not always practical to 
provide notice for new purposes. 

Yet proposed regulation 999.305(a)(3) makes the statute materially more stringent by 
requiring not just notice but consent for any additional purposes. It seems unwise to make 
further restrictions without having any experience in how section 1798.100 will apply in the 
real world. The attorney general's justification for the change was that "the consumer could 
have reasonably relied on the information provided in the notice at collection when 
interacting with the business:' However, this justification is not sound. I would argue that 
consent is not necessary because, after receiving notice, the consumer would have the right to 
exercise data deletion rights if the consumer does not wish his or her data to be used for the 
new purpose. 

Requested change to the regul.ations: Delete "and obtain explicit consent from the consumer 
to use it for this new purpose:' 

Response to likely objection: This change may be objected to as decreasing privacy 
protections, however for the reasons stated above I believe the change is prudent.Secure 
self-service portal. Proposed regulation 999.313(c)(7) says that users can use a secure 
self-service portal if the business maintains a password-protected account with the consumer, 
but the qualification does not make sense. First, passwords are becoming obsolete, there are 

4 Or QUIC, the distinction is immaterial here. 
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many methods of authenticating users nowadays (e.g., a device-linked identifier, biometrics, 
one-time codes, etc.) so references to a "password-protected" account make it unnecessarily 
difficult to apply the regulations as technology advances. Second, the rule already says "a 
secure self service portal" -either the portal is secure, or it's not. If the portal is secure then it 

doesn't matter whether the consumer has a password-protected account. 

Requested change to the regulations: Delete "If a consumer maintains a password-protected 
account with the consumer" from proposed regulation 999.313(c)(7). 

Response to likely objection: I cannot imagine what the opposition to this change would be. 

Absence of guidance on ''business purpose."The CCPA distinguishes between a "sale" of 

personal information and a disclosure to a "service provider" pursuant to a "business 
purpose;' the last of which is defined in section 1798.140(d): 

"Business purpose" means the use of pe1·sonal information for the business's or a 
service provider's operational purposes, or other notified purposes, provided that the 
use of personal information shall be reasonably necessary and proportionate to 
achieve the operational purpose for which the personal information was collected or 
processed or for another operational purpose that is compatible with the context in 
which the personal information was collected. Business purposes are: 

(1) Auditing related to a current interaction with the consumer and concurrent
transactions, including, but not limited to, counting ad impressions to unique visitors,
verifying positioning and quality of ad impressions, and auditing compliance with this
specification and other standards.

(2) Detecting security incidents, protecting against malicious, deceptive, fraudulent,
or illegal activity, and prosecuting those responsible for that activity.

(3) Debugging to identify and repair errors that impair existing intended functionality.

(4) Short-term, transient use, provided the personal information that is not disclosed
to another third party and is not used to build a profile about a consumer or otherwise
alter an individual consumers experience outside the current interaction, including,
but not limited to, the contextual customization of ads shown as part of the same
interaction.

(5) Performing services on behalf of the business or service provider, including
maintaining or servicing accounts, p1·oviding customer service, processing or
fulfilling orders. and transactions, verifying customer information, processing
payments, providing financing, providing advertising or marketing services,
providing analytic services, or providing similar services on behalf of the business or
service provider.
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(6) Undertaking internal research for technological development and demonstration.

(7) Undertaking activities to verify or maintain the quality or safety of a service or

device that is owned, manufactured, manufactu1·ed for, or controlled by the business,

and to improve, upgrade, or enhance the service or device that is owned,

manufactured, manufactured for, or controlled by the business.

The meaning of "business purpose" is not clear. It could be any "operational purpose[], or 
other notified purpose[]:' It could be any operational or notified purpose which is analogous to 
the specific examples listed. Or it could be limited to the specific examples listed, except for 
section 1798.140(d)(5) which is explicitly open-ended. Arguments for and against these three 
interpretations follow. 

In support of the first interpretation is the plain meaning of the first sentence of the section: 
"Business purpose" means the use of personal information for t:h.e business's or a service 

provider's operational purposes, or other notified pwposes, provided that t:h.e use of personal 

information shall be reasonably necessary and proportionate to acl1ieve the operational 

purpose for which the personal information was collected or processed or fol" another 

operational purpose that is compatible with the context in which the personal information 
was collected. In opposition to the first interpretation is the clear statement in the second 
sentence that the seven categories "are" the business purposes. Additionally, the first 
interpretation violates the canon of statutory interpretation that, if possible, every word and 
every provision is to be given effect, as there is no reason to provide a list of business purposes 
if any operational purpose or other notified purpose qualifies as a business purpose. 

In support of the second interpretation is the second sentence of the section: Business 

purposes are:, which does not say "examples of business purposes are" or "business purposes 
include:' The second sentence makes a clear statement that the seven categories "are" the 
business purposes. In opposition to the second interpretation is the plain meaning of the first 
sentence and the undue restrictiveness of the second interpretation. For example, it is surely 
not the case that due diligence in an M&A context (which is subject to obligations of 
confidentiality and not a privacy risk) is intendedto be considered a "sale" to a third party, 
v.rith the requirement of "explicit notice" before the due diligence can occur, however due 
diligence does not fit into any of the categories listed because it is neither an audit nor a 
service on behalf of the business (the due diligence is done on behalf of the prospective buyer). 
The second interpretation also violates the same canon of statutory construction in that there 
would be no reason for section 1798.140(d)(5) to say "or providing similar services" if all 
seven categories were intended to include analogous purposes. 

The same comments for the second interpretation mostly apply to the third interpretation as 
well. The third interpretation is even more restrictive but does not violate the canon of 
statutory construction with respect to section 1798.140(d)(5). 

Beyond the basic question of whether "business purpose" is intended to be open-ended or 
close-ended is the apparent conflict between sections 1798. 140(d)(4) and 1798.140(d)(5). The 
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former 'allows "short-term, transient use" in the context of online advertising, provided that 
the personal information is not used to build a profile about a consumer. However the latter 
states that "providing advertising or marketing services" is an allowable business purpose 
without qualification. Because (d)(4) and (d)(5) are alternative bases to meet the definition, it 
would appear that all advertising services are allowed as a "business purpose" even if those 
advertising services use personal information for more than a short-term use and even if 
those advertising services build user profiles. 

Requested change to the regu.lations: The AG should add a regulation stating something like, 
"The list of business purposes in the second sentence of section 1798.140(d) is exemplary and 
in no way limits what business purposes are permissible under the first sentence." 

Response to likely objection: The requested change may be criticized on the basis that this 
expands the "service provider" exception too broadly, however the use of the service provider 
exception is limited in several respects. First, the formalities in section 1798.140(v) must be 
met to be a service provider. Second, the business purpose must be stated to the consumer at 
the point of collection pursuant to proposed regulation 999.305(a)(3). Third, the service 
provider must meet the requirement of not combining personal data from multiple 
businesses pursuant to proposed regulation 999.314(c). 

Absence of guidance on '1:wmepage.""The statute's definition of "homepage" is very broad. 

"Homepage" means the introductory page of an Internet Web site and any Internet 

Web page where personal iilformation is collected . ... 

As stated above, establishing the TCP /IP connection to deliver a web page requires "receiving" 
(therefore "collecting") the user's IP address, which is personal information. Therefore, all 
web pages are "homepages" under this definition and therefore all web pages operated by a 
business require a "do not sell my personal information" button. 

The statute's definition of "homepage" makes the first part of the definition redundant and is 
not consistent with the common understanding of what a homepage is. Most people would 
understand a homepage to mean a "main page" or "introductory page:' It could be the 
top-level page on a web domain, e.g., Google.com or Microsoft.com. But it does not have to be, 
for example, https://www.microsoft.com/en-us/surface is titled "Official Home of Microsoft 
Surface" suggesting that Microsoft views this page as a homepage too. 

Requested change to the regu.lations: The AG should add a definition of "homepage" along the 
lines of, "'Homepage' means the top-level page on a web domain or the introductory page of a 
thematically grouped set of web pages within a web domain:' 

Response to likely objection: The requested change may be criticized on the basis that fewer 
pages will give users an opportunity to click the "do not sell my personal information'' button. 
I would disagree, as the button would be easily located on any website. However, if the 
attorney general's intent is to have such a button on every webpage, it should clearly define 
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"homepage" to mean every web page. Leaving ''homepage" with the statutory definition will 

cause unnecessary confusion. The correct interpretation of a regulation should not depend on 

having deep technical knowledge of how the Internet works. 
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Message 

From: Gifford, Jeffrey 

Sent: 12/5/2019 8:37:32 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Fickel, Ashley 

Subject: CCPA Response to Request for Public Comment 

Attachments: 0101cs.ibc.com_Exchange_12-05-2019_13-00-20.pdf 

To whom it may concern: 

Please see the attached submission on behalf of our client, International Bancshares Corporation. 

Sincerely, 

Jeff Gf fford 

DykEMA Jeffrey C. Gifford 
Member 

1 12 E. Pecan Street, suite 1 BOO 
San Anton,o, Texas 78205 
www .dykema.com 

*** Notice from Dykema Gossett PLLC: This Internet message may contain infonnation that is privileged, 
confidential, and exempt from disclosure. It is intended for use only by the person to whom it is addressed. If 
you have received this in error, please (1) do not forward or use this information in any way; and (2) contact me 
immediately. Neither this information block., the typed name of the sender, nor anything else in this message is 
intended to constitute an electronic signature unless a specific statement to the contrary is included in this 
message. 
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g1ac 
International Bancshares 

Corporation 

December 5, 2019 

Via e-mail: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street. First Floor 
Los Angeles, CA 90013 

Re: California Consumer Privacy Act ("CCPA") - Response to Request for 
Public Comment 

Dear Sir or Madam: 

The following comments are submitted by International Bancshares Corporation 
("IBC"), a multi-bank financial holding company headquartered in Laredo, Texas. 
IBC maintains over 189 facilities and more than 286 ATMs, serving 89 
communities in Texas and Oklahoma. With approximately $12.0 billion in total 
consolidated assets, IBC is one of the largest independent commercial bank 
holding companies headquartered in Texas. IBC is a publicly-traded financial 
holding company. IBC does not have a physical presence in the State of 
California and conducts limited business with California residents. 

This letter responds to the California Attorney General's Office invitation to 
provide comments regarding the draft regulations in connection with the 
forthcoming California Consumer Privacy Act ("CCPA") that were released by the 
Attorney General's Office on October 10, 2019. 

IBC is committed to ensuring the privacy of its customers' information, and 
among other things, takes measures to comply with federal privacy laws such as 
the Graham Leach Bliley Act ("GLBA"). IBC, however, believes that comment is 
necessary with respect to the lack of clarification contained in the proposed 
regulations regarding some threshold definitional issues in the CCPA. 

IBC is concerned that without further clarification in the form of regulations from 
the Attorney General's office, IBC and other similarly situated companies could 
be forced to engage in costly compliance with a California law based on limited 
business relationships (either existing or potential) with California residents. As 
presently drafted, California Civil Code section 1798.140(c) defines a covered 
"business" as one that is "doing business in California" and meets one of the 
following threshold tests: 

4811-9535-3518.1 

P.O. DRAWER 1359, LAREDO, TEXAS 78042-1359-
IBC·601l-01 
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1. Has annual gross revenues in excess of $25 million.
2. Alone "or in combination", annually ... receives ... or "shares", alone or "in

combination," the personal information of 50,000 or more CA consumers,
households or devices, or

3. Derives 50% or more of annual revenues from selling CA consumers'
personal information.

As an initial matter, the CCPA fails to define what it constitutes to ''do business in 
California" as this term as used is defined in varying contexts in California law. 
Without further clarification, it is impossible for businesses to accurately predict 
whether they are in fact "conducting business" in California for purposes of the 
CCPA. Similarly, the $25 million revenue threshold is also undefined. 
Businesses that primarily conduct business outside of California are left to guess 
whether the $25 million revenue threshold applies to revenues earned solely 
within California or are meant to include revenues earned outside the state. 
Without clear guidance from the Attorney General's Office, many similarly 
situated business will be forced to incur considerable expense to attempt to 
comply with a California statute even it conducts a very minor part of its overall 
business with California residents. 

IBC wishes to also comment on the exception for GLBA information that is 
inherently confusing and for which the proposed regulations contain no further 
clarification. The CCPA does not apply to personal information "collected, 
processed, sold, or disclosed pursuant to the federal Gramm-Leach-Bliley Act, 
and implementing regulations . . . .  " California Civil Code § 1798.145(e). The 
CCPA, however, applies to a much broader set of personal information than is 
covered by the GLBA-and financial services companies often collect a personal 
information that is subject to the GLBA in one context and is subject to the CCPA 
in another context. 

For example, a financial institution will often collect personal information from a 
customer from various sources, such as a loan application which would be 
covered by the GLBA while obtaining that same information in the course of a 
marketing campaign, which would not be covered by the GLBA (but would now 
be covered by the CCPA). Unless a clarifying regulation is issued about how to 
handle personal data that has been obtained in two different contexts, the 
CCPA's GLBA exemption could be rendered meaningless to qualifying financial 
institutions. 

Thank you for the opportunity to share our views. 

Sincerely, 

/_-� � ?�/�1.� 
Dalia F. Martinez, Executive Vice President Operations of 
International Bank of Commerce, Laredo 
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Message 

From: Dale Smith 

Sent: 12/5/20196:45:05PM 

To Privacy Regulations[PrivacyRegulations@doj.ca.gov] 

CC: Dale R.Smith Jr. 

Subject: CCPA Written Commenton Proposed Regulations Due December6(Transmitting) 

Attachments: 20191205-ccpa1010-comment.pdf 

Dear Privacy Regulations Coordinator: 

Attached to this email is our.pdfdocument 
containing PrivacyCheq's submission ofcommentfor the CCPA Proposed 
Regulation(period closes on December 6). 

I have assumed that a.pdfsubmission is acceptable. Ifsubmission in an 
alternative format is necessary,please specify and I will respond quickly. 

Thank youfor the opportunity to comment. 

Dale Smith 

DALE R.SMITH, CIPT 

Futurist 

PrivacyCheq 
View my blogat:privacvelephantcom 
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December 5, 2019 

The Honorable Xavier Becerra 

Attorney General 

ATIN: Privacy Regulations Coordinator 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Comments on Proposed Regulations 

Dear Mr. Becerra; 

I am writing on behalf of PrivacyCheq, a Pennsylvania corporation. We specialize 

in the design and implementation of transparency and consent management 

software solutions embracing consumer privacy. 

In our work, we focus squarely on optimizing the consumer's overall privacy 

experience as they interact with businesses to share personal information. 

As such, we wish to commend you on the "consumer friendliness" of the 

proposed regulations, noting our agreement With the following concepts in 

particular: 

• The regulations clearly set forth that there is a difference between a privacy

policy
1 

and a privacy notice
2

. A clear distinction is drawn between the

purpose of the privacy policy
3 

and the purpose of the Notice at Collection
4

relating to their respective use during data collection. The regs make it

1 §999.301(m) "Privacy policy'' means the policy referred to in Civil Code section 1798.130(a}(S), and means the
statement that a business shall make avai.lable to consumers describing the business's practices, both online. and 
2 §999.301(1) "Notice at collection" means the notice given by a business to a consumer at or before the time a
business collects personal information from the consumer as required by Civil Code section 1798.lOO(b) and 
specified in these. regulations. 
3 § 999.308(a)(1) The purpose of the privacy policy is to provide the consumer with a comprehensive descriptfon of
a business's online and offline practices regarding the collection, use, disclosure, and sale of personal information 
and of the rights of consumers regarding their personal information. The privacy policy shall not contain specific 
pieces of personal information about individual consumers and need not be personalized for each consumer. 
4- §999.30S(a}(l) The purpose of the notice at collection is to inform consumers at or before the time of collection
of a consumer's personal information of the categories of personal information to be collected from them and the
purposes for which the categories of personal information w111 be used. 

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA 

CCPA_ 45DAY _00102 

W29-1

LuongH
Line



e PrivacyCheq

clear that the privacy policy document is static and all-inclusive, while the 

notice is designed to support and promote 1'just-in-time"' individual

interactivity. 

• In defining and specifying three new types of notices5 
designed to better

inform the consumer, the regulator has obviated the 11click the I AGREE box

or .go away" model for transparency at consumer touch points. This is a

huge benefit to California consumers.

• The regulations clearly state the requirement for Notice at Collection of

Personal lnformation
6 

prior to collecting Pl. As well, they set forth the need

for notices to be in plain, straightforward language, avoiding technical and

legal jargon, in a readable format (including on smaller screens), accessible

to consumers with disabilities, and useful with venue signage. This is

another major bonus for California consumers.

• Using Privacy by Design
7 

principles, drafters of the regulations have

leveraged important relevant research
8

. The resulting 11performance-based" 

notice design raises the bar for privacy regulation well beyond California's 

borders as the privacy world looks for thought leadership in how to 

effectively communicate privacy information to consumers. 

But the October 10th regulations stop short of prescribing or even suggesting 

what format the new notices might take in actual operation. 

PrivacyCheq believes that over time, the presentation of just-in-time privacy 

notice information will evolve to a loose standard. We believe that CCPA has a 

golden opportunity at this time to provide general guidance around what an 

5 
§999.305. l\lotice at Collection of Personal Information, §999.306. Notice of Right to Opt-Out of Sale of Personal'

Information, and §999.307. Notice of Financial Incentive 
6 

§999.305(a)(S) If a business does not give the notice at collection to the consumer at or before the coUectfon of

their personal information, the business shall not collect personal information from the consumer. 
7 

Cavoukian, Ann Privacy By Design ... , Available at 

https://iapp.org/media/pdf /resource_ center /PrivacY°�20by%20Design%20-

%207%20Foundational%20Pri nci p1es. pdf 
8 

Schaub, et al.,A Design Space for Effective Privacy Notices, Symposium on Usable Privacy and Security (SOUPS) 

2015, Avail able at https://www.useni,c.org/system/files/ conference/soups2015/soups 15-paper-schaub.pdf 
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acceptable paradigm for "just in time" notice delivery might look like. It is in that 

spirit that we present the following analysis and suggestion: 

• What form would a new paradigm for

transparency take? What is a real

world example of how enterprises

regularly inform citizens of copious and

complex information in a way that is

explicit, specific, intelligible, concise,

and easily accessible? We believe that

one example of such a paradigm is the

ubiquitous Nutrition Facts-style label

(Figure 1).

• The Nutrition Facts title name and font

Nutrition Facts 
Serving Size 1 cup (240ml) 
Servings Per Container about 4 

Amount Per Serving 

Calories 5 Calories from Fat o 

% Daily Value• 

Total Fat Og 0% 

Saturated Fat Og 0% 

Trans Fat Og 

Cholesterol 0mg 0% 

Sodium 140mg 6% 

Total Carbohydrate 1 g 1% 

Dietary Flber Og 0% 

Sugars 1g 

Proteln1g 

Vitamin AO% • Vitamin CO%

Calcium 0% • Iron 0% 
•Pereeot OaJtv Values are based on a 2.000 cal.Olia diet

are familiar and iconic around the

world. The label's gridded framework 

supports clear and plain language 

presenting a prospective buyer/user 

with a select, concise list of best 

questions about this specific product. 

Each issue or question prompts a clear 
Figure 1 

and explicit answer. The user can 

digest every detail of the information (unlikely), focus in on a fact of 

particular interest (calories, sodium, carbs?) or choose to ignore the notice 

completely ("I trust this business, and know that the facts are here if I ever 

need them"). 

• This nutrition facts information format goes a long way towards organizing

the transparency requirements of CCPA, but two major concepts are

missing that would make this disclosure format ideal for operational privacy

notices.

• First, privacy is much more complicated than food. Single digit or single

word right-hand "answers'' to elements of the framework are often

inadequate to describe privacy concepts. For privacy facts, each answer
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e PrlvacyCheq

needs to have "drill down" capability to present multiple sublayers of 

information on request. 

• Secondly, unlike the flat visual nutrition presentation, a privacy facts notice

needs to be interactive. It needs to place digital control into the hands of

the consumer to navigate, view, select, drill down on, expand on, respond

to, and exit or ignore the presentation.

• Both of these issues can be overcome by purpose-built Privacy-by-designed

application software, wherein "drill-down" simplicity and user interactivity

become key features. For our purposes, PrivacyCheq has named the

resulting tool a Privacy Facts Interactive Notice or PFIN.

• Fully enhanced with drill down and interactive functionality, here are three

successive screenshots of how a PFIN might look on a mobile device as a

California consumer first views the Notice at Collection (Figure 2}, chooses

to learn about categories (Figure 3}, then chooses to investigate purposes

(Figure 4).
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• A major benefit emergesfrom marrying nutrition label simplicity with 

modern digital technology. The resulting consumer-paced dialogue now 

becomes operational across the full spectrum of consumer-facing 

touchpoints(websites,tablets,smartphones, mobile apps, IoT devices, 

venue signage, QR codes, etc.). 

• This concept places privacy control into the hands ofthe consumer to 

navigate, view,select, drill down on,expand on,respond to, and exit or 

ignore the presentation. 
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e PrivacyCheq

• Uke nutrition facts JabeJing, the simplicity and familiarity of PFlN notices

operate to build trust between business and consumers. Implementation

of this new notice paradigm could go a long way towards simplifying and

standardizing businesses' compliance with CCPA ... a major benefit to

California consumers.

In summary, PrivacyCheq is enthusiastic about operationalizing CCPA under the 

proposed regulations to deliver on Californians' right to privacy by giving 

consumers positive and effective control over their personal information. 

Additionally, we have proposed an open paradigm for notice delivery that we 

believe could be useful as CCPA regulations face operationalization in the real 

world. Thank you for the opportunity to comment. We stand ready to help 

however we can. 

Sincerely, 

Dale R. Smith, CIPT 

Futurist 

via email to: PrivacyRegulations@doj.ca.gov 
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Message 

From: 

Sent: 

To: 

Elaine Morgan 

11/29/2019 11:21:58 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS PROPOSED TEXT OF REGULATIONS 

CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS PROPOSED TEXT OF 
REGULATIONS 

§ 999.301. Definitions

There is no definition of 11 Business11 as it relates to the regulations. 

The Department of Motor Vehicles is a business in California in which they have average 
earnings of $50,000,000 a year through the sale of California driver's personal information. 

There is no identifying information as to what 1

1businesses11 are subjected to these regulations 
and whether the legislature has once again carved out an exception to laws that commercial 
businesses in California must abide by but government agency businesses do not. 

If this regulation is truly for the privacy protection of California citizens, we must be given 
that protection by ALL businesses, not just those that are chosen for us by legislators. 

A complete definition should be provided within 11 § 999.301. Definitions II defining all 
businesses that the regulations apply to. 

WE Morgan 
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Message 

From: Greg Badovinac 

Sent: 12/2/2019 6:31:19 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment Letter on CCPA Regulations 

Attachments: CCPA Regulations - Nov 2019.pdf 

Please accept this comment letter on the proposed CCPA Regulations. 

If you have any problems downloading this letter or questions, please feel free to contact me. 

Greg Badovinac 
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November 29,2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: California Consumer Privacy Act 

Dear Attorney General Becerra: 

Thank you for the opportunity to comment on the proposed regulations implementing 
the California Consumer Privacy Act(CCPA). With more than 30 years dealing with 
compliance issues for credit unions and serving as the head of compliance for three 
credit unions over the past 15 years, I hope my questions and concerns can assist in 
making the regulations workable for financial institutions while protecting the privacy 
rights of Californians.(These opinions are mine alone and do not necessarily represent 
my current or previous employers.) 

Impact of Federal laws on the CCPA Regulations 

As the head of compliance for a federal credit union here in Southern California, we 
have a number offederal laws(and implementing regulations)that require financial 
i nstitutions to maintain information for a designated period of time,and in some cases, 
permanently. 

For example,the Federal Credit Union Act requires federal credit unions to keep 
information about its member-owners(customers) permanently along with information of 
their accounts(account statements).The Bank Secrecy Act requires specific 
information be maintained for at least five years(and some until five years after the 
account relationship ends). The Equal Credit Opportunity Act requires keeping account 
applications for a period of 25 months after the decision whether or not to grant credit 
(loan)to the applicant. 

These requirements appear to be inconsistent with the provisions of the CCPA about 
the abil ity of a California consumer to "request to delete." 

I am asking your office to consider these federal laws in terms of the ability of 
consumers"request to delete" and not penalize financial institutions for keeping such 
records in accordance with federal laws(and regulations). 

It would be appreciated to have your office reaffirm the financial institution's inability to 
release any information about the filing of Suspicious Activity Reports(SARs)to any 
entity other than law enforcement and regulatory agencies. 
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Comment Letter to California Attorney General 

California Consumer Privacy Act Page 2 

Notice of Privacy Policy 

Currently, financial institutions must provide their consumers(member-owners)a 
privacy notice consistent with the federal Gramm-Leach-Bliley Act(Consumer Financial 
Protection Bureau Regulation P — 12 CFP Part 1016)and the California Financial 
I nformation Privacy Act(Financial Code 4050 et seq.). The proposed regulations would 
require a third privacy notice be given to these consumers at the time of account 
opening. 

Based upon my experience, it will just be another notice(among many that Congress; 
the California Legislature and regulatory agencies require)that the consumer wil l toss 
away when they leave the financial institution. In addition, requiring such a notice to be 
given every time a consumer wants a financial service is regulatory overload and a 
waste of resources. 

I suggest that one notice be provided to consumers when they start a relationship with a 
financial institution and; if the information in that notice does not change, no additional 
notice be provided to consumers when new services are requested. Of course, should 
the privacy notice be changed by the financial institution, then a new notice should and 
m ust be provided to the consumer. 

Within your proposed regulation 999.305 dealing with this notice, it uses the terms"easy 
to read and understandable to an average consumer." But there is no clear guidance 
about what your office means by this. This is encouraging legal action by consumer 
attorneys against financial institutions over what is ̀ easy to read and understandable." 

I suggest that your office provide guidance within the regulations or along with the 
regulations what wil l meet the requirements of 999.305. 

Multiple Notices Under CCPA 

Currently, the proposed regulations require multiple notices to be provided to 
consumers.The Notice at Collection of Personal Information (999.305), Notice of Right 
to Opt-Out(999.306), Notice of Financial Incentive (999.307), and Privacy Policy 
(999.308). 

For businesses that do not have physical locations, al l those notices wil l be online and 
available to their consumers at little additional cost. However, most credit unions in 
California(and other financial institutions) do have branch locations in this state. Thus; 
these four notices must be created on paper and provided to the consumer at the 
appropriate time. This is a tremendous waste of resources imposed upon the financial 
institution and goes against the public policy of Governor Gavin Newsom about 
reducing the carbon footprint and climate change. These costs were not included within 
your Economic and Fiscal Impact Statement(Std 399)filed with these proposed 
regulations. 
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Comment Letter to California Attorney General 

California Consumer Privacy Act Page 3 

It does not appear that your office considered these requirements within the Std 399 
form you filed with the Office of Administrative Law(OAL).There must be an easier and 
less expensive manner to comply with the CCPA. I would suggest making these forms 
available on the business' website for consumers to view if the consumer begins the 
relationship with the business in person. 

Methodsfor Submitting Requests(999.312) 

Again, your office appears to make businesses with a physical presence in California at 
a significant disadvantage. This is due in part to the proposed regulations not 
considering that business option. 

And,the more options required by the regulations to submit these requests impose 
more financial burdens on businesses. Who makes the final determination if the 
business is providing all applicable options for the consumers to submit these requests? 
This appears to be a regulatory trap in which the Office of the Attorney General can 
bring financial institutions into court for not providing "the manner in which the business 
primarily interacts with the consumer." 

Unless it can be determined that the business is intentionally trying to evade the 
proposed regulations, the decision of the business to offer methods for submitting 
requests should be considered enough to comply with regulation 999.312. 

Responding to Requests to Know and Requests to Delete(999.313) 

This regulation is imposing a burden upon businesses that is not contained within the 
CCPA.There is no requirement in the CCPA for the business to confirm receipt of the 
request within 10 days. This is an additional regulatory burden imposed upon 
businesses that is not included in the Std 399. 

Financial institutions wi l l either have to hire additional personnel to comply with these 
regulations to meet the two responses required for each consumer request or take 
these employees away from meeting the financial services needs of the financial 
institutions customers/member-owners reducing the level of services provided. Either 
way, there are costs that must be incurred and covered by the financial institution which 
can increase prices on services and/or reduce earnings on deposit(share) products. Is 
this good public policy? 

Authorized Agent(999.326) 

This is a section of the regulation that is providing third-part fraud actors with an 
opportunity to impose many burdens upon businesses like financial institutions. 

Currently, financial institutions receive many"questionable" requests that claim to meet 
the requirements of the Fair Credit Reporting Act(FCRA).These requests are usually 
form letters with mechanical signatures of the consumer that seek removal of itemsfrom 
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Comment Letter to California Attorney General 

California Consumer Privacy Act Page4 

a credit report without the specifics required by the FCRA. How are financial institutions 
supposed to determine a genuine request if the "agent" took the authorization via the 
internet? There would be no way for the financial institution to be sure of the genuine 
request and would place the financial institution in either denying the CCPA information 
request or the CFPB Regulation P financial privacy protections. Neither is a good option 
for the financial institution. 
I recommend that the proposed regulation be strengthen and require the authorized 
agent provide specific information (detailed in the regulation)to the financial institution 
and, if followed; gives the financial information immunity for releasing information if the 
authorized agent is not fully honest. 

General Exception if the Financial Institution Does Not Sell Information 

Many credit unions use third parties to provide services for its member-owners that it 
cannot(or chooses not to do so because offinancial considerations) provide on its own. 
These include, but are not limited to, statement processing; debit/credit card processing, 
check/ACH processing and data processing. These were granted exemptionsfrom 
privacy requirements within the California Financial Information Privacy Act. Credit 
unions must be able to rely upon those privacy protections in order to provide financial 
services to their member-owners. The CCPA must not impose any additional regulatory 
burdens on credit unions using those specific third parties. 

Information Gathered But Not Indexed or Recorded 

The proposed regulations are unclear about how financial institutions must research 
consumer information if that information is not recorded in an easily searchable format. 

I nformation that would be included in that would be information obtained on paper and 
saved in the member-owner's electronic file such as beneficiary of the account upon the 
death of the account owner, references provided on a deposit or loan account 
application or employer information for Direct Deposit of paychecks. This information is 
maintained but is not searchable. 

Other information would include payees of deposited checks; persons involved with wire 
transfers of money, appraisers involved with real estate loan applications, and payees 
on checks written by consumers. That information is included within the records of the 
financial institution but is not searchable. The only way to retrieve such information is to 
look at each and every applicable transaction dating back over a specific period of time. 

The costs and regulatory burdens upon the financial institution would be staggering 
especially when that information is not used in any way by the financial institution once 
the transaction is completed. I request your office include within the regulations that 
such information is not subject to the "requests to know"and "requests to delete' 
provisions of these regulations. 
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Comment Letter to California Attorney General 

California Consumer Privacy Act Page 5 

Conclusion 

Your office was given a tremendous burden by the Legislature and did a fine job 
creating the proposed regulations. However, they were written for businesses that were 
not financial institutions subject to other federal and state laws. Short of giving financial 
institutions exemptions from the law which cannot be done, I strongly encourage your 
office to take into consideration those other laws that require recordkeeping of 
documents and the inability of the financial institution to obtain certain account 
information of consumers within your final regulations. 

If you have any questions or if I can be of addiUonal assistance, please feel free to 
contact me at 

Sincerely, 
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Message 

From: 

Sent: 11 23 2019 12:12:14 AM 

To: Privacy Regulations[PrivacyRegulations@doj.ca.gov] 

Subject: Comment regarding CCPA and its associated regulations 

************************************************************************************************** 

The regulations governing the CCPA really must,to the extent the underlying statutes permit,provide allowances and/or 
exemptionsto the access and deletion rights based on a business entity's reasonable,good-faith efforts. 

My work involves a great deal ofresearch;to that end, I have accumulated literally tens ofthousands of published 
books,magazines, photographs,and other media,and accessed thousands more through libraries and other resources. 
Many ofthose research materials are not in any machine-readableform,and even those that are(such as my collection 
of digital photographs)are not indexed in any way that associates them with any specific individual or household.The 
prospect of my having to comb through every single one ofthose materials to compile a detailed accounting of every 
individual person whose name or other information might be mentioned in or inferred from those materials --
particularly within the timeline the regulations envisage -- is categorically absurd. Likewise,the prospect of my having to 
review every one ofthe tens ofthousands of print or digital photograph I possessto see if any ofthefaces in a crowd 
appear to be that ofthe individual making the access request is utterly infeasible. Each individual request that required 
such a search would take me months offull-time labor,and even then might not necessarily be comprehensive. I 
shudder to think how these implications would play outfor archives or libraries with larger collections than mine. 

These are practical limitations that will create substantial risk for many businesses and business entities,even where 
they are attempting in good faith to comply.A law or regulation framed in a waythat makescompliance functionally 
impossible is an invitation to abuse and harassment. 

Similarly,the regulations should,to the extent permissible by statute,clearly exemptfrom deletion requests material in 
published workssuch as books or magazines.The idea that an individual consumer(particularly one who's a public 
figure who may appear or be mentioned in thousands of published works)could potentially compel meto not only 
enumerate,but also destroy my research library is untenable. It's also ridiculousfrom the standpoint ofthe law's intent; 
even if I could be compelled to destroy my individual copy ofa published book or other work under these rules,doing so 
would hardly protect the privacy ofany person mentioned in that work! 

I remain deeply concerned thatthe CCPA invites many avenuesfor abuse, particularly abuse aimed at squelching free 
expression and free speech.The potential for the law to create a chilling effect or allow individuals to squelch legally 
protected journalism,reviews,or commentary is substantial. For example, I see little to stop a public figure from using 
CCPA access,deletion,and/or opt-out requests to effectively suppressthe publication of unfavorable information, 
expose journalists'sources,destroy evidence,and/or even legally punish writers and publishers in ways California's anti-
SLAPP laws would otherwise discourage. 

The Attorney General and the OAG really need to deeply consider those risks in framing these regulations. 

************************************************************************************************** 
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Message 

From: 

Sent: 

To: 

CC: 

Subject: 

Attachments: 

Karen Davis 

12/3/2019 11:20:11 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Clark Malak April Uzzardo 

Comments from Vigilant on Proposed California Consumer Privacy Act (CCPA} regulations 

Vigilant_comments_on_proposed_CCPA_regs.pdf 

Good afternoon, 
Please accept the attached comments from Vigilant on behalf of our member companies, regarding the proposed 
regulations on the California Consumer Privacy Act {CCPA}, as they pertain to employers. 

Thank you, 

Karen Davis I Senior Employment Attorney
503.620.1710 {main} I www.vigilant.org I Follow Vigilant: Linkedln 
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V I G ILAN T 
•counsel for employers 

December 3,2019 

Privacy Regulations Coordinator 
California Office ofthe Attorney General 
300South Spring Street, First Floor 
Los Angeles,CA90013 

Submitted via email to: PrivacyRegulations@doj.ca.gov 

Re:Proposed California Consumer Privacy Act(CCPA)regulations 

To Whom It MayConcern: 

On behalf of Vigilant and our membercompanies,please acceptthe following 
comments in response to the proposed regulations to implementthe CCPA.Vigilant 
is a nonprofit 501(c)(6)trade association for employers,with member companies in 
California,Oregon,Washington,Idaho,and Montana. Mostofour members are 
engaged in manufacturing. None are engaged in the business of collecting or selling 
personal information.We are concerned aboutthe CCPA provisions that apply to all 
for-profit employers with gross annual revenues of more than $25 million. 

We understand that our membercompanies will become subjectto two provisions 
ofthe CCPA effective January 1,2020:(1)they must give applicants and employees 
a "right to know"disclosure and(2)they are subject to statutory damagesfor data 
breaches that occur ifthey fail to implement reasonable security procedures.We 
recognize thatthe full array ofCCPA requirements is scheduled to be imposed on 
these employers effective January 1,2021,but we are hopeful that corrective 
legislation will eliminate such an extremely burdensome and unnecessary 
requirement in the employmentcontext. In the meantime,we are concerned about 
one problematic provision in the proposed regulations on the "right to know" 
disclosure,as well as a potential misunderstanding on the timing ofthe 
enforcement ofthis disclosure requirement. 

Privacy policy requirementshouldn'tapplyto employers 
Section 999.305(Notice at Collection of Personal Information)ofthe proposed 
regulations appearsto go beyond the statute in imposing a requirementfor all 

3835 N.Freeway Blvd.,Ste.250 1 Sacramento,CA 195834 1 www.vigilant.org 
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covered businesses to include a link to the business's privacy policy in the "right to 

know" disclosure. Specifically, proposed paragraph (b) states: 

(b) A business shall include the following in its notice at collection:

(1) A list of the categories of personal information about consumers to be

collected. Each category of personal information sha/1 be written in a

manner that provides consumers a meaningful understanding of the

information being collected.

(2) For each category of personal information, the business or commercial

purpose(s) for which it will be used.

(3) ff the business se11s personal information, the fink titled "Do Not Seff My

Personal Information" or "Do Not Seff My Info" required by section

999.315(a), or in the case of offline notices, the web address for the

web page to which it finks.

(4) A link to the business's privacy policy/ or in the case of offline notices, the

web address of the business's privacy policy.

We agree that items (1) and (2) of the "right to know" disclosure apply to all 

covered businesses, including employers who are pulled in only because they take 

in gross annual revenues above $25 million. Item (3) appropriately says it only 

applies to businesses that sell personal information. 

The problem is with item (4). As written, it appears to apply to all covered 

businesses, but in fact it should only apply to a for-profit business that (a) buys, 

receives, sells, or shares personal information on 50,000 or more consumers, 

households, or devices for commercial purposes; or (b) derives 50 percent or more 

of its annual revenue from selling personal information. 

The only requirements for the "right to know" disclosure which apply to covered 

employers (those subject to the CCPA only because they have gross annual 

revenues above $25 million) are found in California Civil Code Section 1798.l00(b): 

"A business that collects a consumer's personal information shall, at or before the 

point of collection, inform consumers as to the categories of personal information 

to be collected and the purposes for which the categories of personal information 

shall be used. A business shall not collect additional categories of personal 

information or use personal information collected for additional purposes without 

providing the consumer with notice consistent with this section." 

Vigitant 

Comments on Proposed California Consumer Privacy Act (CCPA) regulations 

Page 2 of 4 
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AB 25, signed by Governor Newsom on October 11, 2019, amended the CCPA to 

provide a one-year exemption for employers from the CCPA's requirements which 

would otherwise take effect on January 1, 2020, with only two exceptions: 

subdivision {b) of Section 1798.100 and Section 1798.150, both from the California 

Civil Code. There is nothing in either of those two sections that requires c1 privacy 

policy or any disclosures related to a privacy policy. Therefore we recommend that 

item {4} in the proposed regulations be amended to say: 

(4) A link to the business's privacy policy, or in the case of offline notices, the

web address of the business's privacy policy, if the business (a) buys,

receives, seJ/s, or shares personal information on 50,000 or more

consumers, households, or devices for commercial purposes; or (b)

derives 50 percent or more of its annual revenue from selling personal

information.

Enforcement of "right to know" notice needs clarification 
California Civil Code Section 1798.185{c) states that "[t]he Attorney Genera-I shall 

not bring an enforcement action under this title until six months after the 

publication of the final regulations issued pursuant to this section or July 1, 2020, 

whichever is sooner." Some attorneys who have given public presentations on the 

CCPA have stated that once this statutory enforcement delay has been completed 

and the Attorney General begins enforcing the law, any enforcement actions may 

look back retroactively at any conduct that takes place on or after January 1, 2020. 

This position seems completely contrary to the concept of the delayed enforcement 

date contained in the statute, and in fact renders it meaningless. It would be helpful 

for the final regulations to provide clarification on this point, and to specify the date 

that enforcement will begin. 

We should also like to respectfully request the Attorney General to issue the final 

regulations as soon as possible, and no later than January or February 2020. 

Employers need enough time to review the final regulations, draft their "right to 

know" notices, and work with computer security consultants to establish 

reasonable electronic security measures. 

Conclusion 
Thank you for considering these comments. It is important that the regulations on 

the "right to know" notice reflect the statutory exclusions from coverage for 

Vigilant 

Comments on Proposed California Consumer Privacy Act {CCPA) regulations 
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  employers,as provided in AB 25. It is also importantto ensure thatemployers 

understand exactly when they are required to begin providing the new "right to 

know" notices to their applicants and employees.They need clarity on the Attorney 

General's enforcementtimeline,as well as sufficient advance notice ofthe final 

regulations in order to ensure the notices are compliant. 

If you have any questions aboutthese comments,please feelfree to reach outto us 

by calling ourfront desk at800-733-8621 or emailing us at or 

Sincerely, 

/s/Karen E. Davis /s/Clark G. Malak 

Karen E. Davis Clark G. Malak 

Senior Employment Attorney Employmentand Labor Attorney 

Member ofthe Oregon State Bar Member ofthe California State Bar 

VIGILANT VIGILANT 
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Message 

From: Anne Kimbal 

Sent: 12/3/2019 8:18:24 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.govJ 

Subject: Comments on Notice of Proposed Rule Making Action Re: CCPA 

Attachments: HITRUST Comments on CCPA draft rules.pdf 

Attached please find our comments on the draft CCPA rules. Thank you for your consideration, Anne Kimbal 

Anne Kimbol 

HITRUST. 
Asst. General Counsel and Chief Privacy Officer 

0000 

CONFIDENTIALITY NOTICE: The contents of this email message and any attachments may contain 
confidential, proprietary or legally privileged information and/or may be subject to copyright or other 
intellectual property protection and be legally protected from disclosure. This information is intended onJy for 
use of the addressee or addressees named above for its intended purpose. If you are not the intended recipient of 
this message or their agent, or if this message has been addressed to you in error, please immediately alert the 
sender by reply email and then delete this message and any attachments. If you are not the intended recipien� 
you are hereby notified that any use, dissemination, copying, or storage of this message or its attachments is 
strictly prohibited. 
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6175MainStreet 855.HITRUST 

Suite 420 (855-448-7878)HITRUSTI Frisco,TX75034 www.HITRUSTAIIiance.net 

December 3,2019 

Privacy Regulations Coordinator 
California Office ofthe Attorney General 
300South Spring Street 
FirstFloor 
Los Angeles,California90013 

Sent via email: PrivacyRegtilations'cz)doj.ca.gov 

Re: Comments on DraftCCPA Regulations 

On behalfofHITRUST,Ithank youfor the opportunity to provide commentin response to the 
Notice ofProposed Rulemaking Action(NPRA)released by the California DepartmentofJustice 
on October 11,2019including draft regulations concerning the California ConsumerPrivacy Act 
(CCPA).Overall,HITRUST appreciatesthe work your office has done to clarify how businesses 
can comply fully with the CCPA. 

Founded in 2007,HITRUST Alliance is a not-for-profit standards organization whose mission is 
to champion programs that safeguard sensitive information and manage information risk for 
organizations across all industries and throughoutthe third-party supply chain.In collaboration 
with privacy,information security and risk managementleadersfrom both the public and private 
sectors,HITRUST develops, maintains and provides broad accessto its widely adopted common 
risk and compliance managementand de-identification frameworks;related assessmentand 
assurance methodologies;and initiatives advancing cyber sharing,analysis,and resilience. 

The foundation ofall HITRUST® programs and services istheHITRUST CSF®,a certifiable 
framework that provides organizations with a comprehensive,flexible and efficient approach to 
regulatory compliance and risk management.Developed in collaboration with information 
security professionals,theHITRUST CSF rationalizes relevant regulations and standards into a 
single overarching privacy and security framework. 

The HITRUST CSF isa risk-based controlsframework thatincorporates the HIPAAPrivacy and 
Security Rules and the NISTFrameworkforImproving CriticalInfrastructure Cybersecurity,or 
Cybersecurity Framework. The most recent edition ofthe CSF also includes privacy controls 
based on internationally recognized privacy frameworks,including the FairInformation Practice 
Principles(FIPPs),the Organization forEconomic Cooperation and Development(OECD) 
Privacy Principles,and the Asia-Pacific Economic Cooperation(APEC)Privacy Framework. 

Commentson Draft Regulations 

Article 2. Notices to Consumers 

https://PrivacyRegtilations'cz)doj.ca.gov
https://ITRUSTAIIiance.net


 

6175 Main Street 855.HITRUST 

Suite 420 (855-448-7878)HITRUST Frisco,TX 75034 www.HITRUSTAIIiance.net 

HITRUST recommendsthatthe CCPA Regulations recognize the use oflayered notices. A 
layered notice effectively communicatesinformation in a mannerthatis easy for a consumer to 
digest. Guidancefrom the European Union on their General DataProtection Regulation 
recognizes the usefulness oflayered notices as a method ofbalancing consumer interests in a 
short and easy to read format which allows consumers interested in greater detail the ability to 
access more information. TheCCPA Regulations acknowledgethe potential ofconsumer and 
business-friendly options as evidenced by its inclusion ofan opt-out button orlogo,and 
HITRUST believes a layered notice approach is consistent with this philosophy. 

Article 3 

HITRUST notes thatin §999.312(a),the DraftRegulations would require a toll-free number as a 
means ofsubmitting a rightto know.In AB-1564,the California Legislature clarified that a 
business that operates exclusively online and has a direct relationship with the consumer does not 
need to provide a toll-free line. HITRUSTrecommendsthattheCCPA Regulations either 
include the same exception or,when your office is publicizing the Draft Regulations,emphasize 
this difference between the legislation and the DraftRegulations. 

HITRUST recommends clarification in §999.315 and how it relates to other provisions in the 
Draft Regulations.HITRUST'sinterpretation ofthe language in §999.315 is that businesses that 
must comply with the CCPA and related regulations must also abide by consumer opt-out 
preferences in their browser,such asDoNot Track features. While this is a sensible approach,it 
is not clear how businesses would be able to determine when the opt-out wasimplemented, 
which would be problematic when attempting to provide information on how personal 
information was used and disclosed in a certain time period relating to the opt-out designation,as 
well as ensuring that third parties to whom the information has been sold within 90daysofthe 
request can be properly informed ofthe consumer's preferences. 

Security-relatedLanguage 

The Draft Regulations contain requirementsfor reasonable security in §999.313(c)(6)and(7)as 
well as in §999.323(d).HITRUST recommendsthat your office provide a safe harborfor this 
and other CCPA security languagefor businesses certified under privacy and security 
frameworksor certified through a proper third-party validation process such as theHITRUST 
CSF Assurance Program.The HITRUST Approach isjust one ofthe methods entities can use to 
seek certification against strong privacy and security standards. Aswith the HITRUST CSF, 
many ofthese programs have aided entities in detecting and mitigating issues in their own 
practices as well as allowingthem to mitigate third party risk by only contracting with service 
providers who have also been certified or accredited.HITRUST supports the implementation of 
a safe harbor option for entities that complete a recognized certification program as a meansfor 
showing an entity has reasonable and appropriate security policies and proceduresin place.No 
system is breach-proof,and those who have developed,implemented,and maintained 
appropriate policies and procedures should receive recognition that they have done the right 
thing,even ifa breach occurs. California should rely on existingframeworks and recognize that 

2 

CCPA_45DAY_00124 

www.HITRUSTAIIiance.net
WangJ
Typewritten Text
W34-1

LuongH
Line

WangJ
Typewritten Text
W34-4

LuongH
Line

WangJ
Typewritten Text
W34-2

LuongH
Line

WangJ
Typewritten Text
W34-3

LuongH
Line



HITRUST 
6175 Main Street 

Suite 420 

Frisco, Tx:75034 

855.HITRUST

{855-1148-7878)

www.HlTRUSTAl
l

iance.net 

the private sector has responded to data protection concerns and offers appropriate methods of 
measuring the strength of data protection programs. 

HITRUST thanks you again for the opportunity to provide these comments and applauds the 
work you have done in helping businesses implement the CCPA and abide by their consumers' 
privacy preferences. 

Very truJy yours, 

AnneKimbol 
Chief Privacy Officer & Assistant Genera] Counsel 
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Message 

From: Aloni Cohen 

Sent: 12/5/2019 3:35:39 AM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed Regulations 

Attachments: CCPA Comments.pdf 

To whom it may concern, 

Please find attached a letter from regarding the Attorney General's proposed regulations, dated 4 December 
2019. 

Sincerely, 

Aloni Cohen, PhD 
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The Honorable Xavier Becerra 

Attorney General 

ATTN: Privacy Regulations Coordinator 

300 South Spring Street, First Floor 

Los Angeles,CA 90013 

Aloni Cohen,PhD 

December4,2019 

The California Consumer Privacy Act(CCPA),which goes into effect next year, gives 

consumers far more control over the data that companies collect about them. This promising 

step forward risks being thwarted, however, by a flawed definition of"personal information". 

While CCPA will cover information that is clearly identifying (e.g., your email), the legislation's 

wording is vague about other data that could nevertheless be used to identify you. 

The legislation has a flawed definition of"probabilistic identifiers," a specific type of personal 

information. Specifying the meaning of"probabilistic identifiers" is critical to delineating the 

scope of CCPA.Probabilistic identification is serious business in the digital advertising industry. 

It powers cross-device tracking, the linking of consumer behavior across devices and contexts. 

This issue is completely overlooked in the proposed regulations. The Attorney General has the 

power and mandate to clarify the meaning of the term through regulation, providing an 

opportunity to make needed changes to ensure that the Act accomplishes its intended goals. 

Failing to do so will lead to uncertainty in the best case. In the worst; it risks leaving open a 

regulatory loophole that would allow probabilistic online tracking to continue unabated. 

The remainder ofthese comments is organized in three parts. First, we describe three high level 

principles of a sound definition of probabilistic identifiers. Second; we propose specific 

regulatory language, with explanation and justification. We conclude by providing additional 

context supporting the Attorney General's power to include the proposed language in the 

regulations. 

I am writing as an individual with relevant expertise. I earned my PhD in computer science at 

MIT where I conducted research on re-identification of anonymized data,and am continuing this 

work as a Postdoctoral Associate in Computer Science and Law at Boston University. These 

comments are submitted on behalf of myself alone. 

Principles for Defining Probabilistic Identifiers 

The Attorney General's CCPA regulations should provide that: 
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• Probabilistic identifiers can take many forms:

Probabilistic identification is used to track and identify users online by making best-guess

inferences using data that is not traditionally considered personally identifying. For

example, a company can identify an individual user with a high degree of certainty by

collecting as few as four or five non-personally identifiable pieces of information about a

user -- like their neighborhood, gender, ethnicity, age and which devices they use.

The data used to probabilistically track users online comes in many forms, including

those described below. The Attorney General's regulations should clarify that all of these

forms are covered by the law. Doing so would further clarify that the regulation covers

datasets that have already been shown to enable probabilistic identification.

o A collection of information about multiple consumers or devices from which a

probabilistic identifier may be inferred (e.g., raw data, device network).

o A digital application or interface from which a probabilistic identifier may be

inferred (e.g., interface to device network).

o A collection of multiple attributes or other data about an individual consumer or

device (e.g., inferred profile, information used for browser fingerprinting).

o Any other information that can be used for probabilistic cross-device tracking or

device-fingerprinting.

• The power of the data, not its form, is important:

The definition of "probabilistic identifier" is constructed inconsistently from the other

definitions of information and identifiers in CCPA. The regulations should clarify that a

"probabilistic identifier" is information which can be used to identify or recognize a

consumer or device, rather than the identification of the consumer or device itself.

Probabilistic identifier is currently defined as the "identification of a consumer." This

focuses the definition on the form of the data, not its power, what has been done with the

data, not what can be done with it. Data may be treated differently than inferences drawn

from it.

The authors of the CCPA recognized this distinction in the definitions of "personal

information" ("information that identifies ... "), "unique identifier" ("a persistent identifier

which can be used to recognize ... "), and "deidentified" ("information which cannot

reasonably identify"). The difference is one of the many inconsistencies born of CCPA's

frenzied passage and should not be considered a sign of legislative intent.

CCPA_ 45DAY _00128 

WangJ
Typewritten Text
W35-1cont

LuongH
Line



• Probabilistic identifiers might not consist of personal information:

The Act suffers from a circular definition of "probabilistic identifier". It is a sub-type of

personal information, but must be based on "categories of personal information." This

creates an ambiguity that threatens to strip probabilistic identifiers of all meaning.

Taking the circular definition literally, the probabilistic identification of a consumer based

on a collection of many discrete data points may not be considered a "probabilistic

identifier" if each of the data points separately do not rise to the level of personal

information. It is hard to believe that the legislature intended this interpretation.

The regulations should clarify that---while based on categories of information included in,

or similar to, the categories enumerated in the definition of personal

information---probabilistic identifiers may consist of a collection of multiple pieces of

information that do not separately constitute personal information or unique identifiers.

Proposed Regulatory Language 

Current language from the Act 

1798. 140(p) "Probabilistic identifier" means the identification of a consumer or a device 

to a degree of certainty of more probable than not based on any categories of personal 

information included in, or similar to, the categories enumerated in the definition of 

personal information. 

The only other occurrence of the term probabilistic identifier in the Act is in the definition of 

"unique identifier," which is one type of "personal information." The Attorney General has the 

power and mandate to update these definitions through regulation. Relevant excerpts from the 

legislation are included at the end of this document. 

Proposed regulatory language 

"Probabilistic Identifier" means information that can be used to identify a consumer or 

device to a degree of certainty more probable than not, and that is based on categories 

of information included in, or similar to, the categories enumerated in the definition of 

personal information. 

Probabilistic information may consist of a collection of multiple pieces of information that 

are not individually personal information, unique identifiers, or probabilistic identifiers. 

Probabilistic identifier includes, but is not limited to, the following [if it can be used to 
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recognize a consumerordevice to a degree ofcertainty more probable notand thatis 

based on categories ofinformation included in, orsimilarto, the categories enumerated 
in the definition ofpersonalinformation]: 

(a)A collection ofmultiple attributes or otherdata aboutan individualconsumer 

ordevice,including, butnotlimited to, information collected overa period oftime; 

(b)A collection ofinformation about multiple consumers ordevicesfrom which a 
probabilistic identifier maybe inferred; 

(c)A digital application orinterface from which a probabilistic identifier maybe 

inferred, including, but notlimited to, a cross-device oridentitygraph oran 
interactive statistical tool;and 

(d)Otherinformation thatcan be used forprobabilistic cross-device tracking or 

device- or browser-fingerprinting. 

Discussion ofProposed Regulatory Language 

Current language: "Probabilistic identifier"meansthe identification ofa consumerora 
device to a degree ofcertainty ofmore probable than not. . . 

Proposed change: "Probabilistic Identifier"meansinformation thatcan be used to 

identifya consumerordevice to a degree ofcertainty more probable not, . . . 

The current definition of"probabilistic identifier" is constructed inconsistently from the other 
definitions of information and identifier in the legislation. Probabilistic identifier is defined as the 

"identification ofa consumer." 

This focuses the definition on the form ofthe data, not its power,what has been done with the 
data, not whatcan be done with it. This is very differentfrom and inconsistent with the 

definitions of"personal information"("information that identifies..."),"unique identifier"("a 
persistent identifier which can be used to recognize..."), and "deidentified"("information which 

cannot reasonably identify"). 

The regulation should clarify that a "probabilistic identifier" is a type of information which can be 
used to identify or recognize a consumer or device, rather than the identification ofthe 

consumer or device itself. 

Current lanauage:. . . based on any categories ofpersonalinformation included in, or 
similar to, the categories enumerated in the definition ofpersonalinformation. 
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Proposed change:. . . and that is based on categories ofinformation included in, or 

similar to, the categories enumerated in the definition ofpersonalinformation. 

Probabilistic information mayconsist ofa collection of multiple pieces ofinformation that 
are notindividually personalinformation, unique identifiers, orprobabilistic identifiers.. . . 

The current definition is circular. Probabilistic identifiers are a sub-type of personal information 

(1798.140(o)(1)(A)and 1798.140(x)). As passed, probabilistic identifiers must be based on 
certain "categories of personal information.""Probabilistic identification" is a term typically used 
in industry to describe the identification ofan individual based on many different types of 
information (e.g., operating system, browser,IP address, websites visited). Even though these 

data are in the"categories ... enumerated in the definition of personal information,"they 
arguably do not individually constitute personal information because they cannot by themselves 

be linked to a particular consumer or device. 

This interpretation would render the notion of probabilistic identifiers toothless,and it is hard to 
believe that the legislature intended this reading.The suggested language changes the wording 

in the first sentence to clarify, and adds a new sentence to make this point explicitly. 

Proposed addition: Probabilistic identifierincludes, but is notlimited to, the following[ifit 
can be used to recognize a consumerordevice to a degree ofcertainty more probable 

notand thatis based on categories ofinformation included in, orsimilar to, the 
categories enumerated in the definition ofpersonalinformation]. 

(a)A collection ofmultiple attributes or otherdata aboutan individualconsumeror 

device,including, butnotlimited to,information collected overa period oftime,... 

A large collection of data can very often be used to single out an individual. Examples include: 
• Browser fingerprinting:' Details about computer hardware and software that can be used 

as a "fingerprint" online. This data is collected all at once. 
• Browsing history: What websites you visit or apps you use 

• Location or I address over time: Where you are at various times of day. 
• Netflix Prize dataset:Z Some Netflix users rate movies after they watch them.This has 

been used to identify them in publicly released datasets. 

The first three are widely in the advertising industry and are the mostcommon sources of data 
used for probabilistic cross-device identification. 

Proposed addition:(b)A collection ofinformation about multiple consumers ordevices 

from which a probabilistic identifier may be inferred; and . . . 

'panopticlick.eff.org 
2 https://arxiv.org/abs/es/0610105 
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Data that underlies the probabilistic identification may be collected en masse and only later 

analyzed to extract individualized information. As the wellspring of probabilistic identifiers, this 

data is itself a probabilistic identifier. Examples include: 

• The not-yet-identified raw data about the browsing activity thousands of users and

devices that can be used to probabilistically identify individuals.

• The data releases published by the US Census Bureau based on the 201 O Decennial

Census, which have been shown to allow the accurate reconstruction and

reidentification of tens of millions of Americans. J 

Proposed addition: (c) A digital application or interface from which a probabilistic

identifier may be inferred, including, but not limited to, a cross-device or identity graph or

an interactive statistical tool.

Within the advertising (and other) industries, access to data is often through some sort of 

application or interactive interface that gives some sort of access to underlying data. These 

interfaces allow one to make requests for information and automatically generates responses. 

Examples include: 

• Cross-device graph API: A bedrock of the advertising industry is a continuously updated

graph of the connections between various devices (e.g., this phone and this computer

are owned by the same person). Companies construct this graph by making inferences

from various data sources. Other companies then pay for some type of access to this

graph in order to improve or measure the effectiveness of their advertising campaigns.

An interface might allow access to individualized Information or only provide aggregated

statistical information. However, even aggregated statistical information can often allow

information about an individual to be inferred.

• Interactive government (or business) statistics: Governments sometimes make

webpages which allow users to discover statistics based on confidential government

surveys (e.g., Australian Bureau of Statistics Table Builder, Israeli Central Bureau of

Statistics). Similar technology is fn development in private industry (e.g., Diffix). These

systems sometimes allow the underlying data to be reconstructed by querying many

statistics about the underlying data and then probabilistically reconstructing it.4 

This language is meant to clarify that these interfaces, which may reveal or communicate 

probabilistic identifiers, are themselves probabilistic identifiers. 

Proposed addition: (d) Other information that can be used for probabilistic cross-device 

tracking or device fingerprinting. 

3 https://twitter.com/john_abowd/status/1114942180278272000?Iang=en 
4 https://www.haaretz.com/surveys-not-as-anonymous-as-respondents-think-1.5288950, 
https://arxfv.org/abs/1902.06414, https://arxiv.org/abs/1810.05692. 
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Probabilistic identification is most often used in the ad tech industry to refer to probabilistic 

cross-device tracking and device fingerprinting. Both of these techniques exist solely to infer the 

identity of an individual (or device) when identification cannot be done with certainty. Information 

used for these purposes are by their very nature probabilistic identifiers. 

Without regulatory clarification, the meaning of probabilistic identifiers under CCPA will remain 

unclear. The proposed language closes potential loopholes that would allow probabilistic online 

tracking to escape CCPA regulation. 

Addendum: Attorney General's Power and Mandate To Update 

The Act's Definitions Through Regulation 

The only occurrence of the term probabilistic identifier in the Act (aside from the definition itself) 

is in the definition of "unique identifier," which is one type of "personal information." The relevant 

definitions are (emphasis added): 

1798.140(0) "Personal information" means information that identifies, relates to, 

describes, is reasonably capable of being associated with, or could reasonably be 

linked, directly or indirectly, with a particular consumer or household. Personal 

information includes, but is not limited to, the following if it identifies, relates to, 

describes, is reasonably capable of being associated with, or could be reasonably 

linked, directly or indirectly, with a particular consumer or household: 

(A) Identifiers such as a real name, alias, postal address, unique personal

identifier, online identifier, Internet Protocol address, email address, account

name, social security number, driver's license number, passport number, or other

similar identifiers . . . .

1798.140(x) "Unique identifier" or "Unique personal identifier" means a persistent 

identifier that can be used to recognize a consumer, a family, or a device that is linked to 

a consumer or family, over time and across different services, including, but not limited 

to, a device identifier,· an Internet Protocol address; cookies, beacons, pixel tags, mobile 

ad identifiers, or similar technology; customer number, unique pseudonym, or user alias; 

telephone numbers, or other forms of persistent or probabilistic identifiers that can be 

used to identify a particular consumer or device . . . .

The Attorney General has the power and mandate to update these definitions through 

regulation. The Act provides that (emphasis added): 

1798. 185 (a) .. .[Tjhe Attorney General shall solicit broad public participation and adopt 

regulations to further the purposes of this title, including, but not limited to, the following 

areas: 

CCPA_ 45DAY _00133 

WangJ
Typewritten Text
W35-1cont

LuongH
Line



(1) Updating as needed additional categories of personal information . . .  in 

order to address changes in technology, data collection practices, obstacles to

implementation, and privacy concerns.

(2) Updating as needed the definition of unique identifiers to address

changes in technology, data collection, obstacles to implementation, and privacy

concerns, ...

(b) The Attorney General may adopt additional regulations as necessary to further the

purposes of this title.
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Message 

From: Lippi, Kimberly 

Sent: 12/5/2019 6:41:51 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on the CCPA rulemaking 

Attachments: Letter to Dept of Justice re CCPA Comments 12-5.pdf 

Attached for your consideration in the California Consumer Privacy Act rulemaking are the comments of the California 

Public Utilities Commission. 

Sincerely, 

Kimberly Lippi 

Staff Counsel 

California Public Utilities Commission 

505 Van Ness Avenue 

San Francisco I CA I 94102 
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STATE OF CALIFORNIA GAVIN NEWSOM, Governor 

PUBLIC UTILITIES COMMISSION 
505VAN NFS4AVENUE 
SAN FRANCISCO,CA 94102-3298 

December5,2019 

California DepartmentofJustice 
Attn: Privacy Regulations Coordinator 
300S.Spring Street 
Los Angeles,CA 90013 

Re: California Consumer Privacy ActProposed Regulations 

The CaliforniaPublic Utilities Commission(CPUC)submits these commentsin the 
California DepartmentofJustice's(DOJ)notice ofproposed rulemaking action(NOPA) 
concerning the California Consumer Privacy Act(CCPA). On October 11,2019,the 
DOJissued a proposed set ofregulations!intended to establish procedures to facilitate 
consumers'new rights under the CCPA and provide guidance to businessesfor how to 
comply. 

The CPUChas reviewed the CCPA and the proposed regulations and submits these 
comments on the statutory and regulatory exceptions contained in Civil Code 
§ 1798.105(d)(8)1and Civil Code§1798.1453and elaborated on in proposed regulation 
§999.313(d)(6)a. These provisions provide basesfor a business to deny a consumer's 
requestto delete personal information. The CPUCinterprets the proposed regulations 

1TheNOPA proposes to adopt sections §§999.300through 999.341 ofTitle 11,Division 1, 
Chapter 20,ofthe California Code ofRegulations(CCR). 

2Civ.Code§ 1798.105(d)"A business or a service provider shall notbe required to comply with 
a consumer's requestto delete the consumer's personal information ifit is necessary forthe 
business or service provider to maintain the consumer's personal information in order to: ... 
(8)Comply with a legal obligation." 

1Civ.Code§ 1798.145,"(a)The obligationsimposed on businesses by this title shall not restrict 
a business's ability to: 

(1)Comply with federal,state, or local laws. 

(2)Comply with a civil, criminal,or regulatory inquiry,investigation,subpoena,or 
summons by federal,state, or local authorities." 

320412229 
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California Department of Justice 
December 5, 2019 
Page 2 

broadly, in conjunction with all the exceptions in Civil Code§ l 798.105(d) and Civil 
Code § 1798.145, to adequately support the State's public utilities' ability to decline 
customer deletion requests based on CPUC regulatory activities, including CPUC orders 
that require or authorize a utility to collect, utilize or share customer data. Further, the 
CPUC does not read the "opt out of sale" provisions of Civil Code § 1798.120 and 
proposed regulation§ 999.316 as impacting the public utilities' data collection and 
sharing practices, because the information is used for a public purpose, not for a 
commercial purpose by the utility. 

The CPUC is a constitutionally-created agency with expansive legislative and judicial 
powers} The CPUC has broad jurisdiction over public utilities and is empowered to "do 
all things" necessary in the exercise of its regulatory jurisdiction over every public utility 
in the State.� In its oversight role, the CPUC has wide-ranging authority to order the 
collection, retention, and provision of utility customer data, and to issue rules and 
regulations governing the treatment and use of such data. 

The CPU C and its jurisdictional entities require customer specific data for the provision 
of safe, reliable, and nondiscriminatory services. The CPUC also has a strong 
commitment to privacy concerns and the need to protect customer-specific information. 
The CPUC balances these competing interests carefully, and has established a number of 
programs, rules, and regulations concerning the use and treatment of customer-specific 
data. These regulations cover a broad array of activities, including operational needs, 
providing service, developing and implementing conservation, low-income, and other 
public purpose programs, promoting competition, ensuring nondiscriminatory access, and 
protecting public safety. Utilities are required or authorized to collect and retain 
customer-specific data, provide that data to the CPUC, and share certain data with 
government entities, researchers, or other customer-authorized third pa1iies in order to 
further public purposes. Below is a list of just a few examples of CPUC actions that 
govern the retention of customer-specific data, create privacy rules, or carve out 
exceptions to those rules in fmiherance of public purposes: 

• General Order 107-B - Rules and Regulations Concerning the
Privacy of Telephone Communications, provides rules to ensure the
privacy and/or maintain the secrecy of communications over
communications lines; General Order 168 - Market Rules to
Empower Telecommunications Consumers and to Prevent Fraud,

1 See, Cal. Const. Art. XII; see also, e.g., Wise v. Pacific Gas & Electric Co. (1991) 77 
Cal.App.4th 287. 

�Cal.Pub. Util. Code§ 701. 
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California DepartmentofJustice 
December5,2019 
Page 3 

provides thatconsumers have a rightto personal privacy,to have 
protectionfrom unauthorized use oftheir personal information and 
records,and to reject intrusive communications and technologies. 

• General Order 157-E requires charter party transportation carriers to 
retain information on the number and percentage oftheir customers 
who requested accessible vehicles,and how often the carrier was 
able to comply with requestsfor accessible vehicles. Carriers also 
mustretain information describing any instances or complaints of 
unfair treatment or discrimination ofpersons with disabilities. This 
General Order also requires carriers to retain and report waybills 
which contain passenger-specific information. 

• Commission decisions and resolutions establish authorization and 
guidelinesfor the release ofcustomer-specific information to local 
government(city and county)and wholesale water agencies for the 
purpose ofcalculating local taxes,sewer fees,miscellaneous city 
fees and water conservation and rationing efforts. See, e.g.,D.09-
02-006;Resolution(Res.)W-4834. Standard Practice U-15W6 
provides guidelinesfor the use and release ofcustomer information 
for billing purposes. 

• Decision(D.)11-07-056 adopted privacy rules for customer energy 
data collectedfrom Smart Metersin order to advance State policies 
including improving the environment,encouraging the development 
ofrenewable energy resources,and promoting energy conservation 
programs. To balance the competing interests in providing access to 
data and in protecting privacy,D.11-07-056 adopted a series of 
privacy rules that clearly state whatinformation is covered by the 
privacy rules,whatrules apply to information used for a primary 
purpose,and whatrules apply to all other information. 

• D.12-08-045 applied similar privacy protections adopted for the 
customers ofelectrical corporationsto gas corporations,Community 
Choice Aggregators(CCAs),and Electric Service Providers(ESPs). 

6 Available at 
http://does.cpuc.ca.gov/PublishedDocs/Published/G000/M088/K234/88234069.PDF. 

https://cpuc.ca.gov/Publ
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California DepartmentofJustice 
December5,2019 
Page4 

• D.13-09-025providesfunding for"green button" data infrastructure 
—a program to foster the innovation and use ofonline energy 
managementtools. The decision authorizes customer energy usage 
data to third parties whenrequested by the customer,adopts criteria 
thatthird parties must meetin order to be eligible to receive 
customer data,and establishes a process to movea datarecipientto a 
"prohibited providers" list. 

• D.14-05-016,among other things,sets forth rules and authorizes 
accessto customer energy usage and usage-related data to local 
government entities,researchers,and state and federal agencies for 
research and public purposes such as energy efficiency and 
conservation measures and low-income programs. 

TheCPUC utilizes a variety ofregulatory meansto obtain information or direct utilities 
to share data with third parties. In addition to the decisions,general orders,and 
resolutions listed above,public utilities also have CPUC-approved tariffs on file that 
codify privacy rules and govern customer relationships. TheCPUC uses lessformal 
regulatory tools as well. For example,during the recentPublic Safety Power Shutoffs 
(PSPS),the CPUC'sExecutive Directorissued a letter ordering Pacific Gas and Electric, 
San Diego Gas&Electric,and Southern California Edison to provide medical baseline 
information on a confidential basis to county and tribal governmentemergency response 
personnel when aPSPS protocol is initiated.'- The immediate sharing ofinformation was 
necessary to identify and protect customers that are dependenton life sustaining medical 
equipmentthatdependson electricity. The CPUCinterprets the"regulatory exception" 
provision broadlyto cover bothformal and informalregulatory activities. 

Infinalizing these proposed regulations,the DOJ should be cognizant ofthe need to 
preserve the CPUC'sregulatory and oversight role overthe State's public utilities. The 
CPUCshould notbe impeded in its mandate to protect public safety and welfare,or its 
efforts to promote State policies such as energy and water efficiency and conservation. 
TheCPUC believes that the exceptions contained in the CCPA itself(i.e., Civil Code 
§ 1798.105(d)and Civil Code§ 1798.145)as well as the"regulatory exception" 
contained in proposed regulation §999.313(d)(6)(a)preserve the CPUC'sexisting data 
and privacy rules asthey pertain to the utilities' collection,maintenance and provision of 
customer datafor established purposes. TheCPUC appreciates the opportunity to submit 
these comments. 

1 Letterfrom Alice Stebbins toPG&E,SCE,and SDG&Edated Oct.8,2019,available at 
https://www.cpuc.ca.gov/uploadedFiles/CPUCWebsite/Content/News_Room/NewsUpdates/201 
9ALetter%o20on%2OMedial%2OBaseline%2OCustomers.pdf. 
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Respectfully submitted, 

AROCLES AGUILAR 
HELEN M.MICKIEWICZ 
KIMBERLY J. LIPPI 

Isl KIMBERLY J.LIPPI 
By: 

KIMBERLY J. LIPPI 

California Public Utilities Commission 
505 Van Ness Avenue 
San Francisco,California94102 

Attorneysfor the California 
Public Utilities Commission 



Message 

From: Walsh, Kevin 

Sent: 12/4/2019 4:01:05 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Levine, David 

Subject: Comments on the proposed California Consumer Privacy Act Regulations 

Attachments: Spark CCPA Regulations Comment Letter Final.pdf 

Please find attached The Spark Institute, Inc.' s comments on the proposed text of the California Consumer 
Privacy Act Regulations. We appreciate this opportunity to participate in this rulemaking initiative. 

Regards, 

Kevin Walsh 

Notice: This message is intended only for use by the person or entity to which it is addressed. Because it may 
contain confidential information intended solely for the addressee, you are notified that any disclosing, copying, 
downloading, distributing, or retaining of this message, and any attached files, is prohibited and may be a 

violation of state or federal law. If you received this message in error, please notify the sender by reply mail, 
and delete the message and all attached files. 
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' The SPARK Institute, Inc. 
I llrl 

SHAPING AMERICA'S RETIREMENT~1'I11

December 4,2019 

Privacy Regulations Coordinator 
California Office ofthe Attorney General 
300 South Spring Street,First Floor 
Los Angeles,CA 90013 

Re: California Consumer Privacy Act of2018 Regulations 

Dear Attorney General Becerra, 

TheSPARK Institute,Inc. writesto submitcomments seeking to encourage you 
totake into account the changes madeto the California ConsumerPrivacy Actof2018 
("CCPA")by Assembly Bill No.25(the`Benefits Amendment")when preparing final 
regulations under Chapter20 ofthe California Code("Final Regulations"). Weapplaud 
the CCPA's goal ofproviding consumers with strong protections while still leaving 
employersand their service providers in a position to help employees receive health care 
and meettheir retirement and other savings goals. 

ThePrivacy Amendmentrecognized that special rules are needed to ensure that 
businesses and their service providers are able to continue to"administer benefits"for 
their employees,dependents,and beneficiaries. These"benefits" are wide in scope — 
from retirement programsto health insurance, disability insurance,life insurance and 
similar benefits. In light ofthe Benefits Amendment,we askfor clear guidance to enable 
businesses and their service providers to be ableto confidently continue to provide 
health,retirement,and wellness benefits to California residents. 

TheSPARK Institute represents the interests ofa broad-based cross section of 
retirement plan service providers and investment managers,including banks,mutual fund 
companies,insurance companies,third party administrators,trade clearing firms,and 
benefits consultants. Collectively,our members serve over 100 million employer-
sponsored plan participants. Ourcomments reflect our unique perspective and our goal 
ofadvancing critical issues that affect plan sponsors,participants,service providers,and 
investment providers. 

EXECUTIVESUMMARY 

TheSPARK Institute believes in the protection ofconsumer data and supportsthe 
goals ofthe CCPA,as amended by the Benefits Amendment. Additionally,the SPARK 
Institute welcomesthe proposed regulations under Chapter20 ofthe California Code 
("Proposed Regulations"). Because the Proposed Regulations were issued on October 
10,2019and the Benefits Amendmentwasonly signed intolaw on October 11,2019,we 
request additional guidance to address the change in law. 

9PhelpsLane•Simsbury,CT•06070.860.658.5058 
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Asa result,we encouragethe Attorney General to develop clear and streamlined 
guidance to implementthe Benefits Amendment. Although the Benefits Amendment 
currently sunsets atthe end of2020,near-term guidance is essential. Employers and 
service providers are actively working to harmonize the CCPA's disclosure requirements 
with the unique nature ofemploymentrelated information to ensure they comply with 
CCPA's notice requirements before January 1,2020. Further,should the Benefits 
Amendmentnot be extended or should it be amended,employersand their service 
providers will likely need to incur additional costs beyond the initial notice requirements 
in complying with any changes. As such,weask for clarity on the scope ofthe Benefits 
Amendment as well asofthe specific itemsthat are to be addressed in an employer's 
disclosure ofthe categoriesofinformation to be collected. 

COMMENTSFROMTHESPARKINSTITUTE 

A vital mission ofthe SPARK Institute is the promotion ofemployer-sponsored 
retirement plans,because those plans play a critical role in helping every hardworking 
American retire with financial security. Should the Attorney General not provide 
clarifying guidance,theCCPA could interfere with an employer or service provider's 
ability to effectively provide employee benefits,which are already heavily regulated at 
the federal and state level through the Employee RetirementIncome Security Actof1974 
("ERISA")and other statutes. Private employers,schools and universities,and state and 
local governments all have benefit plansthat could be negatively impacted. 

TheSPARK Institute encouragesthe Attorney General to quickly provide clear 
guidance asemployers and their service providers are already racing againstthe clock to 
comeinto CCPA compliance prior to January 1,2020and the Benefits Amendment 
sunsets on December 31,2020. 

Specifically,the SPARK Institute requests thefollowing guidance related to the 
scope ofAB25: 

• "Benefits"should be defined as"retirement, health,and other benefit programs, 
services,or productsto which consumersreceive accessthrough their employer or 
as a beneficiary ofa consumer whoreceived access through or because ofthe 
actions oftheir employer". The SPARK Institute believes it is importantto define 
benefits broadly. In the health space,there has been a proliferation ofhealth 
wellness programs that are employer-based butthat are not generally part ofa 
federally regulated plan. Forexample,many employers are offering smoking 
cessation programs. In the financial benefitspace,the pastfew years have seen a 
focuson student-debt in addition to retirement. With employers and their service 
providers rapidly innovating to better help employees meettheir debtand savings 
needs,itisimportantthatthe Final Regulations permitemployersto continue to 
meet the needsoftheir employees. 

• "Personal information"should stay within the scope ofthe Benefits Amendments 
special rulesfor employmentrelated information oncethatinformation has been 
shared with service providers. To offer health benefits,employers need to share 
information with insurers,third-party administrators,and others. Similarly,on the 
financial benefit side,employers need to share information with plan 
recordkeepers,investment consultants, plan auditors,and others. Providing 
benefits is notsomething that employerscan doby themselves. The Final 

9PhelpsLane - Simsbury,CT -06070.860.658.5058 

WangJ
Typewritten Text
W37-1

LuongH
Line

WangJ
Typewritten Text
See below

LuongH
Line

LuongH
Line

LuongH
Typewritten Text
W37-2



Regulations should make clear that the Benefits Amendment applies not only to 
the employer but also to those it relies upon. 

• "Natural person acting as a job applicant to, an employee of, owner of, director of,
officer of, medical staff member of, or contractor of' should be interpreted to
include beneficiaries of such persons. While it is clear that the Benefits
Amendment should be interpreted to include not just employees but beneficiaries
(e.g., spouses or children who may be entitled to health coverage or a death
benefit), we ask the Attorney General to make that point clear in the Final
Regulations to eliminate any ambiguity.

Additionally, we request the following clarification related to the notice at collection of 
personal information: 

• One disclosure, provided either by the employer or by a service-provider acting
on behalf of the employer, should be sufficient to disclose all information that will
be used solely within the context of administering benefits affecting employees.
In the benefits context, employers, plans, and service providers are required to
gather information in a variety of ways and having each service provider send its
own notice or having a separate notice provided each time a new category of
information is needed would be cumbersome and impair the benefits system. For
example, an employer may collect information about an employee's initial
decision to opt into a retirement plan. However, a recordkeeper may be
responsible for maintaining the individual's investment allocation and account
balances. In this role, the recordkeeper may obtain personal information by
providing the platform for updating beneficiary elections. Similarly, a retirement
plan may provide access to service providers who can provide customized in-plan
assistance with asset allocation. These vendors may interact with a plan
participant over the phone and may need information like social security numbers
or unique ID numbers to verify that the participant is who the participant claims to
be. Requiring more than one layer of disclosure would be disruptive and make it
more difficult for employees to access their benefits.

• If a disclosure is provided to an employee, that same disclosure should be deemed
to have been provided to any beneficiary of such employee. For many
individuals, the first contact they have with a financial benefit program comes
after another individual dies. In order to contact a beneficiary who may be
entitled to a payment as a result of that death, a financial benefit program needs to
have information on file regarding the beneficiary. Typically, that information is
provided by the employee; however, occasionally, a spouse or other beneficiary
directly provides information. The Final Regulations should make clear that a
single disclosure to the employee covers each of these scenarios.

• "Administering benefits" should be considered a category of use of personal
information. CCP A focuses on "business uses" for information. In the benefits
context, none of the "business uses" fit clearly. A new category should be created
as a result. The Benefits Amendment recognizes that employers provide a social
good when they offer benefits and enacted the amendment to encourage continued
access to retirement, health, and wellness benefits.

• For purposes of the 2020 disclosure, "categories of personal information
collected" should only include the eleven categories listed in CCPA's text:

o Identifiers
o Select Information in Customer Records
o Legally Protected Characteristics
o Commercial Purchasing Information

9 Phelps Lane • Simsbwy, CT • 06070 • 860.658.5058 
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o Biometric Informatjon
o Internet or Network Activity
o Geol ocation
o lnforrnation Typically Detected by the Senses
o Employment Infonnation
o Education Information
o Inferences from Above Used to Profile

• If the Attorney GeneraJ determines that any additional information contained in
Article 2, Section 999.305 should be included in an employer's notice at
collection of personal information, the Attorney General should restate what is
required, and, if possible, provide a model notice to minimize the burden on
employers.

The SPARK Institute writes to seek critical clarification to ensure that the law is 
implemented as intended, protecting consumers while avoiding interference with 
retirement plans, employer provided student-loan assistance programs, financial wellness 
programs, health plans, and other initiatives where employers prnvide non-monetary 
benefits or access to benefits to their employees. 

We look forward to continued engagement with California as we seek to ensure 
that CCPA advances the privacy goals of California residents while also not interfe1ing 
with the employee benefit programs that California residents rely upon today. 

* * * 

The SPARK Institute appreciates the opportunity to provide these comments to 
the Attorney General. If you have any questions or would like more infonnation 
regarding this letter, please cont.act me or the SPARK Institute's outside counsel, David 
Levine and Kevin Walsh, Groom Law Group, Chartered or 

), 

Sincerely, 

/'" 

/; ✓-
vf./� /7 4 __ _ 

Tim Rouse 
Executive Director 
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Message· 

From: Joe Doherty 

Sent: 12/5/2019 7:55:12 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments to proposed CCPA regulations 

Attachments: SSA-CCPA-CAG-Regulation Comments (12 S 19).pdf 

On behalf of the Self Storage Association, attached are our comments to the proposed CCPA 
regulations. Thank you for your consideration. 

Sincerely, 

Joe Doherty 
SVP, Chief Legal & Legislative Officer 
Self Storage Association 
1901 N. Beauregard Street, Suite 106 
Alexandria VA 22311 

PartJcipato. Loom. 8enofit. Suc:c•od 
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SELF 
STORAGE 
ASSOCIATION 

Participate. Learn. Benefit.Succeed. 

December 5,2019 

Via Oag.ca.gov 

The Honorable Xavier Becerra 
California Attorney General 
Office ofthe Attorney General 
1300I Street 
Sacramento,CA 95814-2919 

RE: Title 11,Law,Division 1,Attorney General, Chapter20,California,Consumer 
PrivacyActRegulations,Proposed TextofRegulations. 

Dear Attorney General Becerra: 

The SelfStorage Association' ("SSA"or"Association")appreciates the opportunity to comment 
on the implementing regulations for the California Consumer Privacy Act of2018("CCPA'). 
While supportive ofthe efforts ofthe California Attorney General("CAG")to comply with the 
CCPA's directive,the Association has several recommendations to improve the regulations. The 
bolded,underlined text is takenfrom the proposal.The non-bolded text below is the SSA'sinput 
on the particular provision. The SSA requests that the CAG consider the comments, provide 
greater clarity to certain sections, and incorporate specific recommendations in the final 
regulations. 

§999.301. Definitions 

"Household"means a person or group of people occupying a single dwelling. 

TheSSA supportsadding a definition for"household"as itis one ofthe threshold considerations 
for whether the CCPA is even applicable. However,the present definition is ambiguous. For 
example,whatifahousehold iscomprised ofcollegestudents,twoofwhomareconsumersunder 
thestatute and thethird isaColorado residentin Californiaforschool.Thecollectionisnolonger 
a group of"consumers"as the Colorado resident does notfit the definition.Doesthat mean that 
the entire group is no longer a"household"? If not, does that remove their ability to exercise 
rights undertheCCPA?Conversely,doesitremaina"household"and doesthe Coloradoresident 

SSA is nationaltrade association that wasformed in 1975 and is headquartered in Alexandria,Virginia.The SSA 
represents owners and operators ofstorage facilities in all 50states. For more than40 years the Association has 
served as the official trade organization and voiceofthe U.S.and international selfstorage industry.The national 
SSA is formally affiliated with 40 state associations within the United States,including the California SelfStorage 
Association.In addition to its U.S.relationships,the SSA is affiliated with9international organizations representing 
another 12,000 selfstorage facilities worldwide. 
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Attorney General Becerra 
December 5, 2019 
Page 2 of 16 

now possess new authority? The latte!' seems Lo be directly contrnuictury lo the intent of the 
CCPA to bolster California citizens' privacy rights. Regardless, it should be clarified. 

§ 999.305. Notice at Collection of Personal Information

(a)(2) Be accessible to cooswners with disabilities. At a minimum, provide information on 

how a consume1· with a disability may access the notice in an alternative format. 

The SSA fully supports equal access to goods and services. In the context of compliance w:i th the 

CCPA, it would be helpful if the CAO could provide more explicit guidance as to how a business 

can comply with the requirements of the statute to ensure consumers with disabilities are able to 

exercise their rights. 

(a)(3) A business shall not use a consumer's personal information for any purpose other 

than those disclosed in the notice at collection. If the business intends to use a consumer's 

personal information for a purpose that was not previously disclosed to the consumer 

in the notice at collection, the business shall directly notify the consumer of this new 

use and obtain exp1icit consent from the consumer to use it for this new purpose. 

This section appears to place a greater compliance burden on a business if it subsequently 

determines it needs or desires to use information in a maimer not previously disclosed. As noted 

in (a)(]), "[t]he purpose of the notice at collection is to inform consumers at or before the time of 

collection of a consumer's personal information of the categories of personal information to be 

collected from them and the purposes for which the categories of personal info1mation wrn be 

used." The business is not required to obtain the consumer's consent before using the conswner's 

personal info1mation. 

For a business that wishes to use personal information in a pruticular manner, the consumer is 

informed up front of that in tent. However, if that same business later determines it needs or wishes 

to use that same personal information, but in a different way, it must obtain "explicit consent" 

from the consumer. It appears that the CAO is placing a higher compliance burden on a business 

merely because of when and how it decided it needed or wanted to use a consumer's personal 

infonnation. From a policy perspective, it is not clear why additional requirements would attach 

to a determination that occurs after the initial notice is provided. The SSA requests that this 

provision be revised to make it consistent with the other notice provisions. 

(d} A business that does not collect information directly from consumers does not need to 

provide a notice at collection to the consumer, but before it can sell a consumer's personal 

information, it shall do either of the foJlowing: 

CCPA_ 45DAY _00148 
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Attorney General Becerra 
December 5, 2019 
Page 3 of 16 

Contact the consumer directly to provide notice that the business sells personal information 

about the consumer and provide the consumer with a notice of right to opt-out m 

accordance with section 999.306; or 

Contact the source of tbc personal information to: 

Confirm that the source provided a notice at collection to the consumer in accordance with 

subsections (a} and {b}; and 

Obtain signed attestations from the source desc1·ibing how the source gave the notice at 

collection and including an example of the notice. Attestations shall be retained by the 

business for at least two years and made available to the consumer upon 1·equest. 

This section gives a third-party business the option to contact the consumer directly or to contact 

the first-party business to obtain the executed attestations before it can proceed with a sale of 

personal information. The flexibility provided by the proposed language is sensible. However, 

given that the consumer relationship is most important to the first-party business, the SSA requests 

that this provision be revised to grant the first-party business the authority to direct how the third

party business seeks out that required consent. Depending upon the preference of the first-party 

business, it may instruct the third-party business to contact the consumer directly or may prefer 

that al I consent flow through their company. The SSA requests that this section be revised to grant 

the first-party business that auU1ority. This approach protects consumers' rights in the same fashion 

but grants first-party business needed flexibility so that that they may safeguard one of their most 
valuable assets: the consumer relationship. 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information

A business that substantially interacts with consumers offline shall also provide notice to 
the consumer by an offlinc method that facilitates consumer awal'eness of their 1·ight to opt
out. Such methods include, but are not limited to, printing the notice on paper forms that 
collect personaJ information, providing the consumer with a paper version of the notice, 
and posting signage directing consumers to a website where the notice can be found. 

It seems that the CAG is attempting to provide businesses with the option to provide a single 
notice as it refers to a singular "method" in the first sentence. However, the second sentence uses 
"and" instead of "or," which suggests all methods are required. A business should be permitted 
to provide notice by any of the above-mentioned methods, not all. The SSA requests that the 
CAG clarify that requirement in the final version of the regulations, changing the "and" to "or" 
in the second sentence. 
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Attorney General Becerra 
December 5,2019 
Page4of16 

A business is exemptfrom providing a notice ofright to opt-outif: 

It does not,and will not,sell personal information collected during the time 
period during which the notice ofright to opt-outis not posted;and 

It states in its privacy policy that that it does not and will not sell personalQ 
information.A consumer whose personalinformation is collected while a notice 
ofrightto opt-out notice is not posted shall be deemed to havevalidly submitted 
a requestto opt-out. 

This is a sensible provision and should remain in the final version ofthe regulations. Most self 
storage operatorsdo notsell personalinformationand thereforeshould notberequired to provide 
anotice ofarightto opt-outofa practice for which they are not presently engaged.Limiting the 
notice requirement to the privacy policy is sensible and provides a reasonable compliance 
requirementfor businesses not engaged in data sales,including selfstorage operators. 

§999.308.Privacy Poliev(,b)The privacy policy shallinclude the following information: 
(5)Authorized Affent(a)Explain how a consumer can designate an authorized agent to 

makea request underthe CCPA on the consumer's behalf. 

The CAG should provide further guidance to businesses as to how a consumer designates an 
authorized agent. It is unclear at present. The supplementary direction is essential so that 
companies may in turn provide additional guidance to consumersin their privacy policies.There 
is general uneasiness with third-party authorized agents attempting to exercise a California 
consumer'srights undertheCCPA,asitseemsripeforscammers.TheCAGmustprovide greater 
clarity onthisissue in thissection,as well asthroughoutthe regulations,so first-parry businesses 
fully understand how a consumer may designate an authorized agent. By extension, this will 
afford companies the understanding of the process to be able to fully explain it to California 
consumers. 

Article 3. Business Practices for Handling ConsumerRequests 

§999.312. Methodsfor Submitting Requests to Know and Requests toDelete 

(b)A businessshallusea two-step processfor online requests to delete wheretheconsumer 
must first, clearly submit the request to delete and then second,separately confirm that 
they wanttheir personalinformation deleted. 

The two-step process is sensible to safeguard consumers' personal information; however, 
expresslimitationsonthenumberoffollow upsshould beincluded inthefinalregulations.What 
isa businesssupposed to doiftheconsumercontactsthe businessand requeststhatit delete their 
personal information butthen does notrespond to the subsequentrequestto confirm theirintent 
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Attorney General Becerra 
December 5,2019 
Page5 of16 

to delete? Must a business keep attempting to contact them? The final regulations should 
explicitly state that the business only mustfollow up one(1)time and ifthey do not respond 
within forty-five(45)days the request can be discarded. Businesses should not be required to 
endlessly follow up with consumers. 

(c)A business shall consider the methods by which it interacts with consumers when 
determining which methods to provideforsubmitting requests to know and requests to 
delete.Atleastone method offered shallreflectthe mannerin which the business primarily 
interacts with the consumer,even ifit requires a business to offer three methods for 
submitting requests to know. 

TheSSA understandsthe intentofthis provision.However,a business should not berequired to 
provide three(3)methods for a consumer to exercise their rights merely because it operates a 
traditional brick-and-mortar location along with a web-based presence.In contrast,the CCPA 
only mandatestwo methods for a business that,for example,operates an e-commerce platform 
with no physical structure.The CAGshould not penalize or reward a company merely because 
of its operational choices. CCPA-covered businesses should all be required to provide t")o 
methods as mandated by the statute. The CAG should not impose additional compliance 
obligations on businesses via these regulations simply because a business allows a consumer to 
interact with it both"online"and"in-person." 

§999.313.Responding to Requests to Know and Requests to Delete 

LA) Upon receiving a request to know or a request to delete, a business shall confirm 
receiptofthe requestwithin 10daysand provideinformation abouthow the business 
will process the request. The information provided shall describe the business's 
verification process and when the consumer should expect a response, except in 
instances where the business has already granted or denied the request. 

The additionalrequirementthat businesses provide an initial notification to aconsumer within ten 
(10)daysofreceiptis unnecessary and should be revised.Nothing in theCCPA mandatessuchan 
action and providing notice when asubstantive response will be given does notprovide additional 
value to the consumer. California businesses already will have to divert resources to respond to 
and comply with requests made under the CCPA. Adding extra requirements through these 
implementing regulations does not provide a substantive benefit to consumers, but rather a 
needless burden on business. While individual businesses may elect to provide an initial 
notification to consumers thatthe request has been received,they should not be required to do so. 

Responding to Requeststo Know 

(11) For requests thatseek the disclosure ofspecific pieces ofinformation aboutthe 
consumer, if a business cannot verify the identity of the person making the 
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request pursuant to the regulations setforth in Article 4,the business shall not 
disclose any specific pieces of personal information to the requestor and shall 
inform theconsumer that it cannotverify their identity.Ifthe requestis denied 
in whole or in part,the business shall also evaluate the consumer's request as if 
it is seeking the disclosure of categories of personal information about the 
consumer pursuantto subsection(c)(2). 

Q For requests that seek the disclosure of categories of personal information 
about the consumer, if a business cannot verify the identity of the person 
making the request pursuant to the regulations set forth in Article 4, the 
business may deny the requestto disclose the categories and other information 
requested and shallinform the reauestor that it cannot verify their identity.If 
the request is denied in wholeorin part,the businessshall provideor directthe 
consumer to its general business practices regarding the collection, 
maintenance,and sale of personalinformation setforth in its privacy policy. 

While the intent ofthe CCPA is to provide California consumers with greater control over their 
private information,there will inevitably be nefarious actors seeking to take advantage ofthe new 
law. As such,these provisions are essential to allow businesses to refuse a request to disclose 
categories or specific piecesofpersonal information ifthecompany is unable to verify theidentity 
ofthe individual makingthe request. 

However, the provision that requires businesses to review the request as an inquiry for the 
categories ofinformation ifthe requestfor specific information is denied is unduly onerous. Ifthe 
business was unable to verify the identity of the requesting consumer for specific pieces of 
information,those issues are almost certainly going to remain for requests for the categories as 
well. The SSA appreciates that the proposed regulations provide criteria to evaluate the request 
againstthe prospectofimproper disclosure,butconcerns persist.The Associationrequeststhatthe 
CAG remove the provision that requires that the business evaluate the request as one for the 
categories ofpersonal information and instead allow the business tojump immediately to direct 
the consumer to its general collection practices. This will expedite and streamline the processfor 
businesses and simultaneously safeguard consumers' personal information. Further still, 
consumers have an immediate remedy available to them should an issue manifest: they simply 
mustprovidethe requested information and re-submitthe request.Giventhe simple"fix"available 
toconsumers,businessesshould notberequiredtocomply withthe"step-down"approachoutlined 
the regulations.This provision should be revised. 

A business shall not provide a consumer with specific pieces of personal 
information ifthe disclosure creates a substantial,articulable,and unreasonable 
risk to the security ofthat personal information,the consumer's account with 
the business,orthe security ofthe business's systems or networks. 

It is practical to protect consumer's information from scammers by including this provision. 
Businesses thatdetectthatarequestisfraudulentor otherwisedoesnotcomply withthe mandates 
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ofthe CCPA and the CAG'simplementing regulations musthave a backstop to ensure thatthey 
do not have to provide information to an unverified individual.It should remain. 

A businessshallnotatanytime discloseaconsumer'sSocialSecurity number, 
driver's license number or other government-issued identification number, 
financial account number, any health insurance or medical identification 
number,an account password,or security questions and answers. 

The SSA fully supports this provision. Businesses should never be put into the position of 
having to disclose the above-listed information.The threat ofimproper use far outweighsany 
potential benefit to the consumer to obtain the information. This clause should remain in the 
final regulations. 

(5 If a business denies a consumer's verified request to know specific pieces of 
personal information,in whole or in part, because ofa conflict with federal or 
state law,or an exception to the CCPA,the business shallinform the requestor 
and explain the basis for the denial. If the request is denied only in part, the 
business shall disclose the other information sought by the consumer. 

The SSA commendsthe CAG for providing greater clarity on how the exceptions to disclosure 
operate.However,additional guidance would be beneficial for businesses.The exceptions in the 
CCPA are worded broadly and additional guidancefrom theCAGwould be helpful.Forexample, 
does the businesses' interpretation of the exceptions always "win"? If the business simply 
conveys that it will not comply with the request and identifies one or more exceptions without 
expanding further,is that sufficientfor the purposes ofcompliance?Doesthe consumer havethe 
ability to contest that determination? Ifso,and ifa conflict arises, whose interpretation carries 
the day?Regardless,itshould be clarified further in the final regulations. 

(6 Ifa business maintains a password-protected accountwith the consumer,it may 
comply with a request to know by using a secure self-service portal for 
consumers to access, view, and receive a portable copy of their personal 
information if the portal fully discloses the personal information that the 
consumer is entitled to under the CCPA and these regulations,uses reasonable 
data security controls,and complies with the verification requirements setforth 
in Article 4. 

This proposed regulation is aligned withthe CCPA and should remain in thefinal text. Business 
owners, including SSA members, are concerned about nefarious actors attempting to extract 
personalinformation aboutconsumers.Allowing businessesto convey information through their 
password-protected accounts provides certainty and security to both the consumer and the 
business.It should remain. 
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Lb Responding to Requests to Delete 

For requests to delete,if a business cannot verify the identity ofthe requestor 
pursuant to the regulations set forth in Article 4,the business may deny the 
request to delete. The business shall inform the requestor that their identity 
cannot be verified and shall instead treat the request as a request to opt-out of 
sale. 

CCPA-covered companies are concerned with individuals making false requests to delete 
information.Permitting businesses to deny the request ifthe identity ofthe requestor cannot be 
verified is sensible. However,the stepped-down approach that requires a business to treat that 
request as one to opt-out instead ofa request to delete defies logic.Ifthe threshold issue is the 
lack ofverification ofthe requester's identity,why would a business deny that requestto delete 
predicated upon that conceim, but then presume that the request is valid and legitimate for the 
purposes ofa request to opt-out? Ifa consumer does not appropriately verify their identity so 
that a business is reasonably certain that the request is from that individual,they should not be 
required tocomply withthestepped downapproach outlined intheproposedregulations.Instead, 
the business should be permitted to simply inform the consumer ofthe issue. This alternative 
approach is bolstered by the reality thatconsumers have an immediate means ofredress:simply 
provide therequested informationto confirm their identity.TheSSA requests thatthis provision 
be amended in the final regulations. 

Additionally,and notspecific to this provision,the SSA requests thatthe CAG explicitly refers 
to the 12-monthlook back period for requeststo delete.Section 1798.130ofthe CCPA refers to 
the 12-month look back period for several sections ofthe statute,including the requestto delete 
provision.TheCAGshould state thislook back period in this section as well asseveral othersto 
align with the statute and generally makecompliance obligations clearer for businesses. 

Ifa business stores any personalinformation on archived or backup systems,it 
may delay compliancewith theconsumer'srequestto delete,with respectto data 
stored on the archived or backupsystem,until the archived or backup system is 
next accessed or used. 

This provision is prudent as many businesses do not access archived or backup systems with 
muchfrequency.Those businessesshould be permitted to delete informationfromthose systems 
whenever they are next accessed. 

In its response to a consumer's request to delete,the business shall sPecifv the 
mannerin which it has deleted the personalinformation. 
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This provision should be clarified.Is it permissible to say thatthe personal information has been 
aggregated or de-identified, for example, or is further information required? If the data is 
completely removed fiom all servers,backup drives,etc.,may the business simply convey that? 
Regardless,the degree ofspecificity that is required should be clarified in the final regulations. 

In responding to a requestto delete,a business may presenttheconsumer with 
the choice to delete select portions oftheir personalinformation only ifa global 
option to delete all personalinformation is also offered,and more prominently 
presented than the other choices. The business shall still use a two-step 
confirmation process where the consumer confirms their selection as required 
bysection999.312(d). 

Affording consumers with the option to delete all or part oftheir data makes sense. There are 
times where it will be advantageousto consumersto maintain certain personalinformation with 
businesses. For example,businesses may offer a loyalty program to customers for their long-
term business relationship. If all their personal information is deleted, there would be no 
practical way to monitor that relationship. Providing options is practical and should remain in 
thefinal text. 

§999.315.Requests to Opt-Out 

(a)A business shall provide two or more designated methods for submitting requests to 
opt-out, including, at a minimum, an interactive webform accessible via a clear and 
conspicuouslink titled"Do NotSellMyPersonalInformation,"or"Do NotSellMyInfo," 
on the business's website or mobile application.Other acceptable methodsfor submitting 
these requestsinclude,butare notlimited to,a toll-free phonenumber,a designated email 
address,aform submitted in person,aform submitted through the mail,and user-enabled 
privacy controls, such as a browser plurin or privacy settinz or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the sale of their personal 
information. 

The SSA requests that the CAG provides greater clarity on the use of privacy controls or a 
browser plug-in to convey arequestto optout.Those applications are controlled bythe entities 
that create them.Therefore,it is difficult for a CCPA-covered business to know ifa consumer 
is attempting to exercise their rightto opt-out by using a browser plug-in or privacy setting. Is 
this provision only operative ifa business explicitly elects to use that mechanism as one ofthe 
two mandated methods for a consumer to opt-out? If,for example,a consumer attempted to 
convey their desire to opt-out by using a browser plug-in,butthe CCPA-covered business was 
unaware,is that business still deemed to be in compliance ifit has two other methods for the 
consumerto exercise their rightto opt-out? Regardless,theSSA encouragesthe CAG to clarify 
use ofbrowser plugins and privacy settings in the final regulations. 
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999.317.Training;Record-Keeping 

(a) All individuals responsible for handling consumer inquiries about the business's 
privacy practices or the business's compliance with the CCPA shall be informed 
of all the requirements in the CCPA and these regulations and how to direct 
consumers to exercise their rights underthe CCPA and these regulations. 

(b A business shall maintain records of consumer requests made pursuant to the 
CCPA and how the business responded to said requests for atleast24 months. 

Lc) The records may be maintained in a ticket or log format provided that the ticket or 
log includes the date ofrequest,nature ofrequest,manner in which the request was 
made,the date ofthe business's response,the nature ofthe response,and the basis 
for the denial ofthe requestifthe request is denied in whole or in part. 

(d) A business's maintenance of the information required by this section, where that 
information is not used for any other purpose,does nottaken alone violate theCCPA 
or these regulations. 

'j Asidefrom this record-lcceping purpose,a business is not required to retain personall 
information solely for the purpose of fulfilling a consumer request made under the 
CCPA. 

TheCAG is essentially dictating to businesses thatthey create additional information and data 
aboutconsumers.Doesthisinformation haveto be disclosed ifaconsumer makesasubsequent 
request under the CCPA?Whatifa consumer is aware ofthis recordkeeping requirement and 
makesasecond requestto deletethatspecifically identifies the recordkeeping component?Can 
the business use one ofthe safe harbor exceptions?This should be clarified inthe final text. 

§999.318.Requests to Access or Delete Household Information 

Where a consumer does nothavea password-protected accountwith a business,a business 
may respond to a request to know or request to delete as it pertains to household personal 
information by providing aggregate household information, subiect to verification 
requirements setforth in Article 4. 

Ifall consumers ofthe household iointly request access to specific pieces ofinformation for 
the household or the deletion of household personal information, and the business can 
individually verify all the members ofthe household subiect to verification requirements 
setforth in Article 4,then the business shallcomply with therequest. 

This provision places too great of a compliance burden on businesses. Mandating that a 
business individually verify that all members of a household are in unison regarding the 
exercise of rights under the CCPA is too onerous. For example, what if a member of a 
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household wantstoknowcertain dataand makesarequestofthe businessto accessinformation 
abouttheirroommate.Or,whatifacoupleisgoingthroughadivorce,butstill technicallyreside 
in the same household. What ifone spouse makes deletion requests to create issues for their 
former spouse? Given their long-standing relationship, it is likely that the nefarious party 
would know and would be able to provide information to the business to "verify" that all 
members desire to delete certain information. This is even more acute if the party solely 
communicatesthrough a web-based form.How would a business ever be able to individually 
verify thateach member ofthe household wishesto exercise a CCPA-provided right? 

There seems to be a large universe ofissues with attempting to know the collective intent ofa 
household.The better approach would beto mandatethateach party makeindividual elections. 
This will substantially reduce confusion for businesses and simultaneously reduce potential 
issues such asthose outlined above. 

Article 4. Verification ofRequests 

§999.323.GeneralRules Regarding Verification 

(a) A business shall establish, document, and comply with a reasonable method for 
verifying that the person making a request to know or a request to delete is the 
consumer aboutwhom the business has collected information. 

(b) In determining the method by which the business will verifv the consumer's 
identity,the business shall: 

Wheneverfeasible,match theidentifyinginformation provided bytheconsumer 
tothe personalinformation oftheconsumeralready maintained bythe business, 
or use a third-party identity verification service that complies with this section. 

Avoid collecting the types of personal information identified in Civil Code 
section 1798.81.5(d), unless necessary for the purpose of verifying the 
consumer. 

Consider the following factors: 

a. The type,sensitivity,and value ofthe personal information collected and 
maintained about the consumer. Sensitive or valuable personal 
information shall warranta morestringent verification process.Thetypes 
of personal information identified in Civil Code section 1798.81.5(d)shall 

2For additional information on this issue generally,see WhyMaritalIdentity TheftIsSoHw-dToFight,Law 360, 
RJ Vogt,December 1,2019.https://www.law360.com/articles/1221505/why-marital-identity-theft-is-so-hard-to-
fight?hp_promo a2j=1 
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be considered presumptively sensitive; 

b. The risk of harm to the consumer posed by any unauthorized access or 
deletion.A greater risk ofharm to the consumer by unauthorized access 
or deletion shall warranta more stringent verification process; 

c. The likelihood thatfraudulent or malicious actors would seek the personal 
information.The higher the likelihood,the more stringent the verification 
process shall be; 

d. Whether the personal information to be provided by the consumer to 
verify their identity is sufficiently robust to protect against fraudulent 
requests or being spoofed orfabricated; 

e. The mannerin which the business interacts with the consumer;and 

f. Available technology for verification. 

TheSSAcommendstheCAGforprovidingthe above-listed factorsto assistbusinessesto confirm 

aconsumer's identity.However,it would be helpful ifthe CAGfurther explained how the factors 

interact and yield a particular outcome.For example,should businesses treat the factors equally 

and employ a balancing approach? 

!(c) A businessshallgenerally avoid requesting additionalinformationfrom theconsumer 
forpurposes ofverification. If,however,the business cannotverify the identity ofthe 
consumerfrom theinformation already maintained bythe business,the business may 
request additional information from the consumer,which shall only be used for the 
purposes of verifying the identity of the consumer seeking to exercise their rights 
under the CCPA,and for security or fraud-prevention purposes.The business shall 
delete any new personalinformation collected for the purposes ofverification assoon 
as practical after processing the consumer's request, except as required to comply 
with section 999.317. 

While businesses,including SSA members,are not eager to request additional information from 
consumers to confirm their identity, inevitably situations will present themselves that require it. 
Assuch,expressly confirming thatthe practice is permissibleinthe regulationsis good policy and 
should beincluded inthe final text. 

§999.324.Verification for Password-Protected Accounts 

La) If a business maintains a password-protected account with the consumer, the 
business may verify the consumer's identity through the business's existing 
authentication practices for the consumer's account, provided that the business 
follows the requirements in section 999.323. The business shall also require a 
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consumerto re-authenticatethemselves before disclosing or deletingtheconsumer's 
data. 

~b If a business suspects fraudulent or malicious activity on or from the password-
protected account,the business shall notcomply with a consumer's requestto know 
or request to delete until further verification procedures determine that the 
consumer request is authentic and the consumer making the request is the person 
about whom the business has collected information. The business may use the 
proceduressetforth in section999.325 tofurtherverify theidentity oftheconsumer. 

This section confirms businesses possessthe authority to directconsumers,ifthey already have 
an account,to utilize it to confirm their identity. This is sensible and will provide businesses 
with an additional level ofassurance thatthe purported consumeris truly that individual.In the 
alternative, it is helpful that the proposed regulation confirms that businesses that suspect 
fraudulent activity may electto notproceed withthe requestand may requestthatthe consumer 
follow additional verification steps to confirm their identity. The provision is sensible and 
should remain in the final text. 

§999.325.Verification for Non-Accountholders 

A business's compliancewith a requestto know categories ofpersonalinformation requires 
that the business verify the identity of the consumer making the request to a reasonable 
degreeofcertainty.A reasonable degreeofcertainty mayinclude matchingatleasttwo data 
points provided by the consumer with data points maintained by the business,which the 
business has determined to be reliable for the purpose ofverifying the consumer. 

The SSA commends the CAG for providing clarity and guidance to verify requests from non-
accountholders. Providing the standard to apply, along with the considerations for what 
constitutesa"reasonable degreeofcertainty,"is helpful.Itshould remain inthefinal regulations. 

A business's compliance with a request to know specific pieces of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonably high degree ofcertainty,which is a higher bar for verification. A reasonably 
high degree ofcertainty mayinclude matchingatleast three pieces ofpersonalinformation 
Provided by theconsumerwith personalinformation maintained by the businessthatit has 
determined to be reliable for the purpose ofverifying the consumer together with a signed 
declaration under penalty of perjury that the requestor is the consumer whose personal 
information is the subject ofthe request.Businesses shall maintain all signed declarations 
as part oftheir record-keeping obligations. 

Mandating that consumers provide a signed declaration under the penalty ofperjury is sensible, 
especially for requests to know specific pieces ofpersonal information.In the wrong hands,that 
data can be devasting to a consumer's identity. Although likely not perfect,the requirementthat 
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the signed declarations accompany the request along with three pieces ofpersonal data should 

ensure that requests are legitimate. 

However,withthatsaid,itseemsprobablethatscammers will attempttoforgethose declarations. 
Itwould be helpfuliftheCAGprovided atemplate forthoseformsas partofthefinal regulations 
or somewhere on its website. Additional requirements, perhaps a mandate that the form be 

notarized, would provide an additional level of certainty to businesses that the request is 
legitimate while simultaneously safeguarding consumer's personal information. 

A business's compliance with a request to delete may require that the business verify the 

identity ofthe consumer to a reasonable degree or a reasonably high degree of certainty 
depending on the sensitivity of the personal information and the risk of harm to the 

consumer posed by unauthorized deletion.Forexample,the deletion offamily photographs 
and documents may require a reasonably high degree of certainty, while the deletion of 
browsing history may require a reasonable degree ofcertainty.A business shall actin good 
faith when determining the appropriate standard to apply when verifying the consumer in 

accordance with the regulations setforth in Article4. 

The delineation of whether a business should apply a "reasonably high degree" standard 
compared to a"reasonable degree"standard is helpful. Specifically,the inclusion ofthe above-
listed examples provides helpful guidance. However,the SSA encourages the CAG to provide 

one or two additional examples for businesses to compare against to ensure the appropriate 

standard is applied to a specific request. 

§999.326.Authorized Agent 

(a) When a consumer uses an authorized agent to submit a request to know or a 
request to delete,the business may require that the consumer:(1)Provide the 
authorized agent written permission to do so; and(2)Verify their own identity 
directly with the business. 

(b) Subsection (a)does not apply when a consumer has provided the authorized 
agentwith power ofattorney pursuantto Probate Codesections4000to4465. 

fcj A business may deny a requestfrom an agent that does not submit proofthat they 
have been authorized by the consumer to act on their behalf. 

Businesses,including SSA members,are wary of"authorized agents" exercising third parties' 

rights under the CCPA.This area seems ripe for scammers and other nefarious actors to hold 

themselves outto businesses as"authorized" in order to obtain personal information or have it 

deleted.Itis sensibleto mandatethatbusinessesconfirm theidentityoftheconsumer,evendoing 
so directly when an authorized agent attempts to act on their behalf. However,if that is the 
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threshold for confirmation absent a power ofattorney, why permit authorized agents to act on 
the individual's behalf at all? Since the individual consumer must participate in the process 

anyway,why would an authorized agent be necessary? Direct requestsfrom consumers should 

berequired to eliminate confusion and confirm the intentofthe individual. 

§999.336.Discriminatory Practiceg 

(a) A financial incentive or a price or service difference is discriminatory, and 
therefore prohibited by Civil Code section 1798.125, if the business treats a 
consumer differently because the consumer exercised a right conferred by the 
CCPA or these regulations. 

(b) Notwithstanding subsection(a)ofthis section,a business may offer a price or 
service difference ifit is reasonably related to the value ofthe consumer's data 
as thatterm is defined in section 999.337. 

(c) A business's denial ofa consumer's request to know,request to delete, or request to 
opt-out for reasons permitted by the CCPA or these regulations shall not be 
considered discriminatory. 

M A business shall notify consumers of any financial incentive or price or service 
difference subiect to Civil Code section 1798.125 that it offers in accordance with 
section999.307. 

The CCPA directs businesses to treat all consumers equally,even ifthey elect to exercise a 
right provided by the statute. The SSA and its members fully support equal treatment of 

consumers. However, businesses should be free to incentivize consumers regarding 
utilization oftheir personal information as permitted by the CCPA.Confirming that ability 
in the textofthe regulations is important and should be maintained in the final version. 
Further,confirmation thata denial under one ofthe exceptions provided by theCCPAis not 

discriminatory provides needed clarity and should remain. 

§999.337.Calculating the Value ofConsumer Data 

(a) The value provided to the consumer by the consumer's data,as thatterm is used 
in Civil Code section 1798.125, is the value provided to the business by the 
consumer's data and shall be referred to as"the value ofthe consumer's data." 

To estimate the value ofthe consumer's data,a business offering a financialincentive 
or price or service difference subiect to Civil Code section 1798.125 shall use and 
document a reasonable and good faith method for calculating the value of the 
consumer's data.The business shall use oneor more ofthefollowing: 
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ill The marginal value to the business of the sale, collection, or deletion of �• 
consumer's data or a typical consumer's data; 

ill The average value to the business of the sale, collection, or deletion of a 
consumc1·'s data or a typical consumer's data; 

Q) Revenue or profit generated by the business from separate tiers, categories, or
classes of consumers or typical consumers whose data p.-ovides differing value;

ffi Revenue generated by the business from sale, collection, or retention of 
consumers' per·sonal information; 

!fil Expenses related to the sale, collection, or 1·etention of consumers' 
personal information; 

.(§) Expenses related to the offer, prov1s1on, or imposition of any financial 
incentive or price or service difference; 

CT} Profit generated by the business from sale, collection, or retention of 
consumers' personal information; and 

00 Any other practical and reliable method of calculation used in good-faith. 

It is essential that businesses have wide latitude to use the appropriate valuation mechanism 
regarding a conswner's personal information. Affording companies with several options to 
appropriately calculate the value of that dala is good policy. Finally, the ability to utilize a practical 
and reliable method outside those prescribed in the regulations is sensible and should remain. The 
SSA requests that the CAG keep this section as written in the fi11aJ regulations. 

Conclusion 

The SSA appreciates this opportunity to comment on the proposed implementing regulations for 

the CCP A. The Association respectfully requests that the comments and proposed revisions be 
incorporated into the final version of the text. 

Respectfully submitted, 

Attachment (1) 

CCPA_ 4SDAY _00162 
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Why MaritalIdentity TheftIs So Hard To Fight 

By RJ Vogt I December 1,2019,8:02PMEST 

When cases ofidentity theft also often involve spousal abuse,victims can find themselves blocked from 
obtaining a police reportto help undo the damage. 

Whensomeone steals your identity,getting a police report can be invaluable in correcting your credit 
history,contesting collections suits and seeking damages— but accessing law enforcementcan be 
uniquely challenging ifthe culprit is your husband. 

Women looking to hold their spouses accountable for identity theft often confront implicit biases in the 
justice system,according to Naomi Young,an Equal Justice Worksfellow embedded with the nonprofit 
Her Justice. Young said she's seen dozens ofwomen encounter echoesofold legal precedents that held 
women to be the property ofmen. 

"There's this assumption thatifyou marry someone,you're consenting to letthem do whatever they 
want to your body,to your identity —orto your credit," Young said. 

Intimate identity theft cases are morecommon than you may think.In 2018,roughly 2.2 million 
Americans experienced identity theft atthe hands ofpeople they knew.Making up 15%ofall fraud 
victims,this group has increased sevenfold since 2015,according to Kyle Marchini,a senior analystof 
fraud management with the advisory firm Javelin Strategy. 
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Recently published research in the Violence Against Womenjournal indicates that many ofthese cases 
may involve spousal abuse.A study ofcallers to the National Domestic Violence Hotline found that 
more than70%ofdomestic violence survivors said their partners had hidden financial information from 
them.Over one in two reported that an abusive partner put debtin their name through a fraudulent-or 
coercive transaction. 

Katie,one ofYoung's clients who spoke on the condition ofanonymity,suffered identity theft atthe 
hands ofher estranged husband,a man she says verbally abused her for almosta decade before they 
separated several years ago. 

Without her knowledge or consent,he's beenjointly filing federal taxes using her name.Asa result, 
Katie's recent application for affordable housing was denied due to income he'd reported for the two of 
them but never shared with her. 

"I was very upset because he caused me notto get the apartment," Katie,who crashes on the couches of 
friends and family,told Law360."I don't have a place ofmy own." 

She also learned thathe applied for loans under her name.Butwhen she tried to file a police report, 
officers told her thatshe needed to first geta divorce,a daunting hurdle for someone with no legal 
training andfew resources. 

"She ended up going to the police,I think,a total offive times to try and report this," Young said."But 
the police were notat all accessible to her. We gave up on getting the police report." 

According to New York Police Department Detective Ahmed Nasser,there's no special requirement that 
people like Katie provide proofofidentity theft or an underlying divorce when seeking help.He said 
police are supposed to"take the wordsfrom the complainantand then pursue." 

"Then an investigation has to be done,and that might require additional evidence," he added. 

But Katie's lived experience and research by CAMBA Legal Services Inc.,Fordham Law School 
Feerick Center for Social Justice and The Legal Aid Society paint a different picture. 

In a September2018 report,the organizations noted that police reports are often impossible for survivors 
to obtain. 

"Many New York City police precincts refuse to take police reports for identity theft victims,especially 
when the survivor does not have the account documentation or a copy ofhis or her credit report,"the 
report stated."Asafurther challenge for survivors,marital status is often used,illegally,as a basis to 
deny police reports when the perpetrator was a spouse." 

Melissa Koven,an attorney with CAMBA and co-chair ofthe city's Domestic Violence and Consumer 
Law Working Group,said accessing account documentation and creditreports is especially hard for 
victims ofeconomic abuse. 
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"It's very commonfor clients to have not had any access to or knowledge oftheir financial situation 
when they were in an abusive relationship,"Koven said."They might not have even had access to the 
mail." 

Other barriers persist as well: Young pointed out that many ofher clients don't know their identities 
have been stolen until they're contacted by creditors or denied opportunities due to their defrauded 
credit histories.By the time they realize what's going on,they might already be facing collection 
lawsuits in courtfor debtthey never incurred. Young said an estimated98%ofrespondents in New 
York City collections casesface their creditors alone,without counsel. 

"It's a poverty trap," Young said."You not only face the direct consequence ofgoing to court and owing 
money,butalso don't have access to things you need to survive,like credit and housing." 

After NYPD wouldn'tissue a report,Young advised Katie to file a complaint with the Federal Trade 
Commission instead. She's also helped her client file for divorce and an order ofprotection due to her 
husband's ongoing harassment. 

"I don't wantother women to experience whatI've gone through,"Katie told Law360."There are alot 
ofpeople outthere who don'tknow how to get help." 

In addition to the legal and law enforcement barriers that can makejustice hard to accessfor victims of 
marital identity theft, Marchini said many survivors may not be emotionally prepared to accuse people 
close to them. 

"Because the victim may have along history with the perpetrator,they are frequently less willing to 
fully pursue resolution ofthefraud scheme through their bank or by filing a police report that implicates 
someone they know,"Marchini said. 

Asa result,he said three outoffour victims offamiliar fraud end up beating liability and having to 
personally pay outofpocket.They're also three times more likely to spend 10 hours or more resolving 
the problem,according to Javelin's research. 

1 IN 3 
receiving legal services 
for dornestic violence 

also have a legal Issue 
involving consumer debt 

Source:Camba Legal services 

With such cases on the rise,groups around the country are pushing lawmakers to create better 
p1'Uteet10I1S. 
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In an October 2018 report, the Institute for Women's Policy Research called for more local and state 
governments to redefine domestic violence and assault statutes so that they cover economic abuse. It 
also recommended judges, police and prnsecutors receive training on ways to hold offenders 
accountable and how to ensure safety. 

"Advocates for survivors should request, and judges should readily grant, economic protections for 
survivors that are available under many civil protection order codes," the report states. "These 
protections may include ... reimbursing survivors for losses suffered as a result of abuse." 

In 2013, New York lawmakers passed a bill to add identity theft to the list of offenses that can serve as a 
basis for family court orders of protection, making it easier for victims to seek damages and other relief 
like protective orders. 

Up until this year, New York was the only stal.e in the country that explicitly includes identity theft in its 
definition of domestic violence and abuse, according to the National Conference of Stale Legislatures. 

But in September, a new Texas law took effect that amended its definition of identity theft to include 
cases in which an abuser compelled a victim to take on debt through force, threats or fraud, 

A January report by the policy group Texas Appleseed explained that such "coerced debt" can he 
everything from secretly using credit cards in partners' names to physically abusing people until they 
sign onto loan applications. 

On the federal level, the FTC offers an identity theft reporting portal to help victims recover. Young said 
she routinely advises clients to use the resource in case police are unhelpful. 

For Koven, one of the biggest reasons victims of marital identity theft and coerced debt don't get help is 
the sjmple fact that they don't know they need it. She said legal services groups can help people find out 
if they've suffered marital identity theft by going to domestic violence shelters and oflering credit 
screenings. 

An example of such screenings can be seen in the New York working group's DV CLARO Project, 
which sta1ted in 2010 and provides (raining to shelter staff members so they can spot consumer debt 
issues, pull credit reports for survivors and make referrals. Attorneys with the project also host clinics 
for survivors. 

Though CLARO has been called a "best practice" strategy by city officials, it is limited to two shelters. 
CAMBA 's September 2018 report noted that volunteer attorney training and recruitment has also posed 
a cha I lenge. 

"We know that the need is there," Koven said. "But whether shelters and providers have the resources 
and the funding to provide that type of individualized financial review and screening ... that's another 
question." 
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Message 

From: 

Sent: 

To: 

Subject: 

CCPA comment: 

John Pettitt 

11/26/2019 2:17:27 AM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Government must be subject to CCPA 

It' s critically important that government entitles at all levels, for example the CA DMV which makes $50 
million year selling personal data, are subject to the CCPA. Consumers have no ability to opt out of 
provide information to government, however government should be required to obtain explicit permission to 
sell or share that information unless required to by law. 
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Message 

From: Adam Teitelbaum 

Sent: 12/4/2019 9:33:14 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: MICHAEL BOSTROM 

Subject: Los Angeles City Attorney's Office Letter re Proposed CCPA Regulations 

Attachments: 2019-12-04_Comment Letter.pdf 

Hello, 

Please find attached a comment letter from the Los Angeles City Attorney's Office regarding the Attorney 
General's proposed CCPA regulations. 

Regards, 
Adam 

Adam R. Teitelbaum 
Deputy City Attorney 
Affirmative Litigation Division 
Los Angeles City Attorney's Office 
City Hall Main 
200 N. Spring Street, 14th Floor 
Los Angeles, California 90012 

** * * * * * * * ********Confidentiality Notice * * * * * * * * * * * * * * * * * * * * * * * * *

This electronic message transmission contains information
from the Office of the Los Angeles City Attorney, which may be confidential or protected by the attorney-client
privilege and/or the work product doctrine. If you are not the intended recipient, be aware that any disclosure,
copymg,
distribution or use of the content of this information is prohibited. If you have received this communication in
error, please notify us immediately by e-mail and delete the original message and any attachments without
reading or saving in any manner.
********************************************************************
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VIA E-MAIL & U.S. MAIL 

MlKEFEUER 
CITY ATTORNEY 

December 4, 2019 

Priv acy Ref,'l.llations Coord inator 
Cal ifornia Office of the Attorney General 
300 South Spting Street, First Floor 
Los Angeles , CA 90013 
PrivacyRegulation s@doj.ca.gov 

RE: Comment of the Los Angeles City Attorney ' s Office on the Attorne y General ' s 
Proposed Regulations Implementing the California Consumer Privacy Act 

To Wl10m It May Concern : 

I write on behalf of the Los Ange les City Attorney ' s Office to comment on the Attorney 
General's Proposed Regulation s in furtherance of the Cal ifornia Conswner Privacy Act (the 
"CCPA "). The City Attorney has been a consisten t and vigorous advocate for consumer 
protection genera lly, including in the rapidly-evo lving and salient field of privacy . Our Office 
looks forward to the implementation of the CCPA and the Proposed Regulations , which 
represent an enormous step forward in protecting consumer privacy . 

That said, we belie ve the Proposed Regulations can be further strengthened to better align 
with one of the core goals of the CCPA : ensuring that consumers are "inform[ed] . . . as to the 
categories of personal information to be collected and the purposes for which the categories of 
personal information sha ll be used. " Civ . Code . § 1798. l00(b ). With respectto mobile 
applications ("mobile apps") that collect personal data , both common wisdom and the academic 
literature strongly suggest that a disclosure contained in a hyperlink on the app ' s '' down load 
page"-whicb would satisfy this disclosure requirement under the Proposed Regulations-is 
unlikely to be viewed and understood by consumers . Informed by our Office ' s recent litigation 
on this topic, we suggest that where the data collection practice s of a covered entity defy a 
consumer ' s reasonable expectations (i.e., when the data is not being used to further a core 
functionality of the mobile app) , the entity should be required to disclose such infonnation in a 
mandator y screen or pop-up on the app that the consumer must acknowledge having read. This 

Office of the Los Angeles Cit) · Street, 14th Floor, Cit)· Hall, L:>s Angeles, California 90012 
Fac.w11ile: (213) 978-2286 
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LACAO Comment on CCP A Proposed Regulations 
December 4, 2019 
Page 2 

strengthened requirement would promote transparency and informed decision-making, consistent 
with the CCP A's central purposes. 

I. Background and Interest of the City Attorney's Office 

For years, the City Attorney has fought zealously to protect consumers in Los Angeles 
and throughout California using, inter alia, his enforcement powers under the Unfair 
Competition Law, Business and Professions Code§§ 17200, et seq. For example, he brought the 
first lawsuit against Wells Fargo for creating fake banking accounts-securing $50 million in 
civil penalties, in addition to restitution for victims and other non-monetary relief In addition, 
our Office instituted litigation combatting youth-targeted marketing in the vaping industry and 
fraudulent marketing practices by online tax service providers, among many other consumer 
protection efforts. 

The City Attorney's dedication to protecting consumers from deceptive and fraudulent 
business practices extends to the field of consumer privacy, particularly as the business models 
of many companies have evolved to depend on collecting and monetizing consumers' personal 
information. Earlier this year, our Office filed a lawsuit against IBM and its subsidiary TWC 
Product and Technology, LLC, which own and operate The Weather Channel App. The lawsuit 
alleges that the defendants collected their users' precise, personal location data through allegedly 
misleading disclosures-stating to users that their location data would be used to provide them 
with "personalized local weather data, alerts and forecasts," while failing to conspicuously 
inform those users that their data would in fact be monetized and shared with third parties for 
advertising and other commercial purposes entirely unrelated to the app's stated weather 
forecasting services. Although this matter remains in ongoing litigation, it has provided our 
Office with unique insights as to the disclosures necessary to meaningfully inform users of the 
purposes for which their personal data is being collected. 

II. Proposed Revision to Data Collection Disclosure Requirement 

We believe the Proposed Regulations, in interpreting and expounding upon the CCP A, 
make important strides toward the goals of protecting consumer privacy and ensuring that 
consumers can make informed choices surrounding the disclosure of their data. In particular, the 
Proposed Regulations underscore the need "to inform consumers at or before the time of 
collection of a consumer's personal information of the categories of personal information to be 
collected from them and the purposes for 11ihich the categories of personal information will be 
used." Proposed Regulations § 999.305(a)(l) (emphases added); see Civ. Code. § 1798. lO0(b) 
(prohibiting a covered entity from collecting a consumer's personal information until it provides 
the consumer such notice). Toward that worthy end, the Proposed Regulations require that such 
notices be "easy to read and understandable to an average consumer," including by employing 
"plain, straightforward language," using "a format that draws the consumer's attention to the 
notice and makes the notice readable," and being "visible or accessible where consumers will see 
it before any personal information is collected." Proposed Regulations § 999.305(a)(2). 

Office of the Los Angeles City A~ Street, 14th Flmr, City Hall, Los Angeles, California 90012 
~' Facsimile: (213) 978-2286 
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LACAO Comment on CCP A Proposed Regulations 
December 4, 2019 
Page 3 

However, with respect to mobile apps, we are concerned that these goals and 
requirements may be undermined by the Proposed Regulations' suggestion that a covered entity 
can meet its disclosure obligations by "conspicuously post[ing] a link to the notice on ... the 
mobile application's download page." Id § 999.305(a)(2)(e). Consumers are unlikely to click 
into and read such disclosures, meaning this provision may serve as a loophole that would allow 
mobile apps that collect consumers' personal information to comply with the CCP A without 
actually "inform[ing] consumers as to the categories of personal information to be collected and 
the purposes for which the categories of personal information shall be used." Civ. Code. 
§ 1798. l00(b). Informed by our Office's work on The Weather Channel App litigation discussed
above and the academic literature discussed below, we believe a mandatory screen or pop-up
within the app that contains a complete summary of the required disclosures-which a consumer
must acknowledge having read, and which links to more detailed disclosures-would be far
more effective in conveying this information to consumers.

A A Mandatorv Pop-Up Screen Will More Effectively Convey the Disclosures 
Than a Hvperlink. 

First, the literature indicates that privacy notices shown while the app is in use (as 
advocated by this letter) convey the information more meaningfully than those shown at the time 
of download (as required by the Proposed Regulations). See, e.g., Rebecca Balebako et al., The 
Impact of Timing on the Salience ofSmartphone App Privacy Notices, Proceedings of the 5th 

Annual ACM CCS Workshop on Security and Privacy in Smartphones and Mobile Devices 
(2015) (two web surveys and a field experiment indicated that consumers' recall of the content 
of privacy notices was significantly greater where shown during mobile app usage as opposed to 
in the app store prior to download). Research indicates that it is preferable to provide such 
notices when the "specific data practice ... becomes relevant for the user " (often called "just-in
time " notices) because "[d]elays between seeing a notice and making a privacy decision ... can 
change the user's perception of the notice and even cancel out a notice's effect." Florian Schaub 
et al., A Design Space for Effective Privacy Notices, Symposium on Usable Privacy and Security 
at 5-7 (2015) ( concluding that, "in the case of mobile apps, access to sensitive information such 
as the user's location, contacts, photos, calendars, or the ability to record audio and video should 
be accompanied by just-in-time notices ") (citations omitted). Our proposal is consistent with this 
research, as well as with the Federal Trade Commission's ("FTC ") conclusion that "[p]roviding 
such a disclosure at the point in time when it matters to consumers, just prior to the collection of 
such information by apps, will allow users to make informed choices about whether to allow the 
collection of such information." FTC Staff Report, Mobile Privacy Disclosures: Building Trust 
lhrough Transparency at 15 (201 3). 

Moreover, disclosures accessible only through a hyperlink-which the Proposed 
Regulations would permit-are highly unlikely to be read by a typical consumer, and thus are 
neither "a format that draws the consumer's attention to the notice " nor "accessible where 
consumers will see it before any personal information is collected." Proposed Regulations 
§§ 999.305(a)(2)(b), (a)(2)(e). By analogy, privacy policies, which are often accessible only
through such hyperlinks, are seldom read or understood by consumers: "There is a consensus
that privacy policies have been ineffective at informing individuals about companies' privacy

Office of the Los Angeles City Attorney, 200 North Spring Street, 14th Flmr, City Hall, Los Angeles, California 90012 
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LACAO Comment on CCP A Proposed Regulations 
December 4, 2019 
Page 4 

practices." Lorrie Faith Cranor et al., Are They Worth Reading? An In-Depth Analysis of Online 
Trackers' Privacy Policies, 11 I/S: J. ofL. & Pol'y for the Info. Soc'y 325, 330-31 (2015) 
(summarizing literature). An oft-cited 2008 study found that if internet users read every such 
policy they encountered online, they would spend more than 200 hours a year doing so. Aleecia 
M. McDonald and Lorrie Faith Cranor, The Cost a/Reading Privacy Policies, 4 I/S: J. of L. & 
Pol'y for the Info. Soc'y 543, 565 (2008). Thus, most consumers are unlikely to click into and 
read such disclosures. 

Even so, a hyperlink is likely to be effective as a second-level notice that provides further 
details for users interested in learning more beyond the high-level (albeit complete) summary 
required in the pop-up. The literature indicates that such "multi-layered notice[s]," which 
"combine[] notices shown at different times, using different modalities and interfaces, and 
varying in terms of content and granularity in a structured approach," may be particularly 
effective at conveying privacy information to consumers. Schaub et al., supra, at 5 
(summarizing literature); see generally Marty Abrams and Malcolm Crompton, Aiu/ti-Layered 
Privacy Notices -A Better Way, 2 Privacy L. Bull. 1 (2005). Accordingly, we further suggest 
that the mandatory pop-up, which should contain a complete summary of the disclosures, also 
contain a hyperlink to more detailed disclosures. 

We acknowledge that requiring pop-ups in every instance could run the risk that users 
become desensitized or habituated to clicking through them without actually reading the text. 
See generally Bonnie Brinton Anderson et al., From Warning to Wallpaper: Why the Brain 
Habituates to Security Warnings and What Can Be Done About It, 33 J. of Mgmt. Info. Systems 
713 (2016). Therefore, we suggest that the pop-up requirement be limited to situations in which 
the covered entity's purposes for the data collection would defy the consumer's reasonable 
expectations-i.e., when the data is not being used to further a core functionality of the app. 
Indeed, the FTC has concluded that when "data uses are generally consistent with consumers' 
reasonable expectations, the cost to consumers and businesses of providing notice and choice 
likely outweighs the benefits." FTC Staff Report, Internet of Things: Privacy & Security in a 
Connected World at 40 (2015); see also Ashwini Rao et al., Expecting the Unexpected: 
Understanding Mismatched Privacy Expectations Online, Symposium on Usable Privacy and 
Security at 87 (2016) (concluding that unexpected practices constitute only a small set of 
practices described in privacy policies, and creating notices focused on those practices reduces 
consumer burden and increases effectiveness of notices); Schaub et al., supra, at 4 ("For each 
audience, one should identify those data practices that are likely unexpected for this audience in 
the prevalent transaction or context. Those practices are relevant because they cross contextual 
boundaries and thus violate contextual integrity." (citations omitted)). For example, under our 
proposal, if The Weather Channel App only collected location data to provide users with local 
weather forecasts, the mandatory pop-up screen would not be required (since weather forecasts 
are a core function of the app ). However, because we allege the app collected location data for 
advertising and other purposes entirely unrelated to providing weather forecasts, a pop-up screen 
containing the required disclosures would be necessary under our proposal. 

Finally, the pop-up screens we advocate are contemplated by, and consistent with, the 
requirements of the two leading mobile app platforms-the iOS App Store and Android's 

Office of the Los Angeles City · Street, 14th Flmr, City Hall, Los Angeles, California 90012 
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LACAO Comment on CCPA Proposed Regulations 
December 4, 20 19 
Page 5 

Google Play Store. Under the iOS App Store Review Guidelines , "[a]pps that collect user or 
usage data must secure user consent for the collection" and, for certain categories of data, must 
disclose the purposes for such collection in "purpose strings"- contained in mandatory pop-up 
screens- that "clearly and completely describe [the mobile app's ] use of the data ." App Store 
Review Guidelines§ 5.1. l(i i), available at https ://developer.app1e.com/app
store/review/guide1ines/#legal. Similarly, under the Google Play Store Developer Policy, "where 
users may not expect that their persona l or sensitive user data will be required to provide or 
improve the features of [the] app," the app must contain "an in-app disclosure" that is not listed 
only on the app ' s download page but that is "displayed in the normal usage of the app" and that 
"describe[s ] the data being collected," "explain[s] how the data wi ll be used," and "include[s] a 
request for user consent." Google Play Store, Developer Policy Center, User Data, m,aUable at 
https://play.google.com/about/privacy-securi ty-deception/user-data/ #.!?zippy activeEl=personal
sensitive#personal-sensitive . Accordingly, absent an amendment along the Jines proposed 
herein, the Proposed Regulations may be less stringent than the requirements of these leading 
mobile app platforms, and thus risk having little effect with respect to mobile app disclosure 
practices . 

B. Suggested Revisions to Text of Proposed Regulati ons 

Consistent with the above discussion, we suggest that the new section 999.305(a)(2)(e) of 
the Proposed Regulations read as follows (suggested changes indicated in bold): 

(2) The notice at collection shall be designed and presented to the consumer in a 
way that is easy to read and understandable to an average consumer. The notice 
shall : 

e. Be visible or accessib le where consumers will see it before any personal 
information is collected . For example, when a business collects consumers' 
persona l information online through a web browser, it may conspicuously post a 
link to the notice on the business's website homepage. Wheu a business collects 
consumers' personaJ information through a mobile application for purposes 
other than to support the application 's core functioning , it may completel y 
summarize the categories of personal information to be collected and the 
purposes for which the categories of personaJ information shall be used, and 
include a link to a more detailed description of such information , on a 
mandatory screen or pop-up within the app, which the consumer must 
acknowledge having read before the app may begin collecting consumers' 
personaJ information . When a business collects consumers ' personal 
information offiine, it may, for example, include the notice on printed fonns that 
collect personal information, provide the consumer with a paper version of the 
notice, or post prominent signage directing consumers to the web address where 
the notice can be found. 1 

1 If the Attorney General decline s to impose this mandato ry screen or pop-up requirement on all 
categories of personal informatio n cove red by the CC PA, at a minimu m, the reqttirernent should be 
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LACAO Comment on CCPA Proposed Regulations 
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*** 

Please feel free to contact our Office should you have questions about any of the 
foregoing. 

aum 
Attorney 

imposed on the collection of highly sensitive infonnatio~uch as location data and health or biometric 
data. These categories of data are universally viewed as particularly intrusive. See, e.g., FTC Staff 
Report, Mobile Privacy Disclosures at 3 ("[M]obile devices can reveal precise information about a user's 
location that could be used to build detailed profiles of consumer movements over time and in ways not 
anticipated by consumers."); Louise Barkhuus, The Mismeasurement of Privacy: Using Contextual 
Integrity to Reconsider Privacy in HCI, Proc. Of the SIGCHI Conf. on Human Factors on Computing 
Systems at 6 (2012) (summarizing literature, and concluding that "[t]he prospect of being located is 
therefore also distressing for people if not in full control of this information"); Pardis Emami-Naeini et 
al., Privacy Expectations and Preferences in an IoT World, Symposium on Usable Privacy and Security 
at 5-7 (2017) ( study indicating that consumers are particularly concerned about "the collection of 
biometric data"). Given the nature of these categories of data, it is especially important that consumers be 
fully informed that such data may be collected before they begin using an app. 
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NEWMEYER 
DILLION C� 

December 3, 2019 

VIA E-MAIL & HAND DELIVERY 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, Frist Floor 
Los Angeles, CA 90013 
privacyregulations@doj.ca.gov 

Re: Comments regarding Proposed CCPA Regulations 

Dear Sir or Madam: 

Newmeyer & Dillion LLP 
895 Dove Street 
Fifth Floor 
Newport Beach, CA 92660 
949 8M 7000 

This correspondence provides a written record of the public comments made by 
the undersigned on December 3, 2019 at the public hearing in Los Angeles, California. 

Introduction 

There can be little debate that the California Consumer Privacy Act (the "CCPA") 
places a significant burden on businesses serving the needs of California consumers, 
under the auspices of consumer privacy rights. I respectfully disagree with the 
monetary impacts set forth on page 14 of the Informative Digest, which are derived from 
the Economic Impact Statement prepared by the Department of Finance. Cost 
estimates of $25,000 for small businesses and $75,000 for large businesses are 
woefully low, and, in my opinion, erroneously ignore the findings set forth in the 
Berkeley Economic Advising and Research Report, dated August 2019. The Berkeley 
report cites a recent TrustArc survey, which found that 29% of impacted businesses 
expected to spend $100,000 or less on CCPA compliance, while 71 % expected to 
spend in excess of $100,000 to comply with the CCPA-with 4% of companies 
expecting to spend in excess of $5,000,000. 

A clear disconnect exists between the anticipated impact on businesses 
providing services to California consumers, and reality. As a privacy attorney, I am 
currently working to advise numerous clients on the intricacies of compliance with the 
CCPA- and in my experience, the dollar figures being spent is more in the line with the 
TrustArc survey, as opposed to the Department of Finance conclusions. 

La,, Vegas I Newport Beach I Walnut Creek
newmeyerdillion.com 
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Privacy Regulations Coordinator 
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In addition to the high cost of CCPA compliance for most businesses, confusion 
and lack of clarity in the language of the CCPA and the proposed Attorney General 
regulations adds further burden to companies who want to truly comply with the CCPA. 
I have focused on four provisions which, in my opinion, require modification. 
Additionally, I believe another regulation should be added to clarify the enforcement 
authority of the Attorney General's office. 

A. Clarify "Accessibility" Language 

Several sections of the proposed regulations (Sections 999.305(a)(2)d; 
999.306(a)(2)d; 999.307(a)(2)d; and 999.308(a)(2)d) require that various notices and 
the requisite privacy policy "(b)e accessible to consumers with disabilities." While 
further language explains that companies must, "(a)t a minimum, provide information on 
how a consumer with a disability may access the policy in an alternative format," this 
language is confusing to companies seeking CCPA compliance. What does 
"accessible" mean in this context? Does this language refer to the concepts set forth in 
the Americans with Disabilities Act (the "ADA") or a different standard? Given the 
uncertainly in the courts of what is required for ADA website compliance, clarification 
within the regulations as to what "accessible" means would be quite helpful. 

Rather than leaving businesses to guess how to comply with this portion of the 
regulations, further detail as to acceptable practices in this regard should be provided. 

B. Streamline Methods for Submitting Requests 

Additional confusion arises in the regulations due to differing, seemingly 
contradictory provisions related to methods for submitting requests to know and · 
requests to delete. Proposed regulation 999.312(a) appears to require a toll-free 
number and an interactive webform be provided to submit a request to know. This 
section then goes on to list other acceptable methods for submitting requests. The 
section which immediately follows, provision 999.312(b) takes a different approach for 
dealing with requests to delete. Under 999.312(b), two designated methods are 
requires, but this section provides options - a toll-free number, a link or online form, a 
designated e-mail address, a form submitted in person, or a form submitted through the 
mail. There does not appear to be any clear reason for the difference between these 
two provisions. However, the differing approaches leads to unnecessary confusion and 
resource expenditure. 

The following language is humbly submitted as an alternative. As opposed to 
two separate methods for submitting these requests, it is suggested that the two 
sections be combined into a single requirement for submitting requests. The proposed 
language follows : 

"A business shall provide two or more designated methods for submitting 
requests to know or requests to delete. At a minimum, a business must provide one 
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Privacy Regulations Coordinator 
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method from each of the following two categories. A business must provide one 
method from the following list of acceptable methods: a toll-free phone number, a form 
submitted in person, or a form submitted through the mail. In addition , a business must 
provide one method from the following list of acceptable methods: a link or form 
available onlirie through a business's website or a designated email address." 

The idea behind this proposed language to simplify and streamline the 
requirements for businesses to choose from - while ensuring that an option exists for 
the tech-savvy consumer, yet providing an equally effective method for the non-tech
savvy consumer to make such a request. 

C. Provide a More Reasonable T ime to Confirm Receipt of a Request 

Proposed regulation 999.313(a) requires that a business "confirm receipt of the 
request " - a request to know or a request to delete - "within 10 days and provide 
information about how the business will process the request." This tight timeframe may 
be challenging for businesses to meet - even if they have prepared a form ahead of 
time to confirm receipt of a request. 

The simple suggestion of the change to "10 business days" would allow 
businesses a more realistic timeframe to confirm receipt of such a request, while still 
ensuring a prompt acknowledgement to a consumer who makes one of these types of 
requests. Otherwise , the existing language provides the opportunity for gamesmanship 
around holidays - when opportunistic consumers may lo9k to unnecessarily challenge a 
company's ability to comply with this section. Adding the term "business" maintains the 
integrity behind this specific regulation , without adding increased pressure on 
compliance. 

D. Allow More Time to Comply With A Request to Opt-Out 

Proposed sections 999.315(e) and (f) detail a very challenging timeline for 
implementation and notification related to a request to opt-out. 999.315(e) requires a 
business to act upon a request to opt-out within 15 days , while 999.315(f) calls for a 90-
day notification "look back" in which any third party which has received consumer 
information within the past 90 days be notified of the opt-out request and instructed to 
not further sell the requesting consumer's information. 

The 15-day requirementto act on a request to opt-out is challenging for any 
business to process within the required timeframe. Given the 90-day look back 
provision, it is unclear why the 15-day requirement is necessary. It is suggested that 
the 15-day requirement to be changed to mirror the 45-day requirement to act set forth 
in other provisions of the CCPA and the Attorney General's proposed regulations, or, at 
a minimum, allow for one 15-day extension for businesses to comply with this portion fo 
the regulations. 
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Privacy Regulations Coordinator 
December 3, 2019 
Page4 

E. Include Additional Regulation Clarifying the Authority of the Attorney 
General 

Finally, it is humbly suggested that an additional regulation be added to the 
proposed CCPA regulations - addressing the sole and final authority of the California 
Attorney General's office to enforce any violations of the privacy regulations set forth in 
the CCPA. 

Civil Code section 1798.155 (b) includes language that appears to provide the 
Attorney General with authority to assess and recover civil penalties via a civil action for 
privacy violations of the CCPA. However, an understandable concerns exists in the 
business community that opportunistic plaintiffs' attorneys may seek to circumvent this 
provision and utilize either the Unruh Act to increase damages, or bring a Private 
Attorney General Action (a "PAGA" claim") to usurp the Attorney General's authority by 
bringing a private claim, circumvent the intent of the law, and undermine the civil 
penalties stated within the CCPA. · 

To alleviate this concern, and further clarify the sole authority of the California 
Attorney General to bring civil claims related to privacy violations, it is suggested that an 
additional regulation be added . The proposed language of this new regulation to clarify 
Civil Code section 1798.155(b) is as follows: 

"The sole authority for enforcement of the civil penalties provided lies with the 
Attorney General of the State of California . The Unruh Act is not applicable to this 
statute, and no claims under the Private Attorney General Action ("PAGA") doctrine may 
be brought to seek civil penalties or damages ." 

This language will bring much-needed assurances to business leaders that the 
CCPA will not lead to a landslide of ill-intent ioned civil lawsuits seeking to punish 
businesses for technical violations of the CCPA, while reinforcing the California Attorney 
General's authority to act to protect California consumers. 

Conclusion 

Each of the suggested language changes is humbly submitted to the Department 
of Justice for serious consideration. The suggested modifications should help 
businesses partially offset what has become an onerous, expensive campaign to 
comply with the CCPA. Any language revision which leads to more certainty and 
efficiency will be welcomed by the business community . 
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Thank you for your consideration of these requests . 

Very truly yours , 

H~ciZ 
Jeffrey M. Dennis 

JMD 

9999 .JMD / 8526531.1 
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Message 

From: Seren Taylor 

Sent: 12/4/2019 9:16:34 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: PIFC Comments Regarding Proposed CCPA Regulations 

Attachments: CCPA AG Privacy Reg Comments Ltr PIFC.pdf 

Attached please find the Personal Insurance Federation of California's (PIFC) comments and concerns regarding DOJ's 

Proposed 10-11-2019 CCPA Regulations. If you have any questions please feel free to contact me at or 

by email. 

Thank you, 

Seren Taylor 

Senior Legislative Advocate, PIFC 
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NAT IONWIDE 

FARMERS 

Date December 4, 2019 

To: Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Privacy Reg ulations@doj.ca. gov 

SUBJECT: Comments regarding Department of Justice (Attorney General) proposal 
to adopt§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California 
Code of Regulations (CCR) concerning the California Consumer Privacy Act (CCPA) . 

Dear Attorney Gene ral Becerra, 

The Persona l Insurance Federation of California (PIFC) is a statewide trade 
association that represents six of the nation's largest property and casualty insurance 
companies (State Farm, Liberty Mutual Insurance, Progressive , Mercury, Nationwide, 
and Farmers as well as associate member NAMIC) who write personal lines auto and 
home insurance in California. 

PIFC respectfully submits the following comments and concerns regarding the 
proposed CCPA regulations first published on October 11, 2019 and set for public 
hearing beginning December 2, 2019. 

First, we have a generalized concern that these regulations include significant new 
requirements, which impact processes that are already being designed to meet the 
January 1, 2020 effective date of the law. Many of the new regulatory proposals are 
causing insurers to alter their current compliance framework and communications 
protocol under an already tight implementation timeframe . 

Given the complexity of the regulations, and the fact that certain provisions of the 
proposed regulations exceed the substantive and procedural scope of the statute, we 
respectfully request that the effective date of the regulations be at least 18 months 
from final issuance of the regulation. Companies must have reasonable time to come 
into compliance with these comprehensive rules , and the CCPA grants the Attorney 
General discretion to delay enforcement of the regulations. 

In addition, below we have delineated specific concerns that fall into three broad 
categories : 1) Regulations that need clarification or modification to allow for improved 
implementation , 2) Regulations that should be removed because they exceed the 
bounds of the CCPA statute, and 3) Regulations that should be added to be consistent 
with CCPA statute. 

Personal Insurance Federation of California 
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Regulations that require modification or clarity for improved implementation 

Proposed § 999.301. Definitions 

The regulations do not describe what is required to occur when a notice needs to be given in a non
written communication (telephone conversation). A sign ificant portion of professional 
communications occur via phone interaction, and although it would make sense that these 
communications would be analogous to those of in-person meeting, it is unclear in the proposed 
regulation. To provide clarity, we recommend that the proposed regulation be amended to account 
for an automated phone system directing the consumer to the web for notice or provide an option 
for the consumer to learn about the notice. 

For examp le, prior to collecting any personal information on the phone, a company could provide a 
brief verbal overview and get consumer consent to proceed. This could include reference to a 
url/we bsite if the consume r wants to see the whole notice or a "Press#" opt ion. In this manner the 
consumer has an opportunity to see the "notice at collection" if they so choose. 

(c). The definition of "authorized agent" is very ambiguous and needs to be clarified. 

Proposed §999.305 Notice at Collect ion of Personal Information 

(a)(2)(b): The regulatory requirement to "Use a format that draws the consumer's attention to the 
notice ... " is problematic beca use it is unclear, ambiguous and subject to interpreta tion. 

Government Code sect ion 11349( c) defines "clarity" as meaning " ... written or displayed so that the 
meaning of regulations will be easily understood by those persons directly affected by them." 

The clarity standard is further defined in sectio n 16 of title 1 of the Californ ia Code of Regulations 
(CCR), which provides, among other things, that a regulation shall be presumed not to comp ly with 
the "clarity " standard if the regulation can, on its face, be reasonably and logically interpreted to 
have more than one meaning. 

(a)(3) : The proposed regu lation specifies that "A business shall not use a consumer's personal 
information for any purpose other than those disclosed in the notice at collection. " If a business 
does use the information for any other purpose it must direct ly notify the consumer of the new use 
and obtain "explici t consent." 

The practical implementation problem is that, in an effort to cover every possible scenario, th is 
provision wil l force compan ies to make disclosures that are so broad that it defeats the purpose of 
any meaningful disclosure . We request the proposed regulat ion be modified such that a business 
only has to notify the consumer, and provide an opportunity to opt-out , if the use is not compatible 
with previously disclosed uses or would not have been reasonab ly anticipated based on the original 
disclosure to the cons ume r. 

Proposed § 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

(d)(2): This proposed regulat ion includes a statement that: "A consumer whose persona l 
info rmation is collected while a not ice of right to opt-out notice is not posted shal l be deemed to 
have validly submitted a request to opt-out." 

This statemen t imposes an entirely new regu latory requirement. This suggests that, if a company is 
not currently selling data, it is allowed to not include a do not sell button . However, if it begins 
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selling information in 2021 for example, any data collected between now and 2021 would be 
deemed to have opted-out. A company would then have to notify each person and ask them to opt
in to selling data. This is the reverse of the burden in the CCPA statute. The regulations should 
instead provide that individuals whose data was collected before selling began would be notified by 
an updated privacy notice and then would have the opportunity to opt-out via the do not sell button 
as the statute intended. 

Proposed §999.307 Notice of Financial Incentive 

(a)(1 ): With regard to the notice of financial incentive , the proposed regulation adds a new element 
of "retention" of a consumer's personal information. 

Existing CCPA law spea ks to "collection", "sale" or "deletion", but does not include "retention". This 
regulation does not take into account that a business may be legally required to offer a different 
price or service level under existing law. Additional clarification is needed to provide that, where a 
business is legally required to offer a financial incentive based on risk or service, no notice is 
required, Alternatively , the word "retention" could be removed from the proposed regulation. 

Proposed§ 999.308. Privacy Policy 

The proposed privacy notice requirements are overly burdensome and will undermine the intent of 
CCPA by causing compan ies to write lengthy, confusing and unclear privacy notices that will not 
revea l meaningful information or benefit consumers. Specifically, the privacy notice must specify the 
categories of information collected, the source types, business purposes and third parties that may 
receive the information. The requirements outlined in the proposed regulat ions do not dovetail with 
the statutory language of CCPA, which is less prescriptive. We suggest that insurers be allowed to 
aggregate information and organize it in a more readable, consumer-friendly format. 

(b)(1)(c) & (b)(2)(c) : The proposed regulations require a business to describe the process it will use 
to verify a consumer request in its Privacy Policy. However , requiring businesses to disclose these 
internal privacy procedures provides a roadmap for bad actors to game the system and commit 
fraud. In order to protect consumers, we suggest these "verification disclosure provisions" be 
removed from the draft regulations. 

Alternatively, the consumer would be better served if the process for verification is provided on the 
landing page when a consumer clicks the link to submit a request, or by phone or other method, as 
long as the business provides the information before the consumer is required to submit any 
identifying information . If the proposed regulations are not removed, we request that they be 
modified to allow a business the option of providing this information as part of the request 
transaction, rather than being set forth in the Privacy Policy . 

(b)(3): We request that this section of the proposed regulations include a provision to clarify that the 
right to opt-out of the sale of personal information does not apply if the Privacy Policy elsewhere 
affirmatively states that the business does not and will not sell personal information. 

(b}(5) : The proposed regulation requires that a business explain how a consumer can designate an 
authorized agent to make CCPA requests on their behalf. We request a modification that simply 
indicates that a consumer "may" designate an authorized agent to make a request. Insurers are not 
in a position to explain how such a request may be done under the CCPA. 
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Proposed§ 999.315. Requests to Opt-Out 

In order to be technically consistent with the exemption in§ 999.306(d), this section should be 
amended to clarify that it does not apply if the business does not sell information. 

(e): The proposed regulation requires a business to act upon a request to opt-out no later than 15 
days from date received. However, this timeframe is unreasonably short. Therefore, we request 
that it be changed to 30 days. 

Proposed§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal Information 

In order to be technically consistent with the exemption in§ 999.306(d) , this section should be 
amended to clarify that it does not apply if the business does not sell information. 

Proposed §999.325 Verification for Non-Accountholders 

(c): This proposed regulation provides that a business's compliance with a request to know specific 
pieces of personal information be guided by a reasonably high degree of certainty. While the 
regu lation attempts to provide guidance on how to achieve that "high degree" of certainty (i.e., 
matching at least three pieces of personal information "together with a signed declaration under 
penalty of perjury), it ends up being too prescriptive and not consume r friendly. This may delay the 
process and would require another mechanism to send and receive such declarations. We request 
that the regulation be modified to provide businesses flexibility to determine what provides them 
with a high degree of certain ty. 

Regulations that should be removed because they exceed CCPA statute 

Proposed §999.312 Methods for Submitting Requests to Know and Requests to Delete 

(a): The proposed regulation requires a business that operates a website use an interactive 
webform accessible through the business's website or mobile application . However, the CCPA 
statute only required a webform. Since "Interactive " is not defined and subject to interpretation we 
request that the term be removed from the proposed regulation. 

(d): The proposed new requirement for a business to use a "two-s tep process" for on!ine requests 
to delete exceeds what is contemplated in the CCPA statute and poses serious implementat ion 
problems as it significantly complicates programming. We request the new requirement be 
removed from the proposed regulation , 

Proposed §999.313 Responding to Requests to Know and Requests to Delete 

(a): The proposed regulation imposes a varie ty of new requirements that a business must 
undertake upon receiving a request to know or delete as specified. These exceed the bounds of the 
CCPA statute and should be removed from the proposed regulations. 

(c)(1 ): The proposed regulation requires that, if a business cannot verify the identity of the 
requestor seeking specific pieces of information, it must treat request as if seek ing categories of 
personal information . 

CCPA_ 45DAY _00184 

WangJ
Typewritten Text
W42-13

LuongH
Line

WangJ
Typewritten Text
W42-14

LuongH
Line

WangJ
Typewritten Text
W42-15

LuongH
Line

WangJ
Typewritten Text
W42-16

LuongH
Line

WangJ
Typewritten Text
W42-18

LuongH
Line

WangJ
Typewritten Text
W42-19

LuongH
Line

LuongH
Line

LuongH
Typewritten Text
W42-17



This new requirement exceeds the bounds of the CCPA statute and puts an undue burden on the 
business. Companies should not be expected to treat one type of request as if were another - this 
increases complexity and potential litigat ion exposure. If a consumers makes a request they should 
be verified for that specific request. 

(c)(9) : This proposed regulation requires an "individualized response" to a consumer requesting to 
know categories of personal information , but it is unclear what would constitute an "individualized 
response" that is not specific pieces of information. Because it is not readily understandable by 
persons directly affected and it exceeds the bounds of the CCPA statute this proposed regulation 
should be removed. 

(d)(1) This proposed regulation requires a business, if unable to verify consumer, to treat any 
request to delete as a request to "opt out" . This provision exceeds the bounds of the CCPA statute 
and does not make sense. If a business is unable to verify the consumer then there is no way of 
knowing it is the consumer making the request - thus no action should be taken. The proposed 
regulation adds undue complexity and potential exposure to businesses who may opt-out wrong 
individuals that were not verified . Therefore, we request that it be removed from the proposed 
regulations . 

(d)(4) This proposed regulation requires a business to specify the manner in which it has deleted 
the personal information . This exceeds the bounds of the CCPA statute and is unnecessary. The 
manner of deletion is immaterial as long as it is deleted. 

(d)(6) This proposed regulation requires, under specified circumstances, the partial deletion and 
limited use of reta ined personal information . A business may have multiple exceptions for use. (e.g. 
if it refuses to delete based on a legal reason, such as market conduct requirements, does this 
mean you cannot use for internal use only purposes - which in and of itself is another exception to 
deletion). This new regulation is confusing and problematic to implement. In addition, it exceeds 
the bounds of the CCPA statute and we request that it be removed. 

Proposed §999.315 Requests to Opt Out 

(c): The proposed regulation requires that a business treat user-enabled privacy controls, such as a 
browser plug in or privacy setting as an "opt out". This will be challeng ing to implement and shifts 
the CCPA, which was intentionally drafted as an opt-out regime, to a de facto opt-in regime. Since 
there are other clear opt-out methods mandated by CCPA , this is not a significant erosion of 
consumers' ability to opt-out. Similarly, the requirement that companies treat unverified deletion 
requests as opt-out requests moves toward a de facto opt-in regime not contemplated by the 
CCPA. This proposed regulation exceeds the bounds of the CCPA statute and may not even be 
implementable subject to technological limitations. Therefore, we request that it be removed from 
the regulations. 

Proposed §999.317 Trai ning; Record Keeping 

(g): The proposed regulation requ ires a Business with 4,000,000 or more consumers to compile 
metrics and disclose them in their privacy policy or on website . This exceeds the bounds of the 
CCPA statute , and will impose an unnecessary and costly new burden . It is unclear how adopting a 
new record keeping metric is necessary to further the purposes of the CCPA. Therefore, we 
request that it be removed from the regulations. 
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Regulations that should be added to be consistent with CCPA statute 

Protect Intellectual Property 

In Subdivision (a)(3) of Section 1798.185 of the California Civil Code, the CCPA grants the Attorney 
General authority to establish "any exceptions necessary to comply with state or federal law, 
including , but not limited to, those relating to trade secrets and intellectual property rights, within 
one year of passage of this title and as needed thereafter ." 

In this regard, we request the Attorney General, through rule making, to establ ish an exception from 
the Act for intellectual property or for data. The CCPA clearly should not apply to information that is 
the protected intellectual property of a business, including information subject to copyright, patent, 
serv ice mark and/or trade secret protections. 

Unstructured Data 

The regulations should specify that businesses are not required to include "unstructured data" when 
responding to data subject requests for access or deletion of information. Such data is not the type 
of marketable data that the CCPA intended to target and requiring businesses to search documents 
and emails on all systems and repositories for unstructured sources of data would be costly and 
excessive. 

Further, the regulations shou ld provide a non-exhaustive list of situations in which requests from a 
consumer could be cons idered man ifestly unfounded or excessive , allowing businesses to charge a 
reasonable fee or refuse to act on the request, under Civil Code § 1798.145. Such examples should 
include requests that would require the business to expend a disproportionate amount of time, 
effort, and cost to ascertain the informa tion that the consumer has requested or to provide the 
information to the consumer in a format that does not inadvertently reveal the personal information 
of another consumer in the process. In particular, the regulations should clarify that businesses are 
allowed to charge a reasonable fee or refuse to act on requests for hard copies or unstructured 
data. Providing clarity on this point would further the goal of protecting reasonable requests and 
would help protect consumer information from incidenta l exposure by a business. 

Conclusion 

In closing we note that, per the "Notice of Proposed Rulemaking Action", Government Code section 
11346.5, subdivision (a)(3)(D) requires the Attorney General to evaluate whether the proposed 
regulations are inconsistent or incompatible with existing state regulations. After conducting a 
review for any regulations that would relate to or affect this area, the Attorney General concluded 
that these are the only regulations that concern the CCPA. "The Attorney General has determined 
these proposed regulations are not inconsistent or incompatible with any exist ing state regulations, 
because there are no existing regu lations that address the specific subject matter of the proposed 
regulations." 

We believe this assertion is factually inaccurate. For insurers, the California Department of 
Insurance (COi) is charged with protecting insurance consumers and currently and fully regulates 
the insurance bus iness, specifically including the implementation and enforcement of the Insurance 
Informat ion and Privacy Act [CA Insurance Code Section 791] and the market conduct practices of 
insurers doing business in California. 

The challenge with multiple regulators promulgating regulations, examining conduct and taking 
enforcement action is significant. A more effective and efficient solution is to charge regulators that 
already oversee industries with the enforcement of the rules relating to that industry, in this case the 
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COi over the insurance industry. The COi has staff expertise in insurance and privacy, and 
procedures for examining insurer conduct and handling consumer complaints in place. Therefore, 
we strongly recommend that the Attorney General defer to the COi regarding investigation (market 
conduct) and/or enforcement of the CCPA. 

It is clear that adoption of these regulations will have a significant, statewide adverse economic 
impact directly affecting 400,000 business, including the ability of California businesses to compete 
with businesses in other states. As the Attorney General acknowledges, the proposed regulations 
impose a number of significant reporting, recordkeeping and other compliance requirements on 
companies doing business in California. The Standardized Regulatory Impact Analysis (SRIA) 
provided by the Attorney General estimates that the total cost of initial compliance with the CCPA, 
is approximately $55 billion. This enormous cost is equivalent to approximately 1.8% of California 
Gross State Product in 2018, and will assuredly impact hard working Californians and their families. 

We appreciate the Attorney General's willingness to work with stakeholders to develop fair

regulations that can be implemented in a manner that best serves Californians as intended, and 
preferably without imposing undue burdens and costs. We look forward to continued work on these 
important regulations. 

Sincerely, 

t�J� 
Senior Legislative Advocate 
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Message 

From: Gilbert Lara 

Sent: 12/5/2019 8:24:00 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov) 

CC: David Nelson 

Subject: Privacy Act Regulations - California Asian Chamber of Commerce 

Attachments: CalAsian Privacy Act.pdf 

Dear Attorney General Xavier Becerra, 

On behalf of the California Asian Chamber of Commerce we are respectfully submittf ng our comments related to 

lmplementation related to the California Privacy Act. 

Respectfully 

Gilbert Lara 

Public Policy Coordinator 

2331 Alhambra Blvd, Suite 100, Sacramento, CA 95817 
I F (916) 446-7098 I cc1losioncc.org 

00 
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December 5, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney Genera l 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

To Whom It May Concern: 

The CalAsian Chambers was founded in 2010 and is current ly the largest statewide ethic chamber in 
California. The CalAsian Chambers represents over 600,000 Asian Pacific Islander owned businesses that 
generate over $181 billion in annual revenue ; employ over 910 ,135 individuals and generate over $26 billion 
in payroll. The CalAsian Chambers fosters economic prosperity for Asian and Pacific Islanders and for this 
reason we appreciate the opportunity to provide comments to the draft California Consumer Privacy Act 
(CCPA) regulations issued by your office in October of this year. 

As written , the law and draft regulations create confusion for business and consumers , impose costs that are 
too high, and layer additional requirements beyond what is already in the CCPA , all of which heighten the 
difficulty for small and medium size business to develop in good faith a compliance regiment in a very narrow 
window of time given the complexity of the CCPA. It is our understanding that the finalize.ct regulations will 
not be released before the spring of 2020 , with an enforcement date of July 1, 2020 . That only provides for a 
few months for small and medium size businesses once the final regulations are made public. 

We appreciate your work to reconcile the CCPA and the many "clean-up " bills that were passed to clarify the 
origina l bill, but California business owners are similarly struggling to understand their compliance 
requirements. With less than a month to go, business owners are largely unsure of where to allocate 
resources , what kind of consultants are needed in order to ensure compliance , and what software is needed 
to upgrade their systems. 

Speeding towards January 1, businesses are being required to fundamentally change their operations to 
become compliant with a law very few can understand , at very high cost. As determined by the economic 
impact assessment prepared for your office , implementat ion of CCPA, as passed by the Legislature , will cost 
Californ ia businesses $55 billion , equivalent to 1.8% of the state's Gross Domestic Product , in just initial 
compliance costs . And the estimated cost of $50,000 for small business to hire a lawyer , engage a 
techno logy business , buy software , and maintain records and respond to requests is more than many small 
and medium size businesses can afford . 

We are concerned that the regulations exceed the requirements in the CCPA. Rather than facil itating and 
encouraging compliance , we believe the current regulations will lead to more confusion and noncompl iance . 
The regulations appear to require business to comply with heightened notice requirements , establish 
enhanced privacy policies , and produce more information to consumers upon request for persona l 
informat ion. Addit ionally , the regulations impose new requirements for responding to consumer requests 
without considering the time necessary to verify the request. This is exemp lified by the new requirement to 
calculate the value of consumer data. Forcing businesses to calculate the value of consumer data is beyond 
what is written in statute . Further there are too many variables that go into this calculation making any value 
created subjective and unreliable. 

The regulations also fail to provide enough direction around establ ishment of an opt-out policy. Small and 
medium -size businesses subject to the CCPA need more clar ification of the opt-out and opt-ih requirements 

':1331 Alhombro Blvd, Suite 100 I Socronie-nto, CA ti58 17 I F (916) :307-5:!51 I www.cc,los1oncc.org 
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in order to present consumers with a legally sufficient and effective me-ans of establishing their privacy 
preference . 

We are concerned about the broad definition of personal information and the requirement that a business 
identify all personal information reasonably capable of being linked to a consumer. Many businesses voiced 
concern about the possibility that consumer requests will create privacy issues by requiring a business to 
connect disparate pieces of information to respond to the consumer request. This policy seems inconsistent 
with the purpose of protecting privacy , potentially actionab le from a security standpo int and incredib ly time
consuming for a business trying to meet consume r needs. Also, the regulations are still confusing regarding 
househo ld informat ion. We are mandated to protect individual privacy but required to release household 
information without a means of verifying the identity of the requester. 

The regulations further introduce a process for businesses to give notices in person and gives individuals the 
ability to submit requests in person. This additional requirement is concerning for small business owners who 
might have not the bandwidth or expertise to comply with this process . The issues here are expounded by 
the requirement that business compile and post annual metrics from the previous year . Not only is this an 
onerous requirement but risks unfairly portraying small businesses in an unfavorab le light despite good faith 
efforts to comply. This wou ld especially be the case for small businesses who are being forced into 
fundamental changes of their business while under an expediated timeline. 

We are also concerned that the new private right of action will lead to a cottage industry of phony compla ints, 
much like the scams associated with the Americans with Disabilit ies Act (ADA). The misuse of the ADA took 
nearly a decade to reform and drove many small business owners into financial trouble. Here, the statutory 
damages that will arise from even a small data breach will be stagger ing - forcing many businesses to settle 
rather than fighting a costly legal battle over the reasonableness of their data security procedures . Worse, 
recovery of damages does not require a plaintiff to prove that they were actually been damaged by the 
breach . 

We are concerned that the regulations and the passage of AB 25 provide a temporary solution for handling 
information relating to employees . While some of the CCPA requirements were deferred, other provisions of 
the CCPA will take effect in January . The regulations attempt to clarify the requirements imposed on a 
business but have left many unsure about whether to continue to keep employees ' files for the purpose of 
determining compensation , reviewing performance, hand ling possible violations of business policy or keeping 
records of leave and other operationa l matters. Much of the employee information in question is contained in 
company software. Given the uncerta inty around a one year "fix" and the need to comply with remaining 
requirements , business will need to decide how to modify their current procedu res or simply replace their 
current system. This uncertainty makes compliance more complicated and costly . 

For many small and medium-size businesses , digital advertising has become the great equalizer in 
competing with larger entities that have a nat ional footprint or a big traditional advert ising budget. Our 
members are unclear about whether digital advertis ing wi ll still be an effective means of reaching customers . 
Small and medium-size businesses have limited resources. We are not interested in accumulating personal 
informat ion, we are simply trying to connect with our customers or potential customers. The proposed rules 
will likely make customer acquisition more expensive for small businesses by significant ly limiting the 
availability and effectiveness of targeted advertis ing. Clarity around permissib le interactive engagement 
would help us to understand how we can operate within the limitations of the law. 
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~ 
access education opportur,,t y CALASIAN 

--------------------------------------- chamberofcommercf 

We strongly support efforts to protect consumer privacy . But in doing so, we also must ensure that the rules 
governing these protections are laid out in a way that allows businesses to reasonably and successfully 
comply with the law. Protecting consumer 's privacy is an important and laudable goal - but not a goal to be 
pursued at any cost. Rather, we believe the goal should be to pursue sensible , cost-effective privacy rules. 
Consumers count on us to protect their privacy ; however , they also rely on us to maintain a functioning 
economy as we ll as ensure their access to internet serv ices. We trust that as your office finalizes the 
regulations , you will ensure that all these goals can be achieved. 

Sincerely, 

Pat Fong Kushida 

President/CEO 
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Message 

From: 

Sent: 

To: 

Subject: 

D. Barstow

12/5/2019 8:41:19 AM

Privacy Regulations [PrivacyRegulations@doj.ca.gov]

public comments for California for Dept of Justice for CCPA

For the record; 

Because I've been a privacy advocate my whole life, I have never appLied for or used a credit card. Instead, I 
have a Visa debit card, which is exactly the same, but it doesn't earn money for the banks. Therefore, they don't 
like them. 

In fact, it is the 3 credit companies who made up the silly idea that a secured credit card is "better" than a debit 
card, and that debit cards are worthless to establish someone's trustworthiness in business. 

l got evicted from my home, after 19 happy years there, because the landlord, Steven Taylor, rated worst
Landford in Los Angeles by curbedLA, bought our building and handed out eviction notices everywhere. I have
been homeless now for 9 months because I can't rent a new apt without credit. I have no credit history at all.

I applied for a credit card recently with Chase Bank, where I have banked for over 30 years. They said they 
won't give me a card without proof of where I live, my drivers license, and my ORIGINAL Social Security 
Card. I gave them the first 2, but don't have my original SS card anymore. Meanwhile, they have been cashing 
my checks from the LA Times, Harvard Business Review, WSJ and hundreds of other media for 30 years. But 
they still think I don't deserve to live or work or do business in this country. They ignore my bank account, my 
brokerage, my history and even refused me service when I went to the bank in person. 

Maybe California can't fix the incredibly devolved and corrupt credit system in this country, but you should 
NOT allow any financial institution to refuse service to or bully California citizens by making them show any 
more proof - including drivers licenses or SS cards - than they ask from anyone else, when they already have 
these people as clients or know them from business. Thank you. 

Donna Barstow 
http://www.psvchologvtodav.com/blog/ink-b1ots-cartoons 
http://donnabarstow.com/ 
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Message 
From: 
Sent: 

To: 

Subject: 

Jan Stieger-
12/5/2019 6:12:27 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
RMAI Comments: CCPA 

Attachments: Final Comments to the CCPA from the Receivables Management Assn, lnternational.pdf 

Thank you for the opportunity to submit comments regarding the proposed CCPA regulations. 
Please find attached RMAl's comments. 
Jan 
Jan Stieger, CAE, CMP 

Executive Director 
Receivables Management Association International 

nnaintl.org 
1050 Fulton Avenue, Suite 120 
Sacramento, CA 95825 

UAL CONFERE CE 
Fc.,brucry il-6 2020 • LAS VEGAS 

Netwonking • Knowled�e , Exhibitors 
NOTICE: RMAI email addresses are issued to employees for the purpose of conducting official business of the corporation. Any correspondence 

inconsistent with the positions, policies, and procedures of RMAI are the personal opinions and views of those individuals for which RMAI does not 

accept liability. 
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December, 5, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 

Sent via email: PrivacvRegulations(cD.doi. ca.gov - -

1050 Fulton Avenue #120 
Sacrament o, California 9582.5 -

Re: RMAI Comments on Proposed Regulations Concerning the California Consumer Privacy 
Act of 2018 

Dear Privacy Regulations Coordinator: 

The Receivables Management Association International ("RMAI'') appreciates this oppmtunity to 
submit the following rulemaking comments regarding the California Consumer Privacy Act of 
2018 ("CCPA"). 

I. BACKGROUND 

RMA1 is the nonprofit trade association that represents more than 500 companies that purchase or 
support the purchase of performing and non-pe1forming receivables on the secondary market. The 
existence of the secondary market is critical to the functioning of the primary market in which 
credit originators extend credit to consumers. An efficient secondary market lowers the cost of 
credit extended to consumers and increases the availability and diversity of such credit. 

RMAI is an international leader in promoting strong and ethical business practices within the 
receivables management industry. RMAI requires all its member companies who are purchasing 
receivables on the secondary market to become ce1ti:fied through RMAI's Receivables 
Management Ce1ti:fication Program ("RMCP") 1 as a requisite for membership. The RMCP is a 
comprehensive and uniform source of industry standards that has been recognized by the collection 
industry's federal regulator, the Bureau of Consumer Financial Protection, as "best practices." 2 

1 RMAI, RMAI Receivabl es Management Cel'tification Program , https:/!rmassociation.ornicertificat ion (last accessed 
March 2, 2019). 
2 Consum er Financial Protection Bureau , Small Business Revi ew Panel for Debt Collector and Debt Buyer 
Rulemakin g, Outline of Proposals Under Consideration, July 28, 2016, p. 38, 
http://fi les.consumerfinance.gov/f/documents /20 160727 dt)b __ Outli ne of proposals.pdf (last accessed March 2, 
2019), 
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In addition to requiring that certified companies comply with local, state and federal laws and 
regulations concerning collection activity,3 the RMCP goes above and beyond the requirements of 
local, state and federal laws and regulations by requiring its member companies to comply with 
additional requirements not addressed by existing laws and regulations. The debt buying 
companies certified by the RMCP hold approximately 80 percent of all purchased receivables in 
the country, by RMAI's estimates. 

RMCP certified companies are subject to vigorous and recurring independent third-party audits to 
demonstrate to RMAI their compliance with the RMAI Ce1tification Program. This audit includes 
an onsite inspection of the ce1tified companies to validate full integration ofRMCP standards into 
the company's operations. Following a company's initial cettification, review audits continue to 
be conducted every two to three years. 

RMAI's Certification Program was recognized by a resolution of the Michigan State Senate as 
"exceed[ing] state and federal laws and regulations through a series of stringent requirements that 
stress responsible consumer protection through increased transparency and operational controls .. 
,,4 

At the state level, since 2013, RMAI has worked with legislators and regulators in California, 
Connecticut, Colorado, Maine, Maryland, Minnesota, New York, Oregon, Washington and West 
Virginia toward the enactment of enhanced laws and regulations regarding the collection of 
purchased consumer debts. 

II. COMMENTS 

Article 1. General Provisions 

§ 999.301. Definitions 

Clarification is Needed with Respect to tlze CCPA Definitions of "Business" and "Sell," 
"Selling," "Sale,'' or "Sold" 
Although the following terms were defined in the CCP A, RMAI urges the Attorney General to 
provide clarification as described below. 

"Business.n 
To meet the definition of a "business" under the CCP A, 5 an entity must be one that "does business 
in the State of California" and then meets one of the three specified thresholds. In other words, it 
is a prerequisite that the entity be doing business in California. If that prerequisite is not met, it is 
irrelevant whether the entity also meets one or more of the thresholds. 

3 The federal laws to which member companies are subject include but are not limited to the Fair Debt Collection 
Practices Act, Fair Credit Repo11ing Act, Gramm-Leach-Bliley Act, Electronic Funds Transfer Act, Telephone 
Consumer Protection Act, and the Health Insurance P011ability and Accountability Act. 
4 Michigan Senate Resolution 33, adopted March 26, 2015. 
https://www. legislature. mi. gov/(S( c0155hrzl 15 jmpuaxb4uv0gf))/mileg.aspx?page=getobject&objectname=20 I 5-SR-
0033 &q uery=on (last accessed March 2, 2019). 
5 Cal. Civ. Code§ l 798.140(c). 
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However, the CCPA provides no definition for "does business in the State of California." This 
lack of clarity leaves foreign corporations without guidance as to whether their level of activity in 
California constitutes "doing business" in the state. 

California has several statutes related to this question. The Revenue and Tax Code provides a 
specific definition for "doing business" with respect to potential franchise tax liability,6 and the 
Corporations Code defines what it means to be "transacting intrastate business" for purposes of 
requiring a certificate of qualification. 7 California's long-am1 statute, 8 as interpreted by the courts, 
conceivably provides further guidance. 

Because whether a business "does business in the State of California" is a threshold question, 
RMAI urges the Attorney General to provide guidance as to the interpretation of that phrase so the 
applicability of the CCPA is not a "guessing game" for foreign corporations. 

"Sell," "selling," "sale," or "sold." 
RMAI respectfully requests the Attorney General provide clarification that the CCPA's definition 
of "sell," "selling," "sale," or "sold" 9 applies only when the primary object of the "sale," (i.e., the 
thing of value for which "monetary or other valuable consideration" is received) is the personal 
information itself. 

This clarification would address the common situation in which a consumer's contractual 
obligation is sold, typically as pait of a portfolio, and it is the value of the obligation, rather than 
the consumer's incidental personal information, that is the object of the sale. 

This concern was raised at the Sacramento and Riverside Public Hearings: 

Many financial institutions regularly sell portfolios within their business. 
So, for example, a credit card p01tfolio or a loan portfolio, another example 
would be like a delinquent account portfolio. In those cases, the personal 
information associated with those accounts is transferred with the 
commercial sale of that po1tfolio. The terms of that customers' contract 
don't change. It would really be helpful if the regulations would clarify that 
selling those types of portfolios -- po1tfolios of that nature and transferring 
the corresponding personal information to some commercial purchasers 
excluded from the definition of sale. These types of commercial sales are 
common in the financial industry, and they don't impact the customers 
directly. 10 

6 Cal. Rev. & Tax Code§ 23101. 
7 Cal. Corp. Code§ 191. 
8 Cal. Civ. Proc. Code§ 410.10. 
9 Cal. Civ. Code§ 1798.140(t). 
10 Transcript, Public Hearing on the California Consumer Privacy Act (CCPA), Riverside, CA, January 24, 2019, p. 
9. https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-public-fonun-riverside-012419.pdf? (last accessed 
November 20, 2019). 

Page 3 of 18 

CCPA _ 45DAY _00196 

LuongH
Line

WangJ
Typewritten Text
W45-1

LuongH
Line

WangJ
Typewritten Text
W45-2



As written, the act does not apply to personal information collected, sold, 
processed, or disclosed pursuant to GLBA. Many financial institutions 
regularly sell p01tfolios within their businesses, and in doing so, consumer 
personal information is transferred with the commercial sale of the 
portfolio. Although the individual transactions that are part of the portfolio 
are protected by GLBA, the sale of the portfolio itself, such as a credit card 
pmtfolio or a delinquent account portfolio, does not appear to technically 
fall within this exclusion. It would be helpful if the regulations excluded 
from the definition of sale the selling of these types of portfolios and 
transferring of corresponding personal infom1ation to the commercial 
purchaser. 11 

The CCP A defines sale to include any data transfer for monetary or other 
valuable consideration. It's not clear whether the monetary consideration 
must be received for the purchase of personal data as opposed to some other 
business arrangement where the data is not the subject of the exchange. 12 

The receivables secondary marketplace is where ownership of performing and nonperforming 
receivables (i.e. the asset) are purchased by companies that were not a party to the originating 
transaction. A common example "is when a bank sells the ownership of its defaulted credit card 
receivables to a debt buying company . As a result of the sale, the ownership of the receivables and 
all legal rights associated with that asset are now held by a company not a paity to the original 
transaction." 13 

The secondary marketplace benefits original creditors by allowing them to monetize performing 
and nonperforming receivables, thereby allowing for business growth and the extension of new 
lines of credit. Consumers likewise benefit because the "receivables secondary market provides 
consumers who have defaulted on a debt the single most expedient, efficient, and cost-effective 
way to improve their credit rating," providing the greatest opp01tunity during the life of the debt 
to settle the account for the lowest amount. 14 

If a consumer's right to opt-out of the sale of their personal information under the CCPA is wrongly 
interpreted to disallow the transference of the consumer's personal infmmation associated with the 
sale of their legal obligation, their de-identified legal obligation would be viltually unenforceable . 

. This would disable the receivables secondary marketplace and potentially lead to the abandonment 
of p01tfolios. "This outcome would leave the consumer with no solution to resolve the contractual 
obligation on the account, make payments, repair their credit rating, dispute the debt, bring legal 
action, or even to protect their confidential information from falling into the wrong hands." 15 

11 Transcript, Public Hearing on rhe California Consumer Privacy Act (CCPA), Sacramento, CA, February 5, 2019, 
p. 52. https ://oag.ca.gov/sites/all /files/agweb/pdfs/privacy/ccpa-public-forum-sac-020519 .pdf? (last accessed 
November 20, 2019). 
12 Id . at p. 30. 
13 RMAI, The Value of Resale on the Receivables Seconda,y Market, April 2016, p. 3. https://rmaintl.org/wp
content/uploads/2017 /04/RMA White Paper Value of Resale.pdf (last accessed March 3, 2019). 
14 Id . at pp. 6-78 . 
15 Id. at 9. 
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For these reasons, RMAI respectfully requests clarification that a "sale" of personal information 
does not occur when it is the obligation with which it is associated that is the asset for which 
"monetary or other valuable consideration" is received. 

Article 2. Notices to Consumers 

§ 999.305. Notice at Collection of Personal Information 

§ 999.305(a)(2)c. 

Compliance with the CCPA Should Not Require Tl'a11slatio11 of Disclosures 
A person in a trade or business, who negotiates primarily in Spanish, Chinese, Tagalog, 
Vietnamese, or Korean, orally or in writing, in the course of entering into a contract with a 
consumer, must give the consumer a written translation of the proposed contract in the language 
of the negotiations. 16 The translation must accurately translate every term and condition in the 
contract or agreement. 

If the business that is required to provide a foreign language translation fails to do so, the consumer 
can rescind the contract. 17 The consumer can cancel the contract even if it has been sold and 
assigned to a financial institution. 

The law requiring translation of contracts negotiated in a language other than English applies to 
(1) credit sale contracts involving consumer goods and services of all kinds, including automobile 
purchases and leases; (2) virtually all loans or other extensions of credit for use primarily for 
personal, family or household purposes, except loans secured by real property; (3) consumer loans 
secured by real property, if arranged by a real estate loan broker, or made by a personal finance 
company; ( 4) contracts for the rental, lease or sublease of apartments or other dwellings (including 
mobile homes) for a period longer than one month (month-to-month and week-to-week rental 
contracts are not covered); (5) contracts involving the payment of fees or charges for legal services 
furnished by lawyers; (6) reverse mmtgages; and (7) mmtgage foreclosure consulting contracts. 18 

The foreign language translation requirements do not apply to home improvement contracts, 
contracts involving a seller who is not engaged in a trade or business, and contracts in which the 
consumer negotiated the contract through his or her own interpreter subject to ce1tain limitations. 19 

The business must give the consumer a foreign language translation of the original contract and 
any subsequent documents that modify the original contract2° or substantially change the rights 
and obligations of the parties, 21 For example, a borrower is entitled to a Spanish translation of 

16 Cal. Civil Code § 1632(b). 
17 Cal. Civil Code§ 1632(k); see also Cal. Civil Code§ 1688, et seq. (cancellation of contracts). 
18 Cal. Civil Code§ 1632(b)(l)-(7). 
19 Cal. Civil Code§ 1632(g), (h). 
20 SB 1201 now requires a supervised financial organization that negotiates a loan modification on a residential 
m01tgage loan in Spanish, Chinese, Tagalog, Vietnamese, or Korean to deliver a specified fo1m at the time the final 
loan modification offer is made. See Cal Civil Code§ 1632.5. 
21 Cal. Civil Code § l 632(g); see also Cal Civil Code § 2923.3 (translation of foreclosure notices) . 
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deficiency or repossession notices, based on California's foreign language disclosure law, where 
the borrower did not speak English and the auto loan was negotiated primarily in Spanish.22 

However, the law does not require a foreign language translation for any later documents 
authorized or expected to be made under the original contract or its modification. 23 Examples of 
those documents which need not be translated include "periodic statements, sales slips or invoices 
representing purchases made pursuant to a credit card agreement, a retail installment contract or 
account or other revolving sales or loan account, memoranda of purchases in an add-on sale, or 
refinancing of a purchase as provided by, or pursuant to, the original document." 

RMAI does not believe that the CCP A's requirements would be considered a substantial change 
to the parties' rights and obligations to warrant the translation of disclosures. Business must 
safeguard customer information or risk exposing themselves to liability.24 The information debt 
buyers and debt collectors use to service and collect the debt is not subject to deletion.25 Nor are 
these companies engaged in the business of selling personal information. Thus, RMAI expects the 
benefits of providing disclosures translated in the languages in§ 1632 will be minor . 

RMAI acknowledges that the marketing, negotiating, and making of ce1tain disclosures at 
origination in a language other than English could reasonably lead consumers to expect that post
closing documents will also be in the non-English language. However, providing accurate 
disclosures in the languages in § 1632 would add significant costs to the collection of a debt. 

RMAI requests that the Attorney General clarify that compliance with the CCP A would not require 
businesses to translate the disclosures. In the event that any notices must be translated, RMAI 
encourages the approval of disclosure forms in acceptable language translations. 26 

§ 999.305(a)(2)d. 

Consumers Deserve Uniform Compliance with ADA Accessibility Stand"rds and Altemative 
Formats 
Section 999.305(a)(2)d states that the notice at collection must "[b]e accessible to consumers with 
disabilities." RMAI believes it would be helpful for the Attorney General to provide guidance as 
to what the accessibility standards should be when the notice at collection is presented via: 1) 
website; 2) "printed forms" or "paper versions"; and 3) "signage." 27 

Section 999.305(a)(2)d also requires that the notice should "provide information on how a 
consumer with a disability may access the notice in an alternative format." RMAI urges the 
Attorney General to provide examples of the types of alternative formats that would be compliant 
with the CCPA when the notice at collection is presented via: 1) website; 2) "printed forms" or 
"paper versions"; and 3) "signage." 28 

22 Reyes v. Superior Court (1981) 118 Cal. App. 3d 159. 
23 Cal. Civil Code§ 1632(g). 
24 Cal. Civil Code§§ 1798.84, 1798.150. 
25 Cal. Civil Code§ 1798.145(a), (e). 
26 Cal. Civil Code§ l 632.5(i). 
27 Section 999.305(a)(2)e. 
28 Section 999.305(a)(2)e. 
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§ 999.305(a)(2)e. 

Guidance is Needed Regarding Provision of tfte Notice at Collection 
Section 999.305(a)(2)e states that a website link to the notice at collection must be "posted 
conspicuously" or be on "prominent signage." RMAI seeks guidance on whether it would be 
allowable, with respect to paper versions of the notice, to include the notice on the reverse side of 
a letter provided there is language on the front directing the consumer to the notice, such as "SEE 
REVERSE SIDE FOR IMPORTANT INFORMATION." 

Additionally, some businesses may collect information directly from the consumer over the 
telephone prior to the consumer visiting a website with a link to the notice at collection or prior to 
receiving a paper version in the mail. RMAJ seeks guidance on how the notice at collection can be 
provided in those situations. 

Finally, RMAI suggests it would be helpful for the Attorney General to provide a sample notice at 
collection so businesses have a standard template to follow and consumers will not be confused 
by varying formats of the notice that will otherwise be developed. 

§ 999.305(a)(3). 

Consumers Deserve Uniformity with Respect to How They Are "Directly Notified" and How 
They Must Provide "Explicit Consent" 
Section 999.305(a)(3) provides that " [i]f the business intends to use a consumer's personal 
information for any purpose other than those disclosed in the notice at collection, the business shall 
directly notify the consumer of this new use and obtain explicit consent from the consumer to use 
it for this new purpose." (emphasis added). RMAI requests clarification and examples of the 
various ways a business may "directly notify" the consumer and "obtain explicit consent." 

§ 999.305(b )(1). 

Consumers Deserve Uniformity with Respect to How Categories of Personal Information are 
Defined 
Section 999.305(b)(l) requires that the notice at collection include "[a] list of the categories of 
personal information about consumers to be collected." However, no clarification is provided as 
to how nanowly or broadly the categories should be defined. 

The CCP A states "[t]he categories of personal information required to be disclosed pursuant to 
Sections 1798.110 and 1798.115 shall follow the definition of personal information in Section 
1798 .140, "29 However, the definition of "personal information"30 contains a non-exhaustive list of 
specific pieces of information, rather than a list of categories. The definition also includes "[ a ]ny 
categories of personal information described in subdivision (e) of Section 1798.80."31 Again, 

29 Cal. Civ. Code§ 1798. lJ0(c). 
3° Cal. Civ. Code§ 1798.140(0). 
31 Cal. Civ. Code§ 1798.140(0)(1)(8). 
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however, that section of the Civil Code also lists specific pieces of information rather than 
categories. 32 

For these reasons, RMAI requests that the Attorney General provide clarification with respect to 
"categories of personal information" and examples, including examples that demonstrate 
"meaningful understanding of the information being provided." 

§ 999.305(b)(4). 

Provision Should be Made for Businesses That Do Not Mai11t"i11 Websites 
Section 999 .305(b )( 4) requires the notice at collection to include"[ a] link to the business's privacy 
policy, or in the case of offline notices, the web address of the business's privacy policy," Thus, 
while§ 999.305(a)(2)e appears to accommodate businesses that do not have a website, this section 
appears to mandate that every business subject to the CCPA have a website . RMAI seeks 
clarification as to how a "brick and mortar" business that has no website, and does not have 
consumers physically visiting its building, should provide consumers direction to its privacy 
policy . 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

§ 999.306(a)(2)c, 

Please see comment to § 999.305(a)(2)c. 

§ 999.307. Notice of Financial Incentive 

§ 999.307(a)(2)c. 

Please see comment to § 999 .305(a)(2)c. 

§ 999.308. Privacy Policy 

§ 999.308(a)(2)d. 

Please see comment to § 999.305(a)(2)d, above, 

§ 999.308(a)(2)e . 

Please see comment to § 999.305(a)(2)e , above. 

§ 999.308(a)(3). 

Provision Should be M"de for Businesses Th"t Do Not Maintain Websites 

32 '"Personal information ' me.ans any information that identifies, relates to, describes, or is capable of being associated 
with, a particular individual , including, but not limited to, his or her name, signature, social security number, physical 
characteristics or description, address, telephone number, passport number, driver's license or state identification card 
number, insurance policy number, education, employment, employment history, bank account number, credit card 
number, debit card number, or any other financial information, medical information, or health insurance information . 
. . . " Cal Civ Code§ 1798.80(e). 
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Section 999.308(a)(3) requires that "[a] business that does not operate a website shall make the 
privacy policy conspicuously available to consumers." RMAI seeks clarification as to how a "brick 
and m01iar" business that has no website, and does not have consumers physically visiting its 
building, should provide consumers its privacy policy. 

§ 999.308(b )(l)d.l. 

Please see comment to§ 999.305(b)(l), above. 

§ 999.308{b )(l)d.2. 

Requiring Information be Provided for E"ch Category of Personal Information Will 
Overwhelm Consumers 
Section 999.308(b)(l)d.2 requires the privacy policy to include, "[!]or each categmy of personal 
information collected, [] the categories of sources from which that information was collected, the 
business or commercial purpose(s) for which the information was collected, and the categories of 
third parties with whom the business shares personal information." (emphasis added). 

In contrast, the CCPA does not require that the "categories of sources," "business or commercial 
purpose," or "categOl'ies of third parties" be provided for each separate category of personal 
information. 33 

Thus, the proposed regulation would not only impose upon businesses a more complicated 
requirement than what is authorized by statute, it would require more information than is 
reasonably necessary for consumers to understand the collection and use of their personal 
information. As with any consumer notice, there comes a point at which the amount of information 
can overwhelm, rather than educate, the consumer. 34 

§ 999.308(b)(2). 

Consumers Will Be Confused by the Notice of the Right to Deletion Wlten the Business Is Not 
Required to Delete 
Section 999.308(b)(2) requires that the privacy policy include an explanation of the consumer's 
right to request deletion of her or his personal information. However , businesses do not have to 
comply with a request to delete certain information.35 Including an explanation of a right that the 
consumer does not or may not have will undoubtedly result in consumer confusion and frustration. 
RMAI encourages that this provision not be mandated when it is inapplicable (i.e., all of the 
personal information possessed by the business is exempt from the requirement to delete upon 
request) or, alternatively, that businesses be permitted to inform the consumer that the right to 
deletion may not be applicable in all circumstances. · 

33 Cal. Civ. Code § 1798.110. 
34 The Consumer Financial Protection Bureau, in its Notice of Proposed Rulemaking, noted the potential for such 
confusion by seeking comment on whether cettain "content requirements risk overwhelm ing consumers and 
decreasing their understanding, thereby making the proposed disclosures less effective." Notice of Proposed 
Rulemaking, Debt Collection Practices (Regulation F), Docket No. CFPB-2019-0022, May 6, 2019, p. 236. See: 
h ttps:/ /fi les.consu merfi nance. gov/tJdocuments/c fob debt-collection-NP RM .pd f (last accessed Nov . 21, 2019). 
35 For example, if retention of the personal information is necessary for any of the reasons listed in Cal. Civ. Code § 
1798.145, or if the personal information is necessaiy for the reasons stated in Cal. Civ. Code§ 1798.105(d). 
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§ 999.308(b )(3). 

Consumers Will Be Confused by the Notice of the Right to opt-out When tile Business Does Not 
Sell their Personal Information 
Section 999.308(b)(3) requires that the privacy policy include an explanation of the consumer's 
right to opt-out of the sale of her or his information. On the other hand, Section 999 . 306( d) exempts 
a business from providing a notice of the right to opt-out if it "does not and will not sell personal 
information" and "[i]t states in its privacy policy that that it does not and will not sell personal 
information." 

RMAI respectfully suggests that § 999 .308(b)(3) be amended to clarify that if a business falls 
within the exemption provided by § 999.306(d), it need not include an explanation of the right to 
opt-out within its privacy policy. 

Article 3. Business Practices for Handling Consumer Disputes 

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 

Businesses that Operate only Informational Websites Should Not Be Required to Accept 
Requests Using a Webform. 
A survey conducted of RMAI members revealed that twenty percent (20%) operate websites that 
are not designed to collect information from or otherwise interact with consumers. These websites 
are designed as online brochures and are primarily used to adve1tise to the credit and collection 
industry . They do not engage consumers. Because the proposed regu]ation would apply to any 
business that "operates a website," regardless of whether the website collects information of 
consumers, it imposes an unnecessary burden. The proposed subprut ( c) contemplates this very 
situation, noting that "[a] business shall consider the methods by which it interacts with consumers 
when determining which methods to provide for submitting requests to know and requests to 
delete." Thus, where a business does not use a website to interact with consumers, it should not be 
required to provide a webform to receive requests. 

Requiring Requests to Know or Requests to Delete through Webforms or 1-800 Numbers Will 
Confuse Consumers Who Have a Validation Rights under the Federal FDCPA. 
Requiring RMAI members to allow consumers to submit requests to know 01· requests to delete 
using a toll-free number or through a website could lead to consumer confusion . 

RMAI members that are subject to the federal Fair Debt Collection Practices Act (FDCP A), 15 
USC § 1692, et seq, are required to notify consumers of the right to obtain "verification" of a debt. 
15 USC § 1692g(a). A consumer can obtain verification by contacting the debt collector "in 
writing." RMAI believes that a "request to know" under the CCP A is very similar to a request for 
verification under the FDCP A, as both are requests for information the debt collector has 
concerning the consumer, 36 It is likely that a consumer will believe that by submitting a "request 
to know" using a 1-800 telephone number or a webform, the consumer has exercised her validation 

36 See, 15 U.S.C. § 1692g. 
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rights under the federal FDCP A. This would not be the case since neither communication was 
made "in writing. "37 

RMAI believes that flexibility is needed in determining the best means to allow consumers to make 
the requests in a manner that does not lead to confusing consumers of their rights under other law. 
Therefore, RMAI requests that the final rnle reflect that a business may choose two methods which 
are reflective of their usual interaction with consumers. 

§ 999.313. Responding to Request to Know and Requests to Delete 

A Request to Delete under the CCPA Will Conflict witlt a Debt Collector's Responsibility to 
Provide Verification to Consumers under the FDCPA 
As pointed out in the comment to § 999.312, RMAI members that are subject to the federal Fair 
Debt Collection Practices Act (FDCP A) 15 USC § 1692, et seq, are required to provide consumers 
with the oppmtunity to obtain "verification" of a debt. 15 USC 1692g(a). A "request to know" 
under the CCP A is very similar to a request for verification under the FDCP A as both are requests 
for information the debt collector has concerning the consumer.38 A natural conflict arises for 
businesses to comply with the requirements of consumer protection statutes related to debt 
collection as such company cannot delete information. Accordingly, RMAI respectfully requests 
clarification that businesses regulated under the FDCP A are exempt from responding to request to 
delete information. 

Guidance is Required/or Businesses that Only Collect Personal l11formatio11 Covered by GLBA 
RMAI respectfully requests the Attorney General provide guidance regarding the applicability of 
§ 999 .313 to a business that holds only personal info1mation collected, processed, sold, or 
disclosed pursuant to the federal Gramm-Leach-Bliley Act ("GLBA Information"). The only 
info1mation that could be provided by that business in response to a request for information or 
deletion is GLBA Information, which is not covered by the CCPA.39 As proposed, § 999.313 does 
not provide that business with an option to respond to the request without going through the 
burdensome and unnecessary process required by§ 999.313(a) and (b). Requiring the business 
that holds only GLBA Information to comply with § 999.313(a) and (b) will cause substantial 
increases in operation cost as well as confusion to a consumer because the business will have to 
deny that request pursuant to§ 999.313(c)(5). Furthermore, although§ 999.313(c)(9) permits the 
business to refer to its general practices outlined in its privacy policy if those are the same for all 
consumers, the regulations do not provide a streamlined method for responding pursuant to § 
999.313(c)(5) or (9) at the time that a request for information or deletion is received. 

Finally, RMAI suggests it would be helpful for the Attorney General to provide a samples or 
exemplars related to various communications falling under this section so businesses have a 
standard template to follow and consumers will not be confused by varying formats of the notice 
that will otherwise be developed. 

37 See, Mahon v. Credit Bureau, Inc., 171 F.3d 1197, 1202 (9th Cir. 1999) ("Ifno written demand is made, 'the 
collector may assume the debt to be valid,"' citing Avila v. Rubin, 84 F.3d 222,226 (7th Cir. 1996); 15 U.S.C. § 
1692g(a)(3)). 
38 See, 15 U.S.C. § l692g. 
39 Cal. Civil Code§ 1798.145(e). 
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§ 999.313(c)(l) and (c)(2). 

Guid£mce is Required to Prevent a Secm·ity Risk to Consumers 
Section 999.313(c)(l) and (c)(2) state that if the request is denied in whole or in part because the 
business is unable to verify the consumer's identity, the business shall "inform the consumer that 
it cannot verify their identity." RMAI requests guidance on the method by which a business is to 
infmm the unverified consumer. Communication with a non-verified consumer, even without 
disclosure of the information can by itself create risk to the security of the information. 

§ 999.313(c)(5). 

Examples and Sample Notices Will Promote Uniformity 
RMAI requests that the Attorney General give examples of when it is appropriate to deny a request 
under§ 999.313(c)(5) and provide a sample of a denial notice to illustrate the meaning of"explain" 
as used in this subsection. 

§ 999.315. Requests to Opt-Out 

Businesses that Operate only Informational Websites Should Not Be Required to Accept 
Requests to Opt-Out Using a Wehform. 
As pointed out in the comment to § 999.312, a survey conducted by RMAI revealed that twenty 
percent (20%) of responding members operate websites that are not designed to collect information 
from or otherwise interact with consumers. These websites are online brochures that adve1tise the 
business' services to the credit and collection industry. They do not engage consumers. Because 
the proposed regulation would apply to any business that "operates a website," regardless of 
whether the website collects information of consumers, it imposes an unnecessary burden. The 
proposed subpa1is (b) and (c) contemplate this very situation, as subpaii (b) provides that " [a] 
business shall consider the methods by which it interacts with consumers when determining which 
methods consumers may use to submit requests to opt-out ... " Subpart (c) would apply only if "a 
business collects personal information from consumers online ." Thus, where a business does not 
use a website to interact with consumers or collect information from consumers, it should not be 
required to provide a webform to receive such requests . 

Businesses that Collect Information Whose Sale is Authorized by Federal or State Law or 
Excepted by the CCPA, should he Permitted to Deny Opt-Out Requests Co11cemi11g Such 
lnform{ltion. 
A consumer cannot opt~out of the sale of personal information collected, processed , sold, or 
disclosed pursuant to the federal Gramm-Leach-Bliley Act Gramm-Leach-Bliley Act (GLBA) (15 
U.S.C. §§ 6801, et seq). As proposed, §999.315, and particularly subpati (d), does not provide the 
business with an option to advise consumers of this exception in response to a request to opt-out. 
In the case of requests to know, the proposed § 999 .313( c )(5) allows a business to provide a 
response indicating that the infmmation will not be provided "because of a conflict with federal or 
state law, or an exception to the CCPA." Likewise, in response to a request to delete, proposed § 
999 .313( d)(6) , provides the business with the ability to respond with a denial analogous to that of 
proposed §999.313(c)(5). RMAI requests clarification that a business may similarly deny an opt
out request when the request conflicts with federal or state law or an exception to the CCP A. 
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§ 999.317. Training; Record-Keeping 

§ 999.317(a). 

A Plain-Language Guide/or Business will Promote Compliance 
To ensure consistent training and application of the CCP A, RMAI requests that the Attorney 
General distribute a plain-language guide for businesses that businesses can then provide to the 
individuals responsible for handling consumer inquiries or a business's compliance with the 
CCPA.40 

§ 999.317(g). 

Clarification of "Sell," "Selling," "Sale," or "Sold" is Needed 
As discussed in RMAI's comment to§ 999.301, RMAI respectfully requests the Attorney General 
clarify that the sale of a consumer's contractual obligation is not considered to be the sale of that 
consumer's incidental personal information for purposes of the CCPA. This clarification will 
confirm RMAI' s understanding that the additional compilation, disclosure, documentation, and 
compliance requirements contained in § 999.3 l 7(g) do not apply to RMAI members that do not 
buy, receive, sell, or share personal information except as incidental to the contractual obligation 
that is the object of the sale or transfer. 

§ 999.318. Requests to Access or Delete Household Information 

§ 999.318(b). 

This Section is Confusing to Businesses and Consumers mu/ Will Produce Harmful Results 
Proposed § 999.318(b) requires a business to comply with a request to know or delete, if "all 
consumers of the household jointly" make the request. Proposed section 3Ol(h) defines a 
household as a person or group of people occupying a single dwelling. RMAI understands this 
definition to include unrelated persons who happen to be present in the same dwelling at any 
moment, even if it they do not reside at the "single dwelling." This is because the definition of 
"household" proposed in§ 999.301(h) uses the word "occupying" rather than "residing." The use 
of"occupying" is significant. Merriam-Webster provides a definition of"occupy" to mean "to take 
up (a place or extent in space) or "to take or fill (an extent in time)." 41 By using "occupying" rather 
than "residing," the proposed rule can be interpreted to include persons who are merely present at 
a "single dwelling," no matter how brief their presence. Thus, a person can occupy a single 
dwelling without being a resident of that dwelling, regardless of the occupation being only 
transitory or momentary. In contrast, Merriam-Webster provides a definition of "reside" as "to 
dwell permanently or continuously: occupy a place as one's legal domicile." 42 

Although the occupation of the single dwelling may only be momentary or transitory, proposed 
3 l 8(b) requires a business to comply with a request to lmow or delete, if "all consumers of the 
household jointly" make the request. In the first instance, because of the momentary and transitory 
nature of "occupying" a "single dwelling" (as opposed to a person residing at a "single dwelling"), 

4° For example , see https: //www.fie.gov /tips-advice/business-center/gu idance/how-comply-pr i vacy-consmner
fi nancia 1-i nforrnation-ru le-gram m 
41 See, https ://www.merriam-~vebster.com /dictionary/occupy last accessed November 22, 2019. 
42 See, https://www.m erriam-webster .com/dictionary/J'eside last accessed November 22, 2019 . 
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a business can never be ce1iain whether "all consumers" ( emphasis added) who occupy a single 
dwelling have jointly made the request. RMAI members likely will not have information 
concerning the persons who occupy a particular single dwelling when the request is made. This is 
because consumers can cease occupying a single dwelling quite easily, as opposed to establishing 
residence. Furthermore , it is possible for multiple consumers to occupy a single dwelling, even 
though one or more of those consumers reside at a different place, The difference is significant 
because a consumer can occupy a "single dwelling" simply by being present at such a place for a 
few hours. 

The verification guidance proposed by Article 4 is of no assistance in resolving this dilemma. A 
business may ask the consumers to provide verification that they all occupy the single dwelling, 
but it is likely that the evidence provided to demonstrate occupation will instead be indicative of 
consumers residing at the single dwelling, such as copies of utility bills, driver's licenses or the 
like. But this information does not encompass the broader definition of "occupying" the single 
dwelling, which can be satisfied by a person's mere presence in the single dwelling for any period 
of time. 

RMAI urges use of the word "reside" in place of occupying to avoid such confusion. 

§ 999.318(b). 

This Section Risks Disclosure of the Co11sumer's Information in Violation of the FDCPA 
RMAI also understands the proposed definition to included unrelated persons "occupying a single 
dwelling." Thus, RMAI understands a household to include persons who have no familial or legal 
relationship (i.e., it includes persons who are not spouses, parents, children, or legal guardians). 

In the context of a request under proposed§ 999.318(b), the request can come from umelated 
persons. In the case of a request-to-know sent to an RMAI member subject to the Federal Fair 
Debt Collection Practices Act (FDCPA) (15 U.S.C. §§ 1692, et seq.) the infonnation revealed in 
response would necessarily include a consumers' financial information. However, 15 U.S.C. § 
1692( c )(b) prohibits a debt collector from communicating with any person in connection with 
collection of a debt, absent the debtor's "prior consent" with few exceptions, none of which are 
applicable here.43 It is thus likely that a request under proposed§ 999.318(6) would cause the 
disclosure of information protected from disclosure by 15 U.S.C. § 1692(c)(b). 

RMAI does not believe that the proposed Article 4 verification is consistent with the "prior 
consent" requirement of 15 U.S.C. § 1692c(b), which permits a debt collector to communicate 
about the debt with third paiiies with the "prior consent of the consumer given directly to the debt 
collector." This is because proposed § 999.323(a) provides that the purpose of A1iicle 4 is for a 
business to "establish, document, and comply with a reasonable method for verifying that the 
person making a request. to know or a request to delete is the consumer about whom the business 
has collected information." The stated purpose is not to assure a consumer has provided prior 
consent to the disclosure of information to the person making the request. 

43 See 15 U.S.C. § 1692c(b). 

Page 14 of 18 

CCPA_ 45DAY _00207 

WangJ
Typewritten Text
W45-28cont

LuongH
Line

WangJ
Typewritten Text
W45-29

LuongH
Line



As RMAI commented with respect to proposed § 999.312 and § 999.315, RMAI proposes to 
remedy this conflict by including in proposed § 999.318(b) a provision allowing businesses to 
respond to requests to delete or know by denying the consumer's request to the extent it would 
conflict with federal or state law or fall within an exception to the CCP A. 

Article 4. Verification of Requests 

§ 999.323. General Rules Regarding Verification 

Additional Guidance is Required to Ensure Consumers' Identities m·e Accurately Verified ill 
Compliance with the CCPA 
Section 999.323(a) requires that a business "establish, document, and comply with a reasonable 
method for verifying that the person making a request to know or request to delete is the consumer 
about whom the business has collected information." Although Section 999.323(b)(3) provides 
factors for a business to consider in establishing its verification method , RMAI requests that the 
Attorney General provide guidance and examples of what would constitute a "reasonable method" 
of verification as well as how the factors listed should be weighed. 

Additionally, and in comparison, Section 999.325(b), related to verification of non-account 
holders, requires that a business "match[] at least two data points" in verifying a consumer's 
identity in relation to a-request to know "categories of personal information" maintained or 
collected, while Section 999 .325( c) requires a business to "match[] at least three pieces of personal 
information" in verifying a consumer's identity in relation to a requestto know "specific pieces of 
personal information" maintained or collected. It would be helpful for the Attorney General to 
provide guidance regarding how the requirement to establish a "reasonable method" for 
verification pursuant to Section 999.323 is to be applied and interpreted in consideration of Section 
999.325(b) & (c) which contain specific methods ofverification 44. 

Section 999.323(a) also requires that a business "document" its compliance with the method of 
verification it establishes. The Proposed Regulations~Purpose, Necessity, and Benefits explain that 
the documentation requirement "provides transparency into the process and an easy way to confirm 
that the business has set up a method and is following it." However, subsection (b )(2) requires that 
a business "avoid collecting the types of personal information identified in Civil Code section 
1798.81.S(d), unless necessary for the purpose of verifying the consumer" and subsection (c) 
requires that any new "personal information" collected for purposes of verifying the consumer's 
identity be deleted after processing the consumer's request. It would be helpful for the Attorney 
General to provide guidance regarding the interplay between these sections of the Regulation and 
how businesses can achieve compliance both with its requirement to "document" verifications as 
well as to "avoid" and "delete" personal information collected during the verification process. 

Section 999.323(b)(l) uses the term "avoid" when discussing a business's collection of personal 
information. It would be helpful for the Attorney General to provide guidance regarding how the 

44 While Section 999.325 is specific to "non-account holders", this scenario is defined as instances where a "consumer 
does not have or cannot access a password-protected account with the business" . Id, at (a). However, where a business 
does not provide for an individual to access his/her account via a password-protected portal or otherwise, but the 
individual still is an "accouht holder" with the business, the Regulations are ambiguous as to what method for 
verification would be required. 
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term "avoid" is to be interpreted when considering a business's compliance with this Regulation 
as well as examples of permissible collection and retention of such personal information. 

Section 999.323(b)(l)'s requirement that businesses avoid collection of personal information 
during the verification process is also inconsistent with Section 999 .317(b) which requires that 
"[a] business shall maintain records of consumer requests made pursuant to the CCPA and how 
the business responded to said requests for at least 24 months." It would be helpful for the Attorney 
General to provide guidance regarding how Section 999.3 l 7(b )'s requirement to maintain records 
of a consumer request may be interpreted consistent with Section 999. 3 23 (b )( 1)' s requirement that 
a business avoid collecting personal information related to verifying any such consumer request. 

Section 999.323(c) requires that a business that collects additional consumer information during 
the verification process shall delete such new information collected "as soon as practical." RMAI 
requests that the Attorney General provide guidance regarding how the te1m "as soon as practical" 
is to be interpreted when considering a business's compliance with this Regulation as well as 
examples of when it may become "practical" to delete such information as this Regulation 
anticipates. 

Section 999.323(d) requires that a business "implement reasonable security measures to detect 
fraudulent identity-verification activity and prevent the unauthorized access to or deletion of a 
consumer's personal information." RMAI requests that the Attorney General provide guidance and 
examples of what wolild constitute a "reasonable security measure" in compliance with this 
Regulation, 

§ 999.325. Verification for Non-Accountholders 

Proposed§ 999.325 Harms Consumers wfto Seek Verification of Debts Under Section 1692g(b) 
oftltefederal FDCPA 
As explained in RMAI's comments to proposed§ 999.312, § 1692g(b) of the federal Fair Debt 
Collection Practices Act requires a debt collector to provide verification of a debt upon receiving 
a written request in accordance with the requirements of that section. As explained in that 
comment, a "request to know" under the CCP A is very similar to a request for verification under 
the FDCP A as both are requests seeking information the debt collector has concerning the 
consumer. It is quite likely that a consumer may believe that by submitting a "request to know" 
the consumer has exercised the validation rights provided by section 1692g of the federal FDCP A. 

The purpose of validation under§ 1692g is to "eliminate the ... problem of debt collectors dunning 
the wrong person or attempting to collect debts which the consumer has already paid." 45 In 
providing verification under 1692g, RMAI members indicated in survey responses that they 
provide one or more of the following concerning the debt being collected: 

• account number; 
• name of the original creditor; 
• name of the creditor at charge-off; 

45 Chaudhry v. Ga/lerizzo, 174 F.3d 394,406 (4th Cir. 1998). See also, Dunham v. Portfolio Recove1y Assocs., LLC, 
663 F.3d 997, 1003 (8th Cir. 20 I I); Clark v. Capital Credit & Collection Servs ., 460 F.3d I I 62, 1 I 73 (9th Cir. 2006). 
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• balance at charge-off; 
• current balance due; 
• the debtor's social security number (or a portion of it, such as the last four digits); 
• the debtor's last known address; 
• the debtor's last known phone number; and, 
• account level documents. 46 

The degree to which RMAI members provide verification information can depend on the facts and 
circumstances of each consumer request. For example, a consumer who simply disputes a debt and 
requests validation may receive only minimal information. While a consumer who acknowledges 
the debt, but disputes the amount, may receive more detailed information. 

There is nothing in section 1692g which allows a debt collector to condition the provision of 
verification information on the consumer first establishing they are the correct debtor or providing 
any information to the debt collector to verify their identity. And courts liberally construe the 
FDCPA "to effectuate its stated purpose[s]." 47 

Proposed § 999.325 subparts (b) and (c) conflict with the requirements of§ 1692g and frustrate 
their intended consumer protections. The proposed regulation requires a business subject to the 
CCP A and the FDCP A to condition the disclosure of personal information in response to a § 
1692g(b) verification request on two or three "data points provided by the consumer." However, 
consumers subject to debt collection activity are often unwilling to provide any information to a 
debt collector, let alone the "personal information" contemplated by proposed 325 subparts (b) 
and ( c ). After all , a purpose of§ 1692g validation is to "eliminate the ... problem of debt collectors 
dunning the wrong person ... "48 Proposed § 999.325 frustrates this purpose by prohibiting a 
business from providing§ 1692g verification absent "data points provided by the consumer." 

Therefore , RMAI proposes to remedy this conflict by including a provision excepting businesses 
from proposed § 999.325 when providing consumers with personal information consistent with a 
business' obligations under federal or state law. 

III. CONCLUSION 

RMAI thanks the California Office of the Attorney General for its consideration of these comments 
and looks forward to issuance of the final regulations . 

Please let me know if you have questions or if I can be of any assistance. 

Sincerely, 

_\~ 
Jan Stieger, Executive Director 

46 "Account level documents," could include billing statements, loan agreements or loan applications. 
47 Taylor v. Fin. Recovery Servs., Inc., 886 F.3d 212, 2] 4 (2d Cir . 20 I 8). See also , Vien-Phuong Thi Ho v. Recontrust 
Co., NA, 858 F.3d 568, 579 (9th Cir.2017) ("the FDCPA must be liberally constru ed in favor of the consumer. "). 
48 Chaudhry v. Gallerizzo, 174 F.3d at 406 . 
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A Community-Based Response to the 

Cybercrime and Privacy Crisis 

December 3, 2019 

Attorney General Xavier Becerra 

Office of the Attorney General 

State of California Department of Justice 

Subject: CCPA and Minimum Reasonable Information Security Practices 

Dear Mr. Attorney General: 

I speak to you as the founder and President of a California nonprofit, SecureTheVi!lage. We are a 

community of information security practitioners; IT vendors and MSPs; attorneys with a practice in 

cyber; cyber-investigators; insurance and risk management professionals; law enforcement, including 

the FBI, Secret Service, and both the Los Angeles County and Orange County District Attorney's Office; 

and others. In addition to our base in Los Angeles, our community extends to Orange County and 

Sacramento. 

The experience and expertise of our organization's members runs deep. Speaking personally, I entered 

the field of computer security in 1980 as a young Ph.D. in mathematical logic from The University of 

Michigan. In those early years, I was privileged to work securing advanced technology systems for the 

White House, Strategic Air Command, NASA and other national assets. Seventeen years ago, I co

founded an information security management firm, Citadel Information Group, to assist mid-market 

and smaller organizations manage their information security needs. In the 9 years prior to founding 

SecureTheVillage in 2015, I served as President of the Los Angeles Chapter of the Information Systems 

Security Association. 

I speak to you today regarding the California Consumer Privacy Act {CCPA) Right of Compensation to 

consumers in the event of a data breach except when the breached business maintains "reasonable 

security procedures and practices appropriate to the nature of the information being protected." 

As has been widely discussed, there is a great deal of uncertainty as to exactly what "reasonable 

security procedures and practices" is to mean. 

In response to this uncertainty, Secure The Village has developed and published-as a free public 

service-a set of Minimum Reasonable Information Security Management Practices. 1

1 See https://mrsp.securethevillage.org/. 

SecureTheVillage ... Turning People and Organizations into Cyber Guardians. 

https:/ /securethevillage.org/ 
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For the reasons described below, we invite you to use our Minimum Reasonable Information Security 
Management Practices in assisting California establish appropriate reasonability requirements for 

organizations to follow in complying with CCPA and other information security management 

obligations. 

Secure The Village views these minimum reasonable practices as so basic to the responsibility of 

securing private consumer information that a failure to implement them should be considered prima 
facie evidence that an organization's information security procedures and practices are not reasonable. 

We developed them to be commercially reasonable and reasonably achievable fo r any company 

subject to CCPA. 

It is important to note that we are not saying that an organization meeting these minimum practices 

has reasonable practices . To cite one example, the "reasonability" requirement for a large 

telecommunication or Internet Service Provider is considerably more than our suggested minimum. 

And even a company that meets our minimum standards might still not have reasonable standards 

appropriate to the nature of the information being protected. Our suggested minimum is designed to 
establish the floor, not set the bar. 

SecureTheVillage's Minimum Reasonable Information Security Management Practices are based upon 

other existing information security standards. These include: 

1. The NIST Cybersecurity Framework 

2. The International Standards Organization ISO 27001 family, Information Security Management 

3. The Center for Internet Security's Critical Security Controls [CIS-20) 

4. The New York State Department of Financial Services, 23 NYCRR 500, Cybersecurity 
Requirements for Financial Services Companies 

5. NIST 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems and 
Organizations 

SecureTheVillage's Minimum Reasonable Information Security Management Practices have nine basic 

elements. 

1. Information Security Management 

2. Information Security Subject Matter Expertise 

3. Security Management of Sensitive and Private Information 

4. Security Awareness Training/ Culture Change (SecureTheHuman) 

5. Security Management of the IT Interface: Use of CIS-20 Critical Security Controls 2 

6. Security Management of the IT Infrastructure: Use of CIS-20 Critical Security Controls 

2 At the present time, our incorporation of the CIS-20 is based upon the Center's Version 6 controls. We will be upgrading 
our minimum to the newer CIS Version 7 controls later this year or early in 2020. 
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7. Third-Party Security Assurance 

8. Information Resilience 

9. Information Security Governance 

A natural question is why not use the CIS-20 as the standard of reasonability. After all, the CIS-20 was 

identified by then Attorney General Kamala Harris in the Californ ia 2016 Data Breach Report as 

providing a minimum reasonableness standard. 

SecureTheVillage believes the CIS-20 standards are - in part- too weak to be reasonable and- in part -

too strong. 

We believe the CIS-20 is too weak to meet the reasonableness threshold in that they do not naturalfy 

encompass the aspects of information security management that lie outside of managing the 

technology infrastructure: Organizational management, Governance, Leadership, Training, Cultural 

adaptation, etc. We believe these elements - included in ISO 27001, the NIST Framework, 23NYCRR 

500 - need to be included in any reasonable definition of reasonableness. 

Likewise, we believe some of the CIS-20 controls are not commercially reasonable for smaller 

organizations which might be subject to the CCPA. Penetration testing is a good example as it is not 

cost-effective for smaller companies. These companies can get considerably more risk-driven value 

from netwo rk vulnerability scanning and phishing simulations. 

For more information, we invite you to review the details of SecureTheVillage's Minimum Reasonable 

Information Security Management Practices. They are available at the link noted above and also 

accessible from the Resources Section on our website: www .SecureTheVillage.org . 

It would be my pleasure to meet with staff to discuss further how SecureTheVillage's Minimum 

Reasonable Information Security Management Practices supports California's need for a well -defined 

sta ndard for reasonable security practices. 

Thank you for your consideration. Thank you as well for your leadership in helping California find the 

right judicial answers to meet the challenges of cyber-crime, cyber privacy and information security. 

Sincerely, 

Stan Stahl, Ph.D. 

Secure The Village 

Founder and President 
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Message 

From: 

Sent: 

To: 

Subject: 

Giz H 

12/4/2019 4:33:24 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Selling personal info 

I wanted to make my voice heard. I am a disabled retiree. I like the saying "Don't call us ... we will call you" 

attitude. Rather put it, instead of having to opt out of everything from all companies/businesses it should be the 
consumer's choice on whether to receive annoying communications be it by mail, email or phone calls. These 

nuisances are a waste of time, energy, resources, and money. 

Thank you for your time, 
Adrian Hansen 
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Message 

From: 

Sent: 

To: 

Steve Denis 

12/5/2019 7:42:52 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Small Business Finance Association Comments 

Attachments: CCPA AG Comment Letter SBFA(l).docx 

Please see attached. Thank you. 

Steve Denis 
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Submitted by Electronic mail to: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: File No.: Second Invitation for Comments on California Consumer Privacy Act 
Regulations Proposed Text of Regulations ("Invitation") 

Dear Attorney General Xavier Becerra, 

The Small Business Finance Association ("SBFA") would like to thank the Office of the 
Attorney General ("AG") for reaching out to stakeholders and inviting them to provide input on 
the above referenced proposed regulations. 

We appreciate the AG requesting comments regarding its proposed Regulations for the 
California Consumer Privacy Act ("CCPA"). While the SBFA understands the importance of 
protecting customer data and wants to insure that its customer data is protected, we would 
appreciate additional changes, clarity and guidance in order to insure that SBF A member 
companies are able to comply with CCP A as well as continue to operate their business in an 
effective manner. 

I. INTRODUCTION 

The Small Business Finance Association (SBF A) is a non-profit advocacy organization 
dedicated to ensuring Main Street small businesses have access to the capital they need to 
grow and strengthen the economy. SBFA's mission is to educate policymakers and 
regulators about the technology-driven platforms emerging in the small business lending 
market and how our member companies bridge the small business capital gap using 
innovative financing solutions. SBF A is supported by companies committed to promoting 
small business owners' access to fair and responsible capital. 

II. PERSONAL INFORMATION COLLECTED FOR COMMERCIAL PURPOSE 

A Customers Intentionally Providing Personal Information For Commercial Financing 

One of the main purposes of the CCP A is to make sure that California residents know 
what information about them is being collected. If a California resident expressly 
provides information to a company it is evident by the process of giving the information 
that they are aware that that information is being collected by the company. In this 
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scenario, a notice that such information is being collected is not needed and will serve to 
confuse the consumer. The consumer knows this information is being collected and 
requiring all of this information to be listed will simply obscure the fact that other 
information the consumer did not provide is also being collected (e.g. IP address). This 
frustrates the main purpose of the CCP A 

SBF A member companies collect various information from small businesses that are 
looking for financing. That information includes personal information of the owners of 
the small business. However, the information is being provided directly by the business 
owners and they are fully aware that in order to obtain the commercial financing they 
need to provide this personal information. The customers are seeking out financing 
companies to provide financing and are deliberately providing the personal information 
in order to obtain the financing for the business. Because the client is deliberately and 
purposefully providing the information, the CCPA provisions requiring notice about the 
collection of this information should not apply. To the extent SBF A member companies 
collect other information about business owners (such as IP address, website history, 
etc.), the CCPA clearly would apply and notice would need to be provided (subject to the 
business exemption addressed below). Permitting finance companies to limit their CCPA 

disclosures to information the customer did not directly provide will be more valuable to 
consumers as the CCP A notice will highlight the information the customer did not know 
was being collected (as opposed to a long disclosure that lists everything the consumer 
knew they were providing and mixing in information they did not know was being 
collected). 

B. Business to Business Exemption 

There is currently an exemption in Section 1798.145(1), which provides for information 
collected in a business to business transaction to be exempt exemption from the CCPA 
through January 1, 2021. However, this exemption is limited to information provided 
"within the context of the business conducting due diligence regarding or providing, or 
providing or receiving a product or service to or from such company .... " The wording 
in this section is confusing and it is not clear if this language was intended to exempt all 
information collected in a business to business transaction (including marking, 
negotiating, contracting, servicing and collections) or just information collected as part of 
the "due diligence." We request that this be made clearer. It is our belief that this 
language was intended to exempt the collection of information between two businesses in 
all circumstances provided the information is collected for the purpose of one business 
providing another business a good or service. 
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III. NOTICE OF COLLECTION OF PERSONAL INFO MIA TION 

A Notice At The Time Of Collection of Personal Data 

There are multiple ways customers can apply for small business financing. Customers 
can apply via the financing company's website, through a third party website or by 
telephone. Section 999.305 of the proposed Regulations requires that a company provide 
the notice of information collected at or before the time of collection. While there is 
guidance for the privacy policy disclosure as to a business website, landing pages, and 
mobile phone, there is no guidance for when a customer directly calls a financing 
company trying to obtain small business financing. The customer may not have visited 
any of the financing companies' websites nor received any printed forms with the privacy 
policy. Therefore, the first contact with the financing company would be on the phone. 
Because of this, prior to engaging in any conversation, the financing company would 
have to either provide a verbal disclosure of all the categories of personal information 
that may be collected or inform the customer to visit the privacy policy before the 
financing company can even speak with the customer. Reading the entire privacy police 
or notice will provide for a horrible customer experience. Moreover, there is no clarity as 
to whether a verbal disclosure of the privacy policy or personal information collected 
would be sufficient under the CCP A Based on the example just provided, the financing 
company cannot even email a link to the privacy policy as the collection of the email 
address would require the client receive the notification prior to collecting the email 
information. 

We would recommend some guidance as to how the AG would instruct companies to 
handle notice of collection of personal information when a customer calls a company and 
that company will collect at least some personal information during the initial phone call. 

B. Information Collected By A Third Party 

The proposed Regulations state that "a business that does not collect information directly 
from the consumers does not need to provide a notice at collection to the consumer .... 
. " Many financing providers obtain a customer's information directly from a third party 
and have minimal contact with the customer. For instance, a third party may refer the 
customer to the financing company and provide the financing company with the 
customer's information (e.g. application, copy of driver's license, etc.). In this instance, 
the financing company has not directly requested the information from the customer but 
is in receipt of the information based on the customer requesting financing. Moreover, 
the financing company may require additional information from the applicant to fully 
underwrite the small business. In this instance, the financing company will inform the 
third party that it needs additional personal information but the third party is the company 
that is actually requesting the personal information from the company. Based on the 
wording of the proposed Regulations, the financing company would never have directly 
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(first party communication with the customer) collected the personal information and 
would not need to provide the CCPA notices. It is unclear if this was the intention of the 
proposed Regulations. We would request clarity on how the AG would consider the 
"directly" requests information from the customer as the person who will use the 
information or just the person who is asking for it. 

IV. PERSONAL INFORMATION 

A. Categories of Personal Information 

The CCPA requires companies to list the categories of personal information to be 

collected. The proposed Regulations are vague as to what exactly is a category. Could 

one category simply be any and all information the customer provided or is that too 

vague? As previously stated, SBF A member companies provide commercial financing 

and can obtain an extensive amount of personal information that the customer voluntarily 

provides. Because of the amount of different categories of personal information that may 

be collected (as each customer may not provide all the different categorical information) 

and in order to make the privacy policy more user friendly (not only online but on a 

mobile phone) we would recommend that the Regulations allow for some examples of 

what personal information may be collected and also state that one category can be "any 

personal information that the customer provides." 

B. Personal Information From Customer Communication 

In the event a customer does request that the personal information be deleted, it is unclear 

exactly what information must be deleted. The CCPA makes it clear that the deletion 

request would apply to personal information the company collects and assembles for 

analytical reasons. However, what about random information the customer provides that 

is not part of any intentional data collection effort. For example, there may be multiple 

email communications with a customer. In the event of a deletion request, would a 

company have to delete the actual email (all emails have personal information as they all 

have the customers email address). Also, would a company have to delete all contracts 

with customers even if those contracts are basically saved in an electronic file where the 

data in the contracts is not scrubbed and "collected" for analytical reasons? These 

provision of the CCP A are so broad that they create an impossible standard ( delete all 

information from the customer in any format) and will open the flood gates of litigation. 

We would request clarification as to what exactly would be covered as personal 

information and if that would extend to the entirety of customer communications. 

Additionally, we believe the proposed Regulations should provide an exemption for any 
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company that does not sell consumer information for any reason and only uses the 
information it collects for internal purposes. 

V. DELETION OF DATA 

A Deletion Of Data Generally 

If a company agrees to delete the customer's personal information, it is imperative that 
the company maintain certain data points. The reason being that the person may need to 
be contacted in the future for various reasons, the customer may want to request certain 
records of their transactions with the business in the future, or the customer may wish to 

opt-out of receiving certain marketing material. In all of these situations, the customer 
file (at least some aspects of it) must be maintained or the business will be unable to 
respond to the customer, law enforcement, etc. For example, if a customer has requested 
to be removed from any marketing material (e.g. email or direct mailers), in order for the 
company to comply with the customer's request, the company must maintain the email 
address, name and address to make sure that the customer is suppressed from any future 
marketing campaigns. Also, if the customer stated that someone fraudulently applied or 
stole his/her identity, the company needs to make sure they have the information so that 

not only do they not market to the customer but if the customer's information is used 
again, they know upfront that it is fraud and can stop the application. Additionally, if a 
business is not subject to a state or federal do not call list law but maintains a list as a best 
practice, it would appear the CCPA prohibits the maintenance of any such list as there is 
no applicable exemption from the deletion rules. In this case, the CCPA would seem to 
require the information be deleted but then the customer will not be suppressed from the 
calling list in the future. This is not a logical outcome but one the CCP A wording seems 
to require. We request that the proposed Regulations be revised to include an exemption 
from the deletion requirement for these types of situations. 

B. Deletion Of Data And Fighting Fraud 

While there are exceptions for deletion of data based on Section l 798.145(a)(2)(3)(4), 
investigations, law enforcement, or defending claims, our concern is that a customer may 
request the deletion of the information prior to any legal claim being filed, subpoena from 
law enforcement or other investigation. This may not only prejudice the company as it no 
longer has responsive information to defend itself in a legal claim but also assist law 

enforcement or federal or state governments with its investigation. SBF A member 
companies have a wealth of information to fight fraud and assist in investigations into 
fraud rings or identity theft; however, if the company is required to delete the 
information, it will not be of any assistance to itself or others in fighting future fraud. 
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Although the SBF A understands that the CCP A is attempting to protect the privacy of 
California residents, there are unintended consequences by allowing a resident to request 
deletion of data related to a transaction they requested. It is a concern that the people 
who are committing the fraud will request deletion of data in order to continue the 
fraudulent scheme because there may no longer be an indication that the person 
submitted a fraudulent application or documents. It is imperative that the AG allow for 
retention of certain data in order to reduce fraud. 

C. When Businesses Are Not Required to Comply With Customer Deletion Requests 

The CCPA requires that businesses delete a verified request from a customer. However, 
Section 1798.l0S(d) provides for certain situations where a business does not have to 
comply with the deletion request. The SBF A would like clarity on these exemptions to 
insure that SBF A member companies comply with the law while satisfying their 
legitimate business needs. SBF A member companies enter into contracts with their 
customers for commercial financing. Once the contract has been paid, the customer either 
proceeds to obtain additional financing, decides not to obtain additional financing or may 
at a later date decide to obtain additional financing. Although the customer has paid in 
full and the account is closed, every commercial financing company retains all of the 
customer information along with the contracts. The companies use this data for risk 
modeling, customer reacquisition and faster application process if a customer decides 
down the road to return for additional financing. It is also used to prevent fraud or to 
respond to customer inquiries in the future ( e.g. customer may want a record of its 
transactions two years after they are paid in full for tax purposes). However, if a customer 
can request to delete the personal information, this would create material risk for the 
financing company. SBFA would like clarification that finance companies are not 
required to delete applicant or customer personal information that is uses internally for 
risk modeling, customer service, fraud prevention or other purposes necessary for 
financing companies to conduct business. Below are examples of where additional 
clarification would be much appreciated: 

a. Section l 798.105(d)(7) - This section permits a business to maintain personal 
information if "reasonably aligned with the expectations" of the consumer. It is 
impossible for SBF A members to know what the customers reasonable 
expectations are with respect to data they submitted to apply for financing. Does 
an applicant reasonably believe that their performance data will be used to update 
risk models even years after they are paid in full (this is how risk models are 
created)? Additionally, would this exemption from deletion extend to any 
personal information that is provided to a company even if the customer was not 
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approved for commercial financing ( decline information is just as important as 
performance information when creating a risk model)? 

b. Section l 798.105(d)(8) - This Section allows for compliance with "legal 
obligation(s)," but would that just be legal statutory or regulatory obligations or 
does this also apply to contractual obligations that exist between a financing 
company and its senior lending facility (e.g. the contract between the financing 
company and the senior lending facility requires the financing company to 
maintain all customer information for five years.)? 

c. Section l 798.105(d)(9) - Additional clarification and guidance on this Section 
would be helpful as there is no definition as to what is "lawful." It could be 
argued that by keeping the data it is not lawful since the customer requested its 
deletion. It would be assumed that the financing company is retaining the 
personal information and contracts in accordance with its ordinary business 
practice and in response to the customer applying and/or obtaining commercial 
financing. 

D. Deletion Of Data On Backup Servers 

In the event a customer requests a company to delete its personal information, the 
company, after verification and agreeing to delete the information, has to comply with 
Section 999.313(d)(2) of the proposed Regulations in order to be in compliance with the 
CCPA. Section 999.313(d)(3) on the proposed Regulations further goes on to discuss 
how the company must delete the information from an "archived or backup systems .... " 
However, neither the proposed Regulations nor the CCP A define what an archive or 
backup system is. Does this just include electronic copies or would it include any 
hardcopy documents or tapes? Moreover, companies store the information on multiple 
systems and make multiple images to insure that the data is not lost or destroyed in the 
event one system is compromised. It would be nearly impossible to actually delete or de
identify the data across the entirety of those systems. We would request guidance and 
clarity from the AG as to what the definition of an archive or backup system is and how 
companies can a comply with Section 999.313(d)(3) when the information may be 
"backed-up" in hundreds of copies. 

VI. SELLING DATA 

If a commercial financing company is unable to provide financing to a customer, that financing 
company, with the customer's permission, may refer the customer, along with the personal 
information, to another commercial financing company. In the event the other financing 
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company actually provides financing, the referring financing company may receive a 

commission for the referral. Section l 798.140(t)(2)(A), states that the aforementioned is not 

considered selling if the customer "uses or directs the business to intentionally disclose" the 

personal information "provided the third party does not also sell the personal information .... " 

It is unclear how the finance company that denied the application and then forwarded it to 

another finance company pursuant to the applicant's request can verify that the financing 

company who was transferred the information (pursuant to the applicant's request) sells the 

information. This fact pattern becomes even more difficult to address as many times 

applications are forwarded multiple times (and each time pursuant to the applicant's request). 

VII. CONCLUSION 

We appreciate the AG' s effort to draft meaningful proposed Regulations. However, 

based on all the above, we believe the proposed Regulations need additional edits and clarity in 

order to make sure companies are able to comply with the CCPA and are not subject to 

mountains of litigation. 

Thank you for considering our comments. We remain committed to working with you to 

implement regulations that provide value to small businesses. We hope you appreciate our letter 

and recognize that it exhibits our commitment to working with you to make sure the final 

regulations work and provide value. We would be happy to discuss these matters in person or by 

telephone. You may reach me at 

Respectfully, 

Steve Denis 

Executive Director 
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Message 

From: 

Sent: 

To: 

Subject: 

D. Barstow

12/5/2019 8:22:14 AM

Privacy Regulations [PrivacyRegulations@doj.ca.gov]

this is public comment for the process of CCPA

Social Security has been using Equifax to gather all the personal info of the whole country for several 
years: https://www.ssa.gov/hlp/mySSA/df-idverification.html 

lt is outrageous and unthinkable that the US federaJ govt is using a PRIVATE, FOR_PROFIT company to
investigate citizens'!!!! They obviously have lost control of their own responsibilities, which are to guard our 
privacy!!! 

Please make sure the state of California never allows any dept to use the vile credit companies to hold, 
investigate, or be pati of any state department. And maybe you can make it illegal that Social Security uses 
Equifax at all. I have been unable to set up an online account or even make a phone call to SS because you have 
to go through Equifax! Grrrl 

Thank you for including this comment. 

Donna Barstow 
http://www.psvchologytoday.com/bloQ/ink-blots-cartoons 
http://donnabarstow.com/ 
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Message 

From: 

Sent: 

To: 

CC: 

Standish, Karri K. 

12/5/2019 6:55:14 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Stefan II, Jeffrey M. 

Subject: wejo Ltd. comments to the California Office of the Attorney General's Proposed Regulations under the California 

Consumer Privacy Protection Act 

Attachments: wejo Ltd. Comments to California Attorney General Proposed CCPA Regulations.PDF 

Please see the attached comments on behalf of wejo Ltd. in response to the California Office of the Attorney General's 
Proposed Regulations under the California Consumer Privacy Protection Act. Should you have questions or concerns 
regarding this matter, please contact Jeffrey M. Stefan by phone at r by e-mail at 

Thank you. 

Sincerely, 

Karri Standish 

Legal Assistant to Eric M. Nemeth, Tiffany K. Snow, Jeffrey M. Stefan and David F. Wrublewski 

Varnum LLP 
160 W. Fort Street, Fifth Floor 
Detroit. Michigan 48226 

Main: (313) 481-7300 
Fax: (313) 481-7340 
www.varnumlaw.oom 
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Decembe r 6, 2019 

Ema il : PrivacyReg u lations@doj.ca.gov 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Stree t. First Floor 
Los Angel es, CA 90013 

Dear Sir/ Madam . 

Re: Co mment s of Wej o Ltd . on the Ca lifo rnia Att o rney G ener a l's Rulem a kin g Pursuant to 
th e Cal ifo rn ia Consumer Priva cy A ct 

wejo Ltd . (''we;o' ') is pleased to offer its comments below in response to the California Office of 
the Attorney General's ("Attorney General") Proposed Regulations under the California 
Consumer Privacy Protection Act ("CCPA"). 

WEJO'S MISSION 

wejo is creating a leading connected vehicle and mobility service . which optimizes data and 
intelligence from connected vehicles in order to maximize its intrinsic va lue for d rivers and 
manufactu rers alike. we;o is o trusted partne r for global automake rs and its connected data 
products enable safer, smarter and more susta inable transportat ion solutions . we;o seeks to 
use securely collected and analyzed data intelligence to facilitate improvements in safety. and 
mobility. wejo's services enable consumers and the public to benefit from shor ing data through 
enhanced services and personalized exper iences. By way of example . we;o's technology can 
serve cities and communities by solving mobility and urban plann ing problems, expediting 
emergency responsiveness, reducing emissions, and improving traffic flow efficiency. we;o con 
also help drivers locate parking spaces in rea l-time . shorten the ir comm utes. ovo id traffic 
congestion, and occident hotspots. 

WEJO'S COMMITMENT TO DATA PRIVACY AND SECURITY 

we;o is pioneering the connected vehicle data marketp lace, and puts drivers and passengers 
firs t with its secu re and flexible ADEPT platform -- a high -perfo rmance data exchange platform 
designed specifica lly for connected vehicle data. wejo works ethically and col laboratively with 
like-m inded pa rtners to create va lue fro m connected vehicle data. 

As demonstrated by wejds privacy by des ign framework , we;o mainta ins an unwavering 
commitment to consumer data p rivacy and security and takes its responsibi lities to be a trusted 
and ethical data steward very seriously. wejo's solutions ore bui lt with data privacy and security 
at the forefront - never merely a compl iance obligatio n o r an afterthought. As a data privacy 
champion. wejo commends the California legislature and the Attorney Genera l in its efforts to 
safeguard consumer data privacy. 

Connected vehicle services and their extended benefits enabled by we;o have the potential to 
save lives, improve environmental ou tcomes. emergency serv ices, decrease traffic congestion , 

w Jc LI 1 Po I t ll• ...,~It G,:iuJ.l 
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and de liver tremendo us cons umer benefits. we;o is con cerned , however. that without 
reasonab le interpretati ons and excl usions , certain pro visions of the CCPA create the potential 
to negatively impact beneficia l connected ve hicle services without any mean ingful 
corresponding increase in consumer privacy protection . To add ress the unique privacy 
considerations created by connected vehicle data , we;o urges the Attorney Ge neral to clarify 
severa l items in its final regulations , in part icula r the six items highlighted be low 

WEJO'S REQUESTS FOR CLARIFICATION IN THE ATTORNEY GENERAL 'S FINAL CCPA 
REGULATIONS 

First , the Att orney Ge nera l should provide regul a tory security safe harb o rs that offer 
predictability . and e nco urag e best pra ctices . 

The CCPA 's private right of action creates potential liabi lity for a business 's "vio la tion of the duty 
to imp lement and maintain reasonable security procedure s and pract ices app ropr iate to the 
na ture of the informat ion" where that violation resu lts in the disclosure of "non -encryp ted or 
non-redacted personal information ." 1 To secure passage. CCPA proponents assured 
lawmakers that this language was des igned to facilitate statutory "safe harbors " that would 
protect businesses operating in good faith and tak ing reasonable precautions to protect their 
customers ' data from d isclosure. 2 However , the Proposed Regulat ions do not conta in any safe 
harbor provisfons for businesses who implement "reasonable security procedures ". 

The Attorney General should clar ify that the CCPA provides a safe harbor fo r businesses that 
" implement and maintain reasonab le secur ity procedu res and practi ces appropr iate to the 
nature of the information ".3 A safe harbor makes sense under the CC PA given the importanc e 
of security, and the fact that security needs are constant ly changing based upon new 
techno logies and threats. An appropriately tailored safe ha rbor would incent ivize businesses 
to toke pr oactive measures to implement best practi ces for security and provide predictability 
for both consumers and businesses. 

we;o cautions against a prescrip tive approach to security as potential threats can change 
rapid ly. Instead , safe-harbo rs shou ld be outcome -driven without rigid techni cal mandates . The 
rules shou ld clarify that th is standard is met when a business adopts practices that are 
recommended by an appropriate body such as an industry specific regulator or trade 
associot ion ,4 or when businesses can otherwise show tha t they have mode good faith efforts to 

1 Cal. Civ. Code§ l79B.l50(a) . 

2 See "Understanding the Rights. Protections, and O bligations Establis hed by the California Consume r Privacy 
Act of 201B: Where should California go from here?: Info rmat ional Hear ing Before the Comm. On Privacy and 
Consumer Protection." 2019 Leg. Sess. (Col. 2019) (beginn ing at 00:40:11) (statement of Alastair Moctoggart . 
Chairman. Ca lifornians fo r Consumer Privacy . el\pla ining the safe ha rbor prov isions; "So. we g ive three safe 
harbors because we 're trying to incentiv ize good behavi or. And so companies who encrypt your data. that 
redact your data. [ ... ] or that actually just have reasonable security practices and procedures in place don't 
face the right of action."). https :/ /www assembly . co gov/medjo/ossembly -committe.e-privocy -coosurner
protection -20190220/v ideo . 

3 Cot Civ. Code§ 1795.150(0)(1). 

4 See FTC. "Protecting Consumer Privacy in on Era of Rapid Change: Recommendations for Businesses and 
Policymakers" (20J2). availab le at https;//www.ftc .gov/s ites/ defou lt/files/documents/reports/tederol - trade 
commission-report -protecting -consumer -pr ivocy-era-rapid -chonge -

H '1 • 
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adopt compliance programs appropriate for the risks associated w ith the data they maintain. 
such as the ISO 27001 27001 together w ith independent compliance audits . e.g .. TISAX.5 we;o 
believes this approach would be the most effective way to protect consumer data from 
unauthorized access . 

Se cond , the fina l regula tion s shoul d addr ess the uniqu e chall eng es p ose d by consu mer 
da ta reques ts fo r con necte d ve hicle dat a . 

The CCPA prov ides consumers the right to access "the speci f ic pieces of persona l information " 
a business has collected about them. 6 Certain connected veh icle data could be cons idered 
persona l information if tied to a specific person . like the owner or lessee of the ve hicle. 
Connected vehicle providers , and by extensi on wejo . use vehicle dat a to develop solut ions 
a imed at improving safety , traff ic congestion and other impo rtant publi c bene f its including , 
among other th ings. location, mapping . and vehicle usage system information. The vehicle from 
which the data was collected and processed , however . may be jointly owned . dr iven by the 
vehicle owner's family member or friend . used to transp ort third party passengers. or even used 
as a ride hailing vehicle. This dynam ic makes it difficult to determine which ind ividual should 
be accurately linked to the data collected by a part icular vehicle . 

This is espec ially problematic when on entity such as wejo does not have a direct relationship 
with the consumer . and when the da ta col lected is not readily personally ident ifiable da ta (e.g .. 
location data , sensor data , driving behavior data) . In th is case , it would be extreme ly difficult. 
if not impossible . to verify that the ind ividual i s in fact requesting access to their own personal 
information . rather than that belonging to someone else . 

While wejo commends the Attorney General for provi d ing detailed verification procedures in 
its regulati ons. wejo respectfu lly requests that the fina l regulat ions take into account these 
unique circumstances particularly to avoid situat ions whe re compliance with a consumer 
reques t could result in disclosure or de letion of data at the request of an individual ma intaining 
no actual connection to that data . To that end , wejo requests the final regu lations provide that 
businesses receiving data access reques ts for connected vehicles be allowed to produce 
aggregate comp ilations of the personal information collected by the business rather than the 
personal information specifical ly tied to a particular vehicle . 

If on individualized response discl osing all of the types of persona l information tied to a spe cific 
vehicle we re requi red in this con text . it could lead to pe rsonal information be ing disclosed for 
individuals (e.g. another vehicle operator or passenger) apart from the person making the 
request. This wou ld actually increase consumer pr ivacy concerns in contravention of the 
CCPA. 7 Conversely , aggregate compilations of the personal information collected would al low 

recommendations/120326privacy report.pdf ("The Department of Commerce . with the support of key industry 
stakeholders , is undertaki ng a project to facili tate the developme nt of sector -specific codes of conduct.") (last 
accessed 11/23/2019). 

5 See International Organization fo r Standardizat ion , "1SO/IEC 27001 Information Security Management ,'' 
available at htl:ps:// www.iso ,org / isoie~2700l-informotion-security .html (lost accessed 11/22/2019). 

6 Co l. Civ. Code§ 1796.l00(o) . 

1 See Cal. Civ. Code§ 1796145(j) ("The rights afforded to consumers and the obligati ons imposed on the business 
in this tttle shall not adve rsely affect the rights and freedoms of other consumers,") 

w 10 ll 1 r a I t 11, .... ~,, Gr® , . ... ,, 
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consumers to assess what personal information a company processes consistent with the 
CCPA's intent to protect the rights and freedoms of consumers. It would also comport with the 
Attorney General's mandate to establish reasonable procedures and exceptions regarding the 
information businesses provide to consumers. This would provide transparency to consumers 
without introducing additional privacy concerns. 

In addition, the Proposed Regulations' treatment of a business's inability to verify a consumer 
request to delete personal information also create concern in the connected vehicle context. 
The Proposed Regulations require businesses that cannot verify a consumer deletion request to 
treat the request as a request to opt-out of sale. 8 While a business may deny a request to opt
out if it has a "good-faith, reasonable, and documented belief that a request to opt-out is 
fraudulenf9, this standard remains undefined. "Fraudulent" is clearly a higher bar to meet than 
"unverified". Often, especially where there is no direct relationship between the business and 
the consumer whose information is being requested, the business will have no evidence upon 
which to base a conclusion that the request is fraudulent. wejo submits that the Proposed 
Regulations go beyond the corners of the CCPA in this regard, and impose additional 
obligations that essentially negate a business' ability to refuse a deletion request if the 
consumer cannot be verified and prevent the business from making subsequent beneficial use 
of such data through a sale. weio, therefore, respectfully requests that the final regulations 
take into account this issue and clarify that a request to opt-out must be a verifiable request or, 
at the very least, that a business is not obligated to treat an unverified request to delete 
personal information as a request to opt out. 

Third, the CCPA and Proposed Regulations allow consumers to opt-out of the sale of 
particular categories of data or to request the deletion of their data entirely, but do not 
give them the choice to opt-out or delete their data based upon subsequent types of sales 
and uses for that data. 

A consumer has the right under the CCPA to opt-out of the sale of his or her personal 
information. 10 wejo appreciates that the Attorney General clarified in its Proposed Regulations 
that businesses may respond to requests to opt-out of sales with the choice to opt-out of sales 
of certain categories of personal information, as long as a global option to opt-out is more 
prominently displayed. 11 However, it remains unclear whether the CCPA allows consumers to 
opt-out of particular subsequent types of sales and uses of their personal information. If. for 
example, a consumer approves of a connected vehicle provider's sale and use of location data 
to improve roadway safety or reduce traffic congestion. but does not want that location data 
to be sold and used for advertising purposes. the Proposed Regulations would require him or 
her to either opt-out of neither or both uses. 

3 See Proposed Californio Consum,2r Privocy Act Regulations§ 999.313(d)(1). 

° Cal. Civ. Code§ 999.315(h). 

10 Cal. Civ. Code§ 1796.120(0). 

11 Proposed Regulations§ 999.31S(d). 
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weio requests that consumers be given choices related to their opt-out and deletion rights for 
the sale of data based upon how that data w ill later be used in connection with the sale. 12 

weio recognizes that consumers may value this choice particularly as it relates to the highly 
beneficial societal uses enabled by connected vehicle data platforms. Offering this option 
would be minimally burdensome, as the CCPA already requires that a business that collects 
consumer personal information inform consumers of "the categor ies of personal information to 
be collected and the purposes for which the categories of personal information shall be used' .13 

Allowing consumers to opt out of the sale of particular categories of information but not 
particular purposes for collecting that information would be inconsistent with the purposes of 
this section of the CCPA. In sum, weio asks that the Attorney General clarify that businesses may 
offer reasonable opt ions for consumers to choose the type of sales and uses of personal 
informat ion for which they wish to opt-out, rather than requiring them to choose all or nothing. 

Fourth. the Attorney General should clarify what constitutes "de-identified" data in the 
connected vehicle context. 

The CCPA provides that it "shall not restrict a business's ability to ... [c]ollect, use, retain, sell, or 
disclose consumer information that is de-identif ied or in the agg regate consumer information" .14 

The CCPA defines "de-identified" information as "information that cannot reasonably identify, 
relate to, describe, be capable of being associated with. or be linked, d irectly or indirectly, to 
a particular consumer" .15 weio submits that if connected vehicle data is not linked or tied to an 
indiv idual name, address or other traditional identifiers, and safeguards are in place to prevent 
such linkage, then the data should be considered de-identified under the CCPA. This approach 
to de-identification comports with the FTC's 2072 privacy report, Protecting Consumer Privacy 
in an Era of Rapid Change: Recommendations for Businesses and Policymakers (2072), which 
notes that data is "not reasonably linkable" to the extent that a company takes reasonable 
measures to de-identify the data, publicly commits not to re-identify the data, and contractually 
prohibits downstream recipients from trying to re-identify the data" .16 

Connected vehicle data con include vehicle identification numbers (VINs) or variations thereof, 
which may be linked, directly or indirectly, to the owner of the veh icle. But this vehicle-spec ific 
data and other vehicle level data should not be treated as personal information under the 
CCPA if measures ore in place to prevent that data from actually being t ied to on individual. 
A contrary approach could impede the development of highly beneficial transportation benefits. 
Connected vehicle data tied to a VIN can be used to improve safety, congestion. and other 
societal benefits. Analysis of this data can provide numerous societal benefits ranging from 

12 Notobly, this is something that is allowed under th,2 EU General Doto Protection Regulation (GDPR) in its 
"Right to Object" section. See GDPR, Articles 12, 21, Recital 70. 

13 Col. Cv. Code§ 1796.l00(b). 

14 Cal. Civ. Code§ 1795.145(0)(5). 

1-~ Cal.. Civ. Code § 1796.140(h) 

16 See FTC. "Protecting Consumer Privacy in an Ero of Rapid Chcmge: Recommendotions for Businesses and 
Pol.icymokers" at 21 (2012), avoil.oble at https://wvvv11.ftc.gov/sites/ default/files/documents/reports/federal.
trode-comrnission-report-protecting-consurner-privocy-ero-ropid-chonge
recornmendations/l20326privacyreport.pdf (last occessed 11/23/2019). 
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improved safety to positive env ironmental outcomes. As noted by the FTC in its 2015 Report 
regarding the Internet of Th ings , maintaining de - iden t ified data may promote "beneficial 
societa l uses of the information." 17 Accordingly, weio as ks that the Attorney General make clear 
in its fina l regu lations that information is de - identified if it is maintained and used in a manner 
that does not reasonably suppo rt identification with appropr iate physical, technical, and 
administrative safeguards. 

Fifth, the Attorney General should harmonize the GDPR and CCPA. 

While there are numerous commonali t ies between the GDPR and CCPA, there are also several 
compliance distinctions which should be harmonized to ovoid needless and duplicative 
compliance costs for impacted businesses. Examples of comp liance distinctions between the 
CCPA and the GDPR incl ude, among other things, the format upon whic h businesses must 
t ransmit data , the scope of opt-out rights, and what constitutes a "sale" of personal 
informat ion. 15 One key additional dis t inction exists between the CCPA and GDPR's "public 
interest" exceptions. Whi le the GDPR does not requ ire consumer consent fo r processing where 
it "is necessary for the performance of a task carried out in the public interest or in the exerc ise 
of official authority vested in the controller, "19 the CCPA provides a much more limited exception 
per taining to "peer-reviewed scientific, historical, or statistical research." 2° Carv ing out a 
broader CCPA excep t ion to use personal informat ion fo r p ublic interest p urposes could allow 
businesses to engage in an array of socially beneficial activities rang ing from emergency 
evacuation planning and improvements to highway safe ty. 

Moreover, many businesses covered under the CCPA will already be compliant with the GDPR. 
The differences between the standards under the CCPA and GDPR could lead to 
unpredictab ility in enforcement and could impose sign ificant compliance costs on businesses. 
As such, wejo asks that the Attorney General harmonize, to the extent possible, the requirements 
of the CCPA and the GDPR in order to promote consistency and predictability and to reduce 
compliance burdens on businesses. 

Sixth, the Attorney General should clarify the enforcement timeline of the CCPA 's 
compliance obligations. 

weio asks that the Attorney General consider delaying the enforcement date (July 1, 2020) to 
allow businesses time to comprehend its final regulations or, at a minimum. clarify that any 

17 See FTC, "The Internet of Things: Privacy and Security in o Connected World" at 27 (2015), available at 
https: //wv•./Vv. ftc. gov/ systern/fi I.es/ docu rnents/ repo rts/federo l-trode-co mm i ssion-stoff- report-novem ber -2013-
workshop-entitled-i nternet-th i ng s-p rivacy /l50'i27 i otrpt. pdf (lost accessed I l/22/2019). 

15 See generally GDPR Articles 12, 20 Recital 66. Cal. Civ. Code§ 1795.l00(d), Ca l. Civ. Code§ 1796.135. GDPR 
Articles 12, 21 Recital 70. 

19 See GDPR Article 6. See also Proposal for a Regulation of the European Parliament and of the Council 
concerning the respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002158/EC, Regula t ion on Privacy and Elect ronic Commun ications. §l7(aa) ("Metadata 
such as location data can provide valuable information, such as insights in human movement pat terns and traffic 
patterns. Such information may, for example, be used for urban planning pu rposes. Furthe r processing for such 
purposes other than for which the metadata where initially collected may take place without the consent of the 
end-users concerned, provided that such processing is compatible with the purpose for which the metadata are 
initially co llected, certain additional conditions are met and safeguards are in place .... ") 

20 See Cal. Civ. Code§ 1796.105(d)(6). 
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enforcement action is premised upon conduct that occurs on or after the enforcement date -
not based on conduct that occurs between the CCPA's effec t ive date (January l, 2020), and the 
enforcement date. The CCPA currently provides that "the Attorney General shall not br ing an 
enforcement action under this title until six mon ths after the publication of the fina l regu lations 
issued pursuant to this section or July l , 2020, whichever is sooner". 21 Under the plain language 
of the CCPA, it is ambiguous whether the Attorney General is proh ibited from bring ing an 
enforcement action fo r conduct that occurs prior to July 1, 2020. 

Thank you in advance for your consideration of these comments. Should you have any questions, 
please do not hesitate to contact me or Rob Epstein, Head of Public Policy and Regulatory 
Affairs. 

Richard Barlow 
Founder ft CEO 

21 Col. Civ. Code§ 1796 H:',5(c) 
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Message 

From: 

Sent: 

To: 

Subject: 

CDJ 

D. Barstow

12/5/2019 8:09:13 AM

Privacy Regulations [PrivacyRegulations@doj.ca.govJ

written comment for the rulemaking process of CCPA

Thank you for getting back to me last month. I have clarified this, and this is for publication. 

Make sure to blow Google itself out of the water when you regulate privacy. 

I own several websites and I'm also a contributor in the media - a journalist and cartoonist for major sites. 
Obviously, I want and need some publicity. 

Even so, I didn't realize until last month that Google had put together what they call a 11knowledge panel" on 
me, stealing my personal photo from Facebook (which is under a different name), as well as info from my 
column in Psychology Today .It appears that they do this to many authors. They don't tell you they've done 
this or ask permission: they just do il 

Here is mine: 

and here is the panel separately if you can't see it. 

Google claims they share info on people to have a free and open internet. The fact that I have authored books 
is free. However, using my PERSONAL photo and controlling how they describe me, is not. 

In addition, they are also using these knowledge panels commercially: they link to Amazon and make money 
as an affiliate, and also use the books as a way for people to write a Google "opinion" or book review! All with 
no payment or permission asked of me, the author!! 

As soon as I discovered this, I wanted to improve this panel, correct it, change the photo, etc. But get this: 
Google won't allow you to "verify" your OWN INFO that they stole on you!!! 
https://support.google.com/knowledgepanel/answer/7534902?hl=en You have to PROVE to them who you are 
- as if they are the secret service or the KGB. You have to submit private sign-in pages of your own websites
or work sites or social media, and also take a selfie of yourself posed holding your government ID!!!!!!!

Obviously no one should never ever do this for Google. Stop the madness of Google!!! 

Google's own Privacy Policy says: they have my IP, all my various Gmails, all my Google Drives, the 
Chromebook I'm using right now, all of my devices, including my iphone, all of my websites. Isn't that enough 
for them? To identify me? 

Their policy also says: 
1.We'II ask for your consent before using your information for a purpose that isn't covered in this Privacy Policy.

2.Many of our services let you share information with other people, and you have control over how you share.
For example, you can share videos on YouTube publicly or you can decide to keep your videos private.
Remember, when you share information publicly, your content may become accessible through search
engines, including Google Search.

3.We'II share personal information outside of Google when we have your consent. For example, if you �
Google Home to make a reservation through a booking service, we'll get your permission before sharing your
name or phone number with the restaurant. We'll ask for your explicit consent to share any sensitive personal
information.
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1. Google did NOT ask for my conse nt for knowledge paneL 
2. Google did NOT give me control over how I share. 
3. Google does NOT have my consent. And they used my PERSONAL PHOTO, taken in my BATHROOM 1 

which is sensitive and personal!!! !! 

Please ensure that for all California residents , at least , Google is not allowed to require personal selfies or 
anything else outrageous to allow the owner or author to edit a page or panel or any bio or photo Google has 
published on us. I have 2 way contracts with real Publishers. Google is a thief in this case. 

Donna Barsto w 
http ://www.psychologytoday .com/blog/ink-blots -cartoons 
http ://donnabarstow .com/ 
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Message 

From: Max Kornblith 

Sent: 12/4/2019 9:06:19 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Written comment re: CCPA regulations 

Attachments: Radvocate CCPA Public Comment 20191204 - Submitted.pdf 

Hello, 

Following up on the hearing in San Francisco this morning, I have attached our separate, written comment for 
your consideration. 

Please feel free to contact me using the information below with any questions or follow-ups. 

Thank you for your time and attention on this matter, 
Max 

Max Kornblith 

Head of Growth at Radvocate 
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December 4, 2019 

The Honorable Xavier Becerra 

California Department of Justice 

Attn: DOJ Regulations Coordinator 

1300 I Street , Suite 820 

Sacramento, CA 95814 

Re: Public Comment on California Consumer Privacy Act Regulations 

Dear Attorney General Becerra, 

Max Kornblith & Teel Lidow 

Radvocate Inc . 

2323 Broadway 

Oakland , CA 94612 

The two of us founded and currently run the online service Radvocate , which promotes access to 

justice by aiding individua l consumers in pursuing claims under the arbitration clauses of their service 

agreements with large corporations. Our company is a small, venture-funded startup based in Oakland , 

California. 

One of us (Mr. Lidow) is a graduate of Harvard Law School, admitted to practice in New York , and a 

former Associate with the firm Cravath , Swaine & Moore LLP. The other of us (Mr. Kornblith) has 

conducted professional engagements using individua l-level data from some of the nation's largest 

consumer companies across banking , telecom , and retail , for an analyt ics provider since acquired by 

Mastercard . Between us we have substantial experience with both consumer law and consumer data . 

In our work for Radvocate , we witness everyday the trevails of consumers who seek justice under 

relat ively strong legal protections (for instance under state-level Unfair and Deceptive Acts and 
Practices statutes) , who nonetheless face substantial hurdles in achieving these rights under processes 

designed by and for large corporate interests .1 

Our experience shows how strong statutory protect ions often still don 't end up helping consumers 

unless they are stringently upheld . It is th is experience that compe ls us to comment on your 

department 's pending regulations under the California Consumer Privacy Act of 2018 (CC PA). 

In part icular , we fear that the department's proposed regulations regarding data sales provide 

cons umers with insufficient reassurance that the CCPA will be enforced according to the initial Act's 

broad definition of what constitutes a "sale of data ." Nowhere do the proposed regulations reference or 

acknowledge the Act's clear definition that a data "sale" for the purposes of opt-out rights constitutes 

any sharing of data ''for monetary or other valuable considerat ion ."2 

1 November 12, 2019. "Latest data: Consumer claims sent to private courts take 9 months to resolve ; 
most settled in secret." Radvocate . 
2 Civ . Code, § 1798.140(t)(1) (Emphasis added) 

Radvocate • Oakland , CA • https'//WNW myradyocate com 
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Page 2 of 3 

There has been substantial public debate over which act ions by compan ies can accurately be called 

"sell ing" data , particularly when data is exchanged for a non-monetary cons ideration . We believe the 
CCPA settles that debate under California law : By law, companies are "selling data " when they 
exchange data not for money but rather for valuable consideration such as for business alliances or for 
other data (what might be called "shadow sales "). 

However , in our read ing your department's proposed regulations do nothing to either contemplate or 
codify the law's enforcement aga inst companies who engage in these shadow sales . We wor ry that 

through this omission the regul ations could be seen as leaving room open to debate whether the law 
can and will be enforced against data shadow sellers . 

We believe it is in the best interest of California consumers 1) that the right for consumers to opt out of 

data sales be implemented according to the statutory definit ion of a data sale , with the State enforc ing it 
against all shadow sellers and 2) that company privacy policies , when they are required by the CCPA , 
not false ly lead consumers to believe thei r data is not being sold or exchanged if the exchange is a 
shadow sale . 

We fear that any legal ambiguity over shadow sales might create the appearance of a loopho le that can 
then be explo ited by compan ies, like Facebook or others , who have already shown a propens ity to play 

linguistic games with the definition of "data sales ." For instance , Facebook 's current Privacy Policy 
asserts the company does not sell data ,3 which we bel ieve is incorrect under the CCPA defin ition , 

accord ing to widespread reporting .4 

While we strongly hope that your office intends to enforce the CCPA under its codified definition of data 

sales , and we have no reason to believe your office has any intent othe r than doing so, we noneth eless 
feel compelled to speak up on behalf of consumers for whom any creation of ambiguity in this arena 
can have a harmful privacy impact. 

As you know , unlike some consumer laws , the CCPA 's data sales provisions do not provide any private 
right of action by which consumers who believe their rights have been violated could take independent 

3 Facebook Data Policy . Revised April 19, 2018 . Excerpt "We don't sell any of your information 
to anyone , and we never will. " 
4 See for instance : 

• "A s Facebook Raised a Privacy Wall. It Carved an Opening for Tech Giant s" published 
December 18, 2018 in the New York Times by Gabriel J.X. Dance , Michael LaForgia and 

Nicholas Confessore. Subtitle: Internal documents show that the social network gave 
Microsoft , Amazon , Spotify and others far greater access to people 1s data than it has 

disclosed . 
• "Facebook Didn 't Sell Your Data: It Gave It Away " publish ed December 19, 2018 in The 

Atlant ic by Alexis C. Madrigal. Subt itle : in exchange for even more data about you from 

Netflix, Spotify, Microsoft , and others 
• "Mark Zuckerberg leveraged Facebook user data to fight rivals and help friends . leake d 

documents show '' published April 16, 20 19 for NBC News by Olivia Solon and Cyrus Farivar. 
Subtitle: Facebook 's leaders seriously discussed sell ing access to user data - and privacy 
was an afterthought. 

Radvocate • Oakland, CA • https·/JWNW myradvocate com 
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action through the courts. This makes it critically important that your office interpret and enforce the law 
in line with its intended, consumer-friendly definitions . 

We do not profess to be experts on the California regulatory process. As such, we cannot advise on 
whether reopening the rulemaking process to clarify this ambiguity is in fact the best approach for 
protecting the rights of consumers. 

It is, however, our hope and expectation that any public and private guidance provided by your office on 
compliance with these new regulations will require companies to abide by the CCPA's definition of data 
"sales" when disclosing their activities to consumers and in providing the opportunity to opt out of such 

sales . 

We appreciate your consideration of our letter and your ongoing efforts in the implementation of this 
law. Your office's work in implementing the CCPA is critical to the rights of consumers in California, and 
can serve as a promising a model for the whole country. 

With highest regards, 

ead of Growth of Radvocate 

T nder & CEO of Radvocate 

Radvocate • Oakland, CA • httQ~JIWVv:W ml/WQVQCilk,QQrD 
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Message 

From: Tavana, Ayla 

Sent: 12/7/2019 12:33:11 AM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Forsheit, Tanya 

Subject: 2019.12.06 CRA California AG Proposed Regs Comments 

Attachments: CRA California AG Proposed Regs 12.6.2019-c.pdf 

Hello, 

On behalf of Tanya Forsheit, Frankfurt Kurnit Klein & Selz, attached please find Comments on the proposed CCPA 

Regulations submitted by the California Retailers Association. 

Thank you, 

Ayla 

Ayla Tavana I Assistant 
Frankfurt Kurnit Klein & Selz PC 
2029 Century Park East Suite 1060N I Los Angeles, CA 90067 

Franl<furt Kurnit Klein & Selz Disclaimer 

This e-mail message. including any attachments hereto. is intended solely for the use of the individual or entity to which it 
is addressed and may contain information that is privileged, confidential and exempt from disclosure under applicable law. 
Any use, disclosure, copying or distribution of this e-mail message or the aftached files by anyone other than the intended 
recipient is strictly prohibited and may be subject to legal restrict/On or sanction. If yot1 have received t/Jis e-mail message 
in error. please notify the sender by reply e-ma/1 or collect call to (212) 980-0120 and delete this e-mail message and 
attached files from your system. Thank you. 
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December 6, 2019 

The Honorable Xavier Becerra 
Attorney General, State of California 
California Department of Justice 
ATTN : Privacy Regulati ans Coordinator 
300 S. Spring Street, First Floor 
Los Angeles , CA 90013 

Dear Attorney General Becerra: 

The retail industry is a driving force for California's economy . One in four jobs in California are 
in the retail industry . In California alone, over 3.2 million peopJe are employed by retailers, eight 
times the number of employees in the entertainment industry. 1 The retail industry accounts for 
$330 billion in California's gross domestic product each year.2 

California retailers have no higher priority than earning and maintaining the trnst and confidence 
of their customers. Retailers embrace careful stewardship of customer data not only because 
maintain ing customer trust is a core business imperative, but also because it is the right thing to 
do. That is why Californ ia retailers have worked closely with policymakers to help build a 
workable and transparent regu.Jatory structure for consumer data that will meet the expectations 
of California consumers and align with the ability of retailers and other businesses to offer 
Californians the goods and services they desire - both on-line and at one of California ' s 400,000 
retail establishments . 

The California Retailers Association (the "Association ") represents all segments of the retai l 
industry , including general merchandise , department stores, mass merchandisers , online markets , 
restaurants , convenience stores, supermarkets and grocery stores, chain drugstores, and specia lty 
retail such as auto , vision, jewe lry, hardware and home stores . The Association respectfull y 
submits the following comments to the Attorney General with the specific intent to improve the 
proposed Regulations so that consumers have more transparency and control over their personal 
information , while continuing to benefit from the retai l experience they enjoy today. 

1 National Retail Foundation , Retail's Impact h1 Calffornia, availab le at 
https ://ebefO0ab 1 b55abc 1234e-
8b095d4996da583b75b9d8 leb81992 59_ssl.cf5.rackcdn .com/C.ALIFORNIA%20°'o 7C%20Nation 
al%20Retai 1%20F ederation . pcif. 
2 Id 
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I. The Regulations Should Not Be Effective Until at Least January 1, 2021. 

The CCP A is the country's first comprehensive privacy and data security law. Many businesses, 
consumer groups, and individual consumers alike are working diligently to understand and 
comply with this new law. 

The Regulations were published less than three months before the effective date of the CCP A 
and retailers need time to comply. The Regulations create several new obligations as discussed 
below and likely will not be finalized until at least six months after the effective date of the 
CCPA. 

There are so many new obligations that require both internal and external resources not 
previously contemplated ( e.g., designing and building the necessary infrastructure). And many 
retailers are engaged in a significant good-faith effort to comply with the CCP A All 
stakeholders would benefit from additional time to understand and prepare for the application of 
the Regulations. For these reasons, the Association asks the Attorney General to set forth a 
compliance grace period for the Regulations, up to and including January 1, 2021. 

U. The Regulations Should Not Treat Loyalty Programs, Which Provide Consumers 
With Long-Term Benefits Not Directly Tied to the Value of the Personal 
Information Collected, like Financial Incentives. 

Loyalty, rewards, premium features, discounts, and club cards (hereinafter and collectively, 
"retailer loyalty programs") offer consumers the opportunity to provide personal information 
(e.g., name, email address, postal address, phone number) so they can receive future offers of 
benefits from a retailer. Consumers have no obligation to accept these future offers and the 
consumer controls and measures receipt of her (potential or actual) benefit over time. Some 
examples include: 

• Offering loyalty members exclusive sale days and sale prices throughout the year; and 
• Providing loyalty members who spend a certain dollar amount on purchases in a calendar 

year additional benefits like free shipping, in-store tailoring, and points that can be 
redeemed on later purchases. 

The incentive for a business to offer a consumer a benefit through a loyalty program is not a 
function of the value of that consumer's data to the business, but rather relates primarily to the 
value of retaining that consumer's business over an extended period of time. 

On the other hand, financial incentive programs are economic exchanges where a business 
foregoes immediate revenue from the sale of a good or service in exchange for, among other 
things, the right to monetize the consumer's personal information currently or in the future. In 
contrast to a retailer loyalty program, where consumers choose to receive future offers for 
benefits, a financial incentive program generally contemplates a single consumer purchase of a 
good or service, perhaps at a discount, but without the potential for a future benefit. Some 
examples of financial incentive programs are: 

2 
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• A mobile carrier that offers a discount on a smartphone in exchange for its collection of 
the consumer's current personal information through that smartphone, which may include 
the collection of the consumers' location, internet browsing history, and purchase history; 

• Offering 0% APR financing on deals that expire in six months; 
• Offering a free subscription service that automatically charges monthly fees once the 

free subscription period expires. 

The Association respectfully requests that the Regulations recognize the fundamental differences 
between retailer loyalty programs and financial incentive programs by defining retailer loyalty 
programs as follows: 

A loyalty, rewards, premium features, discounts or club program includes 
an offering to one or more consumers of lower prices or rates for goods or 
services or a higher level or quality of goods or services, including 
through the use of discounts or other benefits, or a program through which 
consumers earn points, rewards, credits, incentives, gift cards or 
certificates, coupons, or access to sales or other discounts on a priority or 
exclusive basis. 

A. The Regulations Should State Explicitly that the Price and Service 
Differences Available to Consumers Who Choose to Participate in 
Retailer Loyalty Programs and the Value of the Personal Information 
Consumers Provide are Necessary and Therefore Reasonably Related. 

The Regulations provide: 

A financial incentive or a price or service difference is discriminatory, and 
therefore prohibited by Civil Code section 1798.125, if the business treats a 
consumer differently because the consumer exercised a right conferred by 
the CCP A or these regulations.3 

Notwithstanding [the above], a business may offer a price or service 
difference if it is reasonably related to the value of the consumer's data as 
that term is defined in section 999.337. 4 

Example 2: A retail store offers discounted prices to consumers who sign 
up to be on their mailing list. If the consumer on the mailing list can 
continue to receive discounted prices even after they have made a request 
to know, request to delete, and/or request to opt-out, the differing price level 
is not discriminatory. 5 

3 11 CCR §999.336(a). See also. CIV. CODE 1798.125. 
4 11 CCR §999.336(b). 
5 11 CCR §999.336(c)(2). 
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As described above, the Regulations exacerbate the confusion created in the CCP A by 
incorrectly treating retailer loyalty programs like financial incentive programs, when in fact they 
serve very different functions and provide different benefits to consumers. Unlike financial 
incentive programs, retailer loyalty programs are not directly tied to the exchange of personal 
information for a known and current financial benefit. 

For example, the Example 2 above in the Regulations should be considered a retailer loyalty 
program and not a financial incentive program. A consumer opting-in to a mailing list in 
exchange for future offers of benefits has chosen to participate in a retailer loyalty program. 
Likewise, a retailer that offers those same loyal consumers 10% coupons throughout the year 
does so to keep the consumer loyal. The amount of the coupon is not tied necessarily to the 
monetization of the personal information collected but rather to help establish and strengthen 
long-term relationships between consumers and retailers. 

For this reason, we respectfully request that the Regulations make it clear that, where a 
consumer voluntarily participates in a retailer loyalty program, any price or service 
differences offered to those consumers, and the value of the personal information tied to 
such loyalty programs, are necessarily reasonably related. The Regulations should state as 
follows: 

A price, rate, level, or quality of goods or services offered to a consumer, including an 
offer of goods or services for no fee, is reasonably related to the value of the consumer's 
data so long as the offer is made in connection with a consumer's voluntary participation 
in a loyalty, rewards, premium features, discounts, or club card program where the 
business has clearly described the material terms of the program, the consumer gives the 
business prior opt-in consent, and the consumer may revoke consent at any time. 

B. The Proposed Methods to Calculate the Value of Personal Information 
Cannot Reasonably be Applied to Retailer Loyalty Programs in a Way 
That Will be Transparent and Helpful to Consumers. 

The Regulations provide: 

[A] business shall include the following in its notice of financial 
incentive ... An explanation of why the financial incentive or price or 
service difference is permitted under the CCPA, including: 

a. A good-faith estimate of the value of the consumer's data that 
forms the basis for offering the financial incentive or price or 
service difference; and 

b. A description of the method the business used to calculate the 
value of the consumer's data.6 

As they are currently drafted, because they treat retailer loyalty programs the same as financial 
incentive programs, the proposed Regulations would require retailers to estimate, under pain of 

6 11 CCR §999.307(b)(5). 
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penalty, the "value of the consumer's data that forms the basis for offering the ... price or service 
differences." As described above, retailer loyalty program offers of benefits are not calculated or 
provided based on the value of consumer data, but the Regulations nevertheless would require 
these businesses to fit their loyalty program into one of the prescribed valuation methods. 7 These 
valuation methods, if applied to retailer loyalty programs, would implicate serious trade secret 
considerations, trigger difficult reporting obligations under U.S. securities laws, and, most 
importantly, cause substantial uncertainty for consumers and businesses alike. 

1. Trade Secrets 

Several of the methods listed in Section 999.337 are problematic if interpreted to require that 
businesses publicly disclose information that qualifies as a trade secret or proprietary 
information. The Regulations assume that common industries will value consumer data using 
similar if not identical methods. In the retailer loyalty program context, where the value of the 
benefit is based on the consumer's choices and not on the personal information provided, any 
valuation determination would require consideration of many factors including the current 
number ofloyalty program members, the expected increase or decrease in the number of 
members, the amount the average member spends in the loyalty program, and many other 
factors. Businesses should not be forced to disclose publicly this information where competitors 
can see and use such information to their own advantage. 

2. U.S. Securities Exchange Commission Prohibited Disclosures 

Some of the novel methods of valuation proposed by the Regulations also implicate the reporting 
requirements that publicly-traded retailers have under U.S. securities laws. Specifically, the 
Regulations would require that businesses implement methods of calculation that are untested 
and unverified. Applying this valuation method to a business' intangible assets may not be 
compliant with Generally Accepted Accounting Practices ("GAAP"). 

3. Substantial Uncertainty for Consumers and Businesses as Applied to 
Retailer Loyalty Programs 

The Reasons to the Regulations acknowledge that there is no generally accepted method 
available to the regulated community to calculate the value of a consumer's data to a business, or 
to a consumer. 8 Despite this, the Regulations propose a menu of unproven methods businesses 
would be required to choose to calculate the value of the benefit they are offering. We 
respectfully submit that the methods generally do not align with current accounting and financial 
systems retailers and other businesses use in their current operations. 

7 11 CCR §999.337(b). 
8 Initial Statement of Reasons (ISOR), V 11 CCR §999.337. Calculating the Value of Consumer 
Data. 
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C. ff Price and Service Differences for Retailer Loyalty Program Participants are not 
Deemed to be Reasonably Related to the Value of Cons umer Personal Information 
in the Program, the Regulations Should Authorize Retailers to Rely on the Loyalty 
Program Benefit Reports They Already Provide to Their Customers. 

In the event that the Attorney General is not willing to find that the price and service differences 
in loyalty programs are reasonab ly related to the value of the personal inforrnatjon, the 
Association recommends that the Regulations provide for valuation methods that make sense for 
consumers already implemented by retailers. Specifically , the Association recommends that the 
Regulations support valuation based on information retailers already disclose to consumers who 
participate in their loyalty programs (e.g., regular receipts or statements that identify the value in 
savings , discounts, or other benefits received or still available). This valuation should be deemed 
reasonably related to the value of the consumer ' s data . For example, a consume r who joins a 
grocery store loyalty program receives points on purchases that can be used at the gas pump. 
When a consumer gets a receipt from the grocery store, or at the pump, the number of points 
gained and used are printed on the receipt. The Attorney General could easily conclude that this 
method, that consumers and retailers have been relying on for years, will satisfy the obligation 
that the benefit received by the consumers be reasonably related to the value of the consumer's 
data. Consumers see the value every time they receive a benefit. 

JI[. The Regulations Must Add1·ess Unique Brick-and-Mortar Challenges With Respect 
to the Notice at Collection Requirements. 

Although the attention of the CCP A's drafters and legislators was skewed toward new 
technology, 9 the breadth of the law sweeps up many businesses that remain unquestionably low
tech . Retailers witrun scope of the CCPA include cash-only restaurants that need consumer 
addresses. for delivery purposes , boutiques that record credit card information by hand, and hair 
salons that collect phone numbers in order to remind clients of the next appointment. The 
variations among retail businesses are vast, but a common thread is an element of human 
interaction. In fact, e-commerce makes up only about 10% of total retail sales. 10 

Counterintu itively, the Regulations focus on the digital world while imposing the same- or even 
more onerous- obliga6ons on businesses operating substantially offline. This is despite the fact 
that these offline interactions with consumers are often more transparent in the collection and use 
of consumer information, and more directly benefit the consumer taking part in the interaction . 
Collectlon of information often takes place closer in time to the benefit provided to the consumer 
in offline interactions , making the use and purpose obvious. For example, a sales associate 

9 See Legislative Findings: "As the role of technology and data in the every daily .lives of 
consumers increases, there is an increase in the amount of personal information shared by 
consumers with businesses . .. . ln March 2018, it came to light that tens of millions of people 
had their personal data misused by a data mining firm called Cambridge Analytica. A series of 
congressional hearings highlighted that our personal infonna6on may be vu lnerable to misuse 
when shared on the Internet. As a result , our desire for privacy controls and transparency in data 
practices is heightened ." 

'
0 See https://www.census.gov/retaiVmrts/www/data/pdf/ec current.pdf. 
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asking for identification so a consumer can return an item without a receipt is understood to be 
collecting that information for the protection of the consumer as well as the business: to confirm 
the consumer's identity and credit the correct account. This transaction occurs many times every 
day in more than 400,000 retail stores across the state. By applying the same requirements 
designed to provide more information on the opaque data transfers that occur online, the 
Regulations burden both the business and consumer by creating unnecessary disclosure 
obligations. Moreover, the Regulations failed to take into account the amount of time and effort 
it takes to design, manufacture, and install signage in 400,000 stores across the state of 
California. The result is a disproportionate impact on retailers, without providing the protections 
against third party data use that the law was intended to provide. The Association offers the 
following recommendations to help align the Regulations with the thousands of offline 
transactions California retailers have with their customers every day. 

A. The Regulations Should Provide Guidance on When and Where Offline 
Consumers Should Expect to See the "Notice at Collection" and What the 
Offline "Notice at Collection" Must Contain. 

The Regulations provide: 

The notice [at collection] shall ... Be visible or accessible where consumers 
will see it before any personal information is collected ... When a business 
collects consumers' personal information offline, it may, for example ... post 
prominent signage directing consumers to the web address where the notice 
can be found. 11 

The Regulations should specify that businesses may provide the Notice at Collection at the point 
of sale, before a transaction is completed, so consumers and businesses will understand what is 
required. This will promote uniformity and make it easier for consumers to seek and compare 
notices at the various retail stores they visit. The Attorney General should also confirm that 
signage directing consumers to a web address will be considered fully compliant with Notice at 
Collection for offline transactions so long as the addressed website contains the required 
disclosures. Finally, the Attorney General should specify text for the signage that will be deemed 
to comply. The Association recommends the following language: 

California Consumer Privacy Act Notice 
[INSERT BUSINESS NAJ\tIE] collects personal information as defined in 
California Law. Please visit [INSERT WEB ADDRESS] to view our 
privacy policy and learn more about your California consumer privacy 
rights. 

Should the Attorney General choose not to provide specific guidance on the text of the notice, 
the Association recommends that the Attorney General implement a safe harbor or right to cure 
for businesses that demonstrate a good-faith attempt to provide adequate notice at collection. 

11 11 CCR §999.305(a)(2)(e). Reference: CJV CODE 1798.100, 1798. 115 and 1798. 185. 
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B. The Regulations Should Permit Consumers Full Choice with Their 
Personal Information and Provide Limited Flexibility Regarding the 
Disclosures Required in the "Notice at Collection." 

The Regulations provide: 

A business shall not use a consumer's personal information for any purpose 
other than those disclosed in the notice at collection. If the business intends 
to use a consumer's personal information for a purpose that was not 
previously disclosed to the consumer in the notice at collection, the business 
shall directly notify the consumer of this new use and obtain explicit consent 
from the consumer to use it for this new purpose. 12 

A business shall not collect categories of personal information other than 
those disclosed in the notice at collection. If the business intends to collect 
additional categories of personal information, the business shall provide a 
new notice at collection. 13 

Given the extensive requirements of the Notice, most retailers will post signs directing their 
customers to an online version of the Notice, as permitted in §999.305(a)(2)(e) quoted above at 
the beginning of Section I.A The Association is concerned that prohibiting any further collection 
beyond what is in the written Notice could impede the organic nature of in-store customer 
interactions. The Regulation as written could be construed to prohibit any spontaneous collection 
of personal information even if the customer requests or directs it (e.g., as a result of a customer 
concern or to accommodate a special request). 

We recommend the Attorney General revise §999.305(a)(3) and (4) to allow businesses to 
receive personal information without providing a new written Notice where the collection is at 
the direction of the consumer, necessary to advance a consumer interaction or request at the point 
of collection, or in other circumstances where providing a new written Notice would 
substantially impede, delay, or disrupt everyday business transactions. 

C. The Attorney General Should Provide Consumers with a Uniform System 
to Exercise their Opt-Out Right. 

The Regulations provide: 

A business that substantially interacts with consumers offline shall also 
provide notice to the consumer by an offline method that facilitates 
consumer awareness of their right to opt-out. Such methods include, but are 
not limited to, printing the notice on paper forms that collect personal 
information, providing the consumer with a paper version of the notice, and 

12 11 CCR §999.305(a)(3). 
13 11 CCR §999.305(a)(4). 
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posting signage directing consumers to a website where the notice can be 
found. 14 

A business shall consider the methods by which it interacts with consumers 
when determining which methods to provide for submitting requests to 
know and requests to delete. At least one method offered shall reflect the 
manner in which the business primarily interacts with the consumer, even if 
it requires a business to offer three methods for submitting requests to 
know. 15 

The Association appreciates the Attorney General's desire to explore whether some businesses 
should be required to give some consumers additional ways to exercise their right to opt-out. The 
Association is concerned, however, that Sections 999.306 and 999.312 could create a compliance 
obstacle for these offline businesses without a corresponding privacy benefit for California 
consumers. Consumers already will have the opportunity to exercise their opt-out right through a 
toll-free number or online, but these sections would require creation and processing of another 
paper form to be offered to the consumer, completed, processed, and retained as required. 
The Attorney General should consider the operational reality that paper request forms received 
in-store likely will need to be transferred to a central, secure location for processing. 

The Association requests the Attorney General conform the requirements for offline businesses 
to the requirements of the law but permit those businesses who substantially interact with 
consumers offline the ability to use a paper form if they so choose. Routing privacy requests 
online or through phone is consistent with the underlying goals of the CCPA and promotes a 
consistent, efficient, and secure environment for the collection and processing of these requests. 

IV. The Attorney General Should Recognize the Consumer Transparency, Operational 
and Practical Challenges Associated with the New Obligations Surrounding the 
Consumer Right to Opt Out of the Sale of Personal Information. 

A. Businesses that Honor Opt-Out Requests Through a "Do Not Sell l\fy 
Personal Information" Link Should Not be Required to Also Treat the Ad 
Hoc Use of User-Enabled Privacy Controls as "Do Not Sell" Requests. 

The Regulations provide: 

If a business collects personal information from consumers online, the 
business shall treat user-enabled privacy controls, such as a browser plugin 
or privacy setting or other mechanism, that communicate or signal the 
consumer's choice to opt-out of the sale of their personal information as a 

14 11 CCR §999.306(b)(2). Reference: CIVCODE 1798.120, 1798.135, and 1798.185. 
15 11 CCR §999.312(c). 
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valid request submitted pursuant to Civil Code section 1798.120 for that 
browser or device, or, if known, for the consumer. 16 

Businesses that sell personal information are already required to include a "Do Not Sell My 
Personal Information" button on the homepage with direct access to methods to opt-out of the 
sale of personal information. To treat user-enabled privacy controls as another opt-out method 
exacerbates the complexity facing consumers and conflates the purpose and intent of this user
enabled privacy choice-to prevent tracking generally. It is problematic to treat tracking and 
selling as interchangeable terms because it weakens consumer control over personal information. 
A consumer should be able to control tracking separately from selling but current browser
enabled privacy settings do not provide any distinction to allow businesses to understand what 
the consumer actually intends the privacy setting to communicate. A consumer might not want 
their browser provider (i.e., Apple, Microsoft, Google) to track their browsing history, and at the 
same time still want businesses with which they interact to sell their personal information. To 
require that user privacy controls be interpreted as Do Not Sell opt out requests takes that choice 
away from the consumer. Indeed, it becomes an all or nothing approach. If consumers want to 
choose what businesses can and cannot sell (based on personal preference), they will have to 
disable their user-enabled privacy settings. This does not provide further transparency and in fact 
gives consumers less control over their privacy and the sale of personal information. 

Under the Regulations as drafted, a business will not know how to reconcile a consumer's use of 
user-enabled privacy controls with a consumer's action or inaction vis-a-vis a "Do Not Sell" 
button. Further, a business has no way to contact a consumer in this scenario to confirm that it 
contacted all third parties to which it sold data in the previous 90 days. 17 And if a consumer uses 
specific user-enabled controls, rather than a global opt-out, a business has no mechanism for 
contacting the consumer to provide the option to globally opt-out. 18 Moreover, if a consumer 
uses specific user-enabled controls, retailers have no mechanism in place to put physical 
locations on notice of each individual consumer's user-enabled privacy control opt-out so they 
can refrain from asking those individuals, for the following 12 months, to authorize the sale of 
their personal information. 19 

The Association recommends that the Attorney General remove the references to user-enabled 
privacy controls from all sections of the Regulations as they are unnecessary and inhibit 
consumer control over their privacy and sale of personal information. 

Alternatively, if the Attorney General does not remove reference to the user-enabled privacy 
controls, the Association asks that the Regulations provide one clear mechanism for honoring 
privacy-enabled settings. 

16 11 CCR §999.315(c). 
17 11 CCR §999.315(±). 
18 11 CCR. §999.315(d). 
19 CIV. CODE §1798.135(5). "For a consumer who has opted-out of the sale of the consumer's 
personal information, respect the consumer's decision to opt-out for at least 12 months before 
requesting that the consumer authorize the sale of the consumer's personal information." 
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B. Businesses that Provide and Honor a "Do Not Sell My Personal Information 
Button" Should Not Be Required to Notify Third Parties to Whom They Sold 
the Data in the Previous 90 Days to Stop Selling that Personal Information. 

The Regulations provide: 

A business shall notify all third parties to whom it has sold the personal 
information of the consumer within 90 days prior to the business's receipt 
of the consumer's request that the consumer has exercised their right to opt
out and instruct them not to further sell the information. The business shall 
notify the consumer when this has been completed. 20 

This newly formed requirement is problematic and would apply retroactively without a clear 
indication that the Legislature intended it. 

"New statutes are presumed to operate only prospectively absent some clear indication that the 
Legislature intended otherwise." Elsner v. Uveges, 34 Cal. 4th 915, 936 (2004). The Attorney 
General should eliminate this requirement. 

C. Requiring Businesses to Treat Unverified Requests to Delete as Valid Opt
Out Requests is Inconsistent with Consumer Rights. 

The Regulations provide: 

For requests to delete, if a business cannot verify the identity of the 
requestor pursuant to the regulations set forth in Article 4, the business may 
deny the request to delete. The business shall inform the requestor that their 
identity cannot be verified and shall instead treat the request as a request to 
opt-out of sale.21 

This new requirement is not found in the CCP A and further inhibits a consumer's ability to 
control the use and dissemination of their personal information rather than to accommodate the 
consumer's original intent-to have the personal information deleted.22 Moreover, it does not 
consider situations where a business was not selling data in the first place, meaning there is 
nothing from which to opt out. 

20 11 CCR §999.313(f). 
21 11 CCR §999.313(d)(l). 
22 Initial Statement of Reasons (ISOR), H. 11 CCR§ 999. 313. Responding to Requests to Know 
and Requests to Delete. Subdivision (d)(J). "The subdivision also benefits consumers by 
requiring the business to view the request in a way that can best accommodate consumer's intent 
to delete the information." 
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The Regulations also do not take into account the likelihood that businesses may be subject to 
automated bot attacks via the "Do Not Sell My Personal Information" button/link on the 
homepage. Small businesses lacking in resources to monitor for these kinds of attacks would be 
most significantly impacted. Such automated bot requests will have to be reviewed for 
verification; if the request cannot be verified, a consumer who never even submitted the request 
in the first place, will be opted-out of the sale. The Attorney General should remove this 
requirement to safeguard consumer choice and power over their personal information. 

D. The Attorney General Should Not Require a Notice of Right to Opt-Out of 
Sale of Personal Information for Businesses Not Currently Selling Personal 
Information. 

The Regulations provide: 

The purpose of the notice of right to opt-out of sale of personal information 
is to inform consumers of their right to direct a business that sells (or may 
in the future sell) their personal information to stop selling their personal 
information, and to refrain from doing so in the future. 23 

This subdivision is problematic because the emphasized portion implicates businesses not 
contemplated by the CCP A In fact, it is inconsistent with the CCPA, which only requires 
businesses currently selling (not those that might sell) personal information to provide the notice 
of the right to opt out of the sale of personal information. 24 

The Association finds that this language is inconsistent with the CCP A, which seeks to promote 
transparency on the part of businesses to the benefit of consumers. If businesses that might 
potentially sell personal information in the unknown and distant future are required to also put up 
the notice of the right to opt-out, it will be unclear to consumers which businesses are actually 
selling and not selling personal information. 

There is also a strong concern that requiring businesses to maintain a "Do Not Sell My Personal 
Information" button, even when not selling personal information, further convolutes the number 
of opt-out links and buttons consumers are going to see across the majority of online sites and in 
brick-and-mortar stores that they visit. The fear is that the true bad actors-entities who only 
want to collect and sell personal information for their own benefit-will get lost in the mix and 
consumers will not be able to make informed decisions regarding when they should and should 
not opt out. 

The Association recommends that the Attorney General remove "or may in the future sell" from 
§999.306(a)(l) of the Regulations. 

23 11 CCR §999.306(a)(l) (emphasis added). 
24 CIV. CODE§ l 798.120(b ). "A business that sells consumers' personal information to third 
parties shall provide notice to consumers, pursuant to subdivision (a) of Section 1798.135, that 
this information may be sold and that consumers have the 'right to opt-out' of the sale of their 
personal information." 
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E. The Attorney General Should Clarify the New Obligation Under the 
Regulations that Requires Businesses that Do Not Post a Notice of Right to 
Opt-Out to Treat Information Collected as a Request to Opt-Out. 

The Regulations provide: 

A consumer whose personal information is collected while a notice of right 
to opt-out notice is not posted shall be deemed to have validly submitted a 
request to opt-out. 25 

This obligation is unnecessary and overreaching because it again makes an assumption that 
consumer data should be treated as opted-out even though the consumer never actively made 
such a request. As with the challenges raised by the new requirement that user-enabled privacy 
setting being treated as opt-out requests, this subdivision is difficult to reconcile with other 
provisions of the CCPA26 and Regulations. 27 A business has no way to contact the consumer to 
confirm that third parties have been instructed not to sell the personal information or to provide 
the consumer will the ability to globally opt-out of this non-existent sale. 

Further, if a retailer makes the decision to start selling personal information and puts up a notice 
of the right to opt-out, retailers will have no way of knowing who visited the site before the 
notice was posted and after the notice was posted. As such, the Association strongly recommends 
the Attorney General remove this subdivision from the Regulations and instead recognize that 
the CCPA and the Regulations already make it sufficiently clear that personal information 
collected without a notice of the right to opt-out cannot be sold. Alternatively, if the Attorney 
General chooses not to remove the subdivision from the Regulations, the Association asks the 
Attorney General to establish a safe harbor such that businesses that do not sell personal 
information but fail to post a notice of right to opt out are not in violation of the CCPA or 
Regulations. 

25 11 CCR §999.306(d)(2). 
26 CIV. CODE §1798.135(a)(l)(B)(5). A business shall, "For a consumer who has opted-out of 
the sale of the consumer's personal information, respect the consumer's decision to opt-out for at 
least 12 months before requesting that a consumer authorize the sale of the consumer's personal 
information." 
27 11 CCR §999.316(a) and (b). "(a) Requests to opt-in to the sale of personal information shall 
use a two-step opt-in process whereby the consumer shall first, clearly request to opt-in and then 
second, separately confirm their choice to opt-in. (b) A business may inform a consumer who has 
opted-out when a transaction requires the sale of their personal information as a condition of 
completing the transaction, along with instructions on how the consumer can opt-in." 
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F. Businesses that Inform Service Providers and Third Parties that a Consumer 
has Opted Out of the Sale of Personal Information Should be Deemed to be 
Compliant Regardless of What the Service Provider or Third Party Does in 
Response to the Notice. 

The CCPA and Regulations require businesses to inform service providers, and certain third 
parties, when a consumer has made a request to opt-out of the sale of personal information. 
Unfortunately, there is not an industry consensus on what exchanges of personal information are, 
and are not, considered a sale for CCPA purposes. Given this uncertainty, it would be easy for 
certain venders to continue with the exchange of a consumer's personal information even 
following a retailer's instruction regarding a consumer opt-out. 

The Association recommends that the Attorney General provide a clear understanding in the 
Regulations that by informing service providers and third parties of the opt-out request, 
businesses have fulfilled their duties under the Regulations and the CCPA, regardless of whether 
the third parties and service providers honor such requests as instructed by the retailer. 

V. The Regulations Create Several New Obligations and Requirements For Businesses 
and the Attorney General Should Provide Additional Clarification. 

A. Businesses Should Have 90 Days From the Date a Request is Verified to 
Comply With the Request. 

The Regulations provide: 

Businesses shall respond to requests to know and requests to delete within 
45 days. The 45-day period will begin on the day that the business receives 
the request, regardless of time required to verify the request. If necessary, 
businesses may take up to an additional 45 days to respond to the 
consumer's request, for a maximum totally of 90 days from the day the 
request is received, provided that the business provides the consumer with 
notice and an explanation of the reason that the business will take more than 
45 days to respond to the request. 28 

The proposed Regulations also set forth very extensive verification requirements for requests to 
know and requests to delete that make it almost impossible to verify without doing a case-by
case analysis. 29 For example, for each request received, retailers will need to consider all the 
different categories of information collected, the type of request received, the sensitivity and 
value of the personal information, the degree of certainty needed, how that degree of certainty is 
established, and the risk of harm by unauthorized access or deletion. Depending on the number 
of requests a retailer receives, especially small retailers not equipped to handle a high volume of 
requests, the 45-day window may be difficult for many retailers to manage a substantive 
response. 

28 11 CCR §999.313(b). 
29 See generally 11 CCR§§ 999.323-999.326. 
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In addition, as the Attorney General points out in the Initial Statement of Reasons, 30 the CCPA 
contains two contradictory timeframes with respect to responding to consumer requests to know 
and delete.31 

The Attorney General's reason for only permitting 45 days and no more than 90 days to respond 
is based on the average consumer notification time for data breaches. 32 This comparison is 
logically fallacious. Unlike consumer notifications in data breaches, individual requests for 
information involve extensive and time consuming verification obligations, and businesses must 
draft individualized responses. Further, data breach notifications are time sensitive because 
consumers are most likely unaware that a third party has accessed their personal information and 
that they need to take immediate action to mitigate the risks associated with this unauthorized 
access. 

The Association recommends the Attorney General revise the Regulations so that the response 
period will begin at the time a request is verified and businesses will then have 90 days to 
substantively respond to the request with an additional 90 days when reasonably necessary, 
provided the business puts forth a good-faith effort to verify the request in a timely fashion. 

B. Businesses Should Not be Required to Respond to Requests Submitted Via 
Non-Designated Mdhods. 

The Regulations provide: 

If a consumer submits a request in a manner that is not one of the 
designated methods of submission ... the business shall ... treat the request 
as if it had been submitted in accordance with the business's designated 
manner, or provide the consumer with specific directions on how to 
submit the request ... ,m 

30 Initial Statement of Reasons (ISOR), IVH. 11 CCR §999. 3 J 3(b ). Responding to Requests to 
Know and Requests to Delete. 
31 CN. CODE 1798.130(a)(2). "Disclose and deliver the required information to a consumer free 
of charge within 45 days of receiving a verifiable consumer request from the consumer. .. [t]he 
time period to provide the required information may be extended once by an additional 45 days 
when reasonably necessary ... " See also. CIV. CODE 1798.1450)(1 ). "A time period for a 
business to respond to any verified consumer request may be extended by up to 90 additional 
days where necessary ... " 
32 California Department of Justice, Attorney General's Office, Cal?fornia Data Breach Report 
(February 2016), p. 25. 
33 11 CCR §999.312(f). 
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This obligation goes beyond the scope of the Attorney General 's regulatory power 
as such an requirement is not contemplated by the statute .34 This new obligation 
would require businesses to timely respond to requests received via methods that 
were not anticipated by the business . For example , requests received through the 
mail or a voicemail left on a corporate phone number not actively monitored by 
an employee trained to handle requests would need to be responded to in a timely 
fashion. This presents an operationa l nightmare as businesses will need to 
conceive of every possible way a request could come to the business that is not 
designated . 

Instead, the Association recommends removal of tbis obligation from the 
Regulations since both the CCPA and Regulations require businesses to provide 
severaJ designated methods and to also provide a designated method that reflects 
how they substantia lly interact with consumer s. 

C. The Attorney General Should Provide Clarity on How Businesses Should 
Operationalize the Obligation to Provide Aggregated Household Data in 
Response to Household Requests for Personal [oformation. 

The Regulations provide: 

Where a consumer does not have a password-protected account with a 
business, a business may respond to a request to delete as it pertains to 
household personal informatio n by providing aggregate household 
information , subject to verification requirements set forth in Article 4.35 

The average household size is 2.6 people.36 It is unclear how any busines s could provide 
household information on an aggregated basis for 2.6 people. It is fundamental ly inconsistent 
witb the language and the spirit of the CCPA. 

As numerous businesses have pointed out to the legislature and to the Attorney General, 
allowing one member of a household to obtain information about other individua ls in the 
household - even in "aggregated " form - puts the privacy and safety of those household members 
at risk. The Attorney General should remove subsection (a) and instead require that all 
consumers of a household jointly request information (as provided in subsection (b )) . 

34 CIV. CODE 1798.140(i) (where the Legislature defined "designated methods for submitting 
requests" and provided the Attorney General with the power to approve "any new consumer
friendly means of contacting a business " rather than the power to require businesses to accept 
requests made through any and all non-designated means) . 
35 11 CCR §999.3 I 8(a). 
36 Pew Research on the Increase in Household Size available at 
https://www.pewresearch .org/fact -tank/2019/10/01/the-munber-of-peop le-in-the-average-u-s
househo l d-i s-going-up-for -the-first-time-in-over-160-years/. 
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VI. The Attorney General Should Remove the Obligation to Publicly Disclose Certain 
Business Records. 

The Regulations provide explicit metrics reporting requirements for businesses "that alone or in 
combination, annually buy[], receive[] for the business's commercial purposes, sell[], or share[] 
for commercial purposes, the personal information of 4,000,000 or more consumers." 37 

The Association appreciates the importance of recordkeeping but has several concerns regarding 
the obligation to disclose such metrics annually in the privacy policy. 38 These concerns include, 
much like financial incentives, that disclosing such metrics in the privacy policy forces 
businesses to publish proprietary information. Competitors will be able to view these metrics and 
make judgments about, for example, the health of the disclosing business, based on the number 
of requests to delete and requests to opt-out that were received and processed. 

The Association encourages the Attorney General to strike §999.3 l 7(g)(2) from the Regulations 
and permit businesses subject to this subdivision to maintain such records privately and make 
them available to the Attorney General on request. 

VU. The Attorney General Should Remove Internet Service Providers and Social 
Networks From the Definition of "Categories of Third Parties." 

The Regulations provide: 

"Categories of third parties" means types of entities that do not collect 
personal information directly from consumers, including but not limited to 
advertising networks, internet service providers, data analytics providers, 
government entities, operating systems and platforms, social networks, and 
consumer data resellers. 39 

The Association submits that the determination of whether an entity is an internet service provider 
or social network should be based on the facts of each case, and is concerned that the broad 
regulatory designation of these types of entities as "categories of third parties" is misguided and 
factually inaccurate. The Association recommends the definition of "categories of third parties" 
not include any list of entity categories that are, per se, deemed to be "categories of third parties." 

37 11 CCR §999.3 l 7(g)(l). 
38 11 CCR §999.317(g)(2). "Disclose the information compiled in subsection (g)(l) within their 
privacy policy posted on their website and accessible from a link included in their privacy 
policy." 
39 11 CCR §999.301(e). 
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Vlll . Businesses Should be Permitted to Use Personal Information Kept for Record
Keeping Purposes for Other Limited Administrative Purposes Permitted Under the 
CCPA. 

The Regulations provide : 

Infonnation maintained for record -keeping purposes shall not be used for 
any other purpose. 40 

This does not take into account that business es may need to use the information collected and 
retained undet the above subdivision for other purposes consistent with the object ives of the 
CCPA such as for conducting analytics , prepari ng repot1s for the business pertinent to CCPA 
administratio n, risk management , and compliance. 

The Assoc iation encourages the Atto rney General to adopt such a carve-out to allow a business 
to use informatio n kept for purposes of compliance with §999,3 17 for other purposes 
contem plated in the CCPA and Regulations . 

IX. Conclusion 

The Associa tion thanks the Attorney General 's Office for its hard work and ded ication to the 
development of the proposed Regulation s, and looks forward to the opportunity to continue 
working with the Attorney General on ptivacy issues. 

Sincerely , 

Rachel Michelin 
President & CEO 
California Retailers Association 

40 11 CCR §999.317(e) . 
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Message 

From: Tavana, Ayla 

Sent: 12/6/2019 7:47:38 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Forsheit, Tanya 

Subject: 2019.12.06 NMA California AG Proposed Regs Comments 

Attachments: NMA California AG Proposed Regs Comments 12.6.19-c.pdf 

Hello, 

On behalf of Tanya Forsheit, Frankfurt Kurnit Klein & Selz, attached please find Comments on the proposed CCPA 
Regulations submitted by the News Media Alliance and California News Publishers Association. 

Thank you, 
Ayla 

Ayla Tavana I Assistant 
Frankfurt Kurnit Klein & Selz PC 
2029 Century Park East Suite 1060N Los Angeles, CA 90067 

Frankfurt Kurnit Klein & Selz Disclaimer

This e-mail message, including any attachments hereto, is intended solely for the use of the individual or entity to which it 
is addressed and may contain information that is privileged, confidential and exempt from disclosure under applicable law. 
Any use, disclosure, copying or distribution of this e-mail message or the attached files by anyone other than the intended 
recipient is strictly prohibited and may be subject to legal restriction or sanction. If you have received this e-mail message 
in error, please notify the sender by reply e-mail or collect call to (212) 980-0120 and delete this e-mail message and 
attached files from your system. Thank you. 
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December 6, 2019 

The H onorab le Xavier Becerra 
Attorney General, State of California 
California Departm ent of Justice 
ATTN : Privacy Regulations Coordinator 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 

Dear Attorney General Becerra, 

The protection of the free press is enshrined in the First Amend ment to the U .S. Const itution. 
More than 120 million adults read a daily or Sunday print newspaper . The free press is on the 
fron t line s helping the American people hold accountable tbo se who hold positions of power 
within our democracy and arou nd the world. Digital advertising is a significant source of revenue 
to media outlets, large and small , and helps keep the press free from gove rnment control and 
affordable. With a we ll-de signed privacy law, the press can continue to do ltsjob as intended in 
the U.S . Constitution, and consumers can continu e to have access to cost-efficient new s sources 
and contro l of the use and exchange of their personal information . 

The News Media Alliance (the '' Alliance ") repre sents over 2,000 media outlets and is composed 
of nationally recognized organizat ions, international organizat ions, and hyperlocal organizations. 
The Attorney General 's propo sed Regulations promulgated pursuant to the Ca lifornia Consumer 
Privacy Act ("CCPA "), while helpful on a number of levels , impose certain additional burdens 
on publishers that will render compliance difficult and provide no added benefit to consumers . 
Indeed , the Regulations may further confuse and convolute consumer control over personal 
information . 

The Alliance believes in giving consumers more transparency and control regarding the use and 
collection of personal data . In an effort to be more fully comp liant with the CCPA and the 
Regulations and to protect consumer personal info,m ation, the Alliance , joined by the Cal ifornia 
Newspaper Publishe rs Association , respectfu lly submits the following comments . 

r. The Attorney General Should Clarify the New "Notice at Collection" 
Requirement. 

Section 999.305 imposes new obligations on businesses to make additional disclosures above 
and beyond the privacy policy when collecting personal information. These new obligations are 
unclear with respect to what needs to be disclosed, and how, where, and when the notice shou ld 
be appear. 
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W54-4

A. The Attorney General Should Not Require the Posting of a "Notice at 
Collection" Until January 1, 2021. 

The "notice at collection" is a new obligation set forth in the Regulations that is not required by 
the statute. While the CCPA goes into effect January 1, 2020, the anticipated effective date for 
the Regulations is sometime before July 1, 2020. The notice at collection obligations were 
revealed less than three months before the law's effective date, and they are ambiguous and need 
clarification. 

Because the notice at collection is a new obligation and consumers are likely to see inconsistent 
implementations that only create confusion, rather than transparency, the Attorney General 
should clarify that the notice at collection obligation is not effective until January 1, 2021. 

B. The Attorney General Should Clarify the Required Placement of the 
"Notice at Collection." 

The Regulations provide: 

The notice [at collection] shall "use a format that draws the consumer's 
attention to the notice and makes the notice readable, including on smaller 
screens, if applicable. 1 

Because this is a new obligation and because other requirements such as the "Do Not Sell My 
Personal Information" button more clearly indicate where and how they should be presented to 
the consumer, it is difficult for businesses to understand, operationally, how the "notice at 
collection" should appear and where it should be placed. To remain consistent with existing 
consumer expectations, the Attorney General should permit businesses to use a link that 
conspicuously alerts California consumers of the notice on the homepage by being in close 
proximity to the existing privacy policy link in the website footer or mobile app menu. 

C. The Attorney General Should Eliminate Inconsistent Language 
Regarding the Point in Time When Consumers Must See the "Notice at 
Collection." 

The Regulations provide: 

The notice [at collection] shall ... Be visible or accessible where consumers 
will see it before any personal information is collected. 2 

This subdivision is inconsistent with the statute3 and even other portions of the Regulations 4 that 
permit disclosures regarding privacy practices to happen at or before the time of collection. 

1 11 CCR §999.305(a)(2)(b). 
2 11 CCR §999.305(a)(2)(e). 
3 CIV. CODE §1798. l00(b). "A business that collects a consumer's personal information shall, 
at or before the point of collection, inform consumers as to the categories of personal 

2 
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The Attorney General should revise §999.305(a)(2)(e) to be consistent with the CCPA and the 
other language in the Regulations and provide that the "notice at collection" can be provided at 
or before the time of collection. 

U. The Attorney General Should Provide Further Clarification on How to Properly 
Post the Notice at Collection, Privacy Policy, and "Do Not SeH lVIy Personal 
Information" Links on Mobile Applications. 

The Regulations provide that the notice at collection, 5 the privacy policy, 6 and the "Do Not Sell 
My Personal Information" 7 links must be conspicuously posted on the mobile application's 
download or landing page. 

From an operational standpoint, this is problematic because many mobile applications do not 
have footers, as is the case with actual websites viewed on a device. Often times, the links to the 
privacy policy and other applicable notices are found in a hamburger menu or gearbox, which 
consumers have come to associate with being a location for important additional information. 

The Alliance requests that the Attorney General clarify that posting the notice at collection, the 
privacy policy, and the "Do Not Sell My Personal Information" links in the application's 
hamburger menu or gearbox will be deemed conspicuous for purposes ofby the Regulations. 

information to be collected and the purposes for which the categories of personal information 
shall be used. A business shall not collect additional categories of personal information or use 
personal information collected for additional purposes without providing the consumer with 
notice consistent with this section." (emphasis added). 
4 11 CCR §999.301(i). "'Notice at Collection' means the notice given by a business to a 
consumer at or before the time a business collects personal information from the consumer as 
required by Civil Code section 1798. lO0(b) and specified in these regulations." (emphasis 
added). See also 11 CCR §999.305(a)(5) ("If a business does not give the notice at collection to 
the consumer at or before the collection of their personal information, the business shall not 
collect personal information from the consumer") (emphasis added). 
5 11 CCR §999.305(a)(2)(e). "The notice shall ... [b ]e visible or accessible where consumers will 
see it before any personal information is collected. For example, when a business collects 
consumers' personal information online, it may conspicuously post a link to the notice on the 
business's website homepage or the mobile application's download page, or on all webpages 
where personal information is collected." 
6 11 CCR §999.308(a)(3). "The privacy policy shall be posted online through a conspicuous link 
using the word 'privacy,' on the business's website homepage or on the download or landing 
page of a mobile application." 
7 11 CCR §999.3 lS(a). "A business shall provide two or more designated methods for submitting 
requests to opt-out, including, at a minimum, an interactive webform accessible via a clear and 
conspicuous link titled 'Do Not Sell My Personal Information,' or 'Do Not Sell My Info,' on the 
business's website or mobile application." 
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III. The Attorney General Should Not Require a Notice of Right to Opt-Out of Sale 
of Personal Information for Businesses Not Currently Selling Personal 
Information. 

The Regulations provide: 

The purpose of the notice of right to opt-out of sale of personal 
information is to inform consumers of their right to direct a business that 
sells (or may in the future sell) their personal information to stop selling 
their personal information, and to refrain from doing so in the future.8 

The emphasized portion of this subdivision implies that even businesses that do not currently sell 
personal information, but may possibly sell personal information in the future, are also required 
to provide a notice of right to opt-out of sale of personal information. This is inconsistent with 
the CCPA itself,9 which only requires businesses that are currently selling personal information 
to provide the notice of opt-out of sale of personal information. 

The Alliance strongly recommends the Attorney General remove "or may in the future sell" from 
§999.306(a)(l) of the Regulations in order to avoid consumer confusion. The purpose of the 
CCPA is to provide transparency with respect to company practices regarding the collection, use, 
and disclosure of consumer personal information. If any business that does not currently sell 
personal information but that might theoretically sell personal information in the future is 
required to provide an opt-out notice, a consumer will never be sure, from the moment that 
consumer visits a website or sees the notice in a store, whether or not a site is selling personal 
information. 

IV. The Regulations Should Not Require Businesses to Treat Unverified Requests to 
Delete as Requests to Opt-Out of Sale of Personal Information. 

The Regulations provide: 

For requests to delete, if a business cannot verify the identity of the 
requestor pursuant to the regulations set forth in Article 4, the business 
may deny the request to delete. The business shall inform the requestor 
that their identity cannot be verified and shall instead treat the request as a 
request to opt-out of sale.10 

8 11 CCR §999.306(a)(l) (emphasis added). 
9 CIV. CODE§ 1798.120(b ). "A business that sells consumers' personal information to third 
parties shall provide notice to consumers, pursuant to subdivision (a) of Section 1798.135, that 
this information may be sold and that consumers have the 'right to opt-out' of the sale of their 
personal information." 
10 11 CCR §999.313(d)(l) 
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cont

W54-8

This new requirement (not found in the statute) to treat an unverified request to delete as a 
request to opt-out of sale is prob lematic on multiple levels , most obv ious ly in situations where a 
business is not selling persona l informatio n in the first place, and in situ ations where the busi ness 
does not have sufficient infonnation to identify the consumer . There is also a major concern that 
businesses will be flooded with unverified deletion requests by simply taking names from a 
telep hone book and inputting them into the request for deletion fonn, or by using an automated 
bot. The Attorney General should eliminate this requirement. 

V. The Attorney General Should Support the Development of Indu stry 
Frameworks for a Consistent Opt-Out Approach Under the CCPA And Provide 
Time for Organizations to Implement Those Frameworks. 

Many me mbers of the Alljance are hyperlocal news organizat ions tbat cannot afford to build 
their own opt-out soluti ons for the CCPA. These businesses we lcome the efforts of self
regulatory groups that have been working , across the advertising ecosystem , to develop proposed 
frameworks to support and facilitate consumer opt-out rights .11 The Attorney General shou ld 
support these industry efforts and provide additional time for organ izations that choose to 
partic ipate therein to implement those technical specifications . 

The BEAR Study included in the Attorney General ' s Initial Statement of Reasons points out that 
the costs associated with developing technolog ical systems to meet the compLiance standards of 
the CCPA are likely to be significant. Even the largest data owners in the world are struggling to 
figure out how to make the "Do Not Sell My Personal Informatio n" button operatjo nal on their 
platforms, with no long-tenn viable solution in sight. 

Members of the AILiance and others in the advertising ecosystem are engaged in a significant 
good-faith effort to comp ly with the CCPA. Given this new legal regime, and the challenges of 
implementing the opt-out requi rements in the ad tech space , the Alliance asks the Attorney 
General to set forth a compLiance grace period foj such implementation., up to and including 
January l , 2021. 

VI. The Attorney General Should Not Restrict a Service Provider 's Ability to Use 
Information Collected from One Busines s to Benefit Another Business. 

The Regulations prov ide : 

A service provider shall not use personal information received either from 
a person or entity it services or from a consumer's direct interaction with 
the service provider for the purpose of providing service to another person 
or entity . 12 

11 See, e.g. , JAB CCPA Complianc e Framework for Publi shers and Technology Companies 
(availab le athttps ://\.vww.ia b.com/guidelines/ccpa-framework/. 
12 11 CCR§999.314(c) . 
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This provision would have severe negative implications for publi shers' abi lity to use any service 
provider that provides analytic services . Many techno logy service providers use a single piece of 
information such as an IP address, received from multiple busin esses, to provide services to 
many different busine sses. For example, frequency capp ing or sequencing functions are 
extremely helpful to consumers becau se they limit the number ohimes consumers see the same 
ad. Service providers are only able to bring thi s benefit to consumers if they are able to take 
information they receive from several busi nesses and use that information collective ly. Another 
example is Google Analytics . Google Analytics provides a service that allows business es to track 
consumer traffic on their websites and mobile applications. It provides insight as to how 
consumers landed on thei r website, what consumers did once they were on the website, and how 
long they stayed on the website , Google Analytics uses all this information from various 
busines ses to provide businesses wit h on line marketing plans that allow them to track and gauge 
their return on investme nt in a meaningful way when the Advertising Feature is turned on . 

The Alliance recommend s the following revised provision : 

A service pro vider shall not use personal informa tion received either from 
a person or entity it services or from a consumer 's direct interaction with 
the service provider for the purpose of providing services to another 
person or entity , unless the service provider is using the info rmation solely 
for business purpo ses and provided those business purpo ses are disclosed 
to consum ers when responding to requests to know . 

VII. Businesses that Honor Opt-Out Requests Through a "Do Not Sell My Personal 
Information '' Link Should Not Also be Requir ed to Treat the Ad Hoc Use of 
User-Enabled Privacy Controls as "Do Not Sell" Requests. 

The Regulation s provide: 

If a business collects personal information from consumers online•, the 
bus1ness shall treat user-enabled privacy controls, such as a browser 
plugin ot privacy setting or other mechanism , that communicate or signal 
the consumer's choice to opt-out of the sale of their personal information 
as a valid request submitted pur suant to Civil Code section 1798. 120 for 
that browser or device, or, if known , for the consumer . 13 

Given the existing requi remen t tha t busines ses selling personal information include a "Do Not 
Sell My Personal Info1mation " button on the homepage with direct access to method s to opt-out 
of the sale of personal infotmation, adding user-enabled pri vacy controls as another method only 
exacerbates the compl'ex:ity facing consumers as they seek to opt-out of sale of personal 
information . Without a clear deline ation between an opt-out of sale and existing user-enabled 
privacy controls, a consumer may feel he or she must enab le and disable privac y-sett ing contro ls 
prior to and after each visit to any number of websites through which he or she does want to 

13 11 CCR §999.3 lS(c) . 
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allow the businesses to sell their personal information. This is not the experience consumers 
want and it does not provide further transparency or control. 

Further, under the Regulations as drafted, a business will not know how to reconcile a 
consumer's use of user-enabled privacy controls with a consumer's action or inaction vis-a-vis a 
"Do Not Sell" button. In addition, in this scenario, a business has no way to contact a consumer 
to confirm that it contacted all third parties to which it sold data in the previous 90 days. 14 And if 
a consumer uses specific user-enabled controls, rather than a global opt-out, a business has no 
mechanism for contacting the consumer to provide the option to globally opt-out. 15 

Additionally, there are currently no standards for "Do Not Track" or other possible browser 
plug-ins. Requiring publishers to follow various standards created every day is an impossible 
burden with which small and large publishers will not be able to comply, but which unfairly 
enhances the power of browser manufacturers. 

The Alliance recommends that the Attorney General remove the references to user-enabled 
privacy controls from the Regulations as they are unnecessary, provide no additional 
transparency for consumers, and impose undue burdens on businesses. 

VIII. The 90-Day Lookback Requirement Exceeds the Scope of the Attorney 
General's Rulemaking Authority and Should be Eliminated. 

The Regulations provide: 

A business shall notify all third parties to whom it has sold the 
personal information of the consumer within 90 days prior to the 
business's receipt of the consumer's request that the consumer has 
exercised their right to opt-out and instruct them not to further sell the 
information. The business shall notify the consumer when this has 
been completed. 

This proposed regulation is problematic for two reasons. First, it would require retroactive 
application to information collected up to 90 days before the effective date of the CCP A. Second, 
it would also require retroactive application generally of the do not sell obligation and thereby 
exceed the scope of the Attorney General's power to regulate. "New statutes are presumed to 
operate only prospectively absent some clear indication that the Legislature intended otherwise." 
Elsner v. Uveges, 34 Cal. 4th 915, 936 (2004). Here, there is no clear indication that the 
Legislature intended the do not sell obligation to apply retroactively. Moreover, the statute only 
requires a prospective obligation on businesses that honor do not sell requests. 16 

14 11 CCR §999.315(±). 
15 11 CCR §999.315(d). 
16 CN. CODE 1798.135(a)(4) and (5). "For consumers who exercise their right to opt-out of the 
sale of their personal information, refrain from selling personal information collected by the 
business about the consumer. .. [and] respect the consumer's decision to opt-out for at least 12 
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In order to avoid any retroactive application of the CCP A, the 90-day lookback should be 
eliminated. 

IX. Businesses Should Have 45 Days from the Date a Request to Know or a Request 
to Delete is Verified to Fulfill or Deny that Request. 

The Regulations provide: 

Businesses shall respond to requests to know and requests to delete within 
45 days. The 45-day period will begin on the day that the business 
receives the request, regardless of time required to verify the request. 17 

There are a number of verification requirements that must be followed for both requests to know 
and requests to delete. Because of the extensive nature of these requirements, it is clear that each 
request will need to be verified on a case-by-case basis. 18 

The Alliance recommends that the Regulations be revised such that the 45-day window to 
substantively respond to requests to delete and requests to know begins to run on the day the 
request is verified. 

X. The Attorney General Should Not Require Publication of Metrics in the Privacy 
Policy for Businesses That Are Required to Maintain Consumer Request 
l\!Ietrics. 

The Attorney General has proposed explicit metrics reporting requirements for businesses "that 
alone or in combination, annually buy[], receive[] for the business's commercial purposes, sell[], 
or share[] for commercial purposes, the personal information of 4,000,000 or more consumers." 19 

While the record-keeping requirements are sensible, publication of such metrics is more likely to 
confuse consumers, particularly if businesses are denying large volumes of frivolous or even 
fraudulent requests. The numbers themselves will not elucidate for consumers the underlying 
reasons for the denial, and will only further extend the length of already lengthy privacy policies. 

The Alliance would strongly recommend that the Attorney General strike Section 999.317(g)(2) 
from the Regulations to remove the obligation to post the metrics publicly, and instead require 
that businesses in this category maintain such records internally and make them available to the 
Attorney General upon request. 

months before requesting that the consumer authorize the sale of the consumer's personal 
information." 
17 11 CCR §999.313(b). 
18 See generally 11 CCR§§ 999.323-999.326. 
19 11 CCR §999.317(g). 
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XI. The Attorney General Should Provide Clarity on How Businesses Should 
Operationalize the Obligation to Provide Aggregated Household Data in 
Response to Household Requests for Personal Information. 

The Regulations provide: 

Where a consumer does not have a password-protected accou nt wi th a 
busjness, a business may respond to a reques t to know or request to delete 
as it pertains to household personal infonnation by providing aggregate 
household information, subject to verification requir ements set forth in 
Article 4.20 

The average househo ld size is 2 .6 peop1e.2 L It is unclear bow any business cou ld prov ide 
household information on an aggregated basis for 2.6 people. It is fundamentally inconsistent 
wi th the language and the spir it of the CCPA. 

In addition, it is unclear whether "house hold" means any household in the United States or if it 
restricted to requests that come from hou seholds located in California. 

As numerous bu sinesses have pointed out to the legis lature and to the Attorney General, 
allowing one member of a household to obtain information about other individuals in the 
household - even in "aggregated " form - actually puts the privacy and safety of those household 
members at risk. The Attorney General should remove subsection (a) and in stead require that all 
consum ers of a household jo intly request informatio n (as provided in subsection (b )) . In the 
alternati ve, if the Attorney General is not inclined to remove subsectio n (a), the Alliance strongly 
enco urages tbe Attorney General to provide businesses who comply with subsect ion (a) a safe 
harbor in the event of a data breach regarding such househo ld information . 

The Attorney Genera l should also make dear that this provis ion of the Regula tions is intended to 
include only those requests received from households located in Ca liforni a. 

XU. The Attorney General Should Provide Additional Guidance on the Two Steps 
Required for Opt-In for Minors, Opting-In After Opting-Out, and Requests to 
Delete. 

The Regulations prov ide: 

For consumers 13 years and older, it is demonstrated throu gh a two-step 
process whereby the consu mer shall first, clearl y request to opt-in and then 
second, separately confirm their choice to opt-in .22 

20 11 CCR §999.3 lS(a). 
21 Pew Researc h on the Increase in Household Size avai lable at 
https ://www .pewresearch .org/fac t-ta nk/2019/10 /01/the -number-of-peop fe-in-the-a verage-u-s
house hold- i s-going-up-for -the-fi rst-tim e-in-ove r-160-yea rs/ 
22 11 CCR §999.30 l (a) . 
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A business shall use a two-step process for online requests to delete where 
the consumer must first, clear ly subm it the request to delete and then 
second, separately confirm that they want their personal information 
deleted .23 

Requests to opt-in to the sale of personal information shall use a two-step 
opt-in process whereby the consumer shall first , clearly request to opt-i n 
and then second, separately confirm their choice to opt-in .24 

This is a new obligation that does not appear in the statute and it lacks substantial compliance 
guidance . The Attorney General should use this oppo1tunity to provide , at a minimum, examp les 
of suffic ient two-step opt-ins. The AlJiance provides the following examples of what might be 
sufficient for purposes of two-step verification: 

Example 1: If a business is responding to a verified request to delete via 
the toll-free number method , the business may ask the consumer to 
provide an email address . The busines s will then send a confirmation 
email to that account for the consumer to confirm they would like their 
personal infom1ation deleted . 

Example 2 : If a business receives an opt-in request from a minor between 
13 and 16 years old via a webform, the busine ss may give the minor an 
email wit h a deep link to click onto verify that they would like to opt-in to 
the sale of personal inform ation . 

Example 3: If a business receives a request to opt-in after opting-out via a 
webform , the business may give the consumer two separate screens - first 
filling out a request on a webform , and second clicking on a button on a 
confirmation page that states "confirm my request. " 

xm. The Attorney General Should Provide Guidance on How a Business Can 
Conclude that Any Given Visitor is a California Resident. 

The CCPA and Regulations are both silent regarding how a business determines whether a 
visitor to a website is a California resident and therefore has certain rights under the CCP A. 

The Alliance requests that the Attorney General provide businesses with the ability to use a 
website visitor's IP address to determ ine if such visitor is a California consumer. 

23 11 CCR §999 .312(d) . 
24 11 CCR §999.316(a) . 

10 

CCPA_ 45DAY _00268 

OsgoodM
Line

OsgoodM
Line



W54-17

XIV. The Attorney General Should Provide Insight into What Constitutes 
"Reasonable Security" Measures. 

The CCPA and the Regulations set forth obligat ions on businesses , and consequences associate d 
wi th failing, to provide either "reasonab le security procedures and practices " or "reasonab le 
security measures " regarding the transmission,2 5 verification, 26 and protection of persona l 
infonnation. 27 However, the Regulations offer no guida nce regarding the approp1iate standard 
for reaso nable security measures and/or procedures and practices . 

The Alliance strong ly recommends the Attorney General explicitly set fort h in the ReguJations 
that the Center for Internet Security Control s, set forth in the California Attorney Genera l' s 20 16 
Data Bre ach Report ,28 constitu te the applicable baseline standard for reasonable secu rity under 
the CCPA and the Regulations. 

25 11 CCR §999 .3 l 3(c)(6). " A business shall use reasonab le secmi ty measures when transmitting 
personal informa tion to the consumeL' ' 
26 l l CCR §999 .323(d). " A business shall implement reasonable secmity measures to detect 
fraud ulent identity-verifica tion activity and prevent the unauthoriz ed access to or deletion of a 
consumer ' s personal informat ion ." 
27 CIV. CODE §1798. l S0(a)(l ) . "Any consumer whose nonencrypted and nonredacted personal 
info1mation, as defined in subpara gra ph (A) of paragraph (1) of subdivision (d) of Section 
1798 .8 1.5, is subject to an unauthorized access and exfiltrati on, theft, or disclos ure as a result of 
the business ' s violation of the duty to implement and maintain reasonable security procedu res 
and pract ices appropriate to the nature of the informati on to protect the personal information may 
institute a civil action for any of the following .. .' ' 
28 California Data Breach Report , February 20 16, available at 
https :// oa g. ca. gov /sites/a ll/files/agweb/pdfs/ dbr/2016 -data -breach-repon . pdf. 
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XV. The Attorney General Should Offer Regulations on the CCPA Amendments. 

Governor Newson signed additional amendments to the CCP A on October 11, 2019. These 
included, among other things, a business to business exemption and an employee exemption. 
Because the amendments were signed after the publication of the Regulations, the Attorney 
General should promulgate regulations on how to operationalize the above-mentioned 
exemptions, both of which are scheduled to sunset on January I, 2021, only six months after the 
Attorney General begins enforcement of the law. 

Sincerely, 

David Chavern 
President & CEO 

News Media Alliance 
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Message 

From: Monticollo, Allaire 
Sent: 12/6/2019 8:25:28 PM 
To : Privacy Regulations (PrivacyRegulations@doj.ca.gov1 

CC: Signorelli, M ichael A. 
Subject: Advertising Trade Associatio ns' Joint Submission of Comments on the Proposed CCPA Regulation s 

Attachments : Joint Ad Trade Comments on Proposed CCPA Regulations.pdf 

Dear Attorney General Becerra: 

Please find attached joint comments from the following advertising trade associatfons on the content of the proposed 
regulations interpreting the California Consumer Privacy Act: the Assodatlon of Natlo nal AdvertTsers, the American 
Association of Advertising Agencies, the Interactive Advertising Bureau, the American Advertising Federation, and the 
Network Advertising Initiative. 

If you have any quest ions, please feel free to reach out to Mike Signorelll at 

Best Regards, 
Alfie Monticello 

Allaire MontieoOo, Esq. I Venable UP 

600 Massachusetts Avenue, NW, Washington, DC 20001 

I'www.Venable.com 

************************************************************************ 
This electronic mail transmission .may contain confidenti'al or privileged information . If 
you believe you have recei ved this message in etTor, please notif y the sender by reply 
transmission and delete the message without copying or disclosing it. 
************************************************************************ 

or by phone at 
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December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles , CA 90013 

Dear Attorney General Becerra: 

As the nation ' s leading advertising and marketing trade associations , we provide the 
followi ng comments to offer input on the California Office of the Attorney General ' s ("OAG' ') 
proposed regulations implementing the California Consumer Privacy Act ("CCPA") . We and 
our members support the objectives of the CCPA and believe consumers deserve meaningful 
privacy protectio ns supported by reasonable government policies. However, we have certain 
concerns about negative consequences the proposed regulations could create for consumers and 
bus inesses alike. Additionally, we are concerned that many of the proposed rules' provisions 
impose entirely new requirements on businesses that are outside of the scope of the CCPA and 
do not further the purposes of the law. 

The undersigned organizations collectively represent thousands of companies in 
California and across the country, from small businesses to household brands , advertising 
agencies, and technology providers. Our combined membership includes more than 2,500 
companies , is responsible for more than 85 percent of the U.S. advertis ing spend and drives more 
than 80 percent of our nation ' s digital advertising spend. Locally , our members help generate 
some $767.7 billion dollars for the California economy and support more than 2 million jobs in 
the state. 1 The companies we represent desire to comply with the CCPA by offering consumers 
robust privacy protections while simultaneously continuing to be able to do business in ways that 
benefit California ' s employment rate and its economy. 

We provide the following comments to draw the OAG's attention to certain parts of the 
proposed regulations that are unsupported by statutory author ity and other provisions that may 
have detrimental consequences for consumers and businesses alike . Below we provide a list of 
suggested updates to the proposed rules to bring them into conformity with the text of the CCPA 
and to rectify certain negative results they could cause for consumers and businesses. We also 
highlight certain provisions in the proposed regu1ations that we support for providing helpfu1 
clarity to the advertising and marketing industry. Some of the undersigned trades will file 
additional comments to the OAG . 

1 JHS Economics and Country Risk, Economi c Impact of Ac!Fertising in the United States (Mar. 2015). localed al 
bltps;//, vww .a11anet'magazi11es/sbow /id/rr-2015-ihs-ad-ta,'{. 

CCPA_45DAY_00272 



,4s N\E ~ iab. NAI ~ 
I. The Data- Driven and Ad-Supported Online Ecosystem Benefits Consumers 

and Fuels Economic Growth 

Today, the U.S. economy is increasingly fueled by the free flow of data. One driving 
force in this ecosystem is data-driven advertising. Advertising has helped power the growth of 
the Internet for decades by delivering innovative tools and services for consumers and businesses 
to connect and communicate . Data-driven advertising supports and subsidizes tbe content and 
services consumers expect and rely on, including video, news, music, and more. Data-driven 
advertising allows consumers to access these resources at little or no cost to them, and it has 
created an environment where small publishers and start-up companies can enter the marketp lace 
to compete against the Internet's largest players. 

As a result of this advertising-based model, U.S . businesses of all sizes have been able to 
grow online and deliver widespread consumer and economic benefits . According to a March 
2017 study entitled E conomic Value of the Adverti s;ng-Support ed Int ernet Ecosystem, which was 
conducted for the IAB by Harvard Business School Professor John Deighton , in 2016 the U.S. 
ad-supported Internet created "I 0.4 million jobs .2 Calculat ing against those figures, the 
interactive marketing indu stry contributed $1.121 trillion to the U.S . economy in 2016, doubling 
the 2012 figure and accounting for 6% of U.S. gross domestic product. 3 

Consumers , across income levels and geography , embrace the ad-supported Internet and 
use it to create value in all areas oflife , whether through e-commerce , education , free access to 
valuable content , or the ability to create their own platforms to reach millions of other Internet 
users. Consumers are increasingly aware that the data collected about their interactions on the 
web., in mobile applications , and in-store are used to create an enhanced and tailored experience . 
Importantly, research demonstrates that consumers are generally not reluctant to participate 
online due to data-driven advertising and marketing practices . Indeed, as the FTC noted in its 
recent comments to the Nationa l Telecommunications and Information Admini stration, if a 
subscription-based model replaced the ad-based model, many consumers likely wouJd not be 
able to afford access to, or would be reluctant to utilize, all of the information , products, and 
services they rely on today and that will become available in the future .4 It is in this sp1i t
preserving the ad supported digital and offline media marketplace while helping to design 
p1ivacy safeguards- that we provide these comments . 

2 John Deighton, Economic Value of the Advertising-Supported Internet Eco.system (2017) bttps://www.iab .com/wp-
content/uploads/20 17 /03/Eco uomic-Va lue-Studv-20 l 7-FINAL2 .pdf. 

3 Jd. 
4 Federal Trnde Commission, in re Developing the Administration 's Approach to Consumer Privacy, 15 (Nov. 13, 
20 18) bttps:/ /,vw,v .ftc. gov/svs tem/files/documents/advocacv docoments/.ftc-staff-co mment-ntia-d eve lopin g
admiui strdtious-approach-consumer-pri vacy/p l 95400 ftc COilllllent to ntia 1120 18.pdf . 
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II. The OAG Should Ensure the Proposed Regulations' Definitions Conform
with the Text of the CCPA and Are Given Consistent Meaning

Although the OAG has provided definitions for several new te1ms in the proposed 
regulations, some of the definitions contradict the text of the CCPA itself and others are used 
inconsistently throughout the proposed regulations, thereby obscuring the meaning of the defined 
terms. For example, the OAG defined "request to know" in a way that departs from the text of 
the CCPA. ln addition, the use of the defined term "request to delete" in at least one section of 
the proposed regulations is at odds with its definition in the proposed regulations as well as the 
text of the CCP A. We respectfuJl y ask the O AG to update the proposed regulations so that the 
defined tenns conform with the text of the CCPA and are given consistent meaning throughout 
the entirety of tJ1e draft mies. 

The OAG defined "request to know" as "a consumer request that a business disclose 
personal information that it has about the consumer ... [jncluding] [s]pecific pieces of personal 
information that a business has about a consumer .... "5 This definition differs from the text of the 
CCPA, which states that ''[a] consumer shall have the right to request that a business that collects 
personal information about the consumer disclose to the consumer .. ," the categories and specific 
pieces of personal information "it has collected about lhe conswner."

6 To reduce business and 
constuner confusjon and align the proposed regulations with California legisJators' intent and the 
text of the CCPA, the OAG should update the proposed rules so a "request to know" is defined 
as ''a consumer request that a business disclose personal info1mation that it has collected about 
the consumer." [including] [s]pecific pieces of personal information that a business has 
collected about a consumer." 

In addition, the OAG defined "request to delete" as "a consumer request that a business 
delete personal infonnation about the consumer that the business has collected from the 
consumer. ... "7 This definition aligns with the deletion tight as it is set forth in the CCPA, which
states that "[a] consumer shall have the right to request that a business delete any personal 
information about the consumer which the business has collected from the consumer."8

However, in the section of the proposed regulations discussing the information that must be 
included in a privacy policy, the draft regulations note that a business must"[ e]xplain that a 
consumer has a right to request the deletion of their personal information collected or maintained

by the business."9 The expression of the right to delete in the privacy policy section of the 
proposed regulations therefore contradicts with the CCPA' s stated expression of the right and the 
proposed reguJations' defined term "request to delete." The OAG should update the privacy 
policy section of the CCPA so it states that a business must explain that consumers have the right 

5 Cal Code Regs. tit. 11, § 999.30l(n)(l) (proposed Ocl 11, 2019), 
6 Cal Civ. Code§§ 1798.l lO(a){l), (5) (emphasis added). 
'Cal Code Regs. tit. 11, § 999.301(0) (proposed OcL 11, 2019), 
t< Cal Civ. Code§§ 1798.105(a). 
9 Cal Code Regs. tit. 11, § 999.308(b)(2)(a) (proposed Ocl 11, 2019) (emphasis added). 
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"to request personal information about the consumer that the business has collected from the 
consumer'' to align the section with the defined term "request to delete" and the CCPA. 

As described above, we suggest that the OAG take steps to alter certain definitions in the 
proposed regulations so that they match and support the text of the CCPA and are used 
consistently throughout the draft rules. Such updates would help create certainty for businesses 
and consumers and would ensure that the text of the CCPA and the proposed regulations 
interpreting its terms are not in conflict. 

Of. Allow Flexibility for Businesses that Do Not Collect Information Directly to 
Provide Notice of Sale and an Opportunity to Opt Out 

The CCPA states that a "third party shall not sell personal information about a consumer 
that has been sold to the third party by a business unless the consumer has received explicit 
notice and is provided an opportunity to exercise the right to opt out. ... " 10 Through the proposed 
regulations, the OAG has provided that the business must: (1) contact the consumer directly to 
provide notice of sale and notice of the right to opt out, or (2) confirm the source provided a 
notice at collection to the consumer: obtain signed attestations from the source describing how it 
gave notice at collection, including an example of the notice given to the consumer; retain such 
attestations and sample notices for two years; and make them available to consumers upon 
request. 11 The OAG should change this provision of the draft rules so businesses are not 
required to maintain and make available examples of the notice provided to a consumer at the 
time of coJlection. 

Requiring businesses to maintain sample notices creates a substantial new business 
obligation that was not contemplated by the legislature when it passed or amended the Jaw. 
Requiring examples of the notice that was provided to a consumer at the time of collection 
constitutes a requirement that is beyond the text, scope, and intent of the CCPA, as the law itself 
only requires a third party to ensure a consumer has received explicit notice of sale and an 
opportunity to opt ouL Second, little if any additional consumer benefit is provided through this 
new business duty to maintain example notices. The requirement to obtain attestations from data 
sources confinning that a notice at collection was given and describing how the notice was given 
provides consumers with the same transparency benefits as requiring businesses to obtain and 
maintain samples of the notice that was given to consumers. 

FinaJly, mandating that businesses must maintain examples of notices provided to 
consumers at the time of collection is unreasonable, significantly burdensome, and could place a 
considerable strain on normal business operations. For example, it is possible the proposed 
regulations could be interpreted to require businesses to pass example notices from original 
sources of data to third party businesses who may later receive personaJ information. This 
obligation would impose significant new recordkeeping obligations on third party businesses and 
could stifle the free flow of information that powers the lnternet. We therefore ask the OAG to

l'l Cal. Civ. Code§ 1798.11 5(d). 
IJ Cal. Code Regs. tit. 11. § 999.305(d) (propose.cl Oct. 11, 2019). 
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remove the requirement for businesses to obtai n examp les of the notices at collection that were 
given to consumers to enable more fle)cibility for businesses to comply with the requirements the 
CCPA places on third parties who engage in personaJ information sale. 

IV. Remove the Requirement to Respect Browser Signal Opt Outs so 
Consumers' Are Provided with Consumer Choice 

The draft rules require businesses that collect personaJ information from consumers 
online to "treat user-enabled privacy contro ls, such as a browser plugin or privacy setting or 
other mechanism , that commu nicate or signal the consumer's choice to opt out of the sale of 
their personal information as a va lid request .... " 12 This requirement is extra legal and goes 
beyond the text a11d scope of the CCPA by imposing a substantive new requirement on 
businesses that was not set forth by the legislature and does not have any textuaJ support in the 
statute itself For this reason and others we describe below , we ask the OAG to eliminate this 
requirement , or, at a minimum , give businesses the option to either honor browse r plugins or 
privacy settings or mechanisms , or decline to honor such settings if the business includes a "Do 
Not Sell My Personal Informa tion" link and offers another method for consumers to opt out of 
the sale of personal informatio n. 

The browser-based signal requirement in the proposed rules has no textual support in the 
CCPA itself. The California legislature could have included a browser-based signal mandate 
when it initially passed the CCPA, or when it amended it via multiple bills thereafter, 13 but the 
legislature never chose to impose such a requirement. Moreover , the California legislature 
aJready considere d imposing a similar brow ser setting requirement in 2013 when it amended the 
CaJifomia Online Privacy Protection Act. 14 The legislature ultimately decided against imposing 
a single, technical-based solut ion to enabling consumer choice and instead chose to offer 
consumers multiple avenues through which they may communicate their preferences. Together , 
these decisions reveal that the California legislature had the opportunity to enact a browser-based 
signal requirement on multipl e occasions, but never chose to do so, and as such, the proposed 
regulation mandating that such signals be treated as verifiable consumer requests does not fu1ther 
legislative intent and is outs ide the scope of the CCPA. 

If the OAG ultimately maintains this requ irement , we suggest that the OAG modify it so 
that a business engaged in the sale of personal informatio n must either abide by browser plugins 
or privacy settings or mechanisms, or may not honor such settings if the busines s includes a "Do 
Not Sell My Personal Inform ation" link and offers another method for consumers to opt out of 
personal information sale by the business . The latter approach is more consistent with the spirit 
of the CCP A and the intentions of the legislature , as it affords consumers with robust choice and 
control over the sale of persona l inform ation. In contrast, browser-based signa ls or plugjns 
wou ld broadcast a single signal to all businesses opting a consumer out from the entir e data 

11 Id. at§ 999.J IS(c). 
13 See AB 1121 (Cal. 20 18); AB 25 (Cal. 2019); AB 874 (Cal. 2019); AB 1146 (Cal 2019); AB 1355 (Cal 20 19); 
AB 1564 (Cal. 2019). 
1'1 AB 370 (Cal. 2013). 
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marketplace. It is not possible through these settings for a consumer to make discrete choices 
among businesses allowing the consumer to restrict certain businesses while permitting other 
businesses to transfer data to benefit the consumer. Furthermore , it is not possible for a business 
to verify if a consumer set the browser setting or some intermediary did so without the 
authorization of the consumer. 

In addition, certain intermediaries in the on.Line ecosystem stand between consumers and 
businesses and therefore have the ability to interfere with the data-related selections consumers 
may make through technological choice tools. These intermecliaries, such as browsers and 
operating systems, can impede consumers ' ability to exercise choices via the Internet that may 
block digital technologies (e.g., cookies , javascripts, and device identifiers) that consumers can 
rely on to communicate their opt out preferences . This result obstructs consumer control over 
data by inhibiting consumers ' ability to commun icate preferences directly to particular 
businesses and express choices in the marketplace. The OAG should by regulation prohibit such 
intermediaries from interfering in this mannec 

We ask the OAG to eliminate the requirement to honor browser plugins or privacy 
settings or mechanisms, or, alternatively, revise the draft rules so that businesses have the option 
of honoring such settings or providing a "Do Not Sell My Personal Information" ]ink along with 
another method for conswne rs to opt out of the sale of personal information by the business . We 
also ask the OAG to update the proposed rules to prohibit inte1mediaries from blocking or 
otherwise interferi ng with the technology used to effectuate consumer preferences in order to 
protect the opt out signals set by consumers via other tools. 

V. Enable Effective Opt Out Mechanisms for Businesses that Do Not Maintain 
Personally Identifiable Personal Information 

The proposed regulations require businesses to offer consumers a webform through 
which they may opt out of the sale of personal information. 15 However , webforms may not work 
to facilitate opt outs for online businesses that do not maintain persona lly identifiable 
information about consumers . Many businesses in the online ecosystem may maintain personal 
information that does not identify a consumer on its own, for example, IP addresses , mobile 
advertising identifiers, cookie IDs, and other on.Line identifiers. For businesses that maintain this 
non-identifying information, webforms may not work to facilitate consume r requests to opt out, 
because the consumer's submission of identifying informat ion such as a name , email address , or 
postal address may not be eas.ily matched to the non-personally identifiab le information the 
business does maintain. This provision could undermine the privacy-protective elements of the 
CCPA by forcing companjes to attempt re-identification techniques which are widely avoided by 
industry in its efforts to enhance consumer privacy .16 Consequently, the proposed rules should 
provide businesses with flexibility to offer mechanisms for consumers to opt out of personal 
information sale. The OAG bas indicated it may issue another button or logo to enable a 

15 Cal. Code Regs. tit. 11. § 999.315(a) (proposed Oct.1 1. 2019) . 
16 See Fix. CCP A, Don 't Force Companies lo Connect Online identities to Real Names , located at 
https ://www .fixccpa.com /. 
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consumer to opt out of the sale of personal infonnation. 17 We encourage the OAG to consider 
industry leading implementations that aJready have consumer recognition in craft ing anoth er 
acceptab le opt out mechanism . We also ask the OAG to clarify that online businesses that do not 
maintai n personally identifying infonnation may use an effective method to enable a consumer 
to opt out other than a webfo rm. 

VI. Clarify Businesses Are Not Required to Collect or Maintain More Personal 
Information to Verify a Consumer 

Pursuant to the draft regulations, c'[a] busi11ess shall generaJly avoid requesting add itional 
information from the consumer for purposes of verification . If, however , the business cannot 
verify the identity of the consumer from the information aJready mainta ined by the business , the 
business may request add itiona l infonnatio11 from the consumer, which shall only be used for the 
purposes of verifying the identity of the consumer seeking to exercise their rights under the 
CCPA, and for security or fraud-prevent ion purposes ." 18 The AG should clarify by regulation 
that businesses are not required to collect data they do not maintain or collect in the regular 
course of business in orde r to vetif y a consumer's identity. 

Some businesses may maintain personal information in a manner that is not associated 
with a named actual person. Fo r examp le, IP addresses and cookie IDs are kinds of personal 
info1mation that could be associated with or linked to information from many consumers rather 
than information from a single consumer. Moreover , businesses often keep information that 
could ident ify a consumer ' s identity separate from other information that may not be identifying 
on its own . This practice is privacy protective, as it separates consumer identities from certain 
information collected about the consumer. The draft rules' current text could require businesses 
that do not maintain information that is associated with a named actual person to collect 
additional infonnatio n from consu mers in order to verify their identities. While the draft 
regulations acknowledge that "fact-based ve1ification process [ es]" may be required in such 
circumstances, 19 this provisjon of the proposed regulations cou ld force businesses to investigate 
consumer identities by procuring more data than they normally would in their normal course of 
business in order to verify consu mers. 

A business should not be required to obtain additional information from consumers in 
order to comp ly with the CCPA. The purpose of the law is to enhance privacy protections for 
consumers, and forcing businesses to collect data they would not otherwise collect, maintain , or 
normally associate with a named actual person has the potentia l to undermine consumer privacy 
rather than enhance it. 20 The OAG should clarify that while businesses may collect additional 

11 Cal. Code Regs. lit. 11, al§ 999.306(e) (proposed Oct. 11. 2019). 
t8 Jd. at § 999.32 3(c) . 
19 Jd. at 999 .325 (e)(2) . 
20 For example . this mandate would force businesses to collect more information from consumers than they 
typically do in their normal course of business . Reports on U:ie General Data Protection Regulation ("GDPR ') io 
Europe have revealed Umt unaulhori zed individuals can exploit the law to access personal iofonnation that does not 
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information from a consumer to ve1ify the consumer ' s identity , the business does not need to do 
so to comply with the law. 

VII. Ensure that Businesses May Provide User-Friendly Privacy Policies to 
Consumers 

The proposed regulations set forth certain requirements for businesses in providing 
privacy-related notices to consumers. Some of these requirements, such as the obligation to 
provide relevant disclosure s with respect to each calego,y of personal ;njormation collected, 
represent new obligations that are not expressly included in the text of the CCPA and may force 
businesses to produce excessively long and confusing privacy notices that would do little to 
furthe r consumers' understanding of business data practices. Other not ice-related requirements 
in the draft rules are unclear . For example, the draft regulations do not clearly state whether the 
required notice at collectio n, notice of right to opt out, and notice of financial incentive may be 
provided to consumers in a privacy policy. We urge the OAG to update the draft rules so that 
consumers may receive understandable privacy notices and so that businesses may provide all 
required privacy-related notices in a single privacy policy disclosure. 

According to the proposed regulations , in privacy policies business must list the 
categories of sources from which that information was collected, the business or commercial 
purpose(s) for which the information was collected , and the categories of third parties with 
whom the business shares personal information '' [f]or each category ojpersonal information 
collecled ... . "21 However, the terms of the CCPA itself do not require businesses to make 
disclosures relevant to each category of personal information collected , but rather require 
businesses to make disclostlfes with respect to all personal information collected. As such, 
requiring granular, category-by-category disclosures for each type of personal information 
collected impose s a significa nt new substa ntive requirement on businesses that has no textual 
basis for support in the CCP A. 

Additionally, requiri ng granular disclosures for each category of personal information 
collected could impede businesses from ensuring privacy policies are "written in a manner that 
provides consumers [with] a meaningful understand ing of the catego 1ies listed."22 If businesses 
must make disclosures about sources, purposes , and third parties for each category of persona l 
information collected, privacy notices could be excessi vely comp licated, length y, and 
incomprehensible for consumers, thereby impedin g the purpose of providing an informative and 
understandable consumer privacy notice. Moreover, consumers would be less likely to read and 
understand such lengt hy notices, which could impede the CCPA's goal of enhancing the 
transparency of business data practices. The OAG should align the regulations with the text of 
the CCPA by removing the "for each category of personal information collected" language . This 
change would enable consumers to receive meaningful privacy policies that sensibly disclose 

belong to them, causing risks of identity theft. See BBC News, Black Hat: GDPR pr ivacy lmv exploit ed lo revea l 
personal data (Aug.9.20 19), located at bttps://www.bbc .com/news/tech nology-.i925250l. 
~

1 Cal. Code Regs. lit. 11, § 999.308(b)( l )(d)(2) (proposed Oct. 11, 20 19). 
21 Id. 
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required information in an undaunting and clear format and would advance Californ ia 
legislators ' aim of enabling comprehensible, workable consumer notices more effective ly than 
requiring disclosures pertaining to each category of personal information collected. 

VIll. Allow Businesses to Satisfy All CCPA-Related Notice.Requirements in a 
Privacy Policy 

Pursuant to the proposed rules, businesses must provide a privacy policy and certain other 
particular notices to consumers . Specifical ly, in addition to a privacy policy, businesses must 
provide a notice at collection, a notice of the right to opt out of the sale of personal information, 
and a notice of financial incentive. 23 However, the proposed rules do not clearly state whether 
the notice at collection , notice of the right to opt out of the sale of personal information , or notice 
of financial incentive may be offered to consttmers through the privacy policy. The OAG should 
clarify that all required notices may be provided in a privacy policy. 

The draft rules state that a notice at collection may be provided through a conspicuous 
link on the business's website homepage , mobile application download page, or on all webpages 
where personal information is collected, which represent typical methods through which privacy 
policies are normally offered to consumers. 24 However, the draft rules do not expressly confinn 
that a notice at collection may be provided through the privacy policy. Similarly, while a notice 
of the right to opt-out must include ceitain particular information or link to the section of the 
business ' s privacy policy that contains such information , there is no explicit confirmation that 
the opt out notice requirement may be satisfied by providing the necessary information in a 
privacy policy. 25 Finally, if a business offers a financial incentive or price of service difference 
online , the business must link to the section of the business 's privacy poLicy that contains the 
required information , but it is unclear whether making such a disclosure counts as the required 
notice of financial incentive that must be offered to consumers .26 

We ask the OAG to update the proposed rules so they remove the requirement to provide 
disclosures with respect to each category of personal information collected, and so that they 
explicitly state that the notice at collection, notice of right to opt-out, and notice of financial 
incentive may be provided to consumers in a privacy policy. These updates would lessen the 
possibility for consamer notice fatigue by enabl ing more concise , readable notices. They would 
also be consistent with consumer expectations and would enable more effective and less 
confusing consumer disclosures, as all privacy-related infom1ation could be housed in a unified 
location , Moreover, such a .rule would help businesses in their efforts to meet the CCPA's 
requirements , because business would be able to focus on reviewing and updating one notice as 
needed instead of multiple notices. The OAG should clarify that all required notices may be 

23 Id. al§§ 999.305, 306, 307. 
24 Id. at§ 999.305(a)(2)(e). 
25 Id. at§ 999.306(b)(l) . 
"

6 Id. at§ 999.307(a)(3). 
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provided in a privacy policy, because such a clarification would reduce confusion for consumers 
and better enable CCPA compliance for businesses . 

IX. Clarify that Requesting Verifying Information from a Consumer Pauses the 
Time Period Within Which a Business Must Respond to the Re.quest 

The proposed regulations set forth a risk-based process by which businesses may engage 
in efforts to verify consumers before acting on their requests to delete and requests to know.27 

We support the non-prescriptive, risk-based framewo rk for verifying consumer requests that is 
outlined in the proposed regulat ions. It provides businesses the flexibility they need to create 
verification mechanisms that fit their business models while being robust enough to accurately 
identify consumers submitting CCPA requests. However, despite the beneficial nature of the 
risk-based approach for verifying consumer requests that is outlined in the proposed m ies, we ate 
concerned that the draft rules do not provide businesses with enough time to verify consumers 
before they are responsible for effectuating CCP A requests . 

The draft rules require a business to comply with requests to know and delete within 45 
days of receiving the request regardless of the period of time it takes for the busjness to verify 
the request 28 We ask the OAGt o reconsider this requirement and update the draft rules so a 
business ' s request for information to verify a consumer ' s identity before effectuating a consumer 
request tolls or pauses the 45-day window within which the business must respond to the request. 
Consumer verification is necessary for businesses to accurately effectuate consumers ' CCPA 
tights . Robust and accurate verification is in the interest of consumers, because without it, 
businesses run the risk of erasing or returning data that does not pertain to the requesting 
consumer. Such a result could have two distinct consumer harms: first, it would fail to fulfill the 
wishes of the consumer who actually submitted the request, and second, it could impact personal 
information about a consumer that did not make the request. Consequently, we urge the OAG to 
update the proposed rules so a business ' s request for verifying information tolls or pauses the 45-
day period within which the business must respond to consumer requests to know and delete. 

X. Clarify that a Business May Provide a Genera l Toll-Free Number for 
Receiving CCPA Requests 

According to the draft rules, a business must enable consume rs to submit requests to 
know via a toll-free number and may provide a toll-free number to receive requests to delete and 
opt out of personal inform.ation sale. The proposed ru]es as currently drafted do not clarify if a 
business may offer its general toll-free number to receive CCPA requests or if a business must 
create a separate, CCPA-specific number through which it should receive consumer requests 
under the law. We ask the OAG to clarify that a business may offer consumers its general toll
free number to receive consumer CCPA requests and does not need to create or staff an entirely 
new phone number for such requesK Such an update to the proposed rules would decrease 
consumer confusion by funneling all business-related inquiries through one contact phone 

17 Id . at§ § 999.323, 324, 325. 
c& Id. at§ 999.313(b ). 
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number . It wou ld also help businesses by refraining from imposing an unnecessary cost on them 
to staff and maintain a separate number for CCPA requests. Consequently, we urge the OAG to 
update the draft rules to clarify that a business can provide its general consumer telephone 
number as the toll-free phone number through which it may receive consumer CCPA requests. 

XI. Remove the Requirement to Flow Down Opt Out Requests to Third Parties 
to Whom the Business has Sold Personal Information in the Prior 90 Days 

The proposed rules wouJd require businesses to pass on the opt out requ ests they receive 
to third parties . Specifical ly, a business must "notify all third parties to whom it has sold the 
personal information of the consumer within 90 days prior to the business' s receipt of the 
consumer 's request that the consumer bas exercised their right to opt out and instn.,ct them not to 
further sell the information ."29 This requirement does not further meaningful consumer choice, 
as it takes a consumer' s opt out selection with respect to one business and propagates it 
throughout the ecosystem without the consumer's express consent to do so. Fmthermore, it 
represents a departw·e from the text of the CCPA by impos ing a brand-ne w requirement on 
businesses that was not contemplated by the text of the law itself. 

Requiring businesses to pass on opt out requests to third parties that received the 
consumer' s personal infonn ation in the prior 90 days could impede a consumer ' s ability to 
exercise specific choices that are effective against particular businesses . A consumer's choice to 
opt out of one business ' s ability to sell persona l infonnation does not mean that the consumer 
meant to opt out of every business 's ability to sell persona l information. This proposed rule has 
the potential to cause consumers to lose access to online offerings and content that they did not 
expect or choose to lose by submitting an opt out request to a single business . The law should 
not require businesses to understand a consumer's opt out choice as a decision that must apply 
throughout the entire internet ecosystem. In additjon, requiring businesses to communicate opt 
out requests to third parties is a substantial new obligation that does not give businesses enough 
time to build processes to comply with the requirement before Janua ry 1, 2020 .30 The CCPA, as 
passed by the Legis lature, already provides a means for consumers to control onward sales by 
third party businesses. The law requires that consumers be provided explicit notice and 
opportunity to opt out from sale .31 The new obligation to pass opt out requests on to third parties 
that received the consumer ' s personal information wjthin the past 90 days moves beyond the text 
and intent of the CCPA by imposing material and burdensome new obligations on businesses 

29 Id. at§ 999.3 1 S(f) . 
30 The Standardized Regu latory lmp act Assessment ("SRIA") analyz ing the p roposed regulat ions ' eco nomic effect 
on the California economy is also deficieuJ. on tJ:lis poinl See SRlA at 25-26 . The SRt A indica tes .. [tJbe 
incrementa l comp liance cost associated with this regulatio n is the ex tra work required by businesses to notify third 
parties that further sale is not penuissib Je ." id . at 25 . This comment overlooks tJ:ie ripple effect that the requirement 
to pass opt out requests on to third parties that have received a co oswner ' s personal information in tJ:ie past 90 days 
would have throughout U1e Internet ecosystem and t11e eco uomy. Unde r the d raft mies , a col1Sw11er 's single opt out 
of sale request would restrict beueficial uses of persollal infonnation, incl uding I.hose generall y occurring subseq uent 
to the initial sale. The OAG shoul d consider bow restricting the saJe of personal infonnation by third parties in I.bis 
way can «increase or decrease .. . investme nt in the stale." See Cal. Gov . Code § ll 346.3(c)( l)(D) . 
31 Cal. Civ. Code § l 798. ll 5(d). 
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without textual support in the CCPA. We therefore encourage the OAG to update the proposed 
rules so bus inesses are not required to pass opt out requests along to third parties . Alternativel y, 
the OAG should limit the requireme nt to information the business actually sold to third parties in 
the previous 90 days. 

XU. Align the Draft Rules with Consumer Choices by Removing the Requirement 
to Convert Unverifiable Requests to Delete into Requests to Opt Out 

If a business cannot verify a consumer who has submitted a request to delete , the 
proposed rules wou ld require the business to " infoun the requester that their identity cannot be 
verified and ... instead treat the request as a request to opt out of personal informatio n sale .32 

Compelling businesses to convert unverifiable consumer deletion requests into opt out requests 
could hinder or even comp letely impede meaningful consumer choice in the marketplace . This 
mandate has the potential to force a result that the consumer neither intended nor approved . 
Consequently, we ask the OAG to update the proposed rules so that businesses are not forced to 
transform unve1ified deletion requests into opt out requests unless the consumer specifical ly asks 
the bus iness to do so. 

The CCPA provides separate consumer rights for deletion and opting out of persona l 
information sale because these two rights achieve different pol.icy aims and consumer goa ls. 
While deletion is structured to erase the consumer's personal information from the database s and 
systems of the business to which the consumer communicates the request , the opt out right 
empowers consumers to stop the transfer of data to other businesses in the chain. Because these 
two rights achieve two different objectives, the law should not compel consumers to opt out of 
personal information sale if a business cannot verify their request to delete . This outcome, which 
wou ld be legally required by the proposed regulations , it is not likely to reflect the consumer ' s 
desires in submitting a deletion request 

To illustrate this point , the OAG's proposed rule requiring businesses to communicate 
opt out requests to third parties to whom they have sold personal information in the prior 90 days 
and instruct them not to further sell personal information could cause a consumer' s unverified 
deletion reques t to be transformed into an opt out request that is imposed on many other partie s 
other than tl1e business that is the recipient of the request. As a result , a business may be 
required to transform a deletion request a consumer may have thought she served on one 
business alone into an opt out request by that busines s and pass that opt out request along to 
other businesses without obtain ing the consumer 's consent to take this action . This obligation 
therefore has the potential to unknowingly expose the conswner to potential loss of products and 
services she did not wish to lose. This result deprives consumers of the ability to make 
particulari zed selections about businesses who may and may not sell personal information . We 
therefore respectfull y ask the OAG to align the draft rules with consumer choices by removi ng 
the requirement to convert unverifiable requests to delete into req·uests to opt out unless the 
consumer affirmatively requests that the business take such an action . 

32 Cal. Code Regs. tit. 11, § 999.313(d)(l) (proposed Oct 11, 2019). 
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* * * 

Thank you for the opportunity to submit input on the content of the proposed regulations 
interpreting the CCPA. We look forward to continuing to engage with your office as it finalizes 
the draft rules. Please contact us with any questions you may have regarding these comme nts. 

Sincerely , 

Dan Jaffe 
Group EVP, Government Relations 
Associatio n of Nationa l Advertisers 

Christopher Oswald 
SVP, GovemmentRelations 
Association of National Advertisers 

Clark Rector 
Executive VP-Government Affairs 
American Advertising Federation 

CC: Mike Signorelli , Venable LLP 
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Dave Grimaldi 
Executive Vice President, Public Policy 
Interacti ve Advertising Bureau 

Alison Pepper 
Senior Vice President 
American Association of Advertising 
Aoencies , 4A 's 

David LeDuc 
Vice President , Public Policy 
Network Advertising Initiative 
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Message 

From: Michael Pepson 
Sent: 12/6/2019 7:53:38 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: AFPF Coalition Comment on CCPA Regulations 
Attachments: 2019.12.06 AFPF Coalition CCPA Regulatory Comment.pdf 

To whom it may concern: 

Please see the attached AFPF Coalition Comment pertaining to the proposed CCPA regulations. 

Thank you for your attention to this matter. 

Sincerely, 

Michael Pepson 
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December 6, 2019 

Via E-Mail 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Privacy Regula ti ons@doj . ca. gov 

Re: Proposed California Consumer Privacy Act Regulations 

To whom it may concern: 

On behalf of the undersigned organizations, we 
appreciate the opportunity to comment on the California 
Attorney General's (" AG") proposed California Consumer 
Privacy Act ("CCPA" or "the Act") Regulations. As discussed 
below, we believe that although consumer data privacy is an 
important subject that should be addressed at the national level, 
the U.S. Constitution categorically bars individual states from 
seeking to regulate the Internet on a national level, as California 
has sought to do here. The Internet is a subject requiring 
national uniformity that can only be regulated by the federal 
government, as opposed to through a burdensome and 
conflicting patchwork of flatly unconstitutional extraterritorial 
state laws like the CCP A. 

In January 2019, a coalition of privacy experts warned 
the California Legislature about the CCP A's fatal constitutional 
flaw: "The CCP A's purported application to activity outside of 
California raises substantial Constitutional concerns and 
potentially exposes the state to expensive and distracting 
litigation." 1 They urged the California Legislature to "clarify 
the CCP A's applicability to activities outside of California."2 

The California Legislature has not heeded these privacy experts' 
clarion call for amendments to the CCP A to bring it in line with 
constitutional limits on the scope of California's regulatory 
authority. 

The CCP A specifically directs the AG to adopt 
regulations "[e]stablishing any exceptions [to the CCPA] 

1 Letter from Professor Eric Goldman et al. to The Honorable Toni Atkins et al., 3 (Jan. 17, 2019), 
http://bit.ly/2DgPOby. 
2 Id. 
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necessary to comply with state or federal law,"3 which includes the federal Constitution. 
Accordingly, we urge you to amend the CCPA regulations to formally, and permanently, disavow 
any intention of bringing enforcement actions under the CCPA outside of California, due to the 
statute's blatant unconstitutionality,4 as well as permanently prohibit private parties from any 
attempt to sue companies outside California for alleged violations of the CCP A Businesses and 
California's sister States should not be forced to sue in federal court to protect their federal 
constitutional rights. 

I. EXECUTIVE SUMMARY 

The CCP A is California's misguided attempt to regulate privacy on a national level to 
impose its vision of public policy on the entire country. As the California Department of Justice 
has acknowledged in connection with this rulemaking: "California standards often become 
national standards because, given the size of the California economy, companies find it easier to 
adopt a uniform approach rather than differentiating their offerings."5 So too here. 

The Act imposes draconian compliance obligations on a host of companies, has a sweeping 
extraterritorial effect, subjects businesses to an inconsistent patchwork of regulations, and 
threatens to stifle not only technology and innovation but also free speech. The CCPA is also 
unconstitutional. First, the CCPA is invalid because it has the practical effect of regulating wholly 
out-of-state conduct and burdening interstate commerce in violation of the dormant Commerce 
Clause. Second, the CCPA' s restrictions on free speech violate the First Amendment. 1hird, the 
CCPA violates due process for failure to give fair notice of prohibited or required conduct. 

II. STATUTORY AND REGULATORY BACKGROUND 

A. Overview of CCP A 

In 2018, pursuant to a deal struck with the California real estate developer responsible for 
the ballot initiative, California enacted Assembly Bill 375 (AB 375), now known as the CCPA. In 
return, the developer pulled the ballot initiative.6 

The CCPA is an unprecedented state privacy law that will impose sweeping restrictions on 
the handling of California residents' data that will affect most businesses with any online presence, 
imposing draconian compliance costs.7 As the Standardized Regulatory Impact Assessment 

3 Cal. Civ. Code § l 798.185(a)(3). 
4 Cf Lockyer v. City & Cnty. ofS.F., 95 P.3d 459. 501-02 (2004) (Moreno, J., concurring) (arguing "there are at least 
three types of situations in which a local govermnent's disobedience of a[n] unconstitutional statute would be 
reasonable"). 
5 Cal. Dep't of Justice, Notice of Proposed Rulemaking Action [hereinafter "NPRA"], at 13 (Oct. 11, 2019). available 
at http://bit.ly/33jGZxl; accord Cal. Dep't of Justice. Office of the Attorney General, Standardized Regulatory Impact 
Assessment: California Consumer Privacy Act of 2018 Regulations [hereinafter "SRIA"], at 32 (Aug. 2019) ("Given 
the size of the California economy, previous legislation that was unique to California has in turn set national 
standards[.]"), available at http://bit.ly/2qitKJ2. 
6 See SRIA at 7 ("Before reaching the ballot however. the California legislature offered AB 375 in exchange for the 
withdrawal of the ballot measure."). 
7 The Act grants California residents a number affirmative rights, which covered businesses must accommodate at 
their expense, including the right to request that a business that sells consumer inforn1ation or discloses it for a business 
purpose discloses to the consumer the categories of infonnation collected or disclosed, Cal. Civ. Code § 1798.115; 
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("SRIA") explains, the CCPA and its implementing regulations impose a diverse array of costly 
new obligations, including: 

1. Legal: Costs associated with interpreting the law so that operational and technical 
plans can be made within a business. 

2. Operational: Costs associated with establishing the non-technical infrastructure 
to comply with the law's requirements. 

3. Technical: Costs associated with establishing technologies necessary to respond 
to consumer requests and other aspects of the law. 

4. Business: Costs associated with other business decisions that will result from the 
law, such as renegotiating service provider contracts and changing business models 
to change the way personal information is handled or sold. 8 

The SRIA correctly recognizes that the legal "costs can be quite large"; the "[o]perational costs 
.. can include substantial labor costs"; and that "[t]echnology costs, which cover the websites, 
forms, and other systems necessary to fulfill the CCP A compliance obligations, are also quite 
substantial due to passage of the CCP A."9 "Small firms are likely to face a disproportionately 
higher share of compliance costs relative to larger enterprises .... Another significant risk to small 
businesses is uncertainty." 10 

Accordingly, as the California AG found, the CCPA and its implementing "regulations 
may have a significant, statewide adverse economic impact directly affecting business[.]" 11 "These 
businesses fall within most sectors of the California economy, including agriculture, mining, 
utilities, construction, manufacturing, wholesale trade, retail trade, transportation and 
warehousing, information, finance and insurance, real estate, professional services, management 
of companies and enterprises, administrate services, educational services, healthcare, arts, 
accommodation and food services, among others." 12 Worse still, the new law was designed to, 
and will apply, extraterritorially to businesses operating outside of California, so long as there is 
any nexus to California. Companies that are not prepared to comply with the Act's onerous 
requirements will face the threat of severe civil penalties and class action lawsuits. 

right to opt out of sale of "personal information," id. § 1798.120; see also id. § 1798.135; and right to deletion of 
"personal information." id. § 1798.105. The CCP A also affirmatively requires covered businesses to provide notice 
and disclosure of "personal information" they collect, id. § 1798.lOO(b), and effectively mandates an overhaul of 
consumer-facing websites, micromanaging the content, id. § 1798.135. The Act further specifies how businesses are 
supposed to receive and respond to various requests propounded by California residents and sets a timeline for 
response. Id. § 1798.130. This means that, as a practical matter, covered businesses must revise their websites and 
privacy policies, undertake the onerous process of determining what data they have about California consumers and 
where it is located. and pay for the compliance costs associated with responding to various California consumers' 
requests under the Act. The Act also imposes training requirements. See id. § l 798.130(a)(6). 
8 SRIA at 10. 
9 See id. at 10-11. 
10 Id. at 31. 
11 NPRA at 11. 
12 Id. 
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As discussed below, in addition to the CCPA' s policy-related and practical problems, as 
drafted in its current form, the Act violates the federal Constitution in a several ways. 

B. Extraterritorial Scope of Compliance Obligations 

The CCPA' s onerous compliance obligations apply to a wide array of commercial entities 
that in any way "do[] business in the State of California," if certain threshold requirements are 
met. 13 Specifically, companies with any California nexus-regardless of whether they have any 
physical presence within California-must comply with the Act if any one of the following 
requirements are met: (A) "annual gross revenues in excess of twenty-five million ($25,000,000)," 
regardless of profit margin; (B) any company that "[a]lone or in combination, annually buys, 
receives for the business's commercial purposes, sells, or shares for commercial purposes, alone 
or in combination, the personal information of 50,000 or more consumers, households, or 
devices[]"; or (C) "[d]erives 50 percent or more of its annual revenues from selling consumers' 
personal information." 14 As a practical matter, these definitions, particularly coupled with the 
Act's very broad definition of "[p]ersonal information," 15 threaten to sweep in most companies 
operating in the United States with any significant online presence. 

The Act purports to apply even to companies that do not have any nexus whatsoever with 
California (including those that do not have a single California customer), such as commonly 
branded parents and subsidiaries of covered businesses. 16 Thus, for example, a parent company 
based overseas and conducting no business whatsoever within the United States would be subject 
to the Act if a subsidiary without any physical presence in California was subject to the Act by 
virtue of any nexus with California coupled with meeting any of the threshold requirements. 
Indeed, the Act contains a provision that purports to extend globally to transactions that have no 
nexus whatsoever to California except for the possession of California residents' personal 
information, even if that information was originally received by some other entity located outside 
of California, by creating a legal fiction: that the out-of-state entity that somehow "received" the 
"personal information" from some other out-of-state entity that does business in California should 
be deemed to both do business with California and also "collect" the information. 17 Just as the 
CCP A applies broadly to a host of commercial enterprises, many of which have tenuous or 
nonexistent physical contacts with California, the CCP A contains a sweeping and vague definition 
of "personal information" to which it applies. 18 

13 See Cal. Civ. Code§ 1798.140(c)(l). 
14 Id.§ 1798.140(c)(l)(A)-(C). 
15 Id.§ 1798.140(0). 
16 Id. § 1798.140(c)(2) (defining "business" to include "Any entity that controls or is controlled by a business, as 
defined in paragraph (l ), and that shares common branding with the business"). 
17 Id. § 1798. l 15(d) CA third party shall not sell personal information about a consumer that has been sold to the third 
party by a business unless the consumer has received explicit notice and is provided an opportunity to exercise the 
rightto opt-out[.]"):Id. § l 798.140(w) (broad definition of"third party");Id. § 1798.140(1) (broad definition of"sell"). 
See also California Senate Judiciary Committee Report, AB 375, at 9 (June 25, 2018). Cf Cal. Civ. Code § 1798.190. 
18 See Cal. Civ. Code§ 1798.140(0 )(1) ("'personal infonnation' means information that identifies, relates to, describes, 
is capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer 
or household" and providing a non-exhaustive list of examples); see also id. § l 798.80(e). 
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Businesses and service providers that are subject to the Act must take a number of 
affirmative actions or risk civil penalties and class action lawsuits. 19 Importantly, the Act's civil 
penalties provision is not limited to "businesses," as defined in the Act, and purports to broadly 
apply to a variety of third parties that have no nexus whatsoever with California.20 Indeed, the 
Initial Statement of Reasons ("ISOR") admits that CCP A "regulations may be enforceable against 
businesses located in other states that have their own attorneys general."21 Yet California refused 
even to attempt to assess the economic effects of its CCPA regulations on out-of-state entities.22 

Perhaps recognizing the extraterritorial effect of the Act-and the attendant constitutional 
problems with said effect, discussed below-the Act attempts to bring itself within constitutional 
bounds through a provision that purports to exempt wholly out-of-state conduct from its purview.23 

Similarly, the CCPA only grants rights and privileges to natural persons who are "California 
residents ... however identified, including by unique identifier."24 However, these superficial 
bows to the U.S. Constitution are woefully insufficient. 

Ill. THE CCPA VIOLATES THE COMMERCE CLAUSE. 

A. The CCPA Has the Practical Effect of Regulating Wholly Out-of-State Conduct. 

As described above, the CCP A regulates extraterritorially in violation of the dormant 
Commerce Clause.25 "[S]tate regulation violates the dormant Commerce Clause ... if it regulates 
conduct occurring entirely outside of a state's borders."26 When a state statute directly regulates 
interstate commerce, whether facially or in practical effect, the Court generally has "struck down 
the statute without further inquiry."27 The dormant Commerce Clause's bright-line per se bar 
against extraterritorial regulation is rooted in federalism. It is fundamental to our system of 
federalism that " [ n ]o state can legislate except with reference to its own jurisdiction."28 A state's 
regulatory authority "is not only subordinate to the federal power over interstate commerce, but is 

19 See Cal Civ Code § l 798.155(b) ( civil penalties of up to $2,500 for each violation and $7,500 for each intentional 
violations); Cal Civ Code § 1798.150 (private right of action. including class action, for data breach). 
20 See Cal Civ Code § 1798.155(b) ("Any business, service provider, or other person that violates this title shall be 
subject to an injunction and liable for a civil penalty[.]" (emphasis added)); see also Cal Civ Code§ 1798.140(v) 
(defining "service provider"); Cal Civ Code§ l 798.l40(w) (broad definition of"third party"). 
21 ISOR at 3. 
22 See SRIA at 21. 
23 See Cal Civ Code§ 1798.145(a)(6). 
24 See Cal Civ Code § l 798. l 40(g). 
25 See also JeffKosseff. Hamiltonian Cybersecurity. 54 Wake Forest L. Rev. 156, 193-203 (2019) (state regulation of 
the Internet may be vulnerable to constitutional challenges); Jennifer Huddleston and Ian Adams, "Potential 
Constitutional Conflicts in State and Local Data Privacy Regulations," at 6-9 (Dec. 2019), at http://bit.ly/2LiRlIK. 
26 Am. Fuel &Petrochemical Mfrs. v. O'Keeffe, 903 F.3d 903. 911 (9th Cir. 2018); see Rosenblatt v. City of Santa 
Monica. 940 F.3d 439,445 (9th Cir. 2019) ("A per se violation of the dormant Commerce Clause occurs [w]hen a 
state statute directly regulates or discriminates against interstate commerce[.] ... A local law directly regulates 
interstate commerce when it directly affects transactions that take place across state lines or entirely outside of the 
state's borders." (cleaned up)); see also Legato Vapors, LLC v. Cook, 847 F.3d 825. 830 (7th Cir. 2017). Courts have 
held that actual inconsistency between state regulations is not required; "tl1e threat of inconsistent regulation, not 
inconsistent regulation in fact, is enough[.]" Id. at 834. 
27 Brown-Forman Distillers Corp. v. New York State Liquor Auth., 476 U.S. 573. 579 (1986). 
28 Bonaparte v. Tax Court, 104 U.S. 592,594 (1881). 

5 

CCPA_ 45DAY _00290 

W56-2

W56-1

OsgoodM
Line

OsgoodM
Line



also constrained by the need to respect the interests of other States."29 The rule that one state has 
no power to project its legislation into another state embodies the Constitution's concern both with 
the maintenance of a national economic union unfettered by state-imposed limitations on interstate 
commerce and with the autonomy of the individual States within their respective spheres.30 

The CCPA violates this rule. Numerous state statutes regulating the Internet have been 
found unconstitutional on these grounds. 31 The CCPA is no different. The Act on its face and in 
practical effect regulates wholly out-of-state contractual relationships between out-of-state entities 
and wholly out-of-state sales. For example, the CCPA purports to reach the sale of "personal 
information" by a covered "business" located in New Yark to a service provider or third party 
located in Florida, or the use of "personal information" by a third party located in North Dakota 
or England that somehow receives it from a "business" located in New Jersey. The only nexus to 
California is the fact that "personal information" from California residents located in California 
was "collected" by one of the out-of-state entities involved. This California may not do under 
Ninth Circuit precedent because both parties to the contract are located out-of-state.32 

"[A] statute that directly controls commerce occurring wholly outside the boundaries of a 
State exceeds the inherent limits of the enacting State's authority and is invalid regardless of 
whether the statute's extraterritorial reach was intended by the legislature. The critical inquiry is 
whether the practical effect of the regulation is to control conduct beyond the boundaries of the 
State."33 The Commerce Clause "precludes the application of a state statute to commerce that takes 
place wholly outside of the State's borders, whether or not the commerce has effects within the 
State."34 Thus, "States and localities may not attach restrictions to exports or imports in order to 
control commerce in other States."35 "[T]he Commerce Clause [also] protects against inconsistent 
legislation arising from the projection of one state regulatory regime into the jurisdiction of another 
State."36 "[T]he practical effect of the statute must be evaluated not only by considering the 

29 BMW ofN. Am., Inc. v. Gore, 517 U.S. 559, 571-72 (1996) (citations omitted). 
30 See Healy v. Beer Inst., 491 U.S. 324, 335-36 (1989); Baldwin v. G.A.F. Seelig, Inc., 294 U.S. 511, 521 (1935); see 
also N. Y. Life Ins. Co. v. Head, 234 U.S. 149, 161 (1914) (territorial constraint is an "obvious[]" and "necessary result 
of the Constitution"); World-Wide Volkswagen Corp. v. Woodmn, 444 U.S. 286, 293 (1980) ("The sovereignty of 
each State .... implie[s] a limitation on the sovereignty of all of its sister States" that is inherent in "the original 
scheme of the Constitution[.]"). 
31 See, e.g., Publius v. Boyer-Vine, 237 F. Supp. 3d 997 (E.D. Cal. 2017) (O'Neil, J.) (finding First Amendment and 
dormant Commerce Clause extraterritoriality violations with respect to California statute regulating out-of-state 
posting of truthful personal information about California legislators on the Internet); Am. Booksellers Found. v. Dean, 
342 F.3d 96, 104-05 (2d Cir. 2003); Backpage.com, LLC v. Hoffman, No. 13-03952, 2013 U.S. Dist. LEXIS 119811, 
at *33 (D.N.J. Aug. 20, 2013) ("Because the internet does not recognize geographic boundaries, it is difficult, if not 
impossible, for a state to ref,>ulate internet activities without project[ing] its legislation into other States. The Act is 
likely in violation of the dormant commerce clause, and thus cannot stand."). 
32 See Sam Francis Found. v. Christies, Inc., 784 F.3d 1320, 1322 (9th Cir. 2015) (en bane). 
33 Healy, 491 U.S. at 336; see also BMW of N. Am. v. Gore, 517 U.S. 559, 572 (1996) ("a State may not impose 
economic sanctions on violators of its laws with the intent of changing the tortfeasors' lawful conduct in other 
States."). Cf C & A Carbone v. Town of Clarkstown, 511 U.S. 383, 394 (1994) (even a regulation that does not 
expressly ref,>ulate interstate commerce may do so "nonetheless by its practical effect and design"). 
34 Healy, 491 U.S. at 336 (internal citations omitted). 
35 C & A Carbone, 511 U.S. at 393 (citing Baldwin, 294 U.S. 511). 
36 Healy, 491 U.S. at 336-37. 
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consequences of the statute itself, but also by considering how the challenged statute may interact 
with the legitimate regulatory regimes of other States and what effect would arise if not one, but 
many or every, State adopted similar legislation."37 

"The mere fact that some nexus to a state exists will not justify regulation of wholly out
of-state transactions. For example, an attempt by California to regulate the terms and conditions 
of sales of artworks outside of California simply because the seller resided in California was a 
violation of the dormant Commerce Clause."38 As the Ninth Circuit explained in Sam Francis v. 
Christie's, Inc.: "The Supreme Court has held that' our cases concerning the extraterritorial effects 
of state economic regulation stand at a minimum for the following proposition[]: ... the Commerce 
Clause precludes the application of a state statute to commerce that takes place wholly outside of 
the State's borders, whether or not the commerce has effects within the State. "'39 

Under controlling Ninth Circuit precedent, the CCP A violates the dormant Commerce 
Clause's ban on regulation of wholly out-of-state conduct. Just as in Sam F'rancis, the Act applies 
to sales and contracts that are wholly out-of-state. Unlike cases involving "products that are 
brought into or are otherwise within the borders of the State,"40 the CCPA governs what businesses 
must do with "personal information" that has left California's borders and is physically stored in 
other states-even businesses that merely receive "personal information" from another out-of-state 
entity.41 In Daniels Sharpsmart v. Smith, the Ninth Circuit addressed a similar circumstance: "we 
are faced with an attempt to reach beyond the borders of California and control transactions that 
occur wholly outside of the State after the material in question-medical waste-has been 
removed from the State."42 The Ninth Circuit held the fact the medical waste originated in-state 
did not allow California to "regulate waste treatment" after it was transported outside the state.43 

That is exactly what the CCP A does here as applied to certain out-of-state businesses. The 
mere fact that the "personal information" at issue originated from California is an insufficient 
nexus to justify California regulating wholly out-of-state conduct. The CCPA's downstream 
regulation of data processors and other third parties who contract with out-of-state businesses that 
"collect" the "personal information" of California residents is unconstitutional because it directly 
regulates wholly out-of-state commerce, including wholly out-of-state sales where the only 
contracts are between out-of-state entities. It is an insufficient jurisdictional hook to link this to 

37 Daniels Sharpsmart, Inc. v. Smith, 889 F.3d 608, 614-15 (9th Cir. 2018) (cleaned up). 
38 Id. at 615 (citing Sam Francis Found. v. Christies, Inc., 784 F.3d 1320, 1322 (9th Cir. 2015) (en bane)); Ass'njor 
Accessible Meds. v. Frosh, 887 F.3d 664,674 (4th Cir. 2018). 
39 Sam Francis Found., 784 F.3d at 1323-24 (quoting Healy, 491 U.S. at 336). 
40 See Daniels Sharpsmart, 889 F.3d at 615. 
41 The Act on its face also appears to regulate contractual agreements between wholly out-of-state entities. See Cal. 
Civ. Code § 1798.140(v). The CCPA also contains a provision that incentivizes covered "businesses" to include 
provisions in contracts with service providers effectively dictated by the Act. See id. § l 798. l 40(w)(2). It does this 
to bring these outside entities within the scope the statute by effectively mandating that these "service providers" agree 
to a contractual term that operates as a jurisdictional hook and ensures that these entities to will be held responsible 
for CCP A compliance. 
42 Daniels Sharpsmart, 889 F.3d at 615. 
43 Id. at 616. Cf Ass 'n for Accessible Afed., 887 F.3d at 672 (striking down Maryland statute that "effectively seeks 
to compel manufacturers and wholesalers to act in accordance with Maryland law outside of Maryland"). 
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the mere fact that the truthful information came from a California resident who was at that time 
located in California when it was collected. 

California "may not project its legislation into other states," and it may not control conduct 
beyond the boundaries of the State.44 Such extraterritorial regulation categorically violates the 
dormant Commerce Clause.45 California may not project its preferred law and policy outside of 
California to directly regulate the conduct and contractual arrangements between wholly out-of
state ent1t1es. California may not control the out-of-state use and sale of lawfully obtained 
information, regardless of whether the information was sent from California by a California 
resident. And California may not micromanage the training and record-retention practices of out
of-state entities, particularly those with tenuous, at best, contacts with the state. 

B. Only the Federal Government May Regulate the Internet. 

The CCPA is also unconstitutional because the U.S. Constitution's Commerce Clause 
categorically bars state-level regulation of the Internet. The Supreme Court has long made clear 
that certain subjects require uniform national regulation.46 This strand of case law, whether rooted 
in the very structure of the federal Constitution or the Commerce Clause, suggests that the power 
to regulate certain subjects is categorically reserved exclusively for the federal government, i.e., 
state regulation of these subjects is categorically prohibited.47 As numerous federal courts have 
explained, the Internet is the type of subject that, by necessity, must only be regulated by the federal 
government.48 Put simply, "the unique nature of cyberspace necessitates uniform national 
treatment and bars the states from enacting inconsistent regulatory schemes."49 

44 Brown-Forman Distillers, 476 U.S. at 582. 
45 See Healy, 491 U.S. at 336 (state statute is invalid per se if practical effect is extraterritorial). Strict scrutiny applies 
to any State attempt to "control conduct beyond the boundary of the state," id. at 336-37. "whether or not the 
commerce has effects within the State," Edgar v. MITE Corp., 457 U.S. 624, 642-43 (1982). 
46 See Cooley v. Bd. of Wardens, 53 U.S. (12 How.) 299, 319 (1852) ("Whatever subjects of this power are in their 
nature national, or admit only of one unifonn system, or plan of regulation, may justly be said to be of such a nature 
as to require exclusive legislation by Congress."). See generally South Dakota v. Wayfair, Inc., 138 S. Ct. 2080, 2090 
(2018) (discussing Cooley); Korab v. Fink, 797 F.3d 572, 594 (9tl1 Cir. 2014) (Bybee, J., concurring). 
47 See Cooley, 53 U.S. (12 How.) at 319; Japan Line, Ltd. v. Cnty. of L.A., 441 U.S. 434. 457 (1979) ("The problems 
to which appellees refer are problems that admit only of a federal remedy. They do not admit of a unilateral solution 
by a State.") (cleaned up). 
48 See, e.g., Am. Booksellers Found., 342 F.3d at 104 ("We think it likely that the internet will soon be seen as falling 
within the class of subjects tllat are protected from State regulation because they imperatively demand a single uniform 
rule.") (cleaned up); Am. Libraries Ass 'n v. Pataki, 969 F. Supp. 160, 183 (S.D.N.Y. 1997) ("The Internet ... requires 
a cohesive national scheme of regulation so tliat users are reasonably able to determine their obligations. . . . 
Haphazard and uncoordinated state regulation can only frustrate the growth of cyberspace. The need for unifonnity in 
this unique sphere of commerce requires tliat New York's law be stricken as a violation of the Connnerce Clause."); 
ACLU v. Johnson, 194 F.3d 1149, 1162 (10th Cir. 1999) C[C]ertain types of commerce liave been recognized as 
requiring national regulation. The Internet is surely such a medium." (citations omitted)). 
49 Am. Libraries Ass 'n. 969 F. Supp. at 184: see also Huddleston & Adams. supra note 25, at 7-8, 12. 
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C. CCPA's Burdens on Interstate Commerce Vastly Outweigh Putative Local Benefits. 

As the Supreme Court recently reaffirmed: "States may not impose undue burdens on 
interstate commerce."50 As explained below, even if the CCP A did not violate the dormant 
Commerce Clause's per se bar against extraterritorial regulations, it should be stricken because 
the concrete real-world burdens it places on interstate commerce are clearly excessive in relation 
to its putative local, purely speculative "privacy" benefits to California consumers. 51 

1. 1he CCPA 's Local Benefits Are Speculative and Jffusory. 

Protecting citizens' privacy is, in the abstract, a legitimate state interest. But the extent to 
which the CCPA furthers that interest is unclear. To begin with, a host of state and federal statutes 
already address particularly important privacy-related matters. Examples of such laws include the 
Gramm-Leach Bliley Act ("GLBA''), Children's Online Privacy Protection Act ("COPPA"), Fair 
Credit Reporting Act ("FCRA"), Driver's Privacy Protection Act ("DPPA"), Health Insurance 
Portability and Accountability Act ("HIPPA"), the California Financial Information Privacy Act 
("CFIP A"), Confidentiality in Medical Information Act ("CMIA"), Student Online Personal 
Information Protection Act ("SOPIP A"), and the Insurance Information Privacy Act ("IIP A"). In 
addition, the CCPA may actually facilitate privacy violations. As one commenter explained: 
"Consider an abusive relationship: A consumer's safety or confidentiality may be placed at risk if 
his/her personal information is revealed as part of another consumer's access request. ... Scenarios 
for other compromises to consumer safety and protection are limitless."52 

The CCP A's alleged local benefits are speculative and abstract. For instance, according to 
the Initial Statement of Reasons "Summary of Benefits": 

Privacy is one of the inalienable rights conferred on Californians by the state 
Constitution. The CCPA enumerates specific privacy rights. In giving consumers 
greater control over their personal information, the CCPA, operationalized by these 
regulations, mitigates the asymmetry of knowledge and power between individuals 
and businesses. This benefits not only individuals, but society as a whole. The 
empowerment of individuals to exercise their rights is particularly important for a 
democracy, which values and depends on the autonomy of the individuals who 
constitute it. 53 

Indeed, the SRIA made no effort to quantify the value California consumers place on the 
privacy rights granted by the CCP A, instead attempting to estimate the value of the data to the 
companies that collected it using average revenue per user ("ARPU"). 54 As the SRIA states: 

The CCPA' s benefits to consumers derive from the privacy protections granted by 
the law. These protections ... give consumers the right to assert control over the 
use of their personal information. The economic value to consumers of these 

50 Wayfair, 138 S. Ct. at 2091 (citing Pike v. Bruce Church, Inc., 397 U. S. 137, 142 (1970)). 
51 See Pike, 397 U.S. at 142. 
52 Perkins Coie Comments (General Industry) at 8 (CCPA00000966). 
53 ISOR at 2. 
54 See SRJA at 12-15. 
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protections can be measured as the total value of consumers' personal information, 
which they can choose to prevent the sale of or even delete. Although the subjective 
value of this information to consumers is generally agreed to be great, it is 
extremely difficult to quantify the precise value of consumers' personal information 
in the marketplace and estimates can vary substantially. 55 

Put different, the putative value of the claimed local benefits to the consumers who purportedly 
benefit from the law is entirely subjective and unsupported by empirical research or data. Nor is 
it even clear how many Californians will exercise their rights under the CCP A And as the SRIA 
recognizes: "consumers only receive maximal benefits if they choose to exercise the privacy rights 
given to them and not everyone is likely to do so[.]" 56 

2. 1he CCPA Substantially Burdens Interstate Commerce. 

Any putative privacy benefits flowing from the CCPA are inconsequential in relation to 
the severe burdens it imposes on interstate commerce. "Balanced against the limited local benefits 
resulting from the ... [CCPA] is an extreme burden on interstate commerce .... [The CCPA] casts 
its net worldwide[.]"57 The CCPA substantially burdens interstate (and indeed international) 
commerce in myriad ways, imposing draconian compliance costs on hundreds of thousands of in
state (and out-of-state) businesses and threatening thousands of jobs. Indeed, California's own 
Economic Impact Statement found that the CCPA will "eliminate[]" nearly 10,000 jobs in 
California alone. 58 As the SRIA found, "[s]ome industries will be forced to completely revise their 
business models" because of the CCPA. 59 As the Chief Economist for California's Department of 
Finance noted, "[t]he SRIA estimates that the initial cost of compliance may be up to $55 
billion"60-and that staggering figure is for California alone. The SRIA did not even attempt to 
evaluate the CCPA's economic impact on out-of-state and overseas businesses.61 "Small firms are 
likely to face a disproportionately higher share of compliance costs relative to larger enterprises."62 

The CCPA regulations also threaten to "creat[ e] additional barriers to entry for future [out-of-state] 
competitors [with California companies] considering entering into the California market."63 

As numerous comments have made clear, the practical compliance challenges are 
astronomical for both in-state and out-of-state businesses that meet the low compliance 
thresholds. 64 Even comparatively small businesses (such as convenience stores and restaurants) 

55 Id. at 12. 
56 Id. at 15; see Huddleston & Adams, supra note 25. at 5 (explaining that "the potential benefits of ... [state privacy] 
laws are not readily calculable as an empirical matter and are, as a result, more difficult to discern."). 
57 See Am. Libraries Ass 'n, 969 F. Supp. at 179. 
58 Economic Impact Assessment, http://bit.ly/20M3Pim. 
59 See SRIA at 30. 
60 Letter from Irena Asmundson, Chief Economist. Cal. Dep't of Fin., to Stacey Schesser, at 2 (Sept. 16, 2019) 
(Appendix B to ISOR), available at http://bit.ly/2QQozBq. 
61 SRIA at 21 ("The economic impact of the regulations on these businesses located outside of California is beyond 
the scope of the SRIA and therefore not estimated."). 
62 Id. at 31. 
63 Id. at 32 (Aug. 2019) 
64 See, e.g., California Chamber of Commerce Comments (CCPA00000067-CCPA00000116); Toy Association 
Comment (CCP AOOOOO 185-CCP AOOOOO 196); BakerHostetler Comment (CCP A00000273-CCP A00000284 ); CTIA 
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with any significant online presence may be compelled to comply. Among other things, the CCP A 
creates perverse incentives for out-of-state companies that may potentially have any contact with 
a California consumer involving the collection of information to avoid expanding beyond the $25-
million-per-year-in-gross-revenue threshold requiring CCPA compliance. Alternatively, CCPA 
incentivizes out-of-state companies to stop selling to California customers or, alternatively, block 
California customers from their websites. The CCPA threatens to deter and punish innovation as 
well, particularly with respect to small startups ill-equipped to bear its compliance costs. 

The CCP A's burdens on interstate commerce are compounded by the Sisyphean practical 
challenges companies face in attempting to comply not only with the CCP A but also GDPR and 
other state privacy laws, which differ in salient respects from the CCP A For instance, as the AG 
has been made aware, the CCPA diverges from GDPR in many material respects.65 Indeed, the 
Initial Statement of Reasons itself highlights the "incompatibility" of CCPA with GDPR, noting 
that they "have different requirements, different definitions, and different scopes."66 In addition, 
the CCPA is inconsistent with federal law such as COPP A, as commenters have previously 
explained.67 Further, other states have followed in California's footsteps to add their own gloss 
on state-level Internet regulation.68 

Comment (CCPA00000393-CCPA00000409); AAF, ANA, IAB, and NAI Comment (CCPA00000432-
CCP A00000442 ); ACRO Comment (CCP A00000444-CCP A00000446); Randall-Reilly Comment (CCP A00000483-
CCP A00000484 ); Mayer Brown Comment (CCPA00000522-CCPA00000527); Mapbox Comment 
(CCPA00000535-CCPA00000540); Auto Alliance Comment (CCPA00000568-CCPA00000586); SIIA Comment 
(CCPA00000755-CCPA00000756); ESA Comments (CCPA00000741-CCPA00000747); HERE Comment 
(CCPA00000850-CCP A00000855); ITIF Comment (CCPA00000873-CCPA00000885); Perkins Coie Comments 
(Financial Services Industry) (CCPA00000927-CCPA00000951); Perkins Coie Comments (General Industry) 
(CCP A00000952-CCP A00000968); Engine Comment (CCP A0000099 l-CCP A00000995); U.S. Chamber of 
Commerce Comment (CCPA00001108-CCPA00001118); Orange County Business Council Comment 
(CCPA00001370-CCPA00001371); Software Alliance Comments (CCPA00001373-CCPA00001380); Innovative 
Lending Platform Association Comment (CCPAOOOO 1383-CCP AOOOO 1385). 
65 See Comparing Privacy Laws: GDPR vs. CCP A (CCP A00000782-CCP A00000823); see also Jehl & FrieL CCP A 
and GDPR Comparison Chart, available at http://bit.ly/34qefV2. 
66 ISOR at 44. 
67 See Toy Association Comment (CCPA00000185-CCPA00000196); see also ACRO Comment (CCPA00000444-
CCPA00000446). 
68 See IAPP, State Comprehensive-Privacy Law Comparison, http://bit.ly/20gTcyl; Akin Gump, Comparison Chart 
of Pending CCPA and GD PR-Like State Privacy Legislation (May 2019), available athttp://bit.ly/20avEv8.; see also 
Huddleston & Adan1s, supra note 25, at 8. 
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IV. THE CCPA VIOLATES THE FIRST AMENDMENT. 

The CCP A is also unconstitutional because, as First Amendment law scholars and 
practitioners have explained, some of the CCP A's provisions violate companies' First Amendment 
rights. 69 Their insightful commentary on the unconstitutionality of the CCPA under Supreme 
Court cases such as Sorrell v. Ilvf,S Health Inc. 70 is part of the record in this rulemaking.71 

As these First Amendment experts point out, the CCPA "violates settled First Amendment 
principles by restricting the dissemination of accurate, publicly available information"72

: 

The CCP A's provisions restricting the dissemination of publicly available 
information are unconstitutional for three independent reasons. First, these 
limitations are content-based restrictions on speech that are not justified by a 
sufficiently weighty governmental interest to satisfy strict scrutiny, or even 
intermediate scrutiny. Second, the regulation limiting dissemination of information 
publicly disclosed by government agencies is unconstitutionally vague. Third, the 
CCP A's restrictions unconstitutionally distinguish among speakers and among 
different types of speech. 73 

To date, the California Legislature has refused to legislatively remedy the Act's myriad 
constitutional shortcomings. 

Among other constitutional flaws, "[t]he CCPA on its face favors some speakers and some 
uses of information while disfavoring others. It also allows consumers to use the power of the State 
to suppress particular speakers and facts. And it does so in a frankly content-based way[.]"74 As 
these constitutional experts explain: "[T]he law's practical effect is to enable California residents 
to suppress the communication of particular facts. Moreover, the Act authorizes consumers to ban 
speech selectively, allowing some businesses to speak about them while silencing others .... 
Indeed, the Act appears designed to encourage ... [content and viewpoint] censorship."75 "This 
creates the potential for groups of consumers to burden disproportionately the speech of unpopular 
speakers, effectively censoring their communications in a manner that violates First Amendment 
principles. "76 

As discussed above, the CCP A's purported local privacy benefits are highly abstract and 
uncertain, at best, and greatly outweighed by the excessive burdens on interstate commerce that 
California's extraterritorial Internet regulation imposes. Nor can these putative privacy benefits 
justify the CCP A's unconstitutional restrictions on truthful speech. As First Amendment experts 

69 See Andrew Pincus, Miriam Nemetz, & Eugene Volokh, Invalidity Under the First Amendment of the Restrictions 
on Dissenlination of Accurate Publicly Available Information Contained in the California Consumer Privacy Act of 
2018 (Jan.24.2019) [hereinafter"MayerBrownMemo"]. 
70 564 U.S. 552(2011). 
71 See CCPA00000757-CCPA00000769. 
72 Mayer Brown Memo at l. 
73 Id. at 4. 
74 Id. at 11. 
75 Id. at 12. 
76 Id. at 13. 

12 

CCPA_ 45DAY _00297 

W56-5

OsgoodM
Line



have explained: "The government cannot defend a speech restriction 'by merely asserting a broad 
interest in privacy.' '[P]rivacy may only constitute a substantial state interest if the government 
specifically articulates and properly justifies it.' ,m California has utterly failed to do so here.78 

V. THE CCPA VIOLATES DUE PROCESS FOR FAILURE TO GIVE FAIR NOTICE OF 
PROHIBITED OR REQUIRED CONDUCT. 

Businesses have a due-process right to fair notice of the CCPA' s requirements.79 The AG 
bears the responsibility to promulgate clear, unambiguous standards. 80 To provide sufficient 
notice, a statute or regulation must "give the person of ordinary intelligence a reasonable 
opportunity to know what is prohibited so that he may act accordingly."81 Due-process 
requirements are heightened where, as here, civil penalties may be imposed. Corporations should 
not be subject to civil penalties that are not clearly applicable by either statute or by regulation. 82 

The CCPA and its implementing regulations fail this test. To begin with, it is impossible 
for many companies to predict whether they are even subject to the CCPA. For example, how is 
a company that currently has an annual gross revenue of $24 million in 2019 supposed to predict 
or know whether its annual gross revenue in 2020 will exceed $25 million, thereby triggering 
CCPA compliance obligations? Similarly, how are small businesses supposed to reliably 
determine whether they have received "personal information" from "50,000 or more consumers, 
households, or devices" on an annual basis and thus must comply with the CCP A? Indeed, as one 
commenter aptly pointed out: 

Without access to geolocation data a business cannot determine if information 
collected via mobile phone or a portable personal computer was collected while the 
individual was in California. If an individual in California attempts to shield their 
location from the business (ex. through use of a virtual private network (VPN)), 
and the business has no other indication the individual is in California, will the 
business be in violation of the law if it collects or sells that information? This also 
raises questions over whether it is constitutionally permissible for California to 
regulate business that occurs in other states or as part of interstate commerce. 83 

These problems are exacerbated by the fact that neither the statute nor the regulations define "doing 
business" in California, leaving companies in the dark as to whether they must meet the CCPA's 
onerous compliance requirements or risk enforcement actions. That is flatly unconstitutional. 

77 Id. at 6 (quoting U.S. West, Inc. v. FCC, 182 F.3d 1224, 1235 (10th Cir. 1999)). 
78 See id. at 6-9. 
79 See Fed. Commc'ns Comm 'n v. Fox TV Stations, Inc., 567 U.S. 239,253 (2012) ("A fundamental principle in our 
legal system is that laws which regulate persons or entities must give fair notice of conduct that is forbidden or 
required."); Christopher v. SmithKline Beecham Corp., 132 S. Ct. 2156, 2167 (2012). 
80 See Marshall v. Anaconda Co .. 596 F.2d 370, 377 n.6 (9th Cir. 1979); see also Ga. Pac. Corp. v. OSHRC 25 F.3d 
999, 1005-06 (11th Cir. 1994) (ascertainable certainty standard); Gen. Elec. Co. v. Envtl. Protection Agency, 53 F.3d 
1324, 1329 (D.C. Cir. 1995) (same). 
81 Grayned v. City of Rockford, 408 U.S. 104, 108 (1972); see Connal~v v. Gen. Constr. Co .. 269 U.S. 385, 391 (1926). 
82 See, e.g., United States v. Trident Seafoods Corp., 60 F.3d 556, 559 (9th Cir. 1995). 
83 AFSA Comment at CCPA00000005. 
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VI. THE CCPA, IF ENFORCED, WILL IRREPARABLY HARM COVERED BUSINESSES, 

CONTRARY TO THE PUBLIC INTEREST 

The CCP A, if enforced, will cause irreparable harm to businesses, as recognized under 
equity. First, covered businesses will suffer irreparable harm in the form of un-recoupable 
compliance costs. 84 Second, the CCPA's violations of the dormant Commerce Clause and 
businesses' First Amendment rights is also irreparable harm. 85 "[E]nforcement of an 
unconstitutional law is always contrary to the public interest."86 The AG should thus refuse to 
enforce the CCP A 

For the foregoing reasons, we respectfully submit that the AG should revise the CCPA 
regulations to comply with statutory and constitutional limits on its authority. If you have any 
questions about this request, please contact me at . Thank you for your 
attention to this matter. 

Sincerely, 

Americans for Prosperity Foundation 
Cardinal Institute for West Virginia Policy 
Christopher Koopman 
Freedom Foundation of Minnesota 
James Madison Institute 

Libertas Institute of Utah 
Mississippi Center for Public Policy 
Mississippi Justice Institute 
Pelican Institute 
Washington Policy Center 

84 See Morales v. Trans World Airlines, Inc., 504 U.S. 374, 381 (1992) (holding that a plaintiff would suffer 
"irreparable harm" if forced to choose to incur either the civil enforcement liability of violating a preempted state law 
or the costs of complying with the law during the pendency of the proceedings): see also Chamber of Commerce v. 
Edmondson, 594 F.3d 742. 770-71 (10th Cir. 2010) ("Imposition of monetary damages that cannot later be recovered 
for reasons such as sovereign immunity constitutes irreparable injury."). 
85 Elrod v. Burns, 427 U.S. 347. 373 (1976) (holding that deprivation of constitutional rights "unquestionably 
constitutes irreparable hann"); see Am. Libraries Ass 'n, 969 F. Supp. at 168 ("Deprivation of the rights guaranteed 
under the Commerce Clause constitutes irreparable injury."). 
86 Ciordon v. Holder, 721 F.3d 638,653 (D.C. Cir. 2013); see also Legend Night Club v. Miller. 637 F.3d 291, 302-
03 (4th Cir. 201 l) (state "is in no way banned by issuance of an injunction that prevents the state from enforcing 
unconstitutional restrictions."). 
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Message 

From: Matt Kownacki 
Sent: 12/7/2019 12:01:36 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: AFSA-CFSA comment letter 
Attachments: AFSA-CFSA comment letter - CCPA Regs.pdf 

On behalf of the American Financial Services Association and the California Financial Services Association, 
attached is a comment letter regarding the proposed CCPA regulations. 

Thank you for your consideration of our comments. 

Matt Kownacki 
Director, State Research and Policy 
American Financial Services Association 
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Protecting Credit Since 1916 

American Financial Services Association 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: CCP A proposed regulations 

California Financial 
Services Association 

On behalf of the American Financial Services Association ("AFSA") 1 and the California 
Financial Services Association ("CFSA"), 2 thank you for the opportunity to provide comments 
on the regulations proposed by the Office of the Attorney General ("OAG") to implement the 
California Consumer Privacy Act ("CCP A"). We appreciate your consideration of our comments 
during the preliminary rulemaking process and reiterate our previous concerns about vague terms 
and the substantial burdens these regulations place on covered entities. 

We appreciate the OAG' s efforts to provide guidance to businesses on how to comply and to 
clarify the law's requirements through the implementing regulations. However, though our 
members share the state's goal of protecting the privacy of consumers, promoting understanding 
by consumers of the personal information about them that is collected, sold, and shared for a 
business purpose, and guarding personal information from unauthorized access, we have 
significant concerns about the regulations as proposed. There are certain areas where we believe 
consumers and the business community would benefit from increased clarity and certainty. 

Enforcement Delay 
Although the effective date and issues of enforcement are not addressed directly in the proposed 
regulations, our members believe that some clarity in this area is warranted. The CCP A was 
largely effective on September 23, 2018, and will be operative on January 1, 2020, and 
enforceable by the OAG on July 1, 2020. It appears that the OAG intends for the regulations to 
also be enforceable on July 1, 2020, which is likely to be the earliest date that the regulations 
could be made effective. A delayed enforcement date would give affected businesses the 
opportunity to evaluate the specific requirements set forth in the regulations and implement new 
systems and processes needed to be fully in compliance with the law. 

1 Founded in 1916, the American Financial Services Association (AFSA), based in Washington, D.C., is the 
primary trade association for the consumer credit industry, protecting access to credit and consumer choice. AFSA 
members provide consumers with many kinds of credit, including direct and indirect vehicle financing, traditional 
installment loans, mortgages, payment cards, and retail sales finance. AFSA members do not provide payday or 
vehicle title loans. 
2 The California Financial Services Association is a non-profit trade association representing major national and 
international corporations and independent lenders with operations in the State of California to provide a broad 
range of financial services, including consumer and commercial loans, retail installment financing, automobile and 
mobile home financing, home purchase and home equity loans, credit cards, and lines of credit. 
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In addition, we request that the OAG include in the final regulations a statement to the effect that 
any enforcement actions will be based on conduct that takes place after the statutory enforcement 
date of July 1, 2020, or such later date as the regulations may become enforceable. In making 
this request, we note that the proposed regulations address all the major aspects of the CCP A: 
how to provide notices, content of the privacy policy, the process for handling submitted 
requests, verification, and calculating the value of consumer data. Without having final 
regulations in place to govern compliance, businesses lack clarity that the solutions they are 
readying for January 1, 2020, will, in fact, meet regulatory requirements. We request that 
businesses have all the applicable rules and requirements, in final form, with a reasonable 
timeframe to achieve compliance, before their actions can be determined to be unlawful. 
Recognizing the time necessary for the OAG to draft and implement comprehensive regulations, 
we believe that the outlined enforcement delay would be consistent with the legislature's 
intended delayed enforcement date. 

§ 999.301. Definitions 
Section 999.30l(h) broadly defines "household" as a person or group ofpeople occupying a 
single dwelling. Such a broad definition based merely on temporary occupancy of a dwelling 
rather than a requirement that persons be related and domiciled, as defined in Section 17014 of 
Title 18 of the California Code of Regulations, would sweep in groups in living arrangements 
who should not have access to the personal information of others, such as multiple roommates 
linked by mutual tenancy, a landlord and tenant, persons using a house sharing app for the 
weekend, and at the most extreme end, all the residents of a college dormitory. Because this 
broad access would be contrary to the purpose of the CCPA, we recommend striking the 
requirement that businesses accept requests from household members-except those from a 
parent or guardian on behalf of a minor-or, at the very least, that persons whose only 
relationship is that they share a housing unit should not be included in the definition of 
household. Instead, we recommend that the OAG consider adopting a definition of household 
similar to the definition of "family group" used by the U.S. Census Bureau, which defines a 
family group as "any two or more people (not necessarily including a householder) residing 
together, and related by birth, marriage, or adoption." 3 

Section 999.301(n) provides a definition of"request to know" that includes any or all of six 
categories of information. Section 999.313 describes different processes depending on whether a 
consumer is requesting specific pieces of information or categories of information. Providing this 
kind of flexibility was not envisioned in the statute, and many of our members have already 
started building solutions that do not afford multiple choices of this kind. We request that the 
OAG clarify that this multi-tier approach is not mandatory and confirm that businesses that build 
their process to meet the more conservative requirements associated with a request for specific 
pieces of information will be in compliance with the law. 

§ 999.305. Notice at Collection of Personal Information 
This section describes a comprehensive, detailed consumer notice, which suggest there may be a 
specific form notice the OAG might want covered entities to use. If the OAG intends to be more 

3 https ://www.census.gov/pro grnms-surveys/ cps/technical -documentation/ subject -definitions. html#family household. 
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prescriptive regarding the notice requirements, then we request it release a sample form and that 
the use of such sample form of notice provide a safe harbor for compliant businesses. As many 
covered entities are likely already working on their own notice in advance of the impending 
compliance date, we request that notices substantially similar to the sample form notice also be 
deemed compliant. 

Both the statute and the proposed regulation require a collecting business to notify consumers of 
the categories of personal information to be collected and the purposes for which they will be 
used. The statute specifies that disclosures required by section 1798.100 must be provided in 
accordance with the requirements of section 1798.130. The only part of section 1798.130 that a 
business can look to for instruction on providing the advance notice is section 1798.130(a)(5), 
which specifies the information that must be in the online privacy policy. Accordingly, 
businesses that rely on their online privacy policies to provide advance notice should be 
considered in compliance with the statute. We request that the OAG remove any language from 
the draft regulations that suggests otherwise. 

Section 999.305(a)(2) requires a business present a notice that is "understandable to an average 
consumer." 4 While we support the goal of clear communications to consumers, the proposed 
standard is vague and requires additional guidance. If the OAG does not intend to provide a 
sample notice, we request a clearer and more measurable standard. 

Section 999.305(a)(3) requires a business to obtain explicit consent from the consumer to use 
personal information for a new purpose that may not have been originally disclosed. This 
requirement goes beyond the existing statutory requirements, which require only notice, and as 
noted above, could be provided through changes to the online privacy policy. Further, a 
requirement to obtain explicit consent for new uses would unnecessarily encourage covered 
entities to draft broad disclosure language that would cover as wide a range of uses as possible. 
Such disclosures would be longer and less meaningful for consumers seeking to truly understand 
how their personal information may be used. 

Section 999.305(d) restricts the sale of personal information collected from a source other than 
the consumer unless the business provides a notice at collection to the consumer or contacts the 
source, but this requirement has no statutory basis in the CCPA and is overly burdensome for 
businesses that share any information with third parties. 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 
Section 999.306(a)(l) arguably suggests that a business that does not currently sell personal 
information must, nevertheless, build an intake function to collect opt outs from consumers who 
would like to prevent their personal information from being sold in the future. 5 This is an 
unreasonable outcome for businesses that do not sell and could create a perverse incentive for 
businesses to decide to sell since they must build the opt-out infrastructure regardless of their 

4 This same terminology is repeated in§§ 999.306, .307, .308, and the comment applies equally to each section. 
5 Stating that "the purpose of the notice of right to opt-out of sale of personal information is to inform consumers of 
their right to direct a business that sells ( or may in the future sell) their personal infonnation to stop selling their 
personal information, and to refrain from doing so in the future." 
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current practices. Further, recognizing that the statute does not speak to such a requirement, the 
OAG should remove from the proposed regulations all such forward looking obligations. 

Section 999.306(b)(2) requires a business that substantially interacts with consumers offline to 
also provide the opt-out notice by an offline method. This vague standard does not define what 
qualifies as substantially offline to trigger the offline notice requirement. 

§ 999.307. Notice of Financial Incentive 
We request confirmation that businesses that do not offer financial incentives or a price or 
service difference in exchange for retention or sale of a consumer's personal information do not 
have to provide the Notice of Financial Incentive or related information in the privacy policy. 

§ 999.308. Privacy Policy 
Section 999.308(b)(l)(c) requires that the privacy policy include a description of "the process the 
business will use to verify the consumer request." For security reasons, this requirement should 
be removed. Describing the process for verification invites fraudsters to circumvent the measures 
that businesses must put in place to protect consumers. There is minimal additional consumer 
benefit to publishing the details of how the verification process works when businesses have a 
legitimate concern that providing too much information in a publicly facing document will put 
consumer security at risk. 

We recommend removing Section 999.308(b )( 1 )( d)(2), which requires that the privacy policy 
include for each category of personal information collected, the categories of sources from which 
each category was collected, the business or commercial purpose for collecting each category, 
and the categories of third parties with whom the business shares each category of personal 
information. This disclosure requirement is overly burdensome, requiring businesses to 
specifically tie source, use, and recipients to each category of personal information collected, to 
no good effect, and attempts to impose a requirement on all personal information collected when 
the statute specifies that this degree of granularity only applies to personal information that the 
business has sold. 6 

Section 1798.115 treats information that the business sold differently from both the personal 
information that the business collected and the personal information that the business disclosed 
for a business purpose. Section 1798.115(a)(2) specifically states with regard to the personal 
information sold that the business must disclose "the categories of third parties to whom the 
personal information was sold, by category or categories of personal information for each third 
party to whom the personal information was sold." This different treatment is a logical 
consequence of the fact that the statute gives consumers the right to opt out of sale. A consumer 
exercising that right has an interest in knowing which information is sold to which third party. 
Because there is no right to opt out of collection or sharing for a business purpose, a lower level 
of granularity will provide a less complex and more meaningful disclosure to the consumer. 

6 Section 1798.110 of the statute lists four categories of infonnation that a business must provide regarding personal 
information the business has collected. Unlike Section 1798.115, this section does not require that the categories be 
cross-referenced against each other. In fact, cross-referencing the categories would create a lengthy and confusing 
document. 
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Section 999.308(b)(3) requires that the privacy policy for all covered entities disclose that a 
consumer has a right to opt-out of the sale of their personal information. If a business does not 
currently sell personal information, it should not be required to include such a disclosure in its 
privacy policy. The exemption provided in 999.306(d)(l) only applies if the business's privacy 
policy states that the business "does not and will not sell" the personal information. Without the 
forward-looking statement, a business that does not currently sell personal information would be 
required to provide the notice of opt out. This disclosure would be unnecessary, irrelevant to the 
business, and may lead consumers to wrongly believe that the business does in fact sell personal 
information when it does not. 

Section 999.308(b)(5)(a) requires that a privacy policy explain how a consumer can designate an 
authorized agent to make a request under the CCP A on the consumer's behalf, but the proposed 
regulations do not make clear the level of information that a business must provide regarding the 
designation. For example, it is not clear whether a business must describe the requirements 
regarding agent request verification found at§ 999.326, or whether they may be covered when a 
request is made. It is also unclear whether businesses may require particular forms or indicia of 
authority, such as powers of attorney. 

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 
Section 999.312(t) assigns to businesses the responsibility for redirecting responses that are not 
submitted through established channels and for advising a consumer how to remedy a deficient 
request. The section raises practical questions regarding the requirements for timing and tracking 
and should be removed. 

The statute requires that a business implement at least two methods for submitting requests and, 
importantly, provide notices to consumers explaining how to make requests. Requests submitted 
outside of the options provided cannot be addressed in an efficient fashion, creating risk that the 
business cannot meet the deadlines established by the statute. For example, a request e-mailed to 
a local branch may not be timely routed to the appropriate location for response, but a business 
has limited options when it cannot provide a response within the 45 days allowed under the 
statute. 7 Without the ability to control how requests are submitted, businesses may be challenged 
both to provide the extension notice within 45 days and to provide the response within 90 days. 

§ 999.313. Responding to Requests to Know and Requests to Delete 
§ 999.313(c)(5) requires a business, when a request to know is denied based on a conflict with 
federal or state law, to disclose to the consumer the basis for the denial. There may be times 
when the precise legal basis cannot be provided to the consumer because such a disclosure would 
itself violate law. To avoid this potential scenario, we suggest that the OAG include language in 
this paragraph clarifying that disclosing the existence of the conflict, without detailing the 
particular law or exception at issue, will be an adequate response under the regulation. 

7 The regulation specifies that a business must respond to a request within 45 days, bef,>imring on the day the 
business receives the request. If necessary, the business "may take up to an additional 45 days to respond to the 
consumer's request, for a maximum total of 90 days from the day the request is received." § 999.313(b). 
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Section 999.313(c)(6) requires a business to use reasonable security measures when transmitting 
personal information to the consumer. Our member companies recognize the importance of 
protecting personal information when it is being transmitted, and we request that compliance 
with this requirement constitute a safe harbor to any cause of action that alleges that the 
transmission resulted in unauthorized access, acquisition, destruction, modification or disclosure 
of personal information. Understanding that some consumers may choose to have their personal 
information delivered by mail, we request that the OAG confirm that delivery through the mail at 
the request of the consumer absolves the business of liability for any unauthorized access, 
acquisition, or disclosure of personal information that may occur after the personal information is 
placed in the mail. Moreover, we request that the OAG confirm that using security measures that 
the business uses in standard operating procedures, such as e-mail encryption and Secure 
Message Delivery, will meet this requirement and constitute reasonable security procedures and 
practices under the CCP A 

Section 999.313(c)(7) states that if a business maintains a password-protected account with the 
consumer, it may comply with a request to know by using a secure self-service portal. We 
request verification that while a financial institution subject to the Gramm-Leach Bliley Act 
(GLBA) may use the secure portal for this purpose, it would not be required to deliver non
GLBA data through the consumer's GLBA account portal. 

Section 999.313(d)(l) requires that if a business cannot verify the identity of a requestor seeking 
deletion it shall instead treat the request as a request to opt out of sales. This requirement has no 
statutory basis, and, in fact, runs counter to the CCPA's principles by giving control over 
consumer data based on unverified requests. The CCPA treats the right to delete and the right to 
opt out of sale of personal information as separate requests, with different statute sections and 
different exceptions. There is no legal basis to convert a deletion request to an unrequested, 
unrelated action because the requestor' s identity could not be verified. If an identity cannot be 
verified, the only required action should be to inform the requestor of that fact. 

Section 999.313(d)(3) allows a business to delay compliance with a request to delete, where 
personal information is stored in an archive or backup, until the archive or backup is next 
accessed. This requirement fails to recognize the technological complexity of database systems 
and the purpose of archives and backups. Information is generally archived with an established 
destruction date, determined by the type of data, when a business needs to retain it to meet 
business or legal requirements and maintain compliance with other state or federal laws. 
Backups, primarily used for disaster recovery, may never be accessed but may be overwritten on 
a regular schedule to retain current information. Without more clarity around the word "access," 
this language could require deletion when unrelated information is automatically added to the 
database or the database is accessed for purposes of maintenance or recovery. 

A requirement to delete triggered by any access to the archive or backup is overly burdensome 
for businesses, as the next access to the archive or backup may be for unrelated information and 
not for the specific personal information requested. Accessing the archive or backup for other 
business needs wholly unrelated to the data subject to CCP A should not trigger a deletion 
requirement. We request that the deletion requirement for personal information in an archive or 
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backup system only trigger in the event that the business accesses such data with the intent to use 
it in the course of its day to day functions. 

Section 999.313(d)(4) requires that a business specify the manner in which it has deleted the 
requestor' s personal information. This requirement is burdensome, vague, and has no statutory 
basis. Deletion of information, especially in large businesses, can be complicated, involving 
several systems and business units, and a detailed description of this process does not serve the 
consumer. We recommend that this section only require a business to inform a consumer that the 
personal information has been deleted, or if it cannot be deleted, the reason why, consistent with 
the requirements of Section 999.313( d)( 6). 

§ 999.318. Training; Record-keeping 
Section 999.3 l 7(g) requires a business that alone or in combination, annually buys, receives for 
the business's commercial purposes, sells, or shares for commercial purposes, the personal 
information of 4,000,000 or more consumers to compile certain metrics regarding consumer 
requests and publish these metrics in the business' privacy policy. This section provides no 
further guidance as to how the 4,000,000 consumer threshold is calculated. We request that the 
OAG provide such guidance and that the guidance clarify that the calculation should not include 
consumers whose information is exempt from the CCP A's disclosure and deletion requirements, 
such as information subject to the Gramm-Leach Bliley Act, as including such information 
would skew the results and make the data effectively meaningless. Additionally, the public 
disclosure of these metrics would not further the purposes of the CCPA and could present fraud 
or cybersecurity risks. Instead, we recommend that these metrics be provided to the OAG upon 
request. 

§ 999.318. Requests to Access or Delete Household Information 
Section 999.318(b) requires a business to disclose or delete personal information for all members 
of a household if jointly requested. Businesses will not, however, be able to verify whether all 
members of a household agree to the request, particularly because the business has no practical 
way to know who all the members of the household are and to verify whether a request was 
actually received from all members. The broad definition of household members, in that it 
includes individuals of all ages and physical or mental capacity, regardless of relationship, means 
that a business can never be certain that a request to disclose or delete is made with appropriate 
authority. As a result, businesses cannot respond affirmatively to such a request, and this 
provision should be removed from the regulations. 

§ 999.325. Verification for Non-Accountholders 
Sections 999 .325(b )-( d) require different tiers of authentication for right to know requests 
depending on the specific categories of personal information requested, but most identity 
verification techniques do not know how many data points will be needed for verification ahead 
of time, and most third party verification services do not provide this level of differentiation. The 
multiple verification tiers could increase the potential for mishandling consumer information. 
The regulations should allow businesses to instead set their own verification standards based on 
the business' own assessment. 
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Section 999.325(c) requires that consumers must submit a signed declaration under penalty of 
perjury to submit a request for specific pieces of personal information. We request further 
clarification regarding standards for these declarations, including whether the declaration must 
be notarized. 

Accessibility and Language Requirements 
The regulations require throughout-999.305(a)(2)c-d; 306(a)(2)c-d; 307(a)(2)c-d; 308(a)(2)c
d-that notices and privacy policies be accessible to customers with disabilities and available in 
the languages in which the business provides contracts, disclaimers, notices, sales, or other 
information. For businesses to have more certainty, the OAG should provide some additional 
clarity on the requirements for accessibility. For example, the regulations should clarify that if 
the documents are provided on a website that meets accessibility standards such as Web Content 
Accessibility Guidelines (WCAG) 2.0, it meets this requirement. We further request that the 
OAG provide additional clarity regarding how to apply the language requirement. For example, 
financial institutions may take assignment of installment sales contracts negotiated in other 
languages. Such contracts should not drive the languages for the financial institution's notices 
and policies, particularly if the underlying contracts are subject to the GLBA exemption. 

Deletion Requests in a 12-month Period 
The CCPA, in providing consumers with the right to request their personal information, 
recognized that identifying and supplying personal data to the consumer places a burden on 
businesses. The statute requires the business to provide the information not more than twice in a 
12-month period. 8 The information must be provided at no charge to the consumer. 9 If, however, 
the consumer makes more than two requests, the business can opt to charge the consumer for the 
administrative costs of fulfilling the request or refuse to take action if the requests are manifestly 
unfounded or excessive. 10 This language suggests that more than two requests in a 12-month 
period can be considered excessive, and a business is not required to take action. 

The CCPA does not expressly state that a consumer can only make two deletion requests in a 12-
month period. However, for a business, the process of validating a consumer request, searching 
for personal information, evaluating whether the information is subject to an exception, deleting 
or destroying data, and responding to the consumer is not less burdensome than the effort that a 
business must put into responding to a disclosure request, and may actually be more burdensome. 
Accordingly, we request that the OAG clarify in the regulations that delete requests should be 
treated in the same manner as disclosure requests, and no more than two in a 12-month period 
should be required. 

Look Back Period 
The CCPA provides that a response to a disclosure request "shall cover the 12-month period 
preceding the business's receipt of the verifiable request." 11 A business also must include in its 

8 1798. lOO(d), 1798. BO(b ). 
9 1798. lOO(d); l 798.130(a)(2). 
10 l 798.145(g)(3). 
11 l 798.130(a)(2). 
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online privacy policy "the categories of personal information it has collected about consumers in 
the preceding 12 months." 12 This reference to a 12-month look back period is repeated in several 
other sections of the CCPA as well. 

As noted above, the CCPA provides that the law is generally "operative" on January I, 2020, 
notwithstanding that many sections became effective immediately upon enactment. The 
enforcement date adds additional confusion. The various dates for implementation raise 
questions about how the look back period should be treated when the law becomes enforceable. 
The OAG's regulations should clarify that the look back period will not extend farther back than 
the effective date of the regulations because businesses will not have final and binding guidance 
for complying with their requirements until that date. 

For example, a business is only required to respond to a disclosure request after receiving a 
verified request. A business cannot receive a verified request until the OAG regulations specify 
how businesses will determine that a request is valid. Additionally, in response to a disclosure 
request, a business must identify the information collected in the past 12 months by reference to 
the definition of personal information. 13 However, the OAG' s final regulations may modify or 
expand the definition of personal information and unique identifiers. 14 As a result, businesses 
will not be able to fully identify and categorize information until final regulations are published. 
Accordingly, businesses should not be required to look back beyond the effective date of the 
regulations to respond to a disclosure request. 

Thank you in advance for your consideration of our comments. If you have any questions or 
would like to discuss this further, please do not hesitate to contact Matt Kownacki at AFSA at 

or 

Sincerely, 

/s/ Matthew Kownacki 
Matthew Kownacki 
Director, State Research and Policy 
American Financial Services Association 
919 Eighteenth Street, NW, Suite 300 
Washington, DC 20006 

12 l 798. l30(a)(5)(B). 
13 l 798. l30(a)(3)(B); l 798.130(c). 
14 l 798.185(a). 

/s/ David Knight 
David Knight 
Executive Director 
California Financial Services Association 
1127 11th Street, Suite 400 
Sacramento, CA 95814 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Attachments: 

Garrett Hohimer 
12/6/2019 9:59:16 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Tola Sobitan 
Alight Solutions LLC Comments to CCPA Proposed Regulations - Submitted 12.6.2019 

Alight Solutions LLC Comments to CCPA Proposed Regulations 12.6.2019.pdf 

Dear Sir or Madam, 

Attached are Alight Solutions LLC's comments related to the California Attorney General's proposal to adopt sections 
999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations concerning the 
California Consumer Privacy Act (published October 11, 2019). 

Garrett Hohimer 
Assistant General Counsel & 
Director, Government Relations 

Alight Solutions 
4 Overlook Point 
Lincolnshire, IL 60069 

alightsolutions.com 
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alight 
December 6, 2019 

Submitted electronically in reference to the matter identified below, via PrivacyRegulations@doj.ca.gov 

Subject: Alight Solutions LLC's Comments on: 

• The California Attorney General's {"AG") proposal to adopt sections§§ 999.300 through 
999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations {CCR) 
concerning the California Consumer Privacy Act {CCPA) {Published October 11, 2019) 

To Whom It May Concern: 

Alight Solutions LLC ("Alight") is a leader in benefits, payroll and cloud solutions, supporting more than 
3,250 clients, including 50% of the Fortune 500. On behalf of its clients, Alight serves 26 million people 
and their family members including more than 5.5 million defined benefit participants, nearly 5 million 
defined contribution participants, and over 11 million health and welfare plan participants. 

We appreciate the Attorney General's effort to provide detailed regulations related to the California 
Consumer Privacy Act (CCPA), and the opportunity to submit comments. Through the services we 
provide for our clients and their people we are well-versed in the practical and regulatory factors 
impacting modern consumers and their data. We believe individual privacy and the security of people's 
personal information and data are critically important, and support clear standards for all stakeholders. 
However, we are concerned about cumbersome regulations that will result in confusion for individuals, 
companies, and regulators. In our view the proposed regulations further complicate the already broad 
CCPA. The proposed regulations also stretch the applicability of the law beyond the statutory 
definitions in contravention of California's Administrative Procedure Act ("APA"), CA Gov't Code Sec. 
11340 et seq. We focus our comments on one of the proposed regulations that we expect could at 
minimum have unintended negative consequences on businesses, service providers, and consumers. 

I. We urge the AG to strike or clarify Section 999.314{a) related to service providers, which appears 
to significantly expand who is a covered service provider, create a direct conflict between service 
providers and any non-"business" client otherwise not covered by CCPA, and potentially subject 
such non-"business" clients to CCPA's requirements indirectly. 

The definition of "service provider" set forth in Section 1798.140(v) is a person or entity that processes 
"information on behalf of a business .... " (emphasis added). Additionally, the term "business" is defined 
in Section 1798.140(c) to mean a for-profit entity that is covered by CCPA. As a result, an entity 
providing services to a company that is not a "business" will not be subject to CCPA's service provider 
requirements. Proposed regulation 999.314(a), however, does away with the "business" limitation in 
the express terms of the CCPA. As a result, entities not contemplated as "service providers" under the 
CCPA statute itself may nonetheless be deemed "service providers" for purposes of the regulations. We 
expect many entities that, for example, provide services to not-for-profits (or state, municipal, or other 
governmental units), will not be prepared to meet the service provider requirements of CCPA and that 
there will be conflict and confusion about this expansion. Additionally, the APA, does not seem to grant 
the AG the authority to enlarge the scope of the CCPA through regulation. 
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For entities that would not be service providers but for proposed regulation 999.314(a), or entities that 
are service providers but have clients that are a mix of "business" and non-"business" companies, this 
provision will either create a conflict with the non-"business" client over the need to comply regarding 
such client's population, or effectively subject the non-"business" client to CCPA's requirements by 
virtue of the deemed service provider status. 

For example, in the event an entity was servicing clients that were not-for-profit companies, those 
clients may assert that they are not subject to CCPA; which would be accurate under both the text of the 
CCPA as well as the proposed regulations. The servicing entity would be holding the data of the non
profit clients, but does not own that data and generally would not take independent action regarding 
that data. However, if the servicing entity were to be deemed a service provider with regards to, in this 
example, non-profit clients, there may be a conflict between the responsibilities of a service provider 
under the CCPA and the direction provided by a non-profit client (not subject to the CCPA). The 
servicing entity would be caught between its own responsibilities under the CCPA and the non-profit 
client's position that the CCPA does not apply to the client's data. If the client directed, for example, 
that the service provider not respond or take any action on requests related to personal data obtained 
from that client's employees, it is unclear how the service provider could assert that such action was 
required if the CCPA does not apply to the client who owns the data. 

In addition to the deemed service provider's conflicted position, a non-"business" client would be 
essentially forced to choose between voluntarily following the CCPA requirements despite it not 
applying or contending with the conflict and challenges described above. 

For these reasons, we urge the AG to strike Section 999.314(a) from the proposed regulations and allow 
the statutory definitions of "business" and "service provider" to control. Although we believe this 
section should be struck and that failing to do so will have negative consequences, as an alternative, we 
suggest the AG, at minimum, clarify that when a service provider performs services for an entity that is 
not a business and to which the CCPA does not apply, the service provider may follow such entity's 
otherwise lawful direction deviating from the CCPA with regards to any action otherwise required under 
the CCPA. 

* * * * * 

Thank you for the opportunity to submit these comments on the proposed regulations. Alight would 
welcome the opportunity to meet and discuss our comments in greater detail or to answer any 
questions that you may have. 

Respectfully submitted, 
Alight Solutions LLC 

M. Garrett Hohimer 
Assistant General Counsel & Director, Government Relations 

Tola Sobitan 
Chief Privacy Officer & Senior Counsel 
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Message 

From: 
Sent: 

To: 

Holden, Robert A. 
12/6/2019 8:21:06 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: American Association of Payers, Administrators and Networks Comments 
Attachments: AAPAN's Comments to the California Office of the Attorney General on CCPA 12.6.2019.pdf 

Please find our comments attached. Thank you for your consideration. 

Robert A. Holden 
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AAPAN 
December 6, 2019 

Via Email to PrivacyRegulations@doj .ca.gov 

California Office of the Attorney General 
ATTN: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: Comments Concerning the Proposed California Consumer Privacy Act Rules 

Dear Coordinator: 

I am writing on behalf of the American Association of Payers Administrators and Networks 
("AAPAN") to comment on the proposed rulemaking implementing the California Consumer 
Privacy Act (CCPA). AAPAN is the leading national association of preferred provider 
organizations ("PPOs"), networks, and administrators providing services to health plan 
enrollees, self-funded employer plans, and injured workers. Through our members, we work on 
behalf of thousands of California residents. Our comments on the rulemaking are addressed 
towards gaining greater clarity on how the rules will address information exchanged between 
covered entities, business associates, and health care providers subject to federal regulations 
pursuant to the Health Insurance Portability and Availability Act of 1996 (HIPAA). 

Clarifications on the Application of Rules Pursuant to CCPA Section 1798.145 

AAPAN members would like to seek clarification in the application of CCPA section 
1798.145(c)(1) concerning the responsibility of a "Business Associate" as it relates to a 
"Covered Entity" as both those terms are defined and regulated under 45 CFR 164.502(e), 
164.504(e), 164.532(d) and (e). Many AAPAN members are Business Associates under HIPPA 
and they would like clarification as to the extent of the exemptions provided under CCPA 
1798.145, so long as their activities as Business Associates support a Covered Entity's 
obligation to patients. In particular, would like to understand how these exemptions extend to 
the exchange of health care provider personal information which may not be considered PHI. 
This is additionally instructive should the business to business exemptions under the CCPA 
sunset. 

Claims Processing and the Provider Exclusion 

Many AAPAN members process claims on behalf of a Covered Entity. This results in two 
questions as to the application of the exemption under CCPS section 1798.145. First, we would 
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AAPAN's Comments on CCPA 
December 6, 2019 
Page 2 

like greater clarity on whether or not an organization processing patient claims, that includes 
personal information about a treating physician, is entitled to rely upon the initiating organization 
(i.e., Covered Entity) for any required notice to health care providers. Section 1798.145(c)(1)(A) 
and (B) appear to exempt Covered Entities, Business Associates, and Providers with regards to 
patient personal information. It is unclear whether this exemption applies to provider 
information, even though they are also engaged in a business relationship with both the 
Covered Entity and the Business Associate. 

Accordingly, if these information transfers are not excluded from the requirements of the CCPA, 
we would like to seek clarification as to whether there is an affirmative obligation for 
organizations to send notices to health care providers or other individuals that have 
longstanding business relationships with such an organization as of the implementation date of 
the CCPA, or just with newly created relationships after that date. 

Finally, we would like to confirm that the "sale" of personal information does not include the 
exchange of information between a Business Associate and a Covered Entity. A claims 
processing entity is paid, in part, to transfer information between a health care provider and a 
payer. This exchange of information would also appear to qualify for exemption under CCPA 
section 1798.145 regardless if such information is considered PHI (e.g. practitioner data). 

We appreciate your consideration of our comments and concerns. We would be pleased to 
discuss these questions with you and to provide any additional information that may be useful 
as you work through implementation. 

Sincerely, 

q7;Vic}. 

Julian Roberts 
President 
American Association of Payers Administrators and Networks (AAPAN) 
3774 Lavista Road, Suite 101 
Tucker, GA 30084 
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Message 

From: Dan Jaffe 
Sent: 12/6/2019 2:48:04 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: ANA Detailed Comments on Proposed CCPA Regulations 
Attachments: ANA Comments on Proposed CCPA Regulations FINAL.pdf 

Importance: High 

Dear Attorney General Becerra, 

Attached please find detailed comments by the Association of National Advertisers (ANA) in response to your office's 
proposed regulations regarding the California Consumer Privacy Act (CCPA). We hope that you will take this document 
under careful consideration and work to make the CCPA better for both consumers and businesses. 

If you have any questions please feel free to reach me at -
Best wishes, 
Dan Jaffe 

Dan Jaffe 
Group EVP, Government Relations 
Association of National Advertisers 
2020 K Street N.W. Suite 660 
Washington DC 20006 

Visit my Regulatory Rumblings Blog 

or by calling the Washington Office of ANA at 
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LEADERSHIP AND 
MARKETING EXCELLE NCE 

Before the 
Privacy Regulations Coordinator 

California Office of the Attorney General 
300 South Spring Street, First Floor 

Los Angeles, CA 90013 
Email: PrivacyRegulations@doj.ca.gov 

COMMENTS 

of the 

ASSOCIATION OF NATIONAL ADVERTISERS 

on the 

California Consumer Privacy Act Proposed Regulations 

Dan Jaffe Counsel: 
Group EVP, Government Relations Stu Ingis 
Association of National Advertisers Mike Signorelli 
2020 K Street, NW Tara Potashnik 
Suite 660 Allaire Monticollo 
Washington, DC, 20006 VenableLLP 

600 Massachusetts Ave., NW 
Washington, DC 20011 

December 6, 2019 
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On behalf of the Association of National Advertisers ("ANA"), we provide the following 
comments in response to California Office of the Attorney General's ("CA AG") October 11, 
2019 request for public comment on the proposed regulations implementing the California 
Consumer Privacy Act (the "CCPA"). 1 We appreciate the opportunity to engage with the CA 
AG on the important subject of consumer privacy and the content of the rules that will help 
implement the CCP A 

ANA participated in the CA AG's preliminary rulemaking public forums in San Marcos 
on January 14, 2019 and Sacramento on February 2, 2019, and ANA also testified at a February 
20, 2019 informational hearing on the CCPA held by the California State Assembly Committee 
on Privacy and Consumer Protection. In addition, ANA participated in the CA AG's December 
4, 2019 San Francisco public hearing to offer input on the proposed regulations. We and our 
members are committed to helping ensure that consumers enjoy meaningful privacy protections 
in the marketplace and that businesses can continue operations that support and sustain the 
California economy. 

The ANA's mission is to drive growth for marketing professionals, for brands and 
businesses, and for the industry. Growth is foundational for all participants in the ecosystem. The 
ANA seeks to align those interests by leveraging the 12-point ANA Masters Circle agenda, 
which has been endorsed and embraced by the ANA Board of Directors and the Global CMO 
Growth Council. The AN A's membership consists of more than 1,600 domestic and international 
companies, including more than 1,000 client-side marketers and nonprofit organizations and 600 
marketing solutions providers ( data science and technology companies, ad agencies, publishers, 
media companies, suppliers, and vendors). Collectively, ANA member companies represent 
20,000 brands, engage 50,000 industry professionals, and invest more than $400 billion in 
marketing and advertising annually. The vast majority of them are either headquartered, or do 
substantial business, in California. 

The issues and problems we highlight concerning the CCP A and the proposed regulations 
in the ensuing comments, if not remedied, could have grave and substantial effects on 
consumers. Every point we discuss below may have significant and detrimental consequences to 
consumers by threatening their ability to access products and services they enjoy and expect. 
The CCPA is poised to impose limitations on the free flow of data that has fueled the economy 
for decades and has empowered consumers to receive appropriate products and services in the 
right place and at the right time. Data has created untold consumer benefit by enabling free and 
low-cost services and has directly facilitated consumers' exposure to new products and offerings 
that may interest them. The CCPA stands to detrimentally impact this status quo and could 
curtail the use of data that has improved consumers' lives and enriched their experiences. 

Our members support the responsible use of data and the underlying goal of enhancing 
consumer privacy that is inherent in the CCPA and the CA AG's proposed rules. For decades, 
our industry has championed consumer transparency and choice regarding businesses' data 
practices, including by promoting strong codes of conduct and self-regulatory programs. ANA 
has, for example, supported the Digital Advertising Alliance's ("DAA'') consumer-centric notice 

1 California Department of Justice, Notice of Proposed Rulemaking Action (Oct. 11, 2019), located at 
https :// oag. ca. gov/ sites/ all/files/agweb/pdfs/privacy/ccpa-nopa. pelf. 

2 

CCPA_ 45DAY _00318 



and choice program and its corresponding Self-Regulatory Principles for Online Behavioral 
Advertising for over ten years. 2 There have been over 100 million unique visits to the DAA self
regulatory site for consumers to exercise their privacy choices. In addition, ANA is the home of 
the Guidelines for Ethical Business Practice, a self-regulatory code designed to provide 
individuals and entities in all media that are involved in data-driven marketing with generally 
accepted principles of conduct. 3 ANA has consistently maintained and reinforced industry 
standards that place responsible data practices and consumer privacy at the forefront of business 
considerations. 

ANA members also play a significant role in the California economy. For example, in 
California, advertising helps generate $767.7 billion or 16.4% of the state's economic activity 
and helps produce 2.7 million jobs or 16.8% of all jobs in the state. 4 Moreover, many of our 
members employ California residents and nearly all of them provide goods and services to 
consumers in the state. It is no secret that advertising and marketing contribute to the health and 
growth of the economy overall. ANA-member businesses are committed to affording California 
consumers robust privacy protections while also continuing to bolster and enrich the state's 
economic activity and employment. 

The underlying principles of transparency, control, and accountability included in the 
CCPA are aligned with ANA members' values. Several clarifications the CA AG provided in its 
proposed rules have offered helpful guidance for businesses in furthering CCPA compliance. 
Other provisions, however, set forth in the proposed rules represent departures from the text and 
scope of the CCP A as enacted by the legislature and could stand to decrease consumer choice 
and privacy rather than advance it. Additionally, because the CA AG's own timetable for the 
rulemaking makes clear that it is highly unlikely to finalize the rules implementing the law 
before its January 1, 2020 effective date, businesses could have significant difficulties complying 
accurately with the CCPA without the benefit of the finalized rules. The CCPA represents a 
highly complex and in many respects ambiguous law, and without final rules to sufficiently 
clarify its terms in advance of its effective date, the CCP A could prove to be extremely 
disruptive to consumers and business alike. 

The Standardized Regulatory Impact Assessment, put forward by the CA AG' s Office, on 
the CCP A highlights the costs the law could impose on the California economy. 5 According to 
the assessment, the initial costs for state businesses to comply with the CCP A could be as high as 
$55 billion, equivalent to 1.8% of California Gross State Product in 2018. The report also 
estimates that the additional costs to comply with the CA AG' s regulations implementing the law 
could reach $16.454 billion over the next decade, depending on the number of businesses 
impacted. It is clear from the impact analysis that the CCPA could have a substantial impact on 

2 DAA, Self-Regulatory Principles for Online Behavioral Advertising (Jul. 2009), located at 
https://digitaladvertisingalliance.org/sites/aboutads/files/D AA files/seven-principles-07-01 -09 .pdf. 
3 ANA, Guidelines for Ethical Business Practice (2017), located at https://thedma.org/accountability/ethics-and
compliance/dma-ethical-guidelines/. 
4 IHS Economics and Country Risk, Economic Impact of Advertising in the United States (Mar. 2015), located at 
https://www .ana.net/magazines/show /id/rr-2015-ihs-ad-tax. 
5 State of California Department of Justice Office of the Attorney General, Standardized Regulatory Impact 
Assessment: California Consumer Privacy Act of 2018 Regulations (Aug. 2019), located at 
http://www.dof. ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/CCPA Re 
gulations-SRIA-DOF.pdf. 
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the state's business community and economy, effects that would also be felt elsewhere in the 
country. The report's wide-ranging estimates of future costs reflect the uncertainty and potential 
disruption the law presents for businesses, regulators, and consumers. ANA urges the CA AG to 
work to reduce the economic and operational burdens of the CCPA while maintaining privacy 
protections for consumers. 

As our members continue to design systems, policies, and technical processes to 
operationalize the CCPA, the industry would benefit from additional clarity surrounding certain 
provisions in the law and the proposed regulations so businesses can facilitate the regime's 
consumer rights and provide notice and choice consistent with its requirements. Moreover, the 
CA AG should take steps to ensure the final regulations, when promulgated, align with the text 
and scope of the CCPA. We provide the following suggestions to the CA AG to clarify certain 
points of the CCPA and proposed regulations, and we encourage the office to update parts of the 
proposed rules to better align with the CCPA itself and to ensure consumers have the ability to 
make meaningful choices. Our comments first address three issues of paramount importance that 
we raised in San Francisco at the CA AG's December 4, 2019 public hearing on the content of 
the proposed rules. The remainder of our comments are organized thematically, addressing 
several topics in a number of general issue areas. Our comments proceed by discussing the 
following: 

I. Issues ANA Addressed in its December 4, 2019 Verbal Testimony 
II. Consumer Requests to Opt Out and Opt In to Personal Information Sale 
III. Consumer Requests to Know and Delete 
IV. Service Providers 
V. Consumer Verification 
VI. Privacy Policies 
VII. Other Required Notices 
VIII. Provisions of the Proposed Regulations that ANA Supports 
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I. Issues ANA Raised in its December 4, 2019 Verbal Testimony 

a. Clarify Requirements Surrounding Loyalty Programs So Businesses May 
Continue to Off er Such Programs to Consumers 

Per the proposed rules, a business may offer a price or service difference, i.e., a loyalty 
program, to a consumer if the difference is reasonably related to the value provided to the 
business by the consumer's data. 6 The proposed regulations also require businesses to include a 
good-faith estimate of "the value of the consumer's data," which is defined as "the value 
provided to the business by the consumer's data," in addition to the method of computing such 
value, in a notice of financial incentive before they may offer loyalty programs. 7 The CA AG 
should clarify how a business may justify that a price or service difference is reasonably related 
to the value provided to the business by the consumer's data. The CA AG should further clarify 
that a business does not need to provide the method of calculating the value of a consumer's data 
or a good faith estimate of such value in a notice of financial incentive if this information would 
constitute confidential, proprietary business information or put the business's competitive 
position at risk. At a minimum, the CA AG should clarify that a business may provide an 
estimate of the aggregate value of consumer data instead of an estimate of the value of data 
pertaining to an individual consumer to satisfy this requirement. 

Consumers participate in loyalty and rewards programs on an opt-in basis. Consumers 
understand that as they provide data to businesses in order to participate in loyalty programs, 
they obtain value through those programs by gaining access to lower prices and special offers. 
Loyalty programs take many different forms. For example, gas dollar programs, frequent flyer 
programs, grocery "valued customer" rewards, and many other similar offerings constitute 
loyalty programs that could be hindered in California due to the CCP A. Consumer data makes 
loyalty programs possible, but consumers who make deletion or opt out requests restrict the very 
data that allows them to participate in loyalty programs. The proposed regulations' requirement 
for businesses to ensure that any price or service difference offered to consumers is reasonably 
related to the value they receive from consumer data constitutes a requirement that may be 
impossible for businesses to meet. As a result, this requirement has the potential to impede the 
offering of loyalty programs that consumers enjoy and have come to expect. Without 
clarification on how businesses may reasonably justify that a price or service difference is 
reasonably related to the value provided to the business by the consumer's data, many loyalty 
programs could cease altogether when the CCPA becomes effective on January 1, 2020. 

In addition, if a business offers a financial incentive or a price or service difference to a 
consumer, the business must provide a notice of the financial incentive that offers (1) "a good
faith estimate of the value of the consumer's data that forms the basis for offering the financial 
incentive or price or service difference; and" (2) "a description of the method the business used 
to calculate the value of the consumer's data." 8 While the proposed regulations clarify that "the 
value of the consumer's data" is the value provided to the business by such data, the requirement 
to provide an estimate of such value is unworkable. It is unclear whether a financial incentive 

6 Cal. Code Regs. tit. 11, §§ 999.336(b), 337(a) (proposed Oct. 11, 2019). 
7 Id. at§§ 999.307(b)(5)(a), 337(a). 
8 Id. at§ 999.307(b)(5). 
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must justify the price or service difference offered to consumers on a product-by-product basis 
(e.g., discounts for coffee must be justified independently and separately from discounts for 
pastries), or if businesses may justify their price or service differences for CCPA purposes in a 
more holistic sense. The method by which a business values personal information associated 
with a consumer may vary based on the situation at hand, the discount being offered at a 
particular time or in a particular place, and a variety of other factors. Additionally, the actual 
value the business attributes to such data may, in many cases, be difficult to quantify. 

From an operational standpoint, the value provided to a business by data pertaining to 
consumers may be calculated on an aggregate basis rather than an individual consumer basis. 
The proposed regulations do not clarify whether a business may satisfy the nondiscrimination 
and financial incentive requirements by providing an estimate of the aggregate value of data as 
opposed to an estimate of the value of data pertaining to an individual consumer. The proposed 
regulations also do not account for how businesses should quantify nontangible value created in 
terms of fostering consumer loyalty and goodwill. Several varying and proprietary 
considerations make these calculations complex and have the potential to confuse consumers 
rather than enlighten them to business practices. ANA encourages the CA AG to revise the draft 
rules to explicitly state that a business may satisfy the nondiscrimination and financial incentive 
requirements by providing an estimate of the aggregate value of consumer data as opposed to an 
estimate of the value of data pertaining to an individual consumer. 

Moreover, the requirement to include an estimate of "the value of the consumer's data" 
and the method of calculating such value could reveal confidential information about a business 
that could jeopardize the business's competitive position in the marketplace. Information about 
the value the business attributes to the consumer's data and the method of calculating the value 
could constitute proprietary information about businesses' commercial practices. A requirement 
to divulge this information risks distorting the market by forcing companies to reveal 
confidential data. In many instances, such calculations could harm businesses if divulged, as 
they would reveal proprietary or confidential information to competitors. Consequently, the 
requirement to disclose a reasonable estimate of the value of the consumer's data and the 
business's method for calculating such data presents significant risks to competition and business 
proprietary information. The CA AG should clarify how a business may justify that a price or 
service difference is reasonably related to the value provided to the business by the consumer's 
data so that businesses may continue to offer loyalty programs to consumers. In addition, we ask 
the CA AG to clarify that businesses need not provide the method by which they calculate "the 
value of the consumer's data" or the actual estimated value if such a disclosure could lead to 
anticompetitive consequences in the marketplace, or, at the very least, businesses may satisfy this 
requirement by providing an estimate of the aggregate value of consumer data instead of an 
estimate of the value of data pertaining to an individual consumer. Consumers clearly see the 
value of loyalty programs as demonstrated by the broad participation in such programs by both 
California consumers and the country at-large. Therefore, rules in regard to these programs 
should be carefully calibrated so as to not undermine their value to consumers. 

b. Clarify that Intermediaries Must Allow Consumers to Express Opt Out 
Choices Through Browsers and May Not Block Opt Out Selections 
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According to the proposed regulations, a business that collects personal information from 
consumers online must treat user-enabled privacy controls, such as a browser plugin or privacy 
setting or other mechanism, that communicate or signal the consumer's choice to opt out of the 
sale of personal information as "a valid request submitted ... for that browser or device, or if 
known, for the consumer." 9 This requirement goes beyond the intent of the legislature and scope 
of the CCP A It represents an entirely new business duty that does not further the purposes of 
the CCP A, but rather exceeds the law's scope by imposing material obligations on businesses 
that have no textual support in the statute. The legislature previously considered browser 
settings when it amended California Online Privacy Protection Act ("CalOPPA") in 2013, and at 
the time chose to not mandate a single, technical-based approach to effectuating consumer 
choice. 10 Instead, the legislature offered alternative approaches, which is best for consumer and 
businesses. The legislature could have included such a mandate when it passed the CCPA and 
amended the law in September of 2018 and 2019, but each time chose not to. The CCPA itself 
does not direct the CA AG to implement such rules or such an approach. ANA believes that 
mandating that businesses honor the suggested signals undermines consumer choice and could 
harm consumers. Such tools are a blunt instrument broadcasting a single signal to all businesses. 
Consumers are not provided an option to set granular choices, business-by-business selections, 
allowing certain business to sell data while restricting others. This does not allow a consumer to 
maximize their enjoyment and participation in the data economy. In addition, a business is not 
able to authenticate whether a consumer has affirmatively set such signals. Such tools are ripe 
for intermediary tampering. 

If the CA AG nevertheless pursues this approach, we suggest that the CA AG adopt a 
rule that requires a business engaged in the sale of personal information to either: (1) honor 
browser plugins or privacy settings or mechanisms, or (2) not be required to honor such settings 
where the business includes a "Do Not Sell My Info" link and offers another mechanism or 
protocol for opting out of sale by the business. This approach would be consistent with 
CalOPPA and the CCPA, as passed by the legislature. It would also provide consumers with 
meaningful choices. 

Regardless of the mechanism offered to effectuate a consumer opt out, the CA AG' s rules 
should protect the signals set by the consumer. Some browsers, operating systems, and other 
intermediaries have the ability to interfere with consumers' ability to use choice tools via the 
Internet. This interference can occur when these intermediaries block the technology that is used 
to signal an opt out (e.g., cookies, JavaScript, mobile ad identifiers, etc.), often through default 
settings. When browsers take cookie and other technological opt out tools out of the equation, 
consumers are ultimately harmed because their opt out preferences fail to be communicated to 
the business. If consumers are unable to deliver a choice signal to a business due to an 
intermediary's blockage of the technology used to signal that choice, meaningful consumer 
choice would be removed from the marketplace. 

c. Remove the Requirement For Businesses to Pass Consumer Opt Outs to 
Parties to Whom They Sold Personal Information in the Prior 90 Days 

9 Id. at§ 999.315(c). 
10 AB 370 (Cal. 2013). 
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Per the proposed rules, upon receipt of a consumer opt out request, a business must: (1) 
"notify all third parties to whom it has sold the personal information of the consumer within 90 
days prior to the business's receipt of the consumer's request that the consumer has exercised 
their right to opt-out," and (2) "instruct [the third parties] not to further sell the information." 11 

This provision places requirements on businesses to communicate opt out requests to third 
parties and instruct those third parties not to further sell information, which are obligations that 
are not included in the CCP A To avoid regulatory provisions that are not within the scope of 
the statutory text of the CCPA and could cause significant unintended consequences that could 
result from these entirely new business obligations, the CA AG should update the proposed 
regulations to align with the CCP A such that businesses are not required to pass opt out requests 
along to third parties. At a minimum, the CA AG should clarify that businesses are not required 
to pass opt out requests along to third parties if such third parties are contractually prohibited 
from selling personal information received from the business. 

First, requiring businesses to communicate opt out requests to third parties is a significant 
new requirement imposed by the CA AG after businesses have spent over a year designing 
novel, resource-intensive, and costly processes and technical controls for the CCP A The 
requirement exceeds the law's scope by levying entirely new substantive obligations on 
businesses without a basis in the CCPA to do so, and it does nothing to "further the purposes of 
the title," which the California legislature has required of all regulations implementing the 
CCP A As a result, the CA AG' s implementation of a new requirement to pass opt outs along to 
third parties represents a substantial change from the text of the CCP A and is outside of the 
scope of the law. It does not provide businesses with enough time to build the systems necessary 
to accomplish this requirement before the law's January 1, 2020 effective date. Moreover, the 
new requirement to pass opt out request to third parties is unclear and may be contrary to 
consumers' actual preferences. The requirement is also superfluous and unnecessary, as the 
CCPA itself already addresses downstream data sales by requiring third parties that receive 
personal information from a sale to ensure the consumer has received explicit notice and an 
opportunity to opt out of future sales. 12 Consequently, third party businesses are already 
obligated under the CCPA to offer consumer rights with respect to personal information. 

Second, the proposed regulations' mandate that businesses must communicate opt out 
requests to third parties does not serve to further meaningful consumer choice. If a consumer 
opts out of one business's ability to sell personal information, that business should not be 
obligated to proliferate that request to other third parties. In addition, if third parties effectuate 
the opt out requests they receive from a business that the consumer originally directed to the 
business alone, consumers stand to lose access to products, services, and content that they did not 
wish to lose access to by sending an opt out request to a business. The outcome the CA AG is 
proposing with this opt out flow-down provision is not reflective of consumer choice; it would 
take the consumer's expressed choice in one instance and apply that choice to others. The CCPA 
should enable consumers to choose which businesses and third parties can and cannot sell 
personal information. The law should not structure a system that interprets a consumer's opt out 
choice with respect to one business as a choice that should apply across the entire marketplace. 

11 Cal. Code Regs. tit. 11, § 999.315(f) (proposed Oct. 11, 2019). 
12 Cal. Civ. Code § 1798. llS(d). 
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Finally, the requirement to pass opt out requests on to third parties is not practical given 
the modern data-driven advertising ecosystem. This new obligation could require businesses to 
terminate rights to data they have already passed on to third parties. This limitation would stifle 
the free flow of data that powers the economy, thereby decreasing consumers' access to products 
and services. In the context of online commerce, the requirement would threaten to break the 
Internet by decreasing the amount of advertising revenue available to subsidize the online 
content consumers enjoy and have come to expect, particularly if third parties must further pass 
consumers' initial opt out selections down the chain to other third-party businesses. This 
requirement could also cause economic and valuation issues, as the potential would always exist 
for a third-party data recipient to lose their rights to use or further sell the data they have lawfully 
acquired from businesses. Businesses would not be able to reliably quantify their products and 
services, and the overall economy could suffer as a result. ANA therefore respectfully asks the 
AG to update the proposed rules so businesses are not required to pass opt out requests along to 
third parties in the prior 90 day period. 

U. Consumer Requests to Opt Out and Opt In to Personal Information Sale 

a. Remove the Requirement for Businesses that Do Not Collect Information 
Directly to Obtain Examples of Notices Provided to Consumers by Data 
Sources 

The proposed regulations state that businesses that do not collect information directly 
from consumers do not need to provide a notice at collection. 13 Before selling personal 
information, however, the proposed rules state that such businesses must: (1) contact the 
consumer to provide notice of sale and notice of the opportunity to opt out; or (2) obtain signed 
attestations from the data source describing how it provided notice at collection, including an 
example of the notice; maintain those attestations for a two-year period; and make them available 
to consumers upon request. 14 The CA AG should update the proposed rules so that entities may 
rely on contractual attestations from the business who passed the data along to them and do not 
need to obtain and maintain examples of the notice provided to consumers before engaging in 
personal information sale. In addition, a business should not be required to produce the 
attestations it receives from data sources or any sample notices it may be required to maintain to 
a consumer in response to an access request. 

The CCP A itself only requires third parties to provide consumers with "explicit notice" 
and an opportunity to opt out of the sale of personal information. 15 Moreover, the consumer 
benefit achieved by the obligation to maintain examples of the notices provided to consumers is 
unclear, and this requirement would be extremely burdensome for entities to manage. 
Mandating that entities must receive contractual attestations from the data source that the 
consumer was notified before engaging in information sale provides the consumer with the same 
benefit as requiring businesses to maintain an example of the notice. Both achieve the goal of 
consumer transparency, and consumers' knowledge of data practices would not be enhanced by 
requiring businesses to maintain examples of the notice provided to specific consumers. 

13 Cal. Code Regs. tit. 11, § 999.305(d) (proposed Oct. 11, 2019). 
14 Id. 
15 Cal. Civ. Code § 1798. llS(d). 
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Furthermore, this provision could be interpreted to require businesses to pass example notices 
down the chain from the original source of data to other businesses who may receive personal 
information as part of the process. This would undermine privacy protections rather than 
enhance them. In dynamic data markets such as the one that powers the Internet, it is impossible 
to pass model notices to third parties and provide a taxonomy for tracking notices and tying them 
to the data source. For instance, in a programmatic market where billions of data transactions are 
occurring in the matter of seconds, there is no reasonable method of passing along model notices 
to entities that receive data. This requirement is therefore unclear, unrealistic, and would be 
difficult if not impossible for businesses to satisfy. 

Moreover, businesses should not be required to return the sample notices they may be 
required to maintain or the attestations they receive from data sources to consumers in response 
to access requests. This requirement is not based in the CCPA, does nothing to further the 
purposes of the law, and provides no discernible consumer benefit. In fact, it could expose 
proprietary business terms to the public, thereby harming businesses' ability to compete or 
transact in the marketplace. It is also operationally impractical for businesses to be able to link a 
particular data point to a particular consumer whose data was received under a particular 
contractual term. The costs that would be associated with such a process far exceed the benefit 
that would be provided to the consumer. The California legislature determined that businesses 
are not required to disclose the specific source of data to consumers in response to access 
requests when it structured the CCPA to require the disclosure of categories of sources of 
personal information only. Any requirement to return attestations from data sources or sample 
notices to consumers would render this CCPA term moot by having the practical effect of 
requiring businesses to disclose specific sources of personal information. 

If the goal of Section 999.305(d) of the proposed regulations is to provide California 
consumers with additional notice of their opportunity to exercise rights under the CCPA, this aim 
can be accomplished in much less burdensome ways. The CA AG should clarify that businesses 
need not obtain examples of notices provided to consumers by data sources in order to engage in 
personal information sale under the CCPA and do not need to return the attestations they receive 
from data sources or the sample notices they may be required to maintain to consumers in 
response to access requests. 

b. Clarify the Requirement to Obtain Parental Consent for Minors "in 
addition to" Verifiable Parental Consent Under the Children's Online 
Privacy Protection Act ("COPPA") 

Per the proposed regulations, a business that has actual knowledge it collects or maintains 
the personal information of children under the age of thirteen must establish, document, and 
comply with a reasonable method for determining that a person affirmatively authorizing the sale 
of personal information about the child is the parent or guardian of the child. 16 Such affirmative 
authorization must be "in addition to" any verifiable parental consent required under COPP A, 
according to the proposed rules. 17 ANA asks the CA AG to clarify how this "additional" CCPA 

16 Cal. Code Regs. tit. 11, § 999.330(a)(l) (proposed Oct. 11, 2019) 
17 Id. 
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consent must function in practice by issuing a rule stating that a business may send one consent 
communication with separate check boxes for CCPA and COPPA-related consents. 

In describing the requirement for parents or guardians of children under age thirteen to 
affirmatively consent to the sale of a child's personal information, the proposed regulations list 
acceptable consent mechanisms that mirror the acceptable verifiable parental consent 
mechanisms that are set forth in the COPPA Rule. 18 However, the proposed regulations 
explicitly state that any CCPA-related affirmative authorization from a parent or guardian to sell 
a child's personal information must be in addition to any consents obtained under COPP A It is 
therefore unclear how businesses must obtain such additional or separate consents. Moreover, it 
is unclear the extent to which COPPA could preempt the requirement to obtain affirmative 
authorization to sell personal information that is included in the CCP A 

The CA AG should permit a business to provide one consent mechanism that is 
acceptable under both the CCP A and COPP A to a parent or guardian that contains separate 
consent check boxes pertaining to the activities that require consent under each law. The 
proposed rules should not require a business to send two, completely separate consent 
communications or requests to a parent or guardian to obtain verifiable parental consent under 
COPP A and affirmative authorization pursuant to the CCP A The "additional" consent 
requirement in the proposed rules also creates ambiguities when it comes to interpreting parents' 
choices, as it is unclear what should happen if a consumer consents to personal information sale 
under the CCPA but rejects personal information collection, use, or disclosure under COPP A 
ANA requests that the CA AG clarify this issue, preferably by stating that a business may send 
one consent request with separate check boxes for CCP A and COPP A-related consents. 

HI. Consumer Requests to Know and Delete 

a. Ensure the Definition of "Request to Know" Aligns with the Text of the 
CCPA 

The proposed regulations state that a "request to know" (i.e., an access request) is "a 
consumer request that a business disclose personal information that it has about the 
consumer. ... " 19 The definition includes a request for "specific pieces of personal information 
that a business has about the consumer." 20 This provision departs from the text of the CCP A, 
which notes that a consumer has the right to request that a business disclose "[t]he categories of 
personal information it has collected about that consumer" and "[t]he specific pieces of personal 
information it has collected about that consumer." 21 ANA requests that, consistent with the text 
of the CCP A, the CA AG clarify that requests to know apply only to personal information 
collected about a consumer. 

The CA AG should clarify that requests to know apply to personal information that a 
business has collected about a consumer. This update would bring the proposed regulations into 
conformity with the text of the CCP A In its Initial Statement of Reasons describing the 

18 Id. at§ 999.330(a)(2); 16 C.F.R. § 312.S(b). 
19 Cal. Code Regs. tit. 11, § 999.30l(n) (proposed Oct. 11, 2019) (emphasis added). 
20 Id. at§ 999.301(11)(1) (emphasis added). 
21 Cal. Civ. Code§ 1798.llO(a)(l) (emphasis added). 
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proposed regulations, the CA AG noted its intent in providing a definition of "request to 
know." 22 The CA AG did not indicate a desire to alter the requirements of the CCP A in this 
description of its intent. Instead, the CA AG said it provided a definition of request to know to 
"allow ... the regulations to group together the requirements businesses must follow," suggesting 
the intent was to improve convenience and readability rather than substantively change the 
requirements of the law. The CA AG also stated that it provided a definition of request to know 
to offer further clarity and to avoid unnecessary confusion. As a result, it does not appear that 
the CA AG intended to change the meaning of the CCP A or create ambiguity by issuing this 
provision of the proposed regulations. ANA asks the CA AG to the extent practical to 
harmonize the language of the proposed rules with the text of the CCPA. This would help 
reduce confusion for businesses implementing the CCP A's requirements. Therefore, ANA urges 
the CA AG to update the proposed rules' definition of "request to know" so that requests for 
personal information apply to "personal information that a business has collected about the 
consumer" and "specific pieces of personal information that a business has collected about a 
consumer." ANA submits this suggested clarification to the CA AG to help ensure that the 
regulations align with the text of the CCP A 

b. Clarify Required Methods for Submitting Requests to Know for 
Businesses that "Primarily Interact" with Customers at Retail Stores 

The proposed regulations state that a business that operates a website but primarily 
interacts with customers in person at a retail location must offer three methods to submit requests 
to know: a toll-free number, an interactive webform accessible through the website, and a form 
that can be submitted in person at the retail location. 23 This directive is unclear and presents 
major challenges to businesses for two primary reasons. 

First, the proposed regulation provides no guidance about how to determine the way a 
business "primarily" interacts with consumers. Today, very few businesses may "primarily" 
interact with consumers in retail locations, as most purchases and commercial interactions occur 
online. Second, requiring retail businesses to allow consumers to submit such requests in person 
through a physical form would create excessive burdens in terms of employee training and could 
cause customer service issues and disruptions to consumers through long lines at retail stores. In 
the retail industry, many employees are seasonal and may not have enough institutional 
knowledge or training to effectively and efficiently facilitate these in-person CCPA requests. 

The CA AG should clarify that businesses that have websites but interact with customers 
in retail locations need to provide a toll-free number and a webform only for consumer requests 
and may direct consumers to such methods of submitting requests if they receive an inquiry 
about submitting CCP A requests in person at a retail store. The toll-free number and webform 
method of submitting requests would allow retail companies to cultivate employees with an 
expertise in managing CCP A requests received by phone or online and would allow for more 
well-trained individuals to provide accurate and helpful responses to consumer inquiries. 

22 Office of the California Attorney General, Initial Statement of Reasons for Proposed Adoption of California 
Consumer Privacy Act Regulations 6-7 (Oct. 2019) (hereinafter, "ISOR"), located at 
https ://oag. ca. gov /sites/ all/files/agweb/pdfs/privacy/ccpa-isor-appendices. pelf. 
23 Cal. Code Regs. tit. 11, § 999.312(c)(2) (proposed Oct. 11, 2019). 
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c. Ensure the Definition of "Request to Delete" Aligns with the 
Requirements Businesses Must Meet in Describing Such Requests 

According to the section of the proposed regulations that addresses information a 
business must include in its privacy policy, a business must "[e]xplain that the consumer has a 
right to request the deletion of their personal information collected or maintained by the 
business." 24 This provision is inconsistent with the proposed regulations' definition of a "request 
to delete," and it appears to require businesses to state in their privacy policies that consumers 
have a different right than the CCPA and proposed regulations afford them. We ask the CA AG 
to clarify that a business must provide a privacy policy disclosure regarding requests to delete 
that is consistent with the proposed regulations' definition of the term and with the CCPA itself. 

The proposed regulations state that a "request to delete" is "a consumer request that a 
business delete personal information about the consumer that the business has collected.from the 
consumer. ... " 25 This definition matches the formulation of the deletion right in the CCPA itself: 
which states that "[a] consumer shall have the right to request that a business delete any personal 
information about the consumer which the business has collected.from the consumer." 26 The CA 
AG' s Initial Statement of Reasons for adopting draft CCP A regulations also mirrors this 
construction of the deletion right. 27 However, per the proposed regulations, a business must 
disclose in its privacy policy that a consumer has a right to request deletion of personal 
information maintained by the business. 28 This disclosure is not tied to personal information that 
was collected from a consumer. This mandated privacy policy disclosure clearly does not track 
with the language describing the right to delete in the proposed regulations or the CCPA itself. 

Consistent with the CCP A and the CA AG' s definition of "request to delete" in the 
proposed regulations, the CA AG should clarify that a business must disclose that a consumer 
has a right to request the deletion of personal information about the consumer which the business 
has collected.from the consumer in its privacy policy. This change would bring the proposed 
regulations in line with the text of the CCPA and would refrain from causing unnecessary 
confusion for businesses in their efforts to create mechanisms to comply with the law's terms. 

d. Remove the Requirement to "Permanently and Completely" Erase 
Personal Information 

The proposed regulations state that a business must comply with a consumer's request to 
delete personal information by de-identifying the personal information, aggregating the personal 
information, or "permanently and completely erasing" the personal information on its existing 
systems. 29 We ask the CA AG to remove the "permanently and completely erasing" language, 
because it represents a substantive requirement that is not grounded in the text of the CCP A, 

24 Id. at§ 999.308(b)(2)(a) (emphasis added). 
25 Id. at§ 999.301(0) (emphasis added). 
26 Cal. Civ. Code§ 1798. lOS(a) (emphasis added). 
27 ISOR at 7. 
28 Cal. Code Regs. tit. 11, § 999.308(b)(2)(a) (proposed Oct. 11, 2019). 
29 Id. at§ 999.313(d)(2). 
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does nothing to further the purposes of the law, imposes significant compliance challenges for 
businesses, and may conflict with other provisions of the proposed regulations. 

The "permanently and completely erasing" language sets forth a requirement that goes far 
above and beyond what is required in the CCPA, which states that a consumer has "the right to 
request that a business delete any personal information about the consumer which the business 
has collected from the consumer." 30 In addition, the requirement creates compliance challenges 
for businesses, because businesses may use certain database systems or architectures that do not 
allow for "permanent and complete" deletion. Furthermore, the requirement to "permanently 
and completely" delete personal information could conflict with the proposed regulations' 
recordkeeping requirements, which obligate businesses to "maintain records of consumer 
requests made pursuant to the CCP A and how the business responded to said requests for at least 
24 months." 31 As such, the "permanently and completely erasing" language is unnecessarily 
limiting and challenging for businesses to effectuate, and we ask the CA AG to remove this 
language from the text of the proposed rules. 

e. Clarify Businesses May Provide a General Contact Toll-Free Phone 
Number for Receiving Consumer CCPA Requests 

The proposed rules require a business to provide a toll-free phone number as a method 
for receiving "requests to know" and note that a business may provide one for receiving requests 
to delete and opt out. 32 The CA AG should clarify that a business may provide a toll-free 
general help or contact number to consumers to make CCPA requests and need not provide a 
CCPA-specific toll-free number. Requiring businesses to create a separate phone number for 
CCP A requests would create consumer confusion by forcing them to submit requests unrelated 
to the CCPA through one phone number and CCPA-related requests through another. It would 
also increase costs for businesses, which would have to maintain and staff a separate phone 
number for CCPA-related requests. As such, the CA AG should clarify that a business may 
provide its main consumer telephone number as the toll-free phone number through which it may 
receive consumer CCP A requests. 

IV. Service Providers 

a. Place Reasonable Limits on the Service Provider Requirement to Provide 
Business Contact Information Upon Receipt of a Request to Know 

Per the proposed rules, a service provider that receives a request to know or a request to 
delete from a consumer must "inform the consumer that it should submit the request directly to 
the business on whose behalf the service provider processes the information and, when feasible, 
provide the consumer with contact information for that business." 33 ANA asks the CA AG to 
clarify that a service provider does not need to provide a business's contact information to a 
consumer if doing so could compromise the service provider's competitive position in the 

3° Cal. Civ. Code§ 1798.lOS(b). 
31 Cal. Code Regs. tit. 11, § 999.317(b) (proposed Oct. 11, 2019). 
32 Id. at§§ 999.312(a), (b); 999.315(a). 
33 Id. at§ 999.314(d). 
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marketplace or abridge the confidentiality clauses the service provider agreed to in contracts with 
its business clients. 

The proposed regulations' requirement that a service provider must provide a consumer 
with a business's contact information may be difficult if not impossible for service providers to 
execute. A service provider may, for example, maintain information about a consumer that came 
to the service provider from more than just one business. In situations such as these, the service 
provider may not be in a position to know which business's contact information to provide to the 
consumer upon receiving a request to know or a request to delete. Moreover, the obligation to 
provide business contact information to a consumer who submits a request to know to a service 
provider could have negative effects for business competition by enabling the service provider's 
competitors to submit requests to know to the service provider to gain confidential or proprietary 
information about the service provider's client list. Although the draft regulations state that a 
service provider only must provide contact information "when feasible," it is unclear whether 
service providers are obligated to provide such information when it might be technically feasible 
to do so but would violate confidentiality clauses in their contracts with their clients or otherwise 
expose them to risks to their competitive position in the marketplace. The CA AG should clarify 
that it is not feasible for a service provider to provide a business's contact information to a 
consumer if providing such information could violate the service provider's confidentiality 
agreements with its clients or expose the service provider's client list to a competitor. 

b. Allow Service Providers to Use Personal Information to Improve Services 

According to the draft rules, a service provider "shall not use personal information 
received either from a person or entity it services or from a consumer's direct interaction with the 
service provider for the purpose of providing services to another person or entity." 34 This 
provision could be read to prohibit service providers from using personal information to make 
general improvements to their services that would benefit consumers, the business that provided 
the personal information to the service provider in the first place, and other businesses. 
Although the proposed regulations note that a service provider can combine personal information 
received from one or more entities to which it is a service provider on behalf of such businesses 
to the extent necessary to detect data security incidents or protect against fraudulent or illegal 
activity, this allowance does not enable service providers to combine and use the personal 
information they receive from businesses to improve their products and services. The use of 
personal information to upgrade and enrich products and services is important to enable service 
providers to improve their offerings and provide better services to businesses, which ultimately 
benefits consumers. The CA AG should therefore revise the draft rules to clarify that service 
providers may use personal information to make general improvements to services. 

V. Consumer Verification 

a. Clarify How Businesses Must Respond to CCP A Requests When They 
Maintain Personal Information In A Manner that Is Not Associated With 
An Identifiable Person 

34 Id. at§ 999.314(c). 
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The proposed regulations state that if a business maintains personal information in a 
manner that is not associated with an actual person, the business may verify the consumer by 
requiring the consumer to demonstrate that they are the sole consumer associated with the non
name identifying information. 35 In addition, the proposed rules state that" [i ]fa business 
maintains consumer information that is de-identified," it is not obligated to provide or delete this 
information in response to a consumer request or to re-identify individual data to verify a 
consumer request. 36 The proposed regulations do not clearly explain how businesses may 
reasonably engage in verification when they do not maintain personal information in a manner 
that is associated with a named actual person. ANA asks the CA AG to clarify that businesses 
that do not maintain data sufficient to verify a consumer's identity are not required to collect 
additional data from the consumer to do so. 

While the proposed regulations state that fact-based verification inquiries may be 
required when businesses maintain personal information in a manner that is not associated with a 
named actual person, 37 this provision of the proposed regulations forces businesses to act as 
detectives to verify a consumer who may come to the business by matching them to a non
identifying piece of information. Identifiers businesses may maintain such as cookie IDs and IP 
addresses, for example, are not sufficient to identify a consumer on an individual level, and 
identifying information provided by the consumer would do nothing to enable the business to 
verify the consumer's identity. As a result, the proposed regulations' discussion of a consumer 
providing a certain number of "data points" or "pieces of personal information" in order to allow 
a business to verify the consumer to the degree of certainty needed to effectuate a request may 
not be sufficient if the business maintains non-identifiable information such as identifiers. 38 

Moreover, identifiers may cover entire households, libraries, shared devices, or other places, and 
they may therefore be linked to personal information from many individuals. 

Consequently, it may be difficult if not impossible for a consumer to demonstrate they 
are the sole consumer associated with non-name identifying information held by a business. It is 
also unclear how businesses can conduct fact-based verification inquiries when the information 
they may need to verify an identity is not information the consumer may have readily available 
to them (e.g., a cookie ID, mobile ad identifier, IP address, or other online identifier). The CA 
AG should clarify that if a business does not maintain data sufficient to verify a consumer's 
identity, the business is not required to collect additional data to verify the consumer. In 
addition, this type of attempt at identification is likely to undermine consumer privacy rather 
than enhance it. 

b. Clarify that Verification Inquiries to Consumers from Businesses Toll the 
45-Day Time Period to Respond to Requests 

The proposed regulations require businesses to establish, document, and comply with a 
reasonable method for verifying consumer requests. 39 The proposed rules also require 

35 Id. at§ 999.325(e)(2). 
36 Id. at§ 999.323(e). 
37 Id. 
38 See id. at§§ 999.325(b), (c). 
39 Id. at§ 999.323(a). 
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businesses to respond to requests to know and requests to delete within 45 days. 4° Consistent 
with the proposed regulations' verification provisions, a business may require a consumer to 
submit information to verify his or her identity before responding to a request. 41 The draft rules 
note that the 45-day time period to respond to requests to know and requests to delete "will begin 
on the day that the business receives the request, regardless of time required to verify the 
request." 42 

The CA AG should clarify that when businesses ask for verifying information from a 
consumer, such an action tolls or pauses the 45-day time period the business has to respond to 
the consumer request and resumes only when the consumer responds with the requested 
verifying information. A similar clarification would be helpful related to the two-step process 
that is required to process online consumer requests to delete personal information. 43 The CA 
AG should clarify that a business's request for a second, confirming action validating that the 
consumer wants the personal information the business collected from the consumer deleted, 
which must be provided pursuant to the proposed regulations, tolls the 45-day time period for 
responding to a request until the consumer provides the confirmation. Businesses should not be 
penalized for the public's dilatory responses to requests for verification that are outside the 
control of a company. 

Businesses cannot accurately facilitate CCPA requests without verifying the consumer 
who is the subject of the request. Without proper verification, businesses risk effectuating a 
consumer request against personal information that pertains to the wrong consumer, thereby 
failing to fulfill the wishes of the consumer who submitted the request and taking action that 
would affect personal information about a consumer that did not make the request. If businesses 
are required to respond to consumer requests to know and delete within 45 days of receiving 
them, regardless of the amount of time it takes to verify the consumer's requests, consumers 
would be at risk of businesses taking action on and making decisions about personal information 
that does not align with their choices. Accordingly, we encourage the CA AG to clarify that a 
business's request for verifying information or a request for a second, confirming action 
validating a request to delete tolls or pauses the 45-day period within which businesses must 
respond to consumer requests to know and delete. 

c. Remove the Requirement that Unverified Requests to Delete l\!Iust Be 
Treated as Requests to Opt Out 

The proposed rules state that if a business cannot verify the identity of a consumer 
submitting a request to delete, it must inform the requestor that their identity cannot be verified 
and instead treat the request as a request to opt out of personal information sale. 44 Per the 
proposed rules, requests to opt out of personal information sale need not be pursuant to verifiable 
consumer requests. 45 The requirement to transform unverifiable deletion requests into opt out 
requests threatens to harm consumers rather than protect their interests, and it represents an 

40 Id. at§ 999.313(b). 
41 Id. at§§ 999.323(b), (c). 
42 Id. 
43 Id. at § 999 .312( d). 
44 Id. at§ 999.313(d)(l). 
45 Id. at§ 999.315(11). 
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entirely new obligation that is not required by the CCP A itself and is outside of the scope of the 
law. The CA AG's proposed rule requiring businesses to pass along opt out requests to third 
parties to whom they have sold personal information in the prior 90 days would mean that a 
consumer's unverified deletion request could have a ripple effect throughout the ecosystem by 
removing personal information associated with that consumer from the entire online 
environment. This result may not align with the consumer's desires, particularly if the consumer 
thought he or she was submitting a deletion request to be effective solely on an individual 
business. Such an application may not reflect the consumer's preferences and denies them the 
ability to allow some businesses to sell personal information while restricting others from doing 
so. The CA AG should therefore clarify that consumers must affirmatively request that a 
business opt the consumer out from personal information sale before the business may treat a 
deletion request as an opt out request. 

The right to delete information and the right to opt out from sale of personal information 
are two separate rights that achieve two separate results. Deletion removes the consumer's 
personal information from the systems of the business that is the subject of the request, while opt 
out requests have the potential to remove the consumer's information from being transferred by 
many businesses, thereby inhibiting consumers' ability to receive products, services, and loyalty 
programs they enjoy and have come to expect. Consumers should not be forced to opt out of 
personal information sale if a business cannot verify their request to delete. The requirement to 
transform unverifiable deletion requests into opt out requests may conflict with consumers 
preferences and places a substantive obligation on businesses that has no textual basis in the 
CCPA. In addition, it could lead to competitors undermining the system by requesting deletions, 
that while unverifiable, would force their competitors into unwarranted opt-outs. As such, we 
ask the CA AG to clarify that if a business cannot verify a consumer's deletion request, the 
consumer must specifically request that the business opt out the consumer from personal 
information sale before the business may take such an action. 

VI. Privacy Policies 

a. Clarify the Required Granularity of Privacy Policies 

The proposed regulations state that "[f]or each category of personal information 
collected ... " a business must provide the categories of sources from which that information was 
collected, the business or commercial purpose(s) for which the information was collected, and 
the categories of third parties with whom the business shares personal information. 46 As such, 
the proposed regulations suggest businesses must state the sources, purposes, and categories of 
third parties with whom personal information is shared/or each category of personal 
iriformation. The CA AG should clarify that businesses do not need to make disclosures for each 
individual category of personal information collected and may instead provide disclosures with 
respect to all categories of personal information collected. 

If businesses must make disclosures with respect to each category of personal 
information collected, privacy policies would be significantly longer and more complex, and less 
understandable for consumers, than they would be if the required disclosures could be made with 

46 Id. at§ 999.308(b)(l)(d)(2). 
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respect to personal information generally. This would detract from the purpose of a robust 
consumer privacy notice, as it would induce notice fatigue and could discourage consumers from 
taking the time to read and understand the full privacy notice and its contents. Additionally, 
requiring granular disclosures for each category of personal information collected could impede 
businesses from satisfying the requirement that a privacy policy must "be written in a manner 
that provides consumers [with] a meaningful understanding of the categories listed." 47 The CA 
AG should clarify that businesses may make required disclosures for personal information 
generally and do not need to make granular disclosures relevant to each category of personal 
information collected. Businesses should be able to provide consumers with privacy policies that 
logically disclose required information in a digestible and understandable format, as this 
approach would further the ultimate goal of robust consumer notice in a more effective way than 
requiring disclosures pertaining to each category of personal information collected. 

b. Enable Flexibility for the Placement of Privacy Policies in Mobile 
Applications 

ANA encourages the CA AG to update the draft rules to provide more flexibility for the 
placement of privacy policies in mobile applications. The draft rules currently require a business 
to place a privacy policy "on the download or landing page of a mobile application." 48 A 
business should have the ability to meet the requirement to provide a privacy policy by doing so 
(1) in a digital distribution platform for computer software applications, such as an application 
store, or on the download or landing page of an application, and (2) by making the policy 
available from an within the application itself, for example, through the application's settings 
menu. 

Revising the proposed regulations to provide more flexibility for presenting privacy 
policies in the mobile space would align with industry codes of conduct and past publications 
from the CA AG's office on privacy practices in the mobile environment. 49 For example, the 
CA AG's 2013 report titled "Privacy On The Go: Recommendations for the Mobile Ecosystem" 
states that a business should "[m]ake the privacy policy conspicuously accessible to users and 
potential users ... [and] [l]ink to the policy within the app (for example, on [the] controls/settings 
page)." 50 The report therefore contemplated flexible approaches to providing consumers with 
necessary disclosures and took the unique nature of mobile applications into account in 
formulating its recommendations. As a result, ANA asks the CA AG to update the proposed 
regulations so that a business may satisfy the requirement to provide a clear and conspicuous link 
to a privacy policy by making the privacy policy viewable from within an application store or the 
download or landing page of an application, and within the mobile application itself 

47 Id. 
48 Id. at§ 999.308(a)(3). 
49 See, e.g., DAA, Application of Self-Regulatory Principles to the Mobile Environment at 15, 17 (Jul. 2013), 
located at https://digitaladvertisingalliance.org/sites/aboutads/files/DAA files/DAA Mobile Guidance.pdf; Kamala 
D. Harris, Attorney General, California Department of Justice, Privacy on the Go: Recommendations for the Mobile 
Ecosystem at 10 (Jan. 2013) (hereinafter, "Privacy on the Go"), located at https://oag.ca.gov/sites/all/ 
files/agweb/pdfs/privacy/privacy on the go.pdf. 
50 Privacy on the Go at 10. 
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c. Clarify that Businesses Do Not Have to Make Statements About Minors 
In Privacy Policies Unless They Have Actual Knowledge They Collect 
Personal Information From Minors Under the Age of 16 

Per the proposed rules, as part of a business's privacy policy, the business must "[s]tate 
whether or not the business sells the personal information of minors under 16 years of age 
without affirmative authorization." 51 This obligation could require a business to make a positive 
statement about a practice in which it does not engage would be both inaccurate and misleading, 
and potentially harmful to the business. The CA AG should clarify that a business does not have 
to make such a statement in its privacy policy unless it has actual knowledge that it collects 
personal information from minors under the age of 16. 

Laws in the United States specifying the contents of privacy policies have historically 
required businesses to make statements about practices in which they do engage. 52 Businesses 
typically do not list actions they do not take in their privacy policies. Through the proposed 
regulations, the CA AG has imposed a new requirement on businesses that was not included in 
the text of the CCP A itself A business would now be required to make an affirmative statement 
about a practice in which it may not engage. This requirement contrasts with longstanding 
practices and laws regulating privacy notices in the United States. Furthermore, this provision 
provides consumers with minimal if any benefit. 

The requirement to make an affirmative statement in a privacy policy about whether a 
business sells personal information of minors without affirmative authorization may also force 
businesses to investigate the ages of their users. This potential indirect obligation of the CCP A 
may contravene the clear implementation guidance to the contrary that the Federal Trade 
Commission has provided to businesses surrounding COPP A compliance, as COPP A has been 
interpreted to not require businesses to investigate the ages of their users. 53 To better align with 
COPP A, only businesses that have actual knowledge that they collect personal information from 
minors under the age of 16 should have to make a statement regarding affirmative authorization 
for the sale of that personal information in their privacy policies. The CA AG should clarify that 
a business does not have to make a statement about its practices of obtaining affirmative 
authorization to sell personal information in its privacy policy unless it has actual knowledge it 
collects personal information from minors under the age of 16. 

d. Clarify the Privacy Policy Disclosures a Business Must Provide to be 
Exempt from the Obligation to Provide Notice of the Right to Opt Out 

According to the proposed regulations, a business is exempt from the requirement to 
provide a notice of the right to opt out if "(l) [i]t does not, and will not, sell personal information 
collected during the time period during which the notice of right to opt-out is not posted; and (2) 
[i]t states in its privacy policy that it does not and will not sell personal information." 54 ANA 

51 Cal. Code Regs. tit. 11, § 999.308(b)(l)(e)(3) (proposed Oct. 11, 2019). 
52 See, e.g., Cal. Bus. & Prof. Code §§ 22575-22579; Del. Code Ann. tit. 6, § 1205C; Nev. Rev. Stat. §§ 603A.310-
360. 
53 See FTC, Complying with COPPA: Frequently Asked Questions, located at https://www.ftc .gov/tips
advice/business-center/guidance/complying-coppa-freguently-asked-guestions. 
54 Cal. Code Regs. tit. 11, § 999.306(d)(2) (proposed Oct. 11, 2019) (emphasis added). 
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asks the CA AG to eliminate the requirement for businesses that do not sell personal information 
to state that they will not sell personal information in the future. This revision would benefit 
consumers by helping to reduce potential confusion about business practices if such practices 
change in the future. 

Requiring a business to state that it will not sell personal information does not take into 
account the fact that business practices can and often do change over the course of time as 
offerings evolve and new services are added. Stating that a business will not sell personal 
information in a privacy policy could give consumers the false impression that a business will 
never change its practices in the future. The Federal Trade Commission's longstanding position 
on material changes to privacy policies acknowledges that businesses can change their data 
practices so long as such changes are communicated to consumers, the information collected is 
treated according to the terms of the policy that was in place at the time of information 
collection, and if a business wishes to treat previously collected information according to the 
terms of the new policy, it must obtain affirmative express consent from consumers before doing 
so. 55 The FTC has therefore provided a framework that recognizes business practices may 
change in ways that are not originally anticipated and offers a method for businesses to 
implement those changes moving forward. Requiring businesses to state that they will not sell 
personal information in privacy policies runs the risk of suggesting to consumers that businesses 
will never change their data practices, even as their offerings and services evolve. 

Moreover, as discussed in Section VI( c) above, businesses do not typically make 
statements in privacy policies about practices in which they do not or will not engage. Laws 
regulating the contents of privacy policies have typically required businesses to disclose 
practices in which they do engage to consumers and have not forced them to make statements 
about practices in which they will not engage. As such, the CA AG should consider eliminating 
the requirement for businesses that do not sell personal information to state that they will not sell 
personal information in their privacy policies in order to be exempt from the need to provide a 
notice of the right to opt out of personal information sale. 

e. Clarify the Disclosures Required of Businesses that Buy, Receive, Sell, or 
Share Personal Information of 4 Million or More Consumers 

Pursuant to the proposed rules, "[a] business that alone or in combination, annually buys, 
receives for the business's commercial purposes, sells, or shares for commercial purposes, the 
personal information of 4,000,000 or more consumers" must make privacy policy disclosures 
about the number of distinct CCPA requests received, complied with in whole or in part, and 
denied during the prior calendar year. 56 The phrase "shares for commercial purposes" could be 
interpreted to include sharing personal information about a consumer with service providers, 
which would drastically increase the number of businesses that would be subject to this 
additional reporting requirement. The CA AG likely did not intend to include sharing personal 
information with service providers within the scope of the calculation for determining whether a 
business is subject to the extra reporting requirements for businesses that buy, receive, sell, or 

55 Federal Trade Commission, Protecting Consumer Privacy in an Era a/Rapid Change at 57-60, (Dec. 2010), 
located at https ://www.ftc .gov/ sites/ default/files/documents/reports/federal-trade-commission-report-protecting
consumer-privacy-era-rapid-change-recommendations/l20326privacyreport. pdf. 
56 Cal. Code Regs. tit. 11, § 999.317(g) (proposed Oct. 11, 2019). 
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share personal information of 4 million or more consumers. As a result, we ask the CA AG to 
clarify that sharing personal information about a consumer with a service provider does not count 
towards determining whether a business is subject to these additional reporting requirements. 

VII. Other Required Notices 

a. Affirm that Required Notices l\fay Be Provided in a Privacy Policy 

The proposed regulations impose new consumer notices that are not required by the text 
of the CCPA, and they do not clearly state whether such notices may be provided in a privacy 
policy. In terms of disclosures, the proposed rules require businesses to provide: (l) a notice at 
collection; (2) a notice of the right to opt out of the sale of personal information; and (3) a notice 
of financial incentive in addition to a privacy policy. 57 The CA AG should clarify that the notice 
at collection, notice of the right to opt out of the sale of personal information, and notice of 
financial incentive provided in a privacy policy accessible to consumers where required satisfies 
the proposed regulations' mandate to provide notice at collection, notice of the right to opt out of 
the sale of personal information, and notice of a financial incentive. 

The proposed regulations do not clearly state whether these additional notices required by 
the proposed regulations may be provided in a privacy policy. A "notice of right to opt out" is 
defined as "the notice given by a business informing consumers of their right to opt-out of the 
sale of their personal information." 58 The "notice of right to opt-out" must be provided on the 
Internet webpage to which the consumer is directed after clicking the "Do Not Sell My Personal 
Information" link, and must either include certain specific information or link to the section of 
the business's privacy policy that contains such information. 59 Similarly, if a business offers a 
financial incentive or price of service difference online, the business may provide a "notice of 
financial incentive" by linking to the section of the business's privacy policy that contains the 
required information. 60 A "notice of financial incentive" is "the notice given by a business 
explaining each financial incentive or price or service difference." As a result, the notice of right 
to opt-out and notice of financial incentive contemplate use of the privacy policy to contain 
necessary disclosures, but they do not explicitly state whether the notice requirements may be 
satisfied by providing the required information through a privacy policy alone. 

In addition, the "notice at collection," which is defined as "the notice given by a business 
to a consumer at or before the time a business collects personal information from the consumer," 
may be provided through a conspicuous link to the notice on the business's website homepage, a 
mobile application download page, or on all webpages where personal information is collected. 61 

The explicitly listed methods for providing the notice at collection are typical methods by which 
businesses provide privacy policies. As a result, the proposed regulations suggest, but do not 
explicitly state, that a notice at collection may be provided in a privacy policy. 

57 Id. at§§ 999.305, 306, 307. 
58 Id. at§ 999.30l(j). 
59 Id. at§ 999.306(b) 
60 Id. at§ 999.307(a)(3). 
61 Id. at§ 999.305(a)(2)(e). 
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The CA AG should clarify that the notice at collection, notice of right to opt-out, and 
notice of financial incentive may be provided to consumers in a privacy policy, and if such 
notices are provided in a privacy policy that is made available to consumers where required, they 
do not need to be provided through any other means. Such a rule would enable business 
compliance with the CCP A and offer consumers a centralized place through which they may 
receive required business disclosures. Providing such notices within the privacy policy is 
consistent with consumer expectations. Consumers have come to expect such disclosures and 
information to be accessible from a privacy policy. Consumers would benefit from receiving all 
the necessary information through a single notice, and businesses would benefit from being able 
to focus privacy-related information in one unified disclosure. 

b. Confirm that Notice at Collection Should Not Be Required in the Context 
of Particular Commonplace Consumer-Business Interactions 

The CCPA states that a business that collects "a consumer's personal information" shall, 
at or before the point of collection, inform consumers of the categories of personal information to 
be collected and the purposes for which the categories of personal information shall be used. 62 

The CA AG should clarify that notice at collection is not necessary in the context of certain 
commonplace and frequent interactions with a business through which consumers expect the 
business to collect personal information. 

Consumers engage in certain interactions with businesses that should not necessitate a 
notice at collection, because in those interactions consumers often expect businesses to collect 
personal information. For example, taking a consumer's payment card information at a cash 
register in a retail store should not trigger the need to provide a notice at collection. If businesses 
must provide a notice at collection before taking payment card information at a retail store, 
consumer shopping experiences could be hindered, and business transactions would take 
substantially longer to effectuate. Payment card information is often exchanged during retail 
transactions, and consumers expect businesses to collect this information in order to complete the 
transaction the consumer wants to effectuate. Another example of a consumer-business 
interaction that should not require a notice at collection is when a consumer contacts a business's 
customer service office. If a consumer contacts a business's customer service representative 
over the phone, the customer service representative should not be required to verbally read the 
consumer information that would satisfy the CCP A's notice at collection requirement, because it 
is reasonable for a consumer to expect the business to collect certain personal information in the 
context of the customer service call. 

Requiring businesses to provide a distinct notice associated with everyday and consumer
expected data collection that is necessary to facilitate purchases or respond to consumer inquiries 
would inhibit consumers' ability to make purchases efficiently and interact with businesses 
without substantial interruptions. The CA AG should therefore clarify that businesses need not 
provide a notice at collection to consumers if the context of the consumer-business interaction is 
one under which the consumer should reasonably expect that the business is collecting personal 
information. 

62 Cal. Civ. Code§ 1798.lOO(b); Cal. Code Regs. tit. 11, § 999.305(a)(l) (proposed Oct. 11, 2019). 
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c. Grant Online Businesses that Do Not Maintain Personally Identifying 
Information Flexibility to Provide Effective Opt Out Mechanisms 

According to the proposed regulations, a business must provide a webform to enable 
consumers to opt out of the sale of personal information. 63 If a business operates a website, the 
proposed regulations also state that it must provide a webform to consumers to submit requests 
to know. 64 The CA AG should clarify that online businesses that do not maintain information 
that can identify a consumer do not need to provide a webform, and may use another, equally 
effective method to enable consumers to submit a request to opt out, such as through email or 
other standard channels used for customer service. 

The proposed regulations already recognize that methods for submitting consumer rights 
requests may need to be different depending on whether the data collection occurs offline or 
online. As such, similar flexibility should be provided for opt outs involving what has been 
traditionally referred to as non-personally identifying information. Webform requirements may 
work efficiently for opt outs or requests to know pertaining to personally identifiable 
information, such as a consumer's name, email address, or postal address. However, the 
webform requirements do not adequately address how a webform can facilitate a consumer opt 
out or request to know for businesses that do not maintain personally identifiable information 
(such as when such businesses maintain cookie IDs, mobile ad identifiers, IP addresses, and/or 
other online identifiers). The CA AG should clarify that online businesses that do not maintain 
personally identifying information do not need to provide a webform and may use another 
method, such as email or other common channels used for customer service, to enable a 
consumer to submit a request to opt out. 

d. Clarify Discrepancies Between the Content of Required Notices and the 
Content of Privacy Policies 

According to the proposed regulations, businesses must provide a notice at collection, 
which must specify "[a] list of the categories of personal information about consumers to be 
collected." 65 However, the proposed regulations also state that in a privacy policy, a business 
must provide "the categories of consumers' personal information the business has collected 
about consumers in the preceding 12 months." 66 As such, the "notice at collection" requirement 
is forward-looking, and the privacy policy provision is backward-looking. The CA AG should 
clarify whether businesses must provide disclosures related to personal information they have 
collected in the past twelve months or whether they must provide forward-looking disclosures 
about what they intend to do in the future with collected personal information in required notices. 

Requiring businesses to provide disclosures about information they will collect from 
consumers in addition to information they have already collected about consumers runs the risk 
of producing excessively long privacy notices that would not provide meaningful disclosures to 
consumers. The mandate hinders' businesses ability to provide consumers with a reasonably 
readable and palatable privacy notice that is presented in a format they can understand. 

63 Cal. Code Regs. tit. 11, §§ 999.306(c)(2), 315(a) (proposed Oct. 11, 2019). 
64 Id. at§ 999.312(a). 
65 Id. at§ 999.305(b)(l). 
66 Id. at§ 999.308(b)(l)(d)(l). 
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Furthermore, this discrepancy between the need to provide information about future practices 
and information about past practices fails to adequately clarify what information must be 
provided in required notices. If a business may make all CCPA-required disclosures in one 
privacy policy, it is not clear whether it must provide a section for categories of personal 
information to be collected in the future and a section for categories of personal information it 
collected in the past 12 months. We request that the CA AG clarify this provision by regulation. 

VIII. Provisions of the Proposed Regulations that ANA Supports 

a. Providing Flexibility For Businesses' Presentation of Opt Out Links to 
Consumers 

The proposed regulations indicate that the CA AG may consider another opt out button or 
logo during its CCP A rulemaking process. 67 We support the CA AG' s efforts to provide an 
additional acceptable way to present the opt out button or logo. In lieu of setting forth a specific, 
prescribed button or logo via regulation, we suggest that the CA AG allow businesses flexibility 
to decide on an appropriate button or logo, subject to certain guidelines. 

The CA AG should require the opt out button or logo to clearly indicate to the consumer 
that clicking the button enables the consumer to opt out of the sale of personal information. 
Instead of adopting a third acceptable formulation for the opt out button or logo (in addition to 
"Do Not Sell My Personal Information" or "Do Not Sell My Info"), the CA AG should set forth 
reasonable criteria the button or logo must meet, such as clear, meaningful, prominent notice to 
the consumer of the ability to opt out, and allow businesses flexibility in choosing an acceptable 
way to implement the opt out button or logo. We ask the CA AG to enable a flexible acceptable 
method of providing consumers with the ability to opt out of the sale of personal information. 

b. Prohibiting Certain Sensitive Specific Pieces of Information from Being 
Returned to a Consumer in Response to a Request to Know 

Per the proposed rules, a business may not at any time disclose a consumer's Social 
Security number, driver's license number or other government-issued identification number, 
financial account number, any health insurance or medical identification number, an account 
password, or security questions and answers. 68 ANA supports this provision, as many of the data 
elements that are forbidden from disclosure are elements that, when combined with a first initial 
or first name and last name, would constitute a data breach under California law if acquired by 
an unauthorized individual. 69 

The proposed regulations helpfully foreclose the possibility that, in order to comply with 
the CCPA, a business would be forced to disclose certain particularly sensitive data elements to 
the wrong recipient, which would constitute a breach. Furthermore, this provision makes 
practical sense from a data security standpoint, as there are compelling public policy reasons to 
restrict this particularly sensitive information from disclosure. For example, disclosing such 
sensitive information could enable identity theft and other non-privacy enhancing consumer 

67 Id. at§ 999.306(e)(l). 
68 Id. at§ 999.313(c)(4). 
69 Cal. Civ. Code §§ l 798.82(g), (h). 
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effects, such as indirectly exposing private details about a consumer's life. ANA supports the 
CA AG's efforts to restrict certain data elements from disclosure all together, as this restriction is 
privacy protective for consumers and serves to help businesses comply with California law. 

c. Adopting a Risk-Based Approach to Verifying Requests to Know and 
Delete 

The proposed rules require a business to establish, document, and comply with a 
reasonable method for verifying that the person making a request to know or a request to delete 
is the consumer about whom the business has collected information. 70 The proposed rules also 
note that businesses may consider a number of factors to determine a reasonable verification 
method, such as: the type, sensitivity, and value of the personal information collected and 
maintained; the risk of harm to the consumer posed by unauthorized access or deletion; the 
likelihood that fraudulent or malicious actors would seek the personal information; whether the 
personal information to be provided to verify an identity is sufficiently robust to protect against 
fraudulent requests; the manner in which the business interacts with consumers; and available 
verification technologies. 71 ANA supports this flexible, risk-based approach to verification 
presented in the proposed regulations. This non-prescriptive framework allows businesses to 
reasonably tailor their verification processes to the sensitivity of the data at issue and their own 
practices. 

* * * 

We thank the CA AG for the opportunity to submit comments on the proposed 
regulations interpreting the CCPA. We look forward to continuing our productive dialogue with 
the CA AG on this matter and the important issue of consumer privacy. Please do not hesitate to 
contact us with any questions you may have regarding these comments. 

7° Cal. Code Regs. tit. 11, § 999.323(a) (proposed Oct. 11, 2019). 
71 Id. at§ 999.323(b)(3). 
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INSURING AMERICA 

December 6, 2019 

California Department of Justice 

ATTN: Privacy Regulations Coordinator 

300 S. Spring St. 

Los Angeles, CA 90013 

apci.org 

VIA Electronic Mail: PrivacyRegulations@doj.ca.gov 

To Whom It May Concern: 

The American Property Casualty Insurance Association (APCIA) appreciates the opportunity to provide 

feedback on the proposed California Consumer Privacy Act Regulations (proposed regulations). APCIA is 

the preeminent national insurance industry trade association, representing property and casualty insurers 

doing business locally, nationally, and globally. Representing nearly 60 percent of the U.S. property 

casualty insurance market, APCIA promotes and protects the viability of private competition for the 

benefit of consumers and insurers. APCIA represents the broadest cross-section of home, auto, and 

business insurers of all sizes, structures, and regions of any national trade association. 

The insurance industry has been subject to the Gramm-Leach-Bliley Act (GLBA) and implementing 

regulations in all 50 states and the District of Columbia for over two decades. In California, compliance 

obligations specific to insurers are found in Cal. Fin. Code §§4050, et seq.; Calif. Ins. Code § 791 et seq.; 

and Calif. Code Regs. tit. 10, §2689.1 et seq. As recognized by the California Consumer Privacy Act (CCPA) 

exemptions, this foundation has served the industry and consumer well. Therefore, it is from industry 

experience and potential concerns raised by the lack of clarity in the CCPA that we provide the comments 

below for consideration in the development of the broader all industry regulation. 

General Observations 

The proposed regulations demonstrate a thoughtful and diligent effort to balance competing concerns 

pertaining to the disclosure of consumer information that businesses collect and security and fraud risks 

that result from authenticating and providing this information to consumers in a portable manner. The 

proposed regulations also add clarity for what should be included in a tracking log, which will make it 

easier to develop compliance procedures. Unfortunately, many areas of the proposed regulation, 

especially those pertaining to notice, will only serve to increase consumer confusion and cause harm 

rather than promote meaningful consumer choice and transparency. For example, while well-
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intentioned, the multitude of consumer notifications are contrary to the trend in consumer demand for 

shorter, yet informative, notifications. 

Timing Concerns 

In addition, there are requirements in the proposed regulations that pose substantial operational 

obligations that exceed, or conflict with, what the CCPA requires with no appreciable consumer benefit. 

The operational concerns are heightened by the short timeframe for implementation. While businesses 

are fully engaged in compliance efforts to meet the CCPA's January 1, 2020 effective date, the proposed 

regulations may, in some instances, require businesses to re-configure the labor- and capital-intensive 

technical configurations that have been undertaken in the past year to meet CCPA statutory obligations. 

It will be very difficult for businesses to retool their programs so close to the effective date. Consequently, 

a delayed or tiered effective date(s) of the regulation and "statement of prospective enforcement only" 

is essential. 

A Complicated Notice Framework is not in the Best Interest of the Consumer 

The proposed regulations outline various required consumer notices - notice at collection, notice of the 

right to opt-out, notice of financial incentive, and the privacy policy. Based on experience, we strongly 

believe this notification regime is not in the best interest of the consumer. The insurance industry has a 

long history of protecting consumer privacy and providing privacy notices and believe that it is not always 

beneficial to have more information, particularly extremely detailed, and repetitive information in its 

privacy policies and notices. Consumers can become inundated with information to the point they ignore 

it. In fact, the current insurance-specific privacy framework is built on a strong foundation of laws and 

regulations that have evolved to meet consumer expectations. For instance, the federal government 

recognized that consumer notices would benefit from a more streamlined and compact format. As such 

Congress and state insurance regulators have adapted their legal frameworks to meet this objective. As 

the Attorney General considers the abundance and detail of notification obligations, it should consider 

that for businesses that provide privacy policies at collection, the Notice at Collection, may not also be 

necessary or at the very least a notice as detailed as the one described in these regulations is not 

necessary. 

The specifics of our concerns are outlined in more detail below; however, APCIA highlights the following 

examples: (1) the notice at collection obligations suggest a possible interpretation contradictory to the 

CCPA that would require notices that would be so long and inflexible that consumers would become 

desensitized; (2) consent requirements inconsistent with the CCPA may introduce issues that frustrate 

and delay consumer transactions; and (3) operational challenges to harmonize all the notification 

obligations in the CCPA, these proposed regulations, and existing state and federal notification 

obligations. This proposed framework will only serve to complicate notices and confuse consumers. 

Notice at Collection 

Non-written communications 
The proposed regulations prescribe the content, design and presentation of the pre-data collection 

notices. These prescriptions are focused on scenarios that contemplate an in-person or internet 

interaction between the business and consumer. Considering the motivation behind the CCPA, this 
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limited scope is understandable. However, insurers interact with consumers in a variety of media, 

including non-written means of communication such as telephone interactions. 

APCIA recommends that the proposed regulations clarify in section 999.305(a)(2)(e) that in a non-written 

interaction with a consumer that it is sufficient to notify the consumer of the existence of the privacy 

policy and, as appropriate, the web address where the notice at collection and privacy policy can be found. 

This approach would be analogous to the in-person examples provided for in the proposed regulations. 

Connecting the Business use with Personal Information 

Section 999.305 (b)(2) requires that a business include in the notice at collection, "the business or 

commercial purpose(s) for which each category will be used." A strict reading may suggest that the notice 

should indicate separately for each category of personal information, how each category is going to be 

used. However, it is APCIA's interpretation that a strict reading is not consistent with the intent of the 

CCPA as it will have negative consumer consequences. To require a business to identify every innumerable 

reason for the initial collection of personal information that results in the need for a notice is unrealistic, 

unworkable, and does not create transparency for consumers in a meaningful way. For example, a 

consumer could be calling a business to report a claim, request information, ask for a quote, change a 

policy, etc. Depending on the reason for the call, the purpose for collecting the information would vary. 

A strict interpretation is contrary to the Attorney General's objectives and effectively requires businesses 

to be so prospective and over inclusive that such notice would only serve to overwhelm the consumer. 

Further, businesses should be free to decide to abandon certain uses. Doing so means minimizing the use 

of personal information, which is fully consistent with the consumer privacy-protection policy of the CCPA. 

Lengthy notices or an abundance of notices are not in the consumer's best interest. 

Such a strict interpretation is also beyond the statutory requirement contained in Section 1798.110(a)(3). 

Section 1798.110(a)(3) simply gives the consumer the right to request information about the business or 

commercial purpose for collecting or selling personal information. The statute suggests a more 

reasonable and consumer friendly approach that balances providing relevant information and the ability 

of the consumer to request additional information, if desired. Therefore, we recommend eliminating 

section 999.305(b )(2). 

Requirement to obtain Affirmative Consent for New Uses of Information 

In accordance with the CCPA, businesses do not need to collect consent for their disclosed uses of 

information when they first interact with consumers. There is no reason to require consent when 

businesses decide to make new uses, especially since consumers can request deletion of their personal 

information if they disagree with new uses disclosed to them. Further, obtaining "explicit consent" from 

anything beyond a de minimis proportion of consumers will be essentially impossible for many 

businesses. 

Further, the CCPA does not require explicit consent; rather, it just requires notice of a new use. For the 

regulations to now require explicit consent is not only beyond what is contemplated by the statute, but it 

is in direct conflict with the language and intent of the CCPA. 
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Additionally, requiring explicit consent upon a businesses' use of personal information for a not yet 

specified purpose is problematic since a business may not be able to identify every use at the outset. This 

requirement will limit innovation as it would limit our business practices to what we identify as the current 

and possible future uses at the time the notices and privacy policies were drafted. To comply a business 

would have to produce massive disclosures, which would be nearly useless to the consumer given the 

disclosure's size. 

APCIA recommends Section 999.305 be made to read as follows: "A business shall not use a consumer's 

personal information for any purpose other than those disclosed in the notice at collection. If the business 

intends to use a consumer's personal information for a purpose that was not previously disclosed to the 

consumer in the notice at collection, the business shall directly notify the consumer of this new use aRG 
obtain explicit consent from the consumer to use it for this new purpose." 

If eliminating affirmative consent is not possible, which is our primary recommendation, the consent 

obligation should be limited to when there is a new use that is "materially" different from that previously 

specified. The Initial Statement of Reasons has referenced back to the Federal Trade Commission's report, 

"Protecting Consumer Privacy in an Era of Rapid Chang." (report). This report focuses on the need to get 

affirmative consent if certain material retroactive changes to the privacy practices were made. This 

materiality is determined on a case-by case basis based on the context of the consumer's interaction with 

the business. An example provided by the report would be sharing with third parties after committing to 

not sharing with third parties. This seems to be a more manageable and consumer friendly approach. 

Also, Article 6 of the General Data Protection Regulation (and Recital 50) has a compatibility standard 

that allows processing for a purpose other than that for which the personal data had been collected and 

is not based on the data subject's consent if it were compatible with the purpose for which the personal 

data was initially collected. 

CCPA Disclosure in the Privacy Policy 

Section 995.305(b)(4) and (c) contradict one another. Section 999.305 (c) contemplates the ability to 

place the CCPA disclosure in the privacy policy; however, Section 995.305 (b)(4) suggests the opposite. 

For technical clarity, APCIA recommends amending (b)(4) as follows: " If the notice is not part of the 

business' privacy policy, a link to the business' privacy policy, or in the case of offline notices, the web 

address of the business' privacy policy." 

Right to Opt-Out 

While the proposed regulation is helpful in that it details when a business is exempt from providing a right 

to opt-out, it is very problematic to state that "[a] consumer whose personal information is collected while 

a notice of right to opt-out notice is not posted shall be deemed to have validly submitted a request to 

opt out." This requirement does not contemplate the fact that the notice may not be posted, because 

one is not needed or there is some inadvertent circumstance, like a website being down, that would 

essentially force the consumer to opt-out. This is not only troubling from a business perspective but could 

be frustrating to a consumer who had no intent to opt-out, but now may be subject to unintended 

consequences, such as product and service availability, that comes with this type of presumption. 
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APCIA respectfully recommends deleting this requirement or amending it to read: "A consumer whose 

personal information is collected while a notice of right to opt-out notice is not available, but should be, 

posted shall be deemed to have vam#-y submitted a request to opt out, unless the unavailability of such 

notice is accidental, due to a website outage, or unanticipated and of short duration." 

Privacy Notice 

Privacy Policy Examples 

As a general observation, the Initial Statement of Reasons suggests that the Attorney General would like 

to dictate the language to be used to identify "categories of sources" and "categories of third parties." 

We strongly recommend against creating prescriptive language requirements. Inflexible dictation of 

specific language will lead to inaccurate statements and as such consumer confusion. Given the CCPA's 

broad scope it is impossible to draft specific language that would apply universally to all businesses and 

all business practices. Nevertheless, illustrative examples, explicitly identified as nothing more than an 

illustrative example, of the categories of personal information may be helpful to allow some level of 

comparability or consistency in business application without requiring certain language that could be 

inaccurate and may change over time. 

Availability in Multiple Languages 
There is a requirement that the privacy policy must be available in the languages in which the business 
provides contracts, disclaimers, sale announcements, and other information to consumers. How is this 
supposed to work operationally for a global business? If a business operates in every country on the 
globe, does the privacy policy have to be in every imaginable language? It seems that the limitation 
should be that the privacy policy should be available in the languages in which the business provides 
contracts, disclaimers, etc. to California consumers. In addition, what does "other information to 
consumers" mean? Businesses may have individuals who speak other languages and as needed provide 
translation-type assistance. Does a business need to account for these potentially unknown customer 
service resources? The policies should advance the concept that the English language version prevails, in 
the event of any conflicts. 

APCIA recommends that the language of the proposed regulation clearly state that a business must only 
communicate notices in the languages it uses in California, clarify what "other information" means, and 
identify the English version as the controlling document. Such an approach would help address the 
uncertainty identified above. 

Webpage Link for CA Specific Consumer Privacy Rights 
The requirement to have a conspicuous link for consumer privacy rights has the potential to cause 
confusion for businesses that operate nationally. The business should be able to freely identify how it will 
conspicuously post its privacy policy in a way that benefits all consumers nationally. 

Disclosure of the Verification Process 
Section 999.308(b)(l)(c) should be deleted. This requirement provides no additional benefit for consumer 
transparency but does have the potential to cause harm. Given that there is no indication as to how much 
detail the business is expected to disclose about the verification process, including this in the privacy policy 
could overwhelm consumers. There may be different processes for different types of consumers and as 
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the business gains experience with the verification process, it may want to streamline and update its 
process. Changes to the process would then necessitate an update to the privacy policy and all the 
obligations that are associated with a privacy policy update. 

More significantly, the verification process is intended to protect consumers from fraud and potential 
identity theft. This requirement, however, is diametrically opposed to this intention. Revealing the details 
of this type of process will put consumers at risk by providing critical procedural intelligence to potential 
bad actors who can use this knowledge to accumulate sensitive information from not only a CCPA 
disclosure but also other identity verification systems that rely on similar information. For example, 
information obtained through a CCPA disclosure could be the basis of a challenge question for gaining 
access to a consumer's financial accounts and information. For this reason and those noted above, we 
strongly urge the Attorney General to eliminate this requirement. 

Notice of!mproper Use of Minor's Data 
Section 999.308(b)(1)(e)(3) is unnecessary redundant with other provisions of the regulation, since a 
business may not sell the personal information of a minor under 16 years of age without affirmative 
authorization. 

Too Many Required Disclosures in the Privacy Policy 
Item 2 of subparagraph d in Section 999.308 subdivision (b) paragraph 1 significantly changes the 
disclosure requirements as defined in the law under sections 1798.110 and 1798.130. The law does not 
require that the items in these sections be reported per category of personal information. 

This additional level of granularity exceeds statutory obligations. It will lead to a more convoluted 
disclosure and will cause consumer confusion while essentially rendering the disclosure meaningless due 
to the vast repetition of information across the personal information categories. 

Additionally, while on the surface this change seems rather simple, it is in fact exponentially more complex 
from a technical perspective and would place undue burden on many businesses to develop the capability 
to report the information with this additional level of detail. 

For these reasons, this requirement should be eliminated or reworded to remove this added level of 
complexity and increased scope of the law. 

Responding to Requests to Know and Delete 

In some ways the proposed regulations add helpful clarification as it relates to data deletion. However, 

many of the deletion requirements in the proposed regulation are beyond what is provided for in the 

statute or they enhance existing CCPA concerns. The practical implication of these concerns includes a 

level of uncertainty as to how to fulfill a request to delete when the business needs the information to 

fulfill its obligations and in some situations, such as data backup, is necessary to protect information 

systems. 

Section 999.313(a) is beyond the statutory requirements and should be deleted. For the same concerns 

outlined earlier in this letter, a business should not be required to detail its verification process. 
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Also, the proposed regulations applied timeframes in 999.313(b) are not found in the statute. If the 

proposed regulations can apply a 45-day limit on deletion requests, does this also mean businesses only 

have to delete the previous 12 months' data? 

Requests to Know 

Further, 999.313(c)(4) should be amended as follows: "A business shall not at any time in response to a 

consumer's request to know, disclose a consumer's social security number, driver's license number ..." 

This additional language adds certainty to the scope of this prohibition and prevents any unintended 

consequences that would limit a business' ability to use this information in a situation that may be 

necessary to verify an individual's identity such as in the case of a father and son who have had the exact 

same name and live in the same house. 

APCIA also believes it is important to have a clear sentence in section 999.313 (c) that excludes businesses 

from disclosing personal information obtained for insurance fraud investigating purposes. A new 

sentence that states the following is important: "A business shall not at any time disclose personal 

information that such business collects pursuant to its obligations to conduct fraud investigations under 

the California Insurance Fraud Prevention Act (California Insurance Code Section 1871, et seq.) and any 

other state or federal statute or regulation regarding the conduct of a fraud investigation." 

Additionally, if a business denies a consumer's verified request, Section 999.313(c)(6) outlines strict 

communication requirements for identifying the basis of the denial. This detailed information will provide 

no value to the consumer. What's more, providing such information would create technical difficulties 

that most businesses would have trouble meeting. For example, the right to delete has many exceptions 

under CCPA, including where information must be retained for legal reasons or to satisfy a contract with 

the consumer. These are particularly relevant in the insurance and financial services industries. The 

proposed regulations would require any denial to delete on such grounds to "describe the basis for denial, 

including any statutory or regulatory exception therefor." Consumers generally do not, and should not, 

be expected to understand the overlapping and nuanced legal frameworks that apply to their interactions 

with regulated industries. Providing such information will only cause confusion and adds nothing 

meaningful to the consumer's understanding. 

Further, the requirement to provide an individualized response to the consumer when responding to a 
verified request is beyond the scope of the statute and does not provide enhanced transparency in any 
meaningful way. In fact, the requirement is so extensive that it has the potential to overwhelm 
consumers and is truly unmanageable for businesses. Ideally, section 999.313(c)(9) should be deleted; 
however, at the very least, the statute clearly does not require individualized categories of third parties 
or business purposes and these references must be deleted. 

At the same time there is guidance provided on how to respond to a verified request for categories of 

information, but there is no guidance on how to respond to a verified request for specific personal 

information. Further, sections 999.313 and 999.325(b) and (c) discuss two different types of requests, 

one for specific pieces of information and one for categories of information; nevertheless, there is no real 

differentiation between what is considered a category and what is considered a specific piece, particularly, 

where there is an overlap. It would be helpful to have examples of what is a category vs. what is a specific 
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piece of information. Ultimately, there are too many consumer notices that provide redundant and 

detailed information where category information should be sufficient. 

Moreover, there is a blanket requirement that if a business could not verify the identity of the requestor 

it must deny the request to delete and, instead, treat the request as one to opt-out. Our position is that 

the interest of consumers is poorly served by this provision. For instance, if an ex-spouse tries to request 

deletion of a current consumer's data, but his/her request cannot be verified, then in practice you are 

giving the ex-spouse the authority to automatically opt the current consumer out of anything. This 

appears contrary to the rights that the CCPA advocates for, such as individual control. 

Requests to Delete 

Data deletion requirements in the proposed regulation that are out of statutory scope include, but are 

not limited to: (1) the automatic opt-out if a deletion request cannot be verified is new scope; (2) the 

requirement for deletion on archived/back up system based on the next time it is accessed or used; (3) 

disclosing the manner of deletion to the consumer; (4) the suggestion that partial deletion is permissible; 

and (5) prohibiting the use of retained personal information except for the reason disclosed is problematic 

(there may be multiple reasons that data is collected). 

Significantly, Section 999.313 (d)(3), which permits a business to delay compliance with a request to delete 

information stored in an archive or backup system until the system is next accessed, is inconsistent with 

999.313(d)(2)(a), which requires permanent deletion by erasing information on existing systems with the 

exception of archived or back-up systems. We urge the Attorney General to delete 999.313.(d)(3) 

altogether or provide a lot of clarification about what Is meant by this requirement. For example, a backup 

system is "accessed" when it performs additional backups. A business does not generally have the ability 

to delete information a requirement like Section 999.313(d)(3) may be interpreted to require. 

Also, various sections of the CCPA provide consumers the right to request that a business delete self
provided personal information. There are also numerous exceptions to this rule, yet despite these 
exceptions the proposed regulations still require businesses to respond to each deletion request. This will 
require a significant amount of time, both of the business and the consumer. The proposed regulations 
should exempt businesses that only collect personal information covered by a deletion exemption. This 
exemption could be structured in the same manner as the one found in section 999.306 (d), which 
exempts businesses that do not intend to sell information from notifying consumers of their right to opt 
out of the sale of such information. 

Service Provider 

As drafted proposed regulation sections 999.314(a) and (b) are ambiguous. 

Authorized Agent 

The definition of an authorized agent is unclear. Do both a natural person and a business entity need to 

register with the Secretary of State and what are they registering? There is also a lack of clarity on how a 

business is supposed to verify an authorized agent's request. Further, it should not be the business 

community's obligation to tell consumers how to designate an authorized agent, but rather the Attorney 

General should determine the process for Secretary of State registration and provide and explain such 

process on the Attorney General's website. At the very least, the proposed regulation should be amended 
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to require the privacy policy to only alert the consumer that they can designate an authorized agent. 

APCIA recommends the following amendment to Section 999.308(b)(5)(a): "Explain oow that a consumer 

can designate an authorized agent ..." 

Methods for Submitting Requests 

APCIA urges the Attorney General to delete sections 999.312(f) and 999.313(c)(l). The proposed 

regulations require extensive detailed request responses that create new obligations and layer CCPA's 

rights on top of one another. The result creates work-flow processes and exception that would be difficult, 

if not impossible to automate, train internally, and improve going forward. The proposed regulation 

requires businesses to treat each request under the "right to know" or the "right to delete" as potentially 

another kind of request - if specific pieces of information were not available, provide categories of 

information per this section and if deletion were not available, submit an opt-out request per (d)(l). 

The option in 999.312(f)(l) to allow a business to treat a deficient request as if it was submitted in 

accordance with a designated manner could be problematic under various circumstances. For instance, 

if a consumer wrote "delete my data" on a napkin and handed it to a business' employee, should that 

business now have an obligation under 999.312(f)(l) despite the alternative outlined in (f)(2)? 

The cascading effect created by these new obligations is truly problematic as noted above. The level of 

complexity this would add to the verification and disclosure processes will make business work flows 

unsustainable and create unintended confusion for consumers. 

APCIA recommends that if the consumer submits a request that is not readable and understandable, it 

should only be required to provide the consumer with the specific directions on how to submit the request 

correctly. 

A request to know specific pieces of information requires signed declarations under penalty of perjury, 

but there is no clarity on how to execute such declaration. Also, to determine the level of certainty 

needed (reasonable or reasonably high), does the consumer have to detail whether he/she were 

requesting categories or specific pieces of information within his/her request? Could a business default 

to one standard over the other, if the consumer did not specify or does the business have to reach out to 

the consumer to determine the consumer's request with specificity? 

Requests to Opt-Out 

Section 999.315 could be interpreted to require all businesses to provide a "Do Not Sell" link, This would 

be inconsistent with CCPA Section 1798.135, which only requires a business that sells the consumers' 

personal information to third parties to provide the "Do Not Sell" link. We recommend that all sub

sections of 999.315 be limited to those businesses selling consumer's personal information. 

The Attorney General should also consider the practical implications of the proposed opt-out 

requirements. For instance, if a business is required to accept an opt-out request via webform, how do 

they do this for cookies? A business can associate a cookie with a machine, but not a specific individual. 

It is not just a cookie issue, but concerns device ID's. To interpret the requirements in this manner seems 

contrary to the objectives of the CCPA, because businesses would need to start collecting more data to 
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make personal connections they do not already make. The drafters need to be careful to take a 

technology neutral approach that will remain useful with technological evolution. 

Section 999.315(c) and the last sentence of (g) should be deleted as they envision an implied opt-out. All 

expressions of opt-out should be express as envisioned by the statute. To permit an implied opt-out only 

creates significant technical problems. In addition, this section is confusing because it contemplates that 

the browser communicates a signal as to the consumer's opt-out choice. A browser sends a "do not track" 

signal, not an "opt out of sale" signal. These represent different choices. A do not track signal does not 

prevent collection and sharing of information; it only expresses a desire to cease the use of behavioral 

advertising. This is another example where the breadth of the CCPA and proposed regulations haven't 

fully contemplated the entire potential impact of the proposed regulations beyond the technology firm 

business model that served as the motivating factor for the CCPA. 

Subsection (g)(2) of 999.317 should be deleted as it is an overreach and not required by the statute. The 

statute does not identify that the privacy policy include statistical data on the number of consumer 

requests and how the company handled these. More importantly this section will only serve to confuse 

the consumer by adding yet another piece of information to include or be linked from the already 

overburdened privacy policy. This type of statistical data serves no meaningful purpose for the individual 

consumer. 

Definitions 

The definition of categories of sources is not helpful in a meaningful way. As an example, if "publicly 

available" information were not "personal information, then "government entities from which public 

records are obtained" would not be within the "categories of sources" from which a business collects 

personal information. 

The examples of "categories of third parties" makes sense for the "mobile ecosystem" but does not make 

much sense for "the broader spectrum of businesses that collect personal information," particularly when 

personal information is not collected electronically. 

CCPA Scope 

There remain questions regarding the territorial reach of the CCPA. The Attorney General could add clarity 

in this respect by explaining that the revenue thresholds apply to revenues derived solely from California. 

Additionally, guidance that limits scope to protect California citizens could include clarifying: (1) that 

"device" apply solely to devices used/owned by California residents; and (2) application of the CCPA and 

implementing regulations only to California households (there are statements in the implementing 

regulations that suggest this, but a specific statement would avoid any doubt). These requests seem 

consistent objectives of the CCPA and proposed regulations, but specific statements would be helpful. 

*** 
APCIA appreciates the opportunity to provide feedback. Please, let us know if you have any questions or 

would like additional information. 

Respectfully submitted, 
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h~
Jeremy Merz 

Vice President State Affairs, Western Region 

American Property Casualty Insurance Association 

1415 L Street, Suite 670, Sacramento, CA 95814 
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Message 

From: 
on behalf of Katie Kennedy 
Sent: 12/6/2019 11:45:40 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Apple Inc Comments to the California Department of Justice re CCPA 
Attachments: Apple Inc Comments to California Department of Jusice re CCPA Regulations.pdf 

To Whom It May Concern: 

Please find attached comments filed on behalf of Apple Inc. with the California Department of Justice in 
connection with the Office of the Attorney General Rulemaking regarding the California Consumer Privacy Act 
of 2018. 

Please do not hesitate to reach out with any questions. 

Thank you, 

Katie 

Katie Kennedy I Privacy and Information Security Counsel I 
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COMMENTS OF APPLE INC. 
in connection with the Office of the Attorney General Rulemaking 

regarding the California Consumer Privacy Act of 2018 

At Apple, we believe privacy is a fundamental human right. We purposely design our products 
and services to minimize our collection of user data. When we do collect personal information, 
we are transparent about it and take steps to provide users with choice and control. And we 
work to disassociate it from the user where possible. The customer is not our product, and our 
business model does not depend on collecting vast amounts of personal information to enrich 
targeted profiles on individual consumers marketed to advertisers. 

We are proud of our deep commitment to protecting consumer privacy. However, we also rec
ognize that privacy needs to be protected by safeguards that go beyond the commitments of 
individual companies. Laws and regulations are needed to ensure that individuals can under
stand how their personal information is used and trust that their privacy will be respected, re
gardless of the values or business model of the particular company that is processing their data. 

As a technology company continuously pushing the bounds of innovation, we understand the 
immensely important role that user data plays in providing valuable services for consumers. But 
respect for user privacy and the provision of innovative, data-driven services are not mutually 
exclusive; you can have great user experiences and great privacy. To achieve this, we need a 
thoughtful privacy law that takes a comprehensive view of the interests at stake and appropri
ately balances important consumer privacy considerations with the benefits that individuals can 
derive from transparent and respectful use of their data. To be effective, this law must not only 
deter harmful uses of personal information, but also encourage businesses to rethink their col
lection and use of personal information by incentivizing the creation and deployment of privacy
preserving architectures and technologies - including, for example, on-device processing. 

We applaud the California Attorney General's office for the work it has done in collecting pre
rulemaking comments and drafting regulations for the California Consumer Privacy Act. We re
spectfully offer the following comments on certain key issues in the proposed regulations where 
the Attorney General has the power to make revisions that could clarify ambiguities, encourage 
privacy-protective and consumer-friendly practices, and mitigate the risk of unintended nega
tive consequences. 

As discussed in more detail below, we encourage the Attorney General to clarify the meaning 
of the "household" definition and limit disclosures of "household" data that may undermine 
consumer privacy. We also encourage the Attorney General to promote the use of consumer
friendly online CCPA rights request portals by removing unnecessary barriers to the provision 
of such portals, recognize the importance of encouraging innovation in proper authentication 
and verification practices, and clarify the role of service providers in the rights request process. 

We thank you for this opportunity to provide comments on these regulations. 

Apple 
One Apple Park Way 
Cupertino, CA 95014 
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I. The current definition of "household" legislates affiliations among persons 
and risks violating constitutionally protected privacy rights. The Attorney 
General should clarify the definition of "household" to help prevent such vi
olations. 

Given the CCPA's unprecedented privacy protections for "household" data, it is important that 
the definition of "household" be precisely crafted in order to ensure that consumer personal 
information remains protected from unintentional disclosures and bad actors. Data about public 
or commonly accessible devices can yield significant amounts of information about people, in
cluding, in some cases, potentially sensitive data. Unfortunately, the proposed regulations' 
sweeping approach to "households" creates a significant risk that consumers may suffer pri
vacy intrusions both from unrelated and unknown persons and from members of their (actual) 
household. 

The proposal to define a "household" around "a person or group of people occupying a single 
dwelling," Regulations§ 999.301(h), will likely result in unrelated or unaffiliated people being 
grouped into a single "household." This broadly scoped definition lacks context or distinction 
between different types of dwellings, meaning that entire college dorms, retirement homes, 
apartment buildings, condominiums, or any other multi-family building could potentially be 
treated as a single "household" under the CCPA. Such an outcome would lead to unintended 
disclosures of data and, as a result, perversely cause the CCPA to undermine consumers' pri
vacy. Additionally, the definition's use of the word "occupying"1 and the failure to require that 
the occupants maintain any permanent or extended connection to the dwelling could allow tem
porary guests to be treated as members of the household. For example, a guest of a family who 
visits on occasion (e.g., a cousin, family friend) may use the family's Wi-Fi a few times every 
year. Under the broad definition of "household," this pattern of activity could potentially allow 
a business to conclude that the guest also "occupies" the family's dwelling and is therefore 
part of the household and entitled to access the "household" data. This same problem will be 
present in the short-term rental context, where a number of unrelated persons who occupy the 
same dwelling at different points over the course of a year may all be considered to be part of 
the same "household." 

1 The word "occupy" can be interpreted to cover a guest's temporary stay in a location. See, e.g., 
Oxford English Dictionary Online, https://www.oed.com/view/Entry/130189?redirectedFrom=oc
cupy#eid (giving as a definition of the verb "occupy" "to be situated, stationed, or seated at or in, to 
be at or in (a place, position, etc.)"). Certain California laws also treat the word "occupant" as being 
interchangeable with "guest." See, e.g., Cal. Health & Safety Code § 18862.30 ('"Occupant' and 
'resident' shall be interchangeable and shall include 'occupant,' 'resident,' 'tenant,' or 'guest"'). Addi
tionally, while the word "occupant" is sometimes used in California law to refer to persons who live 
in a dwelling, the definitions of the word in these contexts often do not require a particularly close 
connection between the persons living in the dwelling. See, e.g., Cal. Code Regs. tit. 17, § 56901 
(defining "occupant" as "any individual living in the facility, including consumers and non-consumers, 
the owner/operator and his/her family members, and live-in staff."); Cal. Civ. Code§ 1946.8 (defining 
"occupant" as "any person residing in a dwelling unit with the tenant. .. includ[ing] lodgers"). 
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In addition to its broad scope, the proposed "household" definition also fails to require a close 
or intentional connection between the members of a "household." This absence of limiting con
ditions may lead to violations of the CCPA and consumers' constitutionally protected right to 
privacy. For example, unrelated consumers who are grouped in the same broadly defined 
"household" (e.g., roommates, people who reside in separate units within a multi-unit apart
ment building) may gain information about other members of their "household." Such privacy 
violations may lead to a range of negative consequences, such as, embarrassment, fraud, iden
tity theft, and even physical harm. For example, a household member who is simply interested 
in learning about the household data that pertains to their own activities may unintentionally 
obtain data related to other members of the household. The consequences may be more severe 
if a bad actor seeks to use household data for malicious purposes (e.g., obtaining information 
about the activities of other members of a "household" for the purpose of stalking another res
ident of a multi-unit apartment building). 

The risks of the harms described above will disproportionately affect economically disadvan
taged Californians. While some Californians may reside in "households" with persons whom 
they have chosen to affiliate, others have less control over their living situations and will not be 
able to easily relocate to a different "household" to avoid the risks of privacy violations. 

Even in the case of closely related consumers who reside in the same household ( e.g., spouses, 
adult children residing with their parents), the broad "household" concept may allow such con
sumers to violate each other's privacy in undesirable and unexpected ways. For example, 
spouses may have separate devices (e.g., computers, mobile phones) and have a reasonable 
expectation that their spouse will not have access to data related to their non-shared devices. 
However, a request for the household's data could yield information about the activities of their 
shared devices and even non-shared devices if the business views such devices as being tied 
to the household and not any particular consumer. Such an outcome could effectively force 
some consumers to partially forgo their privacy and data autonomy merely because they 
choose to live with other people. In some cases, these privacy violations could even create sig
nificant risks of physical harm. For example, an abusive spouse in a two-person household may 
submit access requests to nearby domestic abuse support centers and family law practices in 
order to determine whether someone from their household viewed their websites or contacted 
them (e.g., requesting data that may have been collected about a household device navigating 
a law firm's website), and, in some cases, even obtain copies of the communications made from 
their household. 

The CCPA and the draft regulations do not currently include adequate safeguards to protect 
against the risks noted above. For example, the draft regulations allow businesses to respond 
to non-account-based requests for household data with aggregate household data. However, 
access to aggregate household Pl still creates significant risks to consumers. For example, ag
gregate data about a household's interaction with various websites and services would allow 
any member of that household to gain insight on the interests and activities of other members 
of that household. If combined with other information the household member may have (e.g., 
knowledge about one's neighbors or roommates), some of this aggregate information could 
possibly be tied back to particular members of the "household," thereby effectively revealing 
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those persons' personal information. In some cases, this information could be used in harmful 
ways, such as the stalking and domestic abuse scenarios outlined above. 

Although the CCPA includes a broad exception that allows for the denial of requests that would 
"adversely affect the rights and freedoms of other consumers," CCPA § 198.145(1), this provi
sion is not sufficient to protect consumers against the risk of harm created by the proposed 
regulations' broad definition of household. For example, it puts the burden on individual busi
nesses to determine whether their provision of household personal information in response to 
a verified request will create risk to consumers, and different businesses may reasonably come 
to different conclusions. In many cases, businesses will simply not have enough information 
about the context of the request to know whether such risks exist. 

To help mitigate significant risks created by the inclusion of the "household" concept in the 
CCPA, the definition of "household" should be narrowed to ensure that the benefit of granting 
consumers access to household information is adequately balanced against the risks that such 
access may create. At a minimum, "households" should be limited to consumers who: (1) reside 
at the same address; (2) share a common device or service provided by the business; and (3) 
are identified by the business by reference to a permanent unique identifier, shared account, or 
group or family account, if such account type is made available by the business. The combina
tion of these three elements is a more accurate threshold for whether persons actually share a 
"household" relationship and desire to be viewed as a single, related entity by a business than 
the existing test of "occupying a single dwelling." Requiring household members to "reside" at 
the same address would reflect the intent to exclude guests. Requiring that household mem
bers share a common device or service may increase the likelihood that the relevant consumers 
actually view themselves as part of a common household. When two users share a device or 
account, they are also more likely to understand that other users of the device or account may 
have access to the information stored on that device or account. Finally, requiring businesses 
to look to a shared identifier, such as a permanent unique identifier or shared account, may 
increase the likelihood that the relevant consumers actually view themselves as sharing a 
household relationship. For example, under this definition, two people who reside at the same 
multi-unit apartment building and maintain separate accounts with an Internet service provider 
would not be treated as a single "household." This would be an improvement from the existing 
definition, which could be interpreted to treat these people as a single household simply be
cause they both occupy the same "dwelling." 

II. The regulations should prohibit businesses from disclosing aggregate 
household data in response to requests made outside of password-pro
tected accounts. 

As discussed above, the current definition of "household" is overly broad and creates a signif
icant risk of privacy violations and other harms for consumers. In addition to the changes sug
gested above, the Attorney General should seek to mitigate these risks further by removing the 
provision that allows businesses to provide aggregate household data in response to requests 
made outside of password-protected accounts. 
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The disclosure of aggregate household data can still provide a great deal of insight about the 
members of a "household." This is particularly the case in smaller households. For example, a 
request from one resident of a two-person household would effectively disclose the personal 
information of the other household member, as the requestor could deduce how the aggregate 
data differed from their own data. Despite this risk of harm, the proposed regulations currently 
allow aggregate data to be provided in response to a request that is not made via a password
protected account. While such requests must still be verified pursuant to section 999.325 of 
the regulations, such a process would allow one member of the household to submit a verifiable 
request to obtain aggregate data that pertains to all members of the household. Given the po
tentially sensitive nature of some aggregate household personal information and the risk of 
harm posed by its unauthorized disclosure to other members of the "household," this provision 
should be removed. 

Ill. The Attorney General should remove certain proposed restrictions on the 
use of on line portals to promote secure and efficient responses to consumer 
rights requests. 

Apple supports the Attorney General's decision to make self-service portals an acceptable 
method for allowing consumers to access, view, and receive a copy of their personal infor
mation. However, there is a risk that the proposed requirement that such portals "fully dis
close[] the personal information that the consumer is entitled to under the CCPA," Regulations 
§ 999.313(c)(7), may deter businesses from using such portals and thereby deny consumers a 
convenient and secure means of exercising their rights. 

While much of the personal information that consumers are entitled to under the CCPA will likely 
be producible in file formats and sizes that are deliverable through an online portal, there may 
be situations where this is not the case. For example, it may be more efficient to provide per
sonal information from certain databases directly to the consumer via email instead of first 
sending that data to the online portal. It may also not always be feasible to deliver files of certain 
sizes or formats via the online portal. Provided that a business is transparent about how the 
consumer will receive their personal information in response to an access request, there is no 
harm to the consumer from a business's use of more than one medium of delivery. However, 
the risk of being found noncom pliant with the unnecessarily strict proposed language may deter 
some businesses from offering otherwise consumer-friendly and secure portals if they cannot 
guarantee that their portal will be a feasible means of delivery for all information in all instances. 

To encourage the use of portals, the Attorney General should remove the requirement that they 
fully disclose all information required by the CCPA. If such a change were adopted, the regula
tions would still encourage the use of secure self-service portals, while recognizing that, in 
some instances, the most efficient and secure way of delivering consumer information will be a 
combination of portal and non-portal means. Such an approach would be consistent with the 
EU's General Data Protection Regulation (GDPR), which encourages the use of portals to fulfill 
the access right ("[w]here possible, the controller should be able to provide remote access to 
a secure system which would provide the data subject with direct access to his or her personal 
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data"), but does not expressly require that all personal data be provided via the portal. GDPR, 
Recital 63. 

IV. The verification requirements must be flexible enough to allow businesses 
to adapt in response to future threats and protect consumers by always re
quiring that businesses verify identities to a "reasonably high degree of cer
tainty." 

To protect consumer privacy, it is essential that the regulations require robust, yet flexible ver
ification standards, so that bad actors cannot take advantage of published processes to steal 
and exploit consumers' personal information. At Apple, our experience with protecting con
sumer data has taught us that bad actors are constantly developing new strategies, and com
panies need innovative and dynamic strategies to counter these efforts. Including specific ver
ification procedures in the regulations may cause businesses to become reliant on the pre
scribed processes, even when the prescribed processes may not be sufficient to protect con
sumers' personal information from attack. Such an outcome would be harmful to consumers, 
as the prescribed procedures will likely be ineffective in certain contexts today and are even 
more likely to become obsolete in the future. 

Currently, the proposed regulations describe two specific processes for verifying a request to 
a reasonable degree of certainty (matching at least two pieces of information) and a reasonably 
high degree of certainty (matching three pieces of personal information and obtaining a signed 
declaration). Regulations § 999.323(b). There are many instances in which these processes 
may not provide for meaningful verification. For example, an increasing availability of compro
mised payment and identity data have led to increasing e-commerce fraud across the online 
ecosystem. Some bad actors can easily identify valid billing addresses and certain identity data 
to pair with compromised accounts to meet the proposed verification methods and violate con
sumers' privacy rights. As another example, the FTC has warned about the threat of SIM swap 
scams, which may defeat security systems that rely on telephone numbers alone as a means of 
authentication. And many of the most common security questions used to secure online ac
counts can be answered with a search of public records. Each of these examples demonstrates 
that many bad actors could likely provide two or three pieces of data that match data held by a 
business, rendering the prescribed processes ineffective. Additionally, the required signed 
declaration for "reasonably high degree of certainty" verifications seems unlikely to serve as a 
meaningful obstacle to fraudulent requests. Bad actors routinely falsify documents, and many 
businesses may not have a requestor's authentic signature on file or be able to accurately iden
tify fraudulent signatures. 

If the Attorney General adopts the prescriptive matching procedures, businesses and courts 
will almost certainly gravitate towards viewing them as the standard for determining whether a 
business has a reasonable verification process. Due to the flaws with these approaches, such 
an outcome may allow bad actors to frequently use the CCPA process to gain unauthorized 
access to consumer personal information. These risks will only increase in the future, as bad 
actors who study the published regulations will no doubt work to develop new techniques for 
bypassing the two/three data point and signed declaration requirements. 
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To combat the ever-evolving strategies of bad actors, businesses need to (and should be en
couraged to) continually seek out and develop innovative and dynamic approaches to securing 
consumers' personal information. At Apple, we have implemented a wide range of tools and 
processes to protect our users and our systems from bad actors, including two-factor authen
tication. The security tools and processes that we use have changed over time to counter evolv
ing threats, and they will continue to evolve in the future. Instead of cementing prescriptive 
verification procedures into law, the regulations should aim to encourage additional, evolving 
approaches to verification, along with robust minimum standards that prioritize consumer pri
vacy. 

To support strong minimum standards for identity verification, ongoing enhancements to con
sumer verification procedures, and deny bad actors inside knowledge of businesses' verifica
tion techniques, the Attorney General should revise the proposed regulations to require a rea
sonably high degree of certainty before disclosing consumer information and remove the spe
cific descriptions of the data point matching verification techniques. 

Further, as the right to privacy is fundamental and belongs to the individual, a business should 
not be required to respond to any request to exercise a privacy right unless it can verify the 
identity of the requestor. Anything less than that would obligate businesses to take risks with 
privacy rights and greatly increase the risk that a business grant one person's rights to another. 
And, attempts to have alternative criteria for different circumstances would leave companies 
open to an undermining of standards. Additionally, socially-engineered efforts to exploit the 
differences in verification standards could lead not only to exploited privacy rights but could 
also be the first step in a bad actor's quest to gain knowledge of certain personal information 
and leverage that knowledge to gain access to other, more sensitive, personal information. 
There are no tiers of fundamental rights, we do not believe there should be tiers of acceptable 
verification. 

V. The Attorney General should clarify that service providers shall respond to 
consumer requests solely by directing the consumer to contact the relevant 
business(es) on whose behalf the service provider is working. 

To promote the accurate and efficient fulfillment of consumer rights requests, the regulations 
should be revised to clarify that service providers shall respond to consumer requests solely by 
directing the consumer to contact the businesses on whose behalf the service providers collect 
personal information. The proposed regulations are not entirely clear regarding the role of ser
vice providers in responding to consumer requests. The draft regulations imply that service 
providers may act on consumer requests (i.e., if a service provider receives a request, but does 
not fulfill the request, it shall "explain the basis for the denial"). Regulations§ 999.314(d). How
ever, the same section also provides that a service provider shall "inform the consumer that it 
should submit the request directly to the business on whose behalf the service provider pro
cesses the information and, when feasible, provide the consumer with contact information for 
that business." This sentence implies that the business, and not the service provider, is the 
entity that should receive and act on rights requests. Therefore, the proposed regulations seem 

7 

CCPA_45DAY_00362 

W62-5

W62-4
cont

OsgoodM
Line

OsgoodM
Line



, 

to allow a service provider to either evaluate and act on consumer requests or direct the con
sumer to the appropriate underlying business. Such a system is prone to causing confusion 
among consumers and businesses and may increase the likelihood of mistakes during the con
sumer rights request process. 

As the entity that "determines the purposes and means of processing consumers' personal in
formation," CCPA § 1798.140(c), the "business" should have sole responsibility for evaluating 
and acting on consumer rights requests. The business is best positioned to know what infor
mation it has about a given consumer and how such information is being used. Such information 
is critical for evaluating a consumer request and ensuring that the privacy interests of the CCPA 
and the other public interests and policy concerns are properly respected. A service provider 
that attempts to respond to a request with an incomplete picture of how the consumer's infor
mation is used is also more likely to provide an incomplete and potentially incorrect response 
to the rights request (e.g., a service provider may not be aware that certain personal information 
is relevant to an ongoing investigation and therefore fail to apply the proper exceptions to a 
deletion request). 

Clearly establishing the "business" as the single point of contact for CCPA requests will also 
help reduce consumer confusion. Under the current regulations, consumers may be confused 
about whether they have to submit CCPA requests to a business, its service providers, or all of 
these parties. Such an approach would also align the CCPA with the GDPR, which places the 
responsibility for responding to data subject requests with the "controller" (i.e., the entity that 
determines the purposes and means of processing personal data). GDPR, Art.12-22. 

Revising the regulations to clarify the limited role of service providers in responding to con
sumer requests would be consistent with the CCPA's transparency goals, more fully respect 
the variety of stakeholder and policy interests that may be impacted by CCPA requests, and 
promote the efficient fulfilment of consumer requests. 
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To Whom it May Concern: 

Please find attached comments on the CCPA by the Alliance of Automobile Manufacturers (the "Auto Alliance"). 
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Timothy Tobin 
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AUTO .A.LLI A HCE c:.. ~ 803 7th Street N .W., Suite 300 I Washington, DC 20001 

OR I \I I NG I NNOVATION 

December 6, 2019 

California Office of the Attorney General 
A TIN: Privacy Regulations Coordinator 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 
privacyregulations@doj.ca.gov 

-I www.autoalliance.org 

RE: Comments of the Alliance of Automobile Manufacturers on the California Attorney 
General's Proposed California Consumer Privacy Act Regulations 

To Whom It May Concern: 

The Alliance of Automobile Manufacturers ("Alliance") welcomes the opportunity to provide these 
comments ("Comments") to the Attorney General's Office regarding the Proposed California 
Consumer Privacy Act Regulations. 

The Alliance is the leading advocacy group for the auto industry, representing 12 member 
companies that account for approximately 70 percent of all car and light truck sales in the United 
States. The members of the Alliance include (alphabetically) the BMW Group, Fiat Chrysler 
Automobiles, Ford Motor Company, General Motors Company, Jaguar Land Rover, Mazda, 
Mercedes-Benz USA, Mitsubishi Motors, Porsche, Toyota, Volkswagen Group of America, and 
Volvo Car USA. 

Automakers have long recognized the potential privacy considerations raised by collecting data in 
association with connected vehicle technologies and services. And automakers have taken proactive 
steps to protect consumer privacy. In 2014, the Alliance, the Association of Global Automakers (a 
trade association representing U.S. operations of certain international vehicle manufacturers and 
original equipment suppliers), and their respective members issued the Privacy Principles for Vehicle 
Technologies and Services ("Principles").1 The Principles were groundbreaking. The Alliance's 
members have all committed to meet or exceed the commitments contained in the Principles when 
offering innovative vehicle technologies and services. 

The Alliance and its members appreciate the careful work that the Office of the Attorney General has 
undertaken in drafting the proposed regulations. In particular, the Alliance welcomes the following 
aspects of the proposed regulations: 

• Clarifying that businesses need not provide consumers with specific pieces of personal 
information in response to access requests if the disclosure of the information creates a 
substantial, articulable, and unreasonable risk to the security of that personal information, the 

1 Consumer Privacy Protection Principles (2014) [hereinafter "Principles"], available at 
https://autoalliance.org/wp-
content/u ploads/2017/01 /Consumer Privacy Principlesfor Vehicle Technologies Services. pdf. 
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• consumer's account with the business, or the security of the business's systems or 
networks. As reflected in the comments below, however, the Alliance does request that the 
Attorney General clarify that disclosure should not be required where there is a substantial, 
articulable, and unreasonable risk to the safety or security of consumers, and not just their 
personal information. 

• Clarifying that businesses shall not disclose certain types of sensitive information in 
response to a consumer's request to know. The Alliance requests, though, that the Attorney 
General issue regulations permitting businesses to not disclose personal information in 
response to a request to know where such disclosure poses a significant risk to consumers, 
and not just to the information itself. 

• Permitting businesses to offer granular options for sale opt-out and deletion requests, so 
long as the options to opt-out of all sales or delete all information are presented more 
prominently than any other option. 

• Permitting businesses to provide aggregate household information in response to a request 
to know household information where the requester does not have a password-protected 
account. The Alliance believes that requests to know for shared devices should be afforded 
the same treatment as they raise the same privacy concerns as households. 

The remainder of this submission contains requests for additional modifications to the proposed 
regulations, including those referenced above. We present first those requests that are of particular 
relevance to the Alliance and its members and follow with requests of general relevance: 

Requests and Comments of Particular Relevance to the Alliance and Its Members 

• Permitting automakers to retain vehicle-related information for purposes of analyzing and 
addressing safety, quality, performance, efficiency, or security issues after receiving a 
request to delete; 

• Permitting reasonable, beneficial data sharing among manufacturers, suppliers, and dealers 
given the close relationship the parties have in serving consumers; 

• Permitting businesses to share personal information with providers of emergency response 
services even where sales opt-outs have been registered; 

• Providing reasonable options for businesses to comply with notice at collection requirements 
in the context of devices that may be resold or used by multiple individuals when the 
business that collects information from the devices does not know of the sale or use of the 
device by multiple individuals; 

• Permitting businesses to disclose only aggregated information related to shared devices 
unless all users submit verified requests; and 

• Permitting businesses to not disclose information pursuant to a request to know if the 
disclosure exposes consumers or others to safety or security risks. 

Requests and Comments of General Relevance 

• Clarifying that with appropriate notice at the point of collection, a consumer's provision of 
personal information to a business involved in a clearly disclosed, jointly offered service 
constitutes an intentional disclosure under Cal. Civil Code §1798.140(t)(2)(A); 
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• Deferring action on the requirements and standards for user-enabled privacy controls 
pending the outcome of the proposed California Privacy Rights Act Initiative that would 
address this issue; 

• Requiring explicit consent for new uses of personal information only if the change in practice 
is material; 

• Clarifying that businesses may comply with notice at collection requirements when not 
collecting personal information from consumers by obtaining examples of consumer notices 
and a single attestation from data sources, rather than obtaining examples and attestations 
for each consumer; 

• Permitting businesses to require authorized agents to use the same verification process that 
consumers would have to undergo if submitting requests on their own behalf; 

• Removing from the proposed regulations the requirement that businesses receiving sales 
opt-out requests notify all third parties that received personal information via sales in the 90-
day period prior to the opt-out that they may not further sell the information; 

• Clarifying that businesses are permitted, but not required, to use signed declarations when 
verifying consumer requests; 

• Permitting businesses to present in their privacy policies information about the sources, use 
purposes, and disclosures associated with all personal information collected by the business, 
rather than specifying by category, so long as the disclosure reasonably helps consumers 
understand processing activities; 

• Clarifying that each right to know request (e.g., request to obtain access to specific pieces of 
personal information and request to learn about the categories of personal information 
collected about the particular consumer) counts toward the number of requests that a 
business must respond to within a 12-month period; 

• Requiring businesses to disclose information about the sale of personal information related 
to minors only if businesses have actual knowledge that they collect such information; 

• Permitting businesses to display the Do Not Sell My Personal Information link only on the 
main page of a website and in the privacy policy, rather than requiring the link on every page, 
which could lead consumers to believe that they must opt-out on every page they visit. 

• Clarifying that businesses may, at their discretion, use fact-finding to verify a consumer 
request, where personal information is maintained in a format not associated with a named 
individual; and 

• Permitting businesses to not disclose proprietary or trade secret information in response to a 
consumer's request to know. 

The Alliance appreciates the Attorney General's consideration of these requests and the efforts the 
Attorney General is undertaking to develop the regulations. Please feel free to contact us if you have 
any questions or would like to discuss any aspect of these comments. 
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REQUESTS AND COMMENTS OF PARTICULAR RELEVANCE TO THE ALLIANCE AND ITS 
MEMBERS 

ISSUE 1: Permit Automakers to Retain and Use Vehicle-Related Information Tied to VIN Only 
for Safety, Quality, Performance, Efficiency, or Security After Receiving a Request to Delete 

Automakers often rely on Vehicle Identification Numbers ("VINs") to link vehicle-related information 
for purposes of analyzing and addressing safety, quality, performance, efficiency, and security 
issues. To be able to track how vehicles perform over time for these purposes, including, for 
example, in different weather conditions and climates, automakers collect data on vehicles by VINs. 
This VIN-related, longitudinal information is essential to further improve the nation's transportation 
and mobility services and infrastructure. Although the benefits of such data rely on the use of VINs, 
other identifiers typically are not necessary. The Alliance therefore requests that the Attorney 
General adopt one of the proposals below to enable automakers to retain vehicle data tied to VINs 
for purposes of analyzing and addressing vehicle safety, quality, performance, efficiency, or security 
issues. 

PROPOSAL1 

Issue interpretive guidance clarifying that vehicle-related data stored in association with 
Vehicle Identification Numbers and no other identifiers (such as name, account number, 
postal address, email address, telephone number, or SIM card number) is not considered 
consumer personal information. 

PROPOSAL2 

Issue interpretive guidance clarifying that information that cannot be linked to a particular 
consumer without the use of additional identifiers is "deidentified" so long as the business 
maintaining the information stores information that could be used to identify the information 
separately from the deidentified information and so long as the business complies with the 
requirements in Cal. Civ. Code § 1798.140(h). 

PROPOSAL3 

§ 999.313 Responding to Requests to Know and Requests to Delete 

(d) 

(8) The collection and internal use of personal information for analysis related to safety, 
quality, performance, efficiency, or security by a business or service provider constitutes 
"solely internal uses that reasonably aligned with the expectations of the consumer based on 
the consumer's relationship with the business" under Civil Code §1798.105(d)(7) and 
therefore shall not be subject to a request to delete, as long as this collection and use is 
disclosed to consumers. 

ISSUE 2: Exempt Reasonable, Beneficial Data Sharing Between Suppliers, Dealers, and 
Manufacturers 

The CCPA exempts from sale opt-out requirements the sharing of vehicle and ownership information 
for purposes of effectuating "a vehicle repair covered by a vehicle warranty or a recall" if the 
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information is not used for any other purpose. However, vehicle manufacturers, auto dealers, and 
suppliers routinely share information for reasonable, non-warranty, and non-recall purposes that 
benefit consumers. For example: 

• Dealerships may rely on manufacturer data to evaluate past, non-warranty repairs. 
Franchisor-franchisee sharing arrangements generally, and especially in the vehicle sales 
context, are efficient and consistent with consumer expectations. The sharing of information 
allows consumers to receive consistent services from dealers by leveraging the relationships 
that the dealers have with the vehicle manufacturer. 

• Suppliers and manufacturers may exchange vehicle-level data to assess safety, 
performance, and security-related issues. 

Consumers may not recognize that by asking manufacturers, dealers, or suppliers to not sell their 
personal information, the sharing of information between these parties will be disrupted in ways that 
directly affect the consumers. When traveling, consumers may be surprised to learn that an out-of
town dealer is unable to obtain past service records. Or when consumers move, automakers may 
not be allowed to let consumers know of the local dealers that can now service their vehicles. 
Consumers may not recognize that a sales opt-out may prevent suppliers and manufacturers from 
analyzing vehicle-performance and efficiency issues. 

The sharing of information between legally distinct, unaffiliated businesses that work closely together 
to provide transportation and mobility services promises great benefits to consumers, who may not 
even recognize that such sharing, which can be among entities that use a common brand, 
constitutes a sale. 

The Alliance therefore requests that the Attorney General clarify that such data sharing practices are 
not subject to the sales opt-out. 

PROP0SAL1 

The Attorney General's office could issue interpretive guidance clarifying that where sharing 
is consistent with reasonable, informed consumer expectations and benefits consumers with 
regard to motor vehicle safety, security, repair, performance, or efficiency, such sharing 
would not be considered a "sale." 

PROP0SAL2 

Adopt the following regulation 

§ 999.315 Requests to Opt-Out 

(i) A request to opt-out does not apply when information is exchanged between parties 
whose commercial conduct is related to the degree that informed consumers would 
reasonably expect the parties to share information for the purposes of benefitting the 
consumer with regard to safety, security, repair, performance, or efficiency issues. 
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PROPOSAL3 

Adopt the following definition: 

§ 999.301 Definitions 

"Sell," "selling," "sale," or "sold," does not include a transfer of information between parties 
whose commercial conduct is related to the degree that informed consumers would 
reasonably expect the parties to share information for the purposes of benefitting the 
consumer with regard to safety, security, repair, performance, or efficiency issues. 

ISSUE 3: Permit Businesses to Share Personal Information with Providers of Emergency 
Response Services Even Where Sales Opt-Outs May Apply 

Many businesses, including automakers, provide emergency response services to consumers. In 
emergency situations, automakers may provide these services to consumers even if they have not 
subscribed to or have previously opted-out of the services. Some emergency and roadside 
assistance services may be provided by third-party, for-profit entities that retain and use personal 
information for their own purposes. For example, an emergency roadside assistance provider may 
be an independent mechanic that wishes to establish and maintain an independent relationship with 
the consumer. In some cases, an accident may automatically trigger a communication from a vehicle 
to an emergency provider. Even though this may be a direct disclosure from the vehicle to the 
provider and might not involve a transfer of personal information to the automaker and then the 
provider, the CCPA's definition of sale includes "making available" personal information to another 
entity. Accordingly, when automakers share personal information with such emergency and roadside 
assistance providers or make it available to them through an automatic process from the vehicle, the 
disclosures may constitute "sales" under CCPA. If consumers have opted-out of sales, that could 
prevent automakers from disclosing personal information as necessary to support the delivery of 
emergency services. 

The Alliance therefore requests that the Attorney General permits businesses, in response to a 
consumer's request for emergency or roadside assistance services, or in response to automated 
crash or similar notifications, share personal information with providers of such emergency or 
roadside assistance services. 

PROPOSAL 

Provide interpretive guidance that an automaker may share personal information with 
emergency responders or roadside assistance providers or make it available from the vehicle 
in emergency situations regardless of whether the consumer associated with the personal 
information has requested that the automaker not sell the personal information. 

ISSUE 4: Modify Notice at Collection Requirements to Support Reasonable Compliance by 
Businesses that Manufacture Devices Reasonably Subject to Resale or Use by Non-Owners 

The CCPA requires businesses to provide consumers with notice, at or before data collection, of the 
categories of personal information to be collected and the purposes for which the information will be 
used. The draft regulations add a number of obligations to this requirement, including making the 
notice visible or accessible where consumers will see it before any personal information is collected; 
using formats that draw consumer attention, including on smaller screens; and making the notice 
accessible to consumers with disabilities. 
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These requirements may present challenges for resold devices, such as certain connected vehicles, 
that lack displays or have displays that cannot be remotely updated. Even with displays that can be 
remotely updated, an automaker, for example, may have no knowledge of a vehicle resale and 
therefore may not be able to provide notice to the new owner. If businesses have no knowledge that 
a device has been resold and the device has no interface via which to present a privacy notice, 
businesses may be unable to guarantee that subsequent owners receive notice at or before 
collection of information from the sold device. 

The regulations should permit notice at collection options that support reasonable compliance by 
businesses that collect information from devices that may change owners without notice. 

Similarly, devices such as vehicles that have multiple users may collect personal information from 
different users. The regulations should clarify that where initial notice is provided to a registered 
user or account holder, the notice is sufficient with respect to non-registered users that the account 
holder permits to use the vehicle, device, or service. 

PROPOSAL 

§ 999.305 Notice at Collection of Personal Information 

(e) A business that collects personal information via a device that is reasonably expected to 
change owners should take reasonable steps to provide notice at collection to subsequent 
purchasers of that device. The business will be deemed to have taken reasonable steps if: 

(1) Notice is provided to the new owner via email, device updates, or upon device 
reset or reactivation; or 

(2) The business posts a privacy policy on its website, if reasonable notice cannot be 
provided by the methods above. 

(f) Notice to the owner of a device or account-holder of a service at collection constitutes 
notice at collection as to other users of the device or service. 

ISSUE 5: Permit Businesses to Disclose only Aggregated Information Related to Shared 
Devices Unless All Users Submit Verified Requests 

The Attorney General's draft regulations include provisions designed to address the potential privacy 
issues associated with requests to access or delete household information. The draft regulations 
propose that where a consumer does not have a password-protected account with a business, 
businesses may respond to requests to know related to household information by providing 
aggregate information. Businesses may choose to honor requests to delete or obtain access to 
specific pieces of information when all household members jointly issue such requests, subject to 
verification. 

The privacy risks posed by household information also apply in the context of shared devices. 
Requiring compliance with the access or deletion request of a single individual with respect to a 
shared device could harm the privacy interests of the other individuals who use the same device. For 
example, a co-owner of a vehicle could request access to precise geolocation information and 
therefore see the other co-owner's travel history, or could delete all personal information associated 
with a vehicle, which request the other co-owner of the vehicle would not have agreed to. The 
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Alliance thus requests the Attorney General adopt provisions extending the provisions for household 
information to information collected from shared devices. 

PROPOSAL1 

§ 999.318. Requests to Access or Delete Household or Shared Device Information 

(a) Where a consumer does not have a password-protected account with a business, a 
business may respond to a request to know or request to delete as it pertains to household 
personal information or personal information related to use of a device intended to be shared 
by multiple users by providing aggregate household information, subject to verification 
requirements set forth in Article 4. 

(b) If all consumers of the household or all users of the shared device jointly request access 
to specific pieces of information for the household or shared device or the deletion of 
household or shared device personal information, and the business can individually verify all 
the requesters members of the household subject to verification requirements set forth in 
Article 4, then the business shall comply with the request. 

PROPOSAL2 

§ 999.319. Requests to Access or Delete Shared Device Information 

(a) A business may respond to a request to know personal information relating to a device 
intended for use by multiple users by providing aggregate-information, subject to verification 
requirements set forth in Article 4. 

(b) If all users of the shared device jointly request access to specific pieces of information for 
the shared device or the deletion of personal information relating to the shared device, and 
the business can individually verify all the requesters subject to verification requirements set 
forth in Article 4, then the business shall comply with the request. 

ISSUE 6: Businesses Should Not Be Required to Disclose Information that Exposes 
Consumers or Others to Safety or Security Risks 

The draft regulations clarify that businesses need not provide consumers with specific pieces of 
personal information in response to access requests if the disclosure of the information creates a 
substantial, articulable, and unreasonable risk to the security of that personal information, the 
consumer's account with the business, or the security of the business's systems or networks. The 
Alliance welcomes these exceptions to the right to know, and the benefits to security which will 
result. 

However, the right to know poses risks not only to the security of personal information, consumer 
accounts, and business systems or networks, but also to consumers themselves or other individuals 
(e.g., where the information disclosed may relate to more than one individual and may be misused 
by the recipient against another individual to whom the data also relates). For example, many 
vehicles are driven by more than one individual, including family members or friends. Automakers 
have no way of knowing whether or how frequently a non-owner drives a vehicle. The disclosure of 
the precise location history of a vehicle can create stalking or harassment risks, endangering 
individual or public safety. Specifically, if a business disclosed to the owner of a vehicle the precise 
location history of that vehicle on grounds that the information is reasonably linked to the owner by 
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virtue of ownership, that could enable an abusive owner to track and harm an estranged spouse, 
domestic partner, or others whose traveling patterns are revealed to the owner. In some cases, no 
level of verification could assure an automaker that an individual has not let another individual drive 
his or her vehicle. 

The Alliance therefore requests that the Attorney General extend the exceptions to the right to know 
to include exceptions for individuals' safety or security. Such a change would be consistent with Cal. 
Civil Code § 1798.145(m), which states that "[t]he rights afforded to consumers and the obligations 
imposed on the business in this title shall not adversely affect the rights and freedoms of other 
consumers." 

PROPOSAL 

§ 999.313(c) Responding to Requests to Know and Requests to Delete 

(3) A business shall not provide a consumer with specific pieces of personal information if 
the disclosure creates a substantial, articulable, and unreasonable risk to the security of that 
personal information, the consumer's account with the business, eF-the security of the 
business's systems or networks, or the safety or security of the requesting consumer or other 
individuals. 

REQUESTS AND COMMENTS OF GENERAL RELEVANCE 

ISSUE 7: With Notice, Allow the Sharing of Personal Information with Joint Offering Partners 
Even Where Sales Opt-Outs May Apply 

Jointly offered goods or services create significant efficiencies and benefit consumers by enabling 
businesses to offer and provide consumers a product or service they might not otherwise be able to 
obtain. Jointly offered goods or services frequently require for recordkeeping, servicing and other 
reasons that both distinct businesses collect the personal information and process it for their own 
respective purposes in providing the joint offering. In other words, each entity is not necessarily a 
service provider to the other. However, for some jointly offered goods or services, consumers may 
provide their personal information to only one of the partners, though it is appropriate and expected 
that the receiving business would share the personal information with the other business. 

Especially if consumers are informed at the outset of receiving a jointly offered good or service that 
their personal information will be shared with a joint offering partner, the activity should not be 
controversial. As long as there is effective notice and a consumer decides to move forward with 
entering into a relationship involving a jointly offered good or service, it is reasonable to consider the 
consumer to be intentionally disclosing their personal information to both partners. 

For these reasons, we request that the California Attorney General clarify that with appropriate 
notice at the point of collection, a consumer's provision of personal information to a business 
involved in a clearly indicated jointly offered service equates to an intentional disclosure under Cal. 
Civil Code §1798.140(t)(2)(A). 
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PROPOSAL 

§ 999.315. Requests to Opt-Out 

(i) In response to a request to opt-out, a business need not cease sharing information 
with a third party that receives personal information from the business in association 
with the provision of a jointly-offered service to the consumer, provided that the 
identity and participation of the joint offering partner was clearly disclosed to the 
consumer before the consumer elected to receive the jointly-offered service. 

ISSUE 8: Remove User-Enabled Privacy Control Requirements or Make Them Consistent with 
the California Privacy Rights Act Initiative 

The draft regulations would require businesses that collect personal information from consumers 
online to treat "user-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism," as a request to opt-out. The provision does not clarify what sort of settings or controls 
should be treated as valid opt-out signals, nor would it allow any period for development and 
implementation of a technical standard. The Alliance understands that enabling consumer-friendly 
preference mechanisms can enhance privacy protections. But for such mechanisms to be effective 
and understandable, there must be standards or a consensus regarding what signals are valid and 
how signals should be interpreted. 

The lack of clarity here is particularly problematic for connected vehicles and other devices that 
collect information "online" but do not have standard interfaces. It is not clear what would constitute a 
user-based privacy signal in the connected vehicle ecosystem. Technologically savvy consumers 
could alter vehicle systems to trigger the transmission of snippets of code whenever data was 
collected, intending the code to signal an opt-out request. If manufacturers do not know that code is 
being transmitted or how to interpret the code, the code will not be respected as an opt-out signal. 
Moreover, requiring vehicles to respond to the random wireless transmission of code to vehicles 
raises significant cybersecurity concerns. For security reasons, vehicles may not be able to ingest 
and process any code transmitted to it. 

The proposed regulation establishes an all-or-nothing approach to privacy signals that limits 
consumer choice-consumers may very well wish to restrict sales to some businesses but not 
others, or restrict sales to data brokers, while permitting third party tags to collect information on 
websites in order to receive more relevant ads or personalized content. 

Moreover, the proposed regulations would mandate activities that would be optional under the 
California Privacy Rights Act initiative ("CPRA") that is likely to be voted on and approved in the 
2020 election. The CPRA would require businesses either to implement a do not sell signal or to 
post a "Do Not Sell My Personal Information" link or button and honor do not sell requests through 
that link or button. And the CPRA would instruct a Data Protection Authority to conduct a rulemaking 
to flesh out how the automated controls would work. 

Given the likelihood of the CPRA taking effect, it is not reasonable for CCPA regulations to require 
compliance with a not yet elaborated "do not sell" controls framework that is likely to be replaced in a 
short period of time. 
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For all these reasons, the Alliance requests that the Attorney General remove from the final rule the 
requirement that businesses must comply with "user enabled privacy signals" and revisit this issues 
only if the CPRA Initiative that has been filed with the Attorney General is not approved by the voters 
in November of 2020. 

PROPOSAL 

§ 999.315. Requests to Opt-Out 

(o) In response to a request to opt out, a business need not oease sharing information v1ith a 
third party that reoeives personal information from the business in assooiation with the 
provision of a jointly offered service to the consumer, pro•1ided that the identity and 
partioipation of the joint offering partner was olearly disclosed to the consumer before the 
consumer elected to receive the jointly offered service. 

(g) A consumer may use an authorized agent to submit a request to opt-out on the 
consumer's behalf if the consumer provides the authorized agent written permission to 
do so. A business may deny a request from an authorized agent that does not submit 
proof that they have been authorized by the consumer to act on the consumer's behalf. 
User enabled privaoy controls, such as a bro·Nser plugin or pri-.·aoy setting or other 
meohanism, that communioate or signal the oonsumer's ohoioe to opt out of the sale of 
their personal information shall be considered a request direotly from the oonsumer, not 
through an authori2:ed agent. 

ISSUE 9: Explicit Consent Should Be Required Only for Uses of Previously Collected 
Information that Are Incompatible with Purposes Disclosed at Original Collection 

The draft regulations require businesses to notify and obtain explicit consent from consumers before 
using personal information for purposes not disclosed in notices at collection. The Alliance and its 
members agree that businesses should be transparent in their data practices and process 
information in ways that respect the context in which the information was collected. That is why 
Alliance's members have committed to obtain affirmative consent before using certain information in 
ways that are materially different than what was disclosed at the time of collection. However, the 
mere fact that a purpose was not disclosed at the point of collection does not mean that the purpose 
is inconsistent with or materially different from the purposes disclosed at collection. 

For example, manufacturers may collect driver behavior information collected for a range of 
purposes, such as enabling consumers analyze their own driving behaviors. Consumers may expect 
that manufacturers will use such information to improve vehicle safety, security, and performance, 
even if every iteration of such purpose is not expressly disclosed in a notice at collection. Moreover, 
obtaining opt-in consent to any privacy policy change regarding a purpose, even if minor in scope, is 
burdensome. It also risks consumers not receive the benefit of a new or different purpose that is not 
such a significant change. 

The Alliance therefore requests that the Attorney General follow FTC policy and require explicit 
consent for new data practices only if the new practices materially differ than those disclosed at the 
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point of collection.2 A material difference would be one that is "likely to affect the consumer's 
conduct or decision with regard to a product or service."3 If a new data processing purpose would 
not be likely to change the conduct of reasonable consumers, businesses should not be required to 
obtain consent. 

PROPOSAL1 

§ 999.305 Notice at Collection of Personal Information 

(a) Purpose and General Principles 

(3) A business shall not use a consumer's personal information for any purpose other than 
materially different from or incompatible with those disclosed in the notice at collection. If the 
business intends to use a consumer's personal information for a materially new purpose or a 
purpose that is not compatible with the purposes \•.ias not previously disclosed to the 
consumer in the notice at collection, the business shall directly notify the consumer of this 
new use and obtain explicit consent from the consumer to use it for this new purpose. 

PROPOSAL2 

§ 999.305(a) Notice at Collection of Personal Information 

(a) Purpose and General Principles 

(3) A business shall use a consumer's personal information for the purposes disclosed in the 
notice at collection. A business shall not use a consumer's personal information for a 
purpose incompatible with the stated purpose at the time of collection without explicit 
consent. 

ISSUE 10: Clarify that Signed Attestations Are Required Per Data Source, Not Per Consumer 

The draft regulations include provisions that are designed to support businesses in ensuring that 
consumers receive notices at collection where the businesses did not collect personal information 
from the consumers. The regulations provide two options for businesses that do not collect personal 
information directly from consumers: (1) they can contact the consumer directly to provide notice and 
the opportunity to opt-out; or (2) they can contact the source of the information to confirm that the 
source provided adequate notice at collection to the consumer and obtain signed attestations from 
the source describing how notice was given and an example of the notice. 

The draft regulations do not specify whether businesses must obtain signed attestations for each 
source or for each consumer. Requiring businesses to obtain and store signed attestations on a per 
consumer basis would lead to substantial data transfer and storage requirements with little benefit. If 
the attestations and example notices are identical, then a single, representative example would 
suffice, so long as businesses received confirmation initially from the source that the example was 

2 Id. at viii. 
3 FTC, FTC Policy Statement on Deception 1 (1983), available at 
https://www.ftc.gov/system/files/documents/public statements/410531/831014deceptionstmt.pdf. 
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accurate and representative of those provided to all consumers (or to all consumers in a given 
context). The Alliance therefore requests that the Attorney General clarify that attestations are 
required per source of information. 

PROPOSAL 

§ 999.305 Notice at Collection of Personal Information 

(d) 

(2) Contact the source of the personal information to: 

a. Confirm that the source provided a notice at collection to the consumer in accordance with 
subsections (a) and (b); and 

b. Obtain signed attestations from the source describing how the source gave gives the 
notice at collection and including an example of the notice or notices the source uses to 
provide such notice. Attestations from each source of information shall be retained by the 
business for at least two years and made available to the consumer upon request. 
Businesses need not obtain separate attestations for each consumer unless there are 
material differences in the notices provided to consumers. 

ISSUE 11: Businesses Can Require Authorized Agents to Use the Same Verification 
Processes as Consumers 

The CCPA allows consumers to authorize other individuals to opt-out of sales and to submit verified 
requests for access or deletion of personal information on their behalf. Businesses must take 
reasonable steps to verify requests. However, establishing unique procedures to verify authorized 
agents may prove burdensome on businesses and requesters. While it should not be easier for 
authorized agents to submit requests than it would be for consumers to issue requests on their own, 
it may not always be reasonable to require authorized agents to undergo processes that are more 
burdensome than those offered to consumers themselves. Though, in some cases requiring 
authorized agents to undergo additional verification procedures may be reasonable. 

Authorized agents presumably have access to the same information that consumers would have to 
verify identities. Thus, a reasonable option for verifying requests submitted by authorized agents, at 
least in some circumstances, would be for businesses to require authorized agents to undergo the 
same verification as the consumers for whom they act. Authorized agents could "stand in the shoes 
of the consumer" and provide the same data points that would be requested of the consumer. 

The Alliance therefore requests the Attorney General to clarify that businesses may require 
authorized agents to verify requests via the same processes provided to consumers. 
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PROPOSAL 

§ 999.308 Privacy Policy 

(5) Authorized Agent 

a. Explain how a consumer can designate an authorized agent to make a request under the 
CCPA on the consumer's behalf, which may include requiring that the authorized agent 
provide the same information to the business that the consumer would need to provide if the 
consumer were making the request on the consumer's own behalf. 

ISSUE 12: Remove Flow-Down Obligation for Opt-Out Requests 

The CCPA grants consumers the right to opt-out of future sales of their personal information. Under 
the draft regulations, a business that receives an opt-out request is required not only to cease selling 
personal information, but also to notify all third parties to which the business sold the consumer's 
personal information in the 90 days prior to the consumer's opt-out request that the consumer has 
opted out, instructing the recipients to not further sell the information. 

This look-back requirement goes beyond the requirements set forth in the CCPA. And it may not 
reflect consumer wishes. A consumer may have specific concerns with a certain business' practices 
but may have no issue with the practices of the businesses that receive personal information from 
the initial business. In fact, the consumer may want the receiving business to continue selling 
personal information due to the benefits received from that business and the associated data sharing 
which may differ from the consumer's concerns with the business to which the consumer made the 
sale opt-out request. 

PROPOSAL 

§ 999.315 Requests to Opt-Out 

(f) A business shall notify all third parties to 'Nhom it has sold the peFsonal infoFmation of the 
consumeF 'Nithin 90 days prior to the business's receipt of the consumer's request that the 
consumeF has exercised their right to opt out and instruct them not to further sell the 
information. The business shall notify the consumePNhen this has been completed. 

ISSUE 13: Clarify That Signed Declarations Are Permitted but Not Required for "Reasonably 
High" Verification of Consumer Rights Requests 

The draft regulations provide guidance on how businesses may verify the identity of a consumer 
before responding to a consumer's access or deletion request. The regulations state that verification 
to a "reasonably high degree of certainty may include matching three pieces of personal information 
provided by the consumer with personal information maintained by the business" together with a 
consumer's signed declaration of identity.4 The regulation then goes on to state that such 
declarations must be maintained as part of a business' record-keeping obligations. 

4 § 999.325(c) (emphasis added). 
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Although the proposed regulatory language suggests that verification "may include" signed 
declarations, the final sentence of§ 999.325(c) could be interpreted as requiring signed declarations 
from consumers. Although signed declarations may be warranted in some circumstances, some 
businesses may be able to verify the identity of a consumer to a reasonably high degree of certainty 
without such declarations-such as where consumers maintain secure, password-protected 
accounts. 

The Alliance requests clarification that the signed declaration is an optional measure for verification, 
at the discretion of the business. 

PROPOSAL 

§ 999.325 Verification for Non-Accountholders 

(c) A business's compliance with a request to know specific pieces of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonably high degree of certainty, which is a higher bar for verification. A reasonably high 
degree of certainty may include matching at least three pieces of personal information 
provided by the consumer with personal information maintained by the business that it has 
determined to be reliable for the purpose of verifying the consumer together with a signed 
declaration under penalty of perjury that the requester is the consumer whose personal 
information is the subject of the request. If businesses elect to rely on signed declarations, 
Businesses they shall maintain all signed declarations as part of their record-keeping 
obligations. 

ISSUE 14: Eliminate the Requirement that Businesses Provide the Sources, Purposes, and 
Sharing Activity for Each Category of Information for Privacy Policy and Access Requests 

The CCPA requires businesses to provide consumers in their online privacy policies and in response 
to access requests, information regarding the categories of personal information collected, 
categories of sources for the information, purposes for collecting or selling the information, and 
categories of third parties with whom the business shares the information. The draft regulations 
specify that in online privacy policies and in response to access requests, these descriptions of 
sources, purposes, and sharing should be provided for each category of personal information. This 
requirement would result in privacy policies that are lengthier and more granular than those required 
by the CCPA, which permits providing three descriptions, one for all sources, one for all purposes, 
and one for all third parties. 

The regulatory requirements may therefore lead to notices that overwhelm consumers and are in 
tension with the proposed regulatory requirement that privacy policies be "presented in a way that is 
easy to read and understandable to the average consumer." 

For businesses that rely on the same sources, seek to achieve the same purposes, and engage in 
common disclosures for all categories of personal information processed, these granular privacy 
notice requirements will yield little consumer benefit and only serve to make privacy policies longer 
and less likely to be read by consumers than today. Accordingly, the requirement actually harms 
consumers. It would be simpler and more transparent for such businesses to provide information 
about how they process all personal information. 
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The Alliance therefore asks the Attorney General to modify the disclosure regulation, requiring 
businesses to provide meaningful information to consumers. 

PROPOSAL 

§ 999.305 Notice at Collection of Personal information 

(b)(2) For eaoh category of personal information, A list of the business or commercial 
purpose(s) for which it the personal information will be used in a manner reasonably 
designed to help consumers understand how the business will process personal information . 

§ 999.308 Privacy Policy 

(b)(1)(d)(1) For eaoh oategory of personal information oolleoted, pProvide the categories of 
sources from which that information was collected, the business or commercial purpose(s) 
for which the information was collected, and the categories of third parties with whom the 
business shares personal information. The notice shall be written in a manner that provides 
consumers a meaningful understanding of the categories listed and the ways in which the 
business processes personal information . 

§ 999.313 Responding to Requests to Know and Requests to Delete 

(c)(10) In responding to a verified request to know categories of personal information, the 
business shall disclose provide for the eaoh identified oategory of personal information it has 
oolleoted about the oonsumer: 

a. The categories of sources from which the personal information was collected; 
b. The business or commercial purpose for which it collected the personal 
information; 
c. The categories of third parties to whom the business sold or disclosed the 
category of personal information for a business purpose; and 
d. The business or commercial purpose for which it sold or disclosed the category of 
personal information. 

ISSUE 15: Clarify Limitations on Right to Know Requests 

The CCPA provides that businesses shall not be required to provide personal information to a 
consumer more than twice in a 12-month period. Requests to know may take the form of a request 
for the "specific pieces of personal information" the business has collected about the consumer, or 
for the "categories of personal information, categories of sources, and/or categories of third parties." 
It is unclear whether each type of request would count toward the two-request limit or whether both 
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types of request, together, count as one request. The Alliance therefore requests that the Attorney 
General clarify that any single instance of a right to know request counts toward the total number of 
such requests that a business must honor within any 12-month period. 

PROPOSAL 

§ 999.313 Responding to Requests to Know and Requests to Delete 

(c)(11) A business shall identify the categories of personal information, categories of sources 
of personal information, and categories of third parties to whom a business sold or disclosed 
personal information, in a manner that provides consumers a meaningful understanding of 
the categories listed. 

(12) A business shall not be required to respond to a consumer's right to know request more 
than twice in a 12-month period, regardless of whether such right to know requests are for 
"specific pieces" of personal information or for "categories" of personal information. 

ISSUE 16: Require Businesses to Make Statements About Sales of Personal Information 
Related to Minors Only If Businesses Have Actual Knowledge that They Collect Such 
Information 

The draft regulations apply an "actual knowledge" standard to requirements relating to affirmative 
authorizations for sale of personal information of children under the age of 16. This "actual 
knowledge" standard is consistent with existing federal law under the Children's Online Privacy 
Protection Act. The Alliance requests that this "actual knowledge" standard apply also to the 
requirements regarding disclosures in privacy notices about whether businesses business sell 
personal information related to minors. Businesses should not be required to make statements 
regarding the processing of such information if they do not have actual knowledge that they hold 
such information. 

PROPOSAL 

§ 999.308 Privacy Policy 

(b)(1)(e)(3) If a business has actual knowledge that it collects or maintains the personal 
information of minors under 16 years of age, Sstate whether or not the business sells the 
personal information of minors under 16 years of age without affirmative authorization. 

ISSUE 17: Clarify that Placement of "Do Not Sell My Info" Link Only on the Main Page of a 
Website Meets "Homepage" Requirement 

The CCPA requires that a link titled "Do Not Sell My Personal Information" be provided on a 
business's Internet homepage. The CCPA further defines "homepage" to include "any internet web 
page where personal information is collected." Thus, the CCPA appears to require that the Do Not 
Sell button appear on every webpage that collects personal information. Given the breadth of the 
definition of personal information and typical automated data collection, this for most businesses 
means each and every webpage, rendering the concept of a homepage meaningless. 

17 I P age 

BMW Group ~CA ...ma.. 
~ 

CCPA_ 45DAY _00381 

W63-24

W63-25

W63-23
cont

OsgoodM
Line

OsgoodM
Line

OsgoodM
Line



Given current business practices, consumers have become accustomed to looking to the footer of a 
website's main page to find the Terms of Use and Privacy Statement and other legal information, 
and similarly in the "Settings" link or menu on a mobile app. The Alliance therefore requests that the 
California Attorney General exercise discretion and allow for the placement of the Do Not Sell link on 
a website's main page, or on a mobile app's "Settings" or menu page, to satisfy the posting to 
"homepage" requirement. Placement on every page of a website could be distracting and could 
create the impression that consumers must opt-out each time the button appears. 

PROPOSAL 

§ 999.306 Notice of Right to Opt-Out of Sale of Personal Information 

(b)(1) A business shall post the notice of right to opt-out on the Internet webpage to which 
the consumer is directed after clicking on the "Do Not Sell My Personal Information" or "Do 
Not Sell My Info" link on the website's main page homepage or the download or landing page 
of a mobile application. 

§ 999.315 Requests to Opt-Out 

(a) A business shall provide two or more designated methods for submitting requests to opt
out, including, at a minimum, an interactive webform accessible via a clear and conspicuous 
link titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on the main page 
of the business's website or the Settings or menu of a mobile application. Other acceptable 
methods for submitting these requests include, but are not limited to, a toll-free phone 
number, a designated email address, a form submitted in person, a form submitted through 
the mail, and user-enabled privacy controls, such as a browser plugin or privacy setting or 
other mechanism, that communicate or signal the consumer's choice to opt-out of the sale of 
their personal information. 

ISSUE 18: Clarify Consumer Rights Request Verification Requirements When Personal 
Information Is Maintained Without Association with Named Persons 

The draft regulations provide that if a business maintains personal information in a manner not 
associated with a named actual person, the business may verify the consumer by requiring the 
consumer to demonstrate that they are the sole consumer associated with that information. The 
regulations contemplate that this "may require the business to conduct a fact-based verification 
process." This provision is helpful in the automotive context, where manufacturers may retain 
information associated with a VIN but not a named individual. Vehicle manufacturers may be able to 
verify that a certain consumer is currently associated with a VIN. But they may not be able to 
determine whether that consumer is associated with all of the information associated with the VIN. 
Vehicles change owners and are operated by multiple consumers. So, a VIN may be associated 
with multiple consumers. 

It is not clear from the draft regulations the degree to which manufacturers would be required to 
perform fact-finding to confirm the consumer request. As noted above, associating the consumer 
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with the personal information may be challenging. The Alliance therefore requests that the Attorney 
General clarify that businesses have reasonable discretion to conduct fact-finding. 

PROPOSAL 

§ 999.325 Verification for Non-Accountholders 

(e)(2) If a business maintains personal information in a manner that is not associated with a 
named actual person, the business may verify the consumer by requiring the consumer to 
demonstrate that they are the sole consumer associated with the non-name identifying 
information. This may require tThe business may, in its discretion, take reasonable steps to 
conduct a fact-based verification process that considers the factors set forth in section 
999.323(b)(3). 

ISSUE 19: Exempt Propriety Information and Trade Secrets from Mandatory Disclosure in 
Response to a Request to Know 

Today's vehicles deploy a variety of sensors and other technologies that collect information relating 
to vehicle safety, performance, efficiency, and security. Automakers devote substantial resources to 
determine what combination of sensors, what frequency of data collection, and what combination of 
information will best address those issues. 

Under the CCPA, consumers have the right to request that businesses disclose the specific pieces 
of personal information that businesses have collected. For automakers, and other businesses, 
disclosing all of the specific pieces of personal information, particularly if linkages between or uses of 
sensor data are revealed, would expose proprietary or trade secret information. The Alliance 
therefore requests that the Attorney General adopt one of the proposals below to prevent 
businesses from being forced to disclose their proprietary or trade-secret information. 

PROP0SAL1 

Issue interpretive guidance clarifying that information that reveals proprietary information or 
information protected by trade secret or intellectual property rights does not constitute 
personal information subject to the CCPA. 

PROP0SAL2 

§ 999.313. Responding to Requests to Know and Requests to Delete 

(c) Responding to Requests to Know 

(12) A business shall not be required to disclose information that would reveal 
proprietary information or trade secrets in response to a request to know. 
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Thank you for your consideration, 

Jessica L. Simmons 
Assistant General Counsel 
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Sent: 

Steve Kirkham:.-
12/6/2019 5:5 : AM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Eric Levine 
Subject: Berbix lnc.'s Comments on the Proposed Regulations for CCPA 
Attachments: berbix-ccpa-comments-dec2019.pdf 

Hi there, 

Please find our comments on the proposed regulations for CCPA in the attached PDF. Should you have any 
questions or prefer another format, please let us know. 

Regards, 
Steve Kirkham 
Co-Founder, Berbix Inc. 
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Berbix 

The Honorable Xavier Becerra 

Attorney General 
ATTN: Privacy Regulations Coordinator 

California Office of the Attorney General 
300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Email: PrivacyRegulations@doj.ca. gov 

December 5, 2019 

Dear Mr. Becerra, 

2338 l'v1arket Street 

San Francisco, CA 94114 

We're Steve Kirkham and Eric Levine, the co-founders of Berbix, an identity verification 
company headquartered in San Francisco, California (https://www.berbix.com/). Prior to 

founding Berbix, we led the proactive Trust & Safety efforts at Airbnb. 

Berbix serves companies who need identity verification for a broad range of purposes (for 
example, data subject request verification, age verification, fraud reduction, or compliance with 

regulatory requirements). Our Software-as-a-Service product enables businesses to seamlessly 
collect and instantly validate photo IDs, driver licenses, and passports of their customers. 

Moreover, we offer a selfie match and liveness check feature which makes it possible to 
deterministically detect whether a person is who they say they are and whether they are in front 
of their device in real-time. 

We are writing to submit comments regarding the Text of Proposed Regulations for the 
California Consumer Privacy Act that your office published on October 11, 2019. In particular, 
we'd like to offer some suggestions relating to (i) rules regarding verification (§§ 999.323 

through 999.325), (ii) the role of authorized agents (§ 999.326 and § 999.315), and (iii) the 
enumerated methods for providing parental consent to the sale of a child's information (§ 

999.330 (a)(2)). These suggestions revolve around the idea that your regulatory framework 
should leverage the existing government-issued identification document infrastructure for the 

purposes of verifying consumers' identity when they make data requests under CCPA, and are 

based on our experience fighting fraud and abuse at both Berbix and Airbnb. 
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We believe that, should your office follow our suggestions, the resulting regulatory framework 
would improve the ability of Californians to exercise their rights, while simultaneously limiting the 
ability of bad actors to fraudulently usurp Californians' rights. Moreover, the clarifications that 
we're suggesting would facilitate compliance with CCPA for businesses and for the third-party 
identity verification services that serve them. While our company, Berbix, could potentially 
benefit from some of our suggestions, it is our strong conviction that our own personal 
information, and that of all other California residents protected by CCPA, would be better 
safeguarded if you were to adopt our suggestions. Our comments follow, starting at page 3 of 
this letter. 

We're available to provide further information to your office if we can make ourselves useful in 
any way, and are eagerly looking forward to the entry into force of CCPA on January 1st, 2020. 

Best regards, 

rteve l<ir/chtAm €ric levin.e 
Steve Kirkham Eric Levine 
Co-Founder, Berbix Inc. Co-Founder, Berbix Inc. 
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Berbix lnc.'s Comments on the Proposed Regulations for CCPA 

(i) Rules regarding verification (§§ 999.323 through 999.325) 

The Rules Regarding Verification in Article 4 of your Proposed Regulations should be amended 

to ensure that the requirements for identity verification effectively delineate the need to 
authenticate the consumer who is submitting a request from the need to tie that authenticated 

consumer with records held by the business. In addition, the Proposed Regulations should be 
amended to make it easier for businesses to rely on third-party identity verification services, who 

should be habilitated to perform an adequate level of identity verification, for example, by 
verifying a person's identity through the use of a government-issued identity document. 

As they stand, §§ 999.323 through 999.325 do not effectively delineate the need to authenticate 

the consumer who is submitting a request from the need to tie that authenticated consumer with 
records held by the business. In the proposed regulations, these two distinct concerns appear to 

be at times merged together, so that business may be able to comply with your regulations 
merely by matching a few data points with information provided by an individual. While such a 

method may be adequate in cases where the business does not maintain information in a 
manner "associated with a named actual person" (§ 999.325 (e)(2)), it unnecessarily creates an 

important vector for fraud in all other cases. 

Research has shown that when companies use weak identity verification mechanisms for 
verifying the identity of consumers submitting data access requests, it is extremely easy for 

even moderately skilled bad actors to exfiltrate data or cause it to be deleted. 1 In addition, bad 
actors can leverage data obtained in a first flight of fraudulent requests to be able to exfiltrate 

more data in subsequent requests to other businesses, as they may in the process have 
acquired more information to "match" against.2 Moreover, with the prevalence of large-scale 

data breaches, the information that businesses may want to use for matching to an individual's 
identity might already be readily available to bad actors. 

By properly distinguishing the task of verifying a consumer's identity with that of identifying the 

data that a business has about a consumer, and by reinforcing the role of third-party identity 
verification services, your regulatory framework could be improved to minimize fraud while 

simultaneously preventing businesses responding to Californians' requests from directly 
collecting sensitive information from them. 

We suggest you make the following changes to the Proposed Regulations: 

1 See in a GDPR context, "GDPArrrrr: Using Privacy Laws to Steal Identities", Black Hat Conference 
2019, 
https://i.blackhat.com/USA-19/Thursday/us-19-Pavur-GDPArrrrr-Using-Privacy-Laws-To-Steal-ldentities
wp.pdf 
2 See note 1. 
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With respect to the procedures that can be used for verification, third-party identity 

verification services should only be subject to the restrictions that are relevant to them 

(§ 999.323 (c)). In particular, third party verification services should explicitly be

authorized to request additional information from consumers for purposes of verification.

However, such services would only be authorized to disclose to the business the set of

information that the business would be able to collect if it wasn't using a third-party

identity verification services (i.e. the information necessary to tie records to a given

verifiable consumer request).

Relying on a password-protected account for verification should explicitly be designated 

as insufficient for requests pertaining to sensitive data (§ 999.324 (a)). Indeed, 

consumers often reuse the same passwords and are often allowed by businesses to use 

simple passwords. Given how common data breaches are, it could be trivial for a 

third-party to guess a consumer's password and make CCPA requests on their behalf. 

Rather, requests pertaining to sensitive data should be subject to the higher 

requirements of § 999.325. While such a requirement may increase the burden of 

verification for consumers, it ensures that their information is adequately safeguarded, 

and that third-parties cannot improperly access their data or cause it to be deleted. 

Finally, the text of the Proposed Regulations should more granularly distinguish between 

the task of verifying the identity of a consumer, and the task of identifying the information 

that the business has which relates to a consumer (in particular at § 999.325). In 

addition, we strongly recommend that you remove the recommendation for the use of a 

signed declaration under penalty of perjury as an adequate modality for verification in 

cases where a higher bar is required in § 999.325 (c), as such a requirement is not only 

unlikely to deter bad actors, but could also be very easily circumvented by such bad 

actors willing to forge such a declaration, particularly when requests to know can be 

submitted over the Internet. Rather, you should encourage businesses to rely on the 

verification of a government-issued identification document, as such documents are 

effectively a "gold standard" method of identification, especially when matched with a live 

picture of the document holder. 

The Text of the Proposed Regulations could be amended as follows: 

§ 999.323. General Rules Regarding Verification

[ ... ] 

(c) A business shall generally avoid requesting additional information from the consumer

for purposes of verification. If, however, the business cannot verify the identity of the

consumer from the information already maintained by the business, the business may
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request additional information from the consumer, which shall only be used for the 
purposes of verifying the identity of the consumer seeking to exercise their rights under the 
CCPA, and for security or fraud-prevention purposes. The business shall delete any new 
personal information collected for the purposes of verification as soon as practical after 
processing the consumer's request, except as required to comply with section 999.317. !1 
the business is using a third-party identity verification service. that third-party identity 
verification service may request additional information from the consumer for purposes of 
verification, but shall share with the business only the information necessary for the 
business to locate the information that the business has about the consumer. 

[ ... ] 

§ 999.324. Verification for Password-Protected Accounts 

(a) If a business maintains a password-protected account with the consumer, the business 
may verify the consumer's identity through the business's existing authentication practices 
for the consumer's account, provided that the business follows the requirements in section 
999.323. The business shall also require a consumer to re-authenticate themselves before 
disclosing or deleting the consumer's data. The use of a password-protected account shall 
not be sufficient for requests pertaining to sensitive or valuable personal information. which 
shall warrant a more stringent verification process complying with the requirements of 
section 999.325. 

[ ... ] 

§ 999.325. Verification for Non-Accountholders or for Requests Pertaining to 
Sensitive or Valuable Personal Information 

(a) If a consumer does not have or cannot access a password-protected account with the 
business, or if the consumer's request pertains to sensitive or valuable personal 
information. the business shall comply with subsections (b) through (g) of this section, in 
addition to section 999.323. 

(b) A business's compliance with a request to know categories of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonable degree of certainty. A reasonable degree of certainty may include matching at 
least two data points extracted from a government-issued identification document provided 
by the consumer with data points maintained by the business, which the business has 
determined to be reliable for the purpose of verifying the consumer. 

(c) A business's compliance with a request to know specific pieces of personal information 
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requires that the business verify the identity of the consumer making the request to a 
reasonably high degree of certainty, which is a higher bar for verification. A reasonably 
high degree of certainty may include matching at least three pieces of personal information 
extracted from a government-issued identification document provided by the consumer with 
personal information maintained by the business that it has determined to be reliable for 
the purpose of verifying the consumer together with the matching of a picture of the 
consumer's face taken at the moment of the submission of the consumer's request with the 
picture found on the consumer's government-issued identity document a signed declaration 
under penalty of perjury that the requester is the consumer 'Nhose personal information is 
the subject of the request. Businesses shall maintain all signed declarations as part of their 
record keeping obligations. 

(d) A business's compliance with a request to delete may require that the business verify 
the identity of the consumer to a reasonable degree or a reasonably high degree of 
certainty depending on the sensitivity of the personal information and the risk of harm to 
the consumer posed by unauthorized deletion. For example, the deletion of family 
photographs and documents may require a reasonably high degree of certainty, while the 
deletion of browsing history may require a reasonable degree of certainty. A business shall 
act in good faith when determining the appropriate standard to apply when verifying the 
consumer in accordance with the regulations set forth in Article 4. 

(e) Illustrative scenarios follow: 

(1) If a business maintains personal information in a manner associated with a named 
actual person, the business may verify the consumer by requiring the consumer to provide 
evidence that matches the personal information maintained by the business, a copy of a 
government-issued identification document. For example, if the business maintains the 
consumer's name and credit card number, the business may require the consumer to 
provide the credit card's security code and identifying a recent purchase made with the 
credit card to verify their identity to reasonable degree of certainty compare the name of 
the consumer as it appears on the consumer's identity document with the name in records 
maintained by the business, and compare a picture of the consumer collected for 
verification purposes with the picture appearing on the consumer's government-issued 
identity document. 

[ ... ] 
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(ii) The role of authorized agents (§ 999.326 and § 999.315) 

We suggest that your office changes § 999.326 (a)(2) to remove the ability for businesses to 
require that consumers using an authorized agent verify their own identity directly with the 
business in cases where a password-protected account is not a sufficient or available means of 
verifying a consumer's identity. We also suggest subjecting authorized agents to rigorous 
security and data privacy obligations (§ 999.326 (d)). Moreover, we suggest that your office 
explicitly clarifies that a permission obtained through electronic means shall be a satisfactory 
means for an authorized agent to obtain permission to act on a consumer's behalf (§ 999.326 

(a)(1) and§ 999.315). 

The Proposed Regulations include the ability for businesses to force consumers using an 
authorized agent in their requests to know and requests to delete to verify their identity directly 
with the businesses whom they seek to exercise their rights with. This could effectively decrease 
consumers' ability to exercise their rights when a password-protected account is not an 

adequate or available means of verifying their identity with a business. In addition to the risks 
enumerated in our suggestions relating to §§ 999.323 through 999.325 ((i), above), this means 
that consumers may have to verify their identity with dozens, if not hundreds of different entities, 
with varying levels of privacy and security controls if they desire to control the way their 
information is handled. 

Rather, in such cases, consumers should be able to verify their identity with an authorized 
agent, who would then be able to certify or otherwise attest to the business, electronically or in 
writing, that they have verified the consumer's identity in accordance with § 999.323. The 
authorized agent would be authorized to reveal to the business only the information that is 
strictly necessary for the business to satisfy the consumer's request. 

Authorized agents should be a cornerstone of consumers' ability to exercise their rights under 
CCPA, thereby realizing the objective stated in your Initial Statement of Reasons of setting the 
ground for innovation and the development of new technology in this area. Authorized agents 
could be required to register with your office, and should be subjected to risk-appropriate 
requirements with respect to data protection and security measures that exceed the more 
general requirements of§ 999.324 (d) (for example, the obtention of a SOC 2 report issued by 
an independent third-party auditor). Moreover, they should be strictly limited in the use they 
could make of consumers' information for any purpose other than verification or fraud 

prevention. Subject to such requirements, authorized agents could be an effective means 
through which you could ensure that Califonians can effectively exert their rights under CCPA, 
while minimizing the risk of fraud committed by bad actors. 
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The Text of the Proposed Regulations could be amended as follows: 

§ 999.326. Authorized Agent 

(a) When a consumer uses an authorized agent to submit a request to know or a request to 
delete, the business may require that the consumer: 

(1) Provide the authorized agent written or electronic permission to do so; and 

(2) Verify their own identity directly with the business in cases where section 
999.324 is applicable to the request submitted by the authorized agent on the consumer's 
behalf. 

(b) Subsection (a) does not apply when a consumer has provided the authorized agent with 
power of attorney pursuant to Probate Code sections 4000 to 4465. 

(c) A business may deny a request from an agent that does not submit proof that they have 
been authorized by the consumer to act on their behalf. 

(d) Authorized agents shall implement and maintain a data protection program comprising 
risk-appropriate controls with respect to data privacy and security measures, and shall not 
use information collected from or about consumers while acting on consumers' behalf for 
any purpose other than verification or fraud prevention purposes. 

§ 999.315. Requests to Opt-Out 

[ ... ] 

(g) A consumer may use an authorized agent to submit a request to opt-out on the 
consumer's behalf if the consumer provides the authorized agent written or electronic 
permission to do so. A business may deny a request from an authorized agent that does 
not submit proof that they have been authorized by the consumer to act on the consumer's 
behalf. User-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt-out of the sale of 
their personal information shall be considered a request directly from the consumer, not 
through an authorized agent. 

[ ... ] 
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(iii) The role of authorized agents with respect to requests to opt-out of the sale of 
information (§ 999.315) 

§ 999.315. Requests to Opt-Out 

[ ... ] 

(g) A consumer may use an authorized agent to submit a request to opt-out on the 
consumer's behalf if the consumer provides the authorized agent written or electronic 
permission to do so. A business may deny a request from an authorized agent that does 
not submit proof that they have been authorized by the consumer to act on the consumer's 
behalf. User-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt-out of the sale of 
their personal information shall be considered a request directly from the consumer, not 
through an authorized agent. 

(h) A request to opt-out need not be a verifiable consumer request. If a business, however, 
has a good-faith, reasonable, and documented belief that a request to opt-out is fraudulent, 
the business may deny the request. The business shall inform the requesting party that it 
will not comply with the request and shall provide an explanation why it believes the 
request is fraudulent. 
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(iii) The enumerated methods for providing parental consent to the sale of a child's 
information (§ 999.330 (a)(2)) 

We suggest that you supplement the non-exhaustive list of methods for providing parental 
consent to the sale of a child's information (§ 999.330 (a)(2)) to include "Face Match to Verified 

Photo Identification", a method approved by the FTC in the context of COPPA. 

The approach taken in the Proposed Regulations is to transpose the requirements elaborated 
by the FTC in the context of COPPA to the parental consent mechanism of CCPA. However, the 

enumeration of reasonably calculated methods in § 999.330 (a)(2) appears to be a direct copy 
of 16 CFR § 312.5, which doesn't reflect additional methods that the FTC has deemed sufficient 

to satisfy the COPPA parental consent requirements under the FTC's Rule Safe Harbor 
program (16 CFR § 312.5 (b)(3)). 

In 2015, in an effort to reflect technological evolutions since the COPPA Rule was first drafted, 

the FTC approved an additional method for verifying parental consent, described by the FTC as 
"Face Match to Verified Photo Identification". That method is one by which a picture of the 

identification document of the parent is collected through a website or an app, along with a 
picture of the parent's face, the latter of which is scanned to ensure that the picture is one of a 

live person (and not a picture of a picture) and is matched to the face displayed on the photo 
identification using facial recognition technology. 3

,
4 This method was deemed by the FTC to be 

superior to other methods approved in the COPPA Rule itself. Indeed, in its thorough review of 
the technology, the FTC noted: 

The [Face Match to Verified Photo Identification] method is very similar to an existing 

[verifiable parental consent] method already in the Rule, which calls for verifying a 
parent's identity "by checking a form of government-issued identification against 

databases of such information, where the parent's identification is deleted by the 
operator from its records promptly after such verification is complete." The proposed 

method does not involve checking the government-issued identification against 

databases of such information, but, as noted above, does involve verification of the 

3 "FTC Grants Approval for New COPPA Verifiable Parental Consent Method", November 19, 2015, 
https://www.flc.gov/news-events/press-releases/2015/11 /flc-g rants-approval-new-coppa-ve rifia ble-parent 
al-consent-method . 
4 To the best of our knowledge, there is only one other method that was similarly approved by the FTC, 
Knowledge-Based Identification 
(https://www.flc.gov/n ews-events/press-re leases/2013/12/flc-g rants-approval-new-coppa-verifia ble-parent 
al-consent-method). However, this method was approved in 2013, and as noted in a 2019 report by the 
U.S. Government Accountability Office, "data stolen in recent breaches, such as the 2017 Equifax breach, 
could be used fraudulently to respond to knowledge-based verification questions. The risk that an attacker 
could obtain and use an individual's personal information to answer knowledge-based verification 
questions and impersonate that individual led the National Institute of Standards and Technology (NIST) 
to issue guidance in 2017 that effectively prohibits agencies from using knowledge-based verification for 
sensitive applications". See "Federal Agencies Need to Strengthen Online Identity Verification 
Processes", June 14, 2019, https://www.gao.gov/products/GA0-19-288. 
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identification document to ensure its authenticity. The proposed method is more 
rigorous than the existing approved method in that it involves the use of facial 
recognition technology to check that the individual to whom the identification was 
issued is the same individual who is interacting with the system at that moment. 
Both methods involve prompt deletion of the identification information collected from the 

parent. 5 [our emphasis] 

The addition of "Face Match to Verified Photo Identification" method to the enumeration in § 

999.330 (a)(2) would reduce uncertainty for businesses that are evaluating how to comply with 

CCPA and encourage their reliance on the more robust means of verifying a parent's identity 
that recent technological advances have enabled. 

The Text of the Proposed Regulations could be amended as follows: 

§ 999.330. Minors Under 13 Years of Age 

[ ... ] 

(a) (2) Methods that are reasonably calculated to ensure that the person providing consent 
is the child's parent or guardian include: 

a. Providing a consent form to be signed by the parent or guardian under penalty of 
perjury and returned to the business by postal mail, facsimile, or electronic scan; 

b. Requiring a parent or guardian, in connection with a monetary transaction, to use a 

credit card, debit card, or other online payment system that provides notification of each 
discrete transaction to the primary account holder; 

c. Having a parent or guardian call a toll-free telephone number staffed by trained 

personnel; 

d. Having a parent or guardian connect to trained personnel via video-conference; 

e. Having a parent or guardian communicate in person with trained personnel; and 

5 "Commission Letter Approving Application Filed by Jest8 Limited (Trading As Riyo) For Approval of A 
Proposed Verifiable Parental Consent Method Under the Children's Online Privacy Protection Rule", 
November 19, 2015, 
https://www.flc.gov/pu blic-state ments/2015/11 /commission-letter-approving-application-ti led-jest8-limited-t 
rading-riyo . 
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f. Verifying a parent or guardian's identity by checking a form of government-issued 
identification against databases of such information, where the parent or guardian's 
identification is deleted by the business from its records promptly after such verification is 
complete. 

g. Verifying a parent or guardian's identity by checking a form of government-issued 
identification and using facial recognition technology to check that the individual to whom 
the identification was issued is the same individual who is interacting with the business, 
where the parent or guardian's identification is deleted by the business from its records 
promptly after such verification is complete. 

[ ... ] 
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Message 

From: Angelena Bradfield 
Sent: 12/6/2019 8:07:35 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: BPI Comment Letter on Proposed CCPA Regulations 
Attachments: BPI_CCPA_Comment_Letter.pdf 

Hello: 

Please find attached a letter from the Bank Policy Institute (BPI) responding to the California Attorney General's request 
for comments on the proposed California Consumer Privacy Act regulations. 

We appreciate your consideration of our comments. Please don't hesitate to reach out to me with any questions. 

Sincerely, 
Angelena 

Angelena Bradfield 
Senior Vice President, AML/BSA, Sanctions & Privacy 
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BANK POLICY INSTITUTE 

December 6, 2019 

Via Electronic Mail 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Notice of Proposed Rulemaking - California Consumer Privacy Act 

Dear Privacy Regulations Coordinator: 

The Bank Policy Institute (BPl)1 appreciates the opportunity to submit comments on the Attorney General's 
proposed regulations under the California Consumer Privacy Act.2 BPI member banks are dedicated to protecting 
customer data, and they have adopted robust privacy and information security programs with administrative, 
technical, and physical safeguards designed to achieve that important goal. These programs are designed pursuant 
to and consistent with the requirements of state, federal and foreign laws, notably the federal Gramm-Leach-Bliley 
Act (GLBA)3 and its implementing regulations. Therefore, BPI member banks already adhere to notice and 
disclosure requirements, protect the security and confidentiality of customer information, protect against anticipated 
threats or hazards to the security or integrity of customer information, and protect against unauthorized access to or 
use of customer information that could result in substantial harm or inconvenience to customers.4 These programs 
are tailored to the size, complexity, activity, and overall risk profile of a bank, as contemplated under federal law.5 

The Bank Policy Institute is a nonpartisan public policy, research and advocacy group, representing the nation's 
leading banks and their customers. Our members include universal banks, regional banks and the major foreign banks 
doing business in the United States. Collectively, they employ almost two million Americans, make nearly half of the 
nation's small business loans, and are an engine for financial innovation and economic growth. 

Cal. Civ. Code § 1798.100 et seq. 

15 U.S.C. § 6801 et seq. 

As noted by President Clinton in signing the GLBA into law, the GLBA requires banks to "clearly disclose their privacy 
policies to customers up front...consumers will have an absolute right to know if their financial institution intends to 
share or sell their personal financial data, either within the corporate family or with an unaffiliated third-party [and] ... will 
have the right to "opt out" of such information sharing with unaffiliated third parties ... [and] allows privacy protection to 
be included in regular bank examinations ... [and] grants regulators full authority to issue privacy rules and to use the full 
range of their enforcement powers in case of violations." William J. Clinton, Statement on Signing the Gramm-Leach
Bliley Act, November 1999. Available at web.archive.org/web/20160322081604/http://www.presidency 
.ucsb.edu/ws/?pid=56922; accessed Nov. 20, 2019. 

See, e.g., lnteragency Guidelines Establishing Information Security Standards, 12 C.F.R. pt. 30, app. B (2018). 
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I. Executive Summary 

Given the CCPA's January 1, 2020 effective date and the separate, statutorily required, regulatory effort it is 
important that the Attorney General endeavor to harmonize any new requirements with the structure established by 
the CCPA itself. This harmonization is critical, both to allow businesses adequate time to test and implement strong 
compliance policies and processes and to help consumers understand their rights and responsibilities. Clarity and 
consistency are vital to achieving the CCPA's goal of putting consumers in control of their privacy online. 

It is also crucial that the Attorney General recognize and align regulatory efforts with the long-standing and 
effective frameworks that banks have built over decades. under federal standards, to protect the privacy and security 
of consumer data. Banks already employ extensive programs in these areas, which differ from those utilized by other 
sectors of the economy. The regulations should take these programs into account and ensure that consumer 
protections are not unintentionally weakened by companies' CCPA compliance efforts. 

In Part II of this letter, we propose amendments to the draft regulations to address such issues. In Part Ill, 
we describe two provisions of the regulations that, while not substantively problematic, would benefit from further 
clarification. 

II. Proposed Amendments 

A. The effective date of the regulations should be at least six months after the final regulations 
are published, to account for the imposition of requirements that go beyond the statute, and 
the Attorney General should not undertake enforcement actions for conduct that occurs 
before January 1, 2021. 

As explained throughout these comments, the CCPA is ahighly complex statute that requires businesses to 
invest significant time and resources in compliance. The proposed regulations, even if modified as recommended in 
this letter, will add additional implementation expectations to that effort, and it will take time for businesses to design, 
test, and implement compliant systems and processes. Many of these burdens are not contemplated by the CCPA 
itself. and so businesses have had less than two months to evaluate the implementation requirements of the 
proposed regulations, much less to invest substantial resources into compliance, given the uncertain nature of any 
final and binding rules. Thus, the Attorney General should provide a transitional implementation period to allow firms 
to establish and test compliance procedures that reflect the final regulations. Requiring businesses to compress this 
timeline unreasonably is likely to lead to mistakes and omissions that ultimately do not benefit consumers or the 
goals of the CCPA. 

Section 11343.4(b)(2) of the California Government Code permits agencies to prescribe an effective date for 
regulations different from the default date unless the statute requires otherwise. The CCPA does not prescribe the 
effective date for the Attorney General's regulations, only for the CCPA itself. The Attorney General therefore has 
the authority to prescribe a later effective date for the regulations. 

Even if the regulations are presumed to be enforceable on the same date as the statute, Section 
1798.185(c) of the CCPA can reasonably be read to state that enforcement shall not begin until "six months after [1] 
the publication of the final regulations issued pursuant to this section or [2] July 1, 2020, whichever is sooner." That 
is, enforcement could be interpreted to be permitted either on January 1, 2021 or six months after the regulations are 
finalized, whichever is sooner. This reading is consistent with principles of fair notice and harmonizes with the 
legislature's clearly indicated intent to give businesses a reasonable amount of time (six months) to come into 
compliance with the Attorney General's regulations, which are not required to be finalized until July 1, 2020. 
Furthermore, it is common practice to allow such a period to give businesses achance to interpret and implement 
regulations. Reading the statute to allow enforcement of the regulations on the very day they are made effective 
would be unjust. 
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The CCPA does not require the Attorney General to begin enforcement as soon as he is permitted to do so 
but instead leaves the commencement of enforcement efforts to the Attorney General's discretion. Thus, even if the 
Attorney General is statutorily empowered to begin enforcement of the final regulations on July 1, 2020, BPI would 
recommend that he refrain until January 1, 2021 in order to give businesses adequate time to develop compliance 
systems and processes, adequately test these procedures, and implement them. Doing so would better serve the 
interests of consumers by decreasing the risks of identity theft and security breaches that could result from hastily 
implemented compliance measures. 

Finally, any "look back" requirements and enforcement activity should commence upon the implementation 
date of the CCPA regulations. Federal agencies have taken a similar approach with respect to data subject to "look 
back" periods in order to provide adequate time to institutions to effectively implement regulatory expectations.6 

B. The requirement in § 999.313(d)(l) that if a business cannot verify the identity of a 
requestor seeking deletion it shall instead treat the request as a request to opt out of sales 
does not comport with the text of the CCPA or a reasonable inference of consumer intent 
and should be removed. 

The CCPA treats the right to delete and the right to opt out of the sale of personal information as separate, 
placing them in distinct sections of the statute and subjecting them to distinct sets of exceptions. There does not 
seem to be any legal basis to convert a request to an unrequested, unrelated action because the requestor's identity 
could not be verified. 

Additionally, without knowing who the consumer is, a business may not be able to fulfill the opt-out request 
or may have to opt out individuals who may not be the actual requestor, such as those who happen to share the 
same name. This would counter the intent of the statute to give consumers controls over their personal information, 
which is unreasonable and ill-advised. 

If a request to delete cannot be verified, the only required action should be to inform the requestor of that 
fact; we therefore recommend that the attending opt-out expectations be removed. The business is separately 
required to provide the requisite notices and opportunities for the consumer to opt out of the sale of their information 
if they wish to do so. 

C. Section 999.323(c)'s statement that businesses shall "generally avoid" requesting additional 
information from the consumer for the purpose of verification is at odds with the need to 
ensure verification and should be removed. 

The CCPA's references to the verification of consumer requests serve as a protection of consumers' 
interests in the integrity and security of their personal information. It is not possible for businesses to determine with 
certainty at the outset what information and procedures will be necessary to verify a consumer's identity in all cases. 
This is particularly true because banks will be required to respond to requests from non-customers under the CCPA, 
and they often will not know at the outset what information they may have on such individuals that could be used for 
verification purposes. Discouraging businesses from asking for additional information when it is needed for 
reasonable verification efforts will only harm consumers and increase the likelihood of fraudulent requests. Despite 
efforts in the proposed regulations to decrease the value to fraudsters of submitting right-to-know requests, there is 
still a significant risk of disclosure of personal information to a bad actor or from the deletion of a consumer's 

For example, in 2016, the Financial Crimes Enforcement Network chose not to require identification of beneficial 
owners on a "look back" basis prior to the May 11, 2018 implementation date of its Customer Due Diligence rule, as it 
felt it would be "unduly burdensome" due to the "significant changes to processes and systems that [covered 
institutions were] required to implement" under the rule. See 81 Fed. Reg. 29.404 (May 11, 2016). 
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personal information against their wishes. In order to reduce these risks, the Attorney General should encourage 
businesses to take all reasonable steps to verify a consumer's identity before responding to a request. 

BPI members and other banks have rigorous procedures in place to comply with Know Your Customer 
(KYC) requirements7 that are well-suited to the verification required by the CCPA. It would better serve consumers' 
interests for banks to provide the full amount of protection these procedures offer, instead of watering them down for 
CCPA compliance purposes. 

Furthermore, although the Attorney General's Statement of Reasons indicates that this provision is meant to 
"protect consumers by prohibiting businesses from using verification as an excuse to collect and use personal 
information for other means," the statute, as well as the proposed regulations, have established other safeguards to 
prevent such behavior. Section 1798.130(a)(7) of the CCPA requires businesses to "[u]se any personal information 
collected from the consumer in connection with the business' verification of the consumer's request solely for the 
purposes of verification." The second sentence of§ 999.323(c) further requires that any additional information 
collected be used only for verification, security, or fraud-prevention purposes. Given these prohibitions, the potential 
harms to consumer privacy from weakened verification methods outweigh reduced risk of misuse by businesses that 
this regulatory language might accomplish. We therefore recommend that this language be removed from the final 
rule. 

D. The requirement in § 999.325 that businesses provide two types of right-to-know requests 
with two different levels of authentication scrutiny would impose burdensome 
implementation requirements that go beyond the statute and do not benefit consumers. 

Requiring multiple verification tiers for right to know requests, as the draft regulations contemplate, has no 
foundation in the statute and would not benefit consumers. Providing information even about the categories of 
personal information collected without adequate identity verification can pose security risks. A financial institution 
generally does not disclose whether a consumer has an account with it unless it is able to verify the consumer's 
identity. This is because bad actors can use information about the institution or other institutions with which a 
consumer has accounts to commit identity fraud. By providing individuals with information about data that has been 
collected on a consumer without verifying their identity to a high level of confidence, businesses run a significant risk 
of aiding identity thieves in their attempts to harm consumers. 

If a business chooses to have multiple tiers of verification based on the sensitivity of the data and the level 
of risk, that should be permitted. but it should not be a requirement placed on all entities. The Initial Statement of 
Reasons does not specify why this differentiation is "reasonably necessary" to protect consumer privacy, nor does it 
address the concern that such an approach could actually result in identity theft. The regulations should instead 
encourage businesses to take all reasonably necessary steps-including use of existing KYC procedures, if they 
exist-to verify a consumer's identity before responding to a request. This aligns with the guidelines established by § 
999.323(b)(3) of the draft regulations. 

Relatedly, BPI requests that the Attorney General clarify that the requirement in §§ 999.308(b)(l)(c)
(b)(2)(c) and § 999.313(a) that a business describe the process used to verify consumer requests, including any 
information the consumer must provide, may be satisfied with a description at a high level of generality. Requiring 
more detailed descriptions of verification processes could aid bad actors in their efforts to exploit the system for 
fraudulent purposes. This is particularly true for banks, where information gathered about an individual's accounts 
with one institution is often used by identity thieves to attempt to gain access to accounts or to create new accounts 
at other institutions. 

Although the term "KYC" is not used in regulations, it is generally used in industry and regulator parlance to refer to 
institutions' obligations to collect, analyze, and use information about their customers to comply with various anti
money laundering and sanctions requirements that require financial institutions to understand, to some extent, the 
nature and identities of the parties with whom or on whose behalf they are conducting financial transactions. 
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E. Requiring publication of metrics regarding responses to consumer requests in a business's 
privacy policy, as § 999.317(g) would, will not benefit consumers, but could increase the risk 
of identity fraud. These metrics should instead be provided upon request to the AG. 

The metrics described by§ 999.317(g) are intended to gauge a company's compliance with the CCPA. 
Since the statute is enforced by the Attorney General and not by the consumers for whom a privacy policy is drafted, 
it would be more appropriate for businesses to be required to provide them to the Attorney General upon request. 
Placing them in the privacy policy would only serve to increase the length and complexity of adocument that is 
intended to be digestible by consumers, without providing them any useful information about how their personal 
information is collected or used. In addition, the posting of metrics provides additional information for fraudsters 
looking to attack companies with fraudulent requests. For example, businesses with metrics showing a high rate of 
fulfilling requests are likely to become victims of fraudulent requests, where fraudsters may avoid a business with 
metrics showing a high percentage of access request denials. Finally, such an approach is in line with Section 
11346.3(a) of the California Administrative Procedure Act, which states that an agency must consider the impact on 
California businesses and avoid imposing "unnecessary or unreasonable regulations or reporting, recordkeeping, or 
compliance requirements." 

F. The requirement in§ 999.313(d)(4) that a business must specify the manner in which it has 
deleted information is burdensome, confusing, and unnecessary, and it should be removed. 

In a large business, the process of responding to a request to delete personal information will be 
complicated, likely involving many systems and business units. Some data elements may be deleted outright, while 
others are deidentified, or otherwise modified to place them outside the scope of the CCPA's definition of personal 
information. Providing adetailed description of this process would be burdensome and, rather than providing 
"greater transparency about the business's practices in deleting personal information" as the Initial Statement of 
Reasons contemplates, would in fact create confusion for consumers. For example, consumers may not appreciate 
the differences between deletion, deidentification, and aggregation. Businesses should instead be permitted to 
simply inform a consumer that their personal information has been deleted, or to inform them of the reasons it has 
not been deleted, as provided by § 999.313(d)(6) of the proposed regulations. 

G. Section 999.305(d)'s requirement that a business obtain attestations of compliance from 
third-party collectors if the business does not directly collect information from a consumer is 
confusing and lacks statutory basis. 

Under § 999.305(d), a business is not required to provide initial notice if it is not directly collecting personal 
information from the consumer. However, this provision requires that businesses ensure that the party that provided 
(sourced) the data gave the consumer the initial notice mandated by the CCPA. It also requires that businesses 
retain a "signed attestation" by that party to confirm the third party's adherence with the initial-notice requirement. 

This requirement is problematic because it places the burden on the business receiving data to confirm that 
all parties who are sourcing data are complying with their CCPA notice obligations. The requirement has no basis in 
the text of the CCPA. Third parties who provide data should be the ones maintaining any documentation of their 
compliance with their notice obligations, in line with the provisions set forth in Civil Code section 1798.115(d). 

H. The requirement in §§ 999.305(b)(2), 999.308(b)(l)d.2, and 999.313(c)(10) that information 
be presented category by category rather than in the aggregate-contrary to how the 
language of the CCPA is reasonably read-will result in consumer confusion and should be 
removed. 

Given the level of detail that the proposed regulations would require in these sections, consumers are likely 
to be overwhelmed by the quantity of information, without providing a more meaningful understanding of a business's 
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data practices. There are 11 CCPA categories of personal information, a proposed minimum of three source types, 
and seven third-party types, along with an uncertain number of uses or purposes of collection, all of which 
businesses would be required to describe both in a privacy notice and in customized responses to access requests. 
Under the draft regulations' approach of requiring this information to be described "category by category," which goes 
beyond a reasonable interpretation of the statute's requirements, this could require many additional pages to 
communicate the various permutations of these pieces of information. Even for a business of moderate complexity, 
for example, a notice could run to more than 20 pages. This would be overwhelming to consumers, and it is unclear 
if and how this information could be presented on a small screen, as the draft regulations require. 

These provisions would impose a large administrative burden on businesses of all sizes, without 
meaningfully adding to consumers' understanding-and, in fact, quite possibly detracting from it. Therefore, we 
recommend that it be limited, as it is under the statute, to personal information that is sold. 

I. Section 999.306(d)(2) appears to require that a business that begins selling personal 
information obtains opt-in consent from every consumer who the business has previously 
interacted with. This would be extremely burdensome and lacks statutory basis. 

If a business that has not previously sold personal information decides to begin doing so-or if an 
aggressive interpretation of the CCPA's definition of "sale" is adopted that encompasses practices a business did not 
believe were included-§ 999.306(d)(l) prohibits it from selling information collected during the period when it did not 
post a notice of right to opt-out. This limitation is sufficient to provide the protection for consumers intended by the 
CCPA's right to opt out from sale. Consumers who interact with a business that does not sell their information have 
not thereby expressed any affirmative desire to opt out of the sale of their information, and it would be in tension with 
the statutory framework to treat them differently from other consumers. 

Additionally, it may be very difficult or impossible for a business to implement this provision. Determining all 
consumers whose personal information may have been previously collected and contacting them to obtain consent 
may not be possible, depending on the information a business maintains. Instead, businesses should be prohibited 
from selling information that was collected without the proper notices in place, and they should be required to adhere 
to the practices disclosed at the time of collection for that data going forward (unless opt-in consent is obtained), but 
they should not be restricted from changing their practices and providing the same CCPA rights as any other 
business in relation to data collected in the future. BPI would recommend that businesses be required to give 
consumers a reasonable period of time to opt out after the requisite notices are provided, as is required, for example, 
by the GLBA.8 

J. The 12-month lookback in the regulations and the statute should not be enforced in relation 
to conduct occurring before the effective date of the CCPA. 

As of January 1, 2020, when the CCPA is effective, businesses will be required to make various disclosures 
about their practices for the past 12 months regarding collection, use, and sale of personal information. However, 
since the CCPA's definitions, particularly those of "sale" and "personal information" differ significantly from definitions 
in other statutes, some businesses may have difficulty ascertaining the precise set of data points they collected or 
transfers they engaged in that would fit these definitions. Accordingly, BPI would recommend that the Attorney 
General not bring enforcement actions based on disclosures of conduct occurring before the effective date of the 
CCPA, as long as businesses make reasonable efforts to give consumers an understanding of their practices. 

See 16 CFR § 680.24. 
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K. Section 999.325(e)(2)'s instruction that businesses use a "fact-based verification process" 
for information not associated with a particular consumer should be removed. 

For personal information that is not associated with a "named actual person," businesses are advised in § 
999.325(e)(2) to conduct a "fact-based verification process" to allow a consumer to show that they are the only 
person associated with the personal information. This provision appears to require businesses to reidentify or link 
information that is not maintained in a manner that would be considered personal information, in contradiction of the 
CCPA.9 BPI requests that this provision be removed, or that the Attorney General clarify that the provision is a 
recommendation rather than a requirement and that it does not require re-linking of non-personal information. 
Additionally, if the provision is retained, BPI requests that the Attorney General clarify the meaning of the term "fact
based verification process." 

Ill. Requests for Clarification 

A. The regulations should clarify that consumers should not be able to skirt the rules of 
discovery during litigation by exercising rights under the CCPA. 

The regulations should consider-and affirmatively prevent-the ability of a consumer to initiate a CCPA 
access or deletion request in lieu of discovery in a court matter. If not prevented, individuals would be able to 
circumvent established legal discovery rules under the false pretense of exercising a state-law privacy right. BPI 
requests that the Attorney General clarify that Section 1798.145(a)(4) of the CCPA, which states that the law shall 
not restrict a business's ability to "[e]xercise or defend legal claims" prevents this sort of avoidance of discovery rules. 

B. The regulations should clarify that§ 999.306(d)(2) does not restrict a business from 
changing its practices to begin selling personal information, if proper notice is given and opt
out mechanisms are provided. 

Section 999.306(d)(2) requires that, for a business to be exempt from providing a notice of right to opt-out, it 
must "state in its privacy policy that it does not and will not sell personal information" (emphasis added). On its face, 
this would appear to restrict a business that does not sell information (and that therefore does not provide a notice of 
right to opt-out) from ever changing this practice. However, § 999.306(d)(l) plainly contemplates that the business 
only must refrain from selling information collected during the time period during which the notice of right to opt-out is 
not provided. BPI requests that the Attorney General clarify that § 999.306(d)(2) merely requires a business to state 
that it will not sell personal information collected during the time period during which the notice of right to opt-out is 
not provided. 

***** 

The Bank Policy Institute appreciates the opportunity to submit comments concerning the Attorney 
General's draft regulations. If you have any questions, please contact the undersigned by phone at ~r 
by email at 

See Cal. Civ. Code § 1798.lOO(e). 

Respectfully submitted, 

~13~ 
Angelena Bradfield 
Senior Vice President, AML/BSA, Sanctions & Privacy 
Bank Policy Institute 
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Message 

From: 
Sent: 

To: 

CC: 

Meghan Pensyl 
12/6/2019 8:04:02 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Kate Goodloe 
Subject: BSA Comments on Proposed CCPA Regulations 
Attachments: 2019.12.6 - BSA comments on CCPA AG Regulations - FINAL.pdf 

To whom it may concern: 

Attached please find comments from BSA I The Software Alliance on the proposed regulations to implement the 
California Consumer Privacy Act (CCPA). We hope these comments are helpful. Please feel free to contact us if you have 
any questions or would like to discuss them further. 

Many thanks. 

Best, 
Meghan 

I 
=-i Meghan Pensyl 
Sariwue, Policy Associate 

1 nee BSA I The Software Alliance - -
-
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I The I Software 
Alliance 

December 6, 2019 

Xavier Becerra 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Attention: Privacy Regulations Coordinator 

RE: Proposed Text of Regulations to Implement the California Consumer 
Privacy Act 

Dear Attorney General Becerra: 

BSA I The Software Alliance appreciates the opportunity to submit comments on proposed 
regulations to implement the California Consumer Privacy Act ("CCPA"). 

BSA is the leading advocate for the global software industry before governments and in the 
international marketplace. 1 Our members are enterprise software companies that create the 
technology products and services that power other businesses. They offer tools including 
cloud storage services, customer relationship management software, human resources 
management programs, identity management services, and collaboration software. Our 
companies compete on privacy-and their business models do not depend on monetizing 
users' data. BSA members recognize that companies must earn consumers' trust and act 
responsibly with their data. We appreciate California's leadership on these important issues. 

BSA submits these comments to address the unique role of service providers, which create 
the products and services that other businesses rely on. Service providers have important 
obligations to safeguard the privacy of data they process and maintain. The CCPA recognizes 
this role, including by requiring service providers to act on behalf of businesses and at their 
direction. A broad reading of the draft regulations risks upsetting the business-service 
provider relationship set out in statute. We urge three revisions to the draft regulations to 
avoid that result: 

• First, to ensure that service providers can meet the specific requests of their 
customers, the regulations should expressly state that a service provider may use 
personal information received from a business or consumer to serve another entity
when a business or consumer directs it to do so. 

• Second, and for the same reason, the regulations should also expressly state that a 
service provider may combine information received from one or more businesses, 

1 BSA's members include: Adobe, Akamai, Apple, Autodesk, Bentley Systems, Box, Cadence, 
CNC/Mastercam, DataStax, DocuSign, IBM, Informatica, Intel, MathWorks, Microsoft, Okta, Oracle, 
PTC, Salesforce, ServiceNow, Siemens Industry Software Inc., Sitecore, Slack, Splunk, Symantec, 
Trend Micro, Trimble Solutions Corporation, Twilio, and Workday. 

20 F Street, NW, Suite BOD 
Washington, DC 20001 W bsa.org 
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when doing so is needed to provide and maintain the services and related services 
provided to those businesses. 

• Third, the regulations should clarify that a service provider should only respond to 
consumer requests sent to it by a business-to help avoid the privacy and security 
risks associated with requiring service providers to respond directly to consumers, with 
whom they generally lack a direct relationship. 

These changes will together help to ensure the business-service provider relationship 
established by the CCPA is not inadvertently altered by the draft regulations. 

I. The Unique Role of Service Providers. 

As enterprise software companies, BSA members develop and deliver the technology 
products and services on which other businesses rely. In this role, they generally act as 
service providers under the CCPA. 2 Service providers are critical in today's economy, as 
more companies across a range of industries become technology companies-and depend 
on service providers for the tools and services that fuel their growth. Software is the backbone 
of shipping and transportation logistics. It enables financial transactions all over the world. 
And it drives the growth of new technologies like artificial intelligence ("Al"), which have 
helped companies of all sizes enter new markets and compete on a global scale. 

Businesses entrust some of their most sensitive data-including personal information-with 
BSA members. Our companies work hard to keep that trust. As a result, privacy and security 
protections are fundamental parts of BSA members' operations. Indeed, many businesses 
depend on BSA members to help them better protect privacy. For example, our members 
offer cloud computing services that allow customers to compartmentalize datasets, which 
can prevent a breach in one location from impacting a full dataset. Other BSA members 
provide privacy-enhancing technologies that use, for example, data masking, which help 
companies to reduce the sensitivity of data they hold, and thereby reduce privacy and 
security threats. 

II. The Difference Between "Businesses" and "Service Providers" Under the CCPA. 

The CCPA recognizes the distinct role of service providers. While the statute focuses primarily 
on businesses, which "determine[] the purposes and means of the processing of consumers' 
personal information"3 it recognizes that businesses may engage service providers to 

2 Of course, when BSA members collect data for their own business purposes, they take on 
responsibility for complying with the provisions of the CCPA that apply to "businesses" that" determine[] 
the purposes and means of the processing of consumers' personal information." For instance, a 
company that operates principally as a service provider will nonetheless be treated as a business when 
it collects data for the purposes of providing services directly to consumers. While these comments 
focus on issues relevant to service providers, we recognize there are a number of issues important to 
companies acting as "businesses" under the CCPA that are likewise important to BSA. Those include 
providing more clarity on how businesses can comply with requests to delete, including ensuring a 
reasonable timeline for deletion of personal information in backup systems, supporting use of security 
measures like multi-factor authentication in connection with user verification, and providing additional 
guidance on how businesses are to honor opt-out requests in connection with consumer browser 
plugins or privacy settings. 

3 See Cal. Civil Code§ 1798.140(d). 
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"process[] information on behalf of a business."4 The CCPA requires service providers to enter 
into written contracts with businesses they serve, limiting how the service provider can retain, 
use, and disclose personal information provided to them by a business.5 

The CCPA also assigns businesses and service providers different obligations, in line with their 
different roles in handling consumers' data. Since businesses decide why and how to collect a 
consumer's personal information, they must provide consumers certain rights, including the 
ability to opt-out of sales of their information. Businesses must therefore direct service providers 
to help implement certain rights, including the right to delete personal information.6 But service 
providers do not decide why a consumer's information is collected or used. Rather, they 
process the personal information on behalf of a business, pursuant to their written contract. 

Distinguishing between businesses and service providers is important from a privacy 
perspective, because adopting this type of role-based responsibility improves privacy 
protection. Indeed, the distinction is pervasive in the privacy ecosystem. For example, the EU's 
General Data Protection Regulation ("GDPR") applies to "controllers" that determine the means 
and purpose for which consumers' data is collected (similar to businesses under the CCPA), 
and "processors" that process data on their behalf (similar to service providers under the 
CCPA). Voluntary frameworks that promote data privacy and cross-border transfers also reflect 
the distinct roles that different types of companies have in handling consumers' data.7 

Ill. The Draft Regulations Should be Clarified to Avoid Altering the Business
Service Provider Relationship Established in the CCPA. 

The draft regulations should not be read to upset the business-service provider relationship 
created by the text of the CCPA. We encourage three revisions to avoid that result. 

A. Service Providers' Role in Processing Personal Information 

Our first two recommendations focus on the portions of the draft regulations addressing how 
service providers process data provided to them by a business. 

Text of Proposed Regulations. Section 999 .314( c) states that a service provider "shall not use 
personal information received either from a person or entity it services or from a consumer's 
direct interaction with the service provider for the purpose of providing services to another 
person or entity." However, "[a] service provider may ... combine personal information received 
from one or more entities ... on behalf of such businesses, to the extent necessary to detect 
data security incidents, or protect against fraudulent or illegal activity." 

Negative Consequences of Reading Proposed Regulations Broadly. If this provision were read 
broadly, it would risk upsetting the business-service provider relationship created in the CCPA. 

4 See Cal. Civil Code § 1798.140(v). 

5 Id. 

6 See Cal. Civil Code § 1798.105( d). 

7 For example, privacy laws in Hong Kong, Malaysia, and Argentina distinguish between "data users" 
that control the collection or use of data and companies that only process data on behalf of others. In 
Mexico, the Philippines, and Switzerland, privacy laws adopt the "controller" and "processor" 
terminology. Likewise, the APEC Cross Border Privacy Rules, which the US Department of Commerce 
has strongly supported and promoted, apply only to controllers and are complemented by the APEC 
Privacy Recognition for Processors, which help companies that process data demonstrate adherence to 
privacy obligations and help controllers identify qualified and accountable processors. 
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Under the statute, if a business asks a service provider to use personal information to serve 
multiple businesses, or to combine that information with other data sets, the service provider is 
obligated to do so. The draft regulations should not be read so broadly to prevent that result. 

If Section 999.314(c) were read to prevent these actions, it would have several negative 
consequences: 

• First, it would risk placing new obligations on service providers that are inconsistent 
with their role under the CCPA. In particular, if the draft regulations were read to require 
a service provider to refuse to process data when a business specifically asks for the 
data to be provided to multiple businesses, it would effectively require the service 
provider to decide when it can and cannot process information. Yet the CCPA makes 
businesses-not service providers-responsible for those decisions. 

By definition, a business "determines the purposes and means of the processing of 
consumers' personal information."8 Service providers have no such authority, which is 
fundamental to the distinction between businesses and service providers under the 
statute. Moreover, the CCPA prescribes specific contractual and other requirements 
that entities must observe if they wish to establish and maintain a business-service 
provider relationship. 9 The draft regulations should not be read to upset this careful 
balance. 

• Second, it would risk limiting the ability of businesses to combine information in ways 
that benefit consumers. Indeed, businesses may ask service providers to combine 
information with other data sets, or to serve multiple businesses, for a range of 
purposes that benefit consumers and support responsible innovation-without 
monetizing consumers' data or using it for advertising. These include: 

o Serving businesses that enter into a joint venture. When two businesses want 
a service provider to act on their behalf, the CCPA allows the service provider 
to do so, as long as a written contract is in place. Similarly, a business may 
choose to engage two service providers, and direct them to share data on its 
behalf. The draft regulations should not be read to prohibit such arrangements. 

o Providing and improving services. Businesses may direct service providers to 
use personal information they disclose to the service provider to improve 
services offered to multiple businesses. For example, a service provider may 
use personal information provided by one business to improve an algorithm 
that powers a service provided to multiple businesses, even without combining 
the underlying data. Similarly, a business may direct a service provider to 
combine metadata that is personal information under the CCPA from its 

8 See Cal. Civ. Code§ 1798.140(c)(1). 

9 See generally Cal. Civ. Code§§ 1798.140(v), (d) and (f) (defining "service provider," "business 
purpose," and "commercial purpose," respectively). A broad reading of the draft regulations would limit 
the actions of service providers in new ways, not contained in the statutory text of CCPA. Even under 
the broadest grant of rulemaking authority in the CCPA, see Cal. Civ. Code§ 1798.185(b ), that broad 
reading of subdivision 999.314(c) would not "fill in the details" of the statutory scheme, See Ford 
Dealers Ass'n v. Dep't of Motor Vehicles, 32 Cal. 3d 347, 362-63 (1982). The broad reading would also 
conflict with the CCPA's consent requirements, which subjects certain actions to opt-out consent and 
others to opt-in consent. Reading subdivision 999.314( c) broadly to disallow these actions would also 
ignore the role of consent in the statutory scheme, and create a ban on processing to which no consent 
could be given. 
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business and from other businesses to better provide a service, such as to 
prepare to handle peak traffic times across geographies. 

o Facilitating research. Service providers can help entities conducting scientific 
research by combining multiple sets of data, at the direction of those entities 
and in line with privacy safeguards they have established. The resulting data 
could then be used to serve each of the participating entities. 

o Providing benchmarking services to both consumers and businesses. These 
services can provide context to a consumer or business seeking to understand 
how it fits into broader trends. For example, a consumer may want to opt-in to 
a program that allows her health care provider to use a service provider to 
combine her information with other data sets, to better understand potential 
health risk factors. While such a service would depend on the service 
provider's ability to combine several sets of personal information in order to 
identify those risk factors, it may limit the information shared with consumers 
to aggregated or de-identified information about how that consumer fits into 
these broader trends. Similarly, businesses may use benchmarking services 
to understand industry trends in hiring and human resources management, 
and to identify areas in which they may need to invest additional resources. 

o Developing and testing Al systems. Al systems are trained with large volumes 
of data. Their accuracy-and benefits-depend on access to large amounts of 
high-quality data, which service providers may process at the direction of 
businesses. For example, cities are optimizing medical emergency response 
processes using Al-based systems, enabling them to more strategically 
position personnel and reduce both response times and the overall number of 
emergency trips. The draft regulations should not prohibit service providers 
from using or combining information for such purposes, at the direction of a 
business. 

o Supporting open data initiatives. More broadly, there is increasing recognition 
among governments and companies of the benefits of sharing data-subject 
to appropriate privacy protections. For example, in January the United States 
enacted the OPEN Government Data Act, which makes non-sensitive 
government data more readily available so that they can be leveraged to 
improve the delivery of public services and enhance the development of Al. 10 

Companies have also supported voluntary information-sharing arrangements, 
including seeking to develop common terms so that companies that want to 
share data can more readily do so. 11 

Proposed Revision to Regulations. To ensure the draft regulations are not read so broadly as 
to prohibit service providers from processing personal information at the direction of and on 
behalf of businesses-we suggest adding the italicized language to Section 999.314(c): 

"A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider for 

10 See Public Law No. 115-435, Title II (Jan. 14, 2019). 

11 See Microsoft, The Open Use of Data Agreement, available at https://github.com/microsoft/Open
Use-of-Data-Agreement; The Linux Foundation Projects, Community Data License Agreement, 
available at https://cdla. io/. 

20 F Street, NW, Suite BOD 
Washington, DC 20001 W bsa.org 

CCPA_ 45DAY _00411 

W66-1 
cont 
& 
W66-2
cont

OsgoodM
Line



Page 6 

the purpose of providing services to another person or entity, except at the direction 
and on behalf of the business providing the personal information. A service provider 
may, however, combine personal information received from one or more entities to 
which it is a service provider, on behalf of such businesses, to the extent necessary to 
detect data security incidents, or protect against fraudulent or illegal activity, or for 
purposes compatible with providing the services." 

B. Role of Service Providers in Responding to Consumer Requests 

Our third recommendation addresses the role service providers play in responding to consumer 
requests under the CCPA. 

Text of Proposed Regulations. Section 999.314(d) states: "If a service provider receives a 
request to know or a request to delete from a consumer regarding personal information that 
the service provider collects, maintains, or sells on behalf of the business it services, and does 
not comply with the request, it shall explain the basis for the denial. The service provider shall 
also inform the consumer that it should submit the request directly to the business on whose 
behalf the service provider processes the information and, when feasible, provide the 
consumer with contact information for that business." 

Negative Consequences of Proposed Regulations. This prov1s1on also risks upsetting the 
business-service provider relationship established in the CCPA. In particular, Section 
999.314(d) could be read to require service providers to evaluate and respond to consumer 
requests to know or delete personal information-an obligation not placed on them by the 
CCPA. 

Under the text of the CCPA, service providers merely play a supporting role in executing 
deletion requests on behalf of businesses. 12 Notably, the statute requires businesses to delete 
personal information pursuant to a verifiable consumer request and to "direct any service 
providers" to do the same. 13 The statute thus anticipates that service providers act at the 
direction of businesses-and not at the direction of consumers, with whom they lack a direct 
relationship. The connection between right to know requests and service providers is even 
more attenuated; the text of the law does not refer explicitly to service providers in connection 
with the right to know. 14 As a result, "neither the CCPA nor the regulations require service 
providers to comply with such requests."15 

This arrangement is for good reason. Requiring service providers to respond directly to 
consumer requests invites a host of security and privacy risks, which arise because service 
providers generally do not interact with consumers. In the ordinary course, a service provider 
may not maintain information about the consumers its business customers serve-and thus 
would not ordinarily review records containing their names, services provided, or other 
information needed to respond to a request. Service providers should not be encouraged to 
seek out that information, if they would not otherwise have access to it. For example, a service 
provider that works with multiple businesses may not be able to identify the business relevant 
to a consumer's request without combing through personal information it provides on a host of 
businesses, to identify the relevant one. That result should be avoided, because it would invade 
consumers' privacy, not protect it. Likewise, service providers may not have sufficient 

12 See Cal. Civ. Code§§ 1798.105(c), (d). 

13 See Cal. Civ. Code§ 1798.105(c). 

14 See generally Cal. Civ. Code§§ 1798.100 and 1798.110. 

15 Initial Statement of Reasons, at 22-23. 
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information to verify a consumer's request, and thus could create security risks in responding 
directly to a consumer without verifying her identity. 

Instead, the CCPA recognizes that businesses should respond to consumer requests-since 
they have the most complete understanding of what data they control about a particular 
consumer. Section 999.314(d) should be revised to ensure it does not alter this process. 

Proposed Revision. We suggest revising Section 999.314(d) to more clearly reflect the existing 
statutory scheme, by deleting the language in strikethrough below and adding the language in 
italics. 

"If a service provider receives a request to know or a request to delete from a consumer 
regarding personal information that the service provider collects, maintains, or sells on 
behalf of the business it services, and does not comply with the request, it shall explain 
the basis for the denial. The service provider shall also then the service provider shall 
inform the consumer that it should submit the request directly to the business on whose 
behalf the service provider processes the information, and when feasible, provide the 
consumer with contact information for that business. with which the consumer 
interacted." 

* * * 

BSA supports strong privacy protections for consumers, and we appreciate the opportunity 
to provide these comments. We welcome an opportunity to further engage with the Attorney 
General's Office on these important issues. 

Sincerely, 

Kate Goodloe 
Director, Policy 
BSA I The Software Alliance 
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Washington, DC 20001 
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Message 

From: 
Sent: 

To: 

CC: 

Moises Rosales 

12/7/2019 12:31:27 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Anna Buck 

Subject: C.A.R.'s Comments on the Proposed CCPA Regulations 

Attachments: C.A.R. - Comments on Proposed CCPA Regulations.pdf 

Importance: High 

To Whom It May Concern, 

Attached please find C.A.R.'s comments on the proposed CCPA regulations. 

Thank you. 

MOISES ROSALES 
ADMINISTRATIVE ASSISTANT 

CALIFORNIA ASSOCIATION OF REALTORS® 
1121 L STREET, SUITE 600 
SACRAMENTO,CA 95814 

Help your clients keep their homes & insurance coverage. 
Download the shareab le materials today! 
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CALIFORNIA ASSOCIATION OF REALTORS® 
December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act Proposed Regulations 

Dear Attorney General Becerra: 

Thank you for the opportunity to provide comments regarding the proposed California 
Consumer Privacy Act (CCPA) regulations. The California Association of REAL TORS® (C.A.R. ) 
seeks to be a valuable contributor in the development of these regulations so that the 
uniqueness of the real estate industry, and specifically the real estate transaction process, is 
considered. We also feel it is critical that the regulatory scheme consider some of the issues 
unique to our trade and we hope we can be of assistance to those working to craft the 
regulations associated with this landmark law. 

Business practices for handling requests made pursuant to the CCPA 

In the real estate industry, information held in the aggregate can nonetheless prove incredibly 
useful for both the principals and the professionals engaged in the homebuying and selling 
process. According to the proposed regulations, requests for deletion may be completed by 
deidentifying or aggregating the consumer's personal information ("Pl"). It would be useful to our 
industry if more guidance was given on what steps should be taken to properly deidentify or 
aggregate information in order to properly comply with this part of the law. 

Furthermore, another area of concern to the real estate industry is the fact that real estate 
transactions involve at a minimum two separate and unrelated households and the documents 
related to the transactions include Pl of multiple consumers; at the least, documents will have Pl 
of both the buyer and the seller, and in many cases may have Pl of multiple consumers on the 
buyer and seller side respectively. It is feasible that a CCPA business by responding to one 
consumer's request could negatively impact another consumer's CCPA rights or require more 
burdensome compliance for the business. For example, in the real estate context a buyer might 
request disclosure from a REAL TOR® that could require the disclosure of Pl that also qualifies 
as the seller's Pl. Similarly, a seller may request deletion of Pl that also qualifies as a buyer's Pl 
where the buyer wishes the REAL TOR® business to continue to retain the Pl. Additional 
guidance on how to properly process and respond to requests for information that involve 
multiple unrelated households and/or consumers would be helpful. 

m 
REALTOR' 

REAL TOR• is a fed.r:rally regi.$tcrC'd collective membership mark which identifies a 
teiil l estate professional who is a Member of the NATIONAL ASSOCIATION OF 

REAL TORS~ and subscribes to its strict Code of Ethics. 

11 2 1 L Street, Suite 600 , Sacr am en to, CA 9 5 814 www .car.o r g 

lOUAL HOUSING 
o ,~O kTU N I I Y 
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Personal Information of Minors 

Real estate transactions are likely to deal with the Pl of families, which may very well include 
minors. Under the current law, if a business has actual knowledge that a minor's Pl is collected, 
there needs to be an opt-in. Moreover, under CCPA as currently drafted, there is no scope for 
an implied opt-in, such as when two parents of minors provide their own Pl to a REAL TOR® in 
the course of a real estate transaction where the parents' Pl also qualifies as the Pl of the 
minors. Thus, when a business collects the parents' Pl that would also qualify as their children's 
Pl, like the family of two parents and their minor chHdren suggested above, does the presence 
of minors subject all of the Pl to opt-in requirements, both as household P! and as individual Pl 
that relates to both adult and children? This would seem to pose an unintended but 
nevertheless unduly burdensome impact on business; therefore, we would request further 
guidance on how to handle this common scenario. 

Anti-Discrimination 

Under the CCPA, businesses may not discriminate against consumers for exercising their rights 
under the law. This is a laudable goal and in line with our State's long history of leading the way 
with regard to ensuring that all Californians are treated equally in the eyes of the law. However, 
there are circumstances under which the exercise of a CCPA right unavoidably will lead to a 
different level of service. 

For example, one of the many benefits of listing a property with a licensed real estate agent or 
broker is that the property is listed on the Multiple Listing Service ("MLS") after a listing 
agreement is signed. If a consumer exercises his or right to opt out of any sharing of Pl, the 
listing either cannot be completed or wHI be incomplete. Our industry currently gives consumers 
the right to do so irrespective of the CCPA, but we warn that this can restrict the ability of a 
listing agent to effectively market the seller's property and could mean a seller doesn't receive 
as high a sales price as if they had listed on the MLS. But under the CCPA, a consumer could 
complain that they were discriminated against for exercising their opt-out rights to not have their 
Pl shared with the MLS, resulting in a lower sales price, despite the dear warnings that our 
members give as industry-standard. The regulations should be clarified so that not providing a 
service that cannot be offered due to the exercise of a CCPA right is not considered 
discriminatory. 

Conclusion 

C.A.R thanks the Office of the Attorney General for their work on these regulations and looks 
forward to a collaborative relationship in building a regulatory framework that both protects 
consumer privacy and ensures that the real estate market continues to function in a healthy 
manner. If you or a member of your staff ha~ or comments, please do not 
hesitate to contact me at or -

Sincerely, 

lllW?d''-tZ ' ' ~·£) 
Anna Buck 
Legislative Advocate 
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Message 

From: Andre Cotten 
Sent: 12/6/2019 8:51:06 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CA AG NPR concerning the CCPA: Consumer Bankers Association Comment 
Attachments: California AG NPR concerning the CCPA - Consumer Bankers Comment .pdf 

Hi-

Please find the Consumer Bankers Association's comment attached. 

Best, 

ANDRE' B. COTTEN, ESQ. 
Assistant Vice President, Regulatory Counsel 
Consumer Bankers Association 
1225 Eye Street, NW, #550 I Washington, DC 20005 

CBA LIVE 2020 
San Diego, CA I March 23-25 
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December 6, 2019 

CONSUMER 
BANKERS 
ASSOCIATION 

VIA ELECTRONIC SUBMISSION 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Email: PrivacyRegulations@doj .ca.gov 

Re: Notice of Proposed Rulemaking Regarding the California Consumer Privacy Act 

Dear Mr. Becerra: 

The Consumer Bankers Association 1 ("CBA" or "the Association") appreciates the opportunity to 
offer our views on the California Attorney General's ("the Attorney General" or "the AG") Notice of 
Proposed Rulemaking (the "Proposed Rule" or the "Draft Regulations") concerning California's 
regulatory approach to the California Consumer Privacy Act (the "Act" or "the CCPA"). 

CBA appreciates the Attorney General's efforts to provide guidance to businesses on how to comply 
with the CCPA and to clarify the Act's requirements through proposed regulations. Most importantly, 
CBA's member banks share the Attorney General's goal of protecting the privacy of consumers. 
However, we have significant concerns about the proposed regulations as drafted by the Attorney 
General. Below, we have identified our most pressing issues and offered the Attorney General solutions 
to consider in the next phase of the rule writing process. 

I. The Attorney General's Right to Opt-Out of Sale Guidance is Insufficient to Address 
Practical Business Concerns. 

CBA urges the Attorney General to provide more certainty about the right to opt-out of sales of 
personal information. From a review of the draft regulations, it seems a bank, or any covered entity, may 
present the choice to opt-out of certain sales, so long as a global option to opt-out of the sale of all 
personal information is more prominently presented than other choices. Note, this option assumes a 
global option is feasible. From a practical perspective, it is likely a business may possess varying data 
elements about a single consumer through different relationships with the consumer, which may not be 
linked. 

Moreover, the proposed regulations require a bank, or covered entity, which collects personal 
information from consumers online to "treat user-enabled privacy controls, such as browser plugin or 
privacy setting or another mechanism, which communicates or signal the consumer's choice to opt-out of 

1 The Consumer Bankers Association is the only national trade association focused exclusively on retail banking. 
Established in 1919, the Association is now a leading voice in the banking industry and Washington, representing 
members who employ nearly two million Americans, extend roughly $3 trillion in consumer loans, and provide 
$270 billion in small business loans. 
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the sale as a valid request" to opt-out of sale of personal information "for that browser or device, or, if 
known, for that consumer." This raises a number of operational complexities and issues since neither the 
statue nor the proposed regulations condition this opt-out method being a well-established or widely used 
standard to communicate requests to opt out of sale of personal information. 

II. Provide Covered Entities with a Safe Harbor When Verifying Consumer Requests. 

The CCPA establishes a series of rights which are contingent upon the receipt and authentication of a 
"verifiable consumer request." In order to comply with a consumer's request to exercise his or her rights 
under the CCPA, the "business shall promptly take steps to determine whether the request is a verifiable 
consumer request." 

CBA appreciates the Attorney General for providing helpful guidance related to verification requests. 
Generally, the proposed regulations direct banks to use a more rigorous verification process when dealing 
with more sensitive information. The proposed regulations also take it a step further by directing banks 
not to release sensitive information without being highly certain about the identity of the individual 
requesting the information. The proposed regulations also provide prescriptive steps of what to do in 
cases where an identity cannot be verified. 

As the Attorney General is aware, banks collect personal information as part of routine transactions to 
facilitate consumer requests. Even with the proposed rules, furnishing personal information to customers 
purporting to exercise their rights under the CCP A, in response to a verifiable consumer request, may 
result in unintended risk and harm to the consumer, including misuse of personal information to 
perpetuate fraud and identity theft. As a potential solution, the Attorney General should establish a safe 
harbor from liability to assure banks, and other covered entities, that rejecting a suspicious right of access 
request in good faith will not later result in a violation. 

Moreover, CBA implores the Attorney General to look to the implementation issues encountered by 
the General Data Protection Regulation (GDPR) in its next stage of rule writing. According to a study 
published by Blackhat USA 2019 ("the Study")2, the Study demonstrates how legal ambiguity 
surrounding the "right of access" process may be used by social engineers to facilitate fraud. The Study' s 
experimental findings also demonstrate many organizations fail to adequately verify the originating 
identity of right of access requests. As a result, social engineers can abuse right of access requests as a 
scalable attack mechanism for acquiring deeply sensitive information about individuals. 

The Attorney General's proposed regulations do not seem to consider the prevalence and petulance of 
social engineers. Without a safe harbor from liability, banks may be hesitant to reject the legitimacy of 
consumer requests for fear of potential enforcement actions. Thus, the Attorney General's oversight 
would allow more potential gateways for social engineers to exploit legal and policy loopholes. 

As the CCP A is set to apply to various industries, CBA also encourages the Attorney General to 
better consider a business' size and complexity, the nature and scope of its business activities, and the 
sensitivity of any personal information at issue. In alternative, the Attorney General may consider 

2 https://i.blackhat.com/USA- l 9/fhursday/us-19-Pavur-GDP Arrrrr-U sing-Privacy-Laws-To-Steal-Identities-wp.pdf 
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utilizing principles such as those found in existing authentication guidance issued by the Federal 
Financial Institutions Examination Council. 

III. The CCPA as Proposed is Potentially Harmful for Consumers' Information. 

Building on the previous discussion, CBA encourages the Attorney General to finalize a mle which 
does not put consumers at any additional risk of fraud or identity theft. The proposed regulations impose 
new disclosure obligations beyond those enumerated in the statue. 

In particular, the proposed disclosures require banks, and other covered entities, to specify a 
potentially concerning level of detail about certain privacy practices. For example, the draft would require 
a business to address the following new disclosures: 

• Describe the process the bank will use to verify the consumer request, including any information 
the consumer must provide; 

• Explain hmv a consumer can designate an authorized agent to make a request under the CCP A on 
the consumer's behalf; and 

• For each category of personal information collected, provide the categories of sources from which 
the information was collected, the business or commercial purposes(s) for which the information 
was collected, and the categories of third parties with whom the business shares personal 
infonnation. 

As previously mentioned, banks are constantly having to safeguard and mitigate against potential and 
real fraud. The CCP A as proposed seems to be another apparent path for fraudsters to attempt to infiltrate 
the banking system and harm real consumers. 

IV. The CCPA Should Protect the Intellectual Property Rights of Covered Entities. 

As the proposed mles are currently written, CBA believes the CCP A may infringe on the intellectual 
property rights of our member banks. Pursuant to § l 798.185(a)(3), the CCPA grants the Attorney 
General the authority to establish "any exceptions necessary to comply \vith state or federal law, 
including, but not limited to, those relating to trade secrets and intellectual property rights, within one 
year of passage of this title and as needed thereafter." 

Furthermore, we urge the Attorney General to include a mle to establish an exception from the CCP A 
for intellectual property or for data which, if disclosed, would have an adverse effect on the rights or 
freedoms of others. The CCPA should not apply to information which is protected intellectual property of 
a bank, or any other covered entity, including information subject to copyright, patent, service mark 
and/or trade secret protections. A bank also should be required to disclose any information which is 
subject to intellectual property protections, including any formula, pattern, compilation, program, device, 
method, technique or process developed to process or analyze personal information, or any information 
derived from such process or analysis. 

The Attorney General should consider duplicating the EU's GDPR approach to intellectual property. 
The GDPR places reasonable limitations on its enumerated consumer privacy rights. It provides both an 
intellectual property exclusion and the avoidance of infringement on the rights of others. CBA believes its 
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member banks, and other covered entities, deserve the same protections if a bank is presented with a 
scenario where its attempt to comply with a consumer's request may put it in the position of violating the 
rights of others or placing it in jeopardy with its competitors. 

V. The Definition of "Sell" is too Broad and Unnecessarily Burdensome. 

The CCPA includes definition for "sell" as follows: 

"(t)(l) "Sell," "selling," "sale," or "sold," means selling, renting, releasing, disclosing, 
disseminating, making available, transferring, or otherwise communicating orally, in writing, or 
by electronic or other means, a consumer's personal information by the business to another 
business or a third party for monetary or other valuable consideration. (2) For purposes of this 
title, a business does not sell personal infonnation when: (A) A consumer uses or directs the 
business to intentionally disclose personal information or uses the business to intentionally 
interact with a third party, provided the third party does not also sell the personal information, 
unless that disclosure would be consistent with the provisions of this title. An intentional 
interaction occurs when the consumer intends to interact with the third party, via one or more 
deliberate interactions. Hovering over, muting, pausing, or closing a given piece of content does 
not constitute a consumer's intent to interact with a third party. (B) The business uses or shares an 
identifier for a consumer who has opted out ofthe sale of the consumer's personal information for 
the purposes of alerting third parties that the consumer has opted out of the sale ofthe consumer's 
personal information. 

(C) The business uses or shares with a service provider personal information of a consumer that is 
necessary to perform a business purpose if both of the following conditions are met: (i) The 
business has provided notice that information being used or shared in its terms and conditions 
consistent with§ 1798.135. (ii) The service provider does not further collect, sell, or use the 
personal information of the consumer except as necessary to perform the business purpose. (D) 
The business transfers to a third party the personal information of a consumer as an asset that is 
part of a merger, acquisition, bankruptcy, or other transaction in which the third party assumes 
control of all or part of the business, provided that information is used or shared consistently with 
§ 1798 .110 and 1798. 115. If a third party materially alters how it uses or shares the personal 
information of a consumer in a manner that is materially inconsistent with the promises made at 
the time of collection, it shall provide prior notice of the new or changed practice to the 
consumer. The notice shall be sufficiently prominent and robust to ensure that existing consumers 
can easily exercise their choices consistently with § 1798.120. This subparagraph does not 
authorize a business to make material, retroactive privacy policy changes or make other changes 
in their privacy policy in a manner that \vould violate the Unfair and Deceptive Practices Act 
(Chapter 5 (commencing with§ 17200) of Part 2 of Division 7 of the Business and Professions 
Code)." 

CBA urges the Attorney General to provide more clarification about the covered activities in its 
definition of "sell." The definition as written is too general and too open-ended. There are a myriad of 
activities which would possibly fall within the CCPA's current definition of sale, which see beyond the 
scope ofthe lmv's actual public policy concerns. For example, cookies embedded on a bank's website 
could currently be construed to be covered under the current definition of "sell." As an additional 
practical complexity posed by the CCPA, it is also unclear how a bank's interactions with the Google 
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search engine or via an ad placed on Facebook \vould be treated under the current definition. There is also 
a lack of clarity about what constitutes valuable consideration under the CCP A. 

Note, banks, and other covered financial institutions, are also unsure about the scope of the CCPA's 
Gramm-Leach-Bliley exception. The Attorney General should draft rules to provided banks, and other 
covered entities, with the clarity needed to comply with this comprehensive privacy law. 

VI. Transfers of Personal Information to Service Providers is Not a Sale. 

Banks, and other financial institutions, transfer personal information to service providers to maximize 
the consumer experience by providing products and services. These transfers are not sales as 
contemplated in the CCP A, and the final regulations should clarify this distinction for service providers. 
Section 999 .314 proposes a covered entity which otherwise meets the definition of a service provider is a 
service provider even if it collects personal information directly from consumers at the request of a 
business. 

Note, the proposed rules also state a service provider w-hich also meets the definition of a business 
must comply with the CCPA for any personal information it collects or sells outside of its role as a 
service provider. CBA supports this proposed clarification regarding service providers, and we urge the 
Attorney General to consider further clarifications. A final rule with additional clarity is essential to 
ensure banks, and other financial institutions, can transfer personal information to a service provider to 
benefit the bank's customers without the transfer being deemed a sale of personal information pursuant to 
the CCPA. 

VII. Provide More Clarity Concerning the "Right to Cure." 

Section l 798.155(b) states, in part, a "[bank] shall be in violation ofthis title if it fails to cure any 
alleged violation within 30 days after being notified of alleged noncompliance." To begin, the Attorney 
General's regulations did not propose any rules to codify this provision of the CCPA. CBA urges the 
Attorney General to establish specific criteria for what is necessary in order for a bank, or other covered 
entity, to successfully "cure" a violation. 

The Attorney General should provide more detailed guidance. For example, there may be a 
circumstance where a cure cannot unwind the effects of a violation, guidance is needed as to other means 
in which the bank, other covered entity, could cure, or mitigate against, the violation through 
implementation of enhanced business practices. 

VIII. The "Lookback" Period Should Begin January 1, 2020. 

As the proposed rules are currently written, the CCPA appears to apply retroactively by requiring 
businesses to provide information subject to a consumer's request covering the time period prior to the 
Act's effective date and prior to the publication of implementing regulations. CBA believes rulemaking 
should clarify the 12-month lookback period provided for in § 1798.130 applies from the effective date of 

5 

CCPA_45DAY_00422 

W68-5
cont

W68-6

W68-7

W68-8

OsgoodM
Line

OsgoodM
Line

OsgoodM
Line

OsgoodM
Line



the CCPA, which is January 1, 2020. This change would preclude its application to activities occurring 
prior to the effective date. 

IX. Establish an Effective Date for Final Rules to Allow Covered Entities Adequate Time to 
Comply. 

The Attorney General should exercise its discretionary authority to set an effective date of 18 
months after the final rules are issues. CBA believes this extension is essential so banks, and other 
covered entities, can properly comply. Banks will need sufficient time to review and implement 
direction from the Attorney General's final regulations, which may require changes to 
implementation plans which were based in good faith on the statutory language, prior to regulations 
being adopted. 

For example, the final regulations will require banks, and other covered entities, to change their 
verification processes due to the CCPA's prescriptive requirements, e.g. "double" authentication for 
deletion, declaration signed under penalty ofperjury, etc. These potential changes and clarifications 
will require development work, testing and validation, and employee training. Truncating these 
necessary steps into a potentially short time frame, e.g. 1 month, may create the undue operation risk 
of either not properly verifying a valid request or disclosing information to the incorrect person. 
These types ofrisks are anti-consumer and preventable. 

Currently, the CCPA's deadline for the Attorney General's rulemaking is July 1, 2020, six 
months after the law's January 1 effective date. Pursuant to the CCPA, the Attorney General could 
technically begin enforcement of the CCPA on July 1, 2020, which is the same day the final rules 
could be published. This would be an unreasonable request for covered entities. CBA supports the 
goal of consumer privacy protection, however, the CCP A is complex and in part, unclear. Banks, and 
other covered entities, will need sufficient time to come into full compliance to ensure they 
implement the full privacy protections as intended by the legislature to ultimately benefit consumers. 

X. Establish an Enforcement Date of No Earlier than July 1, 2020. 

CBA urges the Attorney General to preclude any enforcement action based on conduct or omission 
occurring on or after the enforcement date. The CCPA provides in §l798.185(c), the "Attorney General 
shall not bring an enforcement action under this title until six months after the publication of the final 
issued pursuant to this section or July 1, 2020, whichever is sooner." For example, if the enforcement date 
is July 1, 2020, because it is earlier than the six-month anniversary of final regulations, the AG should 
clarify any enforcement will be based only on conduct or omissions occurring July 1, 2020 or later and 
not conduct or omissions occurring on or after the CCPA effective date, January 1, 2020. 

CBA appreciates the opportunity to comment on the Notice of Proposed Rulemaking, and we plan to 
continue to engage the California Office of the Attorney General as the rulemaking process continues and 
to ensure our member banks have the necessary guidance to comply with the tenants of the final rule. 
Please feel free to contact Andre Cotten for further discussion regarding our comments at 

6 

CCPA_45DAY_00423 

W68-9

W68-10

OsgoodM
Line

OsgoodM
Line



Sincerely, 

Assistant Vice President, Regulatory Counsel 

Consumer Bankers Association 
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Mess age 

From: Von Borstel, Megan (Perkins Coie) 

Sent: 12/7/2019 12:42:24 AM 

To: Privacy Regulations [PrivacyRegulations@doj.c a.gov} 

CC: Shelton Leipzig, Dominique (Perkins Coie) 

Subject: California Chamber Comments Regarding AG s Propose CCPA Regu ations 

Attachments: California Chamber of Commerce Comments Regarding Attorney General's Proposed CCPA Regulations December 6 

2019.pdf 

Office of the Attorney Genera]: Privacy Unit, 

On behalf of the Ca1ifomia Chamber of Commerce, we wish to thank the Office of the Attorney Genera] for the 
opportunity to make comments to the Attorney General's draft regulations for the CCPA. Attached are the California 
Chamber's comments, titled "California Chamber of Commerce Comments Regarding Attorney General's Proposed 
CCP A Regulations December 6. 2019 ." Please do not hesitate to contact me. with any questions. 

Thank you, 

Dominique Shelton Leipzig I Perkins Coie LLP 
PARTNER PRIVACY & SECURITY 

CO-CHAIR AO TECH PRIVACY & DATA MANAGEMENT 

1888 Century Park East Suite 1700 
Los Angeles, CA 90067-1721 

Megan Von Borstel I Perkins Coie LLP 
ASSOCIATE I she/her/hers 
131 S. Dearborn Street Suite ·1700 

Chic o,IL606� 

NOTICE: This communication may contain privileged 01 othor confidential information If you have received 1t in error, please advise the sender by reply email and 
immediately delete the message and any attachments without r;opying or disclosing the contents. Thank you. 
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California Chamber of Commerce Comments Regarding 

Attorney General's Proposed CCPA Regulations 

December 6, 2019 

JENNIFER BARRERA 

EXECUTIVE VICE PRESIDENT 

DO!\ONIQUE SHELTON LEIPZIG 

PARTNER 

MEGAN VON BORSTEL 

ASSOCIATE 

PerkinsCoie.com • December 2019 
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Executive Summary 

The California Chamber of Commerce ("Cal Chamber") submits the comments herein to the 
California Attorney General's ("AG") office regarding the AG's proposed regulations for the 
California Consumer Privacy Act ("CCP A"). 

Each comment is presented separately in three parts: (a) the header which identifies the proposed 
regulation; (b) issue headers that synthesize the issue or concern with the proposed regulation; 
and (c) subparts that identify (i) the proposed regulation, (ii) problem with proposed regulation, 
and (iii) recommended change(s) in the language to solve or mitigate CalChamber's related 
concern(s). Specific language is proposed in Exhibit "A" in a redlined version of the proposed 
regulations. 

As indicated in Exhibit A, we request that the enforcement date of the regulations be delayed 
until January 1, 2021 to allow time for companies to update their practices to comply. 
Companies have already spent millions to update their practices for the CCP A itself It would be 
burdensome, costly, and in some instances, impossible to change administrative and technical 
processes for regulations that are not yet final. 

As individual groups are raising a variety of discrete issues with the proposed regulations, this is 
not a collectively exhaustive list; rather, this report is intended to reflect key issues for the 
Cal Chamber at large. 

JENNIFER BARRERA 

EXECUTIVE VICE PRESIDENT 

DOMINIQUE SHELTON LEIPZIG 

PARTNER 

MEGAN VON BORSTEL 

ASSOCIATE 
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Biographies 

JENNlEER BARRERA I EXECUTIVE VICE PRESIDENT I CAL CHAMBER 

hllps://advocacy.calclwmber.comlbios/je1r,1ifer-barrera 

Jennifer Barrera oversees tl1e development and implementation of policy and strategy as executive vice 
president and represent� the California Chamber of Commerce on legal refom1 issues. 

She led Ca!Chamber advocacy on labor and employment and taxation from Septen1ber 20 IO through the end 
of 2017. As senior policy advocate in 2017, Barrera worked wi(h Lhe e,,;:ecutive vice president in developing 
policy strategy. She was named senior vice president, policy, for 2018 and promoted to executive vice 
president as of1anuary l, 2019. 

Jn addition, she advises the business compliaJ)ce activities of the Ca1Chamber on interpreting chru1ges in 
employment law. 

From May 2003 until joining the Cal Chamber stall she worked at a statewide law firm that specializes in 
labor/employment defense. now Carothers, DiSane & Frendeuberger, LLP. She represented employcn,; in 
both state and federal court on a variety of issues, including wage and hour disputes. discrimination, 
harassment, retaliation, breach of contract, and wrongful termination. 

She also advised bolli small and large businesses on compliance issues, presented seminan,; on various 
employment-related topics, and regularly authored articles in human reoources publications, 

Barrera eill1lcd a 13.A. in English from California State Univcrsily, Ilakers(idd, and a J.D. with high honors 
from California Western School of Law. 

DOMINIQUE SHELTON LEIPZIG I PARTNER I LOS ANGELES, CA 

www.perkinscoie.com/DShelLo11Leipzig1 

Privacy and cybersecurity attorney Dominique Shelton co-chairs the fi.nn 's Ad Tech Privacy & Data 

Management group. She provides strategic privacy and cyber-preparcdness compliance counseling, and 

defends, counsels and represents companies on privacy. global data security compliance, data breaches and 

investigations with an eye towards helping clients avoid litigation. Dominique frequently conducts trainings 

for senior leadership, corporate boards -and audit committees regarding risk identification and n,itigatio11 in 

the areas of privacy and cyber. 

She leads companies in legal assessments of privacy, data security, cyber preparedness and complia11ce with 

such regulations as the California Consumer Protection Act (CCPA), California Confidentiality of Medical 

lnformati'on /\ct (CMTA), the Video Privacy Protection Act (VPPA), the Children's Online Privacy 

Protection Act (COPPA) and U1e NTST Cyber�ecurity Framework. 

Dominique bas significant experience leading investigations related lo data and forensic breaches, She bas 

steered investigations for a range of companies, including for national retailers, financial institutions, health 

and welhless enterprises, media companies and others. 

Dominique also advises compani� on global privacy and data security, particularly ou EU General Data 

Protection Regulation (GDPR). Her backgrotmd includes advising on European, /\sian and South American 

privacy and security compliance projects for U.S.-based and overseas companies. ln additioJl, she counsels 

on strategies for related legal compliance and vendor management in cross-border transfers. 

Dominique is the aullior of two books titled lmplemenJing the CCPA- a Global Guide /or Business (Sept. 

2019. lAPP)� and Trans/orm (Mar. 2()] 9) 

CCPA_ 45DA Y _ 00428 



MEGAN VON BORSTEL I ASSOCIATE I ClllCAGO, IL 

www.per/ri11scoie.comlmegan-von-bors1.el 

Megan Von Borstel has experience. wlth privacy counseling and data breach response_ She counsels clients 

on compliance eITorts wilh state, federal, and international privacy laws and regulations, including the 

California Consumer Privacy Act (CCPA) and the General Data Protection Regulation (GDPR). Megan is 

also familiar with the Stored Communications Act. U1e Biometric loformation Prot.ection Act. and various 

other state and federal statutes. 

Megan earned her J.D. at Washington Univen:;ity Scliool of Law, where she served as editor-in-chief for U1e 

Washington University J11risp111de11ce Review, received the Judge Amandus Brackman Moot Court Award, 

and volunteered at 01c law sdwol's appellate and children's rights clinics. Megan also served as a judjcial 

extern for the Honorable Shirley Padmore Mensah, U.S. Magistrate .Judge for the U.S. District Court of 

Eastern Missouri. 

CCPA_ 45DA Y _ 00429 

www.perkinscoie.com/megan-von-borstel


TABLE OF CONTENTS 

I. SECTION 999.315 REQUESTS TO OPT-OUT-CHAMBER PROPOSED

Page 

CHANGES ......................................................................................................................... l 

A ISSUE: BUSINESSES NEED THE OPTION NOT TO TREAT 
BROWSER PLUG-INS OR SETTINGS AS OPT-OUT REQUESTS, 

AND INSTEAD HA VE THE CHOICE TO PROVIDE AN OPT-OUT 
BUTTON . .............................................................................................................. 1 

1. Proposed Regulation: 999.315(c); 999.315(g) ........................................... 1 

2. Problem with Proposed Regulation: .......................................................... 1 

3. Recommended Change: ............................................................................. l 

B. ISSUE: PROPOSED REGULATIONS GIVE BROWSERS

SIGNIFICANT DISCRETION TO EXERCISE AGAINST BUSINESSES
THAT BROWSERS MAY BE IN COMPETITION WITH AND WHOSE

"SALES" THEY ARE BLOCKING . .................................................................... 1 

1. Proposed Regulation: §999.315(a); 999.315(c) ......................................... 1 

2. Problem with Proposed Regulation: .......................................................... l 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2 

C. ISSUE: PROPOSED REGULATION'S REQUIREMENT TO SHARE
OPT-OUT REQUESTS WITH THIRD PARTIES EXCEEDS

STATUTORY REQUIRE�IENTS . ....................................................................... 2 

1. Proposed Regulation: §999.315(±) ............................................................. 2 

2. Problem with Proposed Regulation: .......................................................... 2 

3. Recommended Change: ............................................................................. 3 

D. ISSUE: VERIFICATION OR AUTHENTICATION OF CONSUMERS
SUBMITTING OPT-OUT REQUESTS SHOULD NOT BE

PREVENTED OR LIMITED . ............................................................................... 3 

1. Proposed Regulation: §999.315(h) ............................................................ 3 

2. Problem with Proposed Regulation: .......................................................... 3 

3. Recommended Change: ............................................................................. 3 

E. ISSUE: RESPONSE TO REQUEST TO OPT-OUT ONLY SHOULD
APPLY TO BUSINESS THAT SELL PERSONAL INFORMATION

AND MORE TIME TO RESPOND IS NECESSARY. ........................................ 3 

1. Proposed Regulation: §§999.315(d); 999.315(e) ....................................... 3 

2. Problem with Proposed Regulation: .......................................................... 3 

3. Recommended Change: ............................................................................. 3 

-1-

CCPA_ 45DAY _00430 



TABLE OF CONTENTS 

(continued) 

II. SECTION 999.307 NOTICE OF FINANCIAL INCENTIVE-CHAMBER

Page 

PROPOSED CHANGES ................................................................................................... 4 

A ISSUE: DATA DOES NOT HA VE INDEPENDENT VALUE . .......................... 4 

1. Proposed Regulation: §999.307; 999.337 .................................................. 4 

2. Problem with Proposed Regulation: .......................................................... 4 

3. Recommended Change: ............................................................................. 4 

B. ISSUE: REGULATION CREATES ONEROUS DISCLOSURE
REQUIREMENTS ................................................................................................. 4 

1. Proposed Regulation: §999.307(a); 999.307(a)(3); 999.307(b)(2);
999.307(b)(5) ............................................................................................. 4 

2. Problem with Proposed Regulation: .......................................................... 4 

3. Recommended Change: ............................................................................. 4 

III. SECTION 999.313 RESPONDING TO REQUESTS TO KNOW AND
REQUESTS TO DELETE-CHAfvIBER PROPOSED CHANGES .................................. 5 

A ISSUE: UNVERIFIABLE REQUESTS TO DELETE SHOULD NOT BE 
REQUIRED TO BE TREATED AS OPT-OUTS BECAUSE IT 
CHANGES THE CONSUMER'S INTENT, INCREASES COSTS, AND 
EXACERBATES DIFFICULTIES WITH DELETING DATA FROM 
ARCHIVES OR BACKUPS .................................................................................. 5 

1. Proposed Regulation: §999.313(d) ............................................................ 5 

2. Problem with Proposed Regulation: .......................................................... 5 

3. Recommended Change: ............................................................................. 6 

B. ISSUE: ENSURE BUSINESSES HA VE ENOUGH TIME AND
FLEXIBILITY TO RESPOND TO REQUESTS UNDER STATUTORY
TIMEFRAME . ....................................................................................................... 7 

1. Proposed Regulation: §999.313(a); 999.313(b) ......................................... 7 

2. Problem with Proposed Regulation: .......................................................... 7 

3. Recommended Change: ............................................................................. 7 

C. ISSUE: PROPOSED REGULATION REQUIREMENTS HEIGHTEN
BURDENS ON BUSINESS AND EXCEED STATUTORY
LANGUAGE . ........................................................................................................ 7 

1. Proposed Regulation: §999.313 ................................................................. 7 

2. Problem with Proposed Regulation: .......................................................... 7 

3. Recommended Change: ............................................................................. 8 

-11-

CCPA_ 45DAY _00431 



TABLE OF CONTENTS 

(continued) 

D. ISSUE: REGULATION SHOULD CLARIFY THAT A BUSINESS'S
OBLIGATION TO CO�IPLY WITH A CONSUMER REQUEST IS

LIMITED TO ITS ABILITY TO IDENTIFY RESPONSIVE

Page 

MATERIALS USING COMMERCIALLY REASONABLE EFFORTS . ........... 8 

1. Proposed Regulation: §999.313(c); 999.313(d) ......................................... 8 

2. Problem with Proposed Regulation: .......................................................... 8 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9 

E. ISSUE: REGULATION SHOULD CONSIDER HOW RESPONDING

TO REQUESTS COULD JEOPARDIZE OTHER CUSTOMERS'
SECURITY AS WELL. ......................................................................................... 9 

1. Proposed Regulation: §999.313(c)(3); see also 999.313(d);
999.323 ....................................................................................................... 9 

2. Problem with Proposed Regulation: .......................................................... 9 

3. Recommended Change: ............................................................................. 9 

F. ISSUE: REGULATION DOES NOT ADDRESS REQUESTS SEEKING
PORTABILITY OF INFORMATION WHERE DISCLOSURE OF
CONSUMER'S PERSONAL INFORMATION IS NECESSARY TO
SUPPORT PORTABILITY. .................................................................................. 9 

1. Proposed Regulation: §999.313(c)(4) ........................................................ 9 

2. Problem with Proposed Regulation: .......................................................... 9 

3. Recommended Change: ............................................................................. 9 

G. ISSUE: NOTIFYING CONSUMER OF REASON FOR REQUEST

DENIAL MAY INTERFERE WITH LAW ENFORCEMENT
INVESTIGATION, HINDER BUSINESS OPERATIONS, AND IS

CONTRARY TO THE PURPOSE OF AN EXEMPTION . ................................ 10 

1. Proposed Regulation: §999.313(c)(5) ...................................................... 10 

2. Problem with Proposed Regulation: ........................................................ 10 

3. Recommended Change: ........................................................................... 10 

H. ISSUE: INDIVIDUALIZED RESPONSES TO CATEGORIES OF
SOURCES OR THIRD PARTIES IS TOO BURDENSOME FOR

BUSINESSES . ..................................................................................................... 10 

1. Proposed Regulation: §999.313(c)(9)-(10) .............................................. 10 

2. Problem with Proposed Regulation: ........................................................ 10 

3. Recommended Change: ........................................................................... 11 

-111-

CCPA_ 45DAY _00432 



TABLE OF CONTENTS 

(continued) 

IV. SECTION 999.314 SERVICE PROVIDERS-CHAMBER PROPOSED

Page 

CHANGES ....................................................................................................................... 11 

A ISSUE: PROPOSED REGULATIONS' LIMITATIONS ON SERVICE 
PROVIDERS' PERMISSIBLE USES OF DATA CONTRADICTS THE 

STATUTORY DEFINITION OF "BUSINESS PURPOSE" AND 
"SERVICE PROVIDER." ................................................................................... 11 

1. Proposed Regulation: §999.314(c) ........................................................... 11 

2. Problems with Proposed Regulation: ....................................................... 11 

3. Recommended Change: ........................................................................... 12 

B. ISSUE: PROPOSED REGULATION CREATES ADDITIONAL
BURDENS FOR BUSINESS THAT EXCEED STATUTORY
LANGUAGE . ...................................................................................................... 12 

1. Proposed Regulation: §999.314(d) .......................................................... 12 

2. Problem with Proposed Regulation: ........................................................ 12 

3. Recommended Change: ........................................................................... 13 

V. SECTION 999.301 DEFINITIONS-CHAMBER PROPOSED CHANGES .................. 13 

A ISSUE: DEFINITION OF RIGHT TO KNOW CONFLICTS WITH 
REQUIREMENTS FOR HOW TO RESPOND TO RIGHT TO KNOW . ......... 13 

1. Proposed Regulation: §§999.30l(n); 999.313 (c)(l0) .............................. 13 

2. Problem with Proposed Regulation: ........................................................ 13 

3. Recommended Change: ........................................................................... 13 

B. ISSUE: DEFINITION OF RIGHT TO KNOW CREATES INFEASIBLE
REQUIREMENTS FOR RESPONDING TO INDIVIDUAL
CONSUMER REQUESTS . ................................................................................. 13 

1. Proposed Regulation: §999.30l(n) . ......................................................... 13 

2. Problem with Proposed Regulation: ........................................................ 13 

3. Recommended Change: ........................................................................... 13 

C. THE SCOPE OF THE DEFINITION OF "PRICE OR SERVICE
DIFFERENCE" COULD PREVENT BUSINESS WITH SERVICE
PROVIDERS . ...................................................................................................... 14 

1. Proposed Regulation: §999.301(1) ........................................................... 14 

2. Problem with Proposed Regulation: ........................................................ 14 

3. Recommended Change: ........................................................................... 14 

-IV-

CCPA_ 45DAY _00433 



TABLE OF CONTENTS 

(continued) 

D. ISSUE: DEFINITION OF "AFFilUvIATIVE AUTHORIZATION"

REQUIREMENT FOR TWO-STEP PROCESS TO OPT-IN IS OVERLY

Page 

BURDENSOJ\IIE FOR CONSUMERS AND BUSINESS .................................. 14 

1. Proposed Regulation: §999.30l(a) ........................................................... 14 

2. Problem with Proposed Regulation: ........................................................ 14 

3. Recommended Change: ........................................................................... 14 

E. ISSUE: PROPOSED REGULATIONS NEED TO PROVIDE

CLARIFICATION REGARDING DEFINITION OF DIRECT NOTICE

TO CONSUMERS ............................................................................................... 14 

1. Proposed Regulation: §999.301; see also §§999.305(a)(3);

999.305(d)(l); 999.306(d)(2) ................................................................... 14 

2. Problem with Proposed Regulation: ........................................................ 14 

3. Recommended Change: ........................................................................... 14 

VI. SECTION 999.300 TITLE AND SCOPE-CHAMBER PROPOSED CHANGES ........ 15 

A ISSUE: THE REGULATIONS SHOULD CLARIFY THE CCPA'S 

JURISDICTIONAL SCOPE AND EFFECTIVE DATE. ................................... 15 

1. Proposed Regulation: §999.300 ............................................................... 15 

2. Problem with Proposed Regulation: ........................................................ 15 

3. Recommended Change: ........................................................................... 15 

VII. SECTION 999.305 NOTICE AT COLLECTION OF PERSONAL

INFORMATION-CHAMBER PROPOSED CHANGES .............................................. 15 

A ISSUE: PROPOSED REGULATION REQUIREMENTS FOR EACH 

CATEGORY OF PERSONAL INFORMATION EXCEED 

STATUTORY REQUIREMENTS . ..................................................................... 15 

1. Proposed Regulation: §999.305; 999.305(d)(2)(b) .................................. 15 

2. Problem with Proposed Regulation: ........................................................ 15 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16 

B. ISSUE: PROPOSED REGULATION'S REQUIREMENT FOR

EXPLICIT CONSENT EXCEEDS STATUTORY REQUIREMENTS ............. 16 

1. Proposed Regulation: §999.305(a)(3) ...................................................... 16 

2. Problem with Proposed Regulation: ........................................................ 16 

3. Recommended Change: ........................................................................... 16 

-v-

CCPA_ 45DAY _00434 



TABLE OF CONTENTS 

(continued) 

C. ISSUE: NOTICE AT COLLECTION IS IMPRACTICAL UNDER
CERTAIN CIRCUMSTANCES AND EXCEEDS THE STATUTORY

Page 

PURPOSE. ........................................................................................................... 16 

1. Proposed Regulation: §999.305(a)(2); 999.305(c) .................................. 16 

2. Problem with Proposed Regulation: ........................................................ 16 

3. Recommended Change: ........................................................................... 17 

D. ISSUE: ACCESSIBILITY FOR CONSUMERS WITH DISABILITIES
SHOULD BE CLARIFIED TO BE WHEN REQUIRED BY THE

AMERICANS WITH DISABILITIES ACT OF 1990 . ....................................... 17 

1. Proposed Regulation: §999.305(a)(2)(d); see also

§§999.306(a)(2)(d); 999.307(a)(2)(d); 999.308(a)(2)(d) ......................... 17 

2. Problem with Proposed Regulation: ........................................................ 17 

3. Recommended Change: ........................................................................... 17 

E. ISSUE: REGULATION DOES NOT ACCOUNT FOR SCENARIO

WHERE BUSINESS RECEIVES PERSONAL INFORMATION ABOUT
A CONSUMER FROM ANOTHER BUSINESS AND THEN CREATES

ITS OWN DIRECT RELATIONSHIP WITH THE CONSUMER . ................... 17 

1. Proposed Regulation: §999.305 ............................................................... 17 

2. Problem with Proposed Regulation: ........................................................ 17 

3. Recommend Change: ............................................................................... 17 

VIII. SECTION 999.306 NOTICE OF RIGHT TO OPT-OUT OF SALE OF
PERSONAL INFORMATION-CHAMBER PROPOSED CHANGES ......................... 18 

A ISSUE: PROPOSED REGULATION EXCEEDS STATUTORY 
LANGUAGE, LThiHTING BUSINESS ABILITY TO OPERATE, AND 

CREATES UNTENABLE COMPLIANCE OBLIGATIONS . ........................... 18 

1. Proposed Regulation: §999.306; 999.306(a)(l) ....................................... 18 

2. Problem with Proposed Regulation: ........................................................ 18 

3. Recommended Change: ........................................................................... 18 

B. ISSUE: REGULATION IJVIPROPERL Y FORCES BUSINESS TO
MAKE FUTURE REPRESENTATIONS TO CUSTOMERS ............................ 18 

1. Proposed Regulation: §§999.306(d)(l); 999.306(d)(2) ........................... 18 

2. Problem with Proposed Regulation: ........................................................ 18 

3. Recommended Change . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18 

-Vl-

CCPA_ 45DAY _00435 



TABLE OF CONTENTS 

(continued) 

C. ISSUE: REGULATION COMPLICATES OPT-OUT NOTICE AND

Page 

CREATES UNNECESSARY BURDEN FOR BUSINESS ............................... 18 

1. Proposed Regulation: §999.306(d) .......................................................... 18 

2. Problem with Proposed Regulation: ........................................................ 18 

3. Recommended Change: ........................................................................... 19 

IX. SECTION 999.312 METHODS FOR SUBMITTING REQUESTS TO KNOW
AND REQUESTS TO DELETE-CHAMBER PROPOSED CHANGES ...................... 19 

A. ISSUE: MANDATING A THIRD METHOD FOR SUBMITTING

REQUESTS IS UNNECESSARY, POSES SECURITY RISKS, AND
CREATES CONFUSION . ................................................................................... 19 

l. Proposed Regulation: §999.312 ............................................................... 19 

2. Problem with Proposed Regulation: ........................................................ 19 

3. Recommended Change: ........................................................................... 20 

B. ISSUE: REGULATIONS REQUIRE SAJ\tIE RESPONSE

REQUIREMENTS REGARDLESS OF WHAT METHOD WAS USED
TO SUBMIT THE REQUEST . ........................................................................... 20 

l. Proposed Regulation: §999.312(e); 999.313(f) ....................................... 20 

2. Problem with Proposed Regulation: ........................................................ 20 

3. Recommended Change: ........................................................................... 21 

C. ISSUE: MANDATING A TWO-STEP PROCESS DISEMPOWERS THE

CONSUMER. ...................................................................................................... 21 

1. Proposed Regulation: §999.312(d) .......................................................... 21 

2. Problem with Proposed Regulation: ........................................................ 21 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21 

X. SECTION 999.317 TRAINING; RECORD-KEEPING-CHAMBER PROPOSED
CHANGES ....................................................................................................................... 21 

A. ISSUE: RECORD-KEEPING REQUIREMENT DOES NOT ALIGN
WITH PURPOSES OF CCPA. ............................................................................ 21 

l. Proposed Regulation: §999.3 l 7(g) .......................................................... 21 

2. Problem with Proposed Regulation: ........................................................ 21 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21 

XI. SECTION 999.316 REQUESTS TO OPT-IN AFTER OPTING OUT OF THE
SALE OF PERSONAL INFORMATION-CHAMBER PROPOSED CHANGES ........ 22 

-Vll-

CCPA_ 45DAY _00436 



TABLE OF CONTENTS 

(continued) 

A ISSUE: REGULATION'S TWO-STEP PROCESS CREATES 

Page 

UNNECESSARY FRICTION AND CONSUMER CONFUSION . ................... 22 

1. Proposed Regulation: §999.316(a) ........................................................... 22 

2. Problem with Proposed Regulation: ........................................................ 22 

3. Recommended Change: ........................................................................... 22 

XII. SECTION 999.325 VERIFICATION FOR NON-ACCOUNTHOLDERS-
CHAMBER PROPOSED CHANGES ............................................................................ 22 

A ISSUE: SIGNED DECLARATION OF PERJURY REQUIREMENT IS 

UNNECESSARY. ............................................................................................... 22 

1. Proposed Regulation: §999.325(c) ........................................................... 22 

2. Problem with Proposed Regulation: ........................................................ 22 

3. Recommended Change: ........................................................................... 23 

B. ISSUE: REQUIREMENT THAT BUSINESSES PROVIDE TWO TIERS
OF AUTHENTICATION FOR RIGHT TO KNOW REQUESTS IS
OVERLY BURDENSOME AND NOT COMMON PRACTICE. ..................... 23 

1. Proposed Regulation: §999.325 ............................................................... 23 

2. Problem with Proposed Regulation: ........................................................ 23 

3. Recommended Change: ........................................................................... 23 

C. ISSUE: TYPES AND THRESHOLD OF PERSONAL INFORMATION
FOR VERIFIABLE REQUEST MAY LEA VE CONSUMERS
VULNERABLE TO FRAUDULENT REQUESTS ............................................ 23 

1. Proposed Regulation: §999.325(c); 999.325(e); see also 999.323 .......... 23 

2. Problem with Proposed Regulation: ........................................................ 23 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23 

XIII. SECTION 999.308 PRIVACY POLICY-CHAMBER PROPOSED CHANGES ......... 24 

A ISSUE: REQUIREMENT THAT BUSINESS PUBLICLY DESCRIBE 
VERIFICATION PROCESS SHOULD BE ELIMINATED OR 
SATISFIED BY GENERAL DESCRIPTIONS TO MITIGATE 
SECURITY RISKS .............................................................................................. 24 

1. Proposed Regulation: §999.308(b)(l); see also 999.313(a) .................... 24 

2. Problem with Proposed Regulation: ........................................................ 24 

3. Recommended Change: ........................................................................... 24 

-vm-

CCPA_ 45DAY _00437 



TABLE OF CONTENTS 

(continued) 

B. ISSUE: REGULATIONS SHOULD PROVIDE CLARIFICATION
REGARDING THE REQUISITE LEVEL OF DETAIL TO DESIGNATE

Page 

AN AUTHORIZED AGENT TO MAKE CONSUMER REQUESTS . .............. 24 

1. Proposed Regulation: §999.308(b)(5)(a); ................................................ 24 

2. Problem with Proposed Regulation: ........................................................ 24 

3. Recommended Change: ........................................................................... 24 

XIV. SECTION 999.318 REQUESTS TO ACCESS OR DELETE HOUSEHOLD
INFORMATION-CHAMBER PROPOSED CHANGES .............................................. 25 

A ISSUE: PROPOSED REGULATION DOES NOT ADDRESS 
CONCERN THAT HOUSEHOLD INFORMATION COULD BE 

DISCLOSED INCORRECTLY. .......................................................................... 25 

1. Proposed Regulation: §999.318(b) .......................................................... 25 

2. Problem with Proposed Regulation: ........................................................ 25 

3. Recommended Change: ........................................................................... 25 

XV. SECTION 999.323 GENERAL RULES REGARDING VERIFICATION-
CHAMBER PROPOSED CHANGES ............................................................................ 25 

A ISSUE: INCREASED COMPLEXITY FOR VERIFICATION OF 
CONSillvIERS . .................................................................................................... 25 

1. Proposed Regulation: §999.323; 999.323(d) ........................................... 25 

2. Problem with Proposed Regulation: ........................................................ 25 

3. Recommended Change: ........................................................................... 25 

B. ISSUE: REQUIREMENT TO GENERALLY A VOID REQUESTING

ADDITIONAL CONSUMER INFORMATION FOR VERIFICATION IS
COUNTERINTUITIVE TO NEED TO ENSURE VERIFICATION AND

PROTECT CONSUMER SECURITY. ............................................................... 26 

1. Proposed Regulation: §999.323(c) ........................................................... 26 

2. Problem with Proposed Regulation: ........................................................ 26 

3. Recommended Change: ........................................................................... 26 

XVI. SECTION 999.326 AUTHORIZED AGENT-CHAMBER PROPOSED
CHANGES ....................................................................................................................... 26 

A ISSUE: BUSINESSES NEED MORE GUIDANCE REGARDING 

VERIFICATION OF AUTHORIZED AGENTS . ............................................... 26 

1. Proposed Regulation: §999.326 ............................................................... 26 

2. Problem with Proposed Regulation: ........................................................ 26 

-IX-

CCPA_ 45DAY _00438 



TABLE OF CONTENTS 

(continued) 
Page 

3. Recommended Change: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26 

XVII. SECTION 999.336 DISCRIMINATORY PRACTICES-CHAMBER

PROPOSED CHANGES ................................................................................................. 26 

A ISSUE: AMBIGUITY IN PROPOSED REGULATION RELATED TO 

"FINANCIAL INCENTIVE" CREATES CONFUSION CONCERNING 
HOW LOYALTY PROGRAMS WILL OPERATE UNDER THE CCPA. ....... 26 

1. Proposed Regulation: §999.336 ............................................................... 26 

2. Problem with Proposed Regulation: ........................................................ 26 

3. Recommended Changes: .......................................................................... 27 

XVIII. SECTION 999.337 CALCULATING THE VALUE OF CONSUMER DATA-

CHAMBER PROPOSED CHANGES ............................................................................ 27 

A ISSUE: PROPOSED REGULATIONS ARE INCONSISTENT WITH 

STATUTORY LANGUAGE. .............................................................................. 27 

1. Proposed Regulation: §999.337 ............................................................... 27 

2. Problem with Proposed Regulation: ........................................................ 27 

3. Recommend Change: ............................................................................... 27 

XIX. SECTION 999.330 MINORS UNDER 13 YEARS OF AGE-CHAMBER
PROPOSED CHANGES ................................................................................................. 27 

A ISSUE: REGULATIONS SHOULD ALLOW FOR ANY METHOD 
PERMITTED BY COPPA FOR DISCLOSURE . ............................................... 27 

1. Proposed Regulation: §999.330(a) ........................................................... 27 

2. Problem with Proposed Regulation: ........................................................ 27 

3. Recommended Change: ........................................................................... 27 

XX. SECTION 999.331 MINORS 13 TO 16 YEARS OF AGE-CHAMBER

PROPOSED CHANGES ................................................................................................. 28 

A ISSUE: BUSINESSES THAT DO NOT PLAN TO SELL PERSONAL 

INFORMATION OF 13 TO 16 YEARS OLD SHOULD NOT NEED TO 
HA VE AN OPT-IN MECHANISM . ................................................................... 28 

1. Proposed Regulation: §999.331 (a) ........................................................... 28 

2. Problem with Proposed Regulation: ........................................................ 28 

3. Recommended Change: ........................................................................... 28 

-x-

CCPA_ 45DAY _00439 



I. SECTION 999.315 REQUESTS TO OPT-OUT-CHAMBER PROPOSED CHANGES

A ISSUE BUSINESSES NEED THE OPTION NOT TO TREAT BROWSER PLUG-INS OR SETTINGS AS 
OPT-OUT REQUESTS, AND INSTEAD HAVE THE CHOICE TO PROVIDE AN OPT-OUT BUTTON. 

1. Proposed Regulation 999.315(c); 999.315(g)

2. Problem with Proposed Regulation:

a. CalChamber proposes that the AG's Ot1ice defer the browser enabled signal issue until
after the California Privacy Rights Act of 2020 (CPRA) is voted on in November 2020 if
it qualifies. As the CPRA at section 1798.185 provides for rule making at subsection 20-
21, it would represent cost savings to industry and regulators lo undergo this process once
rather than twice in two years.

b. Existing browser signals are not "opt-out of sale" signals. There is also no industry
accepted technical standard regarding opt-out via a browser mechanism. Further, there is
no guarantee that a browser installed opt-out reflects actual consumer choice versus a
technical default.

c. The proposed regulations do not provide sufficient clarity as to what criteria must be
present with respect lo mechanisms developed in the future that may be effectuating a
consumer choice.

d. These types of technology were designed in other contexts and are not aligned with the
CCPA's complex and extremely broad defmitions of"sale" and "personal information."
The CCP A emphasizes consumer choice. Il specifically defines a mechanism, the "Do
Not Sell" button, that businesses must make available to consumers on their Web sites to
exercise their choices. It is not consistent with the statute to create this additional
mechanism, nor is it clear that consumers, who use plug-ins, intend to opt-out of CCPA
sales. Currently, browser-based opt-out technology is not sufficiently interoperable and
developed to ensure that all parties that receive such a signal can operationalize it.

e. A business should not be required to treat these settings as an official CCPA opt-out
request. A business should be able to accept the browser-enabled method or provide the
'Opt-Out Button' and related processes set forth herein as an alternative.

3. Reconunended Change:

a. Revise Section 999.315( c ): "If a business collects personal information from consumers
online, the business shall ggy treat user-enabled privacy controls, such as a browser
plugin or privacy setting or other mechanism, that communicate or signal the consumer's
choice to opt-out of the sale of their personal information as a valid request submitted
pursuant to Civil Code section 1798.120 for that browser or device, or, if known, for the
consumer, provided that the consumer undertakes an affirmative action to opt-out of the
sale of their infonnation. Default opt-outs shall not constitute an affim1ative step to op l
out."

B. ISSUE PROPOSED REGULATIONS GIVE BROWSERS SIGNIFICANT DISCRETION TO EXERCISE
AGAINST BUSINESSES THAT BROWSERS MAY BE IN COMPETT110N WITH AND WHOSE

"SALES" THEY ARE BLOCKING.

1. Proposed Regulation: §999.315(a); 999.315(c)

2. Problem with Proposed Regulation:

a. Regulations describe pemlitting a browser plugin or privacy setting to communicate a
consumer opt-out of the sale of their personal information. Codifying browser-based
signals would give significant power to browsers, who could unilaterally tum on "Do Not
Sell" or even do it selectively for certain companies. In the event a browser-based
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program will be established, to avoid the potential for self-serving implementation by 
browsers/devices, the law should empower the AG/Agency (whichever is in charge) to 
establish a tmifom1 mechanism that browsers/devices would be required lo implement so 
there is a level playing field for businesses and clarity for consumers. 

3. Recommended Change:

a. Revise section 999.315(a): "A business shall provide two or more designated methods for
submitting requests to opt-out, including, at a minimum, an interactive webfonn
accessible via a clear and conspicuous link titled "Do Not Sell My Personal Information,"
or "Do Not Sell My Info," on the business's website or mobile application. Other
acceptable methods for submitting these requests include, but are not limited to, a toll
free phone number, a designated email address, a fom1 submitted in person, a form
submitted through the mail, and user-enabled privacy controls, such as a browser plugin
or privacy setting or other mechanism, that communicate or signal the consumer's choice
to opt-out of the sale of their personal information. The requirements and specifications
for the opt-out preference signal should be updated from time to time to reflect the means
by which consumers interact with businesses, and should: (i) ensure that the manufacturer
of a platform or browser or device that sends the opt-out preference signal cannot unfairly
disadvantage another business: (ii) ensure that the opl-oul preference signal is consumer
friendly, clearly described, and easv to use bv an average consumer, and does not require
that the consumer provide additional information beyond what is necessary; (iii) clearly
represent a consumer's intent and be free of defaults constraining or presupposing such
intent; and (iv) ensure that the opt-out preference signal does not conflict with other
commonly-used privacy settings or tools that consumers mav emplov."

C. ISSUE: PROPOSED REGULATION'S REQUIREMENT TO SHARE OPT-OUT REQUESTS WITI-I 
11-IIRD PARTIES EXCEEDS STATIJTORY REQU1REMENTS.

1. Proposed Regulation: §999.315([)

2. Problem with Proposed Regulation:

a. Under section 999.3 l 5(f), a business shall notify all third parties to whom it has sold the
personal information of the consumer within 90 days prior to the business's receipt of the
request and notify the consumer when this has been completed. Under the CCP A, there
is no requirement for the sharing of a consumer requests outside of a service provider
relationship in the context of deletion. 1798.105( c ). The provision would likely result in
a burdensome obligation to monitor and track the performance of a third party's
compliance, with no additional benefit to the consumer. A requirement to share opt-out
requests with third parties is outside the scope of the CCPA. Also, this would be
impossible for a business to do if the browser controls opt-out from sale and the option
remains part of the regulatory framework.

b. 111e CCP A does not address how a business that collects data from another business can
provide the required consumer disclosure at the point of collection. The draft regulations
allow either ( 1) contacting the consumer directly or (2) contact the source of the personal
infonnation to confirm notice was provided and obtain a signed attestation with an
example of the notice from the source. The draft regulations go beyond a signed
attestation or contractual assurances to require a description and example of the notice at
collection and require the business to provide a copy of the attestation to the consumer
upon request. The obligation presumes that a data user has proximity to the original
collector. 1ne A G's statement of reasons suggests that this additional information would
provide additional consumer protections by providing internal checks. However, the
requirement would result in a burdensome and expensive process and require an
organization to manage the CCPA compliance obligations of first-party collection,
despite these obligations already required by law.

c. A consumer exercising its right to know will also receive a description of the categories
of business in which its personal infomiation is sold. 1his list should be a roadmap for
the consumer to exercise its rights with each individual business. A consumer may not

- 2 -
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wani each business to be opted-out of ilie sale of it.s personal inforrualion and this 
provision would make it mandatory . 

3. Recommended Change:

a. Strike section 999 .315( t).

b. If this provision remains, there should be alternative options such as allowing the
purchaser to deidentify or aggregate lhe data or continue selling U1e personal infonnation
for purposes exempt under CCP A

D. CSSUE: VERffICAITON OR AUTIIBN11CATCON OF CONSUMERS SUBMJ
T

rlNG OPT-OUT 
REQUESTS SHOULD NOT BE PREVENTED OR LIMITED.

L Proposed Regulation: §999315(h)

2.. Problem ,,�th Proposed Regillation:

a. The restriction on verifying opl-oul requests may be appropriate for advertising or
marketing uses, but the CCPA opt-out rights extend to data sales that are actually fraud
prevention or identity authentication services thal arc vital to protect consumers. Lt puts
consumers at risk to limit the ability to "verify" or authenticate such reque!.ts because U1at
will allow criminals to opt their planned victims out of data services designed to -protect
lliose consumers. For further discussion of lliis issue, see "'GDP.Arrrr: Using Privacy
I .aws to Steal Jdentitie�," a study done under the GDPR, warning of identity theft issues
for u11vcrilicd reque;,ts for data. hltps://i. blackhat.com/USA-19!1'hur.,day/us-19-l'avur
GDP J\rmT-Using,-Privac,· -Laws-To-Steal ,I dentities-.wp. pdf,

b. Nol requiring verification means that U1c wTong constuner could be opted-out.

3. Recommended Change:

a. Revise sec.I.ion 999.315(h): 'A request to opt-oul need not be a verifiable consumer
request. lf a business, however. c.annol verifv the identity of a person making a request
concerning. personal information sold for purposes other than advertising or marketin2.
has a g00d faith, £0aso.aable,.ancl clocWRSBI.Gd belief that a reqae.,;tto opt m1t is
·ffi.!llciH.l0J,1t, the business may deny the request. Th@ b11£iness and shall infonn the
requestor that their identity cannot be verified. fectuestieg party it will not G0.lli[*)' wil:h
tl:I@ R*l:ll@st aRci shall provid@aR @,q:>laRatian of why it behe�·@s th@rn(}11estis fi:auci11.l@at.'·

E. ISSUE: RESPONSE TO REQUEST TO OPT-OUT ONLY SHOULD APPLY TO BUSINESS l1iA T SELL 
PERSONAL INFORMATION AND MORE TIME TO RESPOND TS NECESSARY.

I, Proposed Regulalion: §§999.3L5(d); 999,31S(e)

2. Problem wiU1 Proposed Regulation:

a. Businesses need clarity that this section does not apply if the business cloes not sell
information.

3. Recommended Change:

a. Revise section 999.315(d): "In responding lo a request to opt-out, a business lhal sells
personal informatioh may present U1e consumer witl1 the cl1oice to opt-out or sales of
certain categories of personal information as long as a global option to opt-out of the sale
of all personal information is more prominently presented tl1an the other choices."

b. Revise section 999.31 S(e) from 15 to 30 days to act upon a request.

- 3 -
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II. SECTION 999.307 NOTICE OF FINANCIAL INCENTIVE-CHAMBER PROPOSED CHANGES

A ISSUE DATA DOES NOT HA VE INDEPENDENT VALUE.

1. Proposed Regulation: §999.307; 999.337

2. Problem with Proposed Regulation:

a. Data does not have independent, objective value: It is more accurate to think of data as a
raw material like flour, where the thing that creates the value in a pastry is the expertise
and work of the baker. The perceived value of data is subjective and always in flux.

b. Data enables ads-based services to provide the core of the service itsel( which is
personalized content. The reason certain businesses can offor their services for free isn't
that they're being compensated with people's data. Il is that they make money by selling
ads: these businesses sell advertisers the opportunity to present their messages to people.
And advertisers pay the businesses based on objective metrics such as the number of
people who see their ads or the number of people who click on their ads.

c. However, the free, ad-supported model is also used by newspapers, blogs, professional
associations, and services that people find really useful (like online surveys, EventBrite,
trip planning apps ).

3. Recommended Change:

a. Remove any requirements for providing an estimate of the value of consumer data in
Section 999.307(b )(5): "[ a]n explanation of why the financial incentive or price or
service difference is permitted under the CCPA, incbding: a good faith estimate of the
value of the consumer's data that forms the basis for offering the financial incentive or
price or service difference; and a description of the method the business used to calcc:late
the value of the consamer's data."

b. Also strike Section 999.337, which describes the methods in calculating the value of
consumer data.

B. ISSUE: REGULATION CREA TES ONEROUS DISCLOSURE REQUIREMENTS.

1. Proposed Regulation: §999.307(a); 999.307(a)(3); 999.307(b)(2); 999.307(b)(5)

2. Problem with Proposed Regulation:

a. Regulation's disclosure requirements are onerous.

b. Requirement to disclose the value and the methodology goes beyond the statutory
language of the CCP A

3. Recommended Change:

a. Reduce the information required to be disclosed.

b. Is Section 999.307 intended to only apply ( 1) where consumers receive a financial
incentive or price or service difference in connection with exercise of their rights of
access, deletion and opt-out of sale under CCPA or (2) to any financial incentive or price
or service difference offered by businesses in com1ection with simply the collection of
personal information? If (1 ), recommend clarifying regulation Section 999 .307 to make
clearer that making a financial incentive or offering differing services or prices siruply by
collecting personal data is not within scope of requiring notice of financial incentive.

- 4 -
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• "(a) Purpose and General Principles ( l )  The purpose of the notice of financial
incentive is to explain to the consumer each financial incentive or price or 
service difference a business may offer in exchange for the retention or sale of
a consumer's personal information so that the consumer may make an
informed decision on whether lo participate. A financial incentive or price or
service difference offered in connection with onlv collecting personal data but 
unrelated to a consumer's exercise of rights under CCP A does not require a
notice of financial incentive .. ,

c. Deleting certain sections requiring detailed infomiation would make it more likely that
companies can succinctly describe financial incentives and differences in price and
service in their online Privacy Notices, which is permitted under Section 999.307(a)(3).

d. Delete portion of Section 999.307(b )(2) requiring businesses to point out specific
categories of personal information that are implicated, as requiring such a specific
disclosure could make it much more difficult for companies to direct customers to online
Privacy Notices.

• "A description of the material terms of the financial incentive or price of
service difference, incbding th@ categories of personal infonnation that are
inlplicated by th@ financial inc@ntiv@ or prirn or stlfvirn diff@rnnrn;"

e. Delete Section 999.307(b )(5): This data is likely to be proprietary information of
companies.

• ";\n explanation of\vhy th@ financial inc@ntiv@ or price or StlfYic@ diffurnnrn is
p@mlitt@d under th@ CCPA, including: a./', good faith @stin1at@ ofth@ val-u@ of
th@ consunier's data that fom1s th@ basis for offering th@ financial incootiv@ or
price or StlfYic@ diffurunrn; and b. /', description ofth@ method th@ business
us@d to calcc:late th@ value ofth@ comrumtlf's data."

III. SECTION 999.313 RESPONDING TO REQUESTS TO KNOW AND REQUESTS TO DELETE-CHAMBER
PROPOSED CHANGES

A. ISSUE: UNVERIFIABLE REQUESTS TO DELETE SHOULD NOT BE REQUIRED TO BE TREATED
AS OPT-OUTS BECAUSE IT CHANGES THE CONSUMER'S TNTENT, INCREASES COSTS, AND
EXACERBATES DIFFICULTIES WITH DELETING DATA FROM ARCHIVES OR BACKUPS.

1. Proposed Regulation: §999.313(d)

2. Problem with Proposed Regulation:

a. Conunon names, even shared birth dates, occur with great frequency. If a requestor
cannot be verified, but they were seeking deletion, then this provision would change the
intent of the request. Further, what if tl1e consumer was enjoying a discount for the sale
of their data but lost it because of an unverified request to delete? Al the very least, there
should be some back and forth contemplated in the regulation with the consumer so that a
consumer is not negatively affected.

b. Businesses should act upon requests when a consun1er expresses a clear preference, and
the regulations should nol presuppose consumers' wishes by treating an tmverified delete
request as a Do Not Sell preference. The CCPA provides consumers with several
distinguishable rights that a consumer can choose to exercise. Requiring businesses to
conflate consumer rights requests elin1inates consumer choice, may be confusing for
consumers, and is not supported by the CCP A

c. Tb.is is not a reasonable approach and is out of sync with the conunercial use of data
today. It would be very difficult to execute as there may be reasons to access a backup or 
archived system that would not require deletion. It is inherently challenging to delete
data from archives or backups. In large organizations it may be difficult to determine

- 5 -

CCPA_ 45DAY _00444 

schesss
Line

schesss
Typewritten Text
W69-8cont

schesss
Line

schesss
Typewritten Text
W69-9



when "the archived or bac.kup system is ne.xl accessed or used" considering multiple 
users and departments. 

d. If a consumer submits a CCP A rcquesl using the wrong method, a business musl either
treat it as being correctly submil1ed and respond or inform tl1e consumer how tl1ey can
properly submit request. U1ereby increasing mailing. costs. The requimneut to confirm
receipt of request wiU1i11 IO days also increases ma] ling costs,

e. Under Sections 999.313(dXl ) and 999.313(d)(6)(a), if a business crumol identify identity
for purposes of deletion, h,,w cru, it effectuate ru1 opt-our? This may be feasible for
online identifiers-where you can simply opt out on an identifier basis, rather than delete.
Bulin U1e nou-idenliCier cont.ext lhis would not be feasible. l n  addition.. this en lire
requirement mns counter to the ve.ri fication requirements in the regulations.

f A request to know, under Section 999.30 l(n), includes any or all of a number of 
elements. However, in responding to a request to know under Section 999.313(c)( 10) the 
regulations call for all four types of data categories to be displayed. 

g. Section 999.313( dX3) permits a busine:,;s to delay deleting cohswner data stored on a
back-up or archived system, but only until the archived or backup system is "next
accessed or used ... l11is is vague and ambiguous and igi10res U1e reality of how
businesses keep data. Tf a business accesses a backup system for security or integrity
verification purposes, for example, does lliat couni as accessing consumer data that migbl
be stored in another database on the backup system such that the consumer data then has
to be retrieved and deleted even if no longer accessed or used?

h. Unless antl until a company can extract personal infonnation of restored data on a back
up drive on a per individual basis, U1e uompany should be allowed to develop systems
and safeguards to ensure U1at any such personal infom1ation is not restMcd into active
systems where it could be accessed or usetl in any manner.

i. Compliance in the context of U1ese teclmical limitations would necessarily require the
destruction of data critical lo the fundamental µurpose of the backup S)'!.tem, i.e. business
continuity. This is especially conccmiug in a time of climatological change in Califomia
where increased threats offire, cyclones, and earthquakes are already testing and
compromising business operations and systems integrity. The need for increased
vigilance and protection for bacJ...'l.1p systems, data, and controls should be recognized or
at least, evaluated in this contex1.

J. Unverifiable requests pose additional security risks. 17or further discussion, sec
"GDPJ\rrrr: Using Privacy Laws to Steal Identities," a study done w1det the GDPR,
warning of identity lhell issues for unverified requests for data.
https://i.blackhaLcom/USA-19n1nn"l><lav/us-19-Pavur-GDP /\rrrrr-Using-Pnvacv-T ,aws
To-Steal-Ideoltties-wp. pdf.

3. Recommended Change:

a. Priori1y recommeuclatioo would be to strike lb.is provision entirely 1101ing there are
separate requests for separate reasons.

b. An alternative recommendation would be instead to foe.us on a process for making an
unvcriCiable request lo delete become a verified request to delete .

.:. Revise Section 999.3 I 3(d)(3 ): "ff a b�iness stores any personal infonnation on archived 
or backup systems, it may delay compliance with the consumer's request. to delete. with 
respect t.o data stored on the archived or backup system, until the data on the archived or 
backup system is next accessed or used.·· 

d. Change "and" to "or, as reque.sled by the consumer" in Section 999.313(c){I 0).

- 6 -
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B. ISSUE: ENSURE BUSINESSES HA VE ENOUGH TIME AND FLEXIBILITY TO RESPOND TO
REQUESTS UNDER STATUTORY TIMEFRAME.

1. Proposed Regulation §999.313(a); 999.313(b)

2. Problem with Proposed Regulation:

a. Tb.e 45-day period for responding to consumer requests should begin to run once the
request has been verified ( § 999 .3 l 3(b) ). The proposed regulations recognize businesses'
responsibility to verity requests properly, a task that may take days or weeks to complete
and is reliant upon a consumer's collaboration in providing accurate infonnation in a
timely manner. After a request is verified, a company must then find the information that
it holds on a consumer-information which may be kept in separate databases-and
convert it into a fonn which can be delivered to the consumer. If receipt of the request
initiates the 45-day period, businesses will be incentivized to rush through one of these
processes, which does not serve the consumer.

b. Tb.e proposal specifically states that the 45-day time limit applies, "regardless of time
required to verify the request." This could lead to a situation where a business is out of
compliance because a consumer has failed to respond to a verification request. It should
be revised lo delete the time a consumer takes to respond.

3. Reconnnended Change:

a. Il is likely that in the months after the CCP A takes effect, businesses will receive a flood
of consumer requests. The AG should incentivize businesses to handle these requests
responsibly and efficiently.

b. Revise Section 999.313(a): "Upon receiving a request to know or a request to delete, a
business shall confinn receipt of the request. through either mail. email. or another
notification method, within 10 days and provide information about how the business will
process the request. The information provided shall describe the business's verification
process and when the consumer should expect a response, except in instances where the
business has already granted or denied the request."

c. Revise Section 999.313(b): "Businesses shall respond to complete requests to lmow and
requests to delete within 45 days. The 45-day period will begin on the day that the
business receives the request, rngardl@ss oftim@ rnq-uirnd to v@rif,1 th@ rnq-u@st unless the
request is incomplete, or, unless the request is incomplete, or the consumer fails to
provide infommtion necessary to verifv the request. If necessary, businesses may take up
to an additional 45 days to respond to the consumer's request, for a maximum total of 90
days from the day the request is received, provided that the business provides the
consumer with notice and an explanation of the reason that the business will take more
than 4 5 days to respond to the request."

d. Businesses should have option for confirmation of request using the same method as the
request was submitted, unless the consumer clearly indicates an alternative means of
communication in the initial request.

C. ISSUE PROPOSED REGULATION REQ1J1REMENTS HEIGHTEN BURDENS ON BUSINESS AND
EXCEED STATUTORY LANGUAGE.

1. Proposed Regulation: §999.313

2. Problem with Proposed Regulation:

a. Sec lion 999.313( a)-( c) creates substantial additional burdens on lop of already
burdensome "right to lmow" requirements included in CCP A and GDPR, by requiring
companies to produce a second set of responses in addition to the specific pieces of
information retained about the customer-namely, customized metadata regarding the
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information collected for each customer, categorized in a complicated manner outlined by 
the statute. 

b. Clarify that businesses do not need to provide categories of personal information if 
already providing specific information; remove requirements to provide infonnation
about each category of personal information; confirm that language used in statute is
sut1iciently meaningfol for consumers; permit generic disclosures in the privacy notice in
cases where response is accurate for most or substantially all consumers.

c. The draft regulations suggest that businesses must provide the categories of sources of
information, uses of information, categories of third parties to which information is 
disclosed or sold, and the purposes of such disclosures or sales for each category of
personal infomiation that it collects. These requirements require disclosures beyond what
the statute requires, as the statute does not require such disclosure for each category of
infonnation.

3. Reconnnended Change:

a. Align language with statute.

b. A revision to Section 999.313( c )(9) expanding the circumstances in which a company
could rely on a generic articulation of categories in the Privacy Notice, as opposed to a
customer-specific feed. For example, the regulation could be broadened lo clarify that
we may refer to our privacy policy when our response would be the same for
"substantially all" or "most" consumers.

c. A revision to Section 999.313( c )(10) that would not require the additional pieces of
infonnation listed there ( categories of sources, business purpose, categories of parties to
whom disclosed/sold and why) to be broken out for each category of information

collected.

d. A revision to Section 999.313(c )(11) clarifying that use of the language specifically
enumerated in either the statute or the regulation "provides consumers a meaningful
understanding of the categories listed."

e. A revision to Section 999.313(c) to add new Section 999.312(c )(12) that would clarify
that a company need not additionally fulfill a request to provide categories of
information collected if it is also providing specific pieces of information. (Perhaps this
could be tirue-bound to make it more palatable?).

f. A revision to Section 999.313(c) to add new Section 999.312(c )( 13) that would clarify a
business shall identify the personal information responsive to a request to know by
conducting a commercially reasonable search of its records.

D. ISSUE REGULA110N SHOULD CLARIFY THAT A BUSINESS'S OBLIGATION TO COMPLY WITH
A CONSUMER REQUEST IS LIMITED TO ITS ABILITY TO IDENTIFY RESPONSIVE MATERIALS
USING COMMERCIALLY REASONABLE EFFORTS.

1. Proposed Regulation §999.313(c); 999.313(d)

2. Problem with Proposed Regulation:

a. Regulation should address the level of diligence a business must use when complying
with consumer requests lo know or delete. The regulation does not address whether a
business that engages in a good-faith, commercially reasonable and diligent search of its 
records, could be found non-compliant in the event it fails to identify a record containing
personal information pertaining to a request. Without a specified standard, a business
could spare no expense to comply, engaging an army of people to scour every record that
the business holds manually for potential matches. Such a process would not be 
commercially reasonable or worthwhile to California consumers, as it would force
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businesses to raise prices to cover the costs of searching. Analogous frameworks in 
which large volumes of information are requested from businesses with widespread 
records provide standards. For example, both the California and Federal Rules of Civil 
Procedure allow parties to consider the burden and expense associated with discovery 
requests. 

3. Recommended Change:

a. Add language, consistent with the statute (1798.145), to new subsections 999.313( c )(13)
and 999.313(d)(8): "A business shall identifv the personal information responsive to a
request bv conducting a corrunercially reasonable search of its records for documents that
are responsive, considering the sensitivitv of the personal infom1ation the business holds
and the expense of compliance. A business does not violate the CCP A when, it conducts
a commercially reasonable search of its records in good faith but fails to identify a
responsive record."

E. ISSUE: REGULATION SHOULD CONSIDER HOW RESPONDING TO REQUESTS COULD
JEOPARDIZE OTHER CUSTOMERS' SECURITY AS WELL.

1. Proposed Regulation §999.313(c )(3); see also 999.313( d); 999.323

2. Problem with Proposed Regulation:

a. Regulation should reference security risks to personal infomiation of other consumers as
well. Businesses are concerned that the CCP A's requirement lo provide certain specific
pieces of personal infommtion to consumers will create a risk of identity theft by
malefactors. The prohibition on disclosing sensitive personal data elements to consumers
represents good security practice. Additionally, the balancing lesls laid out in the
proposed regulations are helpful clarifications that businesses must weigh the benefit to
the consumer of receiving specific pieces of personal information with the risk of
facilitating improper disclosure of such infommtion.

b. We welcome the fact that de-identification of personal information serves as an
acceptable method of deletion. This provisions similarly strikes the proper balance
between consumers' rights and the interests of businesses and the public in analyzing
data that presents little risk to consumer privacy.

3. Recommended Change:

a. Revise Section 999 .313( c )(3) language to: "substantial, articulable, and unreasonable risk
to the security oflhat personal infommtion, the consumer's or another consumer's
account with the business, or the security of the business's systems or networks."

F. ISSUE REGULATION DOES NOT ADDRESS REQUESTS SEEKING PORTABILITY OF
INFORMA110N WHERE DISCLOSURE OF CONSUMER'S PERSONAL INFORMATION IS
NECESSARY TO SUPPORT PORTABILITY.

1. Proposed Regulation: §999.313(c)(4)

2. Problem with Proposed Regulation:

a. The language does not address requests seeking portability of information where such
identifiers enumerated in Section 999.313(c )(4) are necessary to support portability.

3. Recommended Change:

a. Revise Section 999.313(c )( 4): "A business shall not at any time disclose a consumer's
Social Security number, driver's license number or other government-issued
identification number, financial account number, any health insurance or medical
identification number, an account password, or security questions and answers. This
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subsection does not applv to requests seeking portabilitv of information where such 
identifiers enumerated in Section 999.3 l 3(c)(4) are necessary to support portability. 

G. ISSUE N011FYING CONSUMER OF REASON FOR REQUEST DENIAL MAY INTERFERE WITH 
LAW ENFORCEMENT INVESTIGATION, HINDER BUSINESS OPERATIONS, AND IS CONTRARY 
TO THE PURPOSE OF AN EXEMPTION. 

1. Proposed Regulation: §999.313(c)(5) 

2. Problem with Proposed Regulation: 

a. Section 999.313( c )(5) requires that if an access request is denied because of federal or 
state law, or because of an exception to the CCPA, the consumer must be notified of the 
reason why. Under certain circumstances, this could interfere with an active law 
enforcement investigation, or it could result in the disclosure of information that may 
interfere with a business's operations or the rights of others. 

b. Under Section 999.313( c )(5), if a business denies a consumer's verified request to know 
specific pieces ofpersonal information because of an exemption to the CCPA, the 
business must inform the requestor of the basis for the denial. This section would require 
a business to inform a consumer that it holds data subject to an exemption under the 
CCPA and undermines the purpose of an exemption from the obligations under the law. 
By providing data exemptions under the CCPA, the provision could require new tracking 
mechanisms to understand if an organization has exempted data about a consumer that 
could be included in disclosures. 

3. Recommended Change: 

a. Limit the disclosure regarding request denial. 

b. Modify language so that if a company includes the CCP A exemptions in their privacy 
policy, they can just point consumers to those exemptions on their privacy policy and 
note that they are not responding because of an exemption listed in the privacy policy per 
the CCPA. 

c. Revise Section 999.313( c )(5): "If a business denies a consumer's verified request to 
know specific pieces ofpersonal information, in whole or in part, because of a conflict 
with federal or state law, or an exception pursuant to the CCP A, the business shall inform 
the requestor and explain the basis for its denial, provided however that a business shall 
be deemed to be in compliance with the requirement if bases for denial are set forth in its 
privacy policy and the business refers the consumer to its privacv policy. If the request is 
denied only in part, the business shall disclose the other information sought by the 
consurner." 

H. ISSUE INDIVIDUALIZED RESPONSES TO CATEGORIES OF SOURCES OR 11IIRD PARTIES IS 
TOO BURDENSOME FOR BUSINESSES. 

1. ProposedRegulation §999.313(c)(9)-(10) 

2. Problem with Proposed Regulation: 

a. Sections 999.313( c )(9)-(10) require a business to provide an "individualized response" as 
to categories ofpersonal infomiation, sources, and third parties to whom data is sold, 
rather than reporting the business's general business practices and categories. This will 
require businesses to provide for each category of information applicable to a consumer: 
(a) Tb.e categories of sources from which the personal information was collected; (b) The 
business or commercial purpose for which it collected the personal infonnation; ( c) The 
categories of third parties to whom the business sold or disclosed the category ofpersonal 
infonnation for a business purpose; and ( d) The business or commercial purpose for 
which it sold or disclosed the category ofpersonal infomiation. Companies do not track 
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personal information elements in this manner and this requirement will burden companies 
significantly to comply with new requirements that at best will provide consumers with 
marginal incremental general information about their personal infom1ation and its use. 

3. Recommended Change:

a. Remove language in Sections 999.313( c )(9)-(10) that require detailed disclosures for
each category of personal information.

b. Remove the requirement that disclosures include reference to all elements of Section
999.313( c )(10), as the CCPA via sections 1798.100; 1798.110; and 1798.115, pemlit
consumers to request to know about different types of practices in differing level of
detail.

IV. SECTION 999.314 SERVICE PROVIDERS-CHAMBER PROPOSED CHANGES

A ISSUE PROPOSED REGULATIONS' LIMITATIONS ON SERVICE PROVIDERS' PERMISSIBLE 
USES OF DATA CONTRADICTS THE STATUTORY DEFINITION OF "BUSINESS PURPOSE" AND 
"SERVICE PROVIDER." 

1. Proposed Regulation: §999.314(c)

2. Problems with Proposed Regulation:

a. Because the service provider's business purposes may include using personal information
for the benefit of one business in a way that might also benefit other businesses, the
CCP A statute is best interpreted to permit the service provider to use the personal
information that it receives for business purposes that imght provide a benefit to other of
its business partners, as long as such use is permitted tmder the written agreement
between the business and the service provider and otherwise consistent with the CCPA.
In many circumstances, this information would be considered aggregate insights or
information that is not personally identifiable, but here, as in other sections, the overly
broad definition of personal information threatens an ordinary business practice that
presents little risk lo consumers.

b. Section 999.314( c) would severely limit the ability of service providers to improve and
build services that can be used to process personal infommtion. In many cases, service
providers that process personal information may make improvements to their services in
connection with the personal infonnation in a way that does not identify, target, or
otherwise impact any consumer or household-for example, an in1provement in handling
technical aspects of data. The language would restrict this kind of improvement as it
could be interpreted to not allow improvements to be used for any other customer, thus
liimting service innovation or improvement by service providers. Service providers that
have permission from an entity to use provided information to improve their services
should be able to do so as long as the improvement and use does not result in the
disclosure of that information to a third party. The texi of the statute explicitly permits
disclosures to "service providers" for a broad list of enumerated "business purposes"
defined under the statute. T mportantly, the statute defines "business purpose" to include
both a business's or a service provider's operational purposes or other notified purposes.
The statutory text also permits a service provider to use the personal information it
receives from one business for such business purposes of both that business and the
service provider where the use is authorized as part of the contracted-for "services"
provided to the business or as otherwise permitted by the Act.

c. The plain text of the section appears to prohibit service providers from using the personal
infonnation they receive from one entity to provide services to another person or entity,
unless such services are necessary for detecting security incidents or preventing fraud or
other illegal activity. 111e draft regulations improperly focus solely on the business
purpose oflhe business and ignore the fact that the statutory definition of"business
purpose" also includes the use of personal infommtion for the "service provider's
operational purposes or other notified purposes."
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d. The activities included iu the list of business purposes (such as "perfom1ing services on 
behalf of the busiuess or service provider, iucludiug providiug advertising or marketing
services, providiug analytic services, or providing similar services on behalf of the
business or service provider") require the combination and use of personal infommtion
received from and for the benefit of multiple busiuesses.

e. As such, focusing solely on the busiuess purposes of the business, as the proposed
regulations do, would both render the bolded language surplusage, contrary lo well
established canons of statutory iuterpretation, as well as potentially render iu1permissible
a number of the activities explicitly included on the list of pennissible business purposes.

f. Combiniug the data with other personal iufonnation to further the purposes of the
services being provided should be permitted, especially when the services are to further
deidentify or aggregate the personal infomiation. Combiniug personal iuformation from
multiple busiuesses as a service provider for each busiuess for purposes of aggregating
the data should not be considered a "sale."

g. The language in Section 999.314( c) is wTitten very broadly and could be interpreted to 
not allow certain internal operations for the service provider that might require the 
combining of data, including improving the quality of the service providers services that
it provides for busiuesses generally. To that end, the text should be modified as indicated.

3. Recommended Change:

a. Modify language:

• "( c) A service provider shall nol use personal iufommtion received either
from a person or entity it services or from a consumer's direct iuteraction with
the service provider, without the agreement of such person, entity, or
consumer, for the purpose of providiug services that result iu the sale of a
consumer's personal information to a third party to another person or entity.
A service provider may, however, combine personal information received
from one or more entities to which it is a service provider, on behalf of &c:ch
businesses iu order to provide the services specified in a contract with a
business, or to the extent necessary to detect data security incidents, or protect
against fraudulent or illegal activity."

b. Revise use limitations to (I) permit service providers to use personal information for the
benefit of all customers with the pennission of the person, entity, or consumer from
whom the service provider received the personal iuformation; or (2) reduce the limitation
to apply only to providiug services that result in the disclosure of a consumer's personal
iufonnation to a third party.

B. ISSUE: PROPOSED REGULATION CREA TES ADDITIONAL BURDENS FOR BUSINESS 1HA T
EXCEED STA TIJTORY LANGUAGE.

1. Proposed Regulation: §999.314(d)

2. Problem with Proposed Regulation:

a. This is difficult to manage since many businesses act as a service provider, while also
collectiug additional personal iuformation for their own busiuess purposes ( as is noted
above in Section 999.314( c )). If a busiuess receives a "request to know" from a
consumer, the busiuess should be able to focus only on the personal iuformation collected
by that business and not the personal information it is maintaiuing for a different business
when acting as a service provider. In addition, many service provider relationships are
confidential and proprietary to the business engaging the service provider. Disclosiug the
nan1e of the business engaging the service provider could violate those restrictions while
also sharing competitive information publicly.
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b. Section 999.314( d) requires that a service provider that receives but "does not comply"
with a consumer's request to know or delete must inform the consumer of the reason for
the denial, explain that the consumer should submit the request directly to the business,
and, when feasible, provide the contact information for the business. This requirement
creates new obligations for service providers beyond the statutory text because service
providers do not have an obligation to comply with such deletion requests.

3. Recommended Change:

a. Revise Section 999.314(d): "If a service provider receives a request to know or a request
to delete from a consumer regarding personal infomiation that the service provider
collects, maintains, or sells on behalf of the business it services, and does not comply
with the request, it shall explain the basis for the denial. Ifa S@fYirn provid@r rnc@iv@s a
requ@st to know or a rnqu@st to dd€t.€ tram a consum@f rngarding p@fsonal information
that th@ S@fYic@ provid@r colfocts, maintains, or s@lls on bcltalf of th€ busin@ss il S@fViC€s,
and do@s not comply with th@ req:.:@tlt, it shall @.plain th@ basis for th@ d@nial."

V. SECTION 999.301 DEFINITIONS-CHAMBER PROPOSED CHANGES

A ISSUE: DEFINI110N OF RIGHT TO KNOW CONFLICTS WITH REQUIREMENTS FOR HOW TO 
RESPOND TO RIGHT TO KNOW. 

1. Proposed Regulation: §§999.301(11); 999.313(c)( l0)

2. Problem with Proposed Regulation:

a. The definition of right to know under Section 999.30l(n) says a consumer has a right to
"any or all" of the following categories of personal information. However, Section
999.313(c)(l0), instructing businesses how to respond to requests to know, uses the
conjtmctive "and"-not "and/or"-for the categories of infonnation a business must
disclose in response to a consumer request. Thus, under Section 999.313, a business is
required to disclose all enumerated categories, even if consumer only makes a limited
request.

3. Recommended Change:

a. Correct the wording in Section 999.313( c )(10) to say "and/or as requested bv the
consmner."

B. ISSUE DEFINITION OF RIGHT TO KNOW CREATES INFEASIBLE REQUIREMENTS FOR
RESPONDING TO INDIVIDUAL CONSUMER REQUESTS.

1. Proposed Regulation: §999.30l (n).

2. Problem with Proposed Regulation:

a. This definition is perceived as the most concerning. It lumps one request into different
categories, sources, and a variety of different requests. It would be preferred if each
subsection (1) through (6) were separately defmed. Subsections (2) through (6) should be
addressed through a notice so it is standardized across the board for all consumers. It is
not feasible or scalable to provide the customized set of categories to each individual
consumer.

3. Recommended Change:

a. The "Request to know" should be linked only to subsection (l ).
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C. 11-lE SCOPE OF THE DEFINITION OF "PRICE OR SERVICE DIFFERENCE" COULD PREVENT
BUSINESS WITH SERVICE PROVIDERS.

1 .  Proposed Regulation: §999.301(1)

2. Problem with Proposed Regulation:

a. Regarding the definition of"Price or service difference," there is a concern that if a
broker or provider ( as a business partner) opts-out of the sale of personal infom1ation,
this could unknowingly to the business partners) serve to prevent their continued business
with a business.

3. Recommended Change:

a. Revise Section 999.301(1) to include language that "If an individual working for a broker
or provider as a business partner opts-out of the sale of personal information this will not
prevent the continued relationship with a business."

D. ISSUE: DEFINI110N OF "AFFIRMATIVE AlrnIORIZATION" REQUIREMENT FOR 1WO-STEP
PROCESS TO OPT-IN IS OVERLY BURDENSOME FOR CONSUMERS AND BUSINESS.

1 .  Proposed Regulation: §999.30 l(a)

2. Problem with Proposed Regulation:

a. For consumers 1 3  years and older, Section 999.30l(a) mandates a two-step process
whereby the consumer shall first, clearly request to opt-in and then second. separately
confirm their choice to opt-in. Mandating a two-step process can be cumbersome and
disruptive for consumers and overly prescriptive for businesses. Tt can prevent
businesses from developing irmovative consent flows based on extensive UX/UI
research.

3. Recommended Change:

a. Strike the language in section 999.301 (a) mandating a two-step process.

E. ISSUE PROPOSED REGULATIONS NEED TO PROVIDE CLARIFICATION REGARDING
DEFINITION OF DIRECT NOTICE TO CONSUMERS.

1 .  Proposed Regulation §999.301; see also §§999.305(a)(3); 999.305(d)( l ); 999.306(d)(2) 

2. Problem with Proposed Regulation:

a. 111ere is a lack of clarity as to direct notification under the regulations. Providing a
definition of"directly notify" would provide certainly as well as coordination across all
the rules that require some sort of direct notice to consumers.

3. Recommended Change:

a. Add a new subsection 999.30l(g) : "Directly Notify" means contacting the consumer
direcllv with the required information, provided, however, that a business will have been
deemed to directly notify a consumer of changes to its policies and practices if the
notification is published and made available on its website for a sufficient period of time
or other standard method of providing privacy policies and notices to consumers.·· 
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VI. SECTION 999.300 TITI,E AND SCOPE-CHAMBER PROPOSED CHANGES

A ISSUE THE REGULATIONS SHOULD CLARIFY THE CCPA'S JURISDICTIONAL SCOPE AND 
EFFECTIVE DATE. 

1. Proposed Regulation: §999.300

2. Problem with Proposed Regulation:

a. 111e CCPA's broad definition of business suggests that a non-U.S. business that
incidentally collects the personal infonnation of a single California resident should
comply with all of its requirements. This could sweep in a large number of entities over
whom California would nol nonnally have jurisdiction.

b. The effective date of enforcement should be delayed until January 1, 2021 lo allow
companies time to comply with the regulations.

c. The regulations should clarify and make specific the Health Insurance Portability and
Accountability Act (HIPP A) and Confidentiality of Medical Information Act (CMlA)
exemption language in Section 1798.145( c )( 1 )CB) of the CCP A

3. Recommended Change:

a. The regulations should clarify that a business whose operations are outside of California
and who only collect a de minimus amount of personal infonnation from California
residents-such as bbc.co.uk or lajornada.com.mx-are not required to comply with
CCPA. Alternatively, the regulations might state that businesses that operate outside of
California and do not target their services to California residents are not covered.

b. Revise section 999.300 to include the following: "1ne title shall not apply to a provider
of health care governed by CMlA or HIPAA, to the extent the provider or covered entity
collects personal information in connection with the provision or sale of health care
related products or services, and to the extent that the provider or covered entity
maintains that personal information in a wav that meets HIP AA Securitv Rule
requirements."

VII. SECTION 999.305 NOTICE AT COLLECTION OF PERSONAL INFORMA110N-CHAMBER PROPOSED
CHANGES

A ISSUE: PROPOSED REGULATION REQUIREMENTS FOR EACH CATEGORY OF PERSONAL
INFORMATION EXCEED STATUTORY REQUIREMENTS.

1. Proposed Regulation: §999.305; 999.305(d)(2)(b)

2. Problem with Proposed Regulation:

a. Section 999.305 mandates that the notice at collection includes requirements that go 
beyond the statute, which only requires that businesses describe the categories of
personal information collected and the purpose for which such information is used for
employee data.

b. Tb.e proposed regulations do not seem to distinguish between the notice to employees and
the no lice to customers. Each notice would address different types of data. Also, the
proposed regulation's notice requirement to include a link to the business's privacy
policy creates confusion whether a business needs two privacy policies, one for employee
data and one for customer data.
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3. Recommended Change:

a. We first recommend deletion of Section 999.305( d)(2 )(b ). In the alternative, the
regulations should clarify that a business that receives personal infonnation from an
indirect source may comply with its CCPA obligations through contractual provisions
that require other businesses to provide the requisite notice to consumers. The
requirements to contact the source and obtain signed attestations are confusing and
duplicative.

b. The AG should provide a different set of regulations to apply to the employee notice
separate from the customer notice.

B. ISSUE PROPOSED REGULATION'S REQUIREMENT FOR EXPLICIT CONSENT EXCEEDS
STATUTORY REQUIREMENTS.

1. Proposed Regulation: §999.305(a)(3)

2. Problem with Proposed Regulation:

a. Section 999.305(a)(3) requires businesses to obtain explicit consent from consumers to
use personal infornmtion for a purpose not disclosed at the time of collection. Explicit
consent is such a high bar that is likely to make il either infeasible lo use previously
collected infornmtion for a purpose not previously disclosed or incentivize broad
disclosures that may cut against data minimization principles.

b. Tb.is new purpose limitation requiring obtaining explicit consent from the consumer to
use personal information for a new purpose also exceeds the scope of the CCPA's
statutory language, which only requires notice of new purposes. See 1798.1 OO(b ). 

c. There should be a way of expanding usage and ability to sell personal information
without having to directly notify consumers and obtain explicit consent ( e.g. data uses
within the same category of business or which align with the consumer's expectations
when the data was collected).

3. Recommended Change:

a. Revise Section 999.305(a)(3) to permit businesses to use personal information for a
purpose not disclosed at the lime of collection upon notice to the consumer. The change
would be consistent with Section 178.1 OO(b ), which requires only notice consistent with
the Section, not explicit consent as contemplated by the regulations.

b. Revise Section 999.305(a)(3): "A business shall not use a consumer's personal
information for any purpose other than those disclosed in the notice at collection. If the
business intends to use a consumer's personal information for a purpose that was not
previously disclosed to the consumer in the notice al collection, the business shall notify
the consumer of this new use and obtain @xplicit consoot from th@ con&\ll11€r to c:s@ it for
this n@w purpo s@."

C. ISSUE N011CE AT COLLECTION IS IMPRACTICAL UNDER CERTAIN CIRCUMSTANCES AND
EXCEEDS TI-IE STATUTORY PURPOSE.

1. Proposed Regulation §999.305(a)(2); 999.305(c)

2. Problem with Proposed Regulation:

a. Section 999 .305( a )(2 )( e) requires businesses to provide notice of collection of personal
infonnation before any infonnation is collected. This approach is not practical for online
enviromnents, where information such as IP addresses is collected automatically.
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b. Also need clarity whether, under section 999.305( c ), cookie data collection requires a
pop-up for the Notice at Collection.

3. Recommended Change:

a. Revise Section 999.305(a)(2) to require notice at or before the time of collection, rather
than before collection. The change would be consistent with Section 1798.1 OO(b ), which
requires notice at or before the point of collection.

D. ISSUE: ACCESSIBILITY FOR CONSUMERS WITH DISABILITIES SHOULD BE CLARIFIED TO BE

WHEN REQUIRED BY THE AMERICANS WITH DISABILITIES ACT OF 1990.

1. Proposed Regulation: §999.305(a)(2)(d); see also §§999.306(a)(2)(d); 999.307(a)(2)(d);

999.308(a)(2 )( d)

2. Problem with Proposed Regulation:

a. The ambiguity created by this proposal is that the Americans with Disabilities Act of
1990 (ADA) currently does not apply to marketing-only websites. Does this proposed
regulation extend the breadth of the ADA to marketing-only websites that do not offer
sales/service such that all websites operated by entities within the scope of the CCPA
have to also be ADA compliant?

3. Recommended Change:

a. Revise Sections 999.305(a)(2)(d); 999.306(a)(2)(d); 999.307(a)(2)(d); 999.308(a)(2)(d)
"Be accessible to consumers with disabilities when required by the Americans with
Disabilities Act of 1990, Pub. L. No. 101-336, 104 Stat. 328 (1990). i\t a minimum,
proYide infimnation on hovi a consumcr with a disability may access fue notice in an
alternative format."

E. ISSUE: REGULATION DOES NOT ACCOUNT FOR SCENARIO WHERE BUSINESS RECEIVES
PERSONAL INFORMATION ABOUT A CONSUMER FROM ANOTHER BUSINESS AND THEN
CREA TES ITS O\VN DIRECT RELATIONSHIP WITH THE CONSUMER.

1. Proposed Regulation: §999.305

2. Problem with Proposed Regulation:

a. The regulations cover how a business that collects information directZv from consumers
provides notice and how a business that does not collect information directly from
consumers is lo comply with the notice requirement. The regulations do nol provide
clarity as to the middle ground between those two scenarios- i.e. a business that receives

infonnation about a consumer from another business and then creates its own direct
relationship with the consumer. In that scenario, it is impossible to provide notice before
the initial "collection" of information from the other business, but it is possible to provide
notice before the business begins lo collect information direct{v from the consumer as
part of the consumer's direct, intentional, interaction with the business.

b. We suggest that the regulations be revised to provide clarity that a business that receives
consumer information from another business may comply with the notice requirement by
providing a notice at or before additional infommtion is collected directZv from the
consumer.

3. Reconunend Change:

a. If feasible, providing notice within a reasonable tin1e frame upon receiving the
infonnation, and no later than at the time of direct{v collecting additional infonnation
from the consumer.
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VIII. SECTION 999.306 NOTICE OF RIGHT TO OPT-OUT OF SALE OF PERSONAL INFORMATION-CHAMBER
PROPOSED CHANGES

A ISSUE PROPOSED REGULATION EXCEEDS STATUTORY LANGUAGE, LIMI11NG BUSINESS 
ABILITY TO OPERATE, AND CREATES UNTENABLE COMPLIANCE OBLIGATIONS. 

1. Proposed Regulation: §999.306; 999.306(a)(l )

2. Problem with Proposed Regulation:

a. The CCPA does not govern a business's future potential to sell personal information, but
instead governs the practices of businesses that sell personal infonnation at the time of
processing the personal information. The proposed regulation references not only
businesses that actually sell personal infornmtion, but also businesses that may in the
future, exceeding the current statutory language.

b. Tb.is requirement means that if a business did not sell personal infomiation, and then did
not have a "Do Not Sell" button, if it then chooses lo sell and has a button, then personal
information collected about consumers during the tin1e the button was not shown will
automatically be subject to the opt-out. Accordingly, businesses will then have the
option to request that consumers authorize the sale pursuant to Section 1798.135. First,
this is counter to the text of the CCP A, which allows for new uses of data pursuant to
notice (whereas explicit consent is required under the draft regulations, and we have
already pointed out that this is in contravention to the statute). In addition, there is lack
of clarity as to when businesses will be able to seek authorization from these consumers
who will have been "deemed" to have opted-out.

3. Recommended Change:

a. Remove "future sell" language from Section 999.306(a)(l ).

B. ISSUE: REGULATION IMPROPERLY FORCES BUSINESS TO MAKE FUTURE REPRESENTATIONS
TO CUSTOMERS.

1. Proposed Regulation §§999.306(d)( l ); 999.306( d)(2)

2. Problem with Proposed Regulation:

a. Tb.e proposed rules also state that businesses are exempt from providing a notice of right
to opt-out if does not sell "and will not" sell personal infonnation and if it slates in its
privacy policy that it does not and "will not" sell not personal information. Mandating
that businesses make future representations like this um1ecessarily restricts businesses
from evolving their business models and roadmaps. And in the event that a business in
good faith makes a representation that it will not sell information and at a later time
decides to sell personal information with adequate no lice to consumers, the business now
risks that it has made an unfair and deceptive claim to consumers by previously
representing that it will not sell personal information.

3. Recommended Change

a. Remove "will not" sell language from Sections 999.306( d)(l )  and 999.306( d)(2).

C. ISSUE REGULA110N COMPLICATES OPT-OUT NOTICE AND CREATES UNNECESSARY
BURDEN FOR BUSINESS

1. Proposed Regulation: §999.306(d)

2. Problem with Proposed Regulation:
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a. First, the proposed rule conflates general personal information collection (not selling)
with the right to opt-out of the selling of personal infomiation. A business that does not
post an opt-out notice because it does not sell personal information shouldn't be deemed
to have received an opt-out because there is nothing from which the consumer can opt
out (the business doesn't sell information).

b. Second, the CCPA explicitly references that a business shall be prohibited from selling a
consumer's information after receiving "direction from a consumer not to sell the
consumer's personal information" 1708.120( d). The draft regulation has replaced this
"direction" requirement, which requires an explicit action through the opt-out button, 
with a "default" opt-out.

c. Third, pursuant to the draft regulations, businesses are required to keep a record of the
opt-outs they receive. For businesses who don't sell personal information but to whom
consumers can be deemed to have submitted the default opt-out mentioned above, this
creates an unnecessary compliance burden.

d. Also, if a business receives "default" opt-outs at a tin1e where it didn't sell infommtion
but decides to sell information within 12 months, the business will be preemptively
prohibited from selling infommtion for 12 months even though the business has not
received explicit "direction from a consumer not to sell the consumer's personal
information," as required by the CCPA.

e. Section 999.306( d)(2) may not be operable for businesses.

3. Recommended Change:

a. Allow businesses to instead publish a change in policy for a sufficient period of lime to 
give consumers the right to opt out.

b. Revise Section 999.306(d)(2): "It states in its privacy policy that that it does not an4-will
net sell personal information. /', consumer v,1hose personal infum1ation is collected while
a notice of right to opt out notice is not posted shall be deemed to hav@ validly submitt@d
a requ@st to opt out."

IX. SECTION 999.312 METHODS FOR SUBMIT11NG REQUESTS TO KNOW AND REQUESTS TO DELETE
CHAMBER PROPOSED CHANGES

A. ISSUE: MANDATING A THIRD METHOD FOR SUBMITTING REQUESTS IS UNNECESSARY,
POSES SECURITY RISKS, AND CREA TES CONFUSION.

1. Proposed Regulation: §999.312

2. Problem with Proposed Regulation:

a. 111e proposed regulations in Sections 999 .312( a) and (b) require that businesses provide
two or more designated methods for submitting requests to know and requests to delete.
However, Section 999.312( c) increases the burden on certain businesses beyond the
statutory requirements from a minimum of two to a minimum of tlu-ee methods to submit
a request.

b. The requirement in Section 999.312( c) that submissions be accepted at physical locations
is not contemplated by statute, is not considered sound security practice, and
imposes disproportionate obligations on brick and mortar stores. Using paper forms
increases risks to security and privacy because they can be misplaced or mishandled even
if a company has certain protocols in place, especially given the high turnover of
employees in retail.

c. For companies with multiple physical locations, providing a toll-free number along with
an online portal provide effective and consumer friendly metl1ods for consumers to
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submit requests. Mandating a third method for certain businesses with physical locations 
creates confusion and uncertainty depending on how the term "primarily interacts" is 
construed. We suggest that businesses who elect lo provide both a toll-free number and 
online portal are providing consumers with ample opportunity to submit requests and 
therefore should not be required to provide another option that is unlikely to provide any 
additional consumer benefit. 

d. TI1is section needs to be revised to allow for businesses that interact with consumers
online only to not have the toll-free number requirement, but rather an email requirement
per AB 1564.

3. Recommended Change:

a. Modify the language in Section 999.312( c )(2) so that a business operating a website, but 
primarily interacting with customers in person, shall offer two-not three-methods: a
toll-free telephone number, and an interactive webform, or a form that can be submitted
m person.

b. Modify the language so that a business providing both a loll-free number and online
portal for customers to submit requests would be sufficient

• Add new subsection 999.312( c )(3): "Example 3: If the business operates a
website and interacts with customers in person at a retail location, but
primarily collects data online (such as a travel company website), the business
can offer two methods to submit requests to know-a toll-free telephone
number and an interactive webform accessible through the business's website.
In this case, a form that can be submitted in person at the retail location is not
necessarv."

c. Modify the language so that businesses that interact with consumers online only to not
have the toll-free number requirement, but rather only an email requirement per AB
1564.

• Delete existing subsection 999.312(£) and add new 312(f) to include: "A
business that operates exclusivelv online and has a direct relationship with a
consumer from whom it collects personal information shall onlv be required
to provide an email address for submitting requests for information required to
be disclosed pursuant lo Sections 1798. 110 and 1798.115."

B. ISSUE: REGULATIONS REQUIRE SAME RESPONSE REQUIREMENTS REGARDLESS OF WHAT
METHOD WAS USED TO SUBMIT THE REQUEST

1. Proposed Regulation §999.312(e); 999.313(£)

2. Problem with Proposed Regulation:

a. It is m1clear how this section interacts with Section 999.313, which requires a business to
confirm receipt of a request within 10 days of the date received and to respond within 45
days (regardless of how long verification lakes).

b. Potentially broadens training requirements for personnel who handle consumer requests,
since personnel may have to be trained to forward requests internally.

c. CCP A only requires that a business designate two or more methods for such requests to
be submitted and this proposed language defeats the purpose of a business designating a
method if consumers cau still submit requests not using a designated method of
submission (i.e. to be able to staff with trained personnel and meet statutory deadlines).

d. Tb.is timeline is challenging. Additional time akin to 45 days would be reasonable in light
of the steps a business will need to take to coordinate. Especially where vendors are
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involved in supporting the process, things like monthly data feeds could be affected. 
Also, the 15 versus 90 days as noted in Section 999.312(£) below are not congrnent 

3. Recommended Change:

a. Strike existing section 999.312(1}

C. ISSUE MANDATING A TWO-STEP PROCESS DISEMPOWERS THE CONSUMER.

1. Proposed Regulation: §999.312( d)

2. Problem with Proposed Regulation: 

a. Mandating a two-step process actually disempowers the consumer as many companies
may operate a "self-serve" type process where consumers can make their choices as to
infonnation to be deleted. Requiring this two-step process could frustrate consumers.
Companies should have the flexibility on process flow; in some cases it may make sense
to have a two-step process, in other cases it may not

3. Recommended Change:

a. Modify section 999.312(d): "A business shall !lli!Y use a two-step process for online
requests to delete where the consumer must first, clearly submit the request to delete and
then second, separately confirm that they want their personal information deleted."

X. SECTION 999.317 TRAINING; RECORD-KEEPING-CHAMBER PROPOSED CHANGES

A ISSUE RECORD-KEEPING REQUIREMENT DOES NOT ALIGN WITH PURPOSES OF CCPA 

1. Proposed Regulation: §999.317(g)

2. Problem with Proposed Regulation:

a. The CCPA does not impose the record-keeping requirements mentioned in this section.

b. It imposes an additional burden on businesses, does not appear tied to consumer benefits
or rights, and it requires the collection of more personal information, thereby
contravening the spirit of the CCPA Imposing additional record-keeping and disclosure
requirements on businesses that handle the personal information of four million or more
consumers appears arbitrary. The CCPA already requires that businesses provide
multiple disclosures to consumers, and this information is unlikely to give them a more
meaningful understanding of their privacy protections.

c. Also, it is very unclear what would constitute a request that is "complied with" or
"denied." If a consumer could not be verified, how would that be characterized? What if 
the request was subject to a statutory exception? The lack of specificity will make this 
extremely challenging.

d. The release of metrics in the business's privacy policy does not benefit consumers nor do
the regulations provide any guidance relating to the calculation of the four million or
more consumers.

3. Recommended Change:

a. The record-keeping requirements in section 999.3 l 7(g) should be struck

b. Alternatively, if the effective date of the regulation is after January 1, 2020, revise the
regulation to require recordkeeping information only after the date the regulations
become effective. 111is requirement does not appear to be reflected in the statute, and it's
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unreasonable to require companies to begin collecting fuis information on January l, 
2020 if fue regulations have not been finalized. 

c. Also, as an alternative to including the information in the privacy policy, these metrics
should instead be provided to fue AG upon request

d. If section 999.3 l 7(g) is kept, revise "median" to "average" because median is a difficult
number to calculate.

XL SECTION 999.316 REQUESTS TO OPT-IN AFTER OPTING OUT OF THE SALE OF PERSONAL 
INFORMi\ TI ON-CHAMBER PROPOSED CHANGES 

A ISSUE: REGULATION'S TWO-STEP PROCESS CREATES UNNECESSARY FRICTION AND 
CONSUMER CONFUSION. 

L Proposed Regulation: §999.316(a) 

2. Problem with Proposed Regulation:

a. This requirement is not consistent with other laws or with consumer expectations. It
would require businesses to build new systems and to make users jump through
unnecessary hurdles in order to express a preference. It appears to nudge consumers
toward a course of action, rather than empowering them to make their ovvn decisions in a
straightforward manner.

Relatedly, it is burdensome and confusing to require fuis two-step, opt-in consent in
situations in which a business may use personal information for additional purposes that
are related to those that were disclosed to fue consumer (§999.305(a)(3)). The CCPA
deliberately adopts an opt-out regime rafuer than one that is opt-in, making this proposal
inconsistent with the law. Furfuermore, data protection principles typically do not require
additional consent for fue use of data that is consistent with the context in which fue
consumer receives the service.

The GDPR's Article 6( 4) allows further processing of personal data for compatible
purposes, provided the controller puts safeguards in place. The proposed regulations
would go beyond this requirement

b. Requires a two-step process: consumer requests lo opt-in and fuen confirms opt-in.
Businesses should be given flexibility concerning how consumers should use an opt-in
process.

3. Reconunended Change:

a. Strike the reference to a "two-step" process in section 999.316(a).

XIL SECTION 999.325 VERIFICATION FOR NON-ACCOUNTHOLDERS-CHAMBER PROPOSED CHANGES 

A ISSUE: SIGNED DECLARATION OF PERJURY REQUIREMENT IS UNNECESSARY 

L Proposed Regulation: §999.325( c) 

2. Problem wifu Proposed Regulation:

a. The language could be interpreted to require "a signed declaration under penalty of
perjury" but fuere could be separate methods of verifying identity fuat are more reliable
fuan a signed declaration in a business's particular environment ( e.g., blockchain or 
otherwise).
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3. Recommended Change:

a. We recommend deleting Section 999.325( c ).

b. In the event this request is not accepted, the language should be clarified to provide that a
business may choose to execute or maintain "a signed declaration under penalty of
perjury" or any other higher standard in order to verify requests.

c. In the alternative, revise Section 999.325( c ): "A business's compliance with a request to
know specific pieces of personal information requires that the business verify the identity
of the consumer making the request to a reasonably high degree of certainty, which is a
higher bar for verification. A reasonably high degree of certainty may include matching
at least three pieces of personal information provided by the consumer with personal
infonnation maintained by the business that it has detemuned lo be reliable for the
purpose of veritying the consumer together with a signed declaration under penalty of
perjury and/or any other information that the business detennines in necessarv to confirm
that the requestor is the consumer whose personal infommtion is the subject of the
request. Businesses shall maintain all signed declarations as part of their record-keeping
obligations."

B. ISSUE: REQUIREMENT 1BA T BUSINESSES PROVIDE TWO TIERS OF AUTHENTICATION FOR
RIGHT TO KNOW REQUESTS IS OVERLY BURDENSOME AND NOT COMMON PRACTICE.

1. Proposed Regulation: §999.325

2. Problem with Proposed Regulation:

a. The requirement that businesses provide two tiers of authentication for right to kuow
requests, depending on whether the request is for categories of specific pieces of personal
information, would impose additional burdensome implementation requirements beyond
the statute. This is not common practice for third party verification service providers.

3. Reconunended Change:

a. Strike section 999.325( c).

C. ISSUE: TYPES AND 11IRESHOLD OF PERSONAL INFORMA110N FOR VERIFIABLE REQUEST
MAY LEA VE CONSUMERS VULNERABLE TO FRAUDULENT REQUESTS.

1. Proposed Regulation: §999.325(c ); 999.325( e); see also 999.323

2. Problem with Proposed Regulation:

a. Concerns about feasibility and sufficiency. Name, SSN, DOB are commonly available. If
those are provided to a business to request to kuow specific information (account
numbers, for instance), and those data points match what the business has on a consumer,
they could be providing the consumer's account number to a fraudster who bought that
identifying data on the web. A fraudster is not going to be deteITed by a signed
declaration under penalty of perjury.

b. Under Section 999.325( c ), the requirement that businesses shall "generally avoid"
requesting additional information from a consurner for the purposes of verification is at
odds with the need to ensure verification.

3. Reconunended Change:

a. Strike section 999.325(c).
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XIII. SECTION 999.308 PRIVACY POLICY-CHAMBER PROPOSED CHANGES

A ISSUE REQUIREMENT THAT BUSINESS PUBLICLY DESCRIBE VERTFICA TION PROCESS 
SHOULD BE ELIMINATED OR SATISFIED BY GENERAL DESCRIPTIONS TO MITIGATE 
SECURITY RISKS. 

1. Proposed Regulation: §999.308(b)( l ); see also 999.313(a)

2. Problem with Proposed Regulation:

a. By requiring a business to publicly communicate how it will verify a consumer request, it
could make it easier for an individual to impersonate another in an attempt to illegally
collect consumer data. It would be best for each business to design a verification process
that is communicated to an individual upon inquiry, and not posted for the public. This
section is further made ambiguous by the proposed Section 999.313(a) which says that a
business will confirm receipt of a request within l O days and also provide infommtion on 
the business's verification process. This latter situation seems the appropriate
time/method to disclose such information-not the former and certainly not both on the
website and within the private communication.

b. The requirement that a business describe the process used to verify consumer requests,
including any information the consumer must provide, may be satisfied with a description
at a high level of generality in order to mitigate security risks.

3. Reconunended Change:

a. Strike section 999.308(b)(l )(c). 

b. For consistency with Section l 798.130(a)(5 )(C)(i) of the statute, revise regulation section
999. 308(b )(I)( d)(2) to: "For each category of personal infommtion collected, provide the
categories of sources from which that infomiation was collected, the business or 
commercial purpose(s) for which the information was collected, and the categories of
third parties with IQ whom the business shaIBs sells personal information. The notice shall
be written in a manner that provides consumers a meaningful understanding of the
categories listed."

B. ISSUE: REGULATIONS SHOULD PROVIDE CLARIFICATION REGARDING THE REQUISITE
LEVEL OF DETAIL TO DESIGNATE AN AUTHORIZED AGENT TO MAKE CONSUMER
REQUESTS.

1. Proposed Regulation: §999.308(b)(5)(a);

2. Problem with Proposed Regulation:

a. The AG should clarify the level of detail required under Section 999.308(b )(5)(a) to
explain how a consumer can designate an authorized agent for making requests.

3. Recommended Change:

a. Revise Section 999.308(b )(5)(a): "Explain generallv how a consumer can designate an
authorized agent lo make a request under the CCP A on the consumer's behalf."
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XIV. SECTION 999.318 REQUESTS TO ACCESS OR.DELETE HOUSEHOLD INFORMATION-CHAMBER 
PROPOSED CHANGES 

A ISSUE PROPOSED REGULATION DOES NOT ADDRESS CONCERN 11IAT HOUSEHOLD 
INFORMATION COULD BE DISCLOSED INCORRECTLY. 

1. Proposed Regulation: §999.3 l 8(b) 

2. Problem with Proposed Regulation: 

a. Sec lion 999.3 l 8(b) does not eliminate the risk that household information could be 
disclosed incorrectly because a business has no way ofkuowing whether the members of 
the household who have verified their identity are in fact all of the members of the 
household (i.e. ifthere's one member who's not there, a business might not know.) 

b. The current definition of"household" in Section 999.318 is problematic and might cause 
businesses to provide data to members of households that might not have a right to see 
that data or delete that data. Businesses need further clarity regarding the security issue 
of providing data lo household members that may not have a right lo see or delete the 
data of other household members. 

3. Recommended Change: 

a. Revise Section 999 .3 l 8(b ): "Ifall consumers of the household jointly request access to 
specific pieces of information for the household or the deletion of household personal 
infonnation, and the business can individually verify all the members of the household 
subject to verification requirements set forth in Article 4, then the business shall comply 
with the request. This obligation exists for businesses onlv if (i) all users have verified 
their identity. and (ii) they can verify that these are all of the members of the household." 

XV. SECTION 999.323 GENERAL RULES REGARDING VERIFICATION-CHAMBER PROPOSED CHANGES 

A ISSUE: INCREASED COMPLEXITY FOR VERIFICATION OF CONSUMERS. 

1. Proposed Regulation: §999.323; 999.323(d) 

2. Problem with Proposed Regulation: 

a. Proposed regulations create a complicated process for verifying consumers: two data 
point match for categories, but three data point match and a signed declaration under 
penalty of perjury are required for specific pieces. If there is not enough information to 
verify for one purpose, a company must proactively determine whether there is enough to 
verify for another type of request, even if the consumer did not request it. 

b. On the one hand, the amended statute says that businesses should use a verification 
process that makes sense given the sensitivity, etc. of the data at issue. On the other hand, 
the proposed regulations set forth a fommlaic statement for verification (two data points 
versus tlu-ee data points). Those nvo provisions need to be reconciled. 

c. Section 999.323( d) is vague. What are "reasonable security measures to detect fraudulent 
identity-verification activity"-this entire process will involve matching what consumers 
are willing to provide with incomplete data kept in business databases? How are 
businesses to determine reasonable security measures without more guidance from the 
AG? 

3. Recommended Change: 

a. Strike Section 999.323( d). 
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b. In the alternative, revise Section 999.323( d): "A business shall implement reasonable
security measures, as defined in guidance documents provided bv the Attomev General,
lo detect fraudulent identity- verification activity and prevent the unauthorized access to
or deletion of a consumer's personal infornmtion."

B. ISSUE: REQUIREMENT TO GENERALLY AVOID REQUESTING ADDITIONAL CONSUMER
INFORMATION FOR VERIFICATION IS COUNTERINTUITIVE TO NEED TO ENSURE
VERIFICATION AND PROTECT CONSUMER SECURITY.

1. Proposed Regulation: §999.323( c)

2. Problem with Proposed Regulation:

a. The requirement that businesses shall "generally avoid" requesting additional information
from a consumer for the purposes of verification is at odds with the need to ensure
verification. Verification should allow asking what's necessary for positive identification
to protect consumers.

3. Recommended Change:

a. Revise section 999 .323( c) to strike "A bm1in@t1s shall g@n&ally avoid rnq-c:@tlting
additional infonnation from th@ consU1Mr for purpos@s of v@rifica�ion. If, hovi@Y&, the
business cannot verity . . .  " 

XVI. SECTION 999.326 AUTHORIZED AGENT-CHAMBER PROPOSED CHANGES

XVII. 

A. ISSUE: BUSINESSES NEED MORE GUIDANCE REGARDING VERIFICATION OF AUTHORIZED
AGENTS.

1. Proposed Regulation: §999.326

2. Problem with Proposed Regulation:

a. This section arguably suggests that the only requirements for an authorized agent to
request information from a business are ( l )  to provide written authorization from the
consumer; and (2) verify the agent's identity to the business. Ambiguous or inadequately
stringent requirements for authorized agents pose potential privacy risks of improper
access to customer data. The current regulations are inadequate and subject consumers'
privacy to risks.

3. Recommended Change:

a. Revise Section 999 .326 to either (a) pem1it businesses to require (1) instruction directly
from the consumer regarding agent authorization; (2) the agent to make requests only after
accessing the consumer's account; and (3) return personal information only through the
consumer's accotml (rather than lo the agent directly); or (B) provide more substantial
guidance on the minimum level of proof a business should obtain regarding agent
authorization and an express safe harbor for businesses that meet that level of proof.

SECTION 999.336 DISCRIMINATORY PRACTICES-CHAMBER PROPOSED CHANGES 

A. ISSUE AMBIGUITY IN PROPOSED REGULATION RELATED TO "FINANCIAL INCENTIVE"
CREA TES CONFUSION CONCERNING HOW LOYAL TY PROGRAMS WILL OPERA TE UNDER THE
CCPA.

1. Proposed Regulation: §999.336

2. Problem with Proposed Regulation:
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a. The illustrative examples in Section 999.336(c) are ambiguous. This ambiguity and the
confusing term "financial incentive" all point to the serious concerns about how loyalty
programs will operate under the CCP A and whether loyalty programs should even be
considered "financial incentive" in the first place, especially if a consumer will be
inherently treated differently if their data is deleted from a loyalty program (won't
receive the same personalized discounts, points/reward removed, etc.)

3. Reconunended Changes:

a. Remove 999.336(c )(2) illustrative Example 2.

XVIII. SECTION 999.337 CALC1Jl,ATING THE VALUE OF CONSUMER DATA-CHAMBER PROPOSED CHANGES

A ISSUE: PROPOSED REGULATIONS ARE INCONSISTENT WITH STATUTORY LANGUAGE.

1. Proposed Regulation: §999.337

2. Problem with Proposed Regulation:

a. Section 999.337 permits a business to ofl:er a price or service difference if"reasonably
related to the value of the consumer's data." The amended statute, as defined in CCP A
Section 1798.125, allows financial incentives if"reasonably related to the value provided
to the business by the consumer's data." These are inconsistent guidelines.

3. Recommend Change:

a. Strike Section 999.337.

b. In the alternative, align language with CCP A Section 1798.125 such that this regulation
section reads "reasonably related to the value provided lo the business by the consumer's
data."

XIX. SECTION 999.330 MINORS UNDER 13 YEARS OF AGE-CHAMBER PROPOSED CHANGES

A ISSUE: REGULATIONS SHOULD ALLOW FOR ANY METHOD PERMITTED BY COPPA FOR 
DISCLOSURE. 

1. Proposed Regulation: §999.330(a)

2. Problem with Proposed Regulation:

a. The regulations should allow for any method permitted by COPP A for disclosure. This
will allow for any new methods approved by the FTC to be also permitted under CCP A

3. Recommended Change: 

a. Revise Section 999.330(a) to simply be a reference to the methods approved by the FTC
for disclosure.

b. Revise Section 999.330(a) to add Section 999.330(a)(2)(g): "Any other method of
disclosure permitted by the Children's Online Privacy Protection Act."
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XX. SECTION 999.331 MfNORS 13 TO 16 YEARS OF AGE-CHAMBER PROPOSED CHANGES

A ISSUE BUSTNESSES THAT DO NOT PLAN TO SELL PERSONAL INFORMA TTON OF 13 TO 16 
YEARS OLD SHOULD NOT NEED TO HA VE AN OPT-IN MECHANISM 

1. Proposed Regulation: §999.33l(a)

2. Problem with Proposed Regulation:

a. If a company does not plan to sell this personal information, they need not have an opt-in
mechanism.

3. Recommended Change:

a .  Revise Section 999.33 l(a): "A business that has actual knowledge that i t  collects or 
maintains the personal information of minors at least 13 and less than 16 years of age, 
and wishes to sell such personal information, shall establish, document, and comply with 
a reasonable process for allowing such minors to opt-in to the sale of their personal 
information, pursuant to section 999.316. 
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EXHIBIT A 
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TITLE 11. LAW 
DIVISION 1. ATTORNEY GENERAL 

CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS 
PROPOSED TEXT OF REGULATIONS 

Article 1. General Provisions 

§ 999.300. Title and Scope 

(a) This Chapter shall be known as the California Consumer Privacy Act Regulations. It may 
be cited as such and will be referred to in this Chapter as "these regulations." These 
regulations govern compliance with the California Consumer Privacy Act and do not limit 
any other rights that consumers may have. 

{QLA violation of these regulations shall constitute a violation of the CCPA, and be subject to 
the remedies provided for therein. 

(c) A business whose operations are outside of California and that only collects a de minimus 
amount of personal information from California residents - such as a business with a domain 
.co.uk or.com.mx - are not required to comply with CCP A. 

( d) Businesses that operate outside of California and do not target their services to California 
residents are not covered. 

( e) The title shall not apply to a provider of health care governed by CMIA or HIP AA, to the 
extent the provider or covered entity collects personal information in connection with the 
provision or sale of health care-related products or services, and to the extent that the 
provider or covered entity maintains that personal information in a way that meets HIP AA 
Security Rule requirements. 

~Q These regulations shall be operative on the effective date of January I, 202 l . 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100-1798.199, 
Civil Code. 

§ 999.301. Definitions 

In addition to the definitions set forth in Civil Code section 1798.140, for purposes of these 
regulations: 

(a) "Affirmative authorization" means an action that demonstrates the intentional decision by 
the consumer to opt-in to the sale of personal information. Within the context of a parent or 
guardian acting on behalf of a child under 13, it means that the parent or guardian has 
provided consent to the sale of the child's personal information in accordance with the 
methods set forth in section 999.330. For consumers 13 years and older, it is demonstrated 
thrnugh a t\vo step process whereby the consumer shall first, clearly request to opt in and 
then second, separately confirm their choice to opt in. 
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(b) "Attorney General" means the California Attorney General or any officer or employee of 
the California Department of Justice acting under the authority of the California Attorney 
General. 

( c) "Authorized agent" means a natural person or a business entity registered with the Secretary 
of State that a consumer has authorized to act on their behalf subject to the requirements set 
forth in section 999.326. 

( d) "Categories of sources" means types of entities from which a business collects personal 
information about consumers, including but not limited to the consumer directly, 
government entities from which public records are obtained, and consumer data resellers. 

(e) "Categories of third parties" means types of entities that do not collect personal information 
directly from consumers, including but not limited to advertising networks, internet service 
providers, data analytics providers, government entities, operating systems and platforms, 
social networks, and consumer data resellers. 

ill_"CCPA" means the California Consumer Privacy Act of 2018, Civil Code sections 1798.100 
et seq. 

Ef)(g) "Directly notify" means contacting the consumer directly with the required 
information, provided, however, that a business will have been deemed to directly 
notify a consumer of changes to its policies and practices if the notification is published 
and made available on its website for a sufficient period of time or other standard 
method of providing privacy policies and notices to consumers. 

Eg-)(h)_"Financial incentive" means a program, benefit, or other offering, including payments 
to consumers as compensation, for the disclosure, deletion, or sale of personal 
information. 

Eh:)(il_"Household" means a person or group of people occupying a single dwelling. 

EBCil"Notice at collection" means the notice given by a business to a consumer at or before the 
time a business collects personal information from the consumer as required by Civil Code 
section 1798.1 OO(b) and specified in these regulations. 

ffi(kL"Notice of right to opt-out" means the notice given by a business informing consumers 
of their right to opt-out of the sale of their personal information as required by Civil 
Code sections 1798.120 and 1798.135 and specified in these regulations. 

Ek:)(ll_"Notice of financial incentive" means the notice given by a business explaining each 
financial incentive or price or service difference subject to Civil Code section 
l 798.125(b) as required by that section and specified in these regulations. 

EBC!!!)_"Price or service difference" means ( 1) any difference in the price or rate charged for 
any goods or services to any consumer, including through the use of discounts, financial 
payments, or other benefits or penalties; or (2) any difference in the level or quality of any 
goods or services offered to any consumer, including denial of goods or services to the 
consumer. If an individual working for a broker or provider as a business partner opts out 
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of the sale of personal information this will not prevent the continued relationship with a 
business. 

Emfil:!L__"Privacy policy" means the policy referred to in Civil Code section 
l 798.130(a)(5), and means the statement that a business shall make available to 
consumers describing the business's practices, both online and offline, regarding the 
collection, use, disclosure, and sale of personal information and of the rights of 
consumers regarding their own personal information. 

(ttj(Ql_"Request to know" means a consumer request that a business disclose personal 
information that it has about the consumer pursuant to Civil Code sections 1798.100, 
1798.110, or 1798.115. It includes a request for any or all of the following: 

(1) Specific pieces of personal information that a business has about the consumer; 

(2) Categories of personal information it has collected about the consumer; 

(3) Categories of sources from which the personal information is collected; 

(4) Categories of personal information that the business sold or disclosed for a business 
purpose about the consumer; 

(5) Categories of third parties to whom the personal information was sold or disclosed 
for a business purpose; and 

(6) The business or commercial purpose for collecting or selling personal 
information. 

Ee-:)(QL"Request to delete" means a consumer request that a business delete personal 
information about the consumer that the business has collected from the consumer, 
pursuant to Civil Code section 1798.105. 

~ "Request to opt-out" means a consumer request that a business not sell the 
consumer's personal information to third parties, pursuant to Civil Code section 
l 798.120(a). 

(.t)(rl_"Request to opt-in" means the affirmative authorization that the business may sell 
personal information about the consumer required by Civil Code section 1798.120( c) by a 
parent or guardian of a consumer less than 13 years of age, or by a consumer who had 
previously opted out of the sale of their personal information. 

EF:)(&__"Third-party identity verification service" means a security process offered by an 
independent third party who verifies the identity of the consumer making a request to the 
business. Third-party verification services are subject to the requirements set forth in 
Article 4 regarding requests to know and requests to delete. 

~ "Typical consumer" means a natural person residing in the United States. 

~ "URL" stands for Uniform Resource Locator and refers to the web address of a 
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specific website. 

EH:)(y}_"Verify" means to determine that the consumer making a request to know or request 
to delete is the consumer about whom the business has collected information. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100-1798.199, 
Civil Code. 

Article 2. Notices to Consumers 

§ 999.305. Notice at Collection of Personal Information 

(a) Purpose and General Principles 

(1) The purpose of the notice at collection is to inform consumers at or before the time of 
collection of a consumer's personal information of the categories of personal 
information to be collected from them and the purposes for which the categories of 
personal information will be used. 

(2) The notice at collection shall be designed and presented to the consumer in a way that 
is easy to read and understandable to an average consumer. The notice shall: 

a. Use plain, straightforward language and avoid technical or legal jargon. 

b. Use a format that draws the consumer's attention to the notice and makes 
the notice readable, including on smaller screens, if applicable. 

c. Be available in the languages in which the business in its ordinary course 
provides contracts, disclaimers, sale announcements, and other information to 
consumers. 

d. Be accessible to consumers with disabilities when required by the Americans 
with Disabilities Act of 1990, Pub. L. No. 101-336, 104 Stat. 328 (1990). At-a
rninimm, provide information on how a eonsmer with a disability may aeeess 
th@ notirn in an alt@ma-tiv@ format. 

e. Be visible or accessible where consumers will see it before any personal 
information is collected. For example, when a business collects consumers' 
personal information online, it may conspicuously post a link to the notice on the 
business's website homepage or the mobile application's download page, or on 
all webpages where personal information is collected. When a business collects 
consumers' personal information offline, it may, for example, include the notice 
on printed forms that collect personal information, provide the consumer with a 
paper version of the notice, or post prominent signage directing consumers to the 
web address where the notice can be found. 

(3) A business shall not use a consumer's personal information for any purpose other 
than those disclosed in the notice at collection. If the business intends to use a 
consumer's personal information for a purpose that was not previously disclosed to 
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the consumer in the notice at collection, the business shall directly notify the 
consumer of this new use and obtain explicit consent from the consmer to use i-t for 
this n@w pm:pos@. 

(4) A business shall not collect categories of personal information other than those 
disclosed in the notice at collection. If the business intends to collect additional 
categories of personal information, the business shall provide a new notice at 
collection. 

(5) If a business does not give the notice at collection to the consumer at or before the 
collection of their personal information, the business shall not collect personal 
information from the consumer. 

(b) A business shall include the following in its notice at collection: 

(1) A list of the categories of personal information about consumers to be collected. Each 
category of personal information shall be written in a manner that provides consumers 
a meaningful understanding of the information being collected. 

(2) For each category of personal information, the business or commercial purpose( s) for 
which it will be used. 

(3) If the business sells personal information, the link titled "Do Not Sell My Personal 
Information" or "Do Not Sell My Info" required by section 999.3 lS(a), or in the case 
of offline notices, the web address for the webpage to which it links. 

(4) A link to the business's privacy policy, or in the case of offline notices, the 
web address of the business's privacy policy. 

( c) If a business collects personal information from a consumer online, the notice at 
collection may be given to the consumer by providing a link to the section of the 
business's privacy policy that contains the information required in subsection (b ). 

( d) A business that does not collect information directly from consumers does not need to 
provide a notice at collection to the consumer, but before it can sell a consumer's personal 
information, it shall do either of the following: 

(1) GentaGt-Directly notify the consumer ~ to provide notice that the business 
sells personal information about the consumer and provide the consumer with a 
notice of right to opt-out in accordance with section 999.306; or 

(2) Contact the source of the personal information to: 

145948658.1 
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upon rnq-u@st. 

Note: Authority: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.115, and 
1798.185, Civil Code. 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

(a) Purpose and General Principles 

(I) The purpose of the notice of right to opt-out of sale of personal information is to 
inform consumers of their right to direct a business that sells (or may in the future sell) 
their personal information to stop selling their personal information, and to refrain 
from doing so in the future. 

(2) The notice of right to opt-out shall be designed and presented to the consumer in a 
way that is easy to read and understandable to an average consumer. The notice shall: 

a. Use plain, straightforward language and avoid technical or legal jargon. 

b. Use a format that draws the consumer's attention to the notice and makes 
the notice readable, including on smaller screens, if applicable. 

c. Be available in the languages in which the business in its ordinary course 
provides contracts, disclaimers, sale announcements, and other information to 
consumers. 

d. Be accessible to consumers with disabilitiesc when required by the Americans 
with Disabilities Act of 1990, Pub. L. No. IO l-336, I 04 Stat. 328 (l 990). Af-a
minimllffi, provid@ infonna-tion on how a consllffi@r with a disability may acc@ss 
th@ notic@ in an alt@ma-tiv@ fonna-t. 

(b) A business that sells the personal information of a consumer shall provide a notice of right 
to opt-out to the consumer as follows: 

(1) A business shall post the notice of right to opt-out on the Internet webpage to which 
the consumer is directed after clicking on the "Do Not Sell My Personal 
Information" or "Do Not Sell My Info" link on the website homepage or the 
download or landing page of a mobile application. The notice shall include the 
information specified in subsection (c) or link to the section of the business's privacy 
policy that contains the same information. 

(2) A business that substantially interacts with consumers offline shall also provide notice 
to the consumer by an offline method that facilitates consumer awareness of their right 
to opt-out. Such methods include, but are not limited to, printing the notice on paper 
forms that collect personal information, providing the consumer with a paper version 
of the notice, and posting signage directing consumers to a website where the notice 
can be found. 

(3) A business that does not operate a website shall establish, document, and comply with 
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another method by which it informs consumers of their right to direct a business that 
sells their personal information to stop selling their personal information. That method 
shall comply with the requirements set forth in subsection (a)(2). 

( c) A business shall include the following in its notice of right to opt-out: 

(1) A description of the consumer's right to opt-out of the sale of their 
personal information by the business; 

(2) The webform by which the consumer can submit their request to opt-out online, as 
required by Section 999. 315( a), or if the business does not operate a website, the 
offline method by which the consumer can submit their request to opt-out; 

(3) Instructions for any other method by which the consumer may submit their request 
to opt-out; 

(4) Any proof required when a consumer uses an authorized agent to exercise their right 
to opt-out, or in the case of a printed form containing the notice, a webpage, online 
location, or URL where consumers can find information about authorized agents; and 

(5) A link or the URL to the business's privacy policy, or in the case of a printed 
form containing the notice, the URL of the webpage where consumers can access 
the privacy policy. 

( d) A business is exempt from providing a notice of right to opt-out if: 

(1) It does not, and will not, sell personal information collected during the time 
period during which the notice of right to opt-out is not posted; and 

(2) It states in its privacy policy that that it does not and will not sell personal 
information. A consmer whose personal information is collected while a notice of 
right to opt out notic@ is not post@d shall b@ d@@m@d to hav@ validly submitt@d a 
request to opt out. 

(e) Opt-OutButtonorLogo 

(1) The following opt-out button or logo may be used in addition to posting the notice of 
right to opt-out, but not in lieu of any posting of the notice. [BUTTON OR LOGO 
TO BE ADDED IN A MODIFIED VERSION OF THE REGULATIONS AND 
MADE AVAILABLE FOR PUBLIC COMMENT.] 

(2) This opt-out button or logo shall link to a webpage or online location containing the 
information specified in section 999 .306( c ), or to the section of the business's privacy 
policy that contains the same information. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135 
and 1798.185, Civil Code. 

§ 999.307. Notice of Financial Incentive 
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(a) Purpose and General Principles 

(1) The purpose of the notice of financial incentive is to explain to the consumer each 
financial incentive or price or service difference a business may offer in exchange 
for the retention or sale of a consumer's personal information so that the consumer 
may make an informed decision on whether to participate. A financial incentive or 
price or service difference offered in connection with only collecting personal data 
but unrelated to a consumer's exercise of rights under CCPA does not require a 
notice of financial incentive." 

(2) The notice of financial incentive shall be designed and presented to the consumer in a 
way that is easy to read and understandable to an average consumer. The notice shall: 

a. Use plain, straightforward language and avoid technical or legal jargon. 

b. Use a format that draws the consumer's attention to the notice and makes 
the notice readable, including on smaller screens, if applicable. 

c. Be available in the languages in which the business in its ordinary course 
provides contracts, disclaimers, sale announcements, and other information to 
consumers. 

d. Be accessible to consumers with disabilities when required by the Americans 
with Disabilities Act of 1990, Pub. L. No. 101-336, 104 Stat. 328 (1990).c-Af...a
minimllffi, provid@ infonnation on how a consllffi@r with a disability may acc@ss 
the notice in an alternative fonnat. 

e. Be available online or other physical location where consumers will see it 
before opting into the financial incentive or price or service difference. 

(3) If the business offers the financial incentive or price of service difference online, the 
notice may be given by providing a link to the section of a business's privacy policy 
that contains the information required in subsection (b ). 

(b) A business shall include the following in its notice of financial incentive: 

(1) A succinct summary of the financial incentive or price or service difference offered; 

(2) A description of the material terms of the financial incentive or price of service 
difference, including th@ cat@gori@s of p@rsonal infonnation that am implicat@d by 
the financial incentive or price or service difference; 

(3) How the consumer can opt-in to the financial incentive or price or service difference; 

(4) Notification of the consumer's right to withdraw from the financial incentive at any 
time and how the consumer may exercise that right; and 

(5) An mcplanation of why th@ financial inc@ntiv@ or pric@ or s@rvic@ differnnc@ is 
p@nnitt@d und@r th@ CCPA, 
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a. A good faith @stimat@ ofth@ valu@ ofth@ consum&' s data that fonns th@ 
basis for offering the financial incentive or price or service difference; and 

&.- A description of the method the business used to calculate the value of 
th@ consum@r' s data. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.125 and 
1798.130, Civil Code. 

§ 999.308. Privacy Policy 

(a) Purpose and General Principles 

(1) The purpose of the privacy policy is to provide the consumer with a comprehensive 
description of a business's online and offline practices regarding the collection, use, 
disclosure, and sale of personal information and of the rights of consumers 
regarding their personal information. The privacy policy shall not contain specific 
pieces of personal information about individual consumers and need not be 
personalized for each consumer. 

(2) The privacy policy shall be designed and presented in a way that is easy to read and 
understandable to an av@rag@~ consumer. The notice shall: 

a. Use plain, straightforward language and avoid technical or legal jargon. 

b. Use a format that makes the policy readable, including on smaller screens, if 
applicable. 

c. Be available in the languages in which the business in its ordinary course 
provides contracts, disclaimers, sale announcements, and other information to 
consumers. 

d. Be accessible to consumers with disabilities when required by the Americans 
with Disabilities Act of 1990, Pub. L. No. 101-336, 104 Stat. 328 (1990). At-a
minimnm, provide infonnation on how a consumer with a disability may access 
th@ policy in an alt€mativ@ fonnat . 

e. Be available in an additional format that allows a consumer to print it out as 
a separate document. 

(3) The privacy policy shall be posted online through a conspicuous link using the word 
"privacy," on the business's website homepage or on the download or landing page of 
a mobile application. If the business has a California-specific description of 
consumers' privacy rights on its website, then the privacy policy shall be included in 
that description. A business that does not operate a website shall make the privacy 
policy conspicuously available to consumers. 

(b) The privacy policy shall include the following information: 
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(1) Right to Know About Personal Information Collected, Disclosed, or Sold 

a. Explain that a consumer has the right to request that the business disclose 
what personal information it collects, uses, discloses, and sells. 

b. Provide instructions for submitting a verifiable consumer request to know and 
provide links to an online request form or portal for making the request, ifoffered 
by the business. 

c. D@scri-b@ th@ proc@ss th@ busin@ss will us@ to v@rify th@ consum@H@q-u@St, 
including any infonna-tion th@ consum@r nmst provid@. 

d. Collection of Personal Information 

1. List the categories of consumers' personal information the business has 
collected about consumers in the preceding 12 months. The notice shall be 
written in a manner that provides consumers a meaningful understanding 
of the information being collected. 

2. For each category of personal information collected, provide the 
categories of sources from which that information was collected, the 
business or commercial purpose(s) for which the information was 
collected, and the categories of third parties with-to whom the business 
sells shares personal information. The notice shall be written in a manner 
that provides consumers a meaningful understanding of the categories 
listed. 

e. Disclosure or Sale of Personal Information 

1. State whether or not the business has disclosed or sold any personal 
information to third parties for a business or commercial purpose in 
the preceding 12 months. 

2. List the categories of personal information, if any, that it disclosed or sold 
to third parties for a business or commercial purpose in the preceding 12 
months. 

3. Stat@ wh@th@r or not th@ busin@ss s@lls th@ p@rsonal infonnation of minors 
und@r 16 y@ars ofag@ without affama-tiv@ authorization. 

(2) Right to Request Deletion of Personal Information 

a. Explain that the consumer has a right to request the deletion of their personal 
information collected or maintain@d by the business. 

b. Provide instructions for submitting a verifiable consumer request to delete and 
provide links to an online request form or portal for making the request, ifoffered 
by the business. 
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c. Describe the process the business will use to verify the consumerrequest, 
including any information the consumer must provide. 

(3) Right to Opt-Out of the Sale of Personal Information 

a. Explain generally that the consumer has a right to opt-out of the sale of 
their personal information by a business. 

b. Include the contents of the notice of right to opt-out or a link to it in accordance 
with section 999.306. 

(4) Right to Non-Discrimination for the Exercise of a Consumer's Privacy Rights 

a. Explain that the consumer has a right not to receive discriminatory treatment by 
the business for the exercise of the privacy rights conferred by the CCPA. 

(5) Authorized Agent 

a. Explain generally how a consumer can designate an authorized agent to 
make a request under the CCPA on the consumer's behalf. 

(§)_ Contact for More Information: Provide consumers with a contact for questions or 
concerns about the business's privacy policies and practices using a method reflecting 
the manner in which the business primarily interacts with the consumer._ 
~ . 

(7) Date the privacy policy was last updated. 

(8) If subject to the requirements set forth section 999.3 l 7(g), the information compiled 
in section 999.3 l 7(g)(l) or a link to it. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.105, 1798.115, 
1798.120, 1798.125 and 1798.130, Civil Code. 

Article 3. Business Practices for Handling Consumer Requests 

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 

(a) A business shall provide two or more designated methods for submitting requests to 
know, including, at a minimum, a toll-free telephone number, and if the business operates 
a website, an interactive webform accessible through the business's website or mobile 
application. Other acceptable methods for submitting these requests include, but are not 
limited to, a designated email address, a form submitted in person, and a form submitted 
through the mail._ 

(b) Subject to 999.312(a) above which shall be sufficient to comply with this section under all 
circumstances, Ai! business shall provide two or more designated methods for submitting 
requests to delete. Acceptable methods for submitting these requests include, but are not 
limited to, a toll-free phone number, a link or form available online through a business's 
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website, a designated email address, a form submitted in person, and a form submitted 
through the mail. 

( c) A business shall consider the methods by which it interacts with consumers when 
determining which methods to provide for submitting requests to know and requests to 
delete. At least one method offered shall reflect the manner in which the business primarily 
interacts with the consumer, even if it requires a business to offer three methods for 
submitting requests to know. Illustrative examples follow: 

(1) Example 1: If the business is an online retailer, at least one method by which the 
consumer may submit requests should be through the business's retail website. 

(JJ_Example 2: If the business operates a website but primarily interacts with customers 
in person at a retail location, the business shall offer three-two methods to submit 
requests to know-a toll-free telephone number, and an interactive webform 
accessible through the business's website, arui-or a form that can be submitted in 
person at the retail location. 

(2-X3) Example 3: If the business operates a website and interacts with customers in • 
person at a retail location, but primarily collects data online (such as a travel company 
website), the business can offer two methods to submit requests to know- a toll-free 
telephone number and an interactive webform accessible through the business ' s 
website. In this case, a form that can be submitted in person at the retail location is 
not necessary . .. 

( d) A business shall-may use a two-step process for online requests to delete where the 
consumer must first, clearly submit the request to delete and then second, separately 
confirm that they want their personal information deleted. 

(tl_If a business does not interact directly with consumers in its ordinary course of business, 
at least one method by which a consumer may submit requests to know or requests to 
delete shall be online, such as through the business's website or a link posted on the 
business's website

0 

(e¥f) A business that operates exclusively online and has a direct relationship with a consumer 
from whom it collects personal information shall only be required to provide an email 
address for submitting requests for information required to be disclosed pursuant to 
Sections 1798.110 and 1798.115 . 

(f) If a consum@r submits a rnqn@st in a malln@r that is not on@ of th@ d@signat@d m@thods of 
submission, or is deficient in some manner unrelated to the verification process, the business 
shall @ith@r: 

(l) Trnat th@ rnqoost as ifit had b@@n submitt@d in accordanc@ with th@ bnsin@ss's 
designated manner, or 

(2) Provid@ th@ consum@r with sp@cific dirnctions on how to submit th@ rnqn@st or 
rnm@dy any d@fici@nci@s with th@ rnqn@st, if applicabl@. 
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Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, 1798.140, and 1798.185, Civil Code. 

§ 999.313. Responding to Requests to Know and Requests to Delete 

(a) Upon receiving a request to know or a request to delete, a business shall confirm receipt of 
the request, through either mail, email, or another notification method, within 10 days and 
provide information about how the business will process the request. The information 
provided shall describe the business's verification process and when the consumer should 
expect a response, except in instances where the business has already granted or denied the 
request. 

(b) Businesses shall respond to complete requests to know and requests to delete within 45 
days. The 45- day period will begin on the day that the business receives the request, unless 
the request is incomplete, or the consumer fails to provide information necessary to verify 
the request. , rngardl@ss of tim@ rnquirnd to v@rify th@ rnqu@st. If necessary, businesses may 
take up to an additional 45 days to respond to the consumer's request, for a maximum total 
of 90 days from the day the request is received, provided that the business provides the 
consumer with notice and an explanation of the reason that the business will take more than 
45 days to respond to the request. 

(c) Responding to Requests to Know 

(1) For requests that seek the disclosure of specific pieces of information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business shall not disclose any 
specific pieces of personal information to the requestor and shall inform the 
consumer that it cannot verify their identity. If the request is denied in whole or in 
part, the business shall also evaluate the consumer's request as if it is seeking the 
disclosure of categories of personal information about the consumer pursuant to 
subsection ( c )(2 ). 

(2) For requests that seek the disclosure of categories of personal information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business may deny the request to 
disclose the categories and other information requested and shall inform the requestor 
that it cannot verify their identity. If the request is denied in whole or in part, the 
business shall provide or direct the consumer to its general business practices 
regarding the collection, maintenance, and sale of personal information set forth in its 
privacy policy. 

(3) A business shall not provide a consumer with specific pieces of personal information 
if the disclosure creates a substantial, articulable, and unreasonable risk to the security 
of that personal information, the consumer's or another consumer' s account with the 
business, or the security of the business's systems or networks. 

(4) A business shall not at any time disclose a consumer's Social Security number, 
driver's license number or other govermuent-issued identification number, financial 
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account number, any health insurance or medical identification number, an account 
password, or security questions and answers. This subsection does not apply to 
requests seeking portability of information where such identifiers enumerated in 
section 999.313(c)( 4) are necessary to support portability. 

(5) If a business denies a consumer's verified request to know specific pieces of personal 
information, in whole or in part, because of a conflict with federal or state law, or an 
exception pursuant to the CCP A, the business shall inform the requestor and explain 
the basis for its denial, provided however that a business shall be deemed to be in 
compliance with the requirement if bases for denial are set forth in its privacy policy 
and the business refers the consumer to its privacy policy. If the request is denied only 
in part, the business shall disclose the other information sought by the consumer. 

(6) A business shall use reasonable security measures when transmitting 
personal information to the consumer. 

(7) If a business maintains a password-protected account with the consumer, it may 
comply with a request to know by using a secure self-service portal for consumers to 
access, view, and receive a portable copy of their personal information if the portal 
fully discloses the personal information that the consumer is entitled to under the 
CCP A and these regulations, uses reasonable data security controls, and complies with 
the verification requirements set forth in Article 4. 

(8) Unless otherwise specified, the 12-month period covered by a consumer's 
verifiable request to know referenced in Civil Code section l 798.130(a)(2) shall 
run from the date the business receives the request, regardless of the time required to 
verify the request. 

(9) In responding to a consumer's verified request to know categories of personal 
information, categories of sources, and/or categories of third parties, a business shall 
provide an individualized response to the consumer as required by the CCP A. It shall 
not refer the consumer to the businesses' general practices outlined in its privacy 
policy unless its response would be the same for substantially all or most consumers 
and the privacy policy discloses all the information that is otherwise required to be in 
a response to a request to know such categories. 

(10) In responding to a verified request to know categories of personal information, the 
business shall provide for @ach ioon-tifi@d ca-t€gory of p@rsonal infonna-tion i-t has 
coll@ct€d about th@ consllill@r: 

145948658.1 

a. The categories of sources from which the personal information was collected; 

b. The business or commercial purpose for which it collected the personal 

information; 

c. The categories of third parties to whom the business sold or disclosed 
the category of personal information for a business purpose; and/or, as 
requested by the consumer; 
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d. The business or commercial purpose for which it sold or disclosed the category of 
personal information. 

i.lll_A business shall identify the categories of personal information, categories of sources 
of personal information, and categories of third parties to whom a business sold or 
disclosed personal information, in a manner, such as described in this section, that 
provides consumers a meaningful understanding of the categories listed. 

(12) A business need not additionally fulfill a consumer's request to provide categories of 
information collected if it is also providing specific pieces of information. 

El-B'.13) A business shall identify the personal information responsive to a request to know 
by conducting a commercially reasonable search of its records for documents that are 
responsive, considering the sensitivity of the personal information the business holds 
and the expense of compliance. A business does not violate the CCPA when, it 
conducts a commercially reasonable search of its records in good faith but fails to 
identify a responsive record. 

(d) ~ esponding to Requests to Delete[_ _________________________________________ Commented [VBM(2]: Priority recommendation would be 

(1) For requests to delete, if a business cannot verify the identity of the requestor pursuant 
to the regulations set forth in Article 4, the business may deny the request to delete. 

The business shall inform the requestor that their identity cannot be verified and shall 
inst@ad 1:f€a-t th@ rnqu@st as a f€qu@St to opt out of sal@. c 

(2) A business shall comply with a consumer's request to delete their personal 
information by: 

a. Permanently and completely erasing the personal information on its 
existing systems with the exception of archived or back-up systems; 

b. De-identifying the personal information; or 

c. Aggregating the personal information. 

(3) If a business stores any personal information on archived or backup systems, it may 
delay compliance with the consumer's request to delete, with respect to data stored on 
the archived or backup system, until the data on the archived or backup system is next 
accessed or used. 

(4) In its response to a consumer's request to delete, the business shall specify the manner 
in which it has deleted the personal information. 

(5) In responding to a request to delete, a business shall disclose that it will maintain 
a record of the request pursuant to Civil Code section 1798.105( d). 

(6) In cases where a business denies a consumer's request to delete the business shall 
do all of the following: 
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a. Inform the consumer that it will not comply with the consumer's request and 
describe the basis for the denial, including any statutory and regulatory exception 
therefor, provided however, that a business shall be deemed to be in compliance 
with this requirement if the bases for denial are set forth in its privacy policy and 
the business refers the consumer to its privacy policy; 

b. Delete the consumer's personal information that is not subject to the exception; 
and~ 

c. Not use the consumer's personal information retained for any other purpose than 
provided for by that exception or any other exception pursuant to the CCPAc 

(Zl__In responding to a request to delete, a business may present the consumer with the 
choice to delete select portions of their personal information only if a global option to 
delete all personal information is also offered, and more prominently presented than 
the other choices. The business shall still use a two-step confirmation process where 
the consumer confirms their selection as required by section 999.312( d). 

p.¥8) A business shall identify the personal information responsive to a request to 
delete by conducting a commercially reasonable search of its records for documents 
that are responsive, considering the sensitivity of the personal information the 
business holds and the expense of compliance. A business does not violate the CCP A 
when, it conducts a commercially reasonable search of its records in good faith but 
fails to identify a responsive record. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, and 1798.185, Civil Code. 

§ 999.314. Service Providers 

(a) To the extent that a person or entity provides services to a person or organization that is 
not a business, no obligations under CCPA shall apply to such person or entity.and would 
oth@rwis@ m@@t th@ rnq-uirnm@n-ts of a "s@rvic@ provid@r" lffioor Civil Cod@ s@ction 
1798.140(v), that p@rson or @ntity shall b@ oo@m@d a s@rvic@ provid@r for pm:pos@s ofth@ 
CCPA and these regulations. 

(b) To the extent that a business directs a person or entity to collect personal information 
directly from a consumer on the business's behalf, and would otherwise meet all other 
requirements of a "service provider" under Civil Code section l 798. l 40(v), that person or 
entity shall be deemed a service provider for purposes of the CCP A and these regulations. 

(c) A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider~ 
without the agreement of such person, entity, or consumer, for the purpose of providing 
services that result in the sale of a consumer' s personal information to another person or 
@ntity to a third party. A service provider may, however, combine personal information 
received from one or more entities to which it is a service provider, on behalf of such 
busin@ss@s, in order to provide the services specified in a contract with the business, or 
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to the extent necessary to detect data security incidents, or protect against fraudulent or 
illegal activity. 

(d) If a service provider receives a request to know or a request to delete from a consumer 
regarding personal information that the service provider collects, maintains, or sells on 
behalf of the business it services, and does not comply with the request, it shall explain the 
basis for the denial. Th@ s@n1ic@ provid@r shall also infoHn th@ consum@r that it should 
submit th@ rnqu@st dirnctly to th@ bnsiooss on whos@ b@halfth@ s@fvic@ provid@r proc@ss@s 
th@ infoHna-tion and, wh@n f@asibl@, provid@ th@ consum@r with contact infoHnation for that 
bnsin@ss. 

( e) A service provider that is a business shall comply with the CCP A and these regulations with 
regard to any personal information that it collects, maintains, or sells outside of its role as a 
service provider. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, 1798.140, and 1798.185, Civil Code. 

§ 999.315. Requests to Opt-Out 

(a-) A business shall provide two or more designated methods for submitting requests to opt-out, 
including, at a minimum, an interactive webform accessible via a clear and conspicuous link 
titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on the business's 
website or mobile application. Other acceptable methods for submitting these requests 
include, but are not limited to, a toll-free phone number, a designated email address, a form 
submitted in person, a form submitted through the mail, and user-enabled privacy controls, 
such as a browser plugin or privacy setting or other mechanism, that communicate or signal 
the consumer's choice to opt-out of the sale of their personal information. The requirements 
and specifications for the opt-out preference signal should be updated from time to time to 
reflect the means by which consumers interact with businesses, and should: (i) ensure that 
the manufacturer of a platform or browser or device that sends the opt-out preference signal 
cannot unfairly disadvantage another business; (ii) ensure that the opt-out preference signal 
is consumer-friendly, clearly described, and easy to use by an average consumer, and does 
not require that the consumer provide additional information beyond what is necessary; (iii) 
clearly represent a consumer's intent and be free of defaults constraining or presupposing 
such intent; and (iv) ensure that the opt-out preference signal does not conflict with other 
commonly-used privacy settings or tools that consumers may employ. 

(b) A business shall consider the methods by which it interacts with consumers when 
determining which methods consumers may use to submit requests to opt-out, the manner in 
which the business sells personal information to third parties, available technology, and ease 
of use by the ~typical consumer. At least one method offered shall reflect the manner 
in which the business primarily interacts with the consumer. 

( c) If a business collects personal information from consumers online, the business shall-may 
treat user-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt-out of the sale of their 
personal information as a valid request submitted pursuant to Civil Code section 1798.120 
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for that browser or device, or, if known, for the consumer, provided that the consumer 
undertakes an affirmative action to opt out of the sale of their information. Default opt-outs 
shall not constitute an affirmative step to opt ouL 

(d) In responding to a request to opt-out, a business that sells personal information may present 
the consumer with the choice to opt-out of sales of certain categories of personal 
information as long as a global option to opt-out of the sale of all personal information is 
more prominently presented than the other choices. 

(e) Upon receiving a request to opt-out, a business shall act upon the request as soon as feasibly 
possible, but no later than -8-1Q_days from the date the business receives the request. 

(f) A busiooss shall notify all third parties to whom it has sold th@ personal information of th@ 
consumer within 90 days prior to the business ' s receipt of the consumer's request that the 
consumer has eKercised their right to opt out and instruct th@m not to further sell th@ 
information. The business shall notify the consum@f when this has been complet@d. 

(g) A consumer may use an authorized agent to submit a request to opt-out on the consumer's 
behalf if the consumer provides the authorized agent written permission to do so. A 
business may deny a request from an authorized agent that does not submit proof that they 
have been authorized by the consumer to act on the consumer's behalf. User-enabled 
privacy controls, such as a browser plugin or privacy setting or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the sale of their personal 
information shall-may be considered a request directly from the consumer, not through an 
authorized agent if they represent the consumer's affirmative choice. 

(h) A request to opt-out need not be a verifiable consumer request. If a business, however, 
cannot verify the identity of a person making a request concerning personal information sold 
for purposes other than advertising or marketing, the business has a good faith, reasonable, 
and documented belief that a rnquest to opt out is fraudulent, the busiooss may deny the 
request. Th@ business and shall inform the requestor that their identity cannot be verified. 
ing party that it will not comply with the rnquest and shall provide an explanation why it 
believes th@ rnquest is fraudulent. 

Note: Authority cited: Sections 1798.135 and 1798.185, Civil Code. Reference: Sections 
1798.120, 1798.135, 1798.140, and 1798.185, Civil Code. 

§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal Information 

(a) Requ@sts to opt in to the sale of personal information shall use a t\vo step opt in process 
whereby the consumer shall first, clearly request to opt in and then second, separately 
confinn their choice to opt in. 

~ A business may inform a consumer who has opted-out when a transaction requires the 
sale of their personal information as a condition of completing the transaction, along with 
instructions on how the consumer can opt-in. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, 
and 1798.185, Civil Code. 

145948658.1 Page 18 of24 

CCPA_ 45DAY _00487 



§ 999.317. Training; Record-Keeping 

(a) All individuals responsible for handling consumer inquiries about the business's privacy 
practices or the business's compliance with the CCP A shall be informed of all the 
requirements in the CCP A and these regulations and how to direct consumers to exercise 
their rights under the CCPA and these regulations. 

(b) A business shall maintain records of consumer requests made pursuant to the CCP A 
and how the business responded to said requests for at least 24 months. 

(c) The records may be maintained in a ticket or log format provided that the ticket or log 
includes the date of request, nature of request, manner in which the request was made, the 
date of the business's response, the nature of the response, and the basis for the denial of the 
request if the request is denied in whole or in part. 

(d) A business's maintenance of the information required by this section, where that 
information is not used for any other purpose, does not taken alone violate the CCPA or 
these regulations. 

(e) Information maintained for record-keeping purposes shall not be used for any other purpose. 

(f) Aside from this record-keeping purpose, a business is not required to retain personal 

information solely for the purpose of fulfilling a consumer request made under the CCP A. 

(g) y\ busioossl_Qia-talone or in combination, annually buys, rnceives for the business's -~-~-~
commercial purposes, sells, or shares for commercial purposes, the personal information 
of 4,000,000 or morn consumers, shall: 

(1) Coillf)ile the following metrics for the prnvious calenclar year: 

a. The number of requests to know that the business received, COillfllied with 
in whole or in part, and denied; 

b. The number ofrnquests to delete that the busiooss rnceived, COillfllied with in 
whole or in part, and denied; 

c. The number of requests to opt out that the business received, COillfllied with in 
whole or in part, and denied; and 

d. The median number of clays within which the business substantively rnsponded to 
requests to know, requests to delete, and requests to opt out. 

(2) Disclose the information coillf)iled in subsection (g)(l) within their privacy policy 
or posted on their website and accessible from a link included in their privacy 
peliey-c 

(3) Establish, document, ancl coillf)ly with a training policy to ensure that all individuals 
rnsponsible for handling consumer rnquests or the business' s COillflliance with the 
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CCR!\ aru infonn@d of all th@ IBq-uiIBm@n-ts in th@s@ IBgula-tions and th@ CCR!\ . 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.120, 1798.130, 1798.135, and 1798.185, Civil Code. 

§ 999.318. Requests to Access or Delete Household Information 

(a) Where a consumer does not have a password-protected account with a business, a 
business may respond to a request to know or request to delete as it pertains to household 
personal information by providing aggregate household information, subject to 
verification requirements set forth in Article 4. 

(b) If all consumers of the household jointly request access to specific pieces of information for 
the household or the deletion of household personal information, and the business can 
individually verify all the members of the household subject to verification requirements set 
forth in Article 4, then the business shall comply with the request. This obligation exists for 
businesses only if (i) all users have verified their identity, and (ii) they can verify that these 
are all of the members of the household. 
~ . 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Section 1798.100, 1798.105, 
1798.110, 1798.115, 1798.120, 1798.130, 1798.140, and 1798.185, Civil Code. 

Article 4. Verification of Requests 

§ 999.323. General Rules Regarding Verification 

(a) A business shall establish, document, and comply with a reasonable method for verifying 
that the person making a request to know or a request to delete is the consumer about 
whom the business has collected information. 

(b) In determining the method by which the business will verify the consumer's identity, 
the business shall: 

(1) Whenever feasible, match the identifying information provided by the consumer to 
the personal information of the consumer already maintained by the business, or use a 
third-party identity verification service that complies with this section. 

(2) Avoid collecting the types of personal information identified in Civil Code 
section 1798.81.5( d), unless necessary for the purpose of verifying the consumer. 

(3) Consider the following factors: 

145948658.1 

a. The type, sensitivity, and value of the personal information collected and 
maintained about the consumer. Sensitive or valuable personal information shall 
warrant a more stringent verification process. The types of personal information 
identified in Civil Code section 1798.81.5( d) shall be considered presumptively 
sensitive; 
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b. The risk of harm to the consumer posed by any unauthorized access or deletion. 
A greater risk of harm to the consumer by unauthorized access or deletion shall 
warrant a more stringent verification process; 

c. The likelihood that fraudulent or malicious actors would seek the personal 
information. The higher the likelihood, the more stringent the verification process 
shall be; 

d. Whether the personal information to be provided by the consumer to verify their 
identity is sufficiently robust to protect against fraudulent requests or being 
spoofed or fabricated; 

e. The manner in which the business interacts with the consumer; and 

f. Available technology for verification. 

( c) A business shall generally avoid requesting additional information from the eonsruner for 
purpos@s ofv@rification. If, how@v@r, the business cannot verify the identity of the 
consumer from the information already maintained by the business, the business may 
request additional information from the consumer, which shall only be used for the 
purposes of verifying the identity of the consumer seeking to exercise their rights under the 
CCPA, and for security or fraud-prevention purposes. The business shall delete any new 
personal information collected for the purposes of verification as soon as practical after 
processing the consumer's request, except as required to comply with section 999. 317. 

(d) A ~usinessl__t;hall iQip1ement reasonable seeuritY:_!Ileasures to deteet fraudulent identity__~~ 
v@rification activity and prnv@nt th@ lHlffil-thoriz@d acc@ss to or d@l@tion of a consum@r' s 
personal information. 

(e@_If a business maintains consumer information that is de-identified, a business is not 
obligated to provide or delete this information in response to a consumer request or to re
identify individual data to verify a consumer request 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, 1798.140, and 1798.185, Civil Code. 

§ 999.324. Verification for Password-Protected Accounts 

(a) If a business maintains a password-protected account with the consumer, the business 
may verify the consumer's identity through the business's existing authentication 
practices for the consumer's account, provided that the business follows the requirements 
in section 999.323. The business shall also require a consumer to re-authenticate 
themselves before disclosing or deleting the consumer's data. 

(b) If a business suspects fraudulent or malicious activity on or from the password-protected 
account, the business shall not comply with a consumer's request to know or request to 
delete until further verification procedures determine that the consumer request is authentic 

145948658.1 Page 21 of24 

Commented [VBM(4]: Primary recommendation is to 
strike Section 999.323(d). In the alternative, 
recommendation is to revise the language as follows: 

"A business shall implement reasonable security measures,_ 
as defined in guidance documents provided by the Attorney 
General, to detect fraudulent identity- verification activity 
and prevent the unauthorized access to or deletion of a 
consumer's personal information." 

CCPA_ 45DAY _00490 



and the consumer making the request is the person about whom the business has collected 
information. The business may use the procedures set forth in section 999.325 to further 
verify the identity of the consumer. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, and 1798.185, Civil Code. 

§ 999.325. Verification for Non-Accountholders 

(a) If a consumer does not have or cannot access a password-protected account with the 
business, the business shall comply with subsections (b) through (g) of this section, in 
addition to section 999.323. 

(b) A business's compliance with a request to know categories of personal information requires 
that the business verify the identity of the consumer making the request to a reasonable 
degree of certainty. A reasonable degree of certainty may include matching at least two data 
points provided by the consumer with data points maintained by the business, and/or any 
other information which the business has determined to be reliable for the purpose of 
verifying the consumer. 

( c) y\ busiooss' s COIIlflliance with a rnquest to know specific pieces of personal infonnation 
requires that the business verify the identity of the consmer making the request to a 
rnasonably high degrne of certainty, which is a higher bar for V@fification. A rnasonably 
high degrne of certainty may include matching at least three pieces of personal infonnation 
provided by the consm@f with personal infonnation maintained by the business that it has 
detennin-ed to be reliable for the purpose of verifying the consmer_ togeth@f with a signed 
declaration under penalty of perjury and/or any other infonnation that the business 
detennin-es in necessary to confinn that the rnquestor is the consmer whose personal 
in-fonnation is the subject of the request. Businesses shall maintain- all signed declarations as 
part of their rncord keeping obligation( 

(d) A business's compliance with a request to delete may require that the business verify the 
identity of the consumer to a reasonable degree or a reasonably high degree of certainty 
depending on the sensitivity of the personal information and the risk of harm to the 
consumer posed by unauthorized deletion. For example, the deletion of family photographs 
and documents may require a reasonably high degree of certainty, while the deletion of 
browsing history may require a reasonable degree of certainty. A business shall act in good 
faith when determining the appropriate standard to apply when verifying the consumer in 
accordance with the regulations set forth in Article 4. 

( e) Illustrative scenarios follow: 

(1) If a business maintains personal information in a manner associated with a named 
actual person, the business may verify the consumer by requiring the consumer to 
provide evidence that matches the personal information maintained by the business. 
For example, if the business maintains the consumer's name and credit card 
number, the business may require the consumer to provide the credit card's security 
code and identifying a recent purchase made with the credit card to verify their 
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identity to reasonable degree of certainty. 

(2) If a business maintains personal information in a manner that is not associated with a 
named actual person, the business may verify the consumer by requiring the 
consumer to demonstrate that they are the sole consumer associated with the non
name identifying information. This may require the business to conduct a fact-based 
verification process that considers the factors set forth in section 999.323(b )(3). 

(f) If there is no reasonable method by which a business can verify the identity of the 
consumer to the degree of certainty required by this section, the business shall state so in 
response to any request and, if this is the case for all consumers whose personal 
information the business holds, in the business's privacy policy. The business shall also 
explain why it has no reasonable method by which it can verify the identity of the 
requestor. The business shall evaluate on a yearly basis whether such a method can be 
established and shall document its evaluation. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, and 1798.185, Civil Code. 

§ 999.326. Authorized Agent 

(a) When a consumer uses an authorized agent to submit a request to know or a request 
to delete, the business may require that the consumer: 

(1) Provide the authorized agent written permission to do so; and 

Q)_ Verify their own identity directly with the business. 

(b) [his section permits businesses to require (1) instruction directly from the consumer 
regarding agent authorization; (2) the agent to make requests only after accessing the 
consumer' s account; and (3) return personal !nformation onl_y through the consumer' s 
account (rather than to the agent directly); 

Eat-

( c) Subsection (a) does not apply when a consumer has provided the authorized agent with 
power of attorney pursuant to Probate Code sections 4000 to 4465. 

(d) A business may deny a request from an agent that does not submit proof that they have 
been authorized by the consumer to act on their behalf. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.110, 
1798.115, 1798.130, and 1798.185, Civil Code. 

Article 5. Special Rules Regarding Minors 

§ 999.330. Minors Under 13 Years of Age 

(a) Process for Opting-In to Sale of Personal Information 
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(1) A business that has actual knowledge that it collects or maintains the personal 
information of children under the age of 13 shall establish, document, and comply with 
a reasonable method for determining that the person affirmatively authorizing the sale 
of the personal information about the child is the parent or guardian of that child. This 
affirmative authorization is in addition to any verifiable parental consent required 
under the Children's Online Privacy Protection Act, 15 U.S.C. sections 6501, et seq. 

(2) Methods that are reasonably calculated to ensure that the person providing consent 
is the child's parent or guardian include: 

a. Providing a consent form to be signed by the parent or guardian under penalty of 
perjury and returned to the business by postal mail, facsimile, or electronic scan; 

b. Requiring a parent or guardian, in connection with a monetary transaction, to use 
a credit card, debit card, or other online payment system that provides notification 
of each discrete transaction to the primary account holder; 

c. Having a parent or guardian call a toll-free telephone number staffed by trained 
personnel; 

d. Having a parent or guardian connect to trained personnel via video-conference; 

e. Having a parent or guardian communicate in person with trained personnel; ana 

[__ Verifying a parent or guardian's identity by checking a form ofgovernment
issued identification against databases of such information, where the parent or guardian's 
identification is deleted by the business from its records promptly after such verification is 
complete and; 

Icg. Any other method permitted by the Children' s Online Privacy Protection Act (COPPA). 

(b) When a business receives an affirmative authorization pursuant to subsection (a) of this 
section, the business shall inform the parent or guardian of the right to opt-out at a later date 
and of the process for doing so on behalf of their child pursuant to section 999.315. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, 
and 1798.185(a)(6), Civil Code. 

§ 999.331. Minors 13 to 16 Years of Age 

(a) A business that has actual knowledge that it collects or maintains the personal information 
of minors at least 13 and less than 16 years of age, and wishes to sell such personal 
information, shall establish, document, and comply with a reasonable process for 
allowing such minors to opt-in to the sale of their personal information, pursuant to 
section 999.316. 

(b) When a business receives a request to opt-in to the sale of personal information from a 
minor at least 13 and less than 16 years of age, the business shall inform the minor of the 
right to opt-out at a later date and of the process for doing so pursuant to section 999 .315. 

145948658.1 Page 24 of24 

CCPA_ 45DAY _00493 



Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, 
and 1798.185, Civil Code. 

§ 999.332. Notices to Minors Under 16 Years of Age 

(a) A business subject to section 999.330 and 999.331 shall include a description of the 
processes set forth in those sections in its privacy policy. 

(b) A business that exclusively targets offers of goods or services directly to consumers under 
16 years of age and does not sell the personal information of such minors without their 
affirmative authorization, or the affirmative authorization of their parent or guardian for 
minors under 13 years of age, is not required to provide the notice of right to opt-out. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, 
and 1798.185, Civil Code. 

Article 6. Non-Discrimination 

§ 999.336. Discriminatory Practices 

(a) A financial incentive or a price or service difference is discriminatory, and therefore 
prohibited by Civil Code section 1798.125, if the business treats a consumer 
differently because the consumer exercised a right conferred by the CCP A or these 
regulations. 

(QLNotwithstanding subsection (a) of this section, a business may offer a price or service 
difference if it is reasonably related to the value provided to the business by the 
consumer' s data." of the consumer's data as that term is defined in section 999.337. 

Ee*c) A business may require (l) instruction directly from the consumer regarding agent 
authorization; (2) the agent to make requests only after accessing the consumer's 
account; and (3) return personal information only through the consumer's account 
(rather than to the agent directly). 

Ec@_Illustrative examples follow: 

(1) Example 1: A music streaming business offers a free service and a premium service 
that costs $5 per month. If only the consumers who pay for the music streaming 
service are allowed to opt-out of the sale of their personal information, then the 
practice is discriminatory, unless the $5 per month payment is reasonably related to 
the value of the consumer's data to the business. 

(2) Example 2: A rclail store offers discounted prices to consumers who sign up to be on 
their mailing list. If the consumer on the mailing list can continue to receive 
discmm-ted prices even after they have made a request to know, request to delcle, 
and/or request to opt out, the differing price level is not discriminatory. 

~ A business's denial of a consumer's request to know, request to delete, or request to opt
out for reasons permitted by the CCP A or these regulations shall not be considered 
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discriminatory. 

(@lliA business shall notify consumers of any financial incentive or price or service 
difference subject to Civil Code section 1798.125 that it offers in accordance with section 
999.307. 

~ business's charging of a reasonable fee pursuant to Civil Code section 
l 798. l 45(g)(3) shall not be considered a financial incentive subject to these regulations. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.125, 1798.130, 
and 1798.185, Civil Code. 

§ 999.JJ7. Calrnlating the Value sf CensumeF Data 

(a) rfhe value provided to the consmef by the eonsmef' s data, as that term is used in Civil 
Code section 1798.12.5, is the value provided to the business by the consmef' s data and 
shall be referred to as "the value of the eonsmef' s data.'L 

(Ii) To estimate the value of the eonsmef's data, a business offering a financial incentive Of 
price or service difference subject to Civil Code section 1798.12.5 shall use and docment a 
reasonable anEi gooEi faith methoEi for ealeHlating the valHe of the eonsHmer' s Eiata. The lrnsiness 
shall Hse one or more of the following : 

(1) The marginal value to the business of the sale, collection, or deletion ofa consmer' s 
data or a typical consmer' s data; 

(2) The average value to the business of the sale, collection, Of deletion ofa 
c onsmer' s data or a typical c onsmer' s data; 

(3) Revenue or profit generated by the business from separate tiers, categories, or 
classes of eonsmefs Of typical eonsmers whose data provides differing value; 

(4) Revenue generated by the business from sale, collection, Of retention ofconsmers' 
personal information; 

(5) E?lpenses related to the sale, collection, or retention of consmers' personal 
information; 

(6) E?lpenses related to the offer, provision, or imposition of any financial 
incentive or price or sen1ice difference; 

(7) Profit generated by the business from sale, collection, Of retention ofconsmefs' 
personal information; and 

(8) Any other practical and reliable method of calculation used in good faith. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.125, 1798.130, 
and 1798.185, Civil Code. 

Article 7. Severability 
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§ 999.341. 

(a) If any article, section, subsection, sentence, clause or phrase of these regulations contained in 
this Chapter is for any reason held to be unconstitutional, contrary to statute, exceeding the 
authority of the Attorney General, or otherwise inoperative, such decision shall not affect the 
validity of the remaining portion of these regulations. 

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.105, 1798.145, 
1798./85, and 1798.196, Civil Code. 
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Message 

From: Kevin Gould 
Sent: 12/6/2019 9:37:05 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: California Consumer Privacy Act of 2018 -- Proposed Rulemaking Comment Letter 

Attachments: California Consumer Privacy Act of 2018 Proposed Rulemaking Comment Letter.pdf 

Thank you for the opportunity to provide written comments during the proposed rulemaking pertaining to the California 
Consumer Privacy Act of 2018. Please find attached a comment letter prepared by the American Bankers Association, 
the California Bankers Association, the California Mortgage Bankers Association, and the Mortgage Bankers Association. 
Please let us know if you have any questions. Thank you. 

CAllf O~Nl.'1 

BANKERS 
,I\SSOCl,.,TIOtJ. 

Kevin Gould 
SVP, Director of Government Relations 
California Bankers Association 
1303 J Street, Suite 600 I Sacramento, CA 95814 

Connect: Website I Twitter I Linkedln 
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American 
Bankers 
Association 

Building Success. Together. 

December 6, 2019 

CALIFORNIA 

BANKERS 
ASSOCIATION . 

A OMSION Of Tl1f 
W£STHN IANlHS ASSOCIATION 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
privacyregulations@doj.ca.gov 

MORTGAGE BANKERS ASSOCIATION 

RE: California Consumer Privacy Act of 2018- Proposed Rulemaking Comment Letter 

Dear Attorney General Xavier Becerra: 

The American Bankers Association CABA), the California Bankers Association (CBA), the California 
Mortgage Bankers Association (California MBA), and the Mortgage Bankers Association (MBA) 
appreciate the opportunity to submit written comments in response to the proposed rulemaking 
undertaken by the California Department of Justice pertaining to the California Consumer 
Privacy Act of 2018 (CCPA). 

ABA is the voice of the nation's $18 trillion banking industry, which is composed of small, 
regional and large banks. Together, America's banks employ more than 2 million men and 
women, safeguard $14 trillion in deposits and extend more than $10 trillion in loans. 

CBA is a division of the Western Bankers Association, one of the largest banking trade 
associations and regional educational organizations in the United States. CBA advocates on 
legislative, regulatory and legal matters on behalf of banks doing business in the state of 
California. 

California MBA is a California corporation operating as a non-profit association that serves 
members of the real estate finance industry doing business in California. California MBA's 
membership consists of approximately three hundred companies representing a full spectrum of 
residential and commercial lenders, servicers, brokers, and a broad range of industry service 
providers. 
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The Mortgage Bankers Association is the national association representing the real estate 
finance industry, an industry that employs more than 280,000 people in virtually every 
community in the country. Headquartered in Washington, DC, the association works to ensure 
the continued strength of the nation's residential and commercial real estate markets; to expand 
homeownership; and to extend access to affordable housing to all Americans. MBA promotes 
fair and ethical lending practices and fosters professional excellence among real estate finance 
employees through a wide range of educational programs and a variety of publications. Its 
membership of over 2,200 companies includes all elements of real estate finance: mortgage 
companies, mortgage brokers, commercial banks, thrifts, REITs, Wall Street conduits, life 
insurance companies, and others in the mortgage lending field. 

As your office prepares to issue final regulations in accordance with the CCPA, we respectfully 
urge that you consider the following requests to clarify aspects of the proposed regulations and 
the CCPA. These requests should not be considered an effort to undermine the CCPA but rather 
they are intended to assist in clarifying aspects of the law as a means to enhance compliance for 
financial institutions. 

ARTICLE 2: NOTICES TO CONSUMERS. (SECTIONS 999.305-999.308). 

',, Notice at Collection of Personal Information. (Section 999.305). 

Section 999.305(a)(3) of the draft regulations requires explicit consent to use a consumer's 
personal information for a purpose that was not specifically included in the required notice 
provided to the consumer at the time of collection. Pursuant to Civil Code Section 1798.100(b) 
of the CCPA, the only requirement in these scenarios is to deliver another notice that is 
compliant with the same notice to provide a consumer when information is first collected. As 
such, there is no additional statutory requirement that the business obtain the explicit consent 
from the consumer, as now required in the proposed rule. 

Accordingly, we believe that this provision impermissibly amends the statute in place of 
implementing the intent of the Legislature. Moreover, this requirement creates a conflict 
between the statute and the regulations. A financial institution that provides notice consistent 
with the requirements of the law may nonetheless be charged with violating the statute because 
the regulations provide that a "violation of these regulations shall constitute a violation of the 
CCPA, and be subject to the remedies provided for therein." Given that this concept of obtaining 
explicit consent for the use of a consumer's personal information for a new purpose goes 
beyond the text of the CCPA, we request that it be removed. 

',, Notice of Right to Opt-Out of Sale of Personal Information. (Section 999.306). 

Section 999.306(d)(2) requires businesses to treat as an opt-out any collection of personal 
information where a "Do Not Sell My Personal Information" button is not present. Under Civil 
Code Section 1798.100, a business must notify consumers of the purposes for which their 
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personal information is collected and cannot use the personal information for additional 
purposes without providing notice. 

According to Civil Code Section 1798.120(b), a business that sells consumers' personal 
information to third parties must provide notice to a consumer before selling that consumer's 
personal information. Civil Code Section 1798.135(a) requires that a business must add a "Do 
Not Sell My Personal Information" link to the business's Internet homepage and disclose the 
potential for sale in its privacy policies. As provided for in Civil Code Section 1798.135(a)(S), once 
a consumer opts-out of the sale of the consumer's personal information, the business must wait 
for at least 12 months before requesting that the consumer opt back in. Further, the CCPA 
provides additional protections to consumers who choose to opt-out of the sale of the 
consumer's personal information. 

The requirements under the CCPA are clear. The regulations, however, make it less clear by 
imposing a new requirement on businesses that do not sell personal information. Under the 
CCPA, a business that does not sell information at the time information is collected from a 
consumer may later sell that information provided the consumer is first provided with a notice 
indicating that information may now be sold to third parties. 

Treating a no-notice exemption at the time of collecting the information as an automatic opt
out, as contemplated in Section 999.306(d)(2), is inconsistent with the intent of the CCPA opt
out provision, and otherwise creates further ambiguity in how those automatic opt-outs should 
be treated under the CCPA (for example, how the business must treat the 12 month no
solicitation period). Since this provision in the regulation is inconsistent with the corresponding 
provision in the CCPA, and given that consumers are adequately protected by existing law, we 
request that these provisions be removed from the regulations. 

';, Privacy Policy. (Section 999.308). 

Civil Code Section 1798.130 acknowledges that the online privacy policy constitutes notice at 
collection. Separately but relatedly, disclosures required by Civil Code Section 1798.100 must be 
provided in accordance with the requirements contained within that section. Requiring 
businesses to provide additional forms of individual notice, as described in Section 
999.305(a)(2)(e), is inconsistent with the statute. Accordingly, only compliance with the 
provisions within Civil Code Section 1798.130(a)(S) addressing the online privacy policy can be 
required for advance notice. Businesses that include the advance notice in their online privacy 
policies are in compliance with the statute. 

The proposed regulations regarding the privacy policy require businesses to match specific 
pieces of information with their specific uses and disclosures. This requirement is excessive and 
doesn't meaningfully aid transparency. Under the existing CCPA, cross-referencing is only 
required for personal information that is sold. Civil Code Section 1798.115 treats information 
that the business sold differently from both the personal information that the business collected 
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and the personal information that the business disclosed for a business purpose. Further, as it 
relates to personal information that is sold, Civil Code Section 1798.11 S(a)(2) states specifically, 
that the business must disclose "the categories of third parties to whom the personal 
information was sold, by category or categories of personal information for each third party to 
whom the personal information was sold." This different treatment is a logical consequence of 
the fact that the statute gives consumers the right to opt-out of sale. A consumer exercising that 
right has an interest in knowing which information is sold to which third party. Because there is 
no right to opt-out of the collection or sharing of personal information for a business purpose, a 
lower level of granularity will provide a less complex and more meaningful disclosure to the 
consumer. 

ARTICLE 3: BUSINESS PRACTICES FOR HANDLING CONSUMER REQUESTS. (SECTIONS 
999.312-999.318). 

> Responding to Requests to Know and Requests to Delete. (Sections 999.313). 

Section 999.313(c)(5) requires that a business must specifically disclose the basis for denying a 
request to know or a request to delete if the denial was based on a conflict with federal or state 
laws or an exception to the CCPA. This is understandable. However, Section 999.313(d)(6)(c), 
applicable to a denial of a request to delete, provides that the business is not permitted to use 
the consumer's personal information for any other purpose than provided for by that exception. 
This restriction improperly prevents a business from using the consumer's personal information 
for other lawful purposes including fighting fraud or even completing a consumer's transaction 
if that reason was not included in the denial letter. Accordingly, we request that these provisions 
be removed from the regulation. 

Section 999.313(d)(1) requires that where a business cannot verify the identity of a requester 
seeking deletion, the business shall instead treat the request as a request to opt-out of the 
business selling the consumer's personal information. This form of automatic opt-out is 
inconsistent with the CCPA and could have the unintended consequence of opting out 
consumers who do not wish to opt-out of sales. Further, if the request is not from the named 
consumer, such a requirement could lead to businesses opting out the wrong consumer 
infringing on the rights of consumers who have not choosen to opt-out from a sale. 

The CCPA goes into great length to explain and reiterate that the consumer's right to opt-out 
requires an affirmative act by the consumer. Examples of the law's intent may be found in Civil 
Code Sections 1798.120 and 1798.135. If a requestor's identity cannot be verified, all that should 
be required is notifying the requestor, stating that more information is needed for verification. 
Since this provision in the proposed regulation is inconsistent with the corresponding provision 
in the CCPA and since consumers are adequately protected by existing law, we request that this 
provision be removed from the regulations. 
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Section 999.313(d)(2) provides three methods of complying with a consumer's request to delete 
their personal information: permanently and completely erasing, de-identifying, and 
aggregating. In complying with Section 999.313(d)(4), a business apparently must specify the 
manner in which it has deleted personal information by identifying one of these three methods. 
This requirement is burdensome, confusing, and irrelevant to consumers and we request that it 
be removed. 

',, Requests to Opt-Out. (Section 999.315). 

Section 999.315(e) requires that a business must act on a consumer's request to opt-out of the 
sale of their personal information in no more than 15 days. This period of time is significantly 
less than the time period provided to a business responding to a request to know or delete (45 
days). Where a consumer makes an opt-out request, particularly a consumer who has authorized 
another person to opt-out of sale on their behalf, this proposed 15-day deadline fails to provide 
sufficient time to confirm that the individual making the request has the proper authorization. 
We request that this provision be removed or the time extended to 45 days. 

Section 999.315(f) requires a business to (i) notify all third parties to whom it has sold the 
personal information of the consumer within 90 days prior to the business's receipt of the opt
out request, (ii) instruct them not to further sell the information, and (iii) notify the consumer 
when this has been completed. This requirement is inconsistent with the corresponding 
provisions in CCPA, wherein a business is only required to cease selling the information it has 
collected from the consumer. There is no corresponding provision in the CCPA that the business 
takes further action and notify all third parties in this regard. Since this provision in the 
regulation is inconsistent with the corresponding provision in CCPA and given that consumers 
are adequately protected by existing law, we request that this section be removed from the 
regulations. 

Proposed regulations have introduced a new method for a consumer to opt-out that is not 
included in the CCPA. The concept of "user-enabled privacy controls" in Section 999.315(9) is 
entirely new. In this regard, the regulations recognize the use of "user-enabled privacy controls, 
such as a browser plugin or privacy setting or other mechanism, that communicate or signal the 
consumer's choice to opt-out of the sale of their personal information... " This new requirement 
is inconsistent with the CCPA. 

Existing law has established robust provisions on how a business must message the consumer's 
right to opt-out and provides acceptable methods to evidence the consumer's intent to opt-out. 
Moreover, there has been no opportunity to assess the meaningfulness of this concept or the 
value that this may offer to consumers. In addition, businesses may not be able to comply with 
this new requirement if there is no technological capability to track or respond to such browser 
plugins or similar mechanisms. 
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Since this provision in the regulation is inconsistent with the corresponding provision in CCPA 
and given that consumers are adequately protected by existing law, we request that this 
provision be removed from the regulations. In the alternative, we request that the effective date 
of this provision be delayed, thereby allowing businesses the opportunity to investigate the 
current technological status of the functionality of user-enabled controls, and an opportunity to 
make adjustments to ensure they can comply with the provision. 

',, Training: Record-Keeping. (Section 999.317). 

Section 999.31 ?(g) of the proposed regulations expand record-keeping obligations for 
businesses that buy, receive, sell or share the personal information of four million or more 
consumers. For companies who meet this threshold, the regulation requires releasing consumer 
request metrics in the business's privacy policy or posted on their website. This mandate is not 
derived from the existing law and does not benefit consumers. Nor do the regulations provide 
any guidance relating to the calculation of the four million consumers. 

We urge that this provision be removed from the regulations or alternatively that these metrics 
not be released publicly in privacy policies, but instead be provided to your office upon request. 
Should this provision remain, the regulations should clarify that businesses are required to 
calculate the 4 million threshold and compile metrics based on consumers who have the right to 
make requests under the CCPA. Including consumers who are not eligible to make requests, as a 
result of existing CCPA exemptions, skews the results in a manner that would make the results 
meaningless. 

',, Requests to Access or Delete Household Information. (Section 999.318). 

While the draft regulations in Section 999.318 attempt to offer guidance with respect to 
requests to know or delete personal information for "households," we remain concerned with 
these requirements. 

While we support the clarification that a business may comply with an individual request for 
household personal information by providing only aggregate personal information, if the 
requestor does not have a password protected account, the proposed regulations still expose 
individuals to the release or deletion of their personal information without their knowledge and 
consent. Aggregation is helpful but is not sufficient to protect people if the household consists 
of only two or three people. 

Moreover, the proposed regulations do not address how the business should respond if the 
requestor has a password protected account. The implication is that if the requestor has a 
password protected account, the business must provide the household personal information to 
the requestor, or delete household personal information. Likewise, we believe it is virtually 
impossible for a financial institution to determine whether all members of a household jointly 
request access or deletion, without a level of investigation into a particular household that 
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would be extraordinarily burdensome-if not impossible. Our members are concerned about the 
transient nature of households - spouses may separate, or adult children may return or leave 
the household - and there is no practical method for a financial institution to determine the 
makeup of the household when a request is received. 

For these reasons, we urge the deletion of "household" from the definition of "personal 
information." We believe the unauthorized disclosure or deletion of personal information by one 
household member is an unintended consequence of the CCPA. 

If the final rule does not delete "household" from the definition of personal information or 
otherwise exempt businesses from disclosing personal information or deleting personal 
information for a household, we respectfully request that the final rule create a safe harbor from 
liability if the business follows the procedures in the final regulation regarding verification of 
requests for access to or deletion of household personal information. 

We would further request additional clarity as to the aggregate data that must be provided to 
the requesting household. It seems that the household information to be disclosed pursuant to 
this provision is that which applies to, and subject to inspection by, the household as a whole. It 
is not intended to include specific categories or pieces of information pertaining to a specific 
individual consumer residing in that household. 

ARTICLE 4: VERIFICATION OF REQUESTS. (SECTIONS 999.323-999.326). 

';, Provide additional clarity around what is necessary, and what will be deemed in 
compliance, when authenticating a verifiable consumer request and include a safe 
harbor. (Sections 999.323-999.325). 

As part of routine transactions with consumers, financial institutions collect personal information 
in order to facilitate customer requests. Furnishing personal information to consumers 
purporting to exercise their rights under the CCPA, in response to a verifiable consumer request, 
may result in unintended risk and harm to the consumer, including misuse of personal 
information to perpetrate fraud and identity theft. 

A business receiving a consumer's request will need sufficient data from the consumer as a 
safeguard to ensure the information provided in return is associated with the requesting 
individual. Regulations established by the Attorney General should provide flexibility for a 
business to decline a consumer's request where the data presented by the consumer is 
insufficient to authenticate a request. Further, in circumstances where limited information is 
provided by the consumer, a business endeavoring to authenticate a request should have 
flexibility, but not be required, to furnish non-sensitive personal information (excluding personal 
information that if disclosed would otherwise result in a data breach) to the consumer as a 
means to satisfy its compliance and to protect the consumer against fraud and identity theft. 
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We believe that a safe-harbor from liability should be granted to businesses that satisfy the 
criteria adopted pursuant to the promulgated regulations, or situations where the evidence 
shows the business was justified to use the degree of due diligence it did in verifying the 
identity of the requestor. Financial institutions generally have been quite capable in identifying 
false requests for information. Limiting the tools institutions can use to protect consumers' 
personal information from false requestors will not promote consumer protection. 

Section 999.325(b)-(c) requires that businesses provide two tiers of authentication for requests 
for rights to know, depending on whether the request is for categories or specific pieces of 
personal information. This two-tiered requirement imposes additional burdensome 
implementation requirements beyond the statute and we request that this two-tiered system be 
optional or removed from the regulations. 

Section 999.325(c) requires that consumers must furnish a signed declaration under penalty of 
perjury to submit a request for specific pieces of personal information. We request additional 
clarity as to the purpose of this requirement and guidance on what will satisfactorily constitute a 
signed declaration under the penalty of perjury. 

REQUESTS FOR CLARITY PRESENTLY NOT INCLUDED IN DRAFT REGULATIONS. 

';, Request standardized, uniform disclosures for CCPA-mandated notices. 

Provisions within the CCPA and the proposed regulations require specific disclosures and also 
require specific information to be included in such notices (i.e. Sections 999.305-999.308). In an 
effort to promote consumer understanding with the requirements and protections of the CCPA 
that may lead to informed consumers, we request the Attorney General provide sample 
disclosures associated with the notices and disclosures required under CCPA that businesses 
may voluntarily elect to use in order to achieve compliance. Such continuity will allow consumers 
to more easily gain an understanding of the purpose of the notices, and, more importantly, 
easily identify the distinctions between businesses in what personal information is collected, 
retained and how it is treated. Additionally, these model disclosures will assist businesses, 
particularly smaller businesses, in achieving compliance. Voluntary use of these disclosures 
should also create a safe harbor to businesses using these template disclosures. 

';, The "lookback" period should commence January 1, 2020. (Section 1798.130). 

As currently written, the CCPA appears to apply retroactively by requiring businesses to provide 
information subject to a consumer's request covering the time period prior to the Act's effective 
date and prior to publication of implementing regulations. We believe rulemaking should clarify 
that the 12-month lookback period provided for in Civil Code Section 1798.130 applies from the 
operative date of the CCPA, thereby precluding its application to activities occurring before 
January 1, 2020. 
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',, Affirm that the CCPA does not apply to a covered entity's intellectual property and 
that a business is not required to reveal data infringing on the rights of others. 

In subdivision (a)(3) of Section 1798.185, the CCPA grants the Attorney General authority to 
establish "any exceptions necessary to comply with state or federal law, including, but not 
limited to, those relating to trade secrets and intellectual property rights, within one year of 
passage of this title and as needed thereafter." 

In this regard, we urge rulemaking that establishes an exception from the Act for intellectual 
property or for data that, if disclosed, would have an adverse effect on the rights or freedoms of 
others. The CCPA should not apply to information that is the protected intellectual property of a 
business, including information subject to copyright, patent, service mark and/or trade secret 
protections. A business should not be required to disclose any information that is subject to 
intellectual property protections, including any formula, pattern, compilation, program, device, 
method, technique, or process developed to process or analyze personal information, or any 
information derived from such process or analysis. 

In considering this request, your office may wish to consider the approach taken in the European 
General Data Protection Regulation (GDPR) which places reasonable limitations on the 
consumer privacy right it grants. Both the intellectual property exclusion and the avoidance of 
infringement on the rights of others are embedded in the GDPR. We believe that there should 
be similar recognition in the CCPA of circumstances where a business' attempt to comply with a 
consumer's request would place it in the position of violating the rights of others or placing it in 
jeopardy with its competitors. 

Given the authority granted to your office pursuant to subdivision (a)(3) of Section 1798.185, we 
request that the final regulations affirm that intellectual property should not be disclosed in 
response to a verifiable consumer request. 

',, Grant an 18-month delayed effective date with respect to the regulations. 

We urge your office to specify a later effective date for the regulations, such as 18 months after 
the final regulations are issued. When the CCPA was enacted, businesses were granted 18 
months from the legislation's passage to its effective date. This period of time was granted 
recognizing the complexity of the CCPA, the potential for additional statutory revisions given the 
speed for which the CCPA was advanced through the Legislature, and was an acknowledgment 
of the time necessary for businesses to develop compliance protocols to implement the 
statutory provisions. 

Financial institutions have been actively engaged in due diligence and establishing policies and 
procedures for compliance with the CCPA. The regulations will require financial institutions to 
re-evaluate their policies and procedures and adapt where necessary. In order to revise any 
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policies and procedures, financial institutions will require additional time to establish and test 
compliance procedures. 

The authority for such as action may be found in Government Code section 11343.4(b)(2). That 
section provides that the agency issuing regulations can specify an effective date. In furtherance 
of this request, Section 11343.4(b)(1)'s limitations on an agency's ability to specify an effective 
date does not apply and that limitation only applies when the statute specifies an effective date. 

Since the CCPA does not specify an effective date for the regulations and simply specifies that 
regulations should be adopted by July 1, 2020, with no reference to an effective date, we 
request an effective date for the regulations of no earlier than January 1, 2022. 

Thank you for the opportunity to provide commentary on this rulemaking. We welcome any 
questions you may have regarding our letter. 

Sincerely, 

Kathleen C. Ryan 
Vice President and Senior Counsel 
American Bankers Association 

Susan Milazzo 
Chief Executive Officer 
California Mortgage Bankers Association 

Kevin Gould 
SVP/Director of Government Relations 
California Bankers Association 

Pete Mills 
Senior Vice President, Residential Policy & 
Member Engagement 

Mortgage Bankers Association 
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Message 

From: 

Sent: 

To: 

Subject: 

Attachments: 

PaulRuden-
12/6/2019 5:37:35 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
California Consumer Privacy Act Regulations 
CCPA comment.docx 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

The undersigned submits the attached comments in the docket for the proposed adoption of sections§§ 999300 through 999.341 of Title 1 L Division 
1, Chapter 20, of the California Code of Regulations (CCR) concerning the California Consumer Privacy Act (CCPA). 

Paul M. Ruden 
Principal 
Paul M Ruden Consutling 
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PAUL �I. RUDEN CONSULTING 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

The undersigned submits these comments on the Notice of Proposed Rulemaking Action 

published at https:/ /oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-nopa.pdf in 

implementation of the California Consumer Privacy Act (CCPA). 

These comments are focused on an important jurisdictional question raised by, but not 
discussed in, the proposed regulations. 

The CCPA is expressly directed at for-profit businesses that have: 1) $25 million or more in 
annual revenue; 2) trade in the data of 50,000 or more persons; or 3) derive 50% or more 
revenue from selling consumers' personal information. The "consumers" whose data is 
covered by the CCPA are "natural persons" residing in California, thus excluding data of 
corporations. In addition to the size factors, the CCPA will only apply if the business 
collect"> and processes the personal information of California residents and does business in 
the State of California. 

The regulations are clear that the intent is to also bind non-California businesses that 
acquire personal information about California residents: 

" ... out-of-state competitors would also be subject to the CCPA and the 
regulations for their California customers." [Notice of Proposed Rulemaking 
Action at 13] 

This raises the important question of how much business must be done with "California 
customers" to bring the regulations to bear on non-resident businesses. 

The proposed regulations and the economic impact analysis do not directly address this 
question. I submit that the law prevents California from treating out-of-state businesses 
more aggressively than in-state competitors. Therefore, the same three thresholds for 
enforcement of the statute should apply to out-of-state businesses that sell to California 
residents and the thresholds ($25 million in revenue, for example) should be construed to 
refer to business with California residents and not business done elsewhere. 

The Standardized Regulatory Impact Assessment (SRIA) is consistent with the 
interpretation l have proposed. It references "consumers" and thus refers to "natural 
persons" residing in California." Nevertheless, a jurisdictional question of this nature 
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should not be left to interpretation. It will be a simple matter to make the suggested 

application of the regulations explicit in the final regulation. 

Clarification of this issue in the final regulations is critical so that non-California firms can 

understand exactly how to assess their business operations regarding compliance with the 

CCPA 

Respectfully submitted, 

/Paul M. Ruden/ 

Paul M. Ruden 

Principal 

Paul M Ruden Consulting 
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Message· 

From: 
Sent: 

To: 

CC: 

Alkhasyan, Karina -
12/6/2019 10:40:48 PM 
Privacy Regulations (PrivacyRegulations@doj.ca.govJ 
Bonnay, Julien ; Vishnu, Sandeep B 
Jayadevan 

Subject: Capco - CCPA Proposed Commentary 
Attachments: CCPA - Comments_20191205.pdf 

Good evening, 

; Vijayakrishnan, 

On behalf of Capco's Cybersecurity and Data Privacy practices, please see several aspects of the existing California 

Consumer Protection Act text we believe may require additional clarification to ensure that businesses are equipped 

With the adequate information to comply with the requirements. 

Our detailed comments are outlined in the attached PDF and below you will find a brief summary of the requested 

clarification points: 

1. Considerations for technical limitation related to data purge requests

2. Data retention period for Pl

3. Thresholds for the determination of "reasonable need" for refusal of customer requests to purge data

4. Methodology for determination of cost/ value of customer Pl

5. Accountability for the risk of transmitting Pl over unencrypted/ unsecure networks

For some background information, Capco is a management consulting firm that works with leading financial services 

institutions to address challenges related to cybersecurity and data privacy, among others. 

Thank you for your consideration. 

Best regards, 
Karina Alkhasyan 
Senior Consultant 
CAPCO J 77 Water S.f!eet I New York I New Yo1k 110005 
W: www .c,o.oorn 

Ina W f@l J( 

CAPCD 
lMHIIIIAUn,r 
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CCPA CLARIFICATION PROPOSAL 
THE FOLLOWING KEY POINTS MAY REQUIRE FURTHER CLARIFICATION FROM THE REGULATORY BODY 

Capco is a management consultancy working with leading financial institutions on strategic topics including but not limited to cyber security and data privacy. Based on our 
discussions with several clients, we see 5 areas that could benefit from clarifications: 

D 
TECHNICAL LIMITATIONS 

D 
DATA RETENTION PERIOD 

D 
REASONABLE NEED 

D 
COST OF PII 

D ACCOUNTABILITY FOR 

CONFIDENTIALITY RISK 

Recourse/ direction for financial institutions faced with technical limitations in purging personal information 

Limitations on the age of data which clients are able to request a business to purge 

Quantitative thresholds for considerations of what is "reasonable need" to justify refusal to delete client data 

Methodology for determining the cost/ value of Pl to justify reasonable need/ value if breached. 

Body responsible for the risks associated with potential breach of Pl data in transit due to communication over an 
unencrypted / potentially compromised network. 

Capco Confidential © 2019 The Capital Markets Company, N V All rights reserved 

CCPA_ 45DAY _00512 

W72-1

W72-2

W72-3

W72-4

W72-5



Message 

From: Keir Lamont 
Sent: 12/6/2019 1:13:50 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCIA comments on the CCPA proposed regulations 
Attachments: [CCIA] Comments on CCPA draft regulations.pdf 

Dear Privacy Regulations Coordinator: 

Please find attached the comments of the Computer & Communications Industry Association on the draft 
implementing regulations for the CCP A 

Best regards, 
Keir Lamont 

Keir Lamont 
Policy Counsel 
Computer & Communications Industry Association (CCIA) 
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December 6, 2019 

Co1Dputer & Communications 
Industry Association 
Tech Advocacy Since 1972 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Via email: PrivacyRegulations@doj .ca.gov 

Re: Computer & Communications Industry Association comments on California Consumer 

Privacy Act proposed regulations 

Dear Privacy Regulations Coordinator: 

Thank you for the opportunity to comment on the Attorney General's proposed implementing 

regulations for the California Consumer Privacy Act of 2018 (CCPA). The Computer & 

Communications Industry Association (CCIA) is an international nonprofit trade association 

representing a broad cross section of large, medium, and small companies in the high technology 

products and services sectors, including computer hardware and software, electronic commerce, 

telecommunications, and Internet products and services. Our members employ more than 

750,000 workers and generate annual revenues in excess of $540 billion. 1 

CCIA members place a high value on protecting consumer privacy and support the consumer 

rights and privacy principles that underpin the CCPA including transparency, notice, and 

consumer control over data processing practices.2 However, the hurried and haphazard process 

that led to the enactment of the CCPA produced many areas of unintended complexity, 

contradiction, and lack of clarity. While some of these shortcomings have been addressed 

through subsequent legislative amendments to the Act, the Attorney General's regulations should 

focus on providing additional clarity and guidance to businesses in order to ensure manageable 

compliance with the CCP A CCIA welcomes the thoughtful and deliberative approach taken by 

the Attorney General's office in developing the draft implementing regulations. We believe that 

with certain modifications, these regulations can set consistent expectations for consumers and 

businesses of their rights and obligations under the CCP A in order to promote consumer privacy 

rights within California. 

1 A complete list of CCIA's members is available online at www.ccianet.org/members. 
2 CCIA, Privacy Principles: A New Framework for Protecting Data and Promoting Innovation (Nov. 7, 2018), 
http://www.ccianet.org/wp-content/uploads/2018/11/CCIA _Privacy _Principles.pdf. 

1 
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The following comments were developed through discussion with CCIA' s member companies 

and reflect clarifications and amendments to the proposed regulations that will support reliable 

operationalization of the rights and obligations established by the CCP A The following 

comments are comprised of general observations on the draft regulations as well as 

recommendations for specific amendments to the text of the regulations. 

General Comments on the Draft Regulations 

The draft regulations add much needed clarity to certain aspects of the CCP A; however, areas of 

confusion remain. CCIA encourages the Attorney General's office to consider the following 

high-level points in revising the draft regulations in order to provide additional clarity, establish 

harmony with existing best practices, promote interoperability with other applicable laws, 

account for recent statutory amendments, and remain consistent with California law. 

1. The draft regulations add much needed clarity: CCIA welcomes provisions in the draft 

regulations that provide additional clarity and guidance for complying with previously 

ambiguous components of the CCPA. For example, the draft regulations pertaining to the 

treatment of "household" data(§ 999.318), the ability to offer granular options for 

exercising deletion requests(§ 999.313(d)(7)), and procedures for the verification of 

consumer requests(§ 999.323) are important additions that should be retained in the final 

implementing regulations. 

2. Areas of confusion remain and should be addressed: The rushed legislative process that 

produced the CCP A resulted in unclear provisions that are not fully addressed or clarified 

by the draft regulations. The final regulations should provide additional clarity and 

appropriate flexibility for vague and undefined terms and concepts used by the CCPA in 

accordance with common legal understanding and usage of these terms. For example, the 

regulations should clarify the meaning of "valuable consideration" and "reasonable 

security procedures and practices" as used in the CCPA. 3 Such clarifications are 

necessary to prevent overbroad interpretations of the law that could disrupt the basic 

operation and availability of websites and online services. 

3. Follow best practices for privacy notices and policies: CCIA supports enabling flexibility 

in meeting privacy notice requirements to support the development of concise and 

3 CCPA §§ l 798.140(t)(l); 1798.150(a)(1 ). 
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effective notices in different contexts. 4 Where appropriate, businesses should be 

empowered to utilize modern tools such as privacy dashboards, layered notices, and 

inline videos and controls in order to provide streamlined and effective notice of data 

processing practices. The prescriptive, repetitive, and lengthy new privacy notice and 

policy requirements contemplated by Article 2 of the draft regulations would increase 

costs, contribute to ballooning notice length, and potentially lead to consumer fatigue -

reducing the overall effectiveness of the CCP A's efforts to meaningfully inform 

consumers of businesses' data practices. In promulgating final CCPA regulations, the 

Attorney General should consider ways to promote concise, relevant, and effective 

transparency of businesses' data processing practices. 

4. Promote interoperability between privacy regimes: Where appropriate under the authority 

of the CCP A, 5 the regulations should define terms, clarify obligations, and establish 

exceptions in a manner that promotes interoperability and harmonization with 

intersecting state (e.g., the California Online Privacy Protection Act (CalOPPA)), federal 

(e.g., the Children's Online Privacy Protection Act (COPPA)), and international (e.g., the 

General Data Protection Regulation (GDPR)) privacy laws. Supporting the emergence of 

a "common language of privacy"6 will promote reliability and predictability for 

businesses in meeting their CCP A obligations and consumers exercising their rights. 

5. Account for recent CCPA amendments: The final regulations should account for and 

operationalize the CCPA amendments signed by Governor Newsom on October 11, 

2019. Specifically, the regulations should be updated in response to changes pertaining to 

exceptions for employee and business-to-business data (AB 1335, 25), methods for 

receiving consumer requests (AB 1546), and the definition of "personal information" 

(AB 874).7 

6. Ensure regulations are authorized by statute and provide clarity: Pursuant to the 

California Administrative Procedure Act (Cal. Gov't Code§ 11340) and associated case 

law (see Morris v. Williams)8, the Attorney General should avoid creating new 

substantive requirements for businesses through the regulatory process that are outside 

4 See e.g., Infomiation Commissioner's Office. What methods can we use to provide privacy information?, 
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/the 
-right-to-be-informed/what-methods-can-we-use-to-provide-privacy-infomiation (last visited Dec. 2, 2019). 
5 CCPA § 1798.185(a)(3). 
6 See NIST, NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk lvfanagement (Sept. 
6, 2019), https://www.nist.gov/system/files/documents/2019/09/09/nist_privacy _framework _preliminary_ draft.pdf. 
1 See Privacy & Information Security Law Blog. California Governor Signs CCPA AmendmenL~ Into Law (Oct. 13, 
2019 ). https://www .huntonprivacyblog.com/2019/10/13/california-govemor-signs-ccpa-amendments-into-law. 
8 Morris v. Williams, 67 Cal. 2d 733 (1967) ("Administrative regulations that alter or amend the statute or enlarge or 
impair its scope are void and courts not only may, but it is their obligation to strike down such regulations."). 
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the scope of the CCP A unless clearly authorized and necessary to operationalize an 

express statutory right or specified legislative purpose. The legislative intent in enacting 

the CCPA was to give "consumers an effective way to control their personal information" 

by ensuring a series of rights such as knowledge, access, ability to say no to sale, and 

nondiscrimination. 9 Any substantive additions to business obligations should have a 

concrete link to furthering the CCP A's purpose of promoting consumers' effective 

control of their personal information through the exercise of these rights. 

Comments on Specific Regulatory Language 

CCIA respectfully offers the following analysis and suggested amendments to specific 

provisions of the draft regulations in order to promote clear and effective operationalization of 

the rights and business obligations established in the CCP A 

Draft Regulation§ 999.305(a)(3) 
• Analysis: Obtaining explicit consent for any data processing not disclosed through an 

initial notice, no matter how beneficial or benign, would be a burdensome requirement 

that is inconsistent with best practices. 10 Such a requirement could obstruct businesses 

from adapting to emerging business practices, limit innovation, and restrict socially 

beneficial secondary data uses. Furthermore, the requirement could motivate some 

businesses to draft overbroad privacy notices for the point of initial collection, limiting 

the effectiveness of these notices for meaningfully informing consumers of data 

processing practices. Finally, this regulation would constitute a substantive restriction 

that is not contemplated by the CCPA or addressed in the CCPA' s legislative intent. 

While the Attorney General's Initial Statement of Reasons (ISOR)11 posits that this 

requirement would "implement" CCPA § 1798.1 OO(b ), that provision only restricts 

businesses from using personal information for additional purposes without first 

"providing the consumer with notice consistent with this section" ( emphasis added). 12 

Therefore, this regulation should be limited to providing guidance to businesses on how 

to notify consumers on the use of personal information for new purposes as directed by 

the CCPA. 

9 CCPA Legislative Counsel's Digest, Sec. 2.(i); see also California Attorney General, Initial Statement of Reasons: 
Proposed Adoption of Cal{fornia Consumer Privacy Act Regulations (ISOR) II, available at 
https ://oag. ca. gov /sites/ all/files/agweb/pdf s/privacy /ccpa-isor-appendices. pdf. 
10 See Federal Trade Commission, Protecting Consumer Privacy in an Era of Rapid Change, at 57 (Mar. 2012), 
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-priv 
acy-era-rapid-change-recommendations/120326privacyreport.pdf ("Companies should obtain affirmative express 
consent before making material retroactive changes to privacy representations."). 
11 ISOR IV.C. subdivision (a)(3)-(4). 
12 CCP A § 1798. lOO(b ). 

4 

CCPA_ 45DAY _00517 

W73-8cont

W73-9



• Proposed language: § 999.305(a)(3) A business shall not use a consumer's personal 

information for any purpose other than those disclosed in the notice at collection without; 
If the business intends to use a consumer's personal information for a purpose that '..Vas 

not previously disclosed to the consumer in the notice at collection, the business shall 

directly notifying the consumer of this new use through the business's primary means 
of contact with the consumer. and obtain explicit consent from the consumer to use it 

for this new purpose. 

Draft Regulation § 999.306( d)(2) 
• Analysis: The draft regulations contain a necessary exemption from providing a notice of 

the right to opt-out if a business does not sell personal information. However, the 

requirement that a business using this exemption must include in its privacy policy a 

statement that it "does not and -will not sell personal information" should be amended. A 

business that does not sell consumer data may, at some point in the future, decide to 

begin selling consumer data ( consistent with CCP A requirements) in response to shifting 

business practices, technology, or consumer/client requests. If a business that chooses to 

'sell' personal inform a ti on ( as broadly defined by the CCP A) has previously stated that it 

will never sell any personal information in accordance with this draft regulation, it could 

be subject to claims of deceptive practices under FTC Section 5 or equivalent State 

authority. The ISOR demonstrates that the Attorney General's office intends for 

companies that do not sell personal information not to provide opt-out notices in order to 

avoid "potentially confusing" consumers. 13 Therefore businesses should be able to 

exercise this exemption without being required to make potentially misleading statements 

in doing so. 

• Proposed language: § 999.306(d)(2) It states in its privacy policy that-that it does not and 

will not sell personal information. A consumer whose personal information is collected 

while a notice of right to opt-out notice is not posted shall be deemed to have validly 

submitted a request to opt-out. 

Draft Regulation§ 999.313(c)(4) 
• Analysis: As the ISOR recognizes, the Attorney General's office has an important task of 

balancing the significant benefits of consumers' right to access their personal information 

while also limiting the potential harms that may result from the inappropriate disclosure 

of information. 14 The draft regulations appropriately bar the disclosure of certain 

categories of information in response to a request to know, such as account passwords 

and security question answers due to the serious risks that could result from inappropriate 

13 ISOR IV.D. subdivision (d). 
14 ISOR IV.H subdivision (c)(4). 
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disclosure. However, the draft regulation's contemplated ban on the disclosure of any 

government-issued identification number is overbroad and contrary to consumer interests. 

For example, consumers may expect the right to access, and benefit from the ability to 

port to different services, certain documents containing identifiers such as medical forms 

or tax return documents that would not have the same utility if the identifiers were 

removed. Given that the CCP A does not establish or suggest a blanket ban on such 

disclosures, but rather instructs the Attorney General to establish rules facilitating 

consumers' ability to obtain their covered information, 15 the draft regulations should be 

amended to permit the disclosure of identification numbers in order to fulfill a verified 

request that does not carry an otherwise unreasonable risk. 

• Proposed Language: § 999.3 l3(c)(4) Taking into account the context and purpose of a 
consumer's request, a business may choose to shall not at any time disclose a 

consumer's Social Security number, driver's license number or other government-issued 

identification number, financial account number, or any health insurance or medical 

identification in response to a verified request to know. A business shall not at any 
time disclose an account password or security questions and answers. 

Draft Regulation§ 999.313(d)(l) 
• Analysis: The draft regulation appropriately recognizes that businesses must have the 

ability to deny unverifiable data deletion requests. However, requiring businesses to treat 

an unverifiable deletion request as an opt-out of sale is not supported by the CCPA and 

raises both practical and policy concerns. First, any such requirement would need an 

additional exception for instances that a business is unable to associate the unverifiable 

deletion request with a customer or user account. Second, deletion requests are 

substantively different from opt-out of sale requests and mandating the transformation of 

the former into the latter does not necessarily "best accommodate"16 the consumer's 

intent. For example, a customer may wish to delete discrete categories of personal 

information pursuant to draft regulation§ 999.3 l3(d)(7), but not wish to opt-out of sales 

in order to take advantage of a price difference offered pursuant to draft regulation § 

999.336(b). Due to these concerns, the Attorney General should remove this requirement 

from the draft regulations. 

• Proposed language: § 999.3 l3(d)(l) For requests to delete, if a business cannot verify the 

identity of the requestor pursuant to the regulations set forth in Article 4, the business 

may deny the request to delete. The business shall inform the requestor that their identity 

cannot be verified and shall instead treat the request as a request to opt out of sale. 

15 CCP A§ l 798.185(a)(7). 
16 ISOR IV.H subdivision (d). 
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Draft Regulation§ 999.314(c) 
• Analysis: In order to support legislative intent and promote interoperability between 

different privacy regimes, the regulations should align the scope and obligations of 

"service providers" under the CCPA with those of "data processors" under the GDPR and 

standard business contractual relationships. 17 Unfortunately, the draft regulation's 

provisions on the use of covered information by service providers is overly restrictive and 

could be construed to limit legitimate business practices necessary to conduct business or 

provide a service. The draft regulation creates a new legal distinction for combining 

personal information that is not contemplated in the CCPA's differentiation between a 

service provider's "business purposes" and "commercial purposes."18 The regulations 

should be modified to permit the use of combined data for all appropriate cybersecurity 

practices (not just the relatively narrow "detection" of"data" security incidents), 

operational purposes such as product analysis and improvement, and additional business 

purposes that rely on pooling information to provide a common service to the benefit of 

all customers. 

• Proposed language: § 999.314(c) A service provider shall not use personal information 

received either from a person or entity it services or from a consumer's direct interaction 

with the service provider for the purpose of providing services to another person or entity 

unless the service provider's business purpose provides a common benefit to all 
customers. A service provider may, hovvever, also combine personal information 

received from one or more entities to which it is a service provider, on behalf of such 

businesses, to the extent necessary to prevent, detect, and respond to data-security 

incidents, --ef protect against fraudulent or illegal activity, or for operational purposes 
such as auditing, account maintenance, and conducting measurement or 
improvement of the service. 

Draft Regulation§ 999.314(d) 
• Analysis: Under the CCPA, a service provider is not "liable" for the "obligations of a 

business for which it provides services." 19 However, the proposed regulations would 

create a new obligation for service providers to either comply with consumer CCP A 

requests or to explain the basis for their denial. It is inappropriate to create an expectation 

for service providers to comply with consumer access and deletion requests unless 

pursuant to a contract entered into between business partners. Typically, service 

17 The CCPA's definition of "service provider" under§ l 798.140(v) closely tracks the GDPR's definition of 
"processor" under GDPR Art (4)(8). 
18 CCPA § 1798.140(d), (f). 
19 CCPA §l 798.145(j), Certain indirect obligations under §1798.I04(c) 
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providers have a duty to maintain the integrity of the data of a business and are not in the 

best position to verify consumer requests or to determine whether an exception applies. 

Furthermore, as the ISOR recognizes, the CCPA does not oblige service providers to 

comply with consumer requests, 20 so it is unclear what additional, meaningful 

information is expected to be included in a service provider's basis of denial. As stated, 

the regulations should align the obligations of service providers with the GDPR, which 

requires that data processors assist data controllers with responding to data subject rights, 

but does not require compliance with consumer requests or direct responses. 21 

• Proposed language: § 999.314(d) If a service provider receives a request to know or a 

request to delete from a consumer regarding personal information that the service 

provider collects, maintains, or sells on behalf of the business it services and is not 
contractually obligated to respond, and does not comply with the request, it shall 

explain the basis for the denial. Tthe service provider shall al-so-inform the consumer that 

it should submit the request directly to the business on whose behalf the service provider 

processes the information and, when feasible, provide the consumer with contact 

information for that business. 

Draft Regulation§ 999.315(c) 
• Analysis: The CCPA establishes specific mechanisms for consumers to exercise control 

over their personal information, including by opting-out of the sale of their personal 

information through the use of a clear and conspicuous "Do Not Sell My Personal 

Information" link or a uniform opt-out logo or button.22 Therefore, while the CCPA 

envisions uniformity in opt-out request mechanisms, in contrast, the proposed regulations 

would provide for the creation of a limitless amount of divergent, yet-to-be-developed 

opt-out methods. Internet communications are based upon open, consensus-based 

protocols and standards. It would be impractical to demand that businesses continually 

update their websites and servers to detect and enable compatibility with an 

ever-expanding array of different browser extensions, plug-ins, and other signifiers that 

might be intended to convey opt-out requests. In order to ensure that consumers can 

meaningfully exercise their privacy controls and grant certainty to businesses in receiving 

and responding to consumer requests under the CCP A, this provision should be removed. 

Draft Regulation § 999.315(f) 
• Analysis: Requiring businesses that receive an opt-out request to notify all third parties to 

whom it sold the personal information of a consumer within the past 90 days and instruct 

20 ISOR IV.I subdivision (d). 
21 GDPR Art. 28(3)(e). 
22 CCPA §§ l 798. l35(a)(l); 1798.185(a)(4)(C). 
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them not to further sell the information would be a burdensome requirement not 

contemplated by the text of the CCP A Furthermore, such a requirement is impractical in 

the modern information economy where data transfers without a backwards-looking 

mechanism occur for various legitimate business purposes. Complying with this 

provision would require that businesses conduct additional tracking, collection, and 

retention of personal information, contrary to privacy best practices and in tension with 

draft regulation § 999.3 l 7(f) clarifying that "a business is not required to retain personal 

information solely for the purpose of fulfilling a consumer request made user the CCP A" 
23 Furthermore, the draft regulation is unclear as to how an instruction "not to further sell 

the information" shall be enforced. Given these concerns it is appropriate to include a 

feasibility exception in this provision, as is included elsewhere in the draft regulations. 

• Proposed language: § 999.3 IS(f) Where feasible, A-a business shall notify all-third 

parties to whom it has sold the personal information of the consumer within 90 days prior 

to the business's receipt of the consumer's request that the consumer has exercised their 

right to opt-out and instruct them not to further sell the information. The business shall 

notify the consumer when this has been completed. 

Draft Regulation§ 999.317(g) 
• Analysis: The draft regulations propose to create a new, inherently arbitrary distinction 

between businesses that collect the personal information of 4,000,000 or more consumers 

and those that do not, placing additional obligations on the former category that are not 

required by the CCPA and have no clear connection to furthering the ability of consumers 

to control their personal information. The inclusion of metrics about consumer requests 

within an organization's privacy policy would lengthen and complicate these notices, in 

all likelihood decreasing their utility at meaningfully informing consumers of data 

processing practices. Furthermore, there is no legitimate basis for requiring costly 

training programs to ensure that an employee who only touches one aspect of CCP A 

compliance, such as handling consumer access or deletion requests, must be informed of 

entirely distinct CCPA provisions such as the business's information security obligations 

under the Act. The ISOR states that this training requirement is intended to ensure that 

businesses "are capable of adequately responding to these requests,"24 however, 

mandating businesses offer training on topics wholly unrelated to consumer requests 

under the CCP A would not advance this purpose. 

23 See also CCP A § l 798. l 45(k) ("This title shall not be construed to require a business to collect personal 
infonnation tliat it would not otherwise collect in the ordinary course of its business, retain personal infonnation for 
longer than it would otherwise retain such infonnation in the ordinary course of its business") (as amended by AB 
1355). 
24 ISOR IV.L subdivision (g). 
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Finally, the draft provision is unclear as to whether it applies to businesses that process 

records of 4 million or more total individuals or 4 million Californians.25 This is a serious 

oversight given the impending effective date of the CCP A. Considering these 

fundamental shortcomings, this draft provision should be removed from the regulations. 

Draft Regulation § 999.330 
• Analysis: The CCPA creates obligations regarding the sale of personal information of 

minors if the business has "actual knowledge" of the age of the consumer. 26 However, 

this standard is only described in the draft regulations through a negative proposition -

that a business will be deemed to have "actual knowledge" if it "willfully disregards the 

consumer's age."27 Given that the phrase "willfully disregards" is not used in the CCPA 

or defined in the draft regulations, this provision could be read as requiring businesses to 

investigate the age of its users by collecting and associating additional personal 

information, in contradiction of well-established best practices for privacy. In order to 

provide clarity for businesses, the regulations should explicitly state that the meaning of 

"actual knowledge" in the CCPA is equivalent to longstanding FTC guidance on the 

"actual knowledge" standard under COPPA. 28 This clarification is appropriate given that 

the ISOR repeatedly indicates the Attorney General's intent to align CCPA provisions 

pertaining to minors under 13 with equivalent provisions in COPP A. 29 

• Proposed language:§ 999.330(c) The "actual knowledge" standard has the same 
definition and scope as used by the Children's Online Privacy Protection Act. 
Nothing in these regulations will be interpreted as requiring a business operating a 
website or online service to investigate or inquire about the age of a visitor or user. 

Draft Regulation§ 999.336(a) 
• Analysis: The draft regulations establish that a "service difference is discriminatory" and 

prohibited by the CCP A if the business "treats a consumer differently because the 

consumer exercised a right conferred by the CCP A." The regulations should recognize 

that in certain cases the exercise of a right under the CCP A, such as the right to deletion, 

will necessarily cause a service difference if the service is based on data the business 

25 While the draft regulations state that these obligations apply to businesses that process the "personal information 
of 4,000,000 or more consumers"(§ 999.317(g)), the ISOR states that this distinction was selected on the basis that 
these businesses "handle the personal information of a significant portion of California's population" (ISOR IV.N 
subdivision (g)). 
26 CCPA § 1798.120(c). 
21 Id. 
28 Federal Trade Commission, Complying with COPPA: Frequent~v Asked Questions (Mar. 20, 2015) at A.14, 
https ://www.ftc.gov/tips-advice/business-center/ guidance/ complying-coppa-frequently-asked-questions. 
29 ISOR IV.R. 
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processes related to the consumer. For example, a service that recommends content based 

on past user engagement and ratings will necessarily offer less relevant content if a 

consumer exercises their right to delete that information. More fundamentally, a business 

would no longer be capable of charging for a subscription-based service if a consumer 

deletes their billing information. 

• Proposed language: § 999.336(a) A financial incentive or a price or service difference is 

discriminatory, and therefore prohibited by Civil Code section 1798.125, if the business 

treats a consumer differently because the consumer exercised a right conferred by the 

CCP A or these regulations unless the exercise of that right affects the ability of the 
business to off er the service. 

Draft Regulation § 999.337 

• Analysis: CCIA appreciates the flexible approach to calculating the value of a 

consumer's data set out by the draft regulation and the ISOR' s recognition that "there is 

not a single generally accepted methodology for calculating the value of a consumer's 

data."30 However, as the value of data is primarily derived from inferences based upon 

the aggregation of information, not upon any individual datum, calculating the value of 

consumer data remains a largely subjective and amorphous practice.31 It is unclear under 

the CCP A, regulations, and ISOR how a business is expected to defend its data valuation 

approach if challenged. 

Thank you again for the opportunity to comment on the draft implementing regulations for the 

California Consumer Privacy Act. If you have any questions regarding the comments and 

recommendations in this letter, please contact Keir Lamont, Policy Counsel, at 

Sincerely, 

Keir Lamont 

Policy Counsel 

Computer & Communications Industry Association 

30 ISOR at IV.V. 
31 See Will Rinehart, Testimony to the Committee on Banking, Housing, and Urban Affairs Hearing on Data 
Ownership, American Action Forum (Oct. 24, 2019), 
https://www.americanactionfomm.org/testimony/hearing-on-data-ownership-exploring-implications-for-data-privac 
y-rights-and-data-valuation. 

11 

CCPA_ 45DAY _00524 

W73-19cont

W73-20



Message 

From: James Harrison 
Sent: 12/7/2019 12:57:48 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCP Comments on Draft Regulations 
Attachments: CCP Letter to AG re Proposed Regs (00396582-3xAEB03).docx 

Attached please find the comments of Californians for Consumer Privacy on the Attorney General's draft regulations 
implementing the CCPA. We also suggest removal of the following as they would still pose a risk to consumers form 
misuse and breach, and contrary to what an average consumer would understand as their right to delete. 

1. De-identifying the personal information; or 
2. Aggregating the personal information. 

Thank you for your consideration. 

James Harrison 

James C. Harrison 
Remcho, Johansen & Purcell, LLP 
1901 Harrison Street, Suite 1550 
Oakland, CA 94612 

www.rjp.com 

CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged information. It is 
solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is prohibited and may violate 
applicable laws including the Electronic Communications Privacy Act. If you are not the intended recipient, please contact the sender 
and destroy all copies of the communication 
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RNIANS 
R 

November 19, 2019 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

To Whom It May Concern: 

Thank you for the opportunity to offer comments regarding the Attorney General's proposed 

regulations to implement the California Consumer Privacy Act ("CCPA"). We are grateful to the 

Attorney General's Office for the thoroughness and thoughtfulness of the proposed regulations, and 

we are generally supportive of proposed regulations but we have a few suggestions we believe will 

better adhere to the spirit and intent of the law: 

1. Notice at Point of Collection: Section 999.305(a)(2)(e) and (b)(3), and Section 

999.306(b)(2), set forth the notice requirements when businesses collect consumers' 

personal information. The regulations should clarify that when a business collects a 

consumer's personal information while a consumer is physically present at or near the 

business's premises, such as by collecting information from the consumer's device while the 

consumer wanders through a store and stops to examine items, or when the consumer is 

walking by a trash can outside, then the notice requirements should include a detailed, 

physical notice at the point of collection, specifying what is happening to a consumer's 

personal information, rather than a notice that is limited to a web address where consumers 

can get information. Much like a health rating in a restaurant window, this information 

should be readily available to consumers at the location at which the interaction occurs, 

rather than simply being available to consumers who take the time to visit a website while 

physically present on the business's premises. 

If restaurants only had to post a web address on their inspection notices, many consumers 

would not take the time to visit, which is why health agencies require the notice be 10" tall 

and visible from a distance. 

We propose the following language in Section 999.305(a)(2)(e) 

When a business collects consumers' personal information offline, it may, for example, 

include the notice on printed forms that collect personal information, provide the consumer 

with a paper version of the notice prior to collection, or post prominent signage describing in 
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detail the information specified in section 999.305(a)(1}, which may also direct consumers 

to a tti-e web page with further information on the notice where the notice can be found. 

We propose the following language in Section 999.305(b)(3): 

If the business sells personal information, the link titled "Do Not Sell My Personal 

Information" or "Do Not Sell My Info" required by section 999.315(a), or in the case of offline 

notices, prominent signage describing in detail the information specified in 999.305(a)(1}, 

which may also direct consumers to a web page with further information on the notice tti-e 

web address for the webpage to which it links. 

We propose the following language in Section 999.306(b)(2): 

"A business that substantially interacts with consumers offline shall also provide notice to the 

consumer by an offline method that facilitates consumer awareness of their right to opt-out. 

Such methods include, but are not limited to, printing the notice on paper forms that collect 

personal information, providing the consumer with a paper version 

of the notice prior to collection, and posting prominent signage describing in detail the 

information specified in 999.305(a)(1}, directing which may also direct consumers to a web 

page containing further information on the notice." 

2. Opt-Out Through Global Setting: Section 999.315(a) allows consumers to opt-out of the 

sale of their personal information through a minimum of two or more methods, including a 

browser plugin or privacy setting as specified in 1798.BS(c) and further defined in 

1798.185(a)(4)1, but the regulation should clarify that this includes a global device or browser 

setting. This is an incredibly important component of the law and critical to its function in the 

marketplace. Businesses should not be able to preclude consumers from exercising their right 

to opt-out through a global setting, as authorized by Civil Code section 1798.BS(c), by 

limiting consumers to two, less convenient, opt-out methods. 

We propose amending Section 999.315(a) as follows: 

" ... a form submitted in person, a form submitted through the mail, and user-enabled privacy 

controls, such as: a browser plugin or privacy setting, global device setting or other 

mechanism, that communicate ... " 

1 Section 1798.BS(c) permits a consumer to authorize a person to opt-out of the sale of the 
consumer's personal information on the consumer's behalf. Section 1798.14D(n) defines person 
broadly to include "an individual, proprietorship, firm, partnership, joint venture, syndicate, business 
trust, company, corporation, limited liability company, association, committee, and any other 
organization or group of persons acting in concert." For example, a browser, device setting, or User 
Agent would be considered a person for purposes of a consumer's exercise of the right to opt-out. 

2 I P a g c 
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We propose amending Section 999.315(c) as follows: 

"If a business collects personal information from consumers online, the business shall treat 

user-enabled privacy controls, such as: a browser plugin or privacy setting, global device 

setting or other mechanism, that communicate or signal the consumer's choice to opt-out of 

the sale of their personal information as a valid request submitted pursuant to Civil Code 

section 1798.120 and Civil Code section 1798.135(c) for that browser or device, or, if known, 

for the consumer." 

Finally, with respect to this concept, we propose amending Section 999.315(g) as follows: 

" ...User-enabled privacy controls, such as: a browser plugin or privacy setting, global device 

setting or other mechanism, that communicate or signal the consumer's choice to opt-out of 

the sale of their personal information shall be considered a request directly from the 

consumer, not through an authorized agent." 

In addition, section 999.306(c)(2) should clarify that the business must provide notice of the 

"methods" by which the consumer may opt-out, not simply a "webform": 

(2) The webform methods by which the consumer can submit their request to opt-out 

online, as required by Section 999.315(a), or if the business does not operate a 

website, the offline method by which the consumer can submit their request to 

opt-out; 

(3) Instructions for any other method by which the consumer may submit their request to 

opt out; 

The guidance surrounding the privacy setting or global device setting should ensure that it 

is: 

(i) consumer-friendly, clearly described, and easy to use by an average consumer, and does 

not require that the consumer provide additional information beyond what is necessary; 

(ii) clearly represent a consumer's intent and be free ofdefaults constraining or 

presupposing such intent; (iii) ensure that the global opt-out preference signal does not 

conflict with other commonly-used privacy settings or tools that consumers may employ; 

(iv) provide a mechanism for the consumer to selectively consent to a business's sale of the 

consumer's personal information, or the use or disclosure of the consumer's sensitive 

personal information, without affecting their preferences with respect to other businesses 

or disabling the opt-out preference signal globally. 

3 I P a g c 
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Finally, the Attorney General should consider certifying existing privacy or device settings, 

such as the Do Not Track preference expression as defined by the W3C2
, as adequate for 

the purpose of indicating a consumer's intent to opt-out of sale of the consumer's personal 

information. This would ensure that a global setting is available to consumers when the 

law goes into effect in 2020 .. 

3. Opt-Out Button or Logo: Section 999.306(e) proposes to clarify the scope of the use of 

an opt-out button or logo in future regulations. We strongly recommend that the future 

regulation require that the button or logo indicate at a glance the consumer's opt-out 

state, such as by graying-out the button or logo or changing its appearance when the 

consumer has exercised the right to opt-out. Consumers should be able to ascertain their 

opt-out status immediately upon visiting a website or service with very low effort. 

4. Obligations of Business that has Received Opt-Out Request: In some cases, such as where 

a consumer has cleared cookies or where browser technology makes it difficult for a business 

to identify repeat visitors, a business may not be able to identify whether a consumer has 

exercised the right to opt-out. This challenge could be addressed in part by requiring the opt

out button or logo to indicate the consumer's opt-out state and by technology, such as a 

global setting that allows the consumer to convey the consumer's intent to opt-out on each 

visit to a website. We propose adding subdivision (f) to Section 999.306 to read as follows: 

(f) A business that receives an opt-out request from a consumer or the consumer's 

authorized agent, shall refrain from: 

(a) Selling the consumer's personal information; and 

(b) Asking the consumer to opt-in to the sale of their information, for 12 months from the 

date of receipt of the consumer's last opt-out request. 

5. Immediate Implementation of Opt-Out Request: Section 999.315(d) gives businesses a 

15-day grace period after receipt of a consumer's opt-out request before the business must 

stop selling the consumer's personal information. Although the CCPA provides businesses 

with a 45-day period to respond to requests for information and deletion, there is no 

corollary for the right to opt-out, which was intended to take effect immediately. While we 

understand that it may take a short period of time for a business to implement a consumer's 

opt-out request, the burden should be on the business to stop selling the consumer's 

personal information immediately upon receipt of the consumer's opt-out request unless the 

business can demonstrate that it is not technically feasible to do so, and in no event should a 

business be permitted to continue selling the consumer's personal information more than 

after 24 hours after receipt of the consumer's opt-out request. 

2 https://www.w3.org/TR/tracking-dnt/ 

41Pagc 
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In addition, section 999.315(f) requires a business to notify third parties with whom it has 

shared the consumer's personal information within 90 days of the business's receipt of the 

consumer's opt-out request to instruct those third parties that they may no longer sell the 

consumer's personal information. While we appreciate the Attorney General's effort to 

extend the consumer's opt-out request to third parties, we are concerned that this will 

create confusion. Indeed, some have already suggested that this regulation would allow 

businesses to continue to sell information older than 90 days, a position that has no support 

in the text of the CCPA. For the sake of simplicity and practicality, we suggest a simple rule: 

as soon as a consumer requests a business to stop selling their personal information, all that 

consumer's personal information in the possession of the business is "frozen" with respect to 

future sales. 

6. Access to Highly Sensitive Information: Section 999.313(c)(4) imposes an absolute bar on 

consumers' access to certain highly sensitive information (e.g., social security number, health 

insurance number, etc.) While we recognize that more care must be taken with respect to 

requests for certain highly sensitive information, rather than banning consumers' access to 

such information completely, the regulations should allow businesses to impose higher 

standards for the verification of requests for access to highly sensitive information. Banks, 

credit card companies and hospitals/medical testing centers give consumers their 

information today, for example, and the technology exists to do so safely. We are concerned 

there will be a decrease in the impact of the law if consumers can't access all their personal 

information. 

7. Expansion of Service Provider Exception to Include Service Providers to Government 

Agencies: Section 999.314 expands the definition of "service provider" to include a person or 

entity that provides services to a person or organization that is not a business. Although the 

CCPA does not directly regulate government agencies, it clearly limits the exception for 

"service providers" to entities that provide services to "businesses." Therefore, an 

organization that qualifies as a "business" under the CCPA should not escape the reach of the 

CCPA when it processes information on behalf of a government agency, and like other 

businesses, should be required to comply with consumer requests under the CCPA. There is 

no statutory basis for the wholesale exemption created in this regulation, and it is 

inconsistent with the intent of the law, which is to enable consumers to learn what 

information businesses have collected about them, regardless of the source. 

8. Civil Code Section 1798.140{w)(2): It is not clear whether Section 999.314(b) is intended to 

include entities identified by Civil Code section 1798.140(w)(2) (referred to a "contractors" 

for purposes of this comment). 

Since the Legislature enacted CCPA with distinctions between persons defined by Civil Code 

section 1798.140(w)(2) and service providers, we assume that Section 999.314(b) is not an 

s I P a g c 
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attempt to combine the two because a person cannot be a contractor and service provider 

simultaneously. We therefore suggest the following language for clarification: 

"To the extent a business directs a person or entity to collect personal information directly 

from a consumer on the business's behalf, and that person or entity is not a person defined 

by Civil Code section 1798.140(w)(2) and would otherwise meet all other requirements of a 

"service provider" under Civil Code section 1798.140(v), that person or entity shall be 

deemed a service provider for purposes of the CCPA and these regulations." 

10. Combining of Information: Section 999.314(c) restricts service providers from combining 

personal information received either from a person or entity it services or from a consumer's 

direct interaction with the service provider for the purpose of providing services to another 

person or entity. We support the Attorney General's efforts to require the siloing of 

information by service providers. We suggest clarifying that when an entity receives personal 

information in its capacity as a "service provider" it cannot use that information as a 

"business" on its own behalf. 

11. Service Providers and Requests for Access and Deletion: Section 999.314(d) requires 

service providers to comply with consumer access and deletion requests. It is not clear 

whether this regulation is intended to permit a service provider to deny an access or deletion 

request on the grounds that the service provider only has information about the consumer in 

its role as a service provider and that the request should be directed to the business. We 

think that CCPA, as written, requires that service providers that qualify as businesses, must 

comply with access and deletion requests. 

12. Definition of Financial Incentive: Section 999.301(g) defines the term "financial 

incentive" as follows: 

"Financial incentive" means a program, benefit, or other offering, including payments to 

consumers as compensation, for the disclosure, deletion, or sale of personal information. 

We propose modifying the definition as follows: 

"Financial incentive" means a program, benefit, or other offering, including payments to 

consumers as compensation, for the collection, disclosure, deletion retention, or sale of 

personal information. 

We propose including the term "collection" to ensure consistency with Civil Code section 

1798.125(b)(1), which allows a business to offer a financial incentive to consumers, under 

specified conditions, for "the collection of personal information ..." Because of the term's 

broad definition in CCPA, we think it makes sense to include it here. 

6 I P a g c 
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We also propose replacing "deletion" with "retention" to accurately reflect the intent of the 

law, which is to prohibit businesses from penalizing consumers for exercising their rights 

under the CCPA, including the right to deletion, while authorizing businesses to offer financial 

incentives to consumers who do not exercise those rights, e.g., a business may charge a 

consumer who allows a business to sell the consumer's personal information less than a 

consumer who opts-out of the sale of the consumer's personal information, provided other 

conditions are satisfied. Thus, the law was intended to allow a business to charge a 

consumer who allowed the business to retain the consumer's personal information less than 

a consumer who requested that the business delete the consumer's personal information, 

provided that other conditions are satisfied. 

Note that with respect to a consumer who opts-out of the sale of the consumer's personal 

information, the business may continue to use that information as permitted by the CCPA, 

and therefore the financial incentive should be limited only to the value of the sale of the 

consumer's personal information and not to other rights, such as the consumer's right to 

delete the consumer's personal information. 

13. Definition of "Typical consumer": Section 999.301(s) defines the term "typical 

consumer" to mean "a natural person living in the United States." We suggest amending the 

definition to refer to the "average" American consumer of that particular business. Without 

this clarification, businesses will be able to cherry-pick which of their consumers to use to 

justify their calculations. Given that some consumers are less profitable than others, allowing 

businesses to select only those consumers for purposes of calculating the value of consumer 

data would undermine the intent of the law. 

14. Availability of Multiple Languages in Notice: Section 999.305(a)(2)(c) requires that 

notices be available in languages in which the business interacts with consumers in the 

ordinary course. To ensure that the primary notice is not obscured by a notice that is printed 

in multiple languages, the regulation should be clarified to require the business to provide 

notice to the consumer in the language that the business regularly uses to interact with the 

consumer, or in the predominant languages spoken in California, provided that consumers 

can easily access notices in other languages that are not displayed. 

15. Definition of Explicit Consent: Section 999.305(a)(3) requires businesses to obtain 

"explicit consent" from consumers for the use of the consumers' personal information for a 

purpose not previously disclosed. However, the regulation does not define "explicit 

consent." We propose that the regulations define "explicit consent" to ensure that 

businesses do not treat notice of a change in the terms of their privacy policy as "explicit 

consent" for a new use of consumers' personal information. We propose the following 

definition: 

7 I P a g c 
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"Explicit consent" means any freely given, specific, informed and unambiguous indication of 

the consumer's wishes by which the consumer, the consumer's legal guardian, or a person 

who has power of attorney or is acting as a conservator for the consumer, signifies 

agreement to the processing of personal information relating to the consumer for a narrowly 

defined particular purpose, such as by a statement or by a clear affirmative action. 

Acceptance of a general or broad terms of use or similar document that contains descriptions 

of personal information processing along with other, unrelated information, does not 

constitute explicit consent. Hovering over, muting, pausing, or closing a given piece of 

content does not constitute explicit consent. Likewise, agreement obtained through use of 

dark patterns does not constitute explicit consent. 

16. Definition of "Categories of third parties" and Notice Requirements Applicable to 

Businesses that Collect Information Indirectly: Section 999.301(e) defines "categories of 

third parties" to mean entities that do not collect personal information "directly" from 

consumers. The regulations should, consistent with the intent of the CCPA, be re-oriented 

based on consumer-expectations, rather than the means by which the business collects the 

information. For example, an advertising network may be collecting information directly 

from a consumer's browser even though the consumer has no idea this is occurring. 

Similarly, a consumer who visits the New York Times website may not realize that a Facebook 

pixel on the page is collecting the consumer's personal information. To address this 

disconnect, we recommend that the regulations distinguish between businesses with which 

the consumer intentionally interacts, and those that collect the consumer's personal 

information even though the consumer is not intentionally interacting with them. 

We propose the following modification to 999.301(e): 

""Categories of third parties" means entities that collect personal information from 

consumers, with whom the consumer is not intentionally interacting, including but not 

limited to advertising networks, data analytics providers, government entities, social 

networks, and consumer data resellers." 

We propose the following definition of "intentionally interacts": 

"Intentionally interacts" means when the consumer intends to interact with a person, or 

disclose personal information to a person, via one or more deliberate interactions, such as 

visiting the person's website or purchasing a good or service from the person. Hovering 

over, muting, pausing, or closing a given piece ofcontent does not constitute a consumer's 

intent to interact with a person." 
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17. Notice of Right to Opt-Out: Section 999.306(b)(1) sets forth the notice requirements for 

the right to opt-out. Most consumers do not read the information on the landing page. 

Therefore, we propose the following clarification to the regulation: 

A business shall post the notice of right to opt-out on the Internet webpage to which the 

consumer is directed after clicking on the "Do Not Sell My Personal Information" or "Do Not 

Sell My Info" link on the website homepage or the dovmload or landing page of a mobile 

application with respect to a mobile application or online service, a standalone notice prior 

to downloading, installing, or activating the application or service, as well as an easily 

available link within the application or service. The notice shall include the information 

specified in subsection (c) or link to the section of the business's privacy policy that contains 

the same information. 

18. Privacy Policy: Section 999.308(a)(3) sets forth the requirements for privacy policies. In 

order to clarify that privacy policies are readily available to consumers at all times, we 

recommend modifying paragraph (3) as follows: 

The privacy policy shall be posted online through a conspicuous link using the word "privacy," 

on the business's website homepage or on the download or landing page of a mobile 

application as well as an easily available link within the application or service. If the 

business has a California-specific description of consumers' privacy rights on its website, then 

the privacy policy shall be included in that description. A business that does not operate a 

website shall make the privacy policy conspicuously available to consumers. 

19. Methods for Submitting Requests to Know and Delete: Section 999.312(e) describes the 

requirements applicable to businesses that do not "interact directly" with consumers. We 

are uncertain what this phrase adds, and would propose to modify the language to read: J.f..a 

business does not interact directly with consumers in its ordinary course of business, a At 

least one method by which a consumer may submit requests to know or requests to delete 

shall be online, such as through the business's website or a link posted on the business's 

website. 

20. Response to Requests to Delete: Section 999.312(d)(3) allow a business to delay its 

deletion of a consumer's personal information stored on a backup system until that system is 

next accessed or used. We agree with this approach but the regulation should make clear 

that the information may not be used for any purpose pending its deletion: 

If a business stores any personal information on archived or backup systems, it may delay 

compliance with the consumer's request to delete, with respect to data stored on the 

archived or backup system, until the archived or backup system is next accessed or used, 
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Attorney General Becerra 
November 19, 2019 
Page 10 

provided that the business may not the personal information for any purpose pending its 

deletion. 

In addition, the regulation should ensure that businesses do not present information to 

consumers regarding the right to delete that is designed to coerce consumers into refraining 

from exercising that right or in a manner that makes it difficult for a consumer to exercise the 

right to delete. 

We propose the following amendment to Section 999.313(d)(7): 

In responding to a request to delete, a business may present the consumer with the choice to 

delete select portions of their personal information only if a global option to delete all 

personal information is also offered, and more prominently presented than the other 

choices, and the choice is not designed to coerce consumers into deleting only a portion of 

their information. 

We propose adding paragraph (8) to subdivision (d) of Section 999.313: 

"A business may respond to a request to delete by describing in clear terms what will 

happen if a consumer's information is deleted, provided that the business shall not present 

the information in a manner designed to coerce consumers into refraining from deleting the 

consumer's personal information or in a manner that makes it difficult for the consumer to 

exercise the right to delete.,, 

21. Requests to Opt-In After Opt-Out: Section 999.316 addresses a consumer's right to opt

in after opting-out. We recommend clarifying subdivision (b) as follows: 

"A business may inform a consumer who has opted-out when a transaction requires the sale 

of their personal information as a condition of completing the transaction, why such 

transaction requires the sale of their information, and what parts of it must be sold, along 

with instructions on how the consumer can opt-in to its sale." 

22. Rights of Household: Section 999.318 addresses the rights of household to submit access 

and deletion requests. We recommend that the regulation also address the right of a 

household to opt-out of the sale of personal information, such as a shared television or 

device. 

23. Discriminatory Practices: Section 999.336(c)(2) provides illustrative examples regarding 

financial incentives. We recommend adding the following additional example: 

1DIPagc 
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Attorney General Becerra 
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if a retailer offers a loyalty card program to its shoppers, it must allow the consumer to opt

out of the sale of the consumer's information, and may only charge a fee for such opt-out if 

the fee is reasonably related to the value the retailer obtains from selling the consumer's 

information, which the retailed collected as a result of monitoring the consumer's 

purchases as part of the loyalty program. 

24. Support of Regulations: In addition to the previous suggestions, here are sections of the 

Regulations we had no comments upon, but we are supportive of: 

• § 999.305(a)(2)(e): We strongly support the requirement that the notice at collection be 
visible before any personal information is collected, and that it is clearly visible. 

• § 999.305(a)(4): We support the requirement that a new actual notice be provided prior 
to collecting additional categories of information. 

• § 999.305(d): We support this section, it is essential that consumers get control over the 
vast amount of their information being sold by companies they've never heard of, this 
section will help achieve this goal. 

• § 999.306(b)(2): It is absolutely critical that offline activities be covered, that is CCPA's 
intention and we are pleased to see this language around offline notices. 

• § 999.307: This section is clear and well thought-out. We think it will provide clarity, and 

empower consumers to make informed decisions. 

• § 999.307(a)(2)(e): Good, vital to have the financial incentive notice available before the 

consumer opts in. 

• § 999.308(b): This section was very clear and concise. These rights are the core of CCPA, 

and having them presented clearly is important. 

• § 999.313(c)(5): We support the concept that businesses must explain why they are 

denying a request to know. 

• § 999.313(c)(9): We support this concept strongly as we believe it will incent businesses 

to have one set of practices for all consumers, which can be more easily monitored and 
will be privacy-protective for consumers. 

• § 999.313(d)(1): We think the idea of defaulting to an opt-out if a deletion request is not 

honored, is a good one. 

• § 999.313(d){4): We like the idea of specifying how a business has deleted the 

information. 

• § 999.313(d)(6)): We appreciate the transparency of this entire clause. 

111Pagc 
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Attorney General Becerra 
November 19, 2019 
Page 12 

• § 999.315{c): The ability of a consumer to opt-out using a browser or device setting is 

central to the law, and was always part of the framework of CCPA. 1798.135(c) has 
always provided for this, and we are glad to see this in the regulations. 

Thank you for your consideration of our comments. 

Yours sincerely, 

/s/ Alastair Mactaggart, Chair 

Californians for Consumer Privacy 
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Message 

From: 
Sent: 
To: 
Subject: 

Hi, 

Adrine Adjemian 

12/4/2019 11:14:10 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA - Notice at the Point of Collection to Employees 

We are employee benefits attorneys based out of San Francisco and we represent single employers who are subject to 
the California Consumer Protection Act. It is our understanding from Assembly Bill 25 which amended the Act that the 
collection of personal information of employees is not subject to the Act until January 1, 2021 except for the Notice at 
the Point of Collection and the Private Right of Action provisions. 

We are struggling with how we should be advising our clients regarding the Notice at the Point of Collection because the 
Proposed Regulations provide that a link to the business's privacy policy should be included in that Notice and the 
Proposed Regulations also set forth what should be contained in the Privacy Policy. However, if employers are required 
only to provide the Notice at the Point of Collection to employees in 2020 and not to comply with the other Privacy 
Policy requirements, does the Notice at the Point of Collection still need to contain a link to the Privacy Policy? We note 
that privacy policies are generally geared toward consumers and not employees and while we may need to advise our 
clients to prepare privacy policies specifically for employees next year, we are not sure if providing a link to the general 
Privacy Policy in the Notice at the Point of Collection to employees will suffice for 2020. 

Any guidance is much appreciated! 

Best, 

Adrine 

Adrine Adjemian I Associate I Trucker Huss, APC 
ERISA and Employee Benefits Attorneys 
One Embarcadero Center, 12th Floor I San Francisco, CA 94111-3617 

I www.truckerhuss.com I Download vCard 

This e-mail message and any attachments may contain confidential information that is legally privileged. If you are not the intended recipient(s), or 
person responsible for delivering it to the intended recipient(s), you are hereby notified that any review, disclosure, copying, distribution or use of any of 
the information contained herein is strictly prohibited. If you have received this transmission in error, please contact the sender by reply e-mail and 
destroy the original transmission and any attachments without reading or saving in any manner. 

~ Please consider the environment before printing this email 
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Message 

From: 
Sent: 

To: 

Subject: 

Valenzuela, Lauren 
12/7/2019 12:57:58 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA Comment 
Attachments: CCPA Comment on Regulations 12.6.2019.pdf 

Please see the comment attached. 

LAUREN VALENZUELA, ESQ. 
Corporate Counsel 

PERF0 RM/\NT 
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PERFu RM/\NT 
Sent Via Email: 
PrivacyRegu lations@doj.ca. gov 

CA Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring St., First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act (CCPA) Proposed Regulations 

Dear Mr. Becerra: 

December 6, 2019 

We appreciate the opportunity to comment on the proposed CCPA regulations. As the employer 
of many California residents, and as a financial service company1 who has designed its 
processes around protecting consumers privacy, we support a law which expands consumer 
privacy rights in California. Nonetheless, it has been our observation that many financial service 
companies, such as banks, credit unions, lenders, collection agencies and the like are having a 
difficult time operationalizing this law since the CCPA seems to have been designed for 
businesses who primarily operate and interact with consumers online or through applications 
(such as Facebook, Google, Lyft, Amazon, etc.) On its face, the GLBA exception seems like it 
would apply to many financial service companies, but there are many instances where our data 
collection does not squarely fit within the GLBA exception. This creates much uncertainty when 
trying to adapt the CCPA. We were hoping that the proposed regulations would have provided 
more guidance for companies who are not internet-based companies, however, we did not find 
that the proposed rules provided much clarity. We hope that our comments assist the AG 
promulgate rules which will help companies who are not AdTech or internet-based companies 
comply with the CCPA. 

Notice at Collection of Personal Information 
Section 999.305(a)(2) of the proposed rules states that the notice should be "designed and 
presented to the consumer in a way that is easy to read and understand to an average 

1 One of Performant's main lines of business is collecting debt. Performant has been providing this 
financial service to many federal, state, and private entities since 1976. One of the main federal laws 
governing debt collection is the Fair Debt Collection Practices Act (FDCPA), codified at 15 USC §1692 et 
seq. California has its own debt collection law as well, the California Rosenthal Act, codified at California 
Civil Code § 1788 et seq. Protecting and honoring a consumer's privacy is a core tenant of these laws, 
and for many years law-abiding debt collectors, such as Performant, have designed their debt collection 
processes around protecting a consumer's privacy. 

<J 333 N Canyons Parkway, Su ite 100 

Livermore. CA 94551 
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consumer." This presupposes that the notice will be in writing. What if the notice is not provided 
in writing? What if there is nothing seen nor sent to the consumer because the information is 
being collected during a telephone conversation; may the notice be provided verbally in this kind 
of situation? We suggest that the rules speak to the situation where the information is being 
collected verbally. We have included suggested language in Exhibit A. 

Similar to the above, § 999.305(b)(1) and §999.305(c) speak to the notice being provided in 
writing/being provided online. Not all means of data collection are done online, as it is common 
to collect information over the telephone. Accordingly, the proposed rules need to provide 
guidance when the notice is provided verbally. 

We note, however, that if personal information is being collected over the telephone, it may be 
laborious for consumers to sit through a verbal disclosure of such a notice. Frequently, 
consumers become impatient and annoyed when they are required to listen to long disclosures 
of information. Accordingly, and in the alternative, we recommend that if the data collection is 
done verbally over the telephone, that the AG promulgate a rule that states that a business is 
only required to notify the consumer of where they may find the disclosure in writing (e.g., 
website) or be offered to have such written notice mailed or emailed to him/her. In order to avoid 
creating a negative consumer experience, and as a matter of practicality and convenience for 
consumers, we believe this would be permitted under the statute since consumers would still 
have access to this information. Another option is to allow businesses to provide an abbreviated 
notice verbally, which would include reference to where a consumer may find the full notice at 
his/her convenience ( such as on a webpage or perhaps provide the consumer with the option to 
have the full notice mailed or emailed to him/her). 

Service Providers 
Section 999.314(a) of the proposed rule states: "To the extent that a person or entity provides 
services to a person or organization that is not a business, and would otherwise meet the 
requirements of a 'service provider' under Civil Code section 1798.140(v), that person or entity 
shall be deemed a se,vice provider for purposes of the CCPA and these regulations." This 
proposed regulation creates much confusion. For example, Performant has state and federal 
governmental clients (who are nonprofits under the statute). If those non-profit governmental 
clients are not subject to the CCPA, why should Performant, as its service provider, still be 
required to respond to deletion and data requests received for personal information/data 
collected on behalf of our non-profit state and federal governmental clients? It also raises the 
following questions: 

1. If a service provider has non-profit client who is exempt from the CCPA, and that service 
provider is collecting information for that non-profit client, must that service provider 
provide notice at or before the time of collection (since their non-business client did not 
provide such notice)? Note, the statute is clear that a business, not a service provider, 
must provide the notice (Cal. Civ. Code §1798.100(b)). Accordingly, if it is the AG's 
position that in this situation a service provider is required to provide notice, the 
regulations should explicitly state so. 

2. If a service provider has a non-profit client who is exempt from CCPA, does that mean a 
service provider must provide channels for the consumer to make deletion requests and 
requests for information? Note, the statute is clear that a business, not a service 
provider, must provide such channels (Cal. Civ. Code §1798.130(a)). Accordingly, if it is 
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the AG's position that in this situation a service provider is required to provide channels 
for consumers to make such requests, the regulations should explicitly state so. 

If the answer to both of the questions above is yes, that a service provider must provide notice 
and provide channels for consumers to make such requests when its clients are not businesses 
as defined by the statute, it seems that such a rule would run contrary to the statute which only 
requires these things of businesses (not service providers). Therefore, we recommend removing 
proposed rule in§ 999.314(a) altogether and replacing it with a proposed rule that clarifies that if 
a service provider's client is exempt from the CCPA, so is the service provider (see the 
proposed language contained in Exhibit A). This would eliminate the confusion created over 
whether the requirements set forth in §1798.100(b) and §1798.130(a) flow down to service 
providers. 

Additionally, we encourage the AG to think further about the requirement that service providers 
are required to supply information when they receive a request for information. The reason for 
this is because the service provider may not own the information they have in their possession, 
and/or may not be in a position to know what may or may not be supplied. For example, many 
service providers simply store data for businesses (e.g., a cloud-based customer relationship 
management (CRM) system). If a service provider receives a request for information, it is more 
logical for the service provider to instruct the consumer on where to direct that request to (i.e., 
its client/the business), and to provide contact information for that business, rather than respond 
to the request with specific information. 

Sharing Information with Licensed Professionals (e.g., Attorneys, CPAs, etc.) 
A company may share a consumer's personal information with its outside legal counsel in order 
for that legal counsel, for example, to defend the company against a suit brought by a 
consumer. Is this kind of information exchange subject to the CCPA, wherein a company would 
need to have the law firm sign and agree not to sell personal information so that it is treated as 
a service provider, and not a third party, under the CCPA? Outside legal counsels are bound by 
the Rules of Professional Conduct. Outside legal counsels do not "sell" consumer information 
they receive from their clients, as this would be contrary to the rules governing lawyers. In a 
similar vein, is information exchanged with other professionals, such as external auditors, CPAs, 
and tax firms, subject to the CCPA? It would be helpful for the AG to provide clarity on this 
matter. 

Once again, thank you for the opportunity to comment. We hope that the final rules provide 
guidance for the financial services industry so that we may confidently comply with the CCPA 
and uphold consumers rights to fullest extent possible. Should you or your staff need a 
knowledge resource in the ARM industry, please know that Performant would welcome any 
opportunity to assist you and your staff in this manner. 

s· 1y, 

~1.~ 
C te Counsel 
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Exhibit A - Suggested Edits to the Proposed Regulations 

§ 999.305 Notice at Collection of Personal Information 

(a) Purpose and General Principles 
1) The purpose of the notice at collection is to inform consumers at or before the 

time of collection of a consumer's personal information of the categories of 
personal information to be collected from them and the purposes for which the 
categories of personal information will be used. 

2) The notice at collection shall be designed and presented to the consumer in a 
way that is easy to read and understandable to an average consumer. The notice 
shall: 

a . Use plain, straightforward language and avoid technical or legal 
jargon. 

a-:-b. Be accessible to consumers with disabilities. At a minimum, 
provide information on how a consumer with a disability may access the 
notice in an alternative format. 

c. If the notice is provided in writing, it shall : 
t:hd. Be easy to read and Y!:!se a format that draws the consumer's 

attention to the notice and makes the notice readable, including on 
smaller screens, if applicable. 

&:-e . Be available in the languages in which the business in its ordinary 
course provides contracts, disclaimers, sale announcements, and other 
information to consumers. 

d-:-f. 8e a@@essiele t@ @@AS1s1!llers witA €1isaeilities. At a llliAilll1s1!ll, 
~r@vi€1e iAfer!llati@A @A A@w a @@As1a1!ller v.ritA a €1isaeility !llay a@@ess tAe 
A@ti@e iA aA alternative f@r!llat. 

g. Be visible or accessible where consumers will see it before any 
personal information is collected. For example, when a business collects 
consumers' personal information online, it may conspicuously post a link 
to the notice on the business's website homepage or the mobile 
application's download page, or on all webpages where personal 
information is collected. When a business collects consumers' personal 
information offline, it may, for example, include the notice on printed 
forms that collect personal information, provide the consumer with a 
paper version of the notice, or post prominent signage directing 
consumers to the web address where the notice can be found. 

3) If the notice is verbal , it shall : 
a. Be spoken in a clear and articulate manner. 
e-:-b. Inform the consumer where the notice may be found in writing , 

such as on a webpage, or inform the consumer that the notice may be 
mailed or emailed to the consumer at their request. 

§ 999.314(a) 

u Page I 4 
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To the extent that a person or entity provides services to a person or organization that is not a 
business_, and would otherwise meet the requirements of a 'service provider' under Civil Code 
section 1798.14 O(v) , that person or entity shall not be deemed a service provider for purposes 
of the CCPA and these regulations. 
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Message 

From: 
Sent: 

To: 

Subject: 

Gary LaFever 
12/6/2019 10:26:25 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA Comment Letter 
Attachments: 12-6-2019 Anonos CCPA Comment Letter.pdf 

Via Email: PrivacyRegulations@doj.ca.gov 

To: Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

The attached Comment Letter respectfully requests clarification of the requirements under the California Consumer 
Privacy Act ("CCPA" or "Act") for CCPA compliant de-Identification in order for companies to comply with their 
obligations under the Act. 

Thank you in advance for your review and consideration of this request. 

Best Regards, 

- Gary 

Gary Lafever 
CEO, Co-Founder & General Counsel 
Anonos 

Enabling Lawful Repurposing & Sharing of Data 

Gartner named Anonos as a "Cool Vendor" in Privacy Management. 
Read the Report 
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BigPrivacy® Unlocks Data 

December 6, 2019 

Via Email: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Request for Clarification of CCPA De-Identification Requirements 

This Comment Letter respectfully requests clarification of the requirements under the California 
Consumer Privacy Act ("CCPA" or "Act") for CCPA compliant de-identification in order for companies 
to comply with their obligations under the Act. 

• §999.313(d)(2)(b) - proposed CCPA regulation §999.313(d)(2)(b) provides that in the 
context of a company's obligations with respect to Responding to Requests to Know and 
Requests to Delete, a company may comply by "De-identifying the personal information." 

• §999.323(e) - proposed CCPA regulation §999.323(e) provides that in the context of 
General Rules Regarding Verification, "If a business maintains consumer information that is 
de-identified, a business is not obligated to provide or delete this information in response to a 
consumer request or to reidentify individual data to verify a consumer request." 

Given the importance of the proper interpretation of "de-identification" under the above enumerated 
proposed regulations, clarification of the requirements for de-Identification under the Act including, 
inter a!ia, clarification of issues raised in this Comment Letter with regard to differences between de
identification under CCPA and HIPAA, are respectfully requested so that companies can comply with 
§§999.313(d)(2)(b) and 999.323(e) of the proposed CCPA regulations. 

The CCPA is an exemplary model of a forward-thinking data protection law that enhances privacy for 
individuals by providing incentives for companies to implement safeguards that proactively protect 
information in advance of data misuse by leveraging technically enforced risk-based controls over 
data when in use versus relying solely on (i) encryption of data when at rest or in transit (but not 
when in use and it is most vulnerable) and (ii) after-the-fact remedies that fail of their essential 
purpose to make aggrieved parties whole in the event of violations of their privacy. 1 In the CCPA, 
this incentive comes in the form of an exclusion from the definition of protected Personal Information, 
under §1798.140(0)(3) (as amended), of information that is de-identified in accordance with the Act's 
new heightened requirements for "de-Identification" under §1798.140(h). This incentive under the 

1 See https ://www.ntia.doc.gov/fi les/ntia/pu bl ications/epic-ntia-nov2018. pdf 

anonos.com 
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CCPA is analogous to incentives provided under the EU General Data Protection Regulation 
("GDPR" or "Regulation") for "pseudonymising" data to provide proactive risk-based protection - in 
advance - against misuse of protected Personal Data under the Regulation. 2 

The importance of proactive risk-based technical measures to balance data innovation and 
protection of individual privacy rights in today's data driven world is highlighted by the fact that 
consent - by itself- is incapable of effectively protecting privacy rights. 

"The free and informed consent that today's privacy regime imagines simply cannot be 
achieved. Collection and processing practices are too complicated. No company can 
reasonably tell a consumer what is really happening to his or her data. No consumer can 
reasonably understand it. And if companies can continue to have their way with user data as 
long as they tell users first, consumers will continue to accept the unacceptable: If they want 
to reap the benefits of these products, this is the price they will have to pay .. .But this is not a 
price consumers should have to pay. It is time for something new. Legislators must establish 
expectations of companies that go beyond advising consumers that they will be exploiting 
their personal information. For some data practices, this might call for wholesale prohibition. 
For all data practices, a more fundamental change is called for: Companies should be 
expected and required to act reasonably to prevent harm to their clients. They should 
exercise a duty of care. The burden no longer should rest with the user to avoid getting 
stepped on by a giant. Instead, the giants should have to watch where they're walking."3 

(emphasis added) 

"Maybe informed consent was practical two decades ago, but it is a fantasy today. In a 
constant stream of online interactions, especially on the small screens that now account for 

2 The benefits of properly "Pseudonymised" data, as newly defined under Section 4(5) of the GDPR, are highlighted in multiple 
GDPR Articles, including: 

• Article 6(4) as a safeguard to help ensure the compatibility of new data processing. 
• Article 25( 1) as a technical and organizational measure to help enforce data minimization principles and compliance with 

data protection by design and by default obligations. 
• Articles 32, 33 and 34 as a security measure helping to make data breaches "unlikely to result in a risk to the rights and 

freedoms of natural persons" thereby reducing liability and notification obligations for data breaches. 
• Article 89( 1) as a safeguard in connection with processing for archiving purposes in the public interest; scientific or 

historical research purposes; or statistical purposes; moreover, the benefits of pseudonymization under this Article 89( 1) 
also provide greater flexibility under: 

o Article 5(1 )(b) with regard to purpose limitation; 
o Article 5(1 )(e) with regard to storage limitation; and 
o Article 9(2)U) with regard to overcoming the general prohibition on processing Article 9(1) special categories of 

personal data. 
• In addition, properly Pseudonymised data is recognized in Article 29 Working Party Opinion 06/2014 as playing "a role 

with regard to the evaluation of the potential impact of the processing on the data subject...tipping the balance in favour of 
the controller" to help support Legitimate Interest processing as a legal basis under Article GDPR 6(1 )(f). Benefits from 
processing personal data using Legitimate Interest as a legal basis under the GDPR include, without limitation: 

o Under Article 17(1 )(c), if a data controller shows they "have overriding legitimate grounds for processing" 
supported by technical and organizational measures to satisfy the balancing of interest test, they have greater 
flexibility in complying with Right to be Forgotten requests. 

o Under Article 18(1)(d), a data controller has flexibility in complying with claims to restrict the processing of 
personal data if they can show they have technical and organizational measures in place so that the rights of 
the data controller properly override those of the data subject because the rights of the data subjects are 
protected. 

o Under Article 20( 1 ), data controllers using Legitimate Interest processing are not subject to the right of 
portability, which applies only to consent-based processing. 

o Under Article 21(1), a data controller using Legitimate Interest processing may be able to show they have 
adequate technical and organizational measures in place so that the rights of the data controller properly 
override those of the data subject because the rights of the data subjects are protected; however, data subjects 
always have the right under Article 21 (3) to not receive direct marketing outreach as a result of such 
processing. 

3 See https://www.washingtonpost.com/opinions/our-privacy-regime-is-broken-congress-needs-to-create-new-norms-for-a-digital
age/2019/01 /04/c70b228c-Of9d-11 e9-8938-5898adc28fa2 story.html 
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the majority of usage, it is unrealistic to read through privacy policies. And people simply 
don't ... Moreover, individual choice becomes utterly meaningless as increasingly automated 
data collection leaves no opportunity for any real notice, much less individual consent. We 
don't get asked for consent to the terms of surveillance cameras on the streets or "beacons" 
in stores that pick up cell phone identifiers, and house guests aren't generally asked if they 
agree to homeowners' smart speakers picking up their speech. At best, a sign may be 
posted somewhere announcing that these devices are in place. As devices and sensors 
increasingly are deployed throughout the environments we pass through, some after-the-fact 
access and control can play a role, but old-fashioned notice and choice become 
impossible ... Ultimately, the familiar approaches ask too much of individual consumers. As 
the President's Council of Advisers on Science and Technology Policy found in a 2014 report 
on big data, "the conceptual problem with notice and choice is that it fundamentally places 
the burden of privacy protection on the individual," resulting in an unequal bargain, "a kind of 
market failure. ,,4 ( emphasis added) 

The fact that consent - by itself- is not up to the task of protecting the privacy rights of individuals 
highlights the critical importance of technical risk-based safeguards that protect data when in use 
like de-identifying data under the CCPA and pseudonymizing data under the GDPR. In fact, "the real 
promise of government intervention may lie in giving firms an incentive to use consumers' personal 
data only in reasonable ways."5 And, if the only privacy-respectful alternative is to withdraw consent 
and to opt-out of having their data processed, this withholds from individuals the potential benefits of 
data processing and withholds from society as a whole the benefits of representative, non
discriminatory data analysis. 6 

For purposes of this Comment Letter, the heightened requirements for de-identification under the 
CCPA are referred to as "2020 De-ID Standards" to highlight a comparison between the modern 
requirements for de-identification under the CCPA and the standards for de-identification under the 
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), referred to herein as "1996 
De-ID Standards." The differences between 2020 De-ID Standards and 1996 De-ID Standards are 
not surprising since there is nearly a quarter of a century gap between the enactment of the two 
statutes and HIPAA was enacted prior to the popularity of widespread data sharing and combining 
whereas the CCPA was enacted in full awareness of these modern data processing practices. 

The 2020 De-ID Standards under CCPA §1798.140(h) require that the following criteria must be met: 

• The information "cannot reasonably identify, relate to, describe, be capable of being associated 
with, or be linked, directly or indirectly, to a particular customer;" and 

• The business must have implemented technical safeguards and business processes that prohibit 
re-identification; and 

• The business must have implemented business processes to prevent inadvertent release even of 
the de-identified data; and 

• The business must not make any attempt to re-identify the information. 

The above makes clear that 2020 De-ID Standards require the existence of technical safeguards that 
prevent recipients of data from inadmissibly re-identifying individuals represented in a data set when the 
data is used on a widespread or "global basis." This "global de-identification" standard requires context
aware, risk-based management of re-identification risk. As a result, in the context of 2020 De-ID 
Standards, the potential re-identification risk that must be defended against "depends on what everyone 
else knows and can do with the dataset" because "re-identification can be highly accurate in cases where a 

4 https://www.brookings.edu/research/why-protecting-privacy-is-a-losing-game-today-and-how-to-change-the-game/ 
5 https://hbr.org/cover-story/2018/09/uninformed-consent 
6 https://slate.com/technology/2019/08/consent-facial-recognition-data-privacy-technology.html 
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supposedly de-identified dataset is analyzed using outside sources of information that are not, themselves, 
de-identified." 7 

The HIPAA 1996 De-ID Standard is described in the following quote: 

The HIPAA Privacy Rule provides a standard for de-identification of PHI, which generally 
states that health information is not PHI if it does not identify an individual and there is no 
reasonable basis to believe that it can be used to identify an individual. The standard 
provides two methods-safe harbor and expert determination-by which health information 
can be designated as de-identified for purposes of the standard and thus used and disclosed 
outside the Privacy Rule's protections for PHI. Under both methods, de-identified data 
retains some risk of identification of the individuals (e.g., patients of a healthcare provider) 
who are the subject of the information. 

Neither method requires removal of identifiers of healthcare providers or others who serve 
the individuals who are the subject of de-identified information. Accordingly, HIPAA de
identified data may be de-identified with respect to patients, but may include names, national 
provider identifiers or other identifiers of healthcare providers or covered entity workforce 
members. CCPA does not except personal information about providers or workforce 
members from its definition of personal information, however. 8 (emphasis added) 

As noted above, neither the safe harbor nor the expert determination methods require de-identification of 
indirect identifiers that may be used to re-identify individuals represented in a data set. In 2012, the U.S. 
Health & Human Services Office for Civil Rights (OCR) stated in written guidance on HIPAA de
identification standards that "a covered entity's mere knowledge of [specific studies about methods 
to re-identify health information or use de-identified health information alone or in combination with 
other information to identify an individual] does not mean it has actual knowledgell that these 
methods would be used with the data it is disclosing. OCR does not expect a covered entity to 
presume such capacities of all potential recipients of de-identified data. This would not be consistent 
with the intent of the Safe Harbor method, which was to provide covered entities with a simple 
method to determine if the information is adequately de-identified."9 Lastly, with respect to the popular 
safe harbor method of HIPAA de-identification, researchers in 2017 discovered a risk of unauthorized re
identification as high as 25-28% versus earlier studies that had reported risk of below .05%. 10 For the 
foregoing reasons, it is clear that HIPAA requires compliant data use only within locally controlled 
enclave or siloed environments - i.e., "local de-identification." 

The difference between the de-identification standards under CCPA and HIPAA creates a significant risk to 
HIPAA covered entities, business associates and data aggregators that believe data sets de-identified 
using HIPAA 1996 De-ID Standards satisfy de-identification requirements under CCPA 2020 De-ID 
Standards since resulting data sets would include personal information about California consumers 
under the CCPA. If a business subject to the CCPA maintains HIPAA 1996 De-ID Standard de
identified data that does not meet CCPA 202 De-ID Standards, then the business would need to 
honor California consumers' rights under the CCPA and otherwise comply with the CCPA, including 
the right to opt-out of the "sale" of personal information and the right to request deletion of personal 
information, and may be required to register as a data broker with the California Attorney General as 
a condition to license or otherwise disclose the data for cash or other consideration. 11 

7 See https://www.dwt.com/blogs/privacy--security-law-blog/2019/11 /de-identified-data-under-the-ccpa 
8 See https://www.natlawreview.com/article/inconsistent-hipaa-and-ccpa-de-identification-standards-create-compliance-challenges 
9 See https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/De-
identification/hhs deid guidance.pdf at 28. 
10 See https://techscience.org/a/2017082801/ 
11 https://www.natlawreview.com/article/inconsistent-hipaa-and-ccpa-de-identification-standards-create-compliance-challenges 
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For the foregoing reasons, we respectfully requested that the California Attorney General clarify the 
requirements for de-Identification under the CCPA including, inter a!ia, clarification of issues raised 
in this Comment Letter with regard to differences between de-identification under CCPA and HIPAA. 

Respectfully Submitted, 

M. ry aFever 
CEO & General Counsel 

Please email with any questions. 
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Message 

From: 
Sent: 
To: 

CC: 

Peter Watson 
12/7/2019 12:02:34 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Comment Submission 
Attachments: CSSA Comment Letter - CCPA Proposed Regulations.pdf 

Dear California Attorney General: 

The California Self Storage Association (CSSA) hereby submits the attached comments to the CCPA proposed 
regulations. Thank you for your consideration. 

Sincerely, 

Peter Watson 

Sent on behalf of Ross Hutchings 

Executive Director - California Selft Storage Association 

This message is intended for the designated individual(s) or entity named and may contain confidential, privileged and/or proprietary information. 
If you are not the intended recipient, please notify the sender by reply email and delete immediately; any distribution or copy of this email is 
strictly prohibited. 
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December 6, 2019 

CSSA 
CALIFORNIA 

SELF STORAGE ASSOCIATION 

Via Email: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: Title 11, Law, Division 1, Attorney General, Chapter 20, California, Consumer 
Privacy Act Regulations, Proposed Text of Regulations. 

To Whom It May Concern: 

The California Self Storage Association ("CSSA") 1 appreciates the opportunity to comment on the 
implementing regulations for the California Consumer Privacy Act of 2018 ("CCPA"). While 
supportive of the efforts of the California Attorney General (''CAG") to comply with the CCPA's 
directive, the CSSA has several recommendations to improve the regulations. The bolded, underlined 
text is taken from the proposal. The non-bolded text below is the CSSA's input on the particular 
provision. The CSSA requests that the CAG consider the comments, provide greater clarity to certain 
sections, and incorporate specific recommendations in the final regulations. 

§ 999.301. Definitions 

Proposed new definition/clarification to be included in the Regulations to address "IP Address 
Only Consumer Scenario". 

Many CCSA members are small to medium sized private self-storage owners/operators that: (i) do 
not have annual gross revenues in excess of $25,000,000; (ii) do not derive 50 percent of more of 
their annual revenues from selling consumer's personal information and (iii) are uncertain as to 
whether or not they buy, receive or sell the personal information of 50,000 or more consumers, 
households or devises. 

The reason for the uncertainty surrounding item number (iii) above is that, many of these companies 
have less than 50,000 customers/tenants or prospective customers/tenants (a metric that is easily 
identifiable), but may receive 50,000 or more non-customer visitors to their websites, and 
presumably, these websites cache the consumers' IP Address immediately upon the consumers 
visitation to the website even if the consumer is a mere browser that does not engage any services or 
provide any other information while visiting the website. 

This scenario was outlined by Mr. Watson, a CSSA Board Member, during the public comments 

1 CSSA is a California state trade association predominately comprised of self storage owners, operators/managers 
and venders. 
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SELF STORAGE ASSOCIATION 

in Los Angeles on December 3, 2019 (speaker No. 11), and referred to by Mr. Watson as the "IP 
Address Only Scenario." These companies desire to know whether or not the CCPA applies to their 
business, but there are technological challenges that render such determination extremely difficult (if 
not impossible). Namely, the companies are technologically challenged in (1) determining how many 
California IP Addresses visit the business' website (as opposed to out of state consumers); and (2) 
determining how many of those California IP Addresses are non-existing tenant/customer or non
potential tenant/customer that are already counted towards the 50,000 threshold. 

Simply stated, as currently drafted, there will be a vast number of business that do not know whether 
they are subject to the CCPA, and requiring these companies implement significant privacy policies 
and procedures to comply with the CCPA when they might not be subject to same, will likely cause 
confusion to both the consumers and the businesses. 

Under this context, the CSSA respectfully requests the implementation of one of the following 
proposed clarifications in the definition section of the regulations: 

1. The first proposal, and preferred approach, would be to specifically exclude IP Addresses from 
the definition of "personal information" solely as it pertains to calculating the 50,000 consumer 
threshold. For the avoidance of doubt, this would not remove IP Addresses from the definition 
generally (only from the 50,000 threshold calculation). This proposal, if implemented, would 
eliminate the aforementioned IP Address Only Consumer Scenario, thereby providing clarity to 
both businesses and consumers of these businesses. 

2. As an alternative to the first proposal, the AG could remove the consumer's right to request the 
deletion of personal information for businesses that would not qualify under the 50,000 consumer 
threshold but for the mere receipt of IP Addresses from website browsers. Under this second 
alternative, the consumer will still have the "right to know," via the business's privacy policy, 
however these businesses will no longer have the obligation to delete personal information upon 
a consumer's request. 

"Household" means a person or group of people occupying a single dwelling. 

The CSSA supports adding a definition for "household" as it is one of the threshold considerations 
for whether the CCPA is even applicable. However, the present definition is ambiguous. For example, 
what if a household is comprised of college students, two of whom are consumers under the statute 
and the third is a Colorado resident in California for school. The collection is no longer a group of 
"consumers" as the Colorado resident does not fit the definition. Does that mean that the entire group 
is no longer a "household"? If not, does that remove their ability to exercise rights under the CCPA? 
Conversely, does it remain a "household" and does the Colorado resident now possess new authority? 
privacy rights. Regardless, it should be clarified. 

§ 999.305. Notice at Collection of Personal Information 

(a)(2) Be accessible to consumers with disabilities. At a minimum, provide information on how 
a consumer with a disability may access the notice in an alternative format. 
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The CSSA fully supports equal access to goods and services. In the context of compliance with the 
CCPA, it would be beneficial to both businesses and consumers if the CAG could provide more 
explicit guidance as to how a business can comply with the requirements of the statute to ensure 
consumers with disabilities are able to exercise their rights. 

(a)(3) A business shall not use a consumer's personal information for any purpose other than 
those disclosed in the notice at collection. If the business intends to use a consumer's 
personal information for a purpose that was not previously disclosed to the consumer 
in the notice at collection, the business shall directly notify the consumer of this new 
use and obtain explicit consent from the consumer to use it for this new purpose. 

This section appears to place a greater compliance burden on a business if it subsequently determines 
it desires to use information in a manner not previously disclosed. As noted in (a)(l), "[t]he purpose 
of the notice at collection is to inform consumers at or before the time of collection of a consumer's 
personal information of the categories of personal information to be collected from them and the 
purposes for which the categories of personal information will be used." For a business that wishes 
to use personal information in a particular manner, the consumer is informed up front of that intent. 
However, if that same business later determines it wishes to use that same personal information, but 
in a different way, it must obtain "explicit consent" from the consumer. It appears that the CAG is 
placing a higher compliance burden on a business merely because of when and how it decided it 
wanted to use a consumer's personal information. From a policy perspective, it is not clear why 
additional requirements would attach to a determination that occurs after the initial notice is provided. 
The CSSA request that this provision be revised to make it consistent with the other notice provisions. 

§ 999.308. Privacy Policy (b) The privacy policy shall include the following information: 
(5) Authorized Agent (a) Explain how a consumer can designate an authorized agent to make 
a request under the CCPA on the consumer's behalf. 

The CAG should provide further guidance to businesses as to how a consumer designates an 
authorized agent. Ideally a model form would be very helpful to clear uncertainty. The supplementary 
direction is essential so that companies may in tum provide additional guidance to consumers in their 
privacy policies. There is general uneasiness with third-party authorized agents attempting to exercise 
a California consumer's rights under the CCPA, as it seems ripe for scammers. First-party businesses 
need to fully understand how a consumer may designate an authorized agent. By extension, this will 
afford companies the understanding of the process to be able to fully explain it to California 
consumers. 

Article 3. Business Practices for Handling Consumer Requests 

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 

(b) A business shall use a two-step process for online requests to delete where the consumer 
must first, clearly submit the request to delete and then second, separately confirm that they 
want their personal information deleted. 

3I Page 

CCPA_45DAY_00554 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W78-3cont

Guest
FreeText
W78-4

Guest
FreeText
W78-5

Guest
FreeText
W78-6



CSSA 
CALIFORNIA 

SELF STORAGE ASSOCIATION 

The two-step process is sensible to safeguard consumers' personal information; however, express 
limitations on the number of follow ups should be included in the final regulations. What is a 
business supposed to do if the consumer contacts the business and requests that it delete their 
personal information but then does not respond to the subsequent request to confirm their intent to 
delete? Must a business keep attempting to contact them? The final regulations should explicitly 
state that the business only must follow up one (1) time and if they do not respond within forty-five 
(45) days the request can be discarded. Businesses should not be required to endlessly follow up 
with consumers. 

(c) A business shall consider the methods by which it interacts with consumers when 
determining which methods to provide for submitting requests to know and requests to 
delete. At least one method offered shall reflect the manner in which the business primarily 
interacts with the consumer, even if it requires a business to offer three methods for 
submitting requests to know. 

The CSSA understands the intent of this provision. However, a business should not be required to 
provide three (3) methods for a consumer to exercise their rights merely because it operates a 
traditional brick-and-mortar facility along with a web-based presence. In contrast, the CCPA 
only mandates two methods for a business that, for example, operates an e-commerce platform with 
no physical structure. The CAG should not penalize or reward a company merely because of its 
operational choices. CCPA-covered businesses should all be required to provide two methods as 
mandated by the statute. The CAG should not impose additional compliance obligations on 
businesses via these regulations simply because a business allows a consumer to interact with it both 
"online" and "in-person." 

§ 999.313. (c)(6); § 999.323. (3)(d). 

(c)(6) A business shall use reasonable security measures when transmitting personal 
information to the consumer. 

(3)(d) A business shall implement reasonable security measures to detect fraudulent identity
verification activity and prevent the unauthorized access to or deletion of a consumer's 
personal information. 

In the context of compliance with the CCPA, it would be beneficial to both businesses and consumers 
if the CAG could provide more explicit guidance as to what constitutes "reasonable security 
measures." Perhaps the CAG can adopt a set of standards that is available on this topic - the concern 
here is that business will not know how far to go to comply with the "reasonable security measures," 
and the lack of guidance could lead to confusion and unnecessary litigation. 
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§ 999.313. Responding to Requests to Know and Requests to Delete 

.(ru Upon receiving a request to know or a request to delete, a business shall confirm receipt 
of the request within 10 days and provide information about how the business will 
process the request. The information provided shall describe the business's verification 
process and when the consumer should expect a response, except in instances where the 
business has already granted or denied the request. 

The additional requirement that businesses provide an initial notification to a consumer within ten (10) 
days of receipt is unnecessary and should be revised. Nothing in the CCPA mandates such an action 
and providing notice when a substantive response will be given does not provide additional value to 
the consumer. California businesses already will have to divert resources to respond to and comply 
with requests made under the CCPA Adding extra requirements through these implementing 
regulations does not provide a substantive benefit to consumers, but rather a needless burden on 
business. While individual businesses may elect to provide an initial notification to consumers that the 
request has been received, they should not be required to do so. 

If this 10 day notice is critical to effectuate the intent of the CCPA, the CSSA respectfully requests that 
the timing be extended to 10 business days, to avoid a technical violation due to holidays and weekends. 

Responding to Requests to Know 

ill For requests that seek the disclosure of specific pieces of information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business shall not disclose any 
specific pieces of personal information to the requestor and shall inform the 
consumer that it cannot verify their identity. If the request is denied in whole or in 
part, the business shall also evaluate the consumer's request as if it is seeking the 
disclosure of categories of personal information about the consumer pursuant to 
subsection (c)(2). 

ill For requests that seek the disclosure of categories of personal information about 
the consumer, if a business cannot verify the identity of the person making the 
request pursuant to the regulations set forth in Article 4, the business may deny 
the request to disclose the categories and other information requested and shall 
inform the requestor that it cannot verify their identity. If the request is denied in 
whole or in part, the business shall provide or direct the consumer to its general 
business practices regarding the collection, maintenance, and sale of personal 
information set forth in its privacy policy. 

While the intent of the CCPA is to provide California consumers with greater control over their private 
information, there will inevitably be nefarious actors seeking to take advantage of the new law. As 
such, these provisions are essential to allow businesses to refuse a request to disclose categories or 
specific pieces of personal information if the company is unable to verify the identity of the individual 
making the request. 

However, the provision that requires businesses to review the request as an inquiry for the categories 
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of information if the request for specific information is denied is unduly onerous. If the business was 
unable to verify the identity of the requesting consumer for specific pieces of information, those issues 
are almost certainly going to remain for requests for the categories as well. The CSSA appreciates that 
the proposed regulations provides criteria to evaluate the request against the issue of improper 
disclosure, but concerns persist. The CSSA requests that the CAG remove the provision that requires 
that the business evaluate the request as one for the categories of personal information and instead 
allow the business to jump immediately to direct the consumer to its general collection practices. This 
will expedite and streamline the process for businesses and simultaneously safeguard consumer's 
personal information. Further still, consumers have an immediate remedy available to them should an 
issue manifest: he or she simply must provide the requested information and re-submit the request. 
Given the simple "fix" available to consumers, businesses should not be required to comply with the 
"step-down" approach outlined the regulations. This provision should be revised. 

(5) If a business denies a consumer's verified request to know specific pieces of personal 
information, in whole or in part, because of a conflict with federal or state law, or an 
exception to the CCP A, the business shall inform the requestor and explain the basis 
for the denial. If the request is denied only in part, the business shall disclose the 
other information sought by the consumer. 

The CSSA commends the CAG for providing greater clarity on how the exceptions to disclosure 
operate. However, additional guidance would be beneficial for businesses. The exceptions in the 
CCPA are worded broadly and additional guidance from the CAG would be helpful. For example, 
does the businesses' interpretation of the exceptions always "win"? If the business simply conveys 
that it will not comply with the request and identifies one or more exceptions without expanding 
further is that sufficient for the purposes of compliance? Does the consumer have the ability to contest 
that determination? If so, and if a conflict arises, whose interpretation carries the day? Regardless, it 
should be clarified further in the final regulations. 

(d) Responding to Requests to Delete 

(1) For requests to delete, if a business cannot verify the identity of the requestor 
pursuant to the regulations set forth in Article 4, the business may deny the 
request to delete. The business shall inform the requestor that their identity 
cannot be verified and shall instead treat the request as a request to opt-out of 
sale. 

CCPA-covered companies are concerned with individuals making false requests to delete 
information. Permitting businesses to deny the request if the identity of the requestor cannot be 
verified is sensible. However, the stepped-down approach that requires a business to treat that request 
as one to opt-out instead of a request to delete defies logic. If the threshold issue is the lack of 
verification of the requester's identity, why would a business deny that request to delete predicated 
upon that concern, but then presume that the request is valid and legitimate for the purposes of a 
request to opt-out? If a consumer does not appropriately verify their identity so that a business is 
reasonably certain that the request is from that individual, they should not be required to comply with 

GI Page 

CCPA_45DAY_00557 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W78-10cont

Guest
FreeText
W78-11

Guest
FreeText
W78-12



CSSA 
CALIFORNIA 

SELF STORAGE ASSOCIATION 

the stepped down approach outlined in the proposed regulations. Instead, the business should be 
permitted to simply inform the consumer of the issue. This alternative approach is bolstered by the 
reality that consumers have an immediate means of redress: simply provide the requested information 
to confirm their identity. The CSSA requests that this provision be amended in the final regulations. 

§ 999.317. Training; Record-Keeping 

.(ru All individuals responsible for handling consumer inqmries about the business's 
privacy practices or the business's compliance with the CCP A shall be informed of all 
the requirements in the CCP A and these regulations and how to direct consumers to 
exercise their rights under the CCP A and these regulations. 

ili) A business shall maintain records of consumer requests made pursuant to the CCP A 
and how the business responded to said requests for at least 24 months . 

.(£} The records may be maintained in a ticket or log format provided that the ticket or log 
includes the date of request, nature of request, manner in which the request was made, 
the date of the business's response, the nature of the response, and the basis for the denial 
of the request if the request is denied in whole or in part. 

@ A business's maintenance of the information required by this section, where that 
information is not used for any other purpose, does not taken alone violate the CCP A or 
these regulations. 

(!;) Aside from this record-keeping purpose, a business is not required to retain personal 
information solely for the purpose of fulfilling a consumer request made under the CCP A. 

The CAG is essentially dictating to businesses that it create additional information and data 
about consumers. Does this information have to be disclosed if a consumer makes a 
subsequent request under the CCP A? What if a consumer is aware of this recordkeeping 
requirement and makes a second request to delete that specifically identifies the recordkeeping 
component? Can the business use one of the safe harbor exceptions? This should be clarified 
in the final text. 

Article 4. Verification of Requests 

§ 999.323. General Rules Regarding Verification 

.(ru A business shall establish, document, and comply with a reasonable method for verifying 
that the person making a request to know or a request to delete is the consumer about 
whom the business has collected information. 

ili) In determining the method by which the business will verify the consumer's identity, 
the business shall: 
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Whenever feasible, match the identifying information provided by the consumer to 
the personal information of the consumer already maintained by the business, or 
use a third-party identity verification service that complies with this section. 

ill Avoid collecting the types of personal information identified in Civil Code 
section 1798.81.S(d), unless necessary for the purpose ofverifying the consumer. 

0 Consider the following factors: 

a. The type, sensitivity, and value of the personal information collected and 
maintained about the consumer. Sensitive or valuable personal information 
shall warrant a more stringent verification process. The types of personal 
information identified in Civil Code section 1798.81.S(d) shall be considered 
presumptively sensitive; 

b. The risk of harm to the consumer posed by any unauthorized access or 
deletion. A greater risk of harm to the consumer by unauthorized access or 
deletion shall warrant a more stringent verification process; 

£.: The likelihood that fraudulent or malicious actors would seek the personal 
information. The higher the likelihood, the more stringent the verification 
process shall be; 

d. Whether the personal information to be provided by the consumer to verify 
their identity is sufficiently robust to protect against fraudulent requests or 
being spoofed or fabricated; 

!:.: The manner in which the business interacts with the consumer; and 

f:. Available technology for verification. 

The CSSA applauds the CAG for providing the above-listed factors to assist businesses to confirm a 
consumer's i den ti ty. However, it would be helpful if the CA G further explained how the factors interact 
and yield a particular outcome. For example, should businesses treat the factors equally and employ a 
balancing approach? Additional clarification or guidance in this respect would be helpful. 

§ 999.324. Verification for Password-Protected Accounts 

(ru If a business maintains a password-protected account with the consumer, the business 
may verify the consumer's identity through the business's existing authentication 
practices for the consumer's account, provided that the business follows the 
requirements in section 999.323. The business shall also require a consumer to re
authenticate themselves before disclosing or deleting the consumer's data. 

ili) Ifa business suspects fraudulent or malicious activity on or from the password-protected 
account, the business shall not comply with a consumer's request to know or request to 
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delete until further verification procedures determine that the consumer request is 
authentic and the consumer making the request is the person about whom the business 
has collected information. The business may use the procedures set forth in section 
999.325 to further verify the identity of the consumer. 

This section confirms businesses possess the authority to direct consumers, if they already have an 
account, to utilize it to confirm their identity. This is sensible and will provide businesses with an 
additional level of assurance that the purported consumer is truly that individual. In the alternative, 
it is helpful that the proposed regulation confirms that businesses that suspect fraudulent activity 
may elect to not proceed with the request and may request that the consumer follow additional 
verification steps to confirm their identity. The provision is sensible and should remain in the final 
text. 

§ 999.325. Verification for Non-Accountholders 

A business's compliance with a request to know specific pieces of personal information requires 
that the business verify the identity of the consumer making the request to a reasonably high 
degree of certainty, which is a higher bar for verification. A reasonably high degree of certainty 
may include matching at least three pieces of personal information provided by the consumer 
with personal information maintained by the business that it has determined to be reliable for 
the purpose of verifying the consumer together with a signed declaration under penalty of 
perjury that the requestor is the consumer whose personal information is the subject of the 
request. Businesses shall maintain all signed declarations as part of their record-keeping 
obligations. 

Mandating that consumers provide a signed declaration under the penalty of perjury is sensible, 
especially for requests to know specific pieces of personal information. In the wrong hands, that data 
can be devasting to a consumer's identity. While likely not perfect, the requirement that the signed 
declarations accompany the request along with three pieces ofpersonal data will hopefully ensure that 
all requests are legitimate. 

However, with that said, it seems probable that scammers will attempt to forge those declarations. It 
would be helpful if the CAG provided a template for those forms as part of the final regulations or 
somewhere on its website. Additional requirements, perhaps a mandate that the form be notarized, 
would provide an additional level of certainty to businesses that the request is legitimate while 
simultaneously safeguarding consumer's personal information. 

§ 999.326. Authorized Agent 

.{ru When a consumer uses an authorized agent to submit a request to know or a request 
to delete, the business may require that the consumer: (1) Provide the authorized 
agent written permission to do so; and (2) Verify their own identity directly with 
the business. 

ili} Subsection (a) does not apply when a consumer has provided the authorized agent 
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CSSA 
CALIFORNIA 

SELF STORAGE ASSOCIATION 

with power of attorney pursuant to Probate Code sections 4000 to 4465 . 

.{£) A business may deny a request from an agent that does not submit proof that they have 
been authorized by the consumer to act on their behalf. 

Businesses, including CSSA members, are wary of "authorized agents" exercising a third parties' 
rights under the CCP A This area seems ripe for scammers and other nefarious actors to hold 
themselves out to businesses as "authorized" in order to obtain personal information or have it 
deleted. It is sensible to mandate that businesses confirm the identity of the consumer, even doing so 
directly when an authorized agent attempts to act on their behalf However, if that is the threshold 
for confirmation absent a power of attorney, why permit authorized agents to act on the individual's 
behalf at all? Since the individual consumer must participate in the process anyway, why would an 
authorized agent be necessary? Direct requests from consumers should be required to eliminate 
confusion and confirm the intent of the individual. 

Conclusion 

The CSSA appreciates this opportunity to comment on the proposed regulations for the CCP A Thank 
you for your thoughtful consideration of these comments. 

Respectfully submitted, 

Ross Hutchings, CEA 
Executive Director - California Self Storage Association 
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Message 

From: 
Sent: 
To: 
Subject: 

CU Lawyers 
12/6/2019 10:58:44 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CCPA Comments 

The exclusion under Gramm Leach Bliley needs to include information 
collected by creditors in connection with the collection of an unpaid loan. 

Please include this under the definition of the GLB exclusion. 

Thank you 

A. Lysa Simon 

...... 
This communication, including any attachments, may contain information that is confidential and may be 
privileged and exempt from disclosure under applicable law. If you are not the intended recipient, you 
are hereby notified that any use, disclosure, dissemination, or copying of this communication is strictly 
prohibited. If you have received this communication in error, please notify the sender. Thank you for 
your cooperation. We are debt collectors. 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Attachments: 

Christine Bannan 
12/6/2019 9:41:02 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Marc Rotenberg · Hunter Daley 
CCPA Comments 
EPIC-CCPA-Dec2019.pdf 

Please find EPIC's comments attached. 

Best Regards, 

Christine Bannan 

Christine Bannan 
EPIC Consumer Protection Counsel 
Coordinator, Privacy Coalition 
Electronic Privacy Information Center (EPIC) 

privacycoalition.org 

; Caitriona Fitzgerald 
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• ep1c.org Electronic Privacy Information Center 

1519 New Hampshire Avenue NW 

Washington, DC 20036, USA 

\. 
af;i 

~ @EPICPrivacy 

@ https://epic.org 

COMMENTS OF THE ELECTRONIC PRIVACY INFORMATION CENTER 

to the 

CALIFORNIA OFFICE OF THE ATTORNEY GENERAL 

NOTICE OF PROPOSED RULEMAKING 

THE CALIFORNIA CONSUMER PRIVACY ACT 

December 6, 2019 

The Electronic Privacy Information Center ("EPIC") submits these comments in response 

to the Notice of Proposed Rulemaking Action on the California Consumer Privacy Act 

("CCP A"). 1 EPIC thanks the Office of the Attorney General for its work on the proposed 

regulations and leadership on privacy issues. 

EPIC is a public interest research center established in 1994 to focus public attention on 

emerging privacy and civil liberties issues.2 EPIC has long supported the establishment of 

comprehensive federal privacy law and also argued that federal law should not preempt stronger 

state laws. 3 EPIC recently released Grading on a Curve: Privacy Legislation in the I 16th 

1 California Department of Justice, Notice of Proposed Rulemaking Action, Title 11 (Oct. 11, 2019), 
https :// oag. ca. gov/ sites/ all/files/ agwe b/pdfs/pri vacy / ccpa-nopa. pdf. 
2 About EPIC, EPIC (2019), https://www.epic.org/epic/about.html. 
3 See Privacy in the Commercial World, H. Comm. on Energy and Commerce, Subcomm. on Commerce, 
Trade, and Consumer Protection (testimony of Marc Rotenberg, Exec. Dir., EPIC) (March 1, 2001), 
https://epic.org/privacy/testimony _ 030 I .html; Hearing on the Discussion Draft of H.R. __ , A Bill to 
Require Greater Protection for Sensitive Consumer Data and Timely Notification in Case of Breach, H. 
Comm. on Energy and Commerce, Subcomm. on Commerce, Manufacturing, and Trade (testimony of 
Marc Rotenberg, Exec. Dir., EPIC) (June 15, 2011), 
https://epic.org/privacy/testimony/EPIC _Testimony_ House_ Commerce_ 6-11 _Final.pdf; Reauthorizing 
Brand USA and the US. SAFE WEB Act, H. Comm. on Energy & Commerce, Subcomm. on Consumer 
Protection & Commerce (statement of EPIC) (Oct. 29, 2019), https://epic.org/testimony/congress/EPIC
HEC-SafeWebAct-Oct2019.pdf. See, e.g., Video Privacy Protection Act of 1988, 18 U.S.C. 2710(f) ("The 
provisions of this section preempt only the provisions of State or local law that require disclosure 
prohibited by this section.") 

Privacy is a Fundamental Right. 

CCPA_ 45DAY _00564 



Congress. 4 EPIC's report sets out the key elements of a comprehensive federal privacy law: (1) 

strong definition of personal information; (2) establishment of an independent data protection 

agency; (3) individual rights; (4) strong data controller obligations; (5) algorithmic transparency; 

(6) data minimization and privacy innovation; (7) prohibits take-it-or-leave it and pay-for

privacy terms; (8) private right of action; (9) limits government access to personal data; and (10) 

does not preempt stronger state laws. 

As the Attorney General considers ways to improve the text of the proposed California 

state regulations, EPIC submits these comments to evaluate how the proposal meets the 

framework criteria EPIC has proposed to the Congress. 

Strong definition of personal information 

EPIC commends the Attorney General's defense of a robust definition of personal 

information. The CCPA is the culmination of state-wide support from voters "to empower 

consumers to find out what information businesses were collecting on them and give them the 

choice to tell businesses to stop selling their personal information."5 The California Legislature 

has "explained that an individual's ability to control the use and sale of their personal 

information was fundamental to the 'inalienable' right of privacy set forth in the California 

Constitution."6 With these objectives in mind, the California Legislature has incorporated a 

strong definition of "personal information" into the Act.7 

4 See https://epic.org/GradingOnACurve/. 
5 CALIFORNIA SENATE JUDICIARY COMMITTEE, CALIFORNIA BILL ANALYSIS, S.B. 1121 Sen. 

(2018); cf EPIC, Public Opinion on Privacy, https://epic.org/privacy/survey/. 
6 California Department of Justice, Notice of Proposed Rule making Action, at 9 (Oct. 11, 2019), 
https :// oag. ca. gov/ sites/ all/files/ agwe b/pdfs/pri vacy / ccpa-nopa. pdf. 
7 See Cal. Civ. Code §999.301; reprinted in Marc Rotenberg, THE PRIVACY LAW SOURCEBOOK 2020 
(EPIC 2020). 

EPIC Comments 
12/6/2019 

2 California Office of the Attorney General 
CCPANOPA 
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The scope of a privacy bill is largely determined by the definition of "personal 

information." A good definition includes both data that is explicitly associated with a particular 

individual and also data from which it is possible to infer the identity of a particular individual. 

Personal information also includes all data about an individual, including information that may 

be publicly available, such as zip code, age, gender, and race. 8 All of these data elements are part 

of the consumer profiles companies create and provide the basis for decision-making about the 

individual. EPIC supports the California Legislature's broad definition of "personal 

information." 

The AG should not modify the Act's strong definition of "personal information." The 

Act's definition of "personal information" is comprehensive and should not be modified. 

Furthermore, the AG should not endorse any proposed changes to the Act currently under 

consideration by the California Legislature, such as Assembly Bill 873 (AB-873). 9 Proposed 

changes to the Act in AB-873 add qualifying "reasonably" language to various definitions, 

including the definition of "personal information," which undermine the current definition in the 

Act and weakens data privacy protections for Californians. 

Establishment of an Independent Data Protection Agency 

Almost every democratic country in the world has an independent national data 

protection agency, with the competence, authority, and resources to help ensure the protection of 

personal data. These agencies act as an ombudsman for the public. Many now believe that the 

failure to establish a data protection agency in the U.S. has contributed to the growing incidents 

8 EPIC Comments to FCC, Protecting the Privacy of Customers of Broadband and Other 
Telecommunications Services 18-19 (May 27, 2016), https://ecfsapi.fcc.gov/file/60002079241.pdf. 
9 See AB-873, Cal. Leg., 2019-20 Regular Sess. (Cal. 2019), 
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml ?bill _id=20 l 920200AB873. 

EPIC Comments 
12/6/2019 
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of data breach and identity theft. 10 EPIC has long supported the establishment of a federal data 

protection agency. 11 

A strong state privacy law would establish an independent state-level Data Protection 

Agency with resources, technical expertise, rulemaking authority and effective enforcement 

powers. EPIC commends the Attorney General's work on privacy issues, but recognizes that 

resource limitations and competing priorities of the office will make effective enforcement of 

California privacy rights difficult to do alone. An expert agency would be able to assist the AG 

with this critical responsibility. The California Privacy Rights and Enforcement Act of 2020 

would establish a California Privacy Protection Agency that would assume rulemaking 

responsibilities, promote public awareness, provide guidance to consumers and businesses, 

provide technical assistance to the legislature, and cooperate with other agencies on consistent 

application of privacy protections. 12 EPIC recommends that the Attorney's General's office work 

in support of a California privacy agency. 

Individual rights (right to access, control, delete) 

Californians have strong individual rights under the Act, which EPIC supports. 13 Privacy 

legislation must give individuals meaningful control over their personal information held by 

others. This is accomplished by the creation of legal rights that individuals exercise against 

10 Examining Legislative Proposals to Protect Consumer Data Privacy, S. Comm. on Commerce, Sci., 
and Trans. (statement of EPIC) (Dec. 4, 2019); https://epic.org/testimony/congress/EPIC-SCOM
LegislativePrivacyProposals-Dec2019.pdf; see also EPIC, The U.S. Urgently Needs a Data Protection 
Agency, https://epic.org/dpa/. 
11 Marc Rotenberg, In Support of a Data Protection Agency in the United States, 8 Government 
Information Quarterly 79-93 ( 1991) 
12 Alastair Mactaggart, letter to Office of the Attorney General Initiative Coordinator re Submission of 
Amendments to The California Privacy Rights and Enforcement Act of 2020, Version 3, No. 19-0021, 
and Request to Prepare Circulating Title and Summary (Amendment) Nov. 13, 2019, 
https://www .oag.ca.gov/system/files/initiatives/pdfs/19-002 lA 1 %20%28Consumer%20Privacy%20-
%20Version%203 %29 _ l .pdf. 
13 Marc Rotenberg, Fair Information Practices and the Architecture of Privacy, 2001 Stan. Tech. L. Rev. 
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companies that choose to collect and use their personal data. These rights typically include the 

right to access and correct data, to limit its use, to ensure it is security protected, and also that it 

is deleted when no longer needed. These rights are present in the CCP A "Notice and consent" 

has little to do with privacy protection. This mechanism allows companies to diminish the rights 

of consumers, and use personal data for purposes to benefit the company but not the individual. 

The proposed regulations maintain the individual rights granted to consumers in the Act, and 

EPIC supports the AG's decision to uphold them. Section 1798.100 of the Act grants the 

individual "right to know," Section 1798.130 grants the individual "right to access" and Section 

1798.105 grants the individual "right to delete." 14 

Strong data controller obligations 

Organizations that choose to collect and use personal data necessarily take on obligations 

for the collection and use of the data. These obligations help ensure fairness, accountability, and 

transparency in decisions about individuals. Together with the rights of individuals describes 

above, they are often described as "Fair Information Practices." Many of these obligations are 

found today in U.S. sectoral laws, national laws, and international conventions. These 

obligations include: 

• Transparency about business practices 
• Data collection limitations 
• Use/ disclosure limitations 
• Data minimization and deletion 
• Purpose specification 
• Accountability 
• Data accuracy 
• Confidentiality/security 

14 Cal. Civ. Code§§ 1798.100, 105, 130. 
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The CCPA lacks several of these key provisions. For example, it lacks a presumption 

against disclosure, data security standards, and accountability mechanisms. The Legislature must 

update the CCPA to place responsibilities on companies. 

Require Algorithmic Transparency 

The California AG should require data brokers to identify the factors used in algorithmic 

decision-making practices. As automated decision-making has become more widespread, there is 

growing concern about the fairness, accountability, and transparency of algorithms. 15 All 

individuals should have the right to know the basis of an automated decision that concerns them. 

Modem day privacy legislation typically includes provisions for the transparency of algorithms 

to help promote auditing and accountability. 16 

Data broker registry requirements were incorporated into the Act in October 2019 in AB-

1202. Under Cal. Civ. Code § l 798.99.82(b )(2)(B), data brokers are requires to provide "any 

additional information or explanation the data broker chooses to provide concerning its data 

collection practices." 17 EPIC supports this provision of the Act, but it is only the first step to 

transparency because it neither requires data brokers to provide information about the algorithms 

they use, nor the factors they incorporate into their data collection, management, and decision

making practices. 18 The AG should require data brokers to provide this information in order to 

15 The Fair Housing Act: Reviewing Efforts to Eliminate Discrimination and Promote Opportunity in 
Housing, H. Comm. on Financial Services (statement of EPIC) (Apr. 2, 2019), 
https://epic.org/testimony/congress/EPIC-HFS-FairHousingAct-Apr2019 .pdf. 
16 EPIC, Algorithmic Transparency: End Secret Profiling, https://epic.org/algorithmic-transparency/; The 
Public Voice, Universal Guidelines for Artificial Intelligence, https://thepublicvoice.org/AI-universal
guidelines. 
17 Cal. Civ. Code § l 798.99.82(b)(2)(B). 
18 See Universal Guidelines for Artificial Intelligence, PUB. VOICE (Oct. 23, 2018), 
https://thepublicvoice.org/ai-universal-guidelines/; EPIC, The Code of Fair Information Practices, 
https://epic.org/privacy/consumer/code _fair _info.html. 
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raise consumer awareness of how their personal data is being used and collected, as well as bring 

to light secret profiling systems which should be prohibited. 

Data brokers that generate consumer scores must be required to reveal the factors that 

used to generate scores. There are many data brokers that generate "secret scores" about 

consumers which they track and sell to other companies. 19 These data brokers are "largely 

invisible to the public" and "most people have no inkling they even exist."20 These companies 

make decisions that impact the ability of people to obtain jobs, credits, housing, and healthcare. 

Fortunately, these companies are covered by the Act and do not fall within the consumer 

reporting and financial institution exceptions. 21 Coverage must be preserved by the AG 

rulemaking. 

Require Data Minimization and Privacy Innovation 

Many U.S. privacy laws have provisions intended to minimize or eliminate the collection 

of personal data. Data minimization requirements reduce the risks to both consumers and 

businesses that could result from a data breach or cyber-attack. 22 Good privacy legislation should 

also promote privacy innovation, encouraging companies to adopt practices that provide useful 

services and minimize privacy risk. Privacy Enhancing Techniques ("PETs") seek to minimize 

the collection and use of personal data. The Legislature should consider adding data 

minimization requirements in a future update of the Act. 23 

19 Kashmir Hill, I Got Access to My Secret Consumer Score. Now You Can Get Yours, Too N .Y. Times 
(Nov. 5, 2019), https://www.nytimes.com/2019/l l/04/business/secret-consumer-score-access.html. 
20 Id. 
21 See e.g., Can I use Sift for credit risk reporting? SIFT, https://support.sift.com/hc/en
us/articles/202713053-Can-I-use-Sift-for-credit-risk-prediction- (last visited Dec. 5, 2019). 
22 EPIC Comments to Gov't of India, White Paper of the Committee of Experts on a Data Protection 
Framework for India 3 (Jan. 2018), https://epic.org/EPIC-IndiaDataProtection-Jan2018.pdf. 
23 See S. 1214, 1161

h Cong. § 12 (2019). 
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Prohibit take-it-or-leave-it or pay-for-privacy terms 

Individuals should not be forced to trade basic privacy rights to obtain services. Such 

provisions undermine the purpose of privacy law: to ensure baseline protections for consumers. 24 

Generally, the CCPA does not allow businesses to "discriminate against a consumer because the 

consumer exercised any of their ... rights under [the Act]." 25 However, the Act allows 

businesses to offer pay-for-privacy "financial incentives" to consumers, so long as they are 

"reasonably related to the value provided to the consumer by the consumer's data." 26 EPIC 

opposes this pay-for-privacy exception in the Act, which is in violation of California's 

inalienable right to privacy, encourages consumer discrimination, and should be mitigated to the 

maximum extent available by the AG's rulemaking authority. 27 

The AG' s proposed regulations require businesses to notify consumers of financial 

incentives in language "that is easy to read and understandable to an average customer."28 

Businesses that use financial incentives are also required to explain price or service differences 

to consumers. 29 Specifically they must provide "[a] good-faith estimate of the value of the 

consumer's data that forms the basis for" the financial incentive, and they must describe the 

method the business used to calculate the value of the consumer's data." 30 Short of an outright 

ban on pay-for-privacy, EPIC encourages the AG to consider additional language to strengthen 

24 See Marc Rotenberg, Privacy Guidelines for the National Research and Education Network, NCLIS 
(1992) ("Users should not be required to pay for routine privacy protection. Additional costs for privacy 
should only be imposed for extraordinary protection.") reprinted in Anita L. Allen & Marc Rotenberg, 
PRIVACY LAW AND SOCIETY 762 (2016); see also Marc Rotenberg, Communications Privacy: 
Implications for Network Design, 36 Communications of the ACM 61-68 (Aug. 1993). 
25 Cal. Civ. Code§ 1798.125(a)(l). 
26 Cal. Civ. Code §§ l 798.125(a)(2), (b)(l). 
27 CAL. CONST. art. I, § 1 ("All people are by nature free and independent and have inalienable rights. 
Among these are ... pursuing and obtaining ... privacy."). 
28 Proposed Regs. § 999.307(a)(2). 
29 Proposed Regs. § 999.307(b)(5). 
30 Proposed Regs. § 999.307(b)(5). 
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the notice requirement in order to further deter businesses from harming consumers through 

excessive financial incentives. 

Financial incentive calculation of the value of consumer data should be equal among all 

consumers. Most concerning in the proposed regulations are businesses ability to charge 

different prices based on consumer data. 31 The proposed regulations permit businesses to 

calculate the value of consumer data based on "separate tiers, categories or classes of 

consumers."32 This is highly discriminatory and should be struck from the regulations. A recent 

report from the Australian Competition and Consumer Commission (ACCC) found that "[a] 

consequence of increasingly sophisticated data analytics and personalisation is that it may enable 

and encourage highly targeted price discrimination."33 Specifically, businesses create highly 

detailed profiles on consumer "behaviours and attributes to offer each a different price for a 

product or service."34 Allowing such categorization of consumers under the regulations have 

discriminatory effects against protected classes of Californians. For example, a recent University 

of California Berkeley study found that mortgage lenders profit 11. 5% more on average from 

Latinx and African-American borrowers than other borrowers. 35 

Under the current proposed regulation, these businesses would be permitted to value 

Latinx and African-American consumer data higher than that other consumer classes, resulting in 

price discrimination. For households with limited financial resources, they may be left with no 

31 See Cal. Civ. Code§ 1798.125. 
32 Proposed Regs. § 999.337(b)(3). 
33 Customer Loyalty Schemes, ACCC (Dec. 2019), 
https ://www .accc.gov .au/system/files/Customer%20Loyalty%20Schemes%20-%20Final %20Report%20-
%20December%2020 l 9 .PDF. 
34 Customer Loyalty Schemes, ACCC (Dec. 2019), 
https ://www .accc.gov .au/system/files/Customer%20Loyalty%20Schemes%20-%20Final %20Report%20-
%20December%2020 l 9 .PDF. 
35 https ://faculty .haas .berkeley .edu/morse/research/papers/ di scrim .pdf 
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alternative but to surrender to allowing businesses to use, share, and sell their personal data. To 

mitigate against these potential discriminatory practices, the AG should remove Section 

999.337(b )(3) from the regulations and require businesses to calculate and apply data privacy 

financial incentives for all of its customers equally. 

Private Right of Action 

Privacy laws in the U.S. typically make clear the consequences of violating a privacy 

law. Statutory damages, sometimes called "liquidated" or "stipulated" damages are a key 

element of a privacy law and should provide a direct benefit to those whose privacy rights are 

violated. 36 The Legislature should consider expanding the Act's limited private right of action to 

include all violations of the Act. The Attorney General alone cannot meaningfully enforce the 

privacy rights of all Californians. 

Limit Government Access to Personal Data 

Privacy legislation frequently includes specific provisions that limit government access to 

personal data held by companies. These provisions help ensure that the government collects only 

the data that is necessary and appropriate for a particular criminal investigation. Without these 

provisions, the government would be able to collect personal data in bulk from companies, a 

form of mass surveillance enabled by new technologies. The Supreme Court also recently said in 

the Carpenter case that personal data held by private companies, in some circumstances, is 

entitled to Constitutional protection. 37 California has the strongest law about warrantless 

36 See Hearing on "Cybersecurity and Data Protection in the Financial Sector," H. Comm. on Financial 
Services 7-8 (testimony of Marc Rotenberg, Exec. Dir., EPIC) (Sept. 2011), 
https ://financialservices .house .gov /uploadedfiles/091411 rotenberg. pdf. 
37 Carpenter v. United States, 138 S. Ct. 2206, 2223 (2018). 
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surveillance in the nation: the California Electronic Communications Privacy Act. The AG 

should continue to use its authority enforce CalECP A 38 

The proposed regulations signal that the AG intends to maintain strong data privacy 

protections in the CCPA for Californians. EPIC supports the AG' s leadership on privacy issues 

and work on the proposed regulations. 

Sincerely, 

Isl :Marc 'Rotenberg 
Marc Rotenberg 
EPIC President 

Isl vV. :J{unter Dafey 
W. Hunter Daley 
EPIC Law Clerk 

Isl Cliristine :Bannan 
Christine Bannan 
EPIC Consumer Protection Counsel 

38 Electronic Communications Privacy Act, CAL. PENAL CODE§ 1546.4(b) (2016). 
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Message 

From: 
Sent: 

David Dickerson 
12/6/2019 8:53:35 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: 'Jerry Desmond' · David Kennedy 

'David Marlow' 

Stephanie Shirley 
Subject: CCPA comments 
Attachments: NMMA letter.dwd.v2.docx 

David Dickerson 
V.P., State Government Relations 
Exec. Dir., PWIA 

National Marine Manufacturers Association 

; Joanne Ladden ( 

650 Massachusetts Ave. NW, Suite 520 I Washington, DC 20001 

nmma.org 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Privacy Regula ti ons@doj . ca. gov 

On behalf of the National Marine Manufacturers Association (NMMA), the Recreational Boaters 
of California (RBOC) and BoatUS, we are writing to request that you consider amending the 
proposed regulations implementing the California Consumer Privacy Act (CCPA) to allow for 
recreational marine dealers and manufacturers to exchange identifying information needed to 
address product warranty issues and product recalls. 

NlvIMA is the leading trade association representing the recreational boating industry in North 
America. Among its many roles, NJVIMA is dedicated to facilitating product quality assurance. 
NMMA's 1,300 member companies produce more than 80 percent of the boats, engines, trailers, 
accessories and gear used by boaters and anglers throughout the United States and Canada. 

Recreational Boaters of California (RBOC) is the nonprofit advocacy organization that promotes 
the interests of recreational boaters. It is important to boaters that the regulations implementing 
the California Consumer Privacy Act [CCPA] include provisions clarifying that essential 
information can be transmitted to the manufacturers of boats, engines and associated equipment 
so that they have the information they need to contact boat owners with important safety, repair 
and recall notices. As individuals whose personal information the CCPA is intended to protect, 
RBOC believes that boaters' information should be available to boat manufacturers for warranty 
and recall purposes - separate from the CCP A's provisions enabling personal information to be 
deleted. 

BoatU.S. is the largest organization ofrecreational boat owners in the United States, with more 
than 680,000 members nationwide and more than 64,000 members in California. Boating is a 
healthy family activity connecting children with nature and promoting physical fitness for all. 
For many families, their boat is the single biggest investment they make in family recreation. 
BoatUS members depend upon a marine manufacturer's ability to perform accurate and complete 
recalls, warranty repairs and warranty eligibility. We support efforts to provide a seamless 
transfer of data between marine dealers and manufacturers as needed to achieve these essential 
services. 

California ranks eighth in new boat sales, seventh in new engine sales and, with 745,640 
registered boats, is the fourth largest boating state in the United States. Sales of new boats, 
engines and accessories totaled $718 million in 2018. Overall, recreational boating in California 
had an estimated direct and indirect annual economic impact of $13 billion in 2018. Clearly, 
hundreds of thousands of California boaters depend upon a network of manufacturers, dealers 
and the California state government to effectively and efficiently provide warranty information 
and repairs and implement product recalls if needed. 
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We believe the legislature intended to ensure that recreational boat owners would continue to be 
contacted about important safety recalls and have their boats, engines and associated equipment 
repaired under warranty. We request, however, that the draft regulations be clarified to give 
recreational marine manufacturers unambiguous certainty that the CCP A will allow them to 
collect the information they are required to retain under federal law for important safety, repair 
and recall notices. 

In 2019, the Legislature passed, and the Governor signed, AB 1146 (Berman). Among the 
amendments this bill made to the CCP A were two standards for consumer data handling for 
public safety notifications related to recalls and warranties. 

• 1798. lOS(d), relative to a consumer's request to have information deleted as it pertains to 
warranties and recalls. 

• l 798. l 45(g)(l ), an explicit exemption from a consumer's ability to opt-out of providing 
consumer identifying information to manufacturers, who thereafter use it to approve 
repairs under warranty or to contact owners in the event of a recall. 

Chapter 1798. lOS(d)(l) of the CCPA states that "a business or a service provider shall not be 
required to comply with a consumer's request to delete the consumer's personal information if it 
is necessary for the business or service provider to maintain the consumer's personal information 
in order to complete the transaction for which the personal information was collected, fulfill the 
terms of a written warranty or product recall conducted in accordance with federal law, provide a 
good or service requested by the consumer, or reasonably anticipated within the context of a 
business' ongoing business relationship with the consumer, or otherwise perform a contract 
between the business and the consumer." 

While Chapter 1798. lOS(d)(l) provides a broad exemption, the members ofNMMA believe the 
information they need for warranty and recall purposes should have exactly the same protections 
and latitude as given to the new car industry in the CCPA. The safety of boaters and their 
passengers can depend upon accurate and expeditious recall actions and warranty approvals. 

NlvIMA suggests that the explicit opt-out provisions for vehicles in 1798. 145(g)(1) should be as 
broadly construed as possible to include recreational vessels. We encourage you to consider a 
regulatory interpretation that specifically allows a free flow of ownership and product 
information between marine dealers and manufacturers to provide the database needed for 
warranty verification and for recalls. This will enhance public safety by giving recreational 
vessel and marine engine manufacturers as complete a record as possible of product sales and 
ownership while applying the same provisions for the use of the information that is now in place 
for vehicles. For the marine industry, identifying information should include, at a minimum, the 
vessel's hull identification number (HIN), its make, model, model year, and the buyer's name, 
address and email address. Information on engines should include its serial number. 

Further justification for this regulatory interpretation comes from the requirements of federal 
law. Manufacturers must have reliable data in order to comply with 46 U.S. Code §4310. 46 
U.S. Code §4310 requires recreational boat and engine manufacturers to retain the name and 
contact inform a ti on of the buyer of any new vessel, engine or associated product for a minimum 
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of 10 years. Marine dealers are the only source of information about buyers and the products 
they purchase. Dealers provide these data seamlessly as part of the sales process. 

Should a recreational vessel or engine fail to comply with the regulation or contain a defect that 
creates a substantial risk of personal injury to the public, 46 U.S. Code §4310 states that the 
manufacturer shall provide notification of the defect or failure of compliance to the original 
purchaser, and subsequent owners if known. This mandate is rigidly enforced. 

In addition to broadly interpreting l 798.145(g)(l), the draft regulations could be amended to 
create a class of dealers and manufacturers of recreational marine boats and engines, 
automobiles, off-road vehicles and motorcycles, and other products that have similar collection, 
retention and reporting methods and requirements. 

By grouping these business sectors into a class, the regulations could standardize the collection 
of this information and the conditions under which these data can be transmitted between dealers 
and manufacturers. Creating a single standard for these retention policies would retain the 
public's confidence in the recall and warranty repair system. 

A possible example would be: 

Product information and ownership information may be retained or shared between a new 
product dealer and the product's manufacturer, if the product or ownership iriformation is 
sharedfor the purpose ofeffectuating, or in anticipation ofeffectuating, a repair covered by a 
warranty or a recall conducted pursuant to Title 49 ofthe United States Code, provided that the 
dealer or manufacturer with which that information or ownership information is shared does not 
sell, share, or use that il?formationfor any other purpose. 

NMMA, RBOC and BoatUS would welcome an opportunity to work with the California Office 
of the Attorney General to write and implement such a regulation. For questions or concerns, 
please contact us using the contact information, below. 

David Dickerson 
Vice President, State Government Relations 
National Marine Manufacturers Association 
650 Massachusetts Ave NW #645 
Washington, DC 20001 

David Kennedy 
BoatUS Government Affairs 
5323 Port Royal Rd. 
Springfield, VA 22151 

Jerry Desmond 
Recreational Boaters of California 
925 L St #260 
Sacramento, CA 95814 
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Message 

From: Chris Pedigo 
Sent: 12/6/2019 10:28:13 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Comments from DCN 
Attachments: DCN Comments re CA AG CCPA Regulations Final 2019-12-06.pdf 

To Whom It May Concern -

Please find the attached comments from Digital Content Next regarding the proposed regulations for the California 
Consumer Privacy Act. Please let me know if you have any questions about these comments or would like the comments 
delivered in a different format. 

Sincerely, 

Chris Pedigo 
SVP, Government Affairs llllllllllliii Next 

@Pedigo_ Chris 

Follow us on Twitter: @DCNorg 
Sign up for our weekly newsletter, In Context, for insights in digital media. 
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DIGITAL CONTENT NEXT 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act Regulations 

Dear Attorney General, 

We appreciate the opportunity to comment on the regulations proposed by your office to 
implement the California Consumer Privacy Act (CCPA). Founded in 2001 as the Online 
Publishers Association, Digital Content Next (DCN) is the only trade organization in the U.S. 
dedicated to serving the unique and diverse needs of high-quality digital content companies 
which enjoy trusted, direct relationships with consumers and marketers. DCN's members are 
some of the most trusted and well-respected media brands that, together, have an audience of 
256,277,000 unique visitors or 100 percent reach of the U.S. online population1

. In layman's 
terms, every person in the U.S. who goes online will visit one of our member companies' 
websites at least one time each month. 

Do Not Sell 

As we noted in our letter2 dated November 7, when a consumer activates their Do Not 
Sell right, the CCPA and your proposed regulations would require 3rd party companies on a 
website or app to limit their data collection and use to the role of a service provider, which 
means they could not use data about the consumer except on behalf of the website or app 
publisher as defined by contract with the publisher. For example, Facebook and Google would 
need to stop collecting data about consumers via the "like" button and ad serving technologies, 
respectively. Unless and only when the consumer intentionally interacts with those services, 
Google and Facebook should be considered third parties. Given our experience with 

1 comScore Media Metrix Multiplatform Custom Audience Duplication, December 2017 U.S. 
2 https://digitalcontentnext.org/wp-content/uploads/2019/11/DCN-letter-to-CA-AG-20 19-1 1-07 .pelf 
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implementation of the General Data Protection Regulation (GDPR) in Europe, it is important that 
this point be clear. We are concerned that some third parties may try to implement creative 
interpretations of the CCP A which would run counter to the law and consumer expectations. 

Disclosure Requirements 

We are concerned that the requirements for disclosure to consumers of data collection 
practices, taken as a whole, may be overwhelming for consumers trying to understand how their 
data is being used and counterproductive to the goals of the CCPA. Specifically, Section 999.308 
(b )(1 )e. l of the proposed regulations would require companies to "state whether or not the 
business has disclosed or sold any personal information to third parties for a business or 
commercial purpose in the preceding 12 months." According to Section 1798.140 (d) of the 
CCPA, business purposes include "auditing," "detecting security incidents," "debugging," 
"short-term, transient use," "customer service" and "internal research" among other things. The 
California Legislature wisely carved out these activities from the scope of a "sale" because they 
are examples of benign data collection and use that are necessary to providing a service to 
consumers. We are concerned that, by lumping "business purposes" with "commercial purposes" 
in the disclosure requirement, the benign activities under "business purposes" may be unfairly 
characterized. Consumers may be confused about whether "business purposes" would be within 
the scope of the CCPA's Do Not Sell right. 

In addition, we are concerned about the disclosure requirements in Section 999.317 (g), 
which require a "business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells, or shares for commercial purposes, the personal information of 
4,000,000 or more consumers, shall" disclose several metrics related to the number of consumer 
requests to know, delete and opt out along with the median number of days it took the business 
to substantively respond. We believe the threshold of "4,000,000 or more consumers" is very 
low particularly for businesses that primarily interact with consumers online. According to 
ComScore, the top 5 most visited "businesses" online each attracted over 200 million consumers 
in September 20193 alone. While we support the goal of providing transparency for consumers 
especially with regard to how big data companies are complying with the CCP A, we are 
concerned that this obligation will unintentionally fall on small businesses with limited 
resources. We encourage you to significantly raise the threshold at least for businesses that 
primarily interact with consumers online or focus on businesses which collect data on consumers 
across a broad range of unaffiliated websites. 

Flexibility for Service Providers 

Service providers should use data consistent with their contracts with publishers, thus we 
applaud the proposed regulations' allowance in Section 999.314 (c) for service providers to 
"combine personal information received from one or more entities to which it is a service 
provider. .. to detect security incidents, or protect against fraudulent or illegal activity." 
Fraudulent or criminal actors often pose as real consumers to either engage in fraudulent 

3 https ://www.comscore.com/Insights/Rankings 
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advertising or exploit security weaknesses. Allowing publishers to use service providers to weed 
out these bad actors protects consumers and helps build trust in the internet marketplace. 

90-Day Notification Requirement 

Section 999.315 (f) requires businesses to "notify all third parties to whom it has sold the 
personal information of the consumer within 90 days prior to the business's receipt of the 
consumer's request that the consumer has exercised their right to opt-out and instruct them not to 
further sell the information." For example, in a typical behaviorally-targeted advertisement on a 
website, there are multiple companies involved in serving the ad. In order to comply with 
Section 999.315 (f), all of the companies involved in serving the ad, assuming it qualified as a 
"sale," would need to keep a record of which consumer saw which ad along with the specific 
pieces of data that were collected. We are concerned that this requirement would be difficult to 
implement and would inadvertently require businesses to collect additional data about 
consumers. We urge you to strike this 90-day notification requirement. 

Industry Solutions 

Over the coming weeks and months, there will be significant discussion about developing 
an industry-wide solution for compliance with the CCP A Recently, the Interactive Advertising 
Bureau (IAB) issued such a proposal4 for consideration. While we are still carefully examining 
the details of the proposal and awaiting additional documentation, we want to publicly support 
the basic approach of the IAB framework as it relates to the implementation of the consumer's 
Do Not Sell (DNS) right. When a consumer exercises their DNS right, the IAB framework 
requires that the business (e.g. publisher) pass along a signal to all downstream companies that 
indicates the consumer has opted out of the sale of their information. When those downstream 
companies receive the signal, they would immediately conform their data collection and use 
practices to the role of a "service provider," meaning those downstream companies could not use 
data for any secondary purpose including the building of a profile about that consumer. We 
believe this approach satisfies the letter and spirit of the CCP A to give consumers control of how 
their data is collected and used. This approach also allows for small and large businesses to 
operate with the same understanding of the law's requirements and would prevent dominant 
companies from abusing their market position to circumvent the CCP A 

Browser and Device-Level Signals 

Section 999.315 (c) notes that "user-enabled privacy controls, such as a browser plugin or 
privacy setting or other mechanism, that communicate or signal the consumer's choice to opt-out 
of the sale of their personal information" should be considered a valid signal. DCN appreciates 
the desire to find simple solutions_for consumers who want to indicate their privacy preferences 
particularly given the likelihood of multiple consumer options, as well as the involvement of 
both consumer-facing companies and those that provide functionality from behind the scenes 
including those that track consumers outside of a consumer's reasonable expectation. These 

4 https ://www.iab .com/guidelines/ccpa-framework/ 
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signals can be useful for consumers as they are persistent and easy to use. They can also be 
useful for consumer-facing companies as the signals are sent in real-time to all downstream 
companies. However, there is no widely-adopted industry standard for the messaging and design 
of these signals that ensures the signals accurately reflect the expressed preferences of 
consumers. In the absence of additional guidance, we are concerned that there will be a 
patchwork of signals which could be confusing or misleading for consumers. In addition, we are 
concerned that some dominant platform companies may develop their own signals in an effort to 
unfairly tilt the competitive landscape in their favor. Given the potential for confusion and abuse, 
we encourage your office to rely on the work of-independent, multi-stakeholder, standard-setting 
groups5 to develop guidelines and/or an approval process for how privacy controls such as 
browser and device-level signals can operate and how they can be advertised to consumers. By 
developing some common rules for the road, your office will be better able to identify anti
competitive behavior, industry will have more confidence in the signals and consumers will have 
a better understanding of the benefits and limitations. 

Conclusion 

Thank you for the opportunity to comment on the proposed regulations regarding the 
CCPA. We applaud your thoughtful approach to the practical questions for implementing this 
important law. Please do not hesitate to reach out directly to us with any questions or comments. 

Sincerely, 

Jason Kint 
CEO 
Digital Content Next 

~ olf-
SVP, Government Affairs 
Digital Content Next 

5 World Wide Web Consortium (W3C) https://www.w3.org/20ll/tracking-protection/ 
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Message 

From: Matt Gardner 

Sent: 12/7/2019 12:18:58 AM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Comments 

Attachments: CCPA Comments CA Tech Council 12.6.19.pdf 

To The Privacy Regulations Coordinator: 

Comments from the California Technology Council in the attached PDF. 

Thank you, 
Matt Gardner, CEO 

California Technology Council 
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/:,-:-!... CALIFORNIA 
:i:~·......... TECHNOlOGY COUNCll 

6 December 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

To Whom It May Concern: 

On behalf of the California Technology Council and, in particular, our California Cybersecurity 
Information Sharing Organization and the members we have most concerned with privacy 
and cybersecurity, we appreciate the opportunity to provide comments to the draft California 
Consumer Privacy Act (CCPA) regulations issued by your office in October of this year. 

As written, the law and draft regulations create confusion for business and consumers, add 
layers of unnecessary and intended regulation in business-to-business (B2B) commerce, 
impose costs that are too high, and layer additional requirements beyond what is already in the 
CCPA, all of which heighten the difficulty for small and medium size business to develop in good 
faith a compliance regiment in a very narrow window of time given the complexity of the CCPA. 
It is our understanding that the finalized regulations will not be released before the spring of 
2020, with an enforcement date of July 1, 2020. That only provides for a few months for small 
and medium size businesses once the final regulations are made public. 

We appreciate your work to reconcile the CCPA and the many "clean-up" bills that were passed 
to clarify the original bill, but California business owners are similarly struggling to understand 
their compliance requirements. With less than a month to go, business owners are largely 
unsure of where to allocate resources, what kind of consultants are needed in order to ensure 
compliance, and what software is needed to upgrade their systems. 

Speeding towards January 1, businesses are being required to fundamentally change their 
operations to become compliant with a law very few can understand, at very high cost. As 
determined by the economic impact assessment prepared for your office, implementation of 
CCPA, as passed by the Legislature, will cost California businesses $55 billion, equivalent to 
1.8% of the state's Gross Domestic Product, in just initial compliance costs. And the estimated 
cost of $50,000 for small business to hire a lawyer, engage a technology business, buy 
software, and maintain records and respond to requests is more than many small and medium 
size businesses can afford. 

We are concerned that the regulations exceed the requirements in the CCPA. Rather than 
facilitating and encouraging compliance, we believe the current regulations will lead to more 
confusion and noncompliance. The regulations appear to require business to comply with 
heightened notice requirements, establish enhanced privacy policies, and produce more 
information to consumers upon request for personal information. Additionally, the regulations 
impose new requirements for responding to consumer requests without considering the time 
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necessary to verify the request This is exemplified by the new requirement to calculate the 
value consumer data. Forcing businesses to calculate the value of consumer data is beyond 
what is written in statute. Further there are too many variables that go into this calculation 
making any value created subjective and unreliable. 

The regulations also fail to provide enough direction around establishment of an opt-out policy 
Small businesses subject to the CCPA need more clarification of the opt-out and opHn 
requirements in order to present consumers with a legally suf"ficient and effective means 01 
establishing their privacy preference. 

We are concerned about the broad definition of personal information and the requirement that a 
business identify all personal information reasonably capable of being linked to a consurner. 
Many businesses voiced concern about the possibility that consumer requests will create 
privacy issues by requiring a business to connect disparate pieces information to respond to 
the consumer request. 

This policy seems inconsistent with the purpose of protecting privacy, potentially actionable from 
a security standpoint and incredibly time-consuming for a business trying to meet consumer 
needs. Also, the regulations are still confusing regarding household information. We are 
mandated to protect individual privacy but required to release household information without a 
means of verifying the identity of the requestor. 

The regulations further introduce a process fm businesses to give notices in person and gives 
individuals the ability to submit requests in person. This additional requirement is concerning for 
small business owners who might have not the bandwidth or expertise to comply with this 
process. The issues here are expounded by the requirement that business compile and post 
annual metrics from the previous year. Not only is this an onerous requirement but risks unfairly 
portraying small businesses in an unfavorable light despite f:JOOd faith efforts to comply. This 
would especially be the case for srnall businesses who are being forced fundamental 
changes of their business while under an expedited timeline. 

We are also concerned that the new private right action will lead to a cottar:1e industry of 
phony complaints, much like the scams associated with the Americans with Disabilities Act 
(ADA). The misuse of the ADA took nearly a decade to reform and drove many small business 
owners into financial trouble. 

Here, the statutory damages that will arise from even a small data breach will be staggering .... 
forcing many businesses to settle rather than fighting a costly legal battle over the 
reasonableness of' their data security procedures. Worse, recovery of' damages does not require 
a plaint.in to prove that they were actually been damaged by the breach. 

We are concerned that the regulations and the passage of AB �?5 provide a temporary solution 
for handling information relating to employees. While some the CCPA requirements were 
deferred, other provisions of the CCPA will take effect in ,January The regulations attempt to 
clarify the requirements imposed on a business but have left many unsure about whether to 
continue to keep employees' files for the purpose deterrnining compensation, reviewing 
performance, handling possible violations of business policy or keeping records of leave and 
other operational matters. Mucl1 of the employee information in question is contained in 
company software. Given the uncertainty around a one year "fix" and the need to cornply with 
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remaining requirements, business will need to decide how to modify their current procedures or 
simply replace their current system_ This uncertainty makes compliance more complicated and 
costly_ 

For many small businesses, digital advertising has become the great equalizer in competing 
with larger entities that have a national footprint or a big traditional advertising budget. Our 
members are unclear about whetJ1er digital advertising will still be an effective means of 
reaching customers. 

Small businesses have limited resources_ We are not interested in accumulating personal 
information, we are simply trying to connect with our customers or potential customers. The 
proposed rules will likely make custorner acquisition more expensive for small businesses by 
sir:Jnificantly limiting the availability and effectiveness of targeted advertising. Clarity around 
permissible interactive engagement would help us to understand how we can operate within the 
limitations of the law_ 

We strongly support efforts to protect consumer privacy_ But in doing so, we also must ensure 
that the rules governing these protections are laid out in a way that allows businesses to 
reasonably and successfully comply with the law_ iv1eanwhile, it is worth noting that state 
agencies such as the Department of fv1otor Vehicles have been exempted from these 
requirements to protect consumer information and end certain practices of selling consumer 
data. The on-going efforts the Calif'omia D~11V to monetize the information 01 California 
consumers - information collected using the full force of' state requirement and gathered on 
torrns with which citizens must cornply - has generated tens of' rnillions in revenue to OMV 
through sale to private businesses. 

Protectinf:J consumers privacy is an irnportant and laudable goal - but not a goal to be pursued 
at any cost Rather, we believe the goal should be to pursue sensible, cost-effective privacy 
rules_ Consumers count on us to protect their privacy; however, they also rely on us to maintain 
a functioninf:J econorny as well as ensure their access to internet services_ We trust that as your 
office finalizes the regulations, you will ensure that all these goals can be achieved_ 

Sincerely, 

Chief Executive OHicer 

CCPA_45DAY_00587 

Guest
Line

Guest
Line

Guest
FreeText
W83-8cont

Guest
FreeText
W83-9



Message 

From: 

Sent: 

To: 

Subject: 

Attachments: 

Julian Peterson 
12/6/2019 10:00:57 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA Draft Regulations Comments 
CCPA Comments.pdf 

To Whom It May Concern, 

Please see the attached correspondence. 

Best, 

CONFIDENTIAL: 

Julian Peterson 
Corporate Counsel 

1400 Valley House Drive, Suite 120 

Rohnert Park, CA 94928 

The information contained in this email communication is confidential and may be privileged pursuant to attorney-client privilege and/or work-product 
doctrine. Unauthorized use, disclosure or copying of this communication is strictly prohibited. If you have received this communication in error, please 
notify us immediately by return email, or call 707.664.5873 and destroy all copies of this communication, including attachments 
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6 December 2019 

Submitted via PrivacyRegulations@doj.ca.gov 

Re: Draft California Consumer Privacy Act Regulations 

To Whom It May Concern: 

I submit these comments as a supporter of the values embodied by the California Consumer 
Privacy Act (CCPA) and commend the state of California for taking these important steps. 
Regarding specific issues of concern: 

1. I request that you remove the ability of "authorized agents" to make requests on 
behalf of consumers. Allowing such authorized agents, even with the mechanisms 
proposed in the draft regulations, opens a huge potential for fraud and misuse of 
consumer information and complicates the consumer-verification process -
frustrating the very purpose of the CCPA 

2. I request that you provide a clear timeline for a consumer to provide verification for 
their request While the draft regulations allow for denial of a request and also allow 
a total of 90 days for a business to respond to a request, it is not clear whether a 
company must wait the full 90 days, including writing the unverified consumer 
explaining that there an extension is needed, before denying the request Without 
such a timeline/process, a company is left in unknown territory and forced to devote 
resources to a potentially fraudulent consumer request 

3. I request clarification as to the data management aspect of complying with a 
consumer's request to know or request to delete. Specifically, the amount a time a 
company must retain records on the company's compliance with a consumer's 
request to know and/or delete. 

4. While this is beyond the scope of the draft regulations, I would request that the 
exception for employee information be made permanent Employee information is 
not used by companies as a commodity but rather as a necessity for insurance; payroll 
and accounting purposes; Equal Employment Opportunity Commission compliance; 
and a host of other legally-mandated reasons. As a result, in virtually all cases the 
company will be unable to delete the information if requested by a consumer 
pursuant to the CCPA process, causing unmet expectations for the consumer and 
wasted time and resources for the company. 

Best regards, 

Jut/al'! 'Peter-Sol'! 
Julian Peterson 
Corporate Counsel 

1400 Valley House Drive, Suite 120, Rohnert Park, CA 94928 
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Message 

From: 
Sent: 

To: 

Subject: 

Attachments: 

Kingman, Andrew 
12/6/2019 8:24:15 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CCPA Proposed Regulations - Comments on Behalf of Pindrop Security, Inc. 
Pindrop AG Comments - Proposed Regs with Appendix A (signed 12-06-19).pdf 

Good afternoon, 
Attached, please find targeted comments on provisions relating to Service Providers, Requests to Know, and Verification of Requests 
submitted by Pindrop Security, Inc. 

Please do not hesitate to contact me if you have any questions. 

Respectfully, 
Andrew A. Kingman 

Andrew Kingman 
Senior Managing Attorney 

[o~PEA 
DLA Piper LLP (USJ 

33 Arch Street, 26th Floor 
Boston, Massachusetts 02110-1447 
United States 
www.dlapiper.com 

The information contained in this email may be confidential and/or legally privileged. It has been sent for the sole use of the intended 
recipient(s). If the reader of this message is not an intended recipient, you are hereby notified that any unauthorized review, use, disclosure, 
dissemination, distribution, or copying of this communication, or any of its contents, is strictly prohibited. If you have received this 
communication in error, please reply to the sender and destroy all copies of the message. To contact us directly, send to 
postmaster@dlapiper.com. Thank you. 
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9 pindrop 

COMMENTS TO ATTORNEY GENERAL 

December 5, 2019 

California Department of Justice 
ATIN: Privacy Regulations Coordinator 
300 Spring St. 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca .gov 

Re: Comments on Title 11(1)(20): CCPA Proposed Text of Regulations 

Dear Attorney General Becerra and Staff, 

With January 1, 2020 rapidly approaching, Pindrop Security, Inc. continues to put in place the necessary 
compliance tools to ensure that the California Consumer Privacy Act (CCPA) is integrated as smoothly as 
possible into our existing operations. As a leading provider of anti-fraud products and services in call 
centers for financial institutions, insurance, retail, and government organizations, we are on the cutting 
edge of detecting and preventing identity theft and other types of fraudulent activity, and thereby 
protecting the privacy of California residents. 

We know these things to be true: 1) Fraudsters are consistently innovating new methods to compromise 
individuals' identities and personal information; 2) Biometrics- specifically, voice authentication - offers 
the best protection for call centers against these new methods (which include audio manipulation and 
sophisticated routing of phone data to mask the true location and identity of the caller); and 3) New 
privacy laws, laudable for their commitment to increased consumer control and transparency, 
concurrently offer significant opportunities for these bad actors as companies, trying in good faith to 
comply with these complex statutory requirements, release large amounts of consumer data upon 
request. 

Pindrop offers comments on three sections of the Proposed Regulations (draft rules): 

• First, we address the Section 999.314 requirements that pertain to Service Providers and propose 
modifications that help reduce the risk of identity theft. 

• In Section 999.313, we also propose the addition of stronger anti-fraud exemption language for 
Requests to Know, so that consumers are protected from identity theft and businesses are 
protected from class action lawsuits for data breaches. 
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9 pindrop 

• Finally, we incorporate our comments from June 2019 and seek to institute "MFA 2.0" as a per 
se reasonable and secure method for verifying consumers who are requesting sensitive 
information pursuant to Section 999.323 and .325. 

I. Section 999.314 - Service Provider Requirements 

Pindrop recognizes the commitment that your office has shown in the draft rules to strengthening the 
dangerously weak anti-fraud protections in the existing CCPA statute. To that end, we emphatically 
support retaining the provision in .314(c) that allows service providers to pool consumer data for identity 
theft and anti-fraud purposes. Nearly every large business outsources some degree of its security to 
service providers who specialize in detecting and preventing cybercrime. Allowing these service 
providers to keep pace with cybercriminals by sharing this information across clients and industries is 
critical to the health of these ecosystems. Conversely, forcing service providers to silo this info ties both 
hands behind their backs, and puts both consumers and companies at significant and needless risk. 

Additionally, we propose, with regard to identity theft and anti-fraud detection services, the deletion of 
.314(d), which indicates that service providers must respond to some degree to a consumer request. We 
believe this is counterproductive to the concept of a service provider - an entity acting at the direction 
of a business - because it does not permit the business to decide how to respond. Moreover, many 
companies have been readying for CCPA to take effect by, in part, modifying contracts with vendors. 
Often these contracts specify that service providers are only to assist the business in responding to a 
request; the draft rules should not complicate this arrangement. This is an untenable position and we 
would request paragraph (d) be deleted. 

We request clarifying language to create synchronization between paragraphs (c) and (d) in the anti

fraud and data security sectors. Specifically, we would propose that paragraph (d) be amended to add 
language after the last sentence stating: 

A service provider that combines personal information received from one or more entities to 
which it is a service provider to the extent necessary to detect data security incidents, or 
protect against fraudulent or illegal activity, shall not be required to respond to a consumer 
who submits a request to know or request to delete from a consumer. 

This language is necessary for operational purposes. If a service provider such as Pindrop combines 
personal information received from multiple entities, it is nearly impossible to comply with the current 
language requiring that the service provider "when feasible, provide the consumer with contact 
information" for the business from which it receives the personal information. 

It is also necessary for security purposes. Under the draft rules as written, we believe that fraudsters will 
attempt to create "maps" of security-focused service providers by submitting Request to Know and 
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9 pindrop 

seeing where these service providers direct them. It will allow fraudsters to get an idea of who has their 
information and, by negative inference, who is still vulnerable. Less sophisticated fraudsters may well 
randomly target access requests to companies, seeing who will respond and how. Adding the exemption 
above is a narrowly-tailored solution to this current loophole. 

II. Section 999.314 - Requests to Know (Data Security Exemption) 

Again, we appreciate your office's concern for data security and consumer fraud that is evident in this 
section. However, we believe this section could be made stronger. Currently, .314(c)(3) provides an 
exception to a Request to Know when such disclosure "creates a substantial, articulable, and 
unreasonable risk" in three scenarios: (1) to the security of that personal information; (2) to the 
consumer's account with the business; or (3) to the security of the business's systems or networks. 

Unfortunately, a business is required to respond under the draft rules even if there is a risk to the 
consumer's safety, since that would not fall under one of the three scenarios stated above. Moreover, 
from an anti-fraud perspective, there is little difference in risk to a consumer or business from a Request 
to Delete (for which the CCPA includes a fraud exemption) and a Request to Know. For these reasons, 
we recommend deleting (c)(3) and replacing it with the following language similar to the deletion 
exemption found in 1798.105(d)(2), but with a sharper focus on protecting consumers: "A business shall 
not respond to Request to Know to the extent that the disclosure of such personal information inhibits 
a business's ability to detect security incidents, protect against malicious, deceptive, fraudulent, or illegal 
activity, prosecute those responsible for that activity, or safeguard consumers or consumer personal 
information." 

Pindrop is concerned that the maintenance of the current set of circumstances in which a business can 
refuse to respond to a Request to Know only in certain circumstances when there is "unreasonable" risk 
shifts the burden of decision-making from the front lines of cyber professionals to compliance attorneys 
who may not be in the best position to determine what a) is reasonable, and b) constitutes a risk to the 
security of the network systems. 

Instead, we recommend a standard that provides strong protections for both the consumer and the 
business, and allows businesses to listen to their security service providers and security professionals 
about who is asking for the information and whether that request is legitimate. 

Ill. Verification of Requests 

Attached as Appendix A are Pindrop's initial comments to the regulatory process, submitted in June 
2019. In that document, we described our advances in multifactor authentication as "MFA 2.0," stating: 
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9 pindrop 

MFA 2.0 is a system of multifactor authentication that combines at least two of: 1) something you are; 2) 
something you have; and 3) something you do. This third factor - something you do - replaces the factor 
"something you know," which has been the dominant factor in MFA since MFA's inception. 

The ability to incorporate something you do into an MFA process represents a dramatic, generational 
improvement in the ability of companies to safeguard customer and employee data, and also offers 
possibilities to more securely authenticate a consumer in the context of his or her individual transactions. 

We propose amending the draft rules to incentivize businesses to adopt MFA 2.0 in certain situations -
when verifying a request for sensitive information; as a per se "reasonable security measure" to "detect 
fraudulent activity; and as a sufficient method of verifying non-account holders matching two points of 
data to a reasonable degree of certainty. 

a. Amend .323(b)(2) to add a biometric information exemption 

The draft regulations state that a business shall "[a]void collecting the types of personal information 
identified in Civil Code section 1798.81.S(d), unless necessary for the purpose of verifying the 
consumer." In October, AB 1130 was signed by the Governor, adding "biometric information" as a data 
element to the state breach notification statute. 

This update to the breach notification statute does not make sense as a basis to exclude biometric data 
as an option for verifying consumers. To the contrary, biometrics stand as one of the most, if not the 
most, secure methods of authentication that currently exist. Furthermore, these data are less risky than 
the other data elements in .1798.81.5. Unlike social security numbers, for example, they cannot be used 
on their own to imitate someone's identity or deduce someone's health or insurance status. At the same 
time, inclusion of biometric data in AB 1130 risks disincentivizing collection of biometric data through 
the language in .323(b)(2). For this reason, as a first step, we propose adding the following sentence to 
323(b)(2): "This requirement shall not apply to biometric information." 

b. Amend .323(d) to add MFA 2.0 as a sufficient "reasonable security measure." 

The draft rules additionally require the implementation of "reasonable security measures to detect 
fraudulent identity-verification activity." Pindrop offers the following sentence as an amendment: "The 
use of multifactor authentication using at least of two of the following: 1) something you are; 2) 
something you have; and 3) something you do, shall be considered a reasonable security measure." 

Currently, there is little guidance on what constitutes a "reasonable security measure." The most recent 
guidance was that issued in 2016 by then-Attorney General Kamala Harris (which endorsed MFA 1.0). 

However, even in three short years, hackers and fraudsters have gained an exponentially higher level of 
sophistication. Businesses should be able to know with certainty that they are using a safeguard that 
allows them to comply with the draft rules. 
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9 pindrop 

c. Use MFA 2.0 as verification for non-account holders. 

Finally, the draft rules set out what constitutes a reasonable authentication for Requests to Know specific 
pieces of information, but this authentication is very burdensome for accurate identifiers. They state in 
.325(c) that in order to verify a request for specific pieces of information, it verify the request to a 
"reasonably high degree of certainty... [which] may include matching at least three pieces of personal 
information provided by the consumer with personal information maintained by the business," in 
addition to a declaration under penalty of perjury signed by the consumer requesting the information. 

Pindrop proposes that in addition to this option, businesses be given the option to verify a consumer 
using MFA 2.0. This seamless, frictionless experience over the phone allows a business to instantly know 
whether a consumer is a fraudster or legitimate. This is because MFA 2.0 engages unique, one-time 
authentication sequencing, meaning that efforts to forge, replicate, or guess at an authentication factor 
stand an exponentially lower chance of success. The ability to pair an identifier such as a highly 
developed voiceprint, and also the device proximity that MFA 2.0 has the potential to include, means 
that any individual transaction, as well as overall account security, becomes secure to a degree that the 
current cybersecurity ecosystem has yet to fully appreciate. 

In conclusion, Pindrop believes that by using narrowly tailored language in targeted sections of the draft 
rules, your office has an opportunity to meaningfully increase the cybersecurity and consumer 
protections that are included in the CCPA without creating loopholes that concern privacy advocates. 

Pindrop thanks you for your time and consideration. We would be delighted to discuss these issues 
further. 

Clarissa Cerda 
General Counsel 
Pindrop Security, Inc. 
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COMMENTS TO ATTORNEY GENERAL 

California Department of Justice 
ATIN: Privacy Regulations Coordinator 
300 Spring St. 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca.gov 

Re: 1798.185(a)(7) - Multifactor Authentication 2.0 

Introduction 

As California ushers in a new era of consumer privacy with the California Consumer Privacy 
Act's (CCPA) passage, the Attorney General and other policymakers should take advantage of 
this moment by reassessing what constitutes effective security for authenticating requests for 
access to consumer information. With increased transparency in how companies handle 
consumer information comes a concurrent responsibility for businesses, government, and non
profits to incorporate protections from the persistent efforts of fraudsters, hackers, and other 

scammers who every minute are trying to acquire and exploit consumer data for their 
nefarious purposes. 

Advances in Multifactor Authentication (MFA) can greatly increase both consumers' privacy 
and security. For this reason, we propose that the Attorney General's office recommend large
scale entities subject to CCPA - businesses subject to the law with more than $100 million in 
revenue-- adopt what we term "MFA 2.0" for requests under the CCPA to access, delete or 
obtain in portable format personal information. 

Specifically, as the Attorney General's office considers rules related to verifiable consumer 
requests under§ 1798.185(a)(7), it should recommend the use of MFA 2.0 as technology that 

can help appropriately and quickly authenticate a consumer. This is especially important here 
because the CCPA requires turning over all "specific pieces" of personal information upon 
receipt of a verifiable request. This creates a significant avenue for fraudsters to obtain 
consumer data, including sensitive information such as government ID and financial account 
numbers. In this context, it is critical that strong authentication processes are in place. And, in 
order to secure personal data more generally, businesses should have effective tools in their 
toolbox to frustrate fraudsters' efforts. 

817 West Peachtree Street I Atlanta, GA 30308 I 404.721.3767 I www.pindrop.com 

CCPA_45DAY_00596 

www.pindrop.com
mailto:PrivacyRegulations@doj.ca.gov
Guest
Line

Guest
FreeText
W85-9



Comments to Attorney General 
Page 2. 

9 pindrop 

On the consumer side, technology is progressing quickly, and MFA 2.0 offers unparalleled 
opportunities to provide a far greater degree of consumer authentication and data security 
than currently exists. 

Finally, we discuss how MFA 2.0 is uniquely equipped to counteract the nascent but pervasive 
effect of "deepfakes." 

What is MFA 2.0? 

MFA 2.0 is a system of multifactor authentication that combines at least two of: 1) something 
you are; 2) something you have; and 3) something you do. This third factor - something you do 
- replaces the factor "something you know," which has been the dominant factor in MFA since 
MFA's inception. 

The ability to incorporate something you do into an MFA process represents a dramatic, 
generational improvement in the ability of companies to safeguard customer and employee 
data, and also offers possibilities to more securely authenticate a consumer in the context of 
his or her individual transactions. 

How Can MFA 2.0 Help Enterprise Businesses Comply with CCPA and Enhance Its 

Cybersecurity? 

As stated above, we propose that the Attorney General recommend the adoption of MFA 2.0 
for enterprise-level businesses with in-state revenues over $100M, and who use a phone line 

to receive verifiable consumer requests. These businesses should utilize a minimum of two, 
but preferably three of the authentication factors. Doing so provides a highly certain, and 
consequently strong, degree of authentication to the transaction. 

As an example, Phoneprinting is an enterprise technology that analyzes the entire audio signal 
of a call, including the one-time characteristics of the call's path. It combines this information 
with extractions of non-voice audio features such as the signal-to-noise ratio and dropped 
frames to help determine the device type, location, and carrier. As Gartner states in its 2018 
Report "Don't Let the Call Center Be Your Fraud Achilles Heel,"1 "Phoneprinting ... can identify 
anomalies and the unusual repetition of background noise across multiple calls" and is "often 
effective at detecting fraud." By establishing a unique signature that combines authentication 
factors from both the caller (voiceprint) and the device (phoneprint), institutions are able to 

1 Gartner, Inc. Don't Let the Contact Center Be Your Fraud Achilles Heel, Published December 18, 2018, 
available at https://www.gartner.com/doc/3895904/ dont-let-contact-center-fraud 
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make real-time risk assessments to determine whether a caller is a fraudster, or a legitimate 

customer, even for first-time callers whose voice may not be in a database. This type of 
authentication improves efficiency, accuracy, and most importantly, the security of consumer 
information. Institutions can have a much higher degree of confidence that the caller is 
verified, rather than a fraudster who has obtained legitimate KBA information (such as a 
former street address or vehicle) to obtain, e.g., a consumer's checking account and routing 
numbers. 

How Can MFA 2.0 Enhance Consumer Security and Privacy? 

As hackers have become more sophisticated, knowledge-based authentication (KBA) no longer 
provides an adequate level of protection for consumers and institutions as a frontline MFA 
factor. That is because KBA focuses on static data elements, such as birth date, a former 
address, or a mother's maiden name. These data elements are frequently available via public 
information on social media platforms, real estate websites, and from services that compile 
public records for a fee, and often only one or two correct answers to these questions are 
needed to access an account. 2 As individuals' data increasingly becomes available on the dark 
web, these elements are even more readily accessible. The 2015 IRS breach was a result of 
precisely this point of failure in the system - hackers were able to correctly guess the 
knowledge-based elements, and as a result, the IRS suffered a breach of 100,000 taxpayer 
accounts. 

Even as consumer information is appearing for sale and use on the black market - some 
estimates put the number of consumer records available on the black market at 1.4 billion 3 -

consumers are valuing their own data more and more. A 2016 study by the Ponemon Institute 

indicated that 75% of respondents stored either a moderate or significant amount of personal 
data on their mobile phones. 4 Moreover, respondents valued the data on their phones at an 
average of $14,000, and respondents who took steps to secure the data on their phone valued 
their data at $16,268. 

Surely, the amount of data consumers bring with them every day, and the value they place on 

that data, has only increased since 2016. And while fraudsters are becoming more 
sophisticated, the very devices that they seek to penetrate are the devices that have the 

potential to offer the greatest degree of security when they incorporate MFA 2.0. 

2 https ://www.itprotoday.com/identity-ma nagement-access-control/ security-sense-how-do-you-do
knowledge-based-authenti cation-when 
3 https://www.pymnts.com/news/security-and-risk/2018/retire-knowledge-based-authentication/ 
4https ://www. po nem on .o rg/1 oca I/ u pl oad/file/How%20m uch%20is%20the%20data%20on%20you r%20 
mobil e%20device%20worth%20Fi n a 1%2010. pdf 
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MFA 2.0's authentication goes far beyond the sophistication with which current hackers and 

fraudsters operate. By engaging unique, one-time authentication sequencing, efforts to forge, 
replicate, or guess at an authentication factor stands an exponentially lower chance of success. 
The ability to pair an identifier such as a highly developed voiceprint, and also the device 
proximity that MFA 2.0 has the potential to include, means that any individual transaction, as 
well as overall account security, becomes secure to a degree that the current cybersecurity 
ecosystem has yet to fully appreciate. 

MFA 2.0 Can Support Future Public Policy Challenges 

In the coming months and years, "deepfakes" - the use of synthetic audio files derived from 
actual voice recordings, synced with real (sometimes modified) video, will become a pressing 
public policy and social issue. 5 While they are currently somewhat rudimentary, increasing 
sophistication with video and audio development have the potential to wreak havoc with the 
concept of a democracy based on facts. As this progression occurs, MFA 2.0 will be the single 
most effective tool to combat these efforts, as it will be able to quickly and accurately 
determine the authenticity, or lack thereof, of an individual's voice and device origin. 
Recommended adoption now will help suppress and deter deepfakes in the future. 

Next Steps - CCPA and Beyond 

The California Attorney General's Office is no stranger to providing guidance on how 
businesses can best protect themselves and their customers from data breaches. In 2016, this 

office, under the leadership of then-Attorney General Kamala Harris, issued a data breach 
report specifically recommending that businesses adopt MFA in order to provide sufficient 

data security. The report states: 

Th[e] authentication system is failing. We don't use unique passwords for each 
of our accounts because it would simply be too hard to remember them 
all ... Making matters worse, many individuals do not use strong passwords that 
are difficult to guess. 

A stronger form of on line authentication uses multiple factors ... this form of 

authentication should be used by all organizations to help protect access to 
critical systems and sensitive data. Multi-factor authentication should also be 
more widely available for consumer-facing online accounts that contain 

sensitive personal information.6 

5 https://www.biometricupdate.com/201902/threat-of-deepfakes-draws-legislator-and-biometrics
industry-attention 
6 https :// oag. ca .gov/ sites/ a 11/fi les/agweb /pdfs/ d br /2016-data-breach-report. pdf 
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The obsolescence of KBA today echoes the report's warnings about weak, commonly-used 

passwords just three years ago. Instead of weak passwords, KBA's decreasing relevance and 
inherent weakness derives from easy-to-guess questions and readily attainable information 

that informs common questions. Attempting to improve KBA by creating more unique or 
harder questions means these questions will also be harder to remember, and inevitably 
create greater friction for a customer trying to log on to an app, or interact with a customer
service business function. Even "easy" KBA questions can be difficult to remember - a 2015 
study by Google revealed that only 47% of respondents could remember what they put down 
as their favorite food a year earlier, but that hackers could guess that food (pizza) nearly 20% 
of the time. 7 

Your office has been charged, in part, to issue rules regarding consumer verification so that 
businesses can properly identify consumers as they exercise their rights. This presents grave 
issues of security and authentication. We request that the Attorney General's office issue 

guidance recommending the use of MFA 2.0, both in this rulemaking and in other forthcoming 
publications that examine issues of data privacy and security. 

It is not a question of whether MFA 2.0 is effective - it is a question of how quickly it will be 
adopted. California can help chart a course toward the adoption of virtually instant, virtually 
impenetrable consumer authentication, and we urge the Attorney General to seize this 
opportunity. 

For these reasons, we respectfully request that your verifiable request rules under 
§ 1798.185(a)(7) recommend use of MFA 2.0 as a method to verify requests, and that 
subsequent cybersecurity guidance do so as well. 

Clarissa Cerda 
General Counsel 

Pindrop Security, Inc. 

7 https :/ /www.forbes.com/ sites/forbestechcou nci 1/2018/01/22/ everybody-knows-how-knowledge

based-a uthenti cation-di ed/#64b 13cee4eee 
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COMMENTS TO ATTORNEY GENERAL 

California Department of Justice 
ATIN: Privacy Regulations Coordinator 
300 Spring St. 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca.gov 

Re: 1798.185(a)(7) - Multifactor Authentication 2.0 

Introduction 

As California ushers in a new era of consumer privacy with the California Consumer Privacy 
Act's (CCPA) passage, the Attorney General and other policymakers should take advantage of 
this moment by reassessing what constitutes effective security for authenticating requests for 
access to consumer information. With increased transparency in how companies handle 
consumer information comes a concurrent responsibility for businesses, government, and non
profits to incorporate protections from the persistent efforts of fraudsters, hackers, and other 

scammers who every minute are trying to acquire and exploit consumer data for their 
nefarious purposes. 

Advances in Multifactor Authentication (MFA) can greatly increase both consumers' privacy 
and security. For this reason, we propose that the Attorney General's office recommend large
scale entities subject to CCPA - businesses subject to the law with more than $100 million in 
revenue-- adopt what we term "MFA 2.0" for requests under the CCPA to access, delete or 
obtain in portable format personal information. 

Specifically, as the Attorney General's office considers rules related to verifiable consumer 
requests under§ 1798.185(a)(7), it should recommend the use of MFA 2.0 as technology that 

can help appropriately and quickly authenticate a consumer. This is especially important here 
because the CCPA requires turning over all "specific pieces" of personal information upon 
receipt of a verifiable request. This creates a significant avenue for fraudsters to obtain 
consumer data, including sensitive information such as government ID and financial account 
numbers. In this context, it is critical that strong authentication processes are in place. And, in 
order to secure personal data more generally, businesses should have effective tools in their 
toolbox to frustrate fraudsters' efforts. 
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On the consumer side, technology is progressing quickly, and MFA 2.0 offers unparalleled 
opportunities to provide a far greater degree of consumer authentication and data security 
than currently exists. 

Finally, we discuss how MFA 2.0 is uniquely equipped to counteract the nascent but pervasive 
effect of "deepfakes." 

What is MFA 2.0? 

MFA 2.0 is a system of multifactor authentication that combines at least two of: 1) something 
you are; 2) something you have; and 3) something you do. This third factor - something you do 
- replaces the factor "something you know," which has been the dominant factor in MFA since 
MFA's inception. 

The ability to incorporate something you do into an MFA process represents a dramatic, 
generational improvement in the ability of companies to safeguard customer and employee 
data, and also offers possibilities to more securely authenticate a consumer in the context of 
his or her individual transactions. 

How Can MFA 2.0 Help Enterprise Businesses Comply with CCPA and Enhance Its 

Cybersecurity? 

As stated above, we propose that the Attorney General recommend the adoption of MFA 2.0 
for enterprise-level businesses with in-state revenues over $100M, and who use a phone line 

to receive verifiable consumer requests. These businesses should utilize a minimum of two, 
but preferably three of the authentication factors. Doing so provides a highly certain, and 
consequently strong, degree of authentication to the transaction. 

As an example, Phoneprinting is an enterprise technology that analyzes the entire audio signal 
of a call, including the one-time characteristics of the call's path. It combines this information 
with extractions of non-voice audio features such as the signal-to-noise ratio and dropped 
frames to help determine the device type, location, and carrier. As Gartner states in its 2018 
Report "Don't Let the Call Center Be Your Fraud Achilles Heel,"1 "Phoneprinting ... can identify 
anomalies and the unusual repetition of background noise across multiple calls" and is "often 
effective at detecting fraud." By establishing a unique signature that combines authentication 
factors from both the caller (voiceprint) and the device (phoneprint), institutions are able to 

1 Gartner, Inc. Don't Let the Contact Center Be Your Fraud Achilles Heel, Published December 18, 2018, 
available at https://www.gartner.com/doc/3895904/ dont-let-contact-center-fraud 
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make real-time risk assessments to determine whether a caller is a fraudster, or a legitimate 

customer, even for first-time callers whose voice may not be in a database. This type of 
authentication improves efficiency, accuracy, and most importantly, the security of consumer 
information. Institutions can have a much higher degree of confidence that the caller is 
verified, rather than a fraudster who has obtained legitimate KBA information (such as a 
former street address or vehicle) to obtain, e.g., a consumer's checking account and routing 
numbers. 

How Can MFA 2.0 Enhance Consumer Security and Privacy? 

As hackers have become more sophisticated, knowledge-based authentication (KBA) no longer 
provides an adequate level of protection for consumers and institutions as a frontline MFA 
factor. That is because KBA focuses on static data elements, such as birth date, a former 
address, or a mother's maiden name. These data elements are frequently available via public 
information on social media platforms, real estate websites, and from services that compile 
public records for a fee, and often only one or two correct answers to these questions are 
needed to access an account. 2 As individuals' data increasingly becomes available on the dark 
web, these elements are even more readily accessible. The 2015 IRS breach was a result of 
precisely this point of failure in the system - hackers were able to correctly guess the 
knowledge-based elements, and as a result, the IRS suffered a breach of 100,000 taxpayer 
accounts. 

Even as consumer information is appearing for sale and use on the black market - some 
estimates put the number of consumer records available on the black market at 1.4 billion 3 -

consumers are valuing their own data more and more. A 2016 study by the Ponemon Institute 

indicated that 75% of respondents stored either a moderate or significant amount of personal 
data on their mobile phones. 4 Moreover, respondents valued the data on their phones at an 
average of $14,000, and respondents who took steps to secure the data on their phone valued 
their data at $16,268. 

Surely, the amount of data consumers bring with them every day, and the value they place on 

that data, has only increased since 2016. And while fraudsters are becoming more 
sophisticated, the very devices that they seek to penetrate are the devices that have the 

potential to offer the greatest degree of security when they incorporate MFA 2.0. 

2 https ://www.itprotoday.com/identity-ma nagement-access-control/ security-sense-how-do-you-do
knowledge-based-authenti cation-when 
3 https://www.pymnts.com/news/security-and-risk/2018/retire-knowledge-based-authentication/ 
4https ://www. po nem on .o rg/1 oca I/ u pl oad/file/How%20m uch%20is%20the%20data%20on%20you r%20 
mobil e%20device%20worth%20Fi n a 1%2010. pdf 
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MFA 2.0's authentication goes far beyond the sophistication with which current hackers and 

fraudsters operate. By engaging unique, one-time authentication sequencing, efforts to forge, 
replicate, or guess at an authentication factor stands an exponentially lower chance of success. 
The ability to pair an identifier such as a highly developed voiceprint, and also the device 
proximity that MFA 2.0 has the potential to include, means that any individual transaction, as 
well as overall account security, becomes secure to a degree that the current cybersecurity 
ecosystem has yet to fully appreciate. 

MFA 2.0 Can Support Future Public Policy Challenges 

In the coming months and years, "deepfakes" - the use of synthetic audio files derived from 
actual voice recordings, synced with real (sometimes modified) video, will become a pressing 
public policy and social issue. 5 While they are currently somewhat rudimentary, increasing 
sophistication with video and audio development have the potential to wreak havoc with the 
concept of a democracy based on facts. As this progression occurs, MFA 2.0 will be the single 
most effective tool to combat these efforts, as it will be able to quickly and accurately 
determine the authenticity, or lack thereof, of an individual's voice and device origin. 
Recommended adoption now will help suppress and deter deepfakes in the future. 

Next Steps - CCPA and Beyond 

The California Attorney General's Office is no stranger to providing guidance on how 
businesses can best protect themselves and their customers from data breaches. In 2016, this 

office, under the leadership of then-Attorney General Kamala Harris, issued a data breach 
report specifically recommending that businesses adopt MFA in order to provide sufficient 

data security. The report states: 

Th[e] authentication system is failing. We don't use unique passwords for each 
of our accounts because it would simply be too hard to remember them 
all ... Making matters worse, many individuals do not use strong passwords that 
are difficult to guess. 

A stronger form of on line authentication uses multiple factors ... this form of 

authentication should be used by all organizations to help protect access to 
critical systems and sensitive data. Multi-factor authentication should also be 
more widely available for consumer-facing online accounts that contain 

sensitive personal information.6 

5 https://www.biometricupdate.com/201902/threat-of-deepfakes-draws-legislator-and-biometrics
industry-attention 
6 https :// oag. ca .gov/ sites/ a 11/fi les/agweb /pdfs/ d br /2016-data-breach-report. pdf 
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The obsolescence of KBA today echoes the report's warnings about weak, commonly-used 

passwords just three years ago. Instead of weak passwords, KBA's decreasing relevance and 
inherent weakness derives from easy-to-guess questions and readily attainable information 

that informs common questions. Attempting to improve KBA by creating more unique or 
harder questions means these questions will also be harder to remember, and inevitably 
create greater friction for a customer trying to log on to an app, or interact with a customer
service business function. Even "easy" KBA questions can be difficult to remember - a 2015 
study by Google revealed that only 47% of respondents could remember what they put down 
as their favorite food a year earlier, but that hackers could guess that food (pizza) nearly 20% 
of the time. 7 

Your office has been charged, in part, to issue rules regarding consumer verification so that 
businesses can properly identify consumers as they exercise their rights. This presents grave 
issues of security and authentication. We request that the Attorney General's office issue 

guidance recommending the use of MFA 2.0, both in this rulemaking and in other forthcoming 
publications that examine issues of data privacy and security. 

It is not a question of whether MFA 2.0 is effective - it is a question of how quickly it will be 
adopted. California can help chart a course toward the adoption of virtually instant, virtually 
impenetrable consumer authentication, and we urge the Attorney General to seize this 
opportunity. 

For these reasons, we respectfully request that your verifiable request rules under 
§ 1798.185(a)(7) recommend use of MFA 2.0 as a method to verify requests, and that 
subsequent cybersecurity guidance do so as well. 

Clarissa Cerda 
General Counsel 

Pindrop Security, Inc. 

7 https :/ /www.forbes.com/ sites/forbestechcou nci 1/2018/01/22/ everybody-knows-how-knowledge

based-a uthenti cation-di ed/#64b 13cee4eee 
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Message 

From: Anna Hsia 

Sent: 12/6/2019 9:54:36 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Proposed Regulations - Comments 

Attachments: 191206 California CCPA Reg Comments - ZwillGen.pdf 

Attached, please find written comments regarding the proposed CCPA regulations. Thanks in advance for your 
consideration. 

Best, 
Anna 

ZwillGen . 

Anna Hsia I Counsel & Head of West Coast Office 

369 Pine Street, Suite 506 
San Francisco, CA 94104 -Bio I Blog I Linkedln 
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:f z wi 11 Gen pll( 1900 M Street, NW • Suite 250 • Washington, D.C. 200S6 

Marc J. Zwillinger 

December 6, 2019 
Via Electronic Delivery 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca. gov 

(202) 296-3585 

These comments are submitted on behalf of ZwillGen, 1 a law firm that advises hundreds of 
clients on privacy and security generally and on compliance with the CCPA specifically. The 
issues identified below reflect the most important changes to incorporate into the final CCPA 
regulations, as these issues pose specific compliance challenges and/or conflict with the language 
of the statute. We thank you for considering these comments in their entirety. 

Notice of Collection Issue§ 999.305(c). The final regulations should clarify the confusion 
created by the "Notice of Collection" concept in the draft regulations. Section 1798.1 OO(b) of the 
CCPA requires that: "A business that collects a consumer's personal information shall, at or 
before the point of collection, inform consumers as to the categories of personal information to 
be collected and the purposes for which the categories of personal information shall be used." 
Until the issuance of the regulations, many businesses presumed that if they collect personal 
information online, they would satisfy this requirement by providing a link to a privacy policy 
that described in an accurate and clear way the type of information collected, how it was used, 
and how consumers could opt out of sales of information. Indeed, such an interpretation would 
be consistent with the California Online Privacy Protection Act's privacy policy requirements 
codified at Cal. Bus. & Prof Code Section 22575 ("Cal OPP A"). The Regulations, however, 
suggest that the notice required by § 1 OO(b) is not the privacy policy itself, but is an additional 
notice that can be satisfied through a link to the relevant portion of the privacy policy: "If a 
business collects personal information from a consumer online, the notice at collection may be 
given to the consumer by providing a link to the section of the business's privacy policy that 
contains the information required in subsection (b)." See 999.305(c). 2 

The result of this requirement for websites is that the homepage of the website now has to 
contain a link to the entire privacy policy as well as a separate "Notice of Collection" link that 
goes to the relevant portion of the privacy policy ( or a separate CA Notice of Collection outside 

1 ZwillGen consists of two entities, ZwillGen PLLC, and ZwillGen Law LLP. 
2 Also see§ 999.305(b) describing whatthe Notice of Collection must contain, including a "A link to the business's 
privacy policy, or in the case of offline notices, the web address of the business's privacy policy." 
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of the privacy policy). But it is not quite clear where these links need to be placed. The Notice of 
Collection provisions of the Regulations require that the Notice be at or before the point of 
collection, be conspicuous, and: 

• Use a format that draws the consumer's attention to the notice and makes the notice 
readable, including on smaller screens, if applicable. 

• Be visible or accessible where consumers will see it before any personal information is 
collected. For example, when a business collects consumers' personal information online, 
it may conspicuously post a link to the notice on the business's website homepage or the 
mobile application's download page, or on all webpages where personal information is 
collected. 

The suggestion that the link can be located either on the business's home page, or mobile 
application download page, or on all webpages where personal information is collected suggests 
that the link may be placed alongside other required notices-like the Terms of Service or 
Privacy Policy typically at the bottom of the home page-and not deployed in the form of a 
banner akin to a pre-emptive European Cookie Banner. When finalizing the Regulations, the 
AG' s office should clarify that placement with these other required notices where consumers 
know to look for them is acceptable (i.e. consistent with Cal OPP A) or specify any other 
placement that may be required. 

Proprietary Data Issue - § 999.313. The Attorney General should make clear in that data 
created about consumers by business who have a proprietary interest in such data need not be 
provided to consumers in response to "Right to Know Requests" seeking specific categories of 
data. Section l 798.185(a)(3) of the CCPA tasks the Attorney General with authority to establish 
any exceptions "including, but not limited to, those relating to trade secrets and intellectual 
property rights." Although such regulations are not required until July 1, 2020, businesses are 
required to comply with "Right to Know" requests by January 1, 2020, and such requests could 
implicate information related to consumers that businesses consider to be confidential, 
proprietary, and/or trade secret information. 

Section 1798. lOO(c)(S) requires businesses to disclose (upon request) "the specific pieces of 
information that the business has collected about that consumer." But in addition to collecting 
information directly from the consumer, businesses often generate information related to 
consumers, including their perceived value to the business, expected profit, costs of acquisition, 
and expected tenure as a customer. These types of datapoints, while related to an actual 
consumer, are generated by the business based, in part, on consumer behavior, but are not 
provided to the business by the consumer or another party. Nor are these business-related data 
points necessarily about the consumer in the same way that the consumer's contact information 
or transaction history are. Moreover, they may reveal proprietary business considerations to 
competitors. We fully expect certain businesses will have employees make Requests to Know of 
competitors to try to glean understanding of others' business practices from data that would not 
otherwise be available to them. Because this type of data seems to be outside the intended scope 
of what needs to be provided back to a consumer upon receipt of an access request, the Attorney 
General should make clear that valuable proprietary data generated about a consumer by a 
business need not be provided (at least at this time) in response to an access request, pending 
more complete regulations issued pursuant to§ l 798.185(a)(3). Thus, we propose the following 

2 
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new provision be added as§ 999.313(12) on a temporary basis until the AG completes its July 
2020 rulemaking. 

(12) In responding to a right to know request for specific categories of information, a 
business need not provide data that is about the consumer but not obtained directly from 
the consumer or third-parties, provided the business can establish that the disclosure of 
the information would be valuable to the business' competitors or its disclosure could 
cause the business financial harm. 

Service Provider Exception - § 999.314(c). The Regulations should be broadened to cover the 
full range of internal operation purposes allowed under the CCP A The CCPA very specifically 
recognized that a "business purpose" can include a use "for the business' or a service provider's 
operational purposes ... provided that the use of personal information shall be reasonably 
necessary and proportionate to achieve the operational purpose for which the personal 
information was collected or processed or for another operational purpose that is compatible with 
the context in which the personal information was collected." 

The above language thus draws a distinction between the business's and the service provider's 
operational purposes and indicates there are some permitted "service provider" purposes that are 
in fact distinct from and not "for the business's ... operational purposes." Were this not so, the 
words "or a service provider's operational purposes" would have no purpose in the statute. A 
fundamental rule of statutory interpretation is "to give meaning to all words used" (Rodriguez v. 
Superior Court (1993) 14 Cal.App.4th 1260, 1269, 18 Cal.Rptr.2d 120) and to avoid "making 
words surplusage" (Dyna-Med, Inc. v. Fair Employment Housing Comm 'n (1987) 241 Cal. Rptr. 
67, 743 P.2d 1323, 1387). This provision is essential, because it recognizes that service providers 
can use data from clients to become better service providers-i.e., that their "operational" use of 
data can align well with their clients' purposes, in many cases. 

The Regulations appear to discard this crucial distinction entirely, stating that "a service provider 
cannot use personal information received from one customer (or from that customer's users) for 
the purpose of providing services to another person or entity." The Regulations expressly allow 
service providers to pool personal information across clients solely "to the extent necessary to 
detect data security incidents or protect against fraudulent or illegal activity." § 999.314( c ). 3 

This provision unduly limits the purposes in Section 140(d) to a far too narrow set of uses and 
conflicts with the language of the statute. 

In its statement of initial reasons, your Office stated: 

This subdivision clarifies that a service provider's use of personal information collected 
from one business to provide services to another business would be outside the bounds of 

3 In full, that section reads: "A seivice provider shall not use personal infonnation received either from a person or 
entity it seivices or from a consumer's direct interaction with the seivice provider for the purpose of providing 
seivices to another person or entity. A seivice provider may, however, combine personal information received from 
one or more entities to which it is a seivice provider, on behalf of such businesses, to the extent necessary to detect 
data security incidents, or protect against fraudulent or illegal activity." 

3 
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a "necessary and proportionate" use of personal information. Doing so would be 
advancing the "commercial purposes" of the service provider rather than the "business 
purpose" of the business. The subdivision, importantly, provides an exception for security 
and anti-fraud purposes. 

We think this explanation ignores the reality that providing better service to the business often 
involves improving the services offered to all of a service provider's customers: indeed we all 
learn from the information we receive, and build on that information and learning, in providing 
services to our clients. 

Example: Assume a service provider is tasked to identify email addresses and physical 
addresses that are no longer in use for Customer A's large group of brands by scrubbing 
their lists, and, where necessary, sending marketing communications and removing any 
bouncing emails from the list and any physical addresses where the mail was marked 
"return to sender." It keeps an internal "Do Not Mail" list for bad addresses-like 
fictional ones contained in movies and TV shows. In providing list cleaning services for 
Customer A, it determines that Joe Smith's email address Joe@joe.com is defunct, and 
that the street address 1 Main street, Beverly Hills, CA 90210 is a non-existent mailing 
address, and places them on its internal do not email/mail list. Each time Customer A 
comes back with a new list for its other brands, the Service Provider removes all defunct 
email addresses and physical addresses from Customer A's brands by scrubbing them 
against its internal Do Not mail List. Now Customer Basks the service provider to 
provide the same cleaning function for its list. The same physical email and address is on 
Customer's B list, connected with Joe Smith. Must the service provider now repeat the 
same process from scratch over and over again for all of its customers, on pain of losing 
its service provider designation? Or can instead use its own Internal Do Not Mail list to 
remove other incorrect listings. 

In the above example, we do not believe the statutory intent is to make the above service 
provider a "Business"-merely because it uses data across clients to improve its services to all 
clients. Its data usage is solely to perform a "business purpose" for its customers; Customer A 
and B have the same business purposes; and there is no further disclosure of Customer A's data 
to Customer B. Put another way, using data for a common business purpose does not make the 
use a "commercial purpose." 

Accordingly, we would propose the Attorney General withdraw the proposed regulation that 
prohibits "a service provider's use of personal information collected from one business to 
provide services to another business," and allow companies to rely on the statutory "reasonably 
necessary and proportionate" standard. In practice, some services' use of data across clients will 
fulfill this standard-data hygiene, correction, and validation services come to mind. On the 
other hand, some services' use of data may not-for instance, the use of data in ways that do not 
enhance the services provided, or that build data profiles or datasets in ways simply unconnected 
to the services. Based on many discussions with and among our client base, we believe this 
distinction is reasonable and intuitive, and standards will readily form as to where the line should 
be drawn. 
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Requirements for businesses that do not collect from consumers - § 999.305( d). The 
Regulations provide two options for a business that does not collect information from consumers 
to sell the personal information in its possession. Under the Regulations, a business can either: 

(1) Contact the consumer directly to provide notice that the business sells personal 
information about the consumer and provide the consumer with a notice of right to opt
out in accordance with section 999.306; or 

(2) Contact the source of the personal information to: 

a. Confirm that the source provided a notice at collection to the consumer in 
accordance with subsections (a) and (b); and 
b. Obtain signed attestations from the source describing how the source gave the 
notice at collection and including an example of the notice. 

We believe these options are too limited. Many businesses have personal information under the 
CCPA (such as Mobile Ad ID, and GPS data) -collected legally and under best practices-yet 
lack any mechanism to contact the consumer directly. The only option available to such 
businesses under the Regulations is to confirm that the source provided a notice at collection to 
the consumer with a corresponding attestation. But this often provides no solution at all: first, 
such an attestation is unavailable if the data "source" did not interact directly with the consumer, 
and second, even where an attestation is available, it provides no solution for information 
collected prior to the time that "notices of collection" existed (i.e., pre-Jan. l st, 2020). The 
regulations therefore functionally create a retroactive impact-devaluing legitimate business and 
data assets, not to mention paid-for contractual expectations-by forbidding the sharing of valid 
and legally-acquired information. 

The Regulations do not, on the other hand, allow for an attestation from someone other than the 
immediate source of the data, nor do they allow for the use of a data tag, like an icon, flag, or 
symbol that travels with the data to reflect that proper notice at collection was given. These 
alternatives would likewise accomplish the same goals while solving the significant operational 
hurdles identified above. Accordingly, we would recommend the addition that a third and fourth 
alternative be added: 

(3) Confirm with the immediate source of the personal information that the original 
source of the personal information has provided a signed attestation describing how the 
source (a) gave the notice at collection and including an example of the notice or (b) as to 
personal information acquired prior to the effective date of these Regulations, 
conspicuously posted a privacy policy in compliance with the California Online Privacy 
Protection Act. Attestations shall be retained by the business for at least two years and 
made available to the consumer upon request; or 

(4) Verify that the data contains a symbol, icon, or other indication ("Verification Flag") 
issued by a third-party organization that confirms that the requirements of subsection (a) 
and (b) have been satisfied, where such third-party organization describes the meaning of 
the Verification Flag publicly on its website. 
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Thank you for considering these comments. Please let us know ifwe can be of further assistance 
to you during the rulemaking process now or in the future. 

Sincerely, 

Marc J. Z willinger 
On behalf of ZwillGen PLLC 

Anna Hsia 
ZwillGen Law LLP 
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Message 

From: 
Sent: 

To: 

CC: 

Gibbons, Jennifer 
12/6/2019 8:41:30 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Desmond, Edward ; Sheila Millar, Esq. 

Subject: CCPA Proposed Regulations -- Toy Association Comments December 2019 
Attachments: TA Comments to CA AG on Proposed CCPA Regulations fnl 2019-12-06.pdf 

Hello, 

; Leigh Moyers 

Attached, please find comments from the Toy Association, on behalf of its members, regarding the proposed regulations 
related to the California Consumer Privacy Act (CCPA). 

By way of background, The Toy Association represents more than 1,100 businesses - toy manufacturers, importers and 
retailers, as well as toy inventors, designers and testing labs - all involved in bringing safe, fun and educational toys and 
games for children to market. The Toy Association and its members work with government officials, consumer groups, 
and industry leaders on ongoing programs to ensure safe play, both online and offline. 

The toy industry is deeply committed to privacy, security and product safety, and supports strong and effective 
standards to protect consumers. We support principles of transparency, notice, consumer choice, access, correction and 
deletion rights for consumers, and reasonable security, all part of the objectives of the CCPA. 

Please feel free to contact us with any questions, or if additional information regarding our comments is needed. 

Best, 
Jennifer 

Jennifer Gibbons 
Vice President, State Government Affairs 

1375 Broadway, Suite 1001 • New York, NY 10018 

• w. www.toyassociation.org 
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Inspiring Generations of Play 

December 6, 2019 

Via Electronic Submission: privacyregulations@doj .ca.gov 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring St. 
Los Angeles, CA 90013 

1200 G Street NW• Suite 200 • Washington, DC 20005 

Re: Comments on Proposed Regulations Under the CCPA 

The Toy Association, Inc. (TTA), on behalf of its members, appreciates the Attorney General's 
effort to solicit input from stakeholders on the Proposed Text of the California Consumer Privacy Act 
Regulations (Proposed Regulations) implementing the California Consumer Privacy Act (CCPA) (Cal. 
Civ. Code§§ l 798.100-1798.199). By way of background, TTA represents more than 1,100 businesses 
- toy manufacturers, importers and retailers, as well as toy inventors, designers and testing labs - all 
involved in bringing safe, fun and educational toys and games for children to market. The U.S. toy 
industry contributes an annual positive economic impact of $109.2 billion to the U.S. economy. TTA 
and its members work with government officials, consumer groups, and industry leaders on ongoing 
programs to ensure safe play, both online and offline. 

The toy industry is deeply committed to privacy, security and product safety, and supports strong 
national standards to protect consumers. Our members not only create toys that are physically safe for 
children to play with, but also engage with children, as well as parents, online. Protecting children and 
maintaining the trust of parents are the most vital concerns for the toy industry. Likewise, we strongly 
believe that both safety and privacy should be governed by strong and effective preemptive national 
laws. Toy industry members are heavily regulated by an extensive set of preemptive laws, including the 
Children's Online Privacy Protection Act of 1998 (COPPA) (15 U.S.C. §§ 6501-6506), and a variety of 
product safety laws, such as the Consumer Product Safety Act (CPSA) (codified at 15 U.S.C. §§ 2051-
2089) and Federal Hazardous Substances Act (FHSA) (15 U.S.C. §§ 1261-1278), as modified by the 
Consumer Product Safety Improvement Act (CPSIA). Thus, the toy industry is uniquely qualified to 
comment on consumer privacy and data security issues raised by these Proposed Regulations, including 
the important role of preemption, as envisioned by Congress when it enacted COPP A 

Our comments focus principally on inconsistencies between COPP A and the CCPA and 
Proposed Regulations, as well as the burdens the Proposed Regulations place on both businesses and 
parents. We do so with a view to offering constructive suggestions on how to align the Proposed 
Regulations with COPP A We start with an analysis of the preemptive national framework established 
by COPP A COPP A provides broader protections for children, including instances that do not constitute 
a "sale" under the CCP A At the same time, as drafted, the Proposed Regulations include elements that 
are entirely inconsistent with the regulatory framework set forth in COPPA and thus are preempted. Key 
concerns are: 
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• CCPA definitions lack adequate clarity that only information collected with actual knowledge 
that it is from a child is covered. COPP A does not restrict the ability of parents to share their 
children's information. 

• The Proposed Regulations do not account for new methods of verifiable parental consent that 
might be recognized by the Federal Trade Commission (FTC) under circumstances that may 
constitute a "sale" under the CCP A. 

• As a result ofrestrictive definitions, the CCPA could restrict activities permitted under COPPA' s 
"support for internal operations" exception. 

• COPP A specifies that only parents can make requests to access, update and delete a child's 
personal information; there is no provision for requests to be made by an "authorized agent." 

• Rules regarding access requests for household data could impermissibly violate COPPA. 
• COPPA permits, and indeed requires, parents to deny access to children in instances where 

parental consent is needed and not provided. 
• The proscriptive requirements for deleting information, and for receiving and responding to 

access requests, impose undue burdens on parents and are inconsistent with COPPA. 

Finally, we also address considerations related to the opt-in system required for teens (age 13-15) under 
the CCP A, and offer some observations about the notice obligations outlined in the Proposed 
Regulations. 

I. COPPA Preempts Inconsistent State Law, and the CCPA and Proposed Regulations 
Recognize Its Preemptive Effect 

While many TTA members deal exclusively with parents and adult purchasers, a significant 
number of our members offer digital experiences directed, primarily or secondarily, to children under 
13, so they are keenly aware of their obligations under COPPA. Thus, while our members are affected 
by the CCPA in all their operations, we highlight some important considerations with regard to the 
preemptive scheme for a comprehensive national children's privacy law established by Congress more 
than 20 years ago. 

When it enacted COPPA in 1998, Congress recognized the importance of a uniform national 
preemptive regime governing children's privacy, stating: 

No State or local government may impose any liability for commercial activities or actions by 
operators in interstate or foreign commerce in connection with an activity or action described in 
this chapter that is inconsistent with the treatment of those activities or actions under this section. 

See 15 U.S.C. §6502(d). 

In balancing children's privacy rights with burdens on parents and the need to conduct business 
operations, Congress, and the FTC, have determined that a wide variety of activities do not require 
parental consent. For example, COPPA creates a harms-based framework for children's privacy that 
balances privacy risks to children under 13 for certain types of data collection and sharing with a 
recognition of business needs and consumer convenience through its definitions, exceptions, and 
"sliding scale" approach to parental consent. This has worked effectively over the years to safeguard 
chi!dren' s privacy. 
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The CCPA, at § 1798.145, recognizes the preemptive effect of some specific federal laws. For 
example, it confirms that the CCPA does not apply to collection of certain types of information covered 
by federal law, such as the Health Insurance Portability and [Availability] [sic] Act of 1996 (HIP AA), 
Gramm-Leach-Bliley, and the Drivers Privacy Protection Act of 1994. The CCPA does not expressly 
mention COPPA, but § 1798.196 contains a general preemption section, stating: 

This title is intended to supplement federal and state law, if permissible, but shall not apply if 
such application is preempted by, or in conflict with, federal law or the California Constitution. 

The Proposed Regulations appear to acknowledge COPP A's preemptive status, stating that the 
requirement for obtaining affirmative authorization from a child's parent or guardian for the "sale" of 
that child's personal information is "in addition to any verifiable parental consent required under 
[COPPA]." §999.330(a)(l). However, this single reference to COPPA and an attempt to specify in the 
Proposed Regulations that the CCP A obligations are "supplemental" do not cure potential conflicts with 
COPPA. 

At the outset, it is worth noting that COPP A's protections for children's privacy are broader than 
those set forth in the CCP A. Under COPPA, for example, any "disclosure" of personal information 
either collected at a site directed to children or when an operator has actual knowledge that information 
was collected directly from a child under 13 - regardless of whether there was any exchange of 
"consideration" for that data - requires verifiable parental consent, unless an exception applies. The 
statute specifies that parental consent is required in two instances. First, is the "release of personal 
information collected from a child in identifiable form by an operator for any purpose, except where 
such information is provided to a person other than the operator who provides support for the internal 
operations of the website and does not disclose or use that information for any other purposes." Second, 
is "making personal information collected from a child by a website or online service directed to 
children or with actual knowledge that such information was collected from a child, publicly available in 
identifiable form, by any means including by a public posting." 15 U.S.C. § 6501(4). 

Even absent an exchange of consideration that would constitute a "sale" as defined by the CCPA, 
allowing a child to disclose his or her personal information, including by posting selfies or videos, 
requires verifiable parental consent under COPP A if the information is collected directly from a child. In 
each case, consent is only required where the information is collected directly from the child, as the 
statute makes clear. COPPA fully permits parents to post pictures, videos and other information about 
their children online, including in social media. 

Although verifiable parental consent requirements under the CCP A are narrowly focused on a 
"sale" of personal information with actual knowledge that it was collected from a child under 13, in 
practice, the CCPA' s broad definitions of "personal information" and "sale" pose potential 
inconsistencies with COPP A. The CCP A's apparent requirement that a business obtain parental consent 
any time a business engages in the "sale" of "personal information," for example, may conflict with 
COPPA' s exception that permits collection and use of certain information solely to support internal 
operations. Those arrangements typically do involve a service provider relationship, but that is not a 
necessary predicate to application of the COPP A exception under the COPP A Rule. Likewise, children 
may publicly post an "alias" to track and compare game scores anonymously with other users without 
violating COPP A. Indeed, this is deemed to offer a privacy-safe experience to children that allows them 
to engage in social interactions without exchanging any "personal" information as defined by COPP A. 
Because the Proposed Regulations do not address these definitions and inconsistencies, they fail to 
resolve the tensions between CCP A and the preemptive COPP A regime. 
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a. Proposed§ 999.330 Con.fhcts with COPPA 

The CCPA defines "personal information" at Section 1798.140( o )(1) to include a broad variety 
of data generally, including data traditionally considered to be anonymous, such as an alias, or an 
Internet Protocol (IP) address, as well as browsing history. It also includes "household information." 
Section 1798.140(0)(2) excludes from the broad definition of "personal information" only "publicly 
available" information. Importantly, and as noted above, COPPA applies only to personal information 
defined in the statute and COPP A Rule collected directly from children, either at a child-directed site or 
service or where the operator has actual knowledge that it collected personal information from a child 
under 13. Operators can freely collect and maintain the personal information of children provided by 
parents or other adults. This happens, for example, when parents, grandparents or others sign up for a 
gift registry or ask toy brands or retailers for recommendations on age-appropriate toys and games. 
COPP A imposes no restrictions or obligations in these circumstances. 

Section l 798.120(b) of the CCPA implies, similar to COPPA, that the prohibition on a "sale" of 
personal information of children is linked to instances where the business has collected the information 
directly from a child known to be under 13. The proposed regulations at Section 999.330, however, state 
that "[a] business that has actual knowledge that it collects or maintains the personal information of 
children under the age of 13 shall establish, document, and comply with a reasonable method for 
determining that the person affirmatively authorizing the sale of the personal information about the child 
is the parent or guardian of that child." As drafted, the Proposed Regulation implies a broader restriction 
that does not square with either the CCPA or COPPA Any attempted prohibition that would restrict the 
ability of businesses to freely interface with parents or adults, including obtaining from them 
information about their children, is inconsistent with and thus preempted by COPPA A relatively simple 
solution exists to avoid this conflict: substitute "personal information of children under the age of 13" 
with "personal information collected from children under 13 with actual knowledge that they are under 
13." 

Even if that potential inconsistency is resolved as recommended above, the Proposed 
Regulations present another potential conflict with regard to the enumerated verifiable parental consent 
methods. The proposed rule at Section 999.330(a)(2) does outline methods recognized under the 
COPPA Rule as reasonably designed to assure that the individual providing consent is the child's parent 
or guardian. However, there is one missing element: the COPP A Rule allows authorized safe harbor 
organizations to approve alternative parental consent mechanisms not enumerated in the Rule. See 16 
C.F.R. § 312.5(b)(3). To avoid inconsistency, the Proposed Regulations should be modified to 
automatically recognize other methods recognized by the FTC or by authorized COPP A safe harbor 
organizations under the process outlined in the COPP A Rule. 

b. Allowing Consumer Requests through Authorized Agents Conflict with COP PA 

Under the CCP A and Proposed Regulations, a business must honor consumers' requests to 
access, delete, or opt-out of the "sale" of their personal information made through a properly designated 
"authorized agent." In contrast, requests to access and delete children's information under COPPA must 
be submitted by the parent, and the operator must take steps to verify that the requestor is actually the 
parent. This is a direct conflict between COPP A and the CCP A, and the Proposed Regulations do not 
resolve this conflict. 
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While the parental authorization process at Section 999.330 does require reasonable steps to 
determine that the person authorizing a "sale" of personal information is the parent, the Proposed 
Regulations fail to clarify that under federal law, when it comes to accessing data obtained from children 
under 13, a business may only honor requests by a verified parent or guardian. COPP A makes no 
accommodation for requests from "authorized agents." The Proposed Regulations further add to the 
inconsistency with COPPA by requiring that a business receiving an opt-in request from a parent 
provide the parent notice of the right to opt-out at a later time, as provided under Section 999.315. That 
section, in turn, specifically allows for such requests to be made by an authorized agent. Additionally, 
the process for parents to opt-in to sale of a child's information is at odds with the provisions at Section 
999.326 which allow an authorized agent to make access or deletion requests. Again, these provisions 
are inconsistent with COPPA 

Furthermore, the provisions in the Proposed Regulations outlining businesses' duties to respond 
to requests to know and requests to delete refer to potential conflicts with federal law as a reason to deny 
a request only as they relate to the requests to know. To clarify the preemptive status of COPPA, and 
reduce businesses' and consumers' potential confusion regarding their obligations and rights under the 
CCPA, TTA recommends that the Attorney General revise the Proposed Regulations to specify that all 
requests to know, delete, and opt into and out of the "sale" of "personal information" as they relate to 
children under age 13, may only be made directly by a verified parent or guardian, and that an 
"authorized agent" many not make such requests on behalf of either a child under 13 or a parent of such 
a child. 

c. Right to Request to Know or Delete "Household" Data Conflicts with COPPA 

The CCP A instructs the Attorney General to draft regulations to establish rules and procedures 
for requests pertaining to household information. The Proposed Regulations define a "household" as "a 
person or group of people occupying a single dwelling." §999.301 (h). The Proposed Regulations appear 
to require businesses to honor requests to know or delete household information if the consumer making 
the request has a password protected account with the business. Absent a password-protected account, a 
business may provide aggregate household information, unless all members of the household make the 
request and the business can individually verify the identity of all members of the household. 

These provisions create a potential conflict with COPPA when the household includes children 
under the age of 13. Where an operator has obtained verifiable parental consent as required under 
COPPA, the operator likely has "household" information. As noted above, however, if information was 
collected from a child under 13, the operator must ensure that the requestor is a parent of that child, 
taking into account available technology, before honoring requests pertaining to the child's information. 
Under the Proposed Regulations, a consumer with a password-protected account with the business may 
be able to access a child's information, even if that individual is not that child's parent or guardian. TTA 
therefore recommends that the Proposed Regulations be revised to clarify that, if a business has 
household information because initially data was collected from a child under 13, only verified parents 
or guardians may obtain household information that includes the child's personal information. 

d Non-discrimination Provisions Conflict with Operator Duties under COPPA 

Section 1798.125 of the CCPA prohibits discrimination against a consumer who exercises any of 
the rights set forth in the Act, including "denying goods or services to the consumer," but allows 
businesses to provide financial incentives to consumers who consent to the collection and sale of their 
personal information, as long as the incentives are reasonable related to the value of the information. 
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The Proposed Regulations include detailed rules relating to calculating the value of consumer personal 
information and disclosures relating to the offering of financial incentives. 

These provisions conflict with COPP A COPP A acknowledges that an operator may terminate a 
child's access to services if a parent refuses or withdraws consent. 16 C.F .R.§312.6( c ). In fact, if 
services involve, e.g., public disclosure of information, like posting videos or photos, operators subject 
to COPP A must prohibit the child from accessing the service or feature until parental consent is 
obtained. To the extent a denial or termination of service to a child could be considered discriminatory 
under CCPA under these circumstances, it entirely conflicts with COPP A TTA requests that the 
Attorney General amend the Proposed Regulations to clarify that a business may deny a child under the 
age of 13 access to certain services requiring parental consent where the parent does not provide consent 
under COPPA, and that such denial of service shall not be considered a discriminatory practice under 
the CCPA. 

Finally, we also recommend that the Proposed Regulations clarify that utilization of a credit card 
with a transaction as a method of verifiable parental consent does not constitute offering a financial 
inc en tive under the CCP A 

e. The Proposed Regulations Unnecessarily Increase the Burden on Parents 

COPPA requires operators to avoid undue burdens to parents. The Proposed Regulations, in 
contrast, burden parents as well as businesses. Requests to delete information must involve a two-step 
process, as do requests to opt-in again to sale of personal information once a parent has opted out. These 
two-step processes conflict with COPPA's mandate to avoid burdening parents. 

The Proposed Regulations set forth proscriptive requirements for businesses to receive and 
respond to access and deletion requests. A business must provide two or more methods for submitting 
requests (three if the business primarily interacts with customers in person at a retail location). 
§ 999.312. These methods include at a minimum a toll-free number and a website if the business 
operates a website or mobile app; businesses may also allow requests to be submitted via email, via an 
in-person form or a mail-in form. These obligations are inconsistent with and preempted by COPPA, 
which allows an operator to elect a single method which parents must use to submit a request to access 
or delete their child's information. 

II. Teen Privacy 

The Proposed Regulations impose an obligation on a business to obtain "affirmative 
authorization" before collecting or maintaining any personal information from consumers aged 13-15 
that it intends to "sell." The broad definition raises practical considerations. For example, suppose that 
an online service allows a 13 or 15-year-old to enter a sweepstakes by voluntarily filling out a form, and 
asks if the registrant would like to receive offers and updates from the third-party company furnishing 
the prize. This could potentially be deemed to constitute a "sale" under the CCP A Section 
1798.140(t)(2)(A) of the CCPA creates an exception for instances where a consumer uses or directs the 
business to intentionally disclose the personal information or uses the business to intentionally interact 
with the third-party, but the inartful wording of the statutory and rule language creates questions about 
whether this exemption applies where teens are concerned. If this exception does not apply, the 
Proposed Regulations require that the business must "clearly request" an "opt-in" for "selling" the 
information and then also ask the teen to "separately confirm their choice to opt-in." The act of filling 
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out a form and checking a box should adequately serve as the affirmative authorization to use the email 
for the purpose specified and to share it with a third-party. 

III. Notices 

The detailed requirements for the content of privacy notices outlined in the Proposed Regulations 
are burdensome for businesses and will likely make it more difficult for consumers to find the 
information they need. Notably, the Proposed Regulations outline 18 specific items or practices that 
must be disclosed in a CCPA privacy policy (some of which are redundant). The tension between 
offering user-friendly privacy polies and prescriptive, specific disclosure obligations is evident in these 
requirements. 

Conclusion 

The toy industry is second to none in its support for strong national consumer privacy and safety 
frameworks. We hope this submittal will assist the Attorney General as it finalizes the regulations under 
the CCP A Please contact Ed Desmond at or Jennifer Gibbons at 

if you would like additional information on our industry's perspective. 

Sincerely, 

Steve Pasierb 
President & CEO 

cc: Sheila A Millar, Of Counsel 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Attachments: 

McArthur, Webb 
12/6/2019 4:47:03 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Eric Ellman 
CCPA Proposed Regulations Comment Letter - CDIA 

CDIA CCPA Proposed Regulations Comment Letter.pdf 

Privacy Regulations Coordinator: 

On behalf of the Consumer Data Industry Association (COIA), I submit the attached comment letter regarding the Office 
of the Attorney General's proposed rulemaking on the California Consumer Privacy Act. 

Please do not hesitate to reach out if you have any questions. 

Webb McArthur 
Associate I Admitted in the District of Columbia, Maryland, and Virginia 
Hudson Cook, LLP 

1909 K St., NW I 4th Floor I Washington, DC 20006 

HUDSON 
COOK 

The information contained in this transmission may be privileged and may constitute attorney work product. Any 
unauthorized review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact 
Webb McArthur at and destroy all copies of the original message and any 
attachments. 

* * * * 
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~ CDIA 

December 6, 2019 

Via Electronic Delivery to privacyregulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act Proposed Regulations 

Consumer Data Industry Association 

1090 Vermont Ave., NW, Suite 200 

Washington, D.C. 20005-4905 

-
CD IAON LI NE.ORG 

The Consumer Data Industry Association submits this comment in response to the California 
Department of Justice's anticipated rulemaking for the California Consumer Privacy Act ("CCPA"). 

The Consumer Data Industry Association ("COIA") is the voice of the consumer reporting 
industry, representing consumer reporting agencies including the nationwide credit bureaus, regional 
and specialized credit bureaus, background check and residential screening companies, and others. 
Founded in 1906, COIA promotes the responsible use of consumer data to help consumers achieve their 
financial goals and to help businesses, governments, and volunteer organizations avoid fraud and 
manage risk. 

Through data and analytics, COIA members empower economic opportunity all over the world, 
helping ensure fair and safe transactions for consumers, facilitating competition, and expanding 
consumers' access to financial and other products suited to their unique needs. They help people meet 
their credit needs. They ease the mortgage and employment processes; they help prevent fraud; they 
get people into homes, jobs, and cars with quiet efficiency. COIA members locate crime victims and 
fugitives; they reunite consumers with lost financial assets; they keep workplaces and apartment 
buildings safe. COIA member products are used in more than nine billion transactions each year. 

COIA members have been complying with laws and regulations governing the consumer 
reporting industry for decades. Members have complied with the Fair Credit Reporting Act ("FCRA"), 
which has been called the original federal consumer privacy law. The FCRA governs the collection, 
assembly, and use of consumer report information and provides the framework for the U.S. credit 
reporting system. In particular, the FCRA outlines many consumer rights with respect to the use and 
accuracy of the information contained in consumer reports. Under the FCRA, consumer reports may be 
accessed only for permissible purposes, and a consumer has the right to dispute the accuracy of any 
information included in his or her consumer report with a consumer reporting agency ("CRA"). 
Accordingly, COIA members have been at the forefront of consumer privacy protection. Fair, accurate, 
and permissioned use of consumer information is necessary for any COIA member client to do business 
effectively. 
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COIA members have also complied with an array of state laws for decades, including the 
California Consumer Credit Reporting Agencies Act ("CCRAA''), the California Investigative Consumer 
Reporting Agencies Act ("ICRAA''), and the California Commercial Credit Reporting Act. 

COIA appreciates the California Office of the Attorney General ("OAG") for its work on the 
cutting edge of consumer privacy in the CCPA. It is in this spirit that COIA offers the following comments 
to improve the clarity and effectiveness of the proposed CCPA regulations for its intended purposes. 

In particular, COIA has serious concerns about a number of sections of the proposed regulations 
that, if finalized, would impose requirements and restrictions not provided for in the CCPA. As we 
describe in greater detail below, these sections do not implement any particular provision in the CCPA 
and exceed the law's authorization for the OAG to adopt regulations "necessary to further the purposes 
of" the law. See Cal. Civ. Code§ 1798.185(b)(2) (emphasis added). 

Given the specificity contemplated by these proposed regulations and the level of effort proper 
compliance efforts will take, we respectfully request that the Attorney General provide for an effective 
date in the final regulations of at least 6 months after publication of the final rule. Businesses will need 
significant time to develop and implement processes compliant with these requirements. 

Furthermore, because of the nature of certain requirements, COIA respectfully requests that any 
obligation that is contingent upon the provision of notice prior to taking certain actions either be subject 
to a later effective date or delayed enforcement date of at 3 months after the effective date for the 
primary rule. For example, proposed section 999.305(d) requires businesses that do not obtain 
information directly from consumers to confirm that the source of the information provided a notice at 
collection in accordance with the regulations (which regulations would have just gone into effect) and 
obtain signed attestations from sources before selling such information. Without a delayed 
enforcement date, third party data transfers would halt on the date the regulations are effective. 

With regard to the Attorney General's mandate under the law, we believe that adopting 
regulations with delayed effective and enforcement dates will comply with the directive in section 
1798.85(a) of the law. 

To assist your office in finalizing regulations that meet consumer expectations and allow 
businesses to best support customers and consumers, we offer this comment on the proposed CCPA 
regulations. 

We highlight our highest concerns. First, COIA believes that the OAG exceeds its authority under 
the CCPA in requiring businesses and service providers to respond to consumer requests relating to 
personal information exempt from the CCPA, in proposed sections 999.313(c)(5), 999.313(d)(6)(a), and 
999.314(d). Where information is not subject to the CCPA sections providing consumer rights, 
businesses have no obligations relating to those rights under the law. 

Second, COIA believes that the OAG exceeds its authority in restricting the sale of personal 
information collected from sources other than the consumer in proposed section 999.305(d). The CCPA 
includes no such restrictions, and the proposed restrictions will cause manifold problems for a range of 
businesses, as detailed below. 
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Third, COIA is concerned that the OAG proposes to require that a business respond to any 
consumer request, regardless of whether the consumer submitted the request by designated method in 
proposed section 999.312(f). 

And finally, COIA is concerned that the OAG proposes to limit the use of exempt personal 
information to uses disclosed to consumers in deletion request responses. 

Below we present our comments on the proposed regulation in full. 

1. Strike "government entities" from the definition of "categories of sources." 

Proposed section 999.301(d) provides a definition for "categories of sources," which must be disclosed 
in Right to Know requests and in a business' online privacy policy. The proposed definition includes 
"government entities from which public records are obtained." 

ISSUE: Per the 2019 amendments to the CCPA, the term "personal information" does not include 
"publicly available" information, which includes government records. Because consumers would not 
receive government records in a Right to Know request, businesses should not be required to disclose 
that it has received information from government entities from which public records are obtained. 

PROPOSED SOLUTION: The phrase "government entities from which public records are obtained" should 
be stricken from the definition of "categories of sources" at section 999.301(d). 

2. Change the term "average consumer" to "typical consumer." 

Proposed sections 999.305(a)(2), 999.306(a)(2), 999.307(a)(2), 999.308(a)(2), and 999.315(b) use the 
term "average consumer." The proposed regulations defined a similar term, "typical consumer," but not 
"average consumer." 

ISSUE: It appears that the term "average consumer" likely has the same meaning as the defined term 
"typical consumer." However, given that the latter is defined, but not the former, it is not clear what is 
meant by an "average consumer." 

PROPOSED SOLUTION: Change "average consumer" to "typical consumer" to confirm that the OAG 
means to refer to a "typical consumer." 

3. Define the term "disability." 

Proposed sections 999.305(a)(2)(d), 999.306(a)(2)(d), 999.307(a)(2)(d), and 999.307(a)(2)(d) require that 
businesses make notices accessible to consumers with disabilities. However, the term "disability" is not 
defined. 

ISSUE: Given that these required notices are to be presented in writing, either on paper or electronically 
on a screen, it appears that the disabilities that the regulations seek to address are visual disabilities. 
But without knowing the meaning of the term, it is impossible for any business to comply with this 
requirement. 
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PROPOSED SOLUTION: The OAG should clarify that this requirement is meant to apply specifically to 
visual disabilities. 

4. Remove the requirement to organize the purposes for which personal information will be 
used by category of personal information in the Notice at Collection. 

Proposed section 999.305(b)(2) requires businesses to disclose in a Notice at Collection the business or 
commercial purposes for which personal information will be used by category of personal information. 
The CCPA, section 1798.lOO(b), requires disclosure of the purposes for which personal information will 
be used, but it does not require delineation of purposes by each category of personal information. 

ISSUE: The CCPA does not require businesses to provide in a Notice at Collection the purposes for which 
personal information will be used by each category of personal information. Thus, the OAG exceeds its 
authority in imposing this requirement. 

If this requirement is finalized, businesses might be prohibited from using personal information that the 
consumer knows the business collected for a purpose for which that the consumer knows the business 
intends to use their personal information. It is unclear how it furthers the privacy rights of consumers
and the purposes of the CCPA-from preventing businesses from adjusting their business practices 
when businesses are transparent with consumers about their personal information. 

PROPOSED SOLUTION: The OAG should remove the requirement that businesses disclose in a Notice at 
Collection the purposes for which personal information will be used by each category of personal 
information. 

5. Remove the requirement that businesses obtain "explicit consent" to use personal 
information for additional purposes. 

Proposed section 999.305(a)(3) requires that businesses obtain "explicit consent" (an undefined term) 
before using personal information for a purpose that was not previously disclosed to the consumer in 
the Notice at Collection. 

ISSUE: The CCPA does not require businesses to provide direct notice and obtain affirmative consent 
prior to using data for a new purpose. Rather, CCPA section 1798.lOO(b) provides that "[a] business 
shall not collect additional categories of personal information or use personal information collected for 
additional purposes without providing the consumer with notice consistent with this section" (emphasis 
added). The CCPA does not require explicit consent from the consumer. 

Further, even if this restriction were permissible and consistent with the purposes of the CCPA, it is not 
clear how businesses would be expected to comply, particularly for two reasons. First, because this 
consent requirement relates to the Notice at Collection, which is required for personal information 
collected directly from consumers. As such, this obligation can only rest on those businesses with a 
direct relationship with consumers. COIA members include companies that provide data obtained from 
sources other than the consumer and do not have direct consumer relationships, and it would not make 
sense to impose this consent requirement on such businesses. We would encourage the OAG to clarify 
that this requirement is meant to apply only to personal information collected from consumers. 
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Second, the term "explicit consent" is not defined, so it is not clear what standard of consent the OAG 
expects. 

PROPOSED SOLUTION: Delete the explicit consent requirement. Businesses are already required to 
provide notice and make changes to their online privacy policy to account for new uses, and the OAG 
might impose a 30-day waiting period after an online privacy policy change before new uses would be 
permitted. Consumers are also empowered to request deletion of data they provide. 

6. Eliminate the sale restriction from non-consumer sourced personal information. 

Proposed section 999.305(d) prohibits a business from selling personal information collected from 
parties other than the consumer without either (1) providing a notice that the business sells personal 
information about the consumer along with a notice of right to opt-out or (2) contacting the source to 
obtain the notice at collection that was provided to the consumer along with a signed attestation 
describing how the source gave the notice (along with an example of the notice). 

ISSUE: The section 999.305(d) sale restriction is not contained in the CCPA and goes beyond what the 
OAG is authorized to promulgate. Even if the OAG were authorized by the CCPA to impose this 
restriction, this subsection seems to contemplate only data sources that collected personal information 
directly from consumers, not multiple chains of sources. COIA members may obtain personal 
information from sources that collected information from a source other than the consumer, and the 
law does not explain what mid-chain entities must do. COIA members may also collect a particular piece 
of information from multiple sources, so it will be impossible to identify one and only one source to 
locate the correct original Notice at Collection. Businesses generally may not have this level of detail on 
sources-and no means to contact consumers-and businesses may be contractually prohibited from 
disclosing their data sources. Finally, it is not clear whether this requirement applies to data exempt 
from some or all consumer rights under the CCPA. 

PROPOSED SOLUTION: Strike this prohibition. 

7. Strike "or may in the future sell" in the stated purpose of the Notice at Collection. 

Proposed section 999.305(a)(1) provides that the purpose of the notice of right to opt-out of the sale of 
personal information includes informing consumers of their right to direct a business to refrain from 
selling personal information in the future. 

ISSUE: Section 999.306(a)(1) provides that the purpose of the Notice of Right to Opt-Out relates to 
personal information that a business "may in the future sell." However, the CCPA-and these proposed 
regulations-do not require an opt-out notice if a business does not sell personal information. The 
phrase "or may in the future sell" could be read as requiring all businesses to provide an opt out. 

PROPOSED SOLUTION: Strike the parenthetical "or may in the future sell" because it adds confusion to 
the intent of this section. The phrase "business that sells" is broad enough to cover a business that may 
sell personal information later in time. 
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8. Strike the requirement to provide an offline notice of right to opt-out. 

Proposed section 999.306(b)(2) provides that a business that substantially interacts with consumers 
offline must provide a notice of right to opt-out by offline method. The CCPA does not, in any place, 
require such a notice to be made offline. 

ISSUE: The text of the CCPA does not require a business to provide a Notice of Right to Opt-Out offline, 
so the OAG is not authorized to impose a notice requirement that the law does not contemplate. 

Even if the OAG were authorized to require this, the term "substantially" in section 999.306(b)(2) is not 
defined, and it is impossible to know whether a business has complied with this requirement. 
Additionally, it is not clear what interactions would qualify as "offline" interactions, but it appears that 
the term "offline" is meant to target in person interactions. 

PROPOSED SOLUTION: Strike this requirement or, alternatively, change the terms "substantially" to 
"primarily" and "offline" to "in person." 

9. Strike the requirement that a business without a website provide a notice of right to opt-out. 

Proposed section 999.306(b)(3) provides that a business that does not operate a website must notify 
consumers of their opt-out right by another method. The CCPA does not, in any place, require any 
notice of right to opt-out be made in any place other than online. 

ISSUE: The text of the CCPA does not require a business to provide a Notice of Right to Opt-Out if it 
does not operate a website, so the OAG is not authorized to impose a notice requirement that the law 
does not contemplate. 

PROPOSED SOLUTION: Strike this requirement. 

10. Provide for flexibility in presenting the notice of right to opt-out. 

Proposed section 999.306(c) details all of the information that must be included in the notice of right to 
opt-out, including directing consumers to the business' privacy policy. 

ISSUE: The level of detail required in the notice of right to opt-out will likely overwhelm the typical 
consumer and frustrate business' efforts to present the notice in a way that is easy to read and 
understandable by a typical consumer, as is required by proposed section 999.306(a)(2), as well as 
businesses' efforts to educate effectively consumers about opting out. 

PROPOSED SOLUTION: The OAG should allow for flexibility in presenting the notice of right to opt-out. 

11. Remove the requirement that a business commit not to sell personal information in the 
future. 

Proposed section 999.306(d)(2) provides that a business is not required to (1) provide a notice of right to 
opt-out of the sale of personal information if it does not, and will not, sell personal information during 
the period which the notice of right to opt-out is collected and (2) the business states in its privacy policy 
that it does not, and will not, sell personal information. 
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ISSUE: Businesses may decide to sell personal information when they previously had not. If finalized, 
this provision would require businesses to commit not to sell personal information on consumers in the 
future, effectively tying their hands in making business decisions because they decided not to publish 
notice of a right to consumers that was not, in fact, even available with consumers. 

Businesses should be required to provide opt-out rights-and the notice of right to opt-out-when the 
business sells personal information on consumers. But businesses should not be required to commit to 
future business practices in order to avoid deceiving consumers. 

PROPOSED SOLUTION: The OAG should strike the requirement to commit to not sell personal 
information in the future and the requirement to provide notice in an online privacy policy that the 
business will not sell personal information in the future. In its place, the OAG can clarify that businesses 
are required to provide notice of right to opt-out before it first sells personal information on consumers. 

12. Strike the requirement that businesses consider consumers to have opted out when a 
business does not provide a notice of right to opt-out. 

Proposed section 999.306(d)(2) prohibits a business from selling personal information to third parties 
that it collected at a time at which it did not sell personal information to third parties and did not 
provide for a notice of right to opt-out. 

ISSUE: See comments to proposed section 999.305(a)(3) above. By deeming such consumers as "opted 
out," this proposed regulation could be read to require affirmative consent prior to sale, which goes 
beyond what is required in the CCPA. The CCPA requires that consumer be provided notice as required 
by the CCPA prior to any new use or sale; the CCPA does not prohibit businesses from selling personal 
information on consumers without getting the consumers' affirmative consent. 

Additionally, opting consumers out of sale without providing them the notices required by the CCPA 
may be contrary to consumer choice and would be contrary to the purpose of the law, which is to give 
consumers rights to control their personal information. Any business selling personal information to 
third parties must provide the "Do Not Sell" button and an opt-out mechanism. Consumers wishing to 
be opted out of sale would be permitted to exercise these rights when there is any right to exercise. 

PROPOSED SOLUTION: Strike this requirement. The sale restriction is beyond what the OAG is 
permitted to require in these regulations. The CCPA already requires that consumers be notified of their 
right to opt-out where it is applicable, but the OAG might impose a 30-day waiting period after 
publication of a notice of right to opt-out before a business is permitted to sell personal information. 

Alternatively, add "required but" after "notice of right to opt-out notice is" in proposed section 
999.306(d)(2) to clarify that the opt-in requirement would apply only where a business was required to 
provide notice of right to opt-out and did not do so. 

13. Strike the requirement that businesses must describe the method by which businesses 
calculated the value of consumer's data. 

Proposed section 999.307(b)(S)(b) requires that a business offering differential prices or services to 
provide a notice of financial incentive, which must include a description of the method by which the 
business calculated the value of the consumer's data. 
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ISSUE: Proposed section 999.337 gives businesses broad discretion in valuing consumer data for the 
purpose of offering a permitted differential price or services. Therefore, the exact formula by which a 
business may determine the value of consumer data may be trade secret information to the business. 
The OAG should not require the disclosure of trade secrets. 

PROPOSED SOLUTION: Strike this requirement. 

14. Strike the requirement to disclose privacy policy information by category of personal 
information. 

Proposed section 999.308(b)(1)(d)(2) requires businesses to disclose in their privacy policy the 
categories of sources of personal information, the business and commercial purposes for using personal 
information, and the categories of third parties to whom personal information is sold, each organized by 
the category of personal information collected. The CCPA does not require this information to be 
disclosed by each category of personal information in an online privacy policy. 

ISSUE: The required disclosure of the categories of sources, business and commercial purposes, and 
categories of third parties organized by category of personal information will be difficult, if not 
impossible, to comply with for many businesses. Businesses may not have historically tracked 
information to this level of detail, which requires grouping these items by categories that were created 
in the CCPA (in the definition of "personal information"). Additionally, businesses may have collected 
the same information from multiple sources, requiring businesses to separate out multiple copies of the 
same information in order to describe sources, which could make the disclosure cumbersome and 
confusing to consumers. The text of the CCPA also does not require disclosure of this level of detail of 
information about sources, purposes, and third parties receiving personal information in an online 
privacy policy. 

PROPOSED SOLUTION: Strike the requirement that the categories of sources, business and commercial 
purposes, and categories of third parties to whom business shared personal information by category of 
personal information in online privacy policies, instead permitting disclosure of each of the sets of 
information generally. 

15. Strike the requirement that businesses state whether or not it sells personal information of 
minors under 16 years of age without affirmative consent. 

Proposed section 999.308(b)(1)(e)(3) requires businesses to state, in their online privacy policy, whether 
or not the business sells the personal information of minors under 16 years of age without affirmative 
authorization. CCPA section 1798.120(c) prohibits businesses from selling the personal information of 
consumers under 16 years of age without affirmative consent. 

ISSUE: The requirement to state whether the business sells personal information on minors under 16 
years of age without affirmative consent is not necessary because the law does not permit such sale. It 
would also require a business violating the law to state that it is violating the law or risk incurring a 
second violation for each violation of the minor sale restriction. 

PROPOSED SOLUTION: Strike this disclosure requirement. 
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16. Correct business' requirement to describe consumers' right to delete. 

Proposed section 999.308(b)(2)(a) requires businesses to explain, in their online privacy policy, that a 
consumer has the right to request the deletion of their personal information maintained by the 
business. CCPA section 1798.lOS(a) provides that consumers have the right to request a business delete 
any personal information about the consumer which the business has collected from the consumer. 
This right under the law does not extend to any information maintained by the business (notably, 
information collected from sources other than the consumer). 

ISSUE: This section provides that businesses must explain that consumers have the right to request 
deletion of personal information maintained by the business, but the CCPA only provides this right for 
personal information that the business collected from the consumer. Consumers have no right, under 
the law, to request deletion of personal information a business collected from a source other than the 
consumer. To require businesses to describe consumers' right in this way would risk confusion of 
consumers as to their rights under the CCPA. 

PROPOSED SOLUTION: Strike the words "or maintained." 

17. Clarify that businesses are only required to explain consumer rights to the extent they are 
available with the business. 

Proposed section 999.308 requires a business to disclose, in a business' online privacy policy, that 
consumers have various rights under the CCPA (The Right to Know about Personal Information 
Collected, Disclosed, or Sold; the Right to Request Deletion of Personal Information; and the Right to 
Opt-Out of the Sale of Personal Information). However, businesses are not required to comply with the 
CCPA for a number of types of personal information, as set out in CCPA section 1798.145. 

ISSUE: Section 999.308 requires disclosure of CCPA consumer rights (The Right to Know about Personal 
Information Collected, Disclosed, or Sold; the Right to Request Deletion of Personal Information; and the 
Right to Opt-Out of the Sale of Personal Information), but it does not specify that businesses are 
required to comply with these disclosure requirements only to the extent that the particular rights are 
actually applicable to personal information held by a business. The CCPA exempts certain sets of 
personal information from many, if not all, consumer rights, and it would be contrary to the purposes of 
the law-and would create confusion-to require businesses to advise consumers on consumer rights 
that do not exist with the business. For example, the activities of consumer reporting agencies largely 
fall within the FCRA exemption, so it would add confusion to require the business to tell consumers that 
they have rights that they, in fact, do not have. 

PROPOSED SOLUTION: Section 999.308 should be amended to explain that businesses must provide 
notice of consumer rights under the CCPA only where such consumer rights may be exercised with 
respect to personal information held by such business. 

18. Correct designated consumer requests method requirements based on current law. 

Proposed section 999.312(a) requires businesses to provide two or more designated methods for 
submitting requests to know. The CCPA was amended in 2019 to provide that businesses that operate 
exclusively online and have direct relationships with consumers from whom they collect personal 
information are only required to provide an email address for submitting Right to Know requests. 

CCPA_45DAY_00630 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W88-18

Guest
FreeText
W88-19

Guest
FreeText
W88-20



December 6, 2019 
Page 10 

ISSUE: As drafted, this proposed regulation section conflicts with the CCPA. 

PROPOSED SOLUTION: Amend this requirement consistent with the 2019 changes to the law. 

19. Remove the requirement for a business to respond to a consumer request submitted by a 
non-designated method. 

Proposed section 999.312(f) requires that a business in receipt of a Right to Know or deletion request 
submitted by a method other than one of its designated methods of submission must either treat the 
request as if it had been submitted in accordance with a designated method or provide the consumer 
with specific directions on how to submit the request or remedy any deficiencies with the request, if 
applicable. 

ISSUE: The CCPA does not require businesses to accept or redirect a request made to a business by any 
method. Section 1798.BO(a)(l) of the CCPA requires businesses to establish one or two designated 
methods, depending on the way in which the business interacts with consumers. Therefore, the OAG 
exceeds its authority in requiring businesses to respond to a request submitted by any method. 

This requirement will expose businesses to disclosing personal information to fraudulent or abusive 
sources that may send mass requests to businesses, not through designated channels, such as abusive 
credit repair clinics. It would also require businesses to train all employees and contractors in dealing 
with consumer requests, even those that have no consumer-facing functions. Finally, this requirement 
would prove difficult to manage, considering an infinite number of avenues in which consumers might 
attempt to contact a business to lodge a request. 

Consumers will be provided one or two methods by which they can submit requests. Businesses will 
have to explain these methods in the business' online privacy policy. 

PROPOSED SOLUTION: Remove the section 999.312(f) requirement that a business respond to 
consumer requests submitted by non-designated methods. 

20. limit the requirement to disclose categories of personal information only where the consumer 
requests that information. 

Proposed section 999.313(c)(l) provides that if a business cannot verify a consumer as to a request to 
know the specific pieces of personal information about a consumer, it must consider whether it can 
verify the consumer as if the consumer was seeking the categories of personal information about the 
consumer. 

ISSUE: The CCPA does not require businesses to provide information in a Right to Know request that the 
consumer has not requested. Specifically, the law does not require businesses to provide the categories 
of personal information about a consumer when the consumer requests the specific pieces of 
information. As a result, the OAG attempts to exceed its directive under the CCPA in imposing this 
requirement. Businesses should not be required to provide information that a consumer does not 
request in response to a Right to Know request. 

PROPOSED SOLUTION: Amend this requirement to apply only where the consumer specifically requests 
categories of personal information in addition to the specific pieces of information. 
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21. Strike the requirement that a business respond to a request relating to exempt personal 
information. 

Proposed section 999.313(c)(5) requires that if a business that denies a consumer request to know on 
the basis of an exemption under the law, it must inform the requester and explain the basis for the 
denial. 

ISSUE: The CCPA's various exceptions provide that the certain kinds of personal information are exempt 
from most, if not all, of the requirements of the CCPA, including the CCPA's right to know. Therefore, 
the OAG is not authorized under the CCPA to require businesses that are exempt from the CCPA to 
comply with CCPA obligations, including responding in a particular way to consumer requests. 

PROPOSED SOLUTION: Eliminate requirement that a business must respond to a consumer making a 
Right to Know request relating to exempt personal information. 

22. Strike the requirement to disclose information in a Right to Know request by category of 
personal information. 

Proposed section 999.313(c)(10) requires businesses to disclose, following a verified Right to Know 
request, the categories of sources of personal information, the business and commercial purposes for 
using personal information, and the categories of third parties to whom personal information is sold, 
each organized by the category of personal information collected. The CCPA does not require this 
information to be disclosed by each category of person information. 

ISSUE: The required disclosure of the categories of sources, business and commercial purposes, and 
categories of third parties organized by category of personal information will be difficult, if not 
impossible, to comply with for many businesses. Businesses may not have historically tracked 
information to this level of detail, which requires grouping these items by categories that were created 
in the CCPA (in the definition of "personal information"). The text of the CCPA also does not require 
disclosure of this level of detail of information about sources, purposes, and third parties receiving 
personal information. 

PROPOSED SOLUTION: Strike the requirement that the categories of sources, business and commercial 
purposes, and categories of third parties to whom business shared personal information by category of 
personal information, instead permitting disclosure of each of the sets of information generally. 

23. Remove the requirement to treat a deletion request as an opt-out request. 

Proposed section 999.313(d)(1) requires that a business that cannot verify the identity of a consumer for 
a deletion request to treat the request as a request to opt-out of the sale of personal information to 
third parties. The CCPA requires businesses to honor a consumer's deletion request and a consumer's 
opt out request, but it does not, in any place, require a business to provide an automatic opt out to a 
consumer making a deletion request. 

ISSUE: The law does not require that a business opt a consumer out of sale if they cannot be verified for 
a deletion request. 
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PROPOSED SOLUTION: Remove the requirement to opt the consumer out of sale when a deletion 
request cannot be verified. Consumers individually have the right to request opt out. The OAG could 
require that businesses declining to honor a request on the basis of being unable to verify the identity of 
the consumer must inform consumers of other rights under the CCPA. 

24. Clarify the allowance regarding the deletion of archived information. 

Proposed section 999.313(d)(3) permits a business to delay deletion of personal information, as 
requested by a consumer, maintained on archived or backup systems until the system is next accessed 
or used. 

ISSUE: Businesses may access archived databases regularly, but with a set purge schedule. Businesses 
should not be required to effectuate all pending deletion requests any time it connects to a database for 
any purpose. 

PROPOSED SOLUTION: Permit deletion to be made in archived databases "in the normal course of 
business so long as the personal information is not sold." 

25. Remove the requirement that a business respond to a deletion request for exempt personal 
information. 

Proposed section 999.313(d)(6)(a) requires a business that denies a consumer's deletion request on the 
basis of an exemption under the CCPA to inform the consumer that it will not comply with the request 
and explain the basis for the denial. CCPA section 1798.145 provides that the CCPA does not apply, at 
all, to various types of personal information. 

ISSUE: The CCPA's various exceptions provide that the certain kinds of personal information are not 
subject to the CCPA. Therefore, the OAG is not authorized under the CCPA to require businesses that 
are exempt from the CCPA to comply with CCPA obligations, including responding in a particular way to 
consumer requests. 

PROPOSED SOLUTION: Eliminate requirement that a business must respond to a deletion request 
relating to exempt personal information. 

26. Permit businesses to use information that it declined to delete for any exempt use. 

Proposed section 999.313(d)(6)(c) prohibits a business that denies a consumer deletion request on the 
basis of a particular exception under the CCPA from using that personal information for a purpose other 
than was previously described in a denial to a deletion request. The CCPA does not restrict a business 
from using personal information in a particular way where it, at any point, had previously used the 
information for a purpose exempt from the law. CCPA section 1798.145 provides that the CCPA does 
not apply, at all, to various types of personal information. 

ISSUE: The CCPA provides multiple exceptions from its scope. A business may be eligible for a particular 
exemption and deny a consumer request based on that exemption. However, at a later time, a business 
may want to use the same information for a use contemplated under a separate exemption, and the 
CCPA does not prohibit a business from relying on a separate exception that may not have been 
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applicable when the business rightfully declined a consumer request. This defeats the purpose of each 
of these exemptions, frustrates compliance with federal law, and is contrary to the purposes of the law. 

PROPOSED SOLUTION: Add "or any other exception or permitted use" to the end of section 
999.313(d)(6)(c). 

27. Expand express permissions for service providers. 

Proposed section 999.314(c) prohibits a service provider from using personal information it received in 
its capacity as a service provider to a particular business for the purpose of providing services to another 
person or entity, except that it may combine personal information from multiple engagements to detect 
data security incidents or to protect against fraudulent or illegal activity. The CCPA does not prohibit 
service providers from using personal information in a way that is contractually authorized by their 
client business. 

ISSUE: Many businesses, including COIA members, may act as service providers and may engage other 
service providers as sub-contractors. Businesses may also "white-label" products to multiple clients as a 
service provider, which may involve providing certain personal information to multiple clients for the 
same product or combining information from multiple clients to service the white-labeled product. As 
written, it is not clear that this section 999.314(c) requirement would permit businesses to continue to 
sub-contract or white-label their products. Additionally, businesses should be permitted to combine 
personal information from multiple businesses for analytical purposes (for example, to compare a 
company's customer base to industry- and geography-wide numbers). 

PROPOSED SOLUTION: Add explicit authorization to share personal information to another service 
provider (with appropriate contractual restrictions), to another business in delivering a set product of 
service of the service provider (white-labeling), and to provide analytical services. 

28. Strike the requirement that service providers respond to consumer requests. 

Proposed section 999.314(d) requires service providers receiving and denying a consumer request under 
the CCPA to explain the basis for the denial of the request and inform the consumer that it should 
submit the request directly to the business on whose behalf the service provider processes the 
information. The CCPA does not impose any disclosure requirement on service providers. 

ISSUE: The CCPA does not impose requirements relating to consumer rights on service providers, as 
opposed to businesses. These service providers, which include COIA members, do not obtain personal 
information for commercial gain from the data, and they are not in the best position to provide any 
information on consumers or verify the identity of consumers, since service providers are unlikely to 
have direct relationships with consumers. Finally, service providers may not be permitted to disclose 
the identity of their clients. 

PROPOSED SOLUTION: Eliminate the requirement that service providers must respond to consumer 
requests. 
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29. Strike the requirement that businesses treat user-enabled privacy controls as opt-out 
requests. 

Proposed section 999.315(c) requires that businesses treat user-enabled privacy controls that 
communicate or signal a consumer's choice to opt out of the sale of their personal information to third 
parties as a valid request to opt out for that browser or device or, if known, for the consumer. The CCPA 
protects "personal information," which is, per CCPA section 1798.140(0)(1), information that reasonably 
may be linkable to a particular individual or household, not merely a device. 

ISSUE: The CCPA does not protect information that cannot reasonably be linked to a particular person 
or household, whether or not the business can detect that information relates to a particular device. 
This requirement is therefore beyond the scope of the CCPA and the OAG exceeds its authority under 
the law in attempting to impose this requirement. 

To the extent that information may reasonably be linked to a particular consumer or household, 
consumers can install browser privacy controls for a variety of reasons, many of which do not equate to 
desiring for their information not to be sold to third parties. The CCPA does not provide for a right to be 
opted out from the sale of personal information by installing any browser privacy control. Furthermore, 
this technology is evolving and there will likely be compatibility problems with these controls. 

PROPOSED SOLUTION: Eliminate the requirement that user-enabled privacy controls be treated as opt
out requests. 

30. Simplify timing requirements for opt-out requests. 

Proposed section 999.315(e) requires businesses that receive an opt-out request to "act upon" the 
request within 15 days from the date the business receives the request. 

ISSUE: The term "act upon" is not defined, so it is not clear what the business must have completed 
within 15 days of receiving the request. Many businesses, including COIA clients, have data transfer 
cadences that are quarterly or monthly, but this requirement would require all businesses to increase 
their transfer cadences to multiple times a month to capture all requests within this proposed timeline. 

PROPOSED SOLUTION: Simplify the timing requirement to completing the request in 45 days, which is 
consistent with other consumer rights under the law. 

31. Delete the requirement that a business notify third parties to whom it sold personal 
information after an opt-out request. 

Proposed section 999.315(f) requires a business honoring an opt out request to notify all third parties to 
whom it had sold the personal information within the last 90 days and instruct those third parties not to 
further sell the information. The CCPA does not impose any third party notification requirement, nor 
does it impose any requirement for a third party to honor a consumer's opt out request made to 
another entity. 

ISSUE: The statute does not obligate businesses to notify third parties to which it sold personal 
information upon a consumer's opt-out request. Therefore, the OAG does not have the authority under 
the law to require this. Furthermore, these businesses may not be in an ongoing contractual 
relationship that would allow one business to prevent the other from further selling the information. 
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Consumers may also not want to opt out of the sale of personal information to all businesses. Finally, 
complying with this requirement would require businesses to exchange personal information, which is 
contrary to the purposes of the law and could increase the incidence of identity theft. 

PROPOSED SOLUTION: Delete this section 999.315(f) requirement. Consumers will already have the 
right to opt-out of sale with any business. 

32. Clarify that businesses may request additional information from the requester for matching 
purposes. 

Proposed section 999.315(h) provides that an opt out request "need not be a verifiable consumer 
request" and that a business may decline to honor such a request if it believes the request is fraudulent. 

ISSUE: Even though businesses are not required to utilize any particular verification process for opt out 
requests, businesses will need to be able to match a requestor to the personal information of a 
particular consumer. In that light, this proposed section does not explicitly permit a business to request 
additional information a business may need to match the requestor with a consumer in the business 
records or to decline a request if a consumer has not provided adequate information. This will be a 
particular problem for consumers with common names. Additionally, this section does not provide an 
explicit basis to deny a request if a business cannot definitely match the requestor with a consumer in its 
records. 

PROPOSED SOLUTION: The OAG should clarify that businesses may request additional information from 
the requestor to match them to a consumer in the business' records. Additionally, the OAG should 
clarify that a business can decline to honor an opt-out request if, after attempting to match the 
requestor, the business is unable to match the requestor with a consumer in its records. 

33. Remove the recordkeeping metrics requirements. 

Proposed section 999.317(g) requires businesses to compile and disclose various metrics about their 
CCPA compliance. The CCPA does not require businesses to make such calculations or disclose any of 
this information. 

ISSUE: These recordkeeping requirements appear nowhere in the CCPA. The OAG exceeds its authority 
in imposing these calculation and disclosure requirements. 

Additionally, it is not clear whether these requirements apply to personal information exempt from the 
CCPA. 

PROPOSED SOLUTION: The OAG should remove these calculation and disclosure requirements. 

34. Eliminate the requirements relating to honoring individual requests for household 
information. 

Proposed section 999.318(b) requires businesses that receive and can individually verify a request of all 
members of a household to honor such consumers' request with regard to household information. The 
CCPA does not contemplate a business being required to honor multiple consumers requests 
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collectively. 

ISSUE: This section 999.318(b) requirement is problematic because it risks breaching the privacy rights 
of individuals without adding any benefit to involved consumers. Businesses will not be in any position 
to determine whether all individuals that submit a request are all members of the household. As a 
result, a business may disclose personal information on individuals without permission, which will 
increase the incidence of identity theft. This requirement does not provide any rights that consumers 
do not otherwise have under the CCPA, as consumers can individually request information on them. 

PROPOSED SOLUTION: Eliminate this section in its entirety. Consumers have the ability to request 
personal information on them. 

35. Strike the general data security requirement. 

Proposed section 999.323(d) seeks to impose certain general data security measures on regulated 
businesses. 

ISSUE: The CCPA does not impose a general data security requirement, but instead provides for 
certain defenses to private suits in the event of a breach that results from a business's "violation of the 
duty to implement and maintain reasonable security procedures and practices." Further, even the law 
could be read as imposing an affirmative obligation, proposed section 999.323(d) does not mirror the 
language of the law but goes beyond it. Section 1798.lSO(a) applies to "unauthorized access and 
exfiltration, theft, or disclosure," and does not provide for a suit if information is deleted. There is no 
duty to prevent deletion of a consumer's personal information in the law. 

PROPOSED SOLUTION: Delete this provision. 

* * * 

COIA thanks the California Department of Justice for the opportunity to share its views on 
the proposed CCPA regulations. Please contact us if you have any questions concerning the above 
comments or need additional information. 

Sincerely, 

Eric J. Ellman 
Senior Vice President, Public Policy & Legal Affairs 
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Message 

From: Fatima Khan 
Sent: 12/6/2019 10:13:27 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Proposed Regulations Comments 
Attachments: Okta_PublicComment_CCPA_12.6.19_final.pdf 

Hi-

Please see the attached document for Okta's comments. Thank you for your consideration. 

Best, 
Fatima 
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December 6, 2019 

The Honorable Xavier Becerra 
California Attorney General 
California Department of Justice 
Attn: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 

Via E-mail: privacyregulations@doj.ca.gov 

Re: California Attorney General - California Consumer Privacy Act of 2018: Proposed Regulations 
Comments of Okta, Inc. 

Dear Mr. Attorney General Becerra: 

Okta, Inc. ("Okta") appreciates the opportunity to provide these comments in connection with the 
California Attorney General's ("AG") proposed regulations for the California Consumer Privacy Act of 2018 
("CCPA"). 

Okta Overview 

Okta is a publicly-traded (NASDAQ: OKT A) cloud computing company that offers identity and 
access management software-as-a-service to businesses, governments, non-profit entities, and other 
organizations across the United States and around the world. Okta is the leading independent provider of 
identity for the enterprise. The Okta Identity Cloud enables the company's customers to securely connect 
people to technology, anywhere, anytime and from any device. The company was incorporated in January 
2009 as Saasure Inc., a California corporation, and was later reincorporated in April 2010 under the name 
Okta, Inc. as a Delaware corporation. Okta is headquartered in San Francisco, California. 

Okta's customers use our services to work with some of their mission-critical, sensitive data, 
including the names, email addresses, and mobile phone numbers of their users. As a growth company, 
Okta continues to surpass key milestones: just recently, we cleared the 100 million user mark[1]. 
Accordingly, acting with integrity and transparency, so that we earn and maintain our customers' trust, is 
critically important to all of us at Okta. To that end, Okta maintains privacy protections across its suite of 
services, as detailed in our third-party audit reports and standards certifications. 

Although many companies may view privacy compliance as a burden, Okta views it as a strategic 
differentiator and a competitive advantage - we provide tools and resources to our customers, to help 
ensure that their own systems are kept safe and secure, so that critical data can remain private and 
protected. 

For these reasons, Okta commends California's current work towards implementing a 
comprehensive privacy law with the hope that such law protects consumers and enables businesses to 
strengthen their approach to privacy through clear compliance obligations. Okta's approach to privacy 
aligns with the CCPA, including support for the view that "it is possible for businesses both to respect 
consumers' privacy and provide a high level transparency to their business practices."[2] 

Introduction 

Okta agrees with the AG's sentiments that today more than ever, strong privacy and security 
programs are essential to the people of California and our economy.[3] As technology advances, California 
is continuously the leader at the forefront of protecting the privacy and security of consumers, and Okta 
supports the state's efforts. In addition to being a trailblazer in protecting consumer privacy, Okta also 
encourages the state of California and the AG to remain engaged with both federal and other states' efforts 
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to further privacy protection in order to create regulation and guidance that will best allow companies to 
strengthen privacy practices for consumers. 

Furthermore, Okta encourages California to continue to advance consumer privacy through risk
based, flexible privacy regulation that provides clear compliance obligations for businesses. We believe 
that being unduly prescriptive can result in stifling compliance checklists that inhibit the creation of 
innovative privacy solutions or frustrate consumer privacy efforts due to implementation hurdles. Benefits 
should be measurable and quantifiable, and any new state privacy legislation should first take into account 
the outcomes sought by consumers, and also align with California residents' understanding of meaningful 
data protection. 

Key Points for Consideration 

We offer three key areas for consideration as part of the AG's analysis on updating the proposed 
California Consumer Privacy Act Regulations ("Proposed Regulations"). 

First, it is important that the AG account for the complexity of technology and the different scenarios 
that arise through the use of personal information. Although Okta is aware of the risks associated with 
processing personal information, there are instances when consumers may prefer to share their personal 
information with companies that are best positioned to protect consumer privacy and security through their 
services. As follows, it is important to ensure that the CCPA accounts for different business models and 
enables the use of personal information for purposes compatible with providing services to further 
innovation and to consistently improve upon pro-privacy and security technologies. 

Second, as a service provider to our customers, Okta has core values to "love our customers" and 
"act with integrity." In line with these values, Okta wants to make sure that it honors these promises to its 
customers and acts with integrity by respecting the confidentiality and security safeguards in place with 
regards to the personal information our customers entrust to us for our services. As a service provider, Okta 
cannot interfere with its customers' direct relationships with consumers due to its obligations to honor its 
contracts and maintain reasonable security. As follows, Okta encourages the AG to clearly delineate 
responsibilities with regards to individual rights requests, such as to know or delete, to ensure that these 
responsibilities fall on businesses to carry out as the party with the direct relationship and limit the service 
provider's role in responding to such requests. 

Third, Okta believes that the CCPA would benefit from clarification and alignment with existing 
global and federal privacy and security standards around identity, to ensure that proper identity verification 
is in place for consumer privacy rights requests. In line with these global standards, Okta encourages the 
AG add in a clarification to require businesses to use multi-factor authentication (MFA), when possible, for 
satisfying requests to know or delete to prevent the abuse of privacy rights and to ensure personal 
information is only furnished to individuals upon a properly verified request. 

1. Request for the clarification of section 999.314(c) of the Proposed Regulations to permit 
the use of personal information by a service provider for compatible purposes. 

As stated in the CCPA, "it is almost impossible" to conduct even the most mundane tasks without 
sharing personal information.[4] Based on the pervasive need to collect personal information to carry out 
even the most simple technical tasks, it is important for the state of California to account for the wide array 
of business models that need to collect personal information to carry out the services they provide to 
consumers and to businesses. Okta does not monetize personal information, but provides a cloud-based 
enterprise solution that helps to streamline identity management and increase efficiencies for companies 
and their end users to securely access cloud-based applications. 

The text of the Proposed Regulations, Section 999.314(c) states that a service provider "shall not 
use personal information received either from a person or entity it services or from a consumer's direct 
interaction with the service provider for the purpose of providing services to another person or entity." 
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However, "[a] service provider may ... combine personal information received from one or more entities 
... on behalf of such businesses, to the extent necessary to detect data security incidents, or protect 
against fraudulent or illegal activity." 

The Proposed Regulations should elaborate upon the key distinction between (i) commercialization 
of personal information and (ii) the internal use of personal information to further the provision of services 
to businesses and maintaining service providers' ability to innovate on their services provided using such 
personal information. Some examples of these use cases include: (i) aggregating and analyzing personal 
information in line with contractual requests made by customers to do so; (ii) providing and improving upon 
the services requested by businesses in contracts; (iii) gathering statistical research data to provide de
identified benchmarking and trends to businesses; and (iv) innovation that helps create a more privacy
forward and secure Internet for businesses and consumers, such as through the use of large data sets to 
power artificial intelligence algorithms for the benefit of all. 

In harmony with use cases found across existing California law [5] and global legal frameworks [6], 
Okta requests the clarification of section 999.314(c) of the Proposed Regulations to permit service providers 
to use personal information for reasonable compatible purposes. Such a clarification is consistent with the 
use cases defined within the definition of "business purpose" in section 1798.140(d) which states "the use 
of personal information shall be reasonably necessary and proportionate to achieve the operational purpose 
for which the personal information was collected or processed or for another operational purpose that is 
compatible with the context in which the personal information was collected' including "performing services 
on behalf of the business or service provider" as described in section 1798.140(d)(5) (emphasis added). 

Furthermore, the ability for service providers to utilize personal information would also fall within 
the scope of the "reasonably necessary and proportionate" standard described in section 999.314 of the 
Initial Statement of Reasons [7]. For cloud-based enterprise companies that do not monetize personal 
information, including those in the identity and security space, a clarification that such use of personal 
information is permitted to better innovate on their services for their customers to receive a more secure 
and usable solution would result in a safer Internet for all users. 

Okta supports the California legislature's key drivers for the service provider limitations and we 
believe that a uniformly applied set of reasonable and legitimate personal information use rights for service 
providers can help achieve those goals. Therefore, any privacy regulation should include terms that permit 
companies to achieve compliance and innovate to create a better services for their customers, thereby 
resulting in a more secure Internet for all users in line with smooth interoperability between the existing 
state laws, the U.S. privacy landscape, and privacy regulations in other countries. 

2. Request for the clear delineation between service provider and business requirements with 
regards to individual requests to know or to delete personal information. 

Consistent with the CCPA's key distinction between service providers and businesses, we request 
a clear delineation on each party's respective obligations with regards to completing individual rights 
requests to know or to delete personal information. At present, section 999.314(d) states: 

If a service provider receives a request to know or a request to delete from a consumer 
regarding personal information that the service provider collects, maintains, or sells on behalf 
of the business it services, and does not comply with the request, it shall explain the basis 
for the denial. The service provider shall also inform the consumer that it should submit the 
request directly to the business on whose behalf the service provider processes the 
information and, when feasible, provide the consumer with contact information for that 
business. 

As required of service providers under the CCPA, Okta has in place specific contractual restrictions 
to limit the use, disclosure, and access to the personal information entrusted to us by customers for our 
service. Since businesses engage service providers like Okta with their personal information to provide 
services, not communicate independently with their consumers, the obligations in section 999.314 put 
service providers at odds with their obligations to customers and may adversely impact the reasonable 
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security measures and access management safeguards that service providers have in place to protect their 
customers' personal information. 

While the text of the CCPA makes clear that businesses have an obligation to carry out these 
requests, the Proposed Regulations include the addition of an obligation on service providers to handle 
such requests by sharing details directly with the consumer as well as potentially requiring service providers 
to access or delete personal information in its possession. As a result of this tension, the service provider 
faces conflicting obligations through the law and its contracts and would potentially have a legal obligation 
to access personal information to satisfy a consumer request that is normally protected by contractual and 
security safeguards, such as access controls. For example, as a service provider, Okta may hold personal 
information separately for different customers and would not know which business is relevant to a 
consumer's individual request unless informed by the consumer. To access such information, Okta would 
have to bypass normal security safeguards and access controls across its customers to be able to provide 
an appropriate response. This in turn, would diminish an individual's security and privacy as well as put 
similarly situated companies in direct conflict with their contractual obligations and company values. 

Furthermore, the lack of clarity around responsibility and accountability for carrying out privacy 
requests by consumers could result in consumer confusion and request fatigue. The consumer should have 
a single dedicated channel for any requests arising out of the original data collection by the business with 
corresponding accountability for the business. To mitigate this conflict and potential perverse result on 
security and privacy, we request that the section be updated to clarify that the business maintains the 
obligation to handle such requests while the service provider's role is strictly limited to informing the 
consumer to make their request directly with the relevant business with which the consumer interacted. 

3. Request for the inclusion of multi-factor authentication as part of identity verification 
process for privacy rights requests. 

Okta is at the forefront of identity verification and promotes using secure practices to enable 
consumers to delete or access, view, and receive a portable copy of their personal information, in line with 
reasonable data security controls. According to Trace Security, 81% of company data breaches are due to 
poor passwords [8] and using multi-factor authentication ("MFA") is an easy way to prevent most 
cyberattacks and helps protect against fraudulent requests. To avoid having an adverse effect on individual 
privacy, we believe that the verification process described in section 999.313 (Responding to Requests to 
Know and Requests to Delete) and 999.324 ( Verification for Password Protected Accounts) of the Proposed 
Regulations should be robust and include appropriate identity verification steps before permitting access to 
individuals' personal information. 

In section 999.323 (General Rules Regarding Verification) of the Proposed Regulations, the AG 
notes that businesses must account for "the likelihood that fraudulent and malicious actors would seek the 
personal information" and determine "whether the personal information to be provided by the consumer to 
verify their identity is sufficiently robust to protect against fraudulent requests ... ". This acknowledgement of 
potentially fraudulent activity through the verification process prompts the need for the AG to clearly require 
MFA, when appropriate, as part of the verification process including listing it as one type of "available 
technology for verification" described in section 999.323(b)(3)(f). The approach to use multiple factors is 
consistent with privacy guidance recently released to verify identity for responding to individual rights 
requests under the General Data Protection Regulation, such as to access personal information.[9] 

As indicated in section 999.323(d), the verification standards put forward by the AG should prioritize 
guidance on implementation of reasonable security as part of the process by either (i) requiring businesses 
that maintain a password-protected account with the consumer to use of MFA to delete or access, view, 
and receive a portable copy of their personal information under sections 999.313(c)(7) and 999.324 or (ii) 
making the use of MFA to verify identity based on the existing account details on file as an alternative to 
collecting additional personal information from an individual for verification in line with the requirements 
under sections 999.323(c) and 999.325 (Verification for Non-account holders). The foregoing clarifications 
to utilize MFA for verification when appropriate are also consistent with the reasonable security measures 
to detect fraudulent identity described in section 999.323(d). We encourage lawmakers to look at security 
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frameworks to make sure that privacy processes are developed with security in mind. Requiring the use of 
MFA is interoperable with existing federal security frameworks [10] and helps to promote more secure 
identity access management processes for personal information sharing. 

In sum, including the requirement to use MFA, when appropriate, would allow the state of California 
to further aims to both promote privacy and require reasonable security in furtherance of consumer rights. 

Conclusion 

Okta praises the State of California's work in this area and appreciates the consideration of our 
views and perspectives. While Okta is firmly in favor of strengthening consumer privacy and security, we 
also understand the challenges and high compliance costs, productivity losses, and administrative burdens 
that arise as an effect of disparate regulatory requirements. Okta welcomes further discussions in this area 
and is happy to serve as a resource for the AG. 

Respectfully Submitted, 

Okta, Inc. 
Privacy and Product Legal Department 

[1] "0kta Now Has Over 100 Million Registered Users, Says CEO" - https://finance.yahoo.com/news/okta
now-over-100-m i 11 ion-234824968. htm I 
[2] AB-375 Section 2(h) 
[3] https://oag.ca.gov/privacy 
[4] AB-375 Section 2(h) 
[5] Student Online Personal Information Protection Act, Cal. Civ.Code § 22584(g) does not prohibit 
operators from sharing aggregated deidentified information for development and improvement. 
[6] The General Data Protection Regulation, Recital 50, Further Processing of Personal Data 
[?] Initial Statement of Reasons, Proposed Adoption of California Consumer Privacy Act Regulations, (1) 
11 CCR§ 999.314 Service Providers, page 22 
[8] https ://www.tracesecurity.com/bloq/arti cl es/81-of-com pany-data-breaches-d u e-to-poor-passwords 
[9] Rights of data subjects guidance, Autoriteit Persoonsgegeven (Dutch Data Protection Authority) 
https://autoriteitpersoonsgegevens.nl/nl/onderwerpen/algemene-informatie-avq/rechten-van
betrokkenen#hoe-kan-ik-de-identiteit-vaststellen-wanneer-iemand-zijn-haar-privacyrechten-uitoefent-
7212 
[10] Draft NIST Special Publication 800-207, Zero Trust Architecture; NIST 800-63, Digital Identity 
Guidelines; and NIST Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal 
Information Systems and Organizations 
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Message 

From: Barbara Lawler 
Sent: 12/6/2019 11:08:43 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]; Barbara Lawler 

Subject: CCPA Proposed Regulations feedback (supplement to 12/4/19 public hearing) 
Attachments: California AG CCPA Public Hearing 12.04.2019 _BLAWLER.pdf 

Hello, 
Here is the detailed submission from my testimony on Wednesday 12/4/19 in San Francisco. It includes and 
expands upon my comments that day. 

Best regards, 
Barb Lawler 

Barbara Lawler I Chief Privacy and Data Ethics Officer 
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California State Attorney General CCPA Public Hearings 

December 4, 2019 

Barbara Lawler, 

Thank you to Attorney General Becerra and staff for holding this forum to provide 

feedback on the Proposed Regulations. My name is Barb Lawler and I'm the Chief Privacy 

and Data Ethics Officer of Looker, based in Santa Cruz. I am providing feedback as a 20+ 

year privacy leader and as a California native. I applaud my home state's ongoing efforts to 

provide meaningful privacy protections to its citizens. 

My feedback today, which will also be submitted in writing with more detail, reflects those 

20+ years of building and implementing ethical world-class privacy programs -- as the 

former CPO of Hewlett Packard, and of Intuit, known for operational excellence and 

innovative approaches that meet the spirit, policy and legal intent of global data protection 

regulations, including the CCPA. 

With the goal of honoring the new rights enshrined for California consumers, enabling 

effective compliance by businesses of all sizes and industries, and focused on achieving 

positive privacy outcomes for consumers, I offer suggestions in three foundational topics: 

1) Clarify the definitions and relationships between a "business", a "service provider" 

and a "third party"; these definitions drive all strategic and tactical contracting 

arrangements and negotiations. The range of interpretations I've seen so far run the gamut 

from no change in terms, to the same type of companies saying one is a 'service provider' 

and another is a 'third party', some will sign CCPA addendums and some won't. Definitions 

overlap beginning with (999.301.d) 'Sources' and (999.301.e) 'Categories of Third Parties', 

the latter of which many would clearly instead be 'service providers', and yet don't quite 

align with (999.314.a,.c,.d) requirements for Service Providers. Many Service Providers. 

We've used a table to map the relationships, but even with a team of expert advisors and 

peers, I remain concerned that we don't have it right, and that many others don't either. 
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More specifically, the models used in HIPAA, GLBA and the GDPR are helpful here. It is 

more straightforward to first structure the relationships based on those between 

organizations (which will be governed by contracts), and then factor in the relationship to the 

consumer. Please see the table below, which describes the organizational relationships. 

Organization in control, Organization receiving Organization may 

making decisions, giving restrictions, requirements and receive restrictions or 

directions, determines uses directions and has requirements, but has 

and has primary responsibility to the primary limited or no direct 

responsibility for personal organization, and has no responsibility to the 

information/personal data. independent use for personal primary organization, 

information/personal data, and has independent 

beyond operating their uses for personal 

business, providing the information/personal 

product/service. data. 

HIPAA Covered Entity that is a Business Associate to the 
Healthcare provider. Covered Entity. 

GLBA Financial Institution Third Party provider to the Fl. Affiliates and Partners to 
the Fl 

GDPR Controller Processor and Sub-Processor Controller to Controller 

CCPA Business Service Provider Third Party 
(as Third Party Service Provider 
proposed) (Definitions are partly (Several listed as Third 

interchangeable) Parties are more likely 
Service Providers) 

CCPA Business Service Provider Third Party 
(recomm 
ended) 

Examples: 

CCPA Business: Service Provider: Third Party: 
(recomme Has the direct relationship Saas, Paas; infrastructure, Other Businesses, 
nded) with its customers - which ISPs, operating systems; 828 Partners, Affiliates, 

could be consumers or other online/cloud services such as Co-branded relationships 
businesses; therefore is the email service providers, CRM 
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primary data collector). systems, healthcare ops 
management, HR 
management, financial 
management, cloud hosting 
and services including 
analytics 

2) Streamline the intertwined CCPA notice and privacy policy requirements (Notices: 

999.305.b, .c, 306, 307; and, 308 Privacy Policy) - a fundamental. Did you intend multiple 

separate notices that link to a privacy policy, or privacy policy that includes the multiple 

notices embedded? Both? So many notices and so much nested linking - its privacy notice 

inception! Historically the terms privacy notice and policy are often used interchangeably. So 

honestly as an 'old timer' who's written all types of privacy policies, statements and notices 

over many years, these sections gave me a headache, and it feels like a step backwards, 

although the content is obviously important to convey to consumers. 

Start with the Privacy Policy - which should be treated the 'master' or 'global' privacy 

principles and policy which contains all the information as required in the proposed 

regulations as well as other legal and policy commitments and organization/business is 

making. How I wish the CCPA started with and was structured by globally recognized 

privacy principles (APEC, OECD, FIPPs). That Privacy Policy may either point to a specific 

subsection within the policy covering the required Notices content, link, list or publish the 

required Notices content. Simplify the Notices content requirement into one for Notices that 

contains all the requirements common to each type of Notice, and then call out the unique 

specifics. A set of model notices would be very helpful here - that could be adapted to an 

appropriate level of detail based on the type of organization size and industry, its 

relationship to consumers and personal information collected, shared and sold. Very simply: 

• Privacy Policy 

o Notices 

• Notice (999.305) 

• Notice (999.306) 
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11 Notice (999.307) 

More sophisticated companies manage and structure their privacy policy(s) as part of a 

larger organizational policy structure (both internal and external), which looks something like 

this: 

• Code of Conduct and Ethics 

o Supplier Code of Conduct 

o Acceptable Use Policy (online code of conduct/social media policy) 

• Company Values 

o Privacy Policy 

11 Privacy Principles 

11 Global statutory and legal requirements 

• CCPA 

11 Privacy Certs and Seals 

• EU-US Privacy Shield 

o Security Policy 

11 Compliance and certifications 

o Human rights commitments or policy 

o Environmental/Sustainability policy 

o EEO/Hiring policy 

• Terms of Service/MSLA 

o Data Protection Agreements (GDPR, BAA, CCPA, etc) 

One other note: the Regulations state that the Privacy Policy (308.a.2.a) and Notices should 

be in "plain, straightforward language and avoid technical or legal jargon". The Regulations 

in their entirety should follow that same principle - regulations don't need to be complex and 

cumbersome to provide effective guidance. Most reading the Regulations won't be legal, 

privacy or policy experts, and so the Regulations should be easily understandable by the 

average person. This will promote compliance. 
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3) Consider reducing friction for consumers making legitimate data deletion and right 

to know requests. Based on 18 months of GDPR experience, our data says 99% of data 

rights request are for deletion only, made via the privacy email box. No one really calls , all 

our support services are provided by 24/7 real-time live chat (we have not had an 800 

number or Toll number, or infrastructure built to support one), and no-one really wants to fill 

out a form. Forms are great for capturing metrics and analytics (something my company 

Looker excels at). My prediction is for many businesses, the majority will receive emails 

requesting deletion. The detailed response (999.312.a.-c, and 999.313.a,.c,.d; 

999.315.a,.d,.f,.g,.h) and verification requirements may be helpful for some companies, but 

practically speaking, it seems unlikely that companies will use differing verification standards 

- and instead set one high standard for response, processing the requests, including 

verification. The requirements as written favor large established organizations with a lot of 

resources and pre-existing infrastructure. Consumers will probably perceive the steps and 

requirements as inhibiting their CCPA rights requests, rather than enabling them. 

Consumers will perceive the form and verification steps as organizations making it hard for 

them, which is not the intent of the CCPA or the proposed Regulations. Let's simplify! 

Please note my written comments will address additional opportunities: 

• The need for positive incentives and accountability frameworks that recognize 

responsible companies striving daily to be compliant and do the right thing, similar to the 

EU-US Privacy Shield , Codes of Conduct described in the GDPR, or security Certifications 

(e.g. IS027xxx), Privacy Seal programs and similar. 

o I direct you here to the important work being done by the Information 

Accountability Foundation - on accountable frameworks for big data ethics, 

including privacy and accountability impact assessment tools that guide 

organization to assess up front data-driven projects and research, and the 

possible impacts and outcomes to all stakeholders, including enforcement. 

o http ://i nformationaccou ntabi I ity. org/big-data-eth ics-i n itiative/ 

o http://informationaccountability.org/wp-content/uploads/lAF-Big-Data-Ethics-lni 

tiative-Part-B. pdf 
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o http://informationaccountability.org/wp-content/uploads/Enforcing-Big-Data-As 

sessment-P recesses. pdf 

• The need for decision tools, templates (e.g. model notices) and checklists to guide 

compliance with the statute and regulations - that are easy to read and understand by the 

average person. Leverage existing excellent resources and best practices from the IAPP, 

FTC, FPF, the former California Office of Privacy Protection , and others; 

• Note that -- in aiming detailed regulations at large technology companies, smaller 

companies in other industries that use those same technologies to run their 

business, with less resources or expertise, may be left confused and uneasy. 

• Prioritized guidance for reasonable security expectations -- especially for small and 

medium businesses. Few are familiar with the CIS20 - much more are familiar with the 

Safeguards Rule, ISO, NIST, or SOC1/2/3 standards. 

• Clarification for cloud-based/828 services, which seem to have been largely 

misunderstood or overlooked in the CCPA context. 

• The need for an authorized state-provided resource for businesses to confirm the 

validity of registered authorized agents (999.301.c, 999.326.a, .b) and recommended 

procedures for validating those who claim Power of Attorney. Without such a service, 

organizations will apparently be obligated to to take a claim of Authorized Agent or Power of 

Attorney at face value or by easily manufactured or spoofed proof - a clear opportunity for 

fraud and scams. Even technical solutions pose a risk as bots or man-in-the middle malware 

could circumvent controls at scale. 

• Clarify the policy and enforcement purposes and intended uses of published 'training 

metrics' (999.317.a,.b, .e) and the 'calculated value of consumer data' (999.337.b), as these 

feel like company confidential trade secret, IP or financial reporting information. I appreciate 

the goal of transparency here, but I have a hard time envisioning any company being 

comfortable publishing either of these. 

• For training, this is something organizations may provide at externally for specific 

request under NOA, for an investigatory action or through confidential feedback to 

Corporate Citizenship NGO reporting. 
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• For the calculated value of consumer data, except for a few large data centric or 

data product companies, few if any would be able to do this any time soon. The rest 

wouldn't know where to start, and would be a financial analysis activity requiring 

executive sponsorship from the CFO and CEO. Most would consider it very 

sensitive confidential company information. While there's a lot of talk about 

"monetizing data" and treating data as an asset, the assumption seems to be that 

companies have dedicated economists or finance analysts to that activity. Data as 

an Asset speaks to security and privacy protection, not monetization activity. 

Monetizing data and the value of a particular data set or project involving dat doesn't 

start with the kind of ROI calculations envisioned in the proposed Regulations -- the 

economic value is more likely an outcome or result rather than a balance sheet 

activity. There's an element of that which goes in annual financial reports to a Board 

of Directors and the SEC, but probably not the way required under the proposed 

Regulations. 

• Without a clear policy or regulatory objective for each of these that makes sense to 

an organization's executive team, expect more push-back and resistance to these. 

Again, thank you for the opportunity to give feedback on the draft proposed regulations. 

Please feel free to contact me for a more detailed discussion of my feedback and 

recommendations. 
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Message 

From: Josh Fisher 
Sent: 12/6/2019 8:31:54 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA Regulations Comment Submission 
Attachments: Association of Global Automakers - Proposed CCPA Regulations Comments.pdf 

Attached are comments from the Association of Global Automakers on the proposed CCPA regulations. Please let us 
know if there are any questions. Thanks. 

Josh Fisher 
Senior Manager, State Government Affairs 
Association of Global Automakers, Inc. (Global Automakers) 
1050 K Street, NW Suite 650 
Washington, DC 20001 
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GlobalAutomakers 

December 6, 2019 

APTIV O Aston Martin ° Bosch O EYTON ° Denso ° Ferrari O Honda 
Hyundai O Isuzu ° Kia O Local Motors O Maserati O McLaren 
Nissan ° NXP O Panasonic O PSA O Sirius XM O Subaru O Suzuki 
Texas Instruments O Toyota 

Submitted Electronically at PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Attorney General Becerra: 

The Association of Global Automakers, Inc. 1 (Global Automakers) appreciates the opportunity to provide 
comments on the proposed regulations of the California Consumer Privacy Act (CCPA), which were 
released by the California Attorney General's Office on October 10, 2019.2 

We commend the Office of the Attorney General (AG) for its broad solicitation of feedback from diverse 
stakeholders and the public through public forums and requests for comments regarding the 
implementation of the proposed regulations. Global Automakers recognizes that privacy is an increasingly 
important value that all industries must recognize. Motor vehicle manufacturers and the general 
automotive-related industry aim to provide consumers with greater control over data and transparency 
with respect to the collection, use, and transfer of data, and to implement technological controls to enhance 
consumer privacy and ensure accountability with regards to privacy and fair practices. 

As the members of the Association of Global Automakers prepare to implement the CCPA, additional clarity 
regarding various provisions of the proposed regulations would help ensure compliance with the law. 
Below we discuss specific provisions of the proposed regulations that require the AG's clarification as they 
are particularly relevant to the members of Global Automakers. 

I. Concerns and Requests for Clarification Unique to the Automotive Industry 

Global Automakers requests clarification of the following issues that uniquely affect motor vehicle 
manufacturers and the automotive industry. 

a) Enable Automakers to Share Personal Information with Third Party Emergency 
Response and Roadside Assistance Providers 

"Sale" is defined under the CCPA as the "selling, renting, releasing, disclosing, disseminating, making 
available, transferring, or otherwise communicating orally, in writing or by electronic or other means" the 

1 The Association of Global Automakers represents international motor vehicle manufacturers, original equipment suppliers, and 
other automotive-related trade associations. Global Automakers works with industry leaders, legislators, regulators, and other 
stakeholders in the United States to create public policies that improve motor vehicle safety, encourage technological innovation, 
and protect our planet. Our goal is to foster an open and competitive automotive marketplace that encourages investment, job 
growth, and development of vehicles that can enhance Americans' quality of life. Our members' share of sales and production in the 
United States is nearly 45 percent and growing. For more information, visit www.globalautomakers.org. 
2 Proposed CCPA Regulations, Cal. Code Regs. tit. 11, §§ 999.300 - 341 (Oct. 10, 2019). 
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GlobalAutomakers 

personal information of a consumer to another business or third party "for monetary or other valuable 
consideration.''3 Without further clarification, the broad scope of "sale" could be interpreted as prohibiting 
automakers from sharing a consumer's personal information with emergency service providers absent 
providing an opt-out. 

Many automakers offer emergency response and roadside assistance services to allow consumers 
to obtain vital, perhaps life-saving, services in the event of an emergency. Some emergency or roadside 
assistance services may be provided by third party for-profit entities that, in addition to providing these 
vital services, also retain and use personal information for their own purposes such as maintaining 
relationships with consumers for additional services. 

Sharing personal information with such entities may be considered a sale under the CCPA to the 
extent they are not acting solely as a service provider. If a consumer requests that an automaker no longer 
sell the consumer's personal information, the CCPA could be interpreted as prohibiting the automaker from 
sharing the consumer's personal information with emergency service providers absent express re
authorization. Requiring a consumer to provide such authorization may delay or prevent the delivery of 
emergency services. 

To facilitate the delivery of emergency response or roadside assistance services subject to a 
consumer request or automated crash notifications, Global Automakers requests that the Attorney General 
adopt regulations authorizing the sharing of personal information with third party providers of such 
services, even if the consumer associated with the vehicle has previously requested the automaker to not 
sell their personal information. 

b) Clarify the "Notice at Collection" Requirements for Automakers 

According to the proposed regulations, businesses must inform consumers of the categories of 
personal information to be collected and the purposes for which the personal information will be used"[ a ]t 
or before the point of personal information collection."4 Businesses that do not collect information directly 
from consumers do not need to provide notice at collection to the consumer, but in order to sell a 
consumer's personal information must either: (i) contact the consumer directly to provide notice that the 
business sells personal information about the consumer and provide the consumer with a notice of right to 
opt-out, or (ii) contact the source of the personal information to confirm that the source provided a notice 
at collection to the consumer and "obtain signed attestations from the source describing how the source 
gave notice at collection" with an example of the notice included. 5 

While we support the proposed guidance on how to provide notice to consumers at collection, we 
request the AG provide additional clarification of the downstream application of these regulations. Global 
Automakers' concern regarding providing notice at the time of collection of personal information arises 
from the unique nature of automakers and other businesses that collect personal information from 

3 Cal. Civ. Code §1798.140(t)(1) (proposed). 
4 Cal. Code Regs. tit. 11 § 999.305(a)(1) (proposed). 
s Cal. Code Regs. tit. 11 § 999.305(d)(2) (proposed). 
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GlobalAutomakers 

connected devices that may have a future change in owner. Automakers will face significant challenges in 
providing such notice to vehicle owners and drivers beyond the initial purchaser of the vehicle. 

When a vehicle is transferred from one owner to another, automakers do not receive notice of the 
transfer for days or months, if ever. During this time the transferred vehicle may continue to transmit 
vehicle health and crash-related information to the automaker, based on permissions granted by the 
original owner. Information collected from the vehicle post-transfer may constitute personal information 
of the new owner as the information may be associated with a Vehicle Identification Number ("VIN"), which 
may be linked to the new owner, in a DMV database, even if the automaker does not have that information. 
Providing notice to vehicle owners and drivers beyond the initial owner of the vehicle is challenging as 
many connected vehicles, particularly used vehicles, are not equipped with displays that can be configured 
to provide notice as required by the proposed regulations at time of collection. Even if they are, the time 
lag in notice of an ownership change fails to provide automobile manufacturers with notice of when to 
trigger refreshed, in-vehicle notice. Owners' manuals are not always transferred to subsequent owners. 

Global Automakers urges the Attorney General to clarify that automakers and other businesses that 
collect personal information from connected devices that may have a change of owners without notice that 
§ 999.305 can be complied with by providing publicly available, online privacy policies that contain the 
required disclosures. 

The proposed regulations also state that businesses may obtain signed attestations from the source 
of the personal information to confirm that notice was provided at the time of collection. Global 
Automakers supports this proposed regulation generally as it reasonably addresses the challenges that 
businesses face when collecting personal information from sources other than directly from the consumer, 
while establishing controls designed to confirm that consumers have received upstream notice of sales of 
personal information and the opportunity to opt-out. 

However, the proposed regulation does not expressly state that businesses need only obtain a 
single attestation from each source describing how notices are provided to consumers, or the frequency 
over which these attestations need be renewed. Sources of personal information and businesses may be 
required to consistently refresh attestations, which would incur storage and transmission costs along with 
administrative burden in keeping track of attestations received and requested. So long as businesses 
receive from sources examples of the notices that consumers actually received, a single attestation would 
reasonably address the proposed regulation's requirements. We further request that the Attorney General 
clarify how often the attestations from sources must be obtained. In many instances, contracting parties 
share a continuous "flow" of personal information after the contract is executed. Clarifying that the 
attestations can be obtained on a one-time basis, annually, or with every set of consumer personal 
information received by the business would provide guidance to businesses on how to comply with the 
CCPA in their contracts. 
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c) The Requirement to Notify Third Parties of Opt-Out Requests Should Reflect Consumer 
Preferences 

The CCPA requires businesses to implement opt-out requests from consumers by ceasing the sale of 
personal information after receiving the request, but does not require businesses to pass these opt-out 
notices along to previous recipients of the requestor's personal information. Put another way, the CCPA 
does not make opt-outs apply retroactively. 6 However, proposed regulation§ 999.3 lS(f) requires 
businesses receiving opt-out requests to identify the third parties to which they sold personal information 
in the 90 days preceding the requests and instruct them to not further sell the information. 

Our concern regarding the notification of third parties is twofold. First, the proposed regulations 
are unclear as to whether the third party is also obligated to continue to pass the opt-out request down the 
chain to others to whom they may have sold data. If interpreted this way, the proposed regulation would 
restrict the flow of data that many businesses rely upon to provide services to consumers and creates 
significant challenges for businesses when clawing back data that has been passed on to third parties. 

A second concern is that requests to third parties may conflict with consumer preferences. While a 
consumer may wish to prohibit a specific business from selling the consumer's personal information going 
forward, a consumer may not intend for their opt-out request to apply to anyone except the business. In 
one example from the automotive industry, a vehicle owner may appreciate, and even benefit from, 
receiving advertising and other communications provided by third parties that are personalized based on 
personal information collected from prior commutes. When the consumer exercises the right to opt-out of 
the sale of personal information from an entity it knows, the consumer may not intend to opt-out of 
services provided by different businesses. 

These concerns are exacerbated by the fact that entities affiliated by name, but not corporate 
ownership, are not allowed to share personal information freely. This challenge is acute in the context of 
the information exchange between automakers and independent auto dealerships that share common 
branding. It is common for automakers and their independent dealers to share vehicle-related information 
to support repair services, discount programs, and other jointly-managed operations that benefit 
consumers. The proposed regulations require the automaker to pass along a consumer opt-out to their 
dealers, if the consumer's personal information was disclosed to the dealer in the previous 90 days.7 
Consumers may not understand that automakers and their independent dealers are not affiliated by 
common ownership. As a result of requiring opt outs to be passed to third parties, consumers may 
unknowingly globally opt-out of the sharing of their information between automobile manufacturers and 
independent dealers that enables them to receive the services they currently utilize. Global Automakers 
requests that the AG clarify that businesses do not need to pass opt-out requests to third parties to avoid 
the aforementioned consequences. 

d) Clarify that Personal Information Associated with Multi-User Devices Should be Treated 
in a Manner Similar to the Proposed Approach for Household Information 

Proposed regulation§ 999.318 provides that if a consumer does not have a password-protected 
account with a business, requests to access personal information may be addressed by providing aggregate 

6 Cal. Civ. Code§ 1798.120(d). 
7 Cal. Code Regs. tit. 11 § 999.315(f) (proposed). 
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information. This proposal addresses concerns that unauthorized persons may obtain information about 
other household members via access requests. The mere fact that a person is associated with a household 
should not result in businesses having to disclose to that person all personal information associated with 
household members. 

Similar concerns arise in the context of multi-user devices ( e.g., shared vehicles). When a user ofa 
multi-user device requests access to personal information, businesses should be permitted to provide 
aggregate information to avoid disclosing personal information to unauthorized individuals. Disclosures of 
specific pieces of personal information associated with the multi-user devices should be required only 
where all users jointly request such access and the business is able to individually verify all requests. 
Similarly, businesses should not be required to delete household or multi-user device information unless 
all household members or device users have issued verified requests to do so. Global Automakers requests 
that the AG clarify that personal information associated with multi-user devices be treated in the same 
manner as household information with regards to access and deletion requests. 

Global Automakers also request that the AG clarify "household" in the definition of "personal 
information." The proposed regulation broadly defines "household" as "a person or group of people 
occupying a single dwelling." 8 It is unclear what is considered a "single dwelling" and whether transitory 
dwellings such as dormitories or rooming houses can be considered a single dwelling with multiple 
occupants. The AG should clarify the definition of a "household" to provide further guidance for businesses. 

e) Clarify that Vehicle Information Collected to Identify Safety and Quality Issues Is Not 
Subject to Requests to Delete 

The CCPA permits a business that receives a verifiable request from a consumer to delete personal 
information to refuse the request if the business maintains the personal information to enable "solely 
internal uses that are reasonably aligned with the expectations of the consumer based on the consumer's 
relationship with the business."9 It is unclear if vehicle information that may be maintained by motor 
vehicle manufacturers for internal safety and quality analysis falls under this exemption. 

It is also unclear if vehicle information collected for these safety and quality purposes falls under 
the exemptions provided for in Assembly Bill 1146 ("AB-1146"). In recognition of the need for additional 
exceptions for businesses who keep consumer information for warranty and safety purposes, the California 
legislature passed AB-1146 on October 11, 2019, which provides that vehicle information or ownership 
information retained or shared between a new motor vehicle dealer and the vehicle's manufacturer is 
exempt from the CCPA's right to opt-out if the information is related to repairs made under warranty or to 
conduct recalls. However, motor vehicle manufacturers routinely retain vehicle information for safety and 
quality analysis purposes that may not lead to a recall. It is unclear if such information falls into the 
exemption provided under AB-1146. 

Information collected from the vehicle may constitute personal information of the vehicle owner as 
the information may be associated with a Vehicle Identification Number ("VIN"). This information gives 
motor vehicle manufacturers the ability to conduct safety and quality analysis that consumers would 

s Cal. Code Regs. tit. 11 § 999.301(h) (proposed). 
9 Cal. Civil Code§ 1798.105(d)(7). 

5 

CCPA_ 45DAY _00657 

Guest
Line

Guest
Line

Guest
FreeText
W91-4cont

Guest
FreeText
W91-6

W91-5



GlobalAutomakers 

expect of vehicle manufacturers. The proposed regulations do not clarify if this information is exempt from 
the right to delete or right to opt-out under the CCP A Global Automakers requests that the AG clarify and 
provide guidance with respect to the required obligations regarding vehicle information. 

f) Clarify that Proprietary Information Relating to Trade Secrets and Intellectual Property 
Rights is Not Subject to Requests to Know 

The proposed regulations reference that a business may deny a consumer's verified request to 
know specific piece of personal information because of conflict with federal or state law but does not clarify 
the CCPA's exceptions relating to trade secrets and intellectual property rights, which may arise from 
common law. 10 Moreover, the CCPA provides that the AG will establish any exceptions necessary to comply 
with state or federal law, including, but not limited to, those relating to trade secrets and intellectual 
property rights. In certain cases, companies may need to disclose personal information to the consumer 
that references such proprietary information. Global Automakers requests that the AG provide guidance 
with respect to the applicability of the exception to respond to trade secret or intellectual property rights. 

II. Provisions that Would Benefit from AG Clarity 

In addition to the items discussed above, Global Automakers would like to highlight several aspects of the 
proposed regulations that would benefit from additional clarity. These issues are not unique to the 
automotive industry. Nevertheless, we believe the experiences of our members are helpful in 
understanding the potential real-world impact of implementing the proposed regulations as written. 

a) Clarify that Precise Geolocation Data is Not Subject to Requests to Know 

The proposed regulations state that a "request to know" is "a consumer request that a business 
disclose personal information that it has about the consumer .... "11 In response to "requests to know," a 
business must not "disclose a consumer's Social Security number, driver's license number or other 
government-issued identification number, financial account number, any health insurance or medical 
identification number, an account password, or security questions and answers."12 Global Automakers 
commends the Attorney General for clarifying the categories of information a business may not disclose as 
disclosure of these specific pieces of information to unauthorized individuals creates significant privacy 
risks for consumers. 

To further protect consumers, we request that the AG clarify that precise geolocation may be 
disclosed by companies pursuant to a "request to know" only if there is a reasonable basis to do so. The 
Federal Trade Commission has recognized that precise geolocation is sensitive information in that it has 
the potential to reveal family, political, religious, and sexual associations.13 Precise geolocation data may 
also be used by abusers to track and harm estranged spouses, domestic partners, or others. For these 
compelling public policy reasons, Global Automakers requests that the AG clarify that companies may 
perform a risk assessment to determine if disclosure of geolocation data may pose a risk to the safety or 
security of a consumer before transmitting this personal information. 

10 Cal. Code. Regs. tit. 11 § 999.313(c)(5). 
11 Cal. Code Regs. tit. 11 § 999.301(n) (proposed). 
12 Cal. Code Regs. tit. 11 § 999.313(c)(4) (proposed). 
13 See FTC, Protecting Consumer Privacy in an Era of Rapid Change 34 n.8 (2012), available at https://bit. ly/1SHOpRB. 
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b) Clarify that Businesses May Comply with Category-Disclosure Requirements by Providing 
General Business Practices and Categories 

Under proposed regulation§ 999.313(c)(9), a business is required to provide an individualized 
response to a consumer's verified request to know categories of personal information, categories of 
sources, and/or categories of third parties. The regulation provides that the individualized response "shall 
not refer the consumer to the businesses' general practices outlined in its privacy policy unless its response 
would be the same for all consumers and the privacy policy discloses all the information that is otherwise 
required to be in a response to a request to know such categories."14 Proposed regulation§ 999.313 ( c )(10) 
further provides that a business shall provide for each identified category of personal information it has 
collected about the consumer: (a) the categories of sources from which the personal information was 
collected; (b) the business or commercial purpose for which it collected the personal information; ( c) the 
categories of third parties to whom the business sold or disclosed the category of personal information for 
a business purpose; and ( d) the business or commercial purpose for which it sold or disclosed the category 
of personal information. is 

Requiring businesses to provide an "individualized response" to each consumer about categories of 
personal information, categories of sources, and categories of third parties creates significant compliance 
challenges. In order to provide such individualized responses, businesses would need to build the technical 
infrastructure required to associate personal information by source, customer, and use(s) in order to 
enable the business to provide responses specific to individual customers. This would prove nearly 
impossible to comply with, as many businesses that do not currently track information in this manner. 
Such efforts may also prove to be unsuccessful considering the challenges of aligning generalized 
categories to what is happening with a specific consumer. 

c) Clarify Scope of User-Enabled Privacy Controls for Opt-Out Requests 

Proposed regulation§ 999.315 ( c) would require user-enabled privacy controls to be treated as opt
out requests by businesses that collect personal information from consumers online. The regulation states 
that browser plugins and privacy settings may serve as such controls, but the regulation does not provide a 
definition of what constitutes "user-enabled privacy controls." A wide range of user-enabled privacy 
controls exist including those developed through industry efforts to those created by consumers, such as 
customized browser add-ons that can send a signal that the consumer interprets as an opt-out Given the 
broad range of potential signals and online collection channels including traditional websites, vehicles, 
wearables, and other connected devices, businesses may not be able to determine whether a signal 
transmitted online constitutes a "user-enabled privacy control." 

To provide clarity to businesses and to provide assurances to consumers that businesses will 
understand opt-out signals, Global Automakers requests that the AG clarify that "user-enabled privacy 
controls" will constitute opt-out requests only if businesses affirmatively claim to respond to the controls 
or if the AG endorses such controls through regulation for specific online collection channels. 

14 Cal. Code Regs. tit. 11 § 999.313(9) (proposed). 
1s Id. 
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d) Clarify the "Reasonable Security Measures" Required in Transmitting Personal 
Information to the Consumer 

The CCPA permits a business that receives a verifiable request from a consumer to access personal 
information to deliver that information to the consumer by mail. 16 The proposed regulations further state 
that businesses must "use reasonable security measures when transmitting personal information to the 
consumer."17 In certain cases companies may need to transmit personal information to the consumer by 
mail, particularly with individuals who do not have electronic accounts with the business. The proposed 
regulations are unclear as to reasonable security measures must be taken within the context of using U.S. 
mail. Global Automakers requests that the AG clarify and provide guidance with respect to the required 
security measures. 

III. Summary 

Global Automakers and our members appreciate the opportunity to comment on the proposed regulations 
of the California Consumer Privacy Act and look forward to continuing to work with the CA AG on these 
issues. 

Please feel free to contact me should you have any questions. 

Sincerely, 

Josh Fisher 

Senior Manager, State Government Affairs 

16 Cal. Civ. Code §1798.lOO(d). 
17 Cal. Code Regs. tit. 11 § 999.313(c)(6) (proposed). 
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Message 

From: Katey M. Herman 
Sent: 12/6/2019 11:39:19 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Jenny J. Rim 
Subject: CCPA Regulations Comments 
Attachments: CCPA Backups Comment (2019-12-06).pdf 

Dear Privacy Regulations Coordinator, 

Attached is a written comment in response to the proposed CCPA regulations, signed by Pharmavite, LLC, Piping Rock 
Health Products, LLC, Astex Pharmaceuticals, Inc., and Avanir Pharmaceuticals, Inc. Thank you. 

Regards, 

Katey Herman 

Katey Herman 
Senior Counsel, Legal Affairs 

Pharmavite LLC 
8531 Fallbrook Ave. 
West Hills, CA 91304 

This email message is for the sole use of the intended recipient(s). If you are not the intended recipient, please 
contact the sender by reply email, delete the original message and any copy of it from your computer system, 
and destroy all printed copies. This email may contain confidential and legally privileged information; to the 
extent it does such information must be treated as confidential. Any unauthorized review, use, disclosure or 
distribution is prohibited. 
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AVAN IR 
pha rm ace uti c a l s 

PHARMAVITE PipingRock· 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Proposed California Consumer Privacy Act Regulations 

Comments of Pharmavite, LLC; Astex Pharmaceuticals, Inc.; Avanir Pharmaceuticals, Inc.; and 

Piping Rock Health Products, LLC 

Our companies understand and respect the importance of consumer privacy, and we support the efforts 
of the California Legislature and Attorney General to codify meaningful protections for California 
residents. We respectfully submit the following comments on the Attorney General's draft regulations. 

Background About Our Companies 

Pharmavite, LLC ("Pharmavite") manufactures and markets Nature Made® dietary supplements. For 
more than 45 years, Pharmavite has made and distributed high quality vitamins, minerals, herbs, and 
other dietary supplements that promote wellness and help maintain good health. Pharmavite, a 
subsidiary of Otsuka America, Inc., is headquartered in West Hills, CA and has manufacturing and 
distribution facilities in San Fernando and Valencia, CA, and in Opelika, AL. 

Piping Rock Health Products, LLC is a vertically integrated company that manufactures and markets 
supplements and essential oils. Backed by a team of experts with over 40 years of experience in the 
industry, Piping Rock is committed to developing and delivering only the highest quality vitamins, herbal 
supplements, ingredient-based topical products and pure plant based essential oils. Piping Rock Health 
Products is headquartered in Ronkonkoma, NY and has manufacturing and distribution facilities across 
New York, Ohio, and California. 

Astex Pharmaceuticals, Inc. ("Astex") was formed through the merger of Astex Therapeutics Limited (UK) 
and SuperGen, Inc. (US) in 2011. The company was subsequently acquired by Otsuka (Japan) in October 
2013. Astex continues to build a rich product portfolio with multiple drugs in clinical development. Our 
corporate mission is to discover and develop novel therapeutics with a primary focus in cancer. 

Avanir Pharmaceuticals, Inc. is a biopharmaceutical company focused on bringing innovative medicines 
to patients with central nervous system disorders of high unmet medical need. As part of our 
commitment, we have extensively invested in our pipeline and are dedicated to advancing medicines 
that can substantially improve the lives of patients and their loved ones. Avanir is headquartered in Aliso 
Viejo, CA and is a subsidiary of Otsuka America, Inc. 

CCPA_45DAY_00662 



The Regulations Should Permit and Encourage Businesses to Frequently Backup Data and Test Disaster 

Recovery Plans. 

We are pleased that the Attorney General's draft regulations acknowledge that deletion requests for 

personal information stored in backup or archival systems raise difficult, unique technical challenges. 

Section 999.313(d)(3) of the draft regulations rightly acknowledges that businesses may have limited 

ability to implement a request for deletion immediately with respect to backups. However, the 

proposed requirement for a business to delete personal information stored in a backup when it is "is 

next accessed or used" is ambiguous, and potentially inconsistent with the state of the art of backup 

management and disaster recovery. 

To more squarely address the technical challenges with accessing specific data stored in backup or 

archival systems, encourage businesses to develop and test disaster recovery plans, and protect 

consumers' interest in having their rights requests honored and data protected, the Attorney General 

should revise the draft regulations to clarify that routine and necessary activities related to maintaining 

viable data backups, such as integrity checking and incident response drills, do not trigger the 

requirement to comply with a deletion request pertaining to backed up or archived personal 

information. While deletion requests should be executed prior to any backed up data being restored and 

used in a production environment, a rule that requires compliance (e.g., deletion) prior to that point 

would discourage businesses from backing up or testing their backups regularly and ultimately harm 

consumers. 

Data Recovery Testing Should Not Trigger Deletion Obligations 

A business should not be able to effectively circumvent a consumer's prior deletion request by restoring 

their personal information from a backup file into a production system. However, "access[] and use[]" 

could each be construed to include other, routine interactions with backups. Large-scale enterprise 

backup systems are designed to store and rapidly recover business applications and data and may not 

provide for the selective deletion of specific data (i.e., at an individual consumer level) within the backup 

set. In fact, many backup systems store backups in snapshot files or data bundles and do not have the 

capability to surgically remove a specific record or information from the backup set itself. To reduce the 

amount of storage used, commercial backup systems often analyze past backups to identify duplicative 

information, creating incremental backups that include only information changed since the previous 

backup. These processes, along with any disaster recovery testing, could be construed as "access" or 

"use," which could effectively destroy the exception-businesses often make incremental backups on at 

least a daily or even hourly basis. 

When personal information is stored in an inactive system, such as a backup or archival system, it poses 

lower risks to consumers-businesses generally do not analyze data in backup systems, use such data 

for marketing, or sell it. Moreover, a regulation that requires businesses to delete personal information 

from archived data anytime it is "accessed" for backup administration purposes only would unfairly 

harm California consumers while seeming to provide little benefit. As discussed above, enterprise-grade 

backup software routinely accesses backed up files for a variety of purposes, all of which are meant to 

ensure that a backup works when needed. 

Consumers Expect Businesses to Maintain Robust Backup and Failover Procedures 

Consumers expect that businesses will maintain their data securely and continue providing services even 

if their data centers are hit by natural disaster or other threats. Consumers are harmed when such 
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businesses cannot access necessary data, and a policy that makes backup and recovery processes more 

difficult, cumbersome, or time-consuming may result in more businesses with recovery plans that do not 

work fully when disaster strikes. Consumers rely on businesses to maintain the integrity of their data for 

a variety of purposes from reordering products to recalls and other safety notifications. Should a 

business be unable to recover its data after an incident, or should there be a delay, consumers relying 

on these alerts and notifications could be harmed. Therefore, the Attorney General should implement 

regulations that encourage businesses to develop robust backup systems. 

A Variety of Legislatures, Regulators, and Law Enforcement Agencies Encourage or Mandate Regular 

Backups and Recovery Testing 

The Attorney General should encourage businesses to engage in best practices with respect to personal 

information entrusted to them by consumers, including data backups. Many businesses are required by 

law or regulation to not only maintain backups, but to test backups on a regular basis. These tests help 

verify that a business can recover from a catastrophic event, whether fire, power outage, earthquake, or 

a cyberattack. When testing backups, we test our ability to access the data and restore it. We do not, 

nor do we have the ability to, modify the backups that we test. Yet, under the proposed rule, such tests 

could trigger an obligation to implement deletion requests within the backup files. 

In addition, governmental authorities and cybersecurity experts increasingly advocate that businesses 

not only backup their data regularly, but test those backups to insure business continuity. One example 

that is increasingly impacting California businesses is ransomware, which costs businesses, consumers, 

and the state significant and increasing amounts of time and money each year. For example, the U.S. 

Department of Justice writes that "[o]rganizations should maintain and regularly test backup plans, 

disaster recovery plans, and business continuity procedures" to mitigate the risk of ransomware. 1 Under 

the draft regulations, following the Department of Justice's advice and testing a business's ability to 

revert from backups could impose significant additional burdens on a business-requiring that it modify 

the backups to remove information consumers have requested to be deleted, even though the test will 

not result in their data being used by the business for any commercial purpose, and even though the 

purpose of the test is to verify the integrity of the original backup-not a modified one. 

1 U.S. Dept. of Justice, RANSOM WARE: What It Is and What To Do About It, https://www.justice.gov/criminal
cci ps/fi le/872 766/ download 
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Recommended Changes 

To confirm that consumers who wish to have their personal information deleted can be sure their 

personal information will not be actively used by a business after they request deletion, and to 

encourage businesses to engage in good data practices such as regular backups with robust, state-of

the-art software, we suggest that the Attorney General revise the draft regulation as follows: 

Section 999.313(d)(3) If a business stores any personal information on archived or backup systems, it 

may comply with the consumer's request to delete, with respect to data stored on the archived or 

backup system by implementing reasonable safeguards and practices to ensure that Personal 

Information subject to a deletion request is not restored to an active system from the archived or 

backup system or otherwise used for any commercial purpose. 

Sincerely, 

/sf D. Jeffery Grimes /sf Jason Olin /sf Paul Bolar /sf Irene Fisher 

D. Jeffery Grimes Jason Olin Paul Bolar Irene Fisher 
Vice President, Corporate Senior Director, Assistant Vice President, General Counsel 
Counsel & Compliance Officer General Counsel Regulatory Affairs Piping Rock Health 
Astex Pharmaceuticals, Inc. Avanir Pharmaceuticals, Inc. Pharmavite, LLC Products, LLC 

December 6, 2019 
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Message 

From: 
Sent: 

To: 

Subject: 

Rustici 
12/6/2019 5:40:13 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CCPA Regulations 
Attachments: CCPA Comments.docx 

For the kind attention of the 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Please find my comments in the attached word document 

Kindest regards, 
Chiara Rustici 

Sent with 
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CCPA 
Regulations: 
Comments by 
Chiara Rustici 
Combined effect of CCPA 1789.115 and CCPA 

1798.140 (t)(2)(D) 11; expanding CCR§ 

999.337 (b): Calculating the Value of 

Consumer Data 

Legal loophole? Perverse market incentives 

The text of the CCPA, Section 9, 1798.140 (t)(2)(D) reads: 

"For purposes of this title, a business does not sell personal 

information when: 

[ ... ] 

The business transfers to a third party the personal information of a 

consumer as an asset that is part of a merger, acquisition, bankruptcy, 

or other transaction in which the third party assumes control of all or 

part of the business, provided that information is used or shared 

consistently with Sections 1798.110 and 1798.115. If a third party 

materially alters how it uses or shares the personal information of a 

consumer in a manner that is materially inconsistent with the 

promises made at the time of collection, it shall provide prior notice of 

the new or changed practice to the consumer. The notice shall be 

sufficiently prominent and robust to ensure that existing consumers 

can easily exercise their choices consistently with Section 1798.120. 

sideba r, text.] 
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This subparagraph does not authorize a business to make material, retroactive privacy policy 

changes or make other changes in their privacy policy in a manner that would violate the Unfair 

and Deceptive Practices Act (Chapter 5 (commencing with Section 17200) of Part 2 of Division 7 

of the Business and Professions Code)." 

When the subparagraph quoted above is read in conjunction with Section 4, 1798.115 (d), 

quoted below, it would prima facie appear that the obligation by a business to inform consumers 

that their information is being sold and inform them that they have a 1789.120 right to opt out 

of that sale is triggered exclusively for those 3rd parties to whom personal information has been 

sold. 

By not amounting to a sale, a merger or acquisition or transfer after bankruptcy, therefore, 

appears to relieve the acquiring business of that obligation: prima facie the resale, by the third 

party, of the consumers' personal information is conditional not upon giving the consumer 

notice of sale and opportunity to exercise their right to opt out of the sale (because obtaining 

personal information through M&A does not count as having acquired it via a sale of personal 

information) but merely upon: 

- using or sharing personal in a manner that is not materially inconsistent with the promises 

made at the time of collection information, and 

- using it or sharing it consistently with 1798.110 and 1798.115. 

In fact, CCPA, Section 4, 1798.115 (d), reads: 

"Sec. 4. Section 1798.115 of the Civil Code, as added by Section 3 of Chapter 55 of the Statutes 

of 2018, is amended to read: 

[... ] 

(d) A third party shall not sell personal information about a consumer that has been sold to the 

third party by a business unless the consumer has received explicit notice and is provided an 

opportunity to exercise the right to opt-out pursuant to Section 1798.120. " 

The perverse market incentives created by a literal reading of the 
CCPA text 

It is politely submitted that perverse market incentives might be prevented by expanding CCR § 

999.337 (b): Calculating the Value of Consumer Data to account for market practices. 

A well-known revenue business model for the start-up ecosystem is to acquire, as fast as 

possible, as many "users" as possible. 
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Once scale has been thus secured, the start-up becomes an attractive acquisition target for 

established businesses precisely because it will allow the buyer to secure ownership and control 

of the "users' personal information" collected by the acquisition target. 

"Users" need not be paying customers: no money needs to change hands to become a "user". 

Start-ups need not demonstrate profitability to become attractive acquisition targets, only 

evidence of "an active user base". 

The value of consumers' information created through the sale of the start-up to the established 

business is left unaccounted for by Section 9, 1798.140 (t)(2)(D) of the CCPA in those cases 

where: 

- the start-up circumvents any CCPA obligations to report the value of consumers' information 

before the sale because it falls outside of the CCPA definition of a covered business in that: 

its annual gross revenues are not in excess of twenty-five million dollars ($25,000,000); 

or the start-up annually buys, receives for the business's commercial purposes, sells, or 

shares for commercial purposes, alone or in combination, the personal information of 

less than 50,000 consumers, households, or devices; 

or the start-up derives less than 50 percent of its annual revenues from selling 

consumers' personal information; 

or the start-up is treating its users not as paying consumers but as "members", as is the 

case for .org not-for-profits; or "readers", as is the case of forums which require 

accounts in order to post comments; or "unique visitors to its website" as is the case of 

online content sites that use tracking technology to uniquely identify their monthly 

active readers or, alternatively 

- the established business and prospective buyer of start-ups circumvents any CCPA obligations 

to report the value of consumers' information after its acquisitions by acquiring exclusively not

for-profit start-ups, i.e., those that do not pursue revenue growth but only scale of users and 

thus fall outside the definition of a CCPA covered business. 

In this latter case, neither acquisition target, not acquirer may ever become "covered 

businesses" for CCPA purposes. 

Conclusion 

The perverse market incentives created by a literal interpretation of the CCPA for both start-ups 

can thus be summarized: 
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1) Collect personal information, and sell the business upon securing your 49,9991 
h 

customer; 
2) Collect personal information, and sell the business before reaching annual revenue of 

$25,000,000 
3) Collect personal information as a .org, not-for-profit association, and sell the business as 

such 
4) Maintain your annual revenues from selling personal information below 50% of your 

total annual revenues until the sale of your business 

The perverse market incentive created by a literal interpretation of the CCPA for established 

businesses on the lookout for acquisition targets can thus be summarized: 

5) Only acquire businesses that are ostensibly not-for-profit to secure large amounts of 

personal information the sale of which consumers cannot opt out of 

If my reading of the CCPA text is correct, M&As and transfers post bankruptcies would amount 

to a form of "laundering" of consumers personal information, lifting any CCPA 1798.120 

obligation from the acquiring business. 

I have reason to believe this is not the intended policy goal of the CCPA and that a tighter 

drafting of the Regulations might assist in preventing this literal reading. 

With kindest regards, 

Chiara Rustici 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Attachments: 

From: 

Wayne Sisk 
12/6/2019 6:44:57 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Compliance 
CCPA rulemking activities - Commentary on the proposed regulations 
CCPA Hearing notes 12-6-2019 .docx 

Wayne Sisk 
Sr. Manager of Security and Compliance and Data Protection Officer 
Celigo Inc. 

See attached if a separate document is desired 

Where is the Button? We NEED the [Do Not sell my Info" graphics!] Another 
round of public comment puts us WAY PAST Jan 1! 

• We are drafting our responses based on the codes as written, and now the 
DRAFT Regulations: 

• When will this be final? And will we be given time after that to comply? - How 
much time? 

Main Topic; 

These regulations as drafted, do not directly define what constitutes A Consumer, or 
what constitutes "personal" information: 

"Typical consumer" means a natural person residing in the United States. - S/B 
California and California Residents 

The reason I believe defining what constitutes "personal information" is the CCPA reg 
only partially define this, and there are other older California privacy PII definitions that 
are more expansive. In addition, I want to primarily focus on separation of 
Personal Information and the information about a Corporate Persona: 

No question that John Doe@Gmail.com., or Yahoo.com, or Hotmail and the like, or any 
other Public Email systems, as well as my Personal Phone number, is definitely part 
of anyone's personal profile and is PII. 

• Email is an endemic part of doing business today worldwide. 

• Is "John Doe, @Corp dot com, a person and my personal info? 
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o NO! It is a Corporate Persona ... 

• A business phone number is also part of my Corporate Persona. - is that "PII? -
NO! 

• The address of my business? No.... 

These should be defined, and excluded, from this whole notion of PII. it's a 
disposable Corporate Persona and IT's NOT ME. - Point in fact: I've had 
dozens of these Corporate Personas. None of them are "ME"; - It is a Corporate 
Persona, and how I communicate with others, strictly in a business activity, both 
internally and externally to the company. 

A good example of this exclusion is in some of Canada's privacy legislation -
they provide an exception for these Corporate Personas! 

For Email it's easy - if it's a Corp Email then its excluded. John 
Doe @SomeCorporation.com is not me! The same name, @Gmail.com, would be 
me... Public Email services... 

Phone Numbers-
The endemic use of personal Cell Phones used for business is tricky, but not 
excessively so - It is a minimal cost to have a second phone number on the same 
device. if someone decides to NOT avail themselves of this, they have abandoned 
the concept of their phone number being "private". 

Moreover, I don't see the issue, since many private phone numbers are still being 
listed publicly, both in paper phone books and online ... This legislation does NOT 
address this at all. .. 

Even having an "unlisted number" is moot as the land line companies have always 
CHARGED to have an unlisted phone number... 

Company address? Moot - for most it is absolutely public information. 

Impacting Business to Business information is a pointless hassle imposed for no 
real gains in privacy at all! In fact, it dilutes the effort to real personal privacy. 

Individual Privacy should be the concern here. Not an essentially faceless 
Corporate Persona. 

New Topic: 
Deleting Information about Employees 

• What about Employees of a business? That information is certainly needed and 
necessary and cannot be reasonably deleted. Updated? Fine, deleted - No, All 
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records of employment must be kept as mandated by other laws... This use of 
personal needs to be explicitly exempted from the regulation. Especially since 
most of the time, this data MUST be retained for 30 years or more post 
retirement... (permanently in the case of anything to do with Haz mat materials 
exposure for instance.) 

Another new Topic - More important: Actual Information Abuses are NOT being 
addressed: 

Companies are now harvesting information from anyone that contacts them, for any 
reason! 

My email gets Spam: 

• Shortly after I contact them as a customer of theirs 

• Or, in the case of my Business Email, and I contact a customer, they 
immediately spam my business Email. Collection of this information is endemic 
and getting worse! 

I'm also getting Spam Email from companies, both as a Corp Persona and as 
a personal PII persona, merely for visiting the website 

• I NEVER accept cookies, so they are collecting my IP address anyway, and cross 
referencing my IP which has been mapped to my email Via Big Data - and 
Voila! Instant Email spam! 

No individual can hope to chase these "Big Data" misuses with any success, and the 
data is being propagated and sold without any permissions asked or received. 

This legislation and regulation, if it is really going to be effective, should be 
addressing those misuses directly; An "Opt Out" button, no matter how 
available, is like holding up a hand to stop a tidal wave. You, as an individual 
are going to be washed away ... 

Cheers! 

Wayne 

Wayne Sisk CISA, CRISC I Sr. Manager, Security and Compliance, Data Protection Officer 

celigo 
0 

OCD @OO 
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From: 

Wayne Sisk 
Sr. Manager of Security and Compliance and Data Protection Officer 
Celigo Inc. 

Where is the Button? We NEED the [Do Not sell my Info" graphics!] 
Another round of public comment puts us WAY PAST Jan 1! 

• We are drafting our responses based on the codes as written, and now 
the DRAFT Regulations: 

• When will this be final? And will we be given time after that to 
comply? - How much time? 

Main Topic; 

These regulations as drafted, do not directly define what constitutes A 
Consumer, or what constitutes "personal" information: 

"Typical consumer" means a natural person residing in the United 
States. - S/B California and California Residents 

The reason I believe defining what constitutes "personal information" is the 
CCPA reg only partially define this, and there are other older California 
privacy PII definitions that are more expansive. In addition, I want to 
primarily focus on separation of Personal Information and the 
information about a Corporate Persona: 

No question that John Doe@Gmail.com., or Yahoo.com, or Hotmail and the 
like, or any other Public Email systems, as well as my Personal Phone 
number, is definitely part of anyone's personal profile and is PII. 

• Email is an endemic part of doing business today worldwide. 
• Is "John Doe, @Corp dot com, a person and my personal info? 

o NO! It is a Corporate Persona ... 
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• A business phone number is also part of my Corporate Persona. - is 
that "PII? - NO! 

• The address of my business? No.... 

These should be defined, and excluded, from this whole notion of PII. it's 
a disposable Corporate Persona and IT's NOT ME. - Point in fact: I've 
had dozens of these Corporate Personas. None of them are "ME"; -
It is a Corporate Persona, and how I communicate with others, strictly in a 
business activity, both internally and externally to the company. 

A good example of this exclusion is in some of Canada's privacy 
legislation - they provide an exception for these Corporate Personas! 

For Email it's easy - if it's a Corp Email then its excluded. John 
Doe @SomeCorporation.com is not me! The same name, @Gmail.com, 
would be me... Public Email services... 

Phone Numbers-
The endemic use of personal Cell Phones used for business is tricky, but not 
excessively so - It is a minimal cost to have a second phone number 
on the same device. if someone decides to NOT avail themselves of this, 
they have abandoned the concept of their phone number being 
"private". 

Moreover, I don't see the issue, since many private phone numbers are still 
being listed publicly, both in paper phone books and online ... This legislation 
does NOT address this at all. .. 

Even having an "unlisted number" is moot as the landline companies 
have always CHARGED to have an unlisted phone number... 

Company address? Moot - for most it is absolutely public information. 

Impacting Business to Business information is a pointless hassle 
imposed for no real gains in privacy at all! In fact, it dilutes the effort to real 
personal privacy. 

Individual Privacy should be the concern here. Not an essentially 
faceless Corporate Persona. 
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New Topic: 
Deleting Information about Employees 

• What about Employees of a business? That information is certainly 
needed and necessary and cannot be 
reasonably deleted. Updated? Fine, deleted - No, All records of 
employment must be kept as mandated by other laws... This use of 
personal needs to be explicitly exempted from the regulation. 
Especially since most of the time, this data MUST be retained for 30 
years or more post retirement... (permanently in the case of anything 
to do with Haz mat materials exposure for instance.) 

Another new Topic - More important: Actual Information Abuses are 
NOT being addressed: 

Companies are now harvesting information from anyone that contacts 
them, for any reason! 

My email gets Spam: 

• Shortly after I contact them as a customer of theirs 
• Or, in the case of my Business Email, and I contact a customer, 

they immediately spam my business Email. Collection of this 
information is endemic and getting worse! 

I'm also getting Spam Email from companies, both as a Corp 
Persona and as a personal PII persona, merely for visiting the 
website 

• I NEVER accept cookies, so they are collecting my IP address 
anyway, and cross referencing my IP which has been mapped to my 
email Via Big Data - and Voila! Instant Email spam! 

No individual can hope to chase these "Big Data" misuses with any 
success, and the data is being propagated and sold without any 
permissions asked or received. 
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This legislation and regulation, if it is really going to be effective, should 
be addressing those misuses directly; An "Opt Out" button, no matter 
how available, is like holding up a hand to stop a tidal wave. You, 
as an individual are going to be washed away ... 
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Message 

From: Brent Blackaby 
Sent: 12/6/2019 9:00:23 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Crid Yu 
Subject: CCPA written comment 
Attachments: 20191206 Confidently CCPA written comment.pdf 

Attached please find a written comment on the proposed CCP A implementation regulations from Brent 
Blackaby and Crid Yu at Confidently.com. 

Pl ease email or call us at 

Thank you, 

Brent Blackaby 
Confidently. com 

with any questions or concerns. 
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Written Comment 
on Proposed CCPA Regulations 

Submitted by: 
Brent Blackaby & Crid Yu 

Confidently. com 

December 6, 2019 

We are submitting this public comment as two California residents who deeply care about our 
own online privacy, as well as co-founders of a new company called Confidently, building 
products and services to help consumers take full advantage of the new privacy rights they've 
been granted here in California. Our aim is for consumers to fully realize their rights to their 
privacy. 

We applaud the California Attorney General's office for putting forth a comprehensive set of 
regulations to guide the implementation of the California Consumer Privacy Act (CCPA). Thanks 
to the CCPA and these regulations, consumers will have powerful new rights to help them 
manage their personal data and enhance their privacy. 

Our own consumer research shows that consumers are very interested to have the ability to 1) 
access their data, 2) delete their data, and 3) instruct companies to not sell their data -- and to 
do all these things not just with a handful of businesses, but with all the businesses who may 
have their data, whether they are customers or not. That's potentially hundreds or thousands of 
businesses. 

We are very optimistic that the legislation address key consumer concerns, but our biggest 
concern is scalability: how consumers can execute all of these access, delete, and do not sell 
requests across their entire digital portfolio of business relationships. 

Based on recent experience from the GDPR in Europe, most of the EU privacy officers we've 
talked to report receiving only a handful of data access requests every week, even while serving 
millions of consumers who report, in survey after survey, that they are very concerned about 
their privacy. We believe this is because the process for consumers to act on their rights is, in 
many respects, too arduous and arcane. In the EU data requests are often done by writing an 
email to a company's Chief Privacy Officer who can then require additional data, clarification, 
etc. The reality is that one would have to really persist, and perhaps have legal counsel, to be 
able to actually complete just one data request. 

This is compounded by the number of requests a consumer has to do to make meaningful 
impact to their privacy. Based on our own research, we estimate that for a typical consumer 
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there are 50 or so businesses who have significant amounts of their data (those places where 
they are actual customers with login accounts), and hundreds if not thousands of businesses 
who have some of their data (most of whom consumers may not even know about). From our 
observation, it is daunting for most consumers to complete even one request -- let alone the 
hundreds or thousands necessary to secure their privacy across every digital relationship. 

The key to success for the CCPA will be both ensuring appropriately rigorous standards for 
verification and authentication and making it easy enough for consumers to participate across 
their entire portfolio of digital relationships. Ultimately the success of the CCPA relies on 
consumers taking up their new privacy rights at scale. To effectively manage their privacy, 
consumers don't want to just act on their rights in one or two places - they want to do it 

everywhere. 

Fortunately, the CCPA has built on the GDPR and addressed some of its shortcomings -
including by defining a global webform requirement for making "do not sell" requests. But Delete 

and Access requests will still be very laborious, even for companies where consumers are not 
customers and do not have accounts. Therefore, our comments largely focus on the question of 
consumer accessibility. 

To that end, we would suggest further clarification of these regulations to make it easier for 
consumers, on their own or through a trusted third-party service that they designate, to submit 
verifiable requests - especially to companies where they are not customers and the standard 
for authentication or verification may not be as high. 

Specifically we recommend: 

VERIFICATION (§999.323, §999.325): Especially with respect to Access or Delete requests 

where a user is not a customer and is just trying to see/delete the marketing prospect data that 
a company has collected on them, we suggest developing a standard set of documentation for 
verifying a request, across all businesses -- for example, a scanned copy of drivers license & 

utility bill, with full name, mailing address, phone, and email address; or even just a device ID, 
for example, in situations when full contact info isn't collected by a business, but a user's digital 
"fingerprint" has been collected.. 

This will make it easier for consumers to Access or Delete their data with multiple businesses in 
a standard, verifiable way -- rather than figuring out the unique requirements of each business. 

Because consumers are not customers, and do not have accounts in these cases, we believe a 
"reasonable degree of certainty" is the appropriate standard as there should usually not be 
sensitive personal information involved for non-customers. 

Additionally, we suggest giving consumers' authorized agents the option to take on more of the 
verification burden themselves, before passing "pre-verified" delete/access requests along to 

businesses, to streamline the authentication process. If agents can be empowered to use a 
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third-party verification service to verify the identity of their customers, and then submit 
pre-verified requests along to businesses, that could reduce the authentication burden for both 
businesses and consumers at scale. 

AGENT AUTHORIZATION (§999.326): We suggest defining a standard, pre-approved 

document or process that will enable agents to present their authorization from an end user, to 
improve confidence from businesses, consumers, and agents that these authorizations are 
valid. Our suggestion would be a standard templatized document, signed by the consumer 
either physically or with a digital signature, authorizing that agent to make Delete, Access, and 
Do Not Sell requests on their behalf. 

In the case of businesses where a consumer is not a customer, this authorization document 
could be sent alongside the standard consumer verification documents (suggested above), to 
facilitate the receipt and processing of valid Access and Delete requests. We do not believe that 
consumers should have to re-verify their identity in those cases. 

PARTIAL DELETE (§999.312(d), §999.313(d)(7)): We suggest clarifying that consumers have 

the right to ask a business to delete some, but not all, of their data, in the very first request (not 

in response to a business' reply to that request as suggested in §999.313(d)(7)). For example, 

we believe consumers should be able to ask to delete some of the most sensitive personal 
information that a business may have collected on them (e.g., Social Security Number, credit 
card number), but keep the rest of their data intact. We suggest there should be a standardized 
format for this request to be performed, so a consumer does not need to figure out how each 
business handles these kinds of partial delete requests differently. 

In addition to the suggested amendments to the regulations we have suggested above, there 
are areas where we seek more clarification: 

DEFINING "USER-ENABLED PRIVACY CONTROLS" (§999.315(c)): Confidently is developing 

a web application to help consumers manage their personal data and privacy at scale. While it 
will not be a browser extension per se, it will be a subscription service where consumers will 
clearly sign up and demonstrate their intent for us to execute dozens of Do Not Sell, Delete, and 
Access requests on their behalf. This will be a technology product, accessed via the internet 
(desktop or mobile device) to act on the consumer's behalf, as if the consumer is making these 
requests directly. So we assume that a product like ours would fit under this definition of 
User-Enabled Privacy Controls, but would appreciate any clarification along these lines. 

DELETING IP ADDRESS OR MOBILE AD ID (§999.323): If a consumer wants to delete their 

IP address, browser cookie, or mobile ad ID - and any associated data collected along with it 
- from a business' database, they may not have any more data other than that particular data 

point to verify that legitimate request. How can a consumer demonstrate the validity of that 
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Access or Delete request without supplementary/corroborating info? In that case, should the 

business assume that it is legitimate unless they can prove otherwise? 

*** 

Thank you very much for drafting these CCPA implementation regulations that will allow 
consumers to better manage their privacy with all of the businesses that have collected their 
data -- and thank you for reviewing this written comment. 
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Message 

From: Jessica Lee 
Sent: 12/7/2019 12:56:01 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: 
Subject: CCPA_ Comments to Proposed Draft Regulations - Submitted by Jessica Lee 

Attachments: AG Comments .pdf 

Attached. 
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December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Dear Attorney General Becerra: 

My name is Jessica Lee. I am a partner at the law firm Loeb & Loeb LLP and the Co-Chair of its 
Privacy, Security & Data Innovations practice group. Our clients include advertisers, agencies, publishers 
and adtech companies. I am writing to provide comments on the California Office of the Attorney 
General's ("OAG") proposed regulations implementing the California Consumer Privacy Act ("CCPA"). I 
am not writing on behalf of any one client, or on behalf of other members of my firm, but in my own 
capacity as legal counsel to a number of organizations who are working diligently to prepare for January 
1st 

Our clients respect the law and the privacy rights of their consumers/users. However, the draft 
regulations, released as companies were in the process of building out their compliance processes, have 
introduced a number of new obligations, which in some cases exceed the scope of the statute. 
Companies are now struggling to understand how and when to implement these new requirements. 
While the OAG has provided some clarity and helpful guidance in some areas, several sections of the 
regulations raise new questions and create implementation challenges that will require time to address. 

To be clear, I offer these comments in an effort to help the OAG create a final set of regulations 
that provide the clarity needed for businesses to implement, and for consumers to receive the full benefit 
of, the protections of the law. 

L Delay the Effective and Enforcement Date of the Regulations until January 1, 2021 

The draft regulations, which I understand are on track to become final in early 2020, impose 
additional obligations on businesses which exceed the scope of the CCPA Obligations to provide notice 
of an opt-out to third parties that have received data in the previous 90 days, to honor browser signals, 
and the significant reporting obligations, as examples, are obligations that are not currently considered in 
the text of the statute. These obligations each require different technical and administrative processes to 
be developed, operationalized, and made auditable to confirm compliance. These are not impossible 
tasks, but they cannot be implemented overnight Companies will not know which of these obligations will 
be included in the final regulations, or whether there will be material updates to these requirements 
following this round of comments. Particularly for mid-size companies who have limited resources and 
staff to devote to this process, the decision of whether and when to implement these regulations is a 
difficult one. When these regulations become final, companies may have as little as 4 months (if that) to 
implement changes to a process that they have been developing for over a year. If we look to the EU as 
an example, companies were given two years to comply with its requirements. Delaying the enforcement 
of these regulations for six months should not be an unreasonable request While we appreciate that the 
OAG has expressed an intent to avoid "gotcha" cases and to work with companies who are using good 
faith efforts to work towards compliance, ifthe regulations become effective before companies have a 
reasonable time to address them, companies will face significant risk from the plaintiffs bar, which is 
eagerly awaiting the effective date of the CCPA and the regulations to bring their own "gotcha" claims. I 
testified in front of the Senate Judiciary Committee in March of this year about the steps companies took 
to comply with the GDPR and the steps that will be needed to comply with the CCPA.1 As I stated then, 
these laws require significant shifts in how companies organize, store, and manage their data. I am not 
arguing against all of these requirements; but I think it's important to understand the real work that 
companies have to do in order to comply with them. 

IL Streamline the Notice Requirements to Avoid Notice Fatigue and Ensure Helpful 
Information is Provided to Consumers. 

1 https://sd 19.senate.ca.gov/news/2019-03-04-sen-jackson-convene-hearing-data-privacy 
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Article 2 of the draft regulations has created some confusion regarding the notices a company is 
expected to provide the consumer. Section 999.305 refers to a "notice at collection", Section 999.306 
refers to the "notice of an opt-out of sale of personal information," and Section 999.308 refers to a 
"privacy policy," which must be posted online using the word "privacy." As written, the draft regulations 
suggest that a company that "sells" personal information may have at least three notices on its website - a 
notice of collection, a privacy policy, and a do not sell link. If a company offers financial incentives, or uses 
the DAAAdChoices icon for interest-based advertising, that number rises to 5 links. That is between 3 
and 5 separate notices consumers will be required to navigate to get information about how their 
information is used and to exercise their rights. 

As written, Article 2 is at risk of creating consumer notice fatigue. At minimum, I recommend 
clarifying that the notice required in Section 999.305 can be provided in the privacy policy referenced in 
section 999.308, rather than requiring a separate link. A link labeled "Your Privacy Rights," which takes 
the consumer to a page that contains the privacy policy with easy navigation at the top of the page to the 
information required in Section 999.305 would satisfy the apparent objectives of the OAG. 

Ill. Reconsider the Scope of the Financial Incentive Disclosures 

I am concerned about the requirements of Section 999.307(b)(5)(a), which include the obligation 
to provide a good faith estimate of the value of the consumer's data that forms the basis for incentive and 
the description of the method used to calculate the value of the consumer's data. This requirement raises 
a number of concerns. It is difficult for most companies to calculate on an individual user basis the value 
of one consumer's data In many cases, an individual's data is worth pennies to a company; instead, it is 
the value of having data from many consumers that is valuable (a car company doesn't want to sell one 
car, they want to sell millions of cars). The numbers, even if they could be provided, may not align with the 
incentive, which would be designed in encourage large numbers of individuals to participate, not just one. 
The likelihood of the average consumer understanding - or taking the time to dive into - the specific 
details of the business of on line advertising seem slim. A business could outline the various models -
whether the are paid based on impressions, or conversions, or some other metric, - but if the goal is to 
provide consumers with meaningful information, this doesn't seem like the best path. 

I am also concerned about the language of Section 999.307(b)(5)(b), which require a business to 
disclose the method used to calculate that value. This information is proprietary to each company and is 
less likely to be used by consumers than it is by businesses looking to gain insights for negotiation tactics 
and a competitive business advantage. 

I understand the desire to help the consumer make an educated decision about whether the 
incentive is worthwhile; however, the suggested disclosures will likely create more confusion and may act 
as a disincentive to companies who are concerned that can't provide a valuation for data at an individual 
level or that are concerned about the risks that this information will be misused by competitors. 

Instead, consider revising 999.307(b)(5) to read: An explanation of why the financial or price or 
service difference is permitted under the CCPA, including: (a) for differences in price or service, a 
meaningful description of why the business cannot provide the same price or level of service without 
access to the consumer's personal information; and (b) for financial incentives, a meaningful description 
of how the business benefits from its ability to collect, use or sell the consumer's personal information and 
how it determined that the financial incentive offered was a suitable exchange. 

IV. Remove the Requirement for a Business to Treat an Unverified Request as an Opt-Out of 
Sale 

Section 999.313(d)(1) requires businesses who cannot verify the consumer's identity to treat a 
request to delete information as a request to opt-out of a sale of that information. There are a few 
concerns with this. First, it violates the consumer's choice. To the extent that a business "sells" 
information, a consumer that chooses to opt-out of that sale, can use the business' do not sell link. 
Forcing businesses to treat an inability to verify a deletion request as a de facto opt-out request overlooks 
the fact that if the consumer would like to opt-out of a sale, that choice is already available to them. If a 
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V 

consumer did not choose to opt-out of sale, he or she should not be forced to do so. Where consumers 
are benefiting from a financial incentive or access to certain prices or services because they have not 
opted-out of sale, the request to delete all or a portion of their personal information would result in them 
losing out on these benefits. 

Second, a business that does not have the information required to facilitate a deletion request 
(Le. does not have the information required to identify the consumer with any reasonable degree of 
certainty), may similarly not have the information required to facilitate the opt-out request. 

I am asking the OA to delete the last sentence of Section 999.313(d)(1 ). 

Remove the Requirement for Businesses to Respond to Browser Signals Until a Uniform 
Standard and Protocol is in Place 

Section 999.31 S(c) introduces a new requirement in the CCPA- to treat browser-based signals as 
an opt-out Currently, there is one industry developed standard for browser based signals developed by 
the W3C, as well as various browser-based controls. Mandating that businesses treat all of these signals 
as a blanket opt-out of sale is a requirement that is not reflected in the text of the CCPA and which also 
introduces the possibility of "signal mayhem" that takes choice away from consumers (who may have 
default browser settings that don't reflect their intentions), and puts it in the hands of other entities who 
may create default browser settings designed to increase the browser's position and control of data to the 
detriment of the other businesses in the on line advertising ecosystem. In addition, there is no clarity as to 
how a browser signal would interact with a consumer who has opted-in for a financial incentive, or who 
desires to make a more granular selection regarding their opt-out rights. 

I suggest deleting this requirement until there is clear guidance on how browser signals should be 
selected by companies and read by businesses. The new CCPA ballot initiative proposes browser-based 
opt-outs and would become effective in 2021. Consider using the time between now and then to more 
fully develop guidelines around the use of browser-based privacy controls, rather than introducing it now 
when it may create more mayhem than consumer choice. 

In closing, I would like to emphasize that businesses are spending a lot of time and money to 
prepare and adapt to these new regulations. For many, despite their efforts, there are still more questions 
than answers. In some cases, the technology required just doesn't exist or is still being developed. Data
driven advertising allows many of our clients to provide content to consumers for free. This ad-supported 
internet model is not perfect, but it is the means through many, particularly those without the financial 
resources to pay for content, can access the Internet. Consumers should be given an opportunity to 
understand this dynamic and make meaningful choices about how they interact online. I think my 
suggestion will help push us in that direction. 

I look forward working with the OAG and I hope the office will be amenable to helping companies 
work through these challenges, rather than punishing good faith efforts to comply. I appreciate the 
opportunity to provide these comments. Please contact me with any questions. 

Best. 

Jessica B. Lee 
Co-Chair, Privacy, Security & Data Innovations 
Loeb & Loeb LLP 
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Message 

From: Elizabeth Bojorquez 
Sent: 12/6/2019 10:23:20 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Jacqueline Kinney 
Subject: CCTA Comments on CCPA Regulations 
Attachments: CCTA Comments to AG on CCPA 12-6-19 FINAL.pdf 

Good Afternoon, 

The California Cable and Telecommunications Association submits the attached comments regarding the 
proposed regulations for the California Consumer Privacy Act. 

Thank you, 

Elizabeth Bojorquez 
California Cable & Telecommunications Association 
1001 K Street, 2nd Floor 
Sacramento CA 95814 
(916) 446-7732 (office) 
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Carolyn McIntyre 
President 

1001 K STREET, 2ND FLOOR 

SACRAMENTO, CA 95814 

California Cable & 
Telec:omm unk.ations 

Associat ion 

December 6, 2019 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 300 S. Spring St. 
Los Angeles, CA 90013 

Submitted via electronic mail to privacyregulations@doj.ca.gov 

RE: California Consumer Privacy Act Proposed Regulations 

The California Cable and Telecommunications Association ("CCTA") submits 
these comments pursuant to the Notice of Proposed Action ("NOPA") published 
October 11, 2019, by the Attorney General ("AG") to implement the California 
Consumer Privacy Act ("CCP A"). 1 

CCTA is a trade association of member companies that provide video, voice, and 
Internet service to millions of customers across California. At the outset, CCTA 
emphasizes that our member companies are committed to protecting customer privacy and 
currently operate subject to a variety of existing federal and state privacy laws and 
regulations. Some CCTA members also are subject to the European Union's General Data 
Protection Regulation ("GDPR"). CCTA has been actively engaged in legislative activity 
related to the CCPA, participated in the AG' s pre-rulemaking public hearings in January 
and February, and filed preliminary comments with the AG on March 8, 2019. CCTA's 
goal has been, and continues to be, working with policy makers and learning from our cable 
industry customers to ensure that the CCPA is workable and will effectively improve 
privacy protections. 

CCTA' s comments include Section I, an overview of legislative direction in the 
Administrative Procedure Act and CCPA to adopt regulations with the goal of minimizing 
burden on business; Section II, recommended revisions to proposed regulations that are 
CCTA priorities; and Section III, a review of shortcomings with the AG' s reasons for its 
proposals and with the cost analysis, along with an explanation of how CCTA's 
recommended revisions address these shortcomings. 

1 The AG' s NOP A and all related CCP A rule making information is at https://oag.ca. gov /privacy/ccpa. 
1 
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I. CCPA and Administrative Procedure Act Require that AG Regulations Be within 
the Scope of and Consistent with the CCP A, Necessary to Effectuate the CCPA 
Purposes, and l\ilinimize Burdens on Business. 

CCTA's comments and recommended revisions to the AG's proposed regulations are 
based on key provisions of the Administrative Procedure Act ("APA")2 that govern the scope of 
agency rulemaking authority and standards for determining whether regulations are legally 
valid. These include the following provisions of the Government Code: 

Section 11342. l ... Each regulation adopted, to be effective, shall be within the scope 
of authority conferred and in accordance with standards prescribed by other provisions 
of law. 

Section 11342.2 Whenever by the express or implied terms of any statute a state agency 
has authority to adopt regulations to implement, interpret, make specific or otherwise 
carry out the provisions of the statute, no regulation adopted is valid or effective unless 
consistent and not in conflict with the statute and reasonably necessary to effectuate 
the purpose o(the statute. ( emphasis added) 

The CCP A expressly directs the AG to adopt regulations to implement the CCP A, 
including regulations that the AG is required to adopt to address issues enumerated in Civil Code 
Section3 l 798.185(a), and any "additional regulations as necessary to further the purposes" of 
the CCP A, as provided in Section l 798. l 85(b ). Thus, under both the AP A and the CCPA, it is 
necessary to consider the purposes of the CCP A, as reflected in the statutory language and 
legislative history. As a starting point, the legislative findings adopted with enactment of AB 375 
highlight the Legislature's specific concern with consumer harm caused by large data mining 
firms. 4 These findings describe the consumer harms that the CCP A is intended to prevent as 
follows: 

The unauthorized disclosure of personal information and the loss of privacy can 
have devastating effects for individuals, ranging from financial fraud, identity theft, 
and unnecessary costs to personal time and finances, to destruction of property, 
harassment, reputational damage, emotional stress, and even potential physical 
harm. 5 

The CCP A reflects legislative intent to prevent these potential consumer harms in two ways: 
by (1) granting consumers rights to understand and manage the personal information a business 
collects, sells, uses or discloses, and (2) ensuring that the process for consumers to exercise these 
rights does not create additional privacy risks. To ensure that additional privacy risks do not arise 
from consumers exercising their rights, the Legislature directed the AG to specify requirements for 
a business to verify any consumer request to access, delete, sell, or disclose personal information. 
Furthering the legislative intent to prevent consumer harm must be a touchstone for each regulation 
the AG adopts. 

2 Government Code Sections 11340 to 11361. 
3 All further section references are to the Civil Code, unless othenvise specified. 
4 AB 375 (Chau 2018), Ch. 55, Stats. 2018, Sec. 2(g). 
5 Id., at Sec. 2(f). 
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The APA further requires an agency to state, in an Initial Statement of Reasons ("ISOR") 
and final statement of reasons, why each proposed regulation is reasonably necessary to address a 
specific problem posed by the authorizing statute. 6 The public benefits of the regulation, and 
alternatives that may be less burdensome and equally effective in achieving the purpose, must be 
considered.7 In addition, the rulemaking agency is required to consider potential adverse 
economic impact of each regulation on California businesses and individuals, with the goal of 
"avoiding the imposition of unnecessary or unreasonable regulations or reporting, 
recordkeeping, or compliance requirements."8 

In addition to the legislative purpose and general AP A requirements, specific directives 
in the CCPA are highly relevant to determining what AG regulations should be adopted to 
implement, interpret, or otherwise carry out the provisions of the CCP A For example, the 
CCPA provides that it is intended to supplement existing federal and state law and that it should 
be harmonized with other laws when possible, while also acknowledging that federal law may 
preempt or create conflicts with the CCPA.9 Other provisions emphasize ensuring that the rights 
afforded to one consumer do not result in harm to another. Section 1798.145G) provides that the 
rights afforded to consumers and the obligations imposed on businesses by the CCPA "shall not 
adversely affect the rights and freedoms of other consumers." Section l 798.145(k) similarly 
provides that these CCPA rights and obligations shall not apply to the extent that they infringe 
on noncommercial free speech activities protected by the California Constitution. 

Moreover, despite the CCP A's affirmative grant of rights to consumers and imposition of 
obligations on businesses, Section 1798.145 contains a long list specifying what these obligations 
shall not do and to which they shall not apply. These include, for example, not restricting a 
business's ability to comply with federal, state, or local laws, and not restricting a business's 
ability to collect, use, retain, sell, or disclose consumer information that is deidentified or 
aggregated. 10 The CCPA also expressly directs the AG to give consideration to "obstacles to 
implementation" and "the goal of minimizing the administrative burden on consumers" and "the 
burden on business." 11 

The Legislature acknowledged the potential overwhelming burden on businesses of 
operationalizing the CCPA by providing for flexibility given the "complexity and number" of 
consumer requests and in the event of a business receiving "requests from a consumer [that] are 
manifestly unfounded or excessive." 12 The Legislature's recognition of the complexity of the 
CCPA and uncertainty about precisely what conduct the CCPA actually requires also is evident in 
Section 1798.155, which authorizes any business or third party to seek guidance from the AG on 
how to comply with the CCP A 

6 Government Code Section 11346.2(b)(l). 
7 Id. 
8 Government Code Section l 1346.3(a) (emphasis added). 
9 See Section 1798.196 (the CCPA "is intended to supplement federal and state law, if permissible, but shall not 
apply if such application is preempted by, or in conflict with, federal law or the United States or California 
Constitution"); and Section 1798.175 (the CCPA "is intended to further the constitutional right of privacy and to 
supplement existing laws relating to consumers' personal infonnation ... [ and] should be construed to harmonize" 
with other privacy laws). 
10 Section 1798.145(a). 
11 Section 1798.185(a)(]), (2) and (7). 
12 Section 1798.145(g)(3). 
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Thus, CCTA' s comments urge the AG to consider all of these provisions that require it to 
balance the goal of protecting consumers' privacy with minimizing the imposition on business of 
implementation obstacles, new cost or other burdens, and uncertainty, as well as the APA' s 
general requirement that agency regulations be "reasonable." 13 Only such a balanced approach 
can faithfully achieve the CCPA's purposes consistent with the APA and other applicable 
requirements noted above. 

n. Recommended Revisions to Proposed Regulations 

A. Request to Delete: Proposed regulation 999.313(d)(l)'s requirement that a business 
convert an unverified request to delete into an opt-out request needs revision to 
ensure consistency with CCPA's protection of consumer choice and the statutory 
scheme requiring a business to act on a consumer request only after verification. 

The AG's proposed regulation 999.313(d)(l) relating to consumer requests to delete 
personal information provides as follows: 

"( d) Responding to Requests to Delete 
(1) For requests to delete, if a business cannot verify the identity of the requestor pursuant 
to the regulations set forth in Article 4, the business may deny the request to delete. The 
business shall inform the requestor that their identity cannot be verified and shall instead 
treat the request as a request to opt-out o(sale." (emphasis added) 

CCTA supports two aspects of this proposed regulation - the authorization of a business to deny a 
consumer's request to delete if the requester cannot be verified, and the requirement that the 
business inform requesters that their identity cannot be verified. These provisions appropriately 
implement the CCP A's strict requirements for verification of consumer requests and are consistent 
with the overall statutory purpose of enabling consumers to control their personal data. However, 
CCTA objects to the requirement in proposed regulation 999.313(d)(l) that a business must treat 
any unverified request to delete as a request to opt out of sale, the latter of which is a wholly 
distinct right already afforded to consumers under the CCP A 

While the CCPA grants consumers separate rights (1) to request deletion of their personal 
information and (2) to opt out of the sale of their personal information, the plain language of the 
CCPA does not require a business to convert an unverified request to delete into an opt-out of sale 
request. Nor does the ISOR cite any statutory basis for this requirement. The ISOR in support of 
999.313(d)(l) provides as follows: 

"Subdivision (d) addresses how businesses are to respond to requests to delete personal 
information. Subdivision (d)(l) provides that a business that cannot verify the identity of 
the consumer may deny the request to delete. It further requires the business to inform the 
requestor that their identity cannot be verified and treat the request as a request to opt-out, 
pursuant to Civil Code, section 1798.120, subdivision (a). This subdivision is necessary to 
instruct businesses on what they should do when they cannot verify the identity ofthe 

13 See Government Code Sections 11342.2 and l1346.3(a). 
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consumer. It addresses concerns raised by the public during the Attorney General's 
preliminary rulemaking activities. In using the word "may," it gives the business discretion 
to grant or deny the request. Requiring the business to inform consumers that their identity 
cannot be verified gives consumers greater transparency into the business's process for 
handling their request and provides them with a potential basis for future communication 
with the business regarding the denial. The subdivision also benefits consumers by 
requiring the business to view the request in a way that can best accommodate the 
consumer's intent to delete the information. When deletion is not possible, requiring a 
business to treat the request as a request to opt-out of the sale of their personal information 
benefits the consumer by at least preventing the further proliferation of the consumer's 
personal information in the marketplace." 14 

The ISOR asserts that a requirement to convert an unverified request to delete into an opt
out request is necessary to "instruct businesses on what they should do when they cannot verify the 
identity of the consumer." But this falls far short of establishing that this conversion requirement 
is necessary to effectuate the statutory purpose of the CCP A, which is what the AP A requires. In 
fact, the CCPA already directs a business what to do, and this proposed regulation is squarely 
inconsistent with the CCPA on this count. Section l 798.140(y) expressly provides that "[a] 
business is not obligated to" comply with a consumer request "if the business cannot verify" "that 
the consumer making the request is the consumer about whom the business has collected 
information or is a person authorized by the consumer to act on such consumer's behalf." If a 
business has been unable after diligent effort to verify the identity of an individual making a 
deletion request, that business has no basis for assuming that same individual is who he says he is 
for purposes of applying an opt-out of sale. In fact, the CCPA text quoted above directs businesses 
to presume the exact opposite. Proposed regulation 999.313(d)(l) is thus inconsistent with both 
the plain language of the CCPA and proposed regulation 399.3 IS(h), which recognizes the 
potential for fraud and associated consumer harms with acting on unverified requests to opt out. 15 

But even assuming arguendo that the requesting individual is who he says he is, the 
proposed regulation still makes an invalid assumption - namely, that a consumer who seeks to 
delete personal information and is denied would want to opt out of all sale of his personal 
information instead. That is surely not the intent of every consumer who submits a request to 
delete. 16 If it were, the statute would have included this default to an opt-out of sale in cases of 
unverified deletion requests, or perhaps even mandated that all ver?fied requests for deletion also 
be treated as requests to opt out of sale, based on a similar assumption that any consumer who asks 
for his data to be deleted must also want to opt out of the sale of his data. The CCP A does neither. 
Instead, the CCPA maintains deletion requests and opt-out requests as distinct rights for the 
consumer to pursue separately if and as he wishes. In this case, if the actual consumer already 
opted out of the sale of his personal information, then the last part of proposed regulation 
999.313(d)(l) is not needed, and if the consumer has not opted out of sale, the rule would be 
mandating the execution of a choice for him that the consumer has indicated he does not want. In 
either case, the assumption underlying proposed regulation 999.313(d) is unfounded and 
inconsistent with the statutory requirement that these rights must be pursued independently by the 

14 ISOR at 19 to 20 (emphasis added). 
15 ISOR at 25 to 26. 
16 Accordingly, the JSOR also is wrong in claiming that this subdivision benefits consumers because not all consumers 
want a request to delete treated as a request to opt out. 
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consumer himself. 

The statutory requirement in Section l 798.135(a)(5) that a request to opt out of sale must 
remain in effect for 12 months also mitigates against the proposed regulation's assumption of 
consumer intent. The effect of a consumer's decision to opt out continues for 12 months and can 
be reversed only by another affirmative action by the consumer. This 12-month duration of the 
opt-out decision makes it especially inappropriate that the decision be made for a consumer based 
on an unsupported assumption by a government agency. 17 

Finally, proposed regulation 999.313(d)(l) is also unreasonable because, if a business 
cannot verify the consumer making the request to delete, that lack of verification almost certainly 
would significantly impede the ability of a business to accurately associate the consumer with 
information in its system in order to treat the request as a request to opt out. 18 

Thus, CCTA recommends that 999.313(d)(l) be revised as follows: 

"( d) Responding to Requests to Delete 
(1) For requests to delete, if a business cannot verify the identity of the requestor pursuant 
to the regulations set forth in Article 4, the business may-shall deny the request to delete. 
The business shall inform the requestor that their identity cannot be verified and shall 
instead treat the request as a request to opt out of sale." 

B. Do Not Sell Global Opt-Out of Sale: Proposed regulation 999.315 needs revision 
because a global opt-out is not required by the CCPA, is unreasonable given that 
compliance is not technically feasible, and imposes unworkable obligations on 
business without furthering the purposes of the CCP A. 

CCTA appreciates that proposed regulation 999 .3 l 5(b) recognizes that flexibility is needed 
for offering methods for submitting requests to opt out of sale given the wide range of business 
practices and relationships with consumers. However, CCTA objects to the requirement for a 
"global option to opt-out of the sale of all personal information" as referenced in subdivision ( d) of 
999 .315. Such a global opt-out is not required by the CCP A and in many cases is not technically 
feasible for companies that engage in varying types of "sales" across different online or offline 
channels. 

For example, subdivision (c) of proposed regulation 999.315 requires that "[i]f a business 
collects personal information from consumers online, the business shall treat user-enabled privacy 
controls, such as a browser plugin or privacy setting or other mechanism, that communicate or 
signal the consumer's choice to opt-out of the sale of their personal information as a valid [opt-out] 

17 See also ISOR at 26 (discussing proposed regulation 999.316). 
18 The proposed regulation is also flawed in that it says the business "may" deny the request to delete if it is unverified. 
That conclusion should not be discretionary and is contrary to the actual text of the CCP A; rather, given that Section 
1798. lOS(c) and l 798.140(y) impose a strict requirement to verify a requestor's identity before a request to delete is 
processed, in cases where such identity cannot be verified, the business should be precluded from deleting the personal 
information at issue. Accordingly, in order to be consistent with the CCP A, the regulation should instead state that the 
business "shall" (not "may") deny the request in such cases. 
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request .... " However, while a business may follow opt-out cookies on browsers and other such 
user-enabled signals for opt-out, and while such opt-outs may prevent future sales of a consumer's 
personal information through that online channel, the business very well may not even know that 
the consumer exercised the opt-out, the identity of the consumer, or have any way of contacting 
him, as this is a browser-based control that may not be tied to any personally identifying 
information. As a result, the business would be unable to implement an opt-out for the sale of the 
consumer's other personal information across other channels. To attempt to do so would actually 
mean that businesses would be forced to collect more personal information from a consumer (e.g., 
their name, address, or email address) before the initial opt-out in order for a broader opt-out to be 
executed. That would create a worse consumer experience and be contrary to key goals of the 
CCP A. 19 Proposed regulation 999 .315( c) seems to acknowledge this reality when it says that the 
browser-based opt-out shall be deemed an acceptable method of opt-out pursuant to Civil Code 
section 1798.120 "for that browser or device, or, if known, for the consumer." (emphasis added) 
Given that, in many cases, the identity of the consumer would not be known, the global opt-out 
requirement of proposed regulation 999 .315( d) is unworkable and should be revised. 

Another example reinforces this conclusion. In cases where a consumer provides his email 
address or other identifying information, the business will opt the consumer out of the sale of his 
personal information for most channels, but as there is no technical way for the business to use that 
email address or other such contact information to effectuate an opt-out of the "sale" of that 
consumer's personal information in the online context - i.e., by changing a setting in a cookie or 
otherwise triggering an opt-out switch on a DAA or other opt-out flag - that means that the 
business would not be able to opt the consumer out of certain online sales of personal information. 

As a final example focused solely on online opt-outs, a website may have both Google 
Analytics and Adobe Analytics/Omniture cookies and those companies can use the information 
collected from the cookies to create their own analytics reports. While both Google and Adobe 
offer their own opt-outs that consumers can execute, and while the website operator in this 
example can aggregate and present these various opt-out options to consumers on a landing page, 
the website operator cannot technically trigger the Adobe opt-out if a consumer executes the 
Google opt-out or vice versa, nor can it combine the opt-outs collected by those two companies 
with other opt-outs the business does control or with other cookie opt-outs. 

For these reasons, CCTA recommends the following changes to subdivision (d) of 
proposed regulation 999 .315( d) to make it consistent with the CCP A and to reflect how opt-outs 
technically and actually work in the marketplace: 

"( d) In responding to a request to opt out, a business may present the consumer with the 
choice to opt-out of sales of certain categories of personal information as long as a global 
option to opt-out of the sale of all personal information is more prominently presented than 
the other choices; provided, however, that the business must implement a requested global 
opt-out of the sale of the consumer's personal information across different channels only to 
the extent that such opt-outs (1) are user-enabled as opposed to default settings by a 
browser or other technology; (2) are technically feasible using readily available, 

19 It also would be contrary to other proposed AG regulations, notably the determination that verification is not 
required for a business to implement opt-out requests due to the "importance of a minimally burdensome verification 
procedure to foster the use of privacy services that empower consumers." ISOR at 25 (discussing subdivision (h) of 
proposed regulation 999.315). 
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commercially reasonable methods; and (3) may be implemented by the business without 
having to collect additional personal information from the consumer." 

C. Service Provider Sale Exemption: Proposed regulation 999.314(c) needs revision to 
be consistent with the CCPA definitions of "service provider," "sale," and "business 
purpose." 

Proposed regulation 999.314(c) provides as follows: 

"( c) A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider for the 
purpose of providing services to another person or entity. A service provider may, 
however, combine personal information received from one or more entities to which it is a 
service provider, on behalf of such businesses, to the extent necessary to detect data 
security incidents, or protect against fraudulent or illegal activity." 

CCTA' s concern with this proposed regulation is that it contravenes the CCP A in several 
ways by severely reducing the scope of responsibilities and functionalities that may be undertaken 
and performed by service providers under the plain language of the CCP A The problem relates 
mostly to the second sentence of this proposed regulation, which seeks to impose significant 
restrictions on a service provider's use of data even if such uses would be well within the business 
purposes for which the business contracts with that service provider. Specifically, this proposed 
regulation allows a service provider to combine personal information received from one or more 
entities to which it is a service provider, on behalf of such businesses, only "to the extent necessary 
to detect data security incidents, protect against fraudulent or illegal activity." That significant 
limitation is squarely at odds with the CCPA for at least three reasons - namely, it conflicts with 
the CCP A's definitions of "service provider," "sale," and "business purpose." 

First, the CCPA defines service provider as follows: 

"Service provider" means a sole proprietorship, partnership, limited liability company, 
corporation, association, or other legal entity that is organized or operated for the profit or 
financial benefit of its shareholders or other owners, that processes information on behalf 
of a business and to which the business discloses a consumer's personal information for a 
business purpose pursuant to a written contract, provided that the contract prohibits the 
entity receiving the information from retaining, using, or disclosing the personal 
information for any purpose other than for the specific purpose ofperforming the services 
specified in the contract for the business, or as otherwise permitted by this title, including 
retaining, using, or disclosing the personal information for a commercial purpose other than 
providing the services specified in the contract with the business.20 

The highlighted language above makes clear that a business may hire a service provider 
and share personal information with that service provider which it may then use for: (1) "a 
business purpose pursuant to a written contract," and (2) "the specific purpose of performing the 
services specified in the contract for the business." These clear statutory provisions and 

20 Section 1798.140(v) (emphases added). 
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authorizations would allow a service provider hired by both Business A and Business B to 
combine personal information that the service provider receives from these businesses, so long as 
such combination is done to perform the business purposes and provide the services specified in 
the contracts with Business A and Business B. This may, in fact, be precisely what a business 
hires a service provider to do for it. For example, Business A may want a service provider to 
receive Business A's data about its customers and combine it with data the service provider has 
about consumers from other businesses, so that Business A can learn about trends in the 
marketplace, consumers' use of various products and services, what consumers are interested in, 
etc. In this role, the service provider is not disclosing the personal information of any particular 
consumer or business to another business; rather, it is using all of that information internally to 
perform analytics and then report back to Business A regarding aggregate trends and information 
that will assist the business to improve its products and services and to better serve its customers 
and consumers more generally. This is commonplace usage of service providers across various 
industries that the CCPA authorizes and that therefore must be permitted by the AG' s regulations, 
especially since it is beneficial to consumers and businesses without reducing privacy protections. 

By contrast, proposed regulation 999.314(c) would limit all service providers to combine 
such data solely "to the extent necessary to detect data security incidents, protect against fraudulent 
or illegal activity." That severe limitation is nowhere authorized by the CCPA and in fact is 
contradictory to it in that it dramatically reduces the functions that the statute authorizes service 
providers to perform for businesses, thereby substantially impairing the ability of businesses to 
improve their products and services, which will only harm consumers. 

Second, the proposed regulation is inconsistent with the CCPA' s definition of "sale." 
Specifically, the CCPA expressly states that it is not a sale triggering the law's opt-out requirement 
if: 

"(C) The business uses or shares with a service provider personal information of a 
consumer that is necessary to perform a business purpose if both of the following 
conditions are met: 

(i) The business has provided notice that information being used or shared in 
its terms and conditions consistent with Section 1798. 135. 

(ii) The service provider does not further collect, sell, or use the personal 
information of the consumer except as necessary to perform the business 
purpose.21 

The emphasized language makes clear that a service provider can use internally or even sell a 
consumer's personal information that it receives from a business so long as it is "necessary to 
perform the business purpose" for which the business hired the service provider. Given this 
express statutory authorization to use or even further sell a consumer's personal information, 
proposed regulation 999.314(c) cannot limit a service provider's internal use and combination of a 
consumer's personal information as long as such use/combination is "necessary to perform the 
business purpose" specified in the written contract between the business and the service provider. 

Third, the proposed regulation limiting the combination of personal information for only 
detection of security incidents, fraud, or illegal activity is inconsistent with the CCP A's definition 
of business purpose, which provides as follows: 

21 Section 1798. l 40(t)(2)(C) ( emphasis added). 
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( d) "Business purpose" means the use of personal information for the business's or a 
service provider's operational purposes, or other notified purposes, provided that the use of 
personal information shall be reasonably necessary and proportionate to achieve the 
operational purpose for which the personal information was collected or processed or for 
another operational purpose that is compatible with the context in which the personal 
information was collected. Business purposes are: 

(1) Auditing related to a current interaction with the consumer and concurrent 
transactions, including, but not limited to, counting ad impressions to unique 
visitors, verifying positioning and quality of ad impressions, and auditing 
compliance with this specification and other standards. 
(2) Detecting security incidents, protecting against malicious, deceptive, fraudulent, 
or illegal activity, and prosecuting those responsible for that activity. 
(3) Debugging to identify and repair errors that impair existing intended 
functionality. 
(4) Short-term, transient use, provided the personal information that is not disclosed 
to another third party and is not used to build a profile about a consumer or 
otherwise alter an individual consumer's experience outside the current interaction, 
including, but not limited to, the contextual customization of ads shown as part of 
the same interaction. 
(5) Performing services on behalf of the business or service provider, including 
maintaining or servicing accounts, providing customer service, processing or 
fulfilling orders and transactions, verifying customer information, processing 
payments, providing financing, providing advertising or marketing services, 
providing analytic services, or providing similar services on behalf of the business 
or service provider. 
(6) Undertaking internal research for technological development and demonstration. 
(7) Undertaking activities to verify or maintain the quality or safety of a service or 
device that is owned, manufactured, manufactured for, or controlled by the 
business, and to improve, upgrade, or enhance the service or device that is owned, 
manufactured, manufactured for, or controlled by the business. 22 

In contrast to this broad statutory definition of "business purpose," proposed regulation 999 .314( c) 
allows for the combination of data by the service provider only for a very narrow set of purposes -
namely, to "detect data security incidents, protect against fraudulent or illegal activity." But that 
narrow set of purposes ignores a number of other activities and functions that are permitted by the 
CCPA definition of business purpose, including "internal research for technological development 
and demonstration," a very common practice that inures to the benefit of service providers, the 
businesses for which they provide services, and the consumers who ultimately get to use the 
resulting innovative products and services. The proposed regulation and the ISOR overlook the 
fact that the business purpose definition includes specific references to "or other notified purposes" 
and to "another operational purpose that is compatible with the context in which the personal 
information was collected"; these are significant provisions that must be given meaning in the 
AG's regulations. Failure to include a reference to the full range of business purposes that the 
statute allows service providers to perform for businesses would again be inconsistent with the 
CCP A and harm consumers. 

22 Section 1798.140(d). 
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CCTA would have no objection if the regulation sought to clarify that a service provider 
may not use personal information from Business A to combine it with data from Business B unless 
such combination is consistent with the business purposes for which Business A hired the service 
provider. But that is not what the proposed regulation says, and it therefore needs revision to make 
it consistent with the CCPA and to avoid constrictions on service provider activity that both protect 
consumer privacy and foster greater improvements in products and services that benefit 
consumers. 

Thus, to ensure consistency with the CCP A and for the other reasons set forth above, 23 

CCTA recommends revising proposed regulation 999.314(c) as follows: 

"( c) A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider for the 
purpose of providing services to another person or entity. A service provider may, 
however, combine personal information received from one or more entities to which it is a 
service provider, on behalf of such businesses, to the extent necessary to perform the 
business purposes specified in the written contracts with such business detect data security 
incidents, or protect against fraudulent or illegal activity." 

D. Do Not Sell 90-Day Look-Back: Proposed regulation 999.315(0 needs revision 
because it exceeds the scope of the CCPA, is not necessary to effectuate the purpose of 
the CCPA, and imposes unreasonable and burdensome requirements on business with 
little if any additional privacy benefit for consumers. 

The CCPA expressly provides that a business shall not sell the personal information of a 
consumer who has directed the business to not sell that information. As part of proposed 
regulation 999 .315 to implement the CCP A's do not sell requirements, subdivision (f) provides as 
follows: 

"(f) A business shall notify all third parties to whom it has sold the personal information of 
the consumer within 90 days prior to the business's receipt of the consumer's request that 
the consumer has exercised their right to opt-out and instruct them not to further sell the 
information. The business shall notify the consumer when this has been completed." 

This proposed regulation exceeds the scope of the CCP A because it is not required in the text of 
the CCPA, and the ISOR does not cite to any provision of the CCPA that directly requires 
subdivision (f). The ISOR asserts that proposed regulation 999.315(±) is "necessary" to further the 
purposes of the CCP A and that the burden on business with these requirements is outweighed by 
the benefit of giving consumers "greater transparency" as to which business holds their 
information.24 The ISOR is incorrect on both counts. First, 999.315 is not necessary because the 
CCPA already contains a provision to address the transparency issue raised by this proposed 
regulation: Section l 798. l 15(d) states that "[a] third party shall not sell personal information 

23 CCT A's recommended revision deletes the last phrase of subdivision ( c) because it is redundant given that the 
CCP A definition of "business purpose" includes " [ d] etecting security incidents, protecting against malicious, 
deceptive, fraudulent, or illegal activity" (Section 1798.140( d)). 
24 ISOR at 24. 

11 

CCPA_ 45DAY _00699 

Guest
Line

Guest
Line

Guest
FreeText
W97-4cont

Guest
FreeText
W97-5



about a consumer that has been sold to the third party by a business unless the consumer has 
received explicit notice and is provided an opportunity to exercise the right to opt-out pursuant 
to Section 1798.120."25 In other words, the statute already addresses the core concern that the 
ISOR claims it needs a new rule to address, namely that "consumers may not know the identity of 
the companies to whom businesses have sold their information in order to make an independent 
request."26 Given this requirement in the CCPA, the consumers need not know all the third parties 
that receive their personal information from a business with whom the consumer has a relationship 
because (1) the consumer may opt out of the sale of any of his personal information by the 
business, and (2) Section 1798.1 lS(d) requires any third party to provide notice and an opt-out 
choice to that same consumer before it may further sell any personal information of that consumer 
that the third party received from the business. 

Second, the ISOR is incorrect that the burdens on business imposed by this proposed 
regulation are outweighed by the assertedly new transparency. For the reasons discussed above, 
the proposed regulation does not add any new transparency rights to consumers. As a result, the 
proposed regulation merely creates an additional burden on businesses without a corresponding 
consumer benefit. Moreover, the burdens associated with attempting to implement the 
requirements of this proposal would be enormous. Businesses would have to create entirely new 
operations for tracking and notifying third parties to whom they provide personal information 
within a particular timeframe and for specific consumers, as well as new mechanisms for 
contacting and notifying consumers to let them know when such third-party notifications have 
been completed. These are not simple processes; they are quite intricate, complex, and costly 
especially given the substantial volume of consumer transactions that businesses handle. The 
conclusions in the ISOR are broad and general and do not even acknowledge any of these specific 
business burdens or the practical difficulties of complying with subdivision (f). This lack of 
discussion of these burden and cost issues by the ISOR ignores the CCP A's clear direction that the 
AG consider "obstacles to implementation" and the goal of minimizing "the burden on business."27 

Thus, CCTA recommends that proposed regulation 999.315 be revised by striking 
subdivision (f): 

"(f) A business shall notify all third parties to whom it has sold the personal information of 
the consumer within 90 days prior to the business's receipt of the consumer's request that 
the consumer has exercised their right to opt out and instruct them not to further sell the 
information. The business shall notify the consumer when this has been completed." 

E. Customer Notice and Privacy Policy: Proposed regulations 999.305 and 999.308 need 
revision to eliminate duplicative notice requirements that exceed the scope of the 
CCPA, do not effectuate the statutory purpose of ensuring consumers understand 
their rights, and imposes unreasonable burdens on business and frustrating new 
online "speed bumps" for consumers. 

The ISOR states that the AG is seeking to provide business with flexibility in providing 

25 Section 1798.llS(d) (emphasis added). 
26 ISOR at 25. 
27 Section 1798.185(a)(l), (2), and (7). See also Government Code Sections 11346.2(b)(l) and 11346.3(a). 
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consumer notices in order to "best facilitate the comprehension of these notices."28 Regarding the 
proposed regulations on consumer notice, the ISOR states: 

"The regulation places the onus on the business to determine the best way to communicate 
the required information and provides them with the flexibility to craft the notices in a way 
that the consumer understands them."29 

While appreciating this intent, respectfully, that is not what the proposed regulation would achieve. 
As written, proposed regulation 999.305 mandates a complex and highly detailed "Notice at 
Collection" that is largely duplicative of information that proposed regulation 999.308 requires be 
included in a "Privacy Policy." Express terms of the CCPA do not authorize, let alone require, 
such duplicative notice to consumers, nor is such duplication necessary to effectuate the purpose of 
the CCP A; and indeed it contravenes the goals of minimizing burdens on business and consumers. 

The CCPA' s requirement for notice related to collection is in Section 1798.1 OO(b ), which 
provides as follows: 

"(b) A business that collects a consumer's personal information shall, at or before the point 
of collection, inform consumers as to the categories of personal information to be collected 
and the purposes for which the categories of personal information shall be used. A 
business shall not collect additional categories of personal information or use personal 
information collected for additional purposes without providing the consumer with notice 
consistent with this section." (emphasis added) 

This plain language is clear that the CCPA does not require a notice precisely at the point of 
collection, but instead provides the option of providing the required notice "at or before" 
collection. 

Section l 798.185(a)(6) requires the AG to adopt regulations to ensure that notices required 
by the CCPA are understandable and accessible: 

"(6) Establishing rules, procedures, and any exceptions necessary to ensure that the notices 
and information that businesses are required to provide pursuant to this title are provided 
in a manner that may be easily understood by the average consumer, are accessible to 
consumers with disabilities, and are available in the language primarily used to interact 
with the consumer, including establishing rules and guidelines regarding financial incentive 
offerings, within one year of passage of this title and as needed thereafter." ( emphasis 
added) 

Significantly, the CCPA does not require a business to have a privacy policy, and, in fact, 
expressly acknowledges that not every business may have a privacy policy. Section 
l 798.130(a)(5) provides: 

"l 798.130(a) In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115, 
and 1798.125, a business shall, in a form that is reasonably accessible to consumers: 

28 ISOR at 43. 
29 ISOR at 43. 
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** 
(5) Disclose the following information in its online privacy policy or policies i(the 
business has an online privacy policy or policies and in any California-specific description 
of consumers' privacy rights, or i{the business does not maintain those policies, on its 
Internet Web site, and update that information at least once every 12 months .... 
(emphasis added) 

Similarly, Section l 798.135(a) requires information on do not sell links and related information in 
"[i]ts online privacy policy or policies if the business has an online privacy policy or policies." 
( emphasis added) 

Read together, the plain language of the CCP A is clear that the legislative mandate to 
provide notice "at or before" the point of collection of personal information could be met through a 
single privacy policy. If a business has a privacy policy that is accessible to a consumer "at or 
before" collection, nothing in the plain language of the CCPA requires a separate notice in addition 
to that privacy policy. Similarly, any business that does not have a formal "privacy policy" could 
meet the Section 1798. l OO(b) mandate for notice "at or before" collection with the information 
specified in proposed regulation 999.305. In this instance, the lack of a duplicative privacy policy 
would not be a violation of the CCPA because there is no statutory mandate to have a privacy 
policy. (Proposed regulation 999.308 also does not directly require a privacy policy, but requires 
information that should be in a privacy policy.)30 

The Legislature could have, if it had wanted to, expressly required both notice "at or 
before" collection and in a privacy policy, but it did not do so. And the regulations the Legislature 
directed the AG to adopt in this area are carefully limited to regulations that "ensure that the 
notices and information that businesses are required to provide pursuant to this title are provided 
in a manner that may be easily understood by the average consumer." (emphasis added) The 
CCPA grant of authority to the AG to draft regulations thus expressly limits the AG and does not 
authorize the AG to create a requirement for additional notices to consumers. Proposed 
regulations 999.305 and 999.308 are therefore beyond the scope of the A G's authority, and it is 
unlawful for the AG to enlarge the scope of the CCP A in this respect through regulation. 

Nor is it necessary (or helpful to consumers) that the proposed regulations require detailed 
notice both at collection and in a privacy policy in order to effectuate the purpose of the CCP A 
To the contrary, regulations that result in businesses bombarding consumers with excessive 
information is inconsistent with the CCPA' s overarching statutory purpose of ensuring consumers 
have knowledge to choose how to manage their own personal information. It is well documented 
that consumers view the type of extra notices that would be required by proposed regulations 
999.305 and 999.308 as confusing and annoying speed bumps that they must click through to get 
to the online content they desire. 

For example, studies of the GDPR experience show that such repetitive privacy notices 
only compound consumer frustration no matter how well-intended notice requirements may be. 
Pop-up privacy notices have become omnipresent online after the implementation of the GDPR,31 

30 In the NOP A, the AG incorrectly refers to a privacy policy as "required" by the CCP A (NOP A at 8). 
31 A 2019 research paper by Gemian and U.S. academics found that 62. 1 % of the 6.759 websites they studied now 
display cookie consent notices. a 16% increase from January 2018. (Degeling, Martin, Christine Utz, et al. "We Value 
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but consumers do not find them helpful, if they read them at all. As one report stated, "GDPR is 
perhaps best known as a bothersome series of rapid-fire pop-up privacy notices," which are 
creating "consent fatigue;" overall, consumers "have become blind to an avalanche of privacy pop
up notices."32 Another report concluded: 

"[A]ll the GDPR has done is made people constantly need to click on annoying privacy and 
cookie notices that they don't read and don't find useful at all."33 

Consumers also cite economic impacts from burdensome privacy notices that make websites 
inaccessible. As one analyst stated: 

"The reality is that many people, in order to save time, simply click "OK" on the never
ending stream of pop-ups and most everyone I spoke to confess that they just move on 
when unable to access the desired website."34 

This loss of access can make or break a small business or a start-up. As reported by Forbes, 
Internet users who shared their experiences with the GDPR complained about frustration in being 
unable to access sites essential to their business: 

"[A business owner] relates how she can no longer read sites she uses to build up her 
business in the food industry, 'I have to move quickly to learn about how to make my 
startup work in a competitive market. When you figure in all the clicking through for every 
single web site, that adds up to time. And what do they say? Time is money. "'35 

Put more bluntly by another analyst: 

"[A]ll we have is a massive law that has harmed startups, entrenched big companies, failed 
to protect privacy and just served to annoy most users."36 

Consumer confusion, annoyance, and frustration in California would likely be even greater 
than with the GDPR because the AG' s proposed regulations would mandate that these extra 
notices contain a significant amount of detailed information that would make the new Internet 
"speed bumps" even larger and more aggravating than anything consumers have experienced to 
date. In fact, at the AG's public hearing on the CCPA in Sacramento on December 2, 2019, one 
person testified that, in light of all the CCP A mandated information consumers will be receiving, 
he is offering a new subscription service through a website called confidently.com for consumers 

Your Privacy ... Now Take Some Cookies: Measuring the GDPR 's Impact on Web Privacy" (2019) at 
https://www .ndss-symposium.org/wp-content/uploads/20l9/02/ndss2019 04B -2 Degeling paper.pelf. 
32 "Europe's sweeping privacy rule was supposed to change the internet, but so far it's mostly created frustration for 
users, companies, and regulators," CNBC News (May 5, 2019) at 
https://www .cnbc.com/2019/05/04/ gdpr-has-fmstrated-users-and-regulators.html 
33 "One Year Into the GDPR: Can We Declare It A Total Failure Yet?" (May 24, 2019) TechDirt at 
https://www .techdirt.com/articles/20190521/17 42584225 5/one-year-into-gdpr-can-we-declare-it-total-failure -yet. shtml 
34 Id. 
35 "How Tech Culture Has Changed Since the GDPR," (May 5, 2019) Forbes at 
https ://www .forbes.com/sites/julianvigo/2019 /0 5 /0 5 /how-tech-culture-has-changed-since-the-gdpr/#3 9b 3 7 2 Oa7 9b0 
36 "One Year Into the GDPR: Can We Declare It A Total Failure Yet?" (May 24, 2019) TechDirt at 
https://www .techdirt.com/articles/201905 21/17 42584225 5/one-year-into-gdpr-can-we-declare-it-total-failure-yet. shtml 
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to get outside help to manage their online privacy.37 

Finally, proposed regulations 999.305 and 999.308 run counter to the express terms of the 
AP A and CCP A directing the AG to minimize burdens on business and consider obstacles to 
implementation.38 The proposed duplicative notice requirements also are at odds with the NOPA, 
in which the AG seeks alternative regulations to lessen burden on business, specifically asking for 
"[c]onsolidation or simplification" of compliance requirements. 39 Moreover, the ISOR discussion 
of customer notice alternatives that the AG considered and rejected relate only to the manner of 
presentation and plain language of customer notices: 

"Alternatives: The Attorney General considered and rejected a more prescriptive approach 
in the format and method by which businesses provide consumers the notices required by 
the CCPA, including the privacy policy. 
Reasoning: Studies have found that the manner of presentation and the use of plain 
language techniques heavily influence the effectiveness of privacy notices in achieving 
consumer comprehension. (See Schaub; Center for Plain Language.) Given the wide range 
of businesses subject to the CCP A, businesses will be providing notices to consumer in a 
variety of contexts, both online and offline. The Attorney General reasoned that prescribing 
the manner and format in which businesses provide notices to consumers may not best 
facilitate the comprehension of these notices. Thus, the regulations on notice take a 
performance-based approach, calling for the notices to be designed and presented in a way 
that makes them easy to read and understandable by consumers, with some specific 
requirements drawn from the studies to further those ends. The regulation places the onus 
on the business to determine the best way to communicate the required information and 
provides them with the flexibility to craft the notices in a way that the consumer 
understands them."40 

Nothing in this excerpt or other portions of the ISOR reflect that the AG considered the 
alternative of meeting notice requirements solely through a company's privacy policy, which the 
CCPA clearly contemplates. The record from pre-rulemaking activities includes such 
recommendations to the AG, but the ISOR does not discuss them. 41 As noted above, the ISOR 
does state the AG' s intent to ensure consumers understand their rights under the CCP A, but then 
only focuses on format and presentation of the notice to achieve this goal. 

In short, proposed regulations 999.305 and 999.308 are neither authorized by the CCPA 
nor justified by the ISOR, nor would they help serve consumers. Rather, they are ultra vires rules 
that would lead to consumer confusion and frustration due to excessive, annoying pop-up notices 
all saying the same thing yet deterring users from quickly accessing the online and other content 
that they are most interested in viewing. Thus, CCTA recommends that these proposed regulations 
be deleted. In the alternative, the AG could replace these two provisions with a single simple 
regulation that faithfully implements the statutory mandate under l 798.185(a)(6), such as the 

37 See https://www.confidently.com/ and https ://act.confidently.com/delete-digital-footprint. 
38 Government Code Sections 11346.2(b)(l) and 11346.3(a); and Section 1798.185(a)(l), (2), and (7). 
39 NOP A at 11. 
40 ISOR at 42 to 43. 
41 See, for example, pre-rulemaking comments filed with the AG by Interactive Advertising Bureau (at 464), 
Entertainment Association (at 745), and CCTA (at 503) among the compiled comments at 
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-public-comments.pdf. 
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following: 

999.305 All of the notices and information that businesses are required to provide pursuant 
to the California Consumer Privacy Act shall be provided in a manner that may be easily 
understood by the average consumer, are accessible to consumers with disabilities, and are 
available in the language primarily used to interact with the consumer. 

F. Verification - Degree of Certainty: Proposed regulation 999.325 needs revision to 
provide clarity and be consistent with the CCPA framework that includes both 
regulations and separate agency guidance. 

Article 4 of the proposed regulations includes "General Rules for Verification" (999.323), 
and additional rules for requests from consumers with password-protected accounts (999.324), 
non-account holders (999.325), and authorized agents (999.326). For non-account holders, 
proposed regulation 999.325 includes in subdivision (a) a requirement to comply with the general 
verification rules in 999.323. It also requires a business to comply with subdivisions (b) through 
(e), which the ISOR describes as providing "guidance" and illustrative examples of options for 
verification. 42 

Proposed regulation 999.325 provides as follows: 

"§ 999.325. Verification for Non-Accountholders 
(a) If a consumer does not have or cannot access a password-protected account with the 
business, the business shall comply with subsections (b) through (g) of this section, in 
addition to section 999.323. 

(b) A business's compliance with a request to know categories of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonable degree of certainty. A reasonable degree of certainty may include matching 
at least two data points provided by the consumer with data points maintained by the 
business, which the business has determined to be reliable for the purpose of verifying the 
consumer. 

( c) A business's compliance with a request to know specific pieces of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonably high degree of certainty, which is a higher bar for verification. A reasonably 
high degree of certainty may include matching at least three pieces of personal 
information provided by the consumer with personal information maintained by the 
business that it has determined to be reliable for the purpose of verifying the consumer 
together with a signed declaration under penalty of perjury that the requestor is the 
consumer whose personal information is the subject of the request. Businesses shall 
maintain all signed declarations as part of their record-keeping obligations. 

( d) A business's compliance with a request to delete may require that the business verify 
the identity of the consumer to a reasonable degree or a reasonably high degree of 

42 ISOR at 31. 
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certainty depending on the sensitivity of the personal information and the risk of harm to 
the consumer posed by unauthorized deletion. For example, the deletion of family 
photographs and documents may require a reasonably high degree of certainty, while the 
deletion of browsing history may require a reasonable degree of certainty. A business 
shall act in good faith when determining the appropriate standard to apply when verifying 
the consumer in accordance with the regulations set forth in Article 4. 

(e) Illustrative scenarios follow: 
(1) If a business maintains personal information in a manner associated with a named 
actual person, the business may verify the consumer by requiring the consumer to provide 
evidence that matches the personal information maintained by the business. For example, 
if the business maintains the consumer's name and credit card number, the business may 
require the consumer to provide the credit card's security code and identifying a recent 
purchase made with the credit card to verify their identity to reasonable degree of 
certainty. 

(2) If a business maintains personal information in a manner that is not associated with a 
named actual person, the business may verify the consumer by requiring the consumer to 
demonstrate that they are the sole consumer associated with the non-name identifying 
information. This may require the business to conduct a fact-based verification process 
that considers the factors set forth in section 999.323(b)(3). 

(f) If there is no reasonable method by which a business can verify the identity of the 
consumer to the degree of certainty required by this section, the business shall state so 
in response to any request and, if this is the case for all consumers whose personal 
information the business holds, in the business's privacy policy. The business shall also 
explain why it has no reasonable method by which it can verify the identity of the 
requestor. The business shall evaluate on a yearly basis whether such a method can be 
established and shall document its evaluation." (emphasis added) 

CCTA objects to subdivisions (b) through (e) for several reasons. First, the provisions 
adopt a complex new construct to measure the "degree of certainty" applicable to different 
consumer requests. The provisions require verification to either a "reasonable degree of certainty" 
or a "reasonably high degree of certainty" with permissible options for achieving the applicable 
degree of certainty. This "degree of certainty" requirement is not based in the text of the CCPA 
and is not necessary to effectuate the purpose of that statute. The general verification requirements 
in proposed Article 4, combined with the clear statutory prohibition against a business acting on a 
consumer request unless verified, are sufficient to further the purposes of the CCP A 

Second, rather than advance clarity, the "degree of certainty" construct is highly subjective 
and would require businesses to add a complex and confusing new layer to the verification 
protocols they are currently implementing. The proposed regulation identifies factual scenarios 
that "may" require a specified degree of certainty, and then lists possible options that "may" meet 
that degree of certainty. Rather than a safe-harbor approach, the proposed regulation does not even 
specify a method of verification that will ensure compliance. 

As the ISOR states, subdivisions (b) through ( e) are primarily aimed at providing guidance. 
The illustrative examples could become quickly obsolete and may not be instructive by the time 

18 

CCPA_45DAY_00706 

Guest
Line

Guest
FreeText
W97-7cont



regulations are finalized. However, if adopted as regulations, these provisions will have the force 
of law, and thereby create confusion with compliance and enforcement until modified by another 
lengthy rulemaking process. 43 Significantly, the CCPA provides for the AG to provide "guidance 
on how to comply with the provisions of [the CCPA ]" separate from formal regulations. 44 It 
would be more consistent with the statute and the framework the Legislature established to provide 
the fact-specific guidance intended by subdivisions (b) through ( e) in a different format such as 
non-binding guidance memos or workshops. 

Accordingly, CCTA recommends revising proposed regulation 999.325 as follows: 

(a) If a consumer does not have or cannot access a password-protected account with the 
business, the business shall, in good faith, seek to verify any request in compliance 
comply with subsections (b) through (g) of this section, in addition to section 999.323. 

(b) The Attorney General shall periodically issue non-binding guidance and best practice 
examples of verification procedures and processes that businesses may use to handle, 
assess, attempt to verify, and respond to requests from consumers with password-protected 
accounts (999.324), non-account holders (999.325), and authorized agents (999.326). 

'-A business' s compliance with a request to know categories of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonable degree of certainty. A reasonable degree of certainty may include matching at 
least two data points provided by the consumer with data points maintained by the 
business, which the business has determined to be reliable for the purpose of verifying the 
consumer. 
(c) A business's compliance with a request to know specific pieces of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonably high degree of certainty, which is a higher bar for verification. A reasonably 
high degree of certainty may include matching at least three pieces of personal information 
provided by the consumer with personal information maintained by the business that it has 
determined to be reliable for the purpose of verifying the consumer together with a signed 
declaration under penalty of perjury that the requester is the consumer whose personal 
information is the subject of the request. Businesses shall maintain all signed declarations 
as part of their record keeping obligations. 
(d) A business' s compliance with a request to delete may require that the business verify 
the identity of the consumer to a reasonable degree or a reasonably high degree of certainty 
depending on the sensitivity of the personal information and the risk of harm to the 
consumer posed by unauthorized deletion. For fficample, the deletion of family 
photographs and documents may require a reasonably high degree of certainty, while the 
deletion of browsing history may require a reasonable degree of certainty. A business shall 
act in good faith when determining the appropriate standard to apply when verifying the 
consumer in accordance with the regulations set forth in Article 4. 
(e) Illustrative scenarios follow: 
(1) If a business maintains personal information in a manner associated with a named 
actual person, the business may verify the consumer by requiring the consumer to provide 

43 Government Code Section 811.6 (state regulation adopted under AP A has the "force oflaw.") 
44 Section l 798.155(a). 
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evidence that matches the personal information maintained by the business. For example, 
if the business maintains the consumer's name and credit card number, the business may 
require the consumer to provide the credit card's security code and identifying a recent 
purchase made with the credit card to verify their identity to reasonable degree of certainty. 
(2) If a business maintains personal information in a manner that is not associated with a 
named actual person, the business may verify the consumer by requiring the consumer to 
demonstrate that they are the sole consumer associated with the non name identifying 
information. This may require the business to conduct a fact based verification process 
that considers the factors set forth in section 999.323(b)(3). 
(f) If there is no reasonable method by which a business can verify the identity of the 
consumer to the degree of certainty required by this section, the business shall state so in 
response to any request and, if this is the case for all consumers whose personal 
information the business holds, in the business' s privacy policy. The business shall also 
explain why it has no reasonable method by which it can verify the identity of the 
requester. The business shall evaluate on a yearly basis whether such a method can be 
established and shall document its evaluation. 

G. Recording Keeping Requirements: Proposed regulation 999.317 needs revision to 
ensure clarity for compliance and to be consistent with the CCPA authorizing 
consumers to make requests through a variety of technologies. 

Proposed regulation 999.317 specifies training and record-keeping requirements for the 
stated purpose of specifying "the type of information businesses must retain to demonstrate 
compliance with the CCPA" and "to aid in enforcement of the law."45 CCTA supports the 
flexibility provided in subdivision ( c) of proposed regulation 999 .317, which recognizes that 
businesses will utilize a variety of formats and methods for accepting consumer requests. 
However, CCTA recommends a revision to subdivision (b) of proposed regulation 999.317 so that 
the proposed regulation also recognizes how certain types of consumer requests may be submitted 
through a variety of technologies, which directly impacts the availability ofrecords. For example, 
a consumer may submit a request to opt out of sale directly to the business or through privacy 
choices offered by whatever browser the consumer is using. In the case of social media plug-ins or 
third-party analytics cookies, consumers register their opt-outs directly with those entities. In 
those instances, the business would have no record of the consumer's request to opt out because 
the places where the opt-outs are maintained would not be within the control of the business. 

Clarity on this point is necessary because the proposed regulation imposes a mandate that is 
not in the text of the CCP A, 46 and the mandate cannot be inconsistent with the statute. 47 Thus, 
CCTA requests that proposed regulation 999.317 be revised as follows: 

"§ 999.317. Training; Record-Keeping 
(a) All individuals responsible for handling consumer inquiries about the business's privacy 
practices or the business's compliance with the CCP A shall be informed of all the 
requirements in the CCP A and these regulations and how to direct consumers to exercise 

45 ISOR at 26 to 28. 
46 ISOR at 26 (the CCP A is "silent on any specific training or record-keeping requirements"). 
47 Government Code Section 11342.2. 
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their rights under the CCP A and these regulations. 

(b) A business shall maintain, for at least 24 months, records of ill_consumer requests made 
pursuant to the CCPA through an operation within the control of the business, and ili}_how 
the business responded to said-those requests for at least 24 months. 

(c) The records may be maintained in a ticket or log format provided that the ticket or log 
includes the date of request, nature of request, manner in which the request was made, the 
date of the business's response, the nature of the response, and the basis for the denial of 
the request if the request is denied in whole or in part. 

(d) A business's maintenance of the information required by this section, where that 
information is not used for any other purpose, does not taken alone violate the CCP A or 
these regulations. 

(e) Information maintained for record-keeping purposes shall not be used for any other 
purpose. 

(f) Aside from this record-keeping purpose, a business is not required to retain personal 
information solely for the purpose of fulfilling a consumer request made under the CCP A 

(g) A business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells, or shares for commercial purposes, the personal information of 
4,000,000 or more consumers, shall: 
(1) Compile the following metrics for the previous calendar year regarding consumer 
requests made pursuant to the CCP A through an operation within the control of the 
business : 
a. The number of requests to know that the business received, complied with in whole or in 
part, and denied; 
b. The number of requests to delete that the business received, complied with in whole or in 
part, and denied; 
c. The number of requests to opt-_out that the business received, complied with in whole or 
in part, and denied; and 
d. The median number of days within which the business substantively responded to 
requests to know, requests to delete, and requests to opt-_out. 

(2) Disclose the information compiled in subsection (g)(l) within their privacy policy or 
posted on their website and accessible from a link included in their privacy policy. 

(3) Establish, document, and comply with a training policy to ensure that all individuals 
responsible for handling consumer requests or the business's compliance with the CCPA 
are informed of all the requirements in these regulations and the CCP A" 
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H. Opt-Out Request Methods: Proposed regulation 999.315(a) should be deleted because 
it is not required by and is inconsistent with the CCPA, is not necessary given that the 
CCPA directly addresses opt-out requests, and inaccurately designates "acceptable" 
methods that would create consumer confusion. 

Proposed regulation 999.31 S(a) requires a business to provide two or more designated 
methods for submitting a request to opt out of the sale of personal information, one of which must 
be a link on the business's website or mobile application titled "Do Not Sell My Personal 
Information" or "Do Not Sell My Info." The proposed regulation specifies other "acceptable 
methods" as follows: 

"999.315 (a) A business shall provide two or more designated methods for submitting requests 
to opt-out, including, at a minimum, an interactive web form accessible via a clear and 
conspicuous link titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on 
the business's website or mobile application. Other acceptable methods for submitting these 
requests include, but are not limited to, a toll-free phone number, a designated email address, a 
form submitted in person, a form submitted through the mail, and user-enabled privacy 
controls, such as a browser plugin or privacy setting or other mechanism, that communicate or 
signal the consumer's choice to opt-out of the sale of their personal information." 

The ISOR concludes that this proposed regulation is necessary based on the following 
rationale: 

"Subdivision (a) requires a business to provide two or more designated methods for submitting 
requests to opt-out, including an interactive webform accessible via a clear and conspicuous link 
titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on the business's website 
or mobile application. It also identifies other acceptable methods for submitting these requests. 
This subdivbdon it, necessary because Civil Code section 1798.135 only identifies how bw,inesse,-. 
with an online presence are to comply with Section 1798.120. lt does not address other types of 
business situations. This subdivision requires businesses, whether or not they have {l website, to 
identify at least two methods for submitting requests to opt-out, as they are required to do for 
requests to know and request to delete. This benefits both the business and consumers by 
simplifying the procedure, which will in tum allow more consumers to exercise their right to opt
out. In allowing for the shortened phrase, "Do Not Sell My Info," the subdivision provides 
businesses some flexibility when designing the opt-out link, such as when it will be viewed on 
small er screens, with out substantially changing the meaning of the phrase. "48 

With this statement, the AG acknowledges that the CCPA does not require a business to 
provide two or more methods for submitting opt-out requests, "as they are required to do for 
requests to know and request to delete." As set forth below, Section 1798.130(a)(l) is very clear 
and precise in referencing the other CCP A code sections when requiring "two or more methods for 
submitting requests": 

1798.130 (a) In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115, and 
1798.125, a business shall, in a form that is reasonably accessible to consumers: 
(1) Make available to consumers two or more designated methods for submitting requests for 
information required to be disclosed pursuant to Sections 1798.110 and 1798.115, including, at a 

48 ISOR at 23 to 24 (emphasis added). 
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minimum, a toll-free telephone number, and if the business maintains an futemet Web site, a Web 
site address. 49 

Significantly, Section 1798. 120 - the CCPA's right to opt out of sale - is not included in the 
statutory text quoted above, reflecting clear legislative intent that this statutory mandate of two 
methods for submitting requests does not apply to requests to opt out. If the Legislature had 
wanted to make the mandate applicable to requests to opt out, it would have cross-referenced 
Section 1798.120 in Section l 798.130(a)(l). It is therefore inconsistent with the statute and 
beyond the scope of AG authority to impose that mandate through regulation. 

Instead of including opt-out requests in Section 1798.130, the Legislature specified in 
Section 1798.135 a different set of requirements applicable solely to opt-out requests. These 
statutory requirements include that a business provide a "Do Not Sell My Personal Information" 
link on its website and in its privacy policy if the business has a privacy policy, but there is no 
requirement for at least two "acceptable" methods of submitting requests to opt out. 

Nonetheless, the AG seems to be second-guessing the Legislature and assuming that the 
Legislature must have intended to also apply the two-method mandate to requests to opt out. The 
ISOR states that including this requirement in AG regulations is "necessary" to implement Section 
1798.135 based on the assertion that the section does not address "business situations" not 
involving an online presence. However, multiple provisions in Section 1798. 135 apply to any 
business, not just those with an online presence, including, for example, the requirement to include 
a description of consumers' opt-out rights in "a form reasonably accessible to consumers" in 
"[a]ny California-specific description of consumers' privacy rights," 50 and a requirement that "all 
individuals responsible for handling consumer inquiries about the business's privacy practices or 
the business's compliance with this title are informed of all [ statutory opt-out requirements] and 
how to direct consumers to exercise their rights." 51 This more general approach to ensure 
consumers have direction on how to exercise opt-out rights is both intentional and appropriate 
given that consumers will have many options for exercising opt-out rights - including options that 
are not necessarily within the control of a business, as discussed in Section H.B. 

The proposed regulation, on the other hand, mandates at least two opt-out request 
submission methods that are pre-determined to be "acceptable." This is not consistent with the 
CCPA, nor is it necessary to effectuate the purpose of the statute. Instead, the proposed regulation 
would undermine the statutory purpose of enabling consumers to exercise their CCPA rights. For 
example, the proposed regulation states that a toll-free number to the business would be an 
"acceptable method." But if a consumer calls asking to opt out of all online sales, there would be 
no way for a customer service representative to implement that request because it must be done by 
the consumer himself at the relevant web page using the relevant opt-out mechanism(s), about 
which the customer service representative would have no knowledge and over which it would have 
no control. The result will be consumer confusion and frustration. 

Thus, CCTA recommends that proposed regulation 999.315 be revised to delete 
subdivision (a). 

49 (emphasis added). Section 1798.110 refers to the right to know, and Section 1798.115 refers to the right to delete. 
50 Section 1798.135(a)(] ). 
51 Section 1798.135(a)(3). 
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"999.3 15 (a) A business shall provide two or more designated methods for submitting requests 
to opt out, including, at a minimum, an interactive web form accessible via a clear and 
conspicuous link titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on 
the business's website or mobile application. Other acceptable methods for submitting these 
requests include, but are not limited to, a toll free phone number, a designated email address, a 
form submitted in person, a form submitted through the mail, and user enabled privacy 
controls, such as a browser plugin or privacy setting or other mechanism, that communicate or 
signal the consumer's choice to opt out of the sale of their personal information." 

I. Categories of Third Parties: Proposed regulation 999.301(e) needs revision or should 
be deleted because it is factually inaccurate, inconsistent with the CCP A definition of 
"third party," and is not necessary given the existing statutory definition. 

Although the CCPA already defines "third party," proposed regulation 999.30l(e) defines 
"categories of third parties" in a manner that contradicts the statutory definition of "third party" 
and contains several significant factual inaccuracies. Proposed regulation 999.30l(e) provides as 
follows: 

(e) "Categories of third parties" means types of entities that do not collect personal information 
directly from consumers, including but not limited to advertising networks, internet service 
providers, data analytics providers, government entities, operating systems and platforms, 
social networks, and consumer data resellers. 

On the other hand, the CCPA defines "third party" in Section l 798. l 40(w), which provides as 
follows: 

(w) "Third party" means a person who is not any of the following: 
(1) The business that collects personal information from consumers under this title. 
(2) (A) A person to whom the business discloses a consumer's personal information for a 
business purpose pursuant to a written contract, provided that the contract: 
(i) Prohibits the person receiving the personal information from: 
(I) Selling the personal information. 
(II) Retaining, using, or disclosing the personal information for any purpose other than for 
the specific purpose of performing the services specified in the contract, including 
retaining, using, or disclosing the personal information for a commercial purpose other than 
providing the services specified in the contract. 
(III) Retaining, using, or disclosing the information outside of the direct business 
relationship between the person and the business. 
(ii) Includes a certification made by the person receiving the personal information that the 
person understands the restrictions in subparagraph (A) and will comply with them. 
(B) A person covered by this paragraph that violates any of the restrictions set forth in this 
title shall be liable for the violations. A business that discloses personal information to a 
person covered by this paragraph in compliance with this paragraph shall not be liable 
under this title if the person receiving the personal information uses it in violation of the 
restrictions set forth in this title, provided that, at the time of disclosing the personal 
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information, the business does not have actual knowledge, or reason to believe, that the 
person intends to commit such a violation. 

The AG's proposed definition of "categories of third parties" is not consistent with this 
statutory definition of "third party" in that the proposed regulation states that third parties "do not 
collect personal information directly from consumers" and then identifies a non-exhaustive list of 
examples of third parties, including "internet service providers" ("ISPs"). CCTA member 
companies are ISPs, and they do have direct relationships with consumers and do collect personal 
information from them (e.g., to set up a broadband account), which makes it factually inaccurate to 
include ISPs in the proposed definition. The ISOR states that the proposed definition "identifies 
key categories of third parties, while at the same time leaving the list open-ended to allow for 
differing business practices."52 However, as drafted, it makes "not collect[ing] personal 
information directly from consumers" a required element of the definition, which is inaccurate at 
least for ISPs, although the same would also appear to be true for "government entities" and 
"social networks," which also collect personal information directly from consumers. Moreover, in 
some cases, cable operators may function as "service providers" to businesses and thus, under the 
CCPA definition set forth above, would not constitute third parties, again making the proposed 
regulation both contrary to the CCP A and factually inaccurate. 

Thus, CCTA recommends that subdivision (e) be deleted from proposed regulation 999.301 
because it is factually inaccurate, inconsistent with the CCPA, and not necessary because the 
CCPA already has a sufficient definition of third party. At the very least, ISPs should be removed 
from the definition of "categories of third parties," although again that would not be a sufficient 
solution for this issue in CCTA' s view because other entities listed in this definition also collect 
personal information from consumers. 

(e) "Categories of third parties" means types of entities that do not collect personal information 
directly from consumers, including but not limited to advertising networks, internet service 
providers, data analytics providers, government entities, operating systems and platforms, 
social networks, and consumer data resellers. 

III. The AG should adopt CCTA's recommended revisions to the proposed regulations 
to help address the ISOR's serious failures to meet critical APA requirements and 
to accurately account for the cost of CCPA statutory and regulatory compliance. 

A. The ISOR fails to fully describe the purpose, rationale, and material relied 
upon for each aspect of all proposed regulations and fails to account for the 
full cost of burden on business. 

CCTA appreciates the AG' s immense effort to draft regulations meant to implement the 
CCPA by the statutory deadline. It cannot be overstated that the CCPA is highly complex with 
wide-ranging impacts on consumers, businesses, and the overall economy. Since the CCPA was 
enacted on June 28, 2018, businesses have faced enormous challenges seeking to develop and 
implement processes to timely comply with the numerous CCPA requirements, many of which 
become operative in less than a month on January 1, 2020. Despite good faith and diligent efforts 

52 ISOR at 4. 
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by businesses, compliance challenges have been compounded by multiple moves of the legislative 
and regulatory goal posts - both in time and substance. For example: 

• In June 2018, the CCPA was enacted to become operative on January 1, 2020. 

• In October 2018, amendments to the CCPA were enacted to, among other changes, 
specify that enforcement of the CCP A would begin six months after final 
regulations are adopted by the Attorney General or July 1, 2020, whichever is 
sooner. 

• By February 2019, more than a dozen bills proposing multiple substantive changes 
to the CCP A were introduced and considered by the Legislature throughout the 
2019 legislative session, including proposals to change the operative date. 

• In October 2019, AB 1355 (Chau) and AB 25 (Chau) were enacted, making some 
changes to the CCP A effective January 1, 2020, and excluding employees as 
consumers but only until January 1, 2021. Numerous other changes to the CCPA 
were under consideration until the final stage of the legislative session. 

• In October 2019, the AG released proposed regulations that include many new 
requirements in addition to those already in current law. 

• The AG is currently holding hearings on its proposed regulations, and given various 
internal reviews and processes required under California law, the final regulations 
are not likely to be published until well into next year, leaving businesses little time 
to review them or to adjust their operations to comply by the July 1, 2020 deadline. 

• In November 2019, a new ballot initiative that would make significant changes to 
the CCPA and establish an entirely new agency for enforcement was filed with the 
AG. This new initiative would move the operative date to January 1, 2023 for most 
provisions (although earlier for some) and require enforcement of AG regulations -
which dramatically swelled in the ballot initiative from seven areas of required 
regulations under the CCPA to an incredible 22 areas (some with multiple subparts) 
no later than July 1, 2023. Despite this new ballot initiative with all its significant 
new provisions, the CCPA and associated regulations remain on a shorter 
enforcement time period of January 1, 2020, and July 1, 2020, even though various 
aspects ofthe CCP A and its regulations would be changed by the ballot initiative. 

In light of this history and the pending ballot initiative, CCTA is concerned that the ISOR 
does not adequately explain the rationale and justification for all of the AG' s proposed regulations. 
The APA requires that an agency's ISOR provide a very detailed rationale for each proposed 
regulation and specifically identify the reports, documents, or other facts relied upon to justify the 
proposal. Full public disclosure of these details is necessary for transparency of the rulemaking 
process and for parties to be able to provide meaningful comments on all aspects of proposed 
regulations. Government Code Section 13346.2 subdivision (b) provides, in pertinent part, as 
follows: 
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(b) An initial statement o(reasom for proposing the adoption, amendment, or repeal of a 
regulation. This statement of reasons shall include, but not be limited to, all of the 
following: 
(I) A statement of the specific purpose of each adoption, amendment, or repeal, the 
problem the agency intends to address, and the rationale for the determination by the 
agency that each adoption, amendment, or repeal is reasonably necessary to carry out the 
purpose and address the problem for which it is proposed .... 
* 
(3) An identification of eadt technical, theoretical, and empirical studv, report, or similar 
document, i(anv, upon which the agencv relies in proposing the adoption, amendment, 
or repeal of a regulation. 
(4) (A) A description o(reasrmable alternatives to the regulation and the agencv's 
reasons for rejecting those alternatives. Reasonable alternatives to be considered include, 
but are not limited to, alternatives that are proposed as less burdensome and equally 
effective in achieving the purposes of the regulation in a manner that ensures full 
compliance with the authorizing statute or other law being implemented or made specific 
by the proposed regulation .... 
* 
(5) (A) .Facts, evidence, documents. testimony. or other evidence on which the agencv 
relies to support an initial determination that the action will not have a significant 
adverse economic impact on business .... (emphasis added) 

The ISOR does not meet these APA requirements in several respects. First, throughout the 
ISOR the AG states that proposed regulations are to address concerns raised in the pre-rulemaking 
activities. 53 But the ISOR does not cite to any specific comments filed in March 2019 or any 
statement made at the public hearings in January and Febmary 2019 -- or even name any specific 
stakeholder who raised the concerns relied upon. It is unclear if concerns were raised by a single 
party or numerous stakeholders, or the level of credibility and expertise of the party who raised 
concerns. Not identifying the source and actual content of the concerns the AG claims to rely 
upon fails to meet the letter and spirit of Government Code Section 11346.2(b)(3) and (5). This 
approach also lacks transparency, which is the foundation of the public notice requirements in the 
,"\PA. Moreover, as a practical matter, the ISOR citing only to concerns generally precludes other 
stakeholders from being able to analyze the specific basis for a proposed regulation and provide 
meaningful feedback in the 45-day comment period. With such a highly complex and technology
driven law as the CCPA, a transparent and open review of the complete rationale and factual basis 
for proposed regulations is critical to achieving the CCPA's statutory purpose. 

Second, the AG' s approach in the ISOR of citing only to general public concerns raised in 
pre-rulemaking activities makes it nearly impossible to assess compliance with the requirement in 
(:i-overnment Code Section 11346.2(b)(4) to provide a "description of reasonable alternatives" to a 
proposed regulation and the agency rationale for preferring one alternative over others. For 
example, regarding proposed regulations 999.305 and 999.308, the ISOR states that these 
duplicative and lengthy notice requirements address concerns raised in pre-mlemaking activities. 
But the record from the January and Febrnary public hearings and f,,.farch comments contain 
numerous concerns regarding consumer notice from a wide range of parties who offer a variety of 

53 See, for example. ISOR at 10, 17, 26 and 28. 
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alternatives for achieving that notice. CCTA's comments, for example, urged a single notice as 
the best alternative for consumers to understand their rights. 5'

1 Without a listing of all alternatives 
proposed in the record and identifying the source, it cannot be determined if all alternatives were 
considered and the reason for accepting or rejecting them as required by the APA. In addition, 
review of the full record is required to determine if "substantial evidence'' exists to support 
regulations adopted under the APA. An agency cannot selectively cite to only the portion of an 
administrative record that supports its proposed regulation and ignore the rest. 55 

Third, the rationale provided in the ISOR for each proposed regulation may provide a 
general reason but does not articulate the "specific" detail required by the APA. As explained in 
comments above regarding individual proposed regulations, many are multi-faceted with various 
requirements and new mandates not based in express terms of the statute. In many cases, the ISOR 
lacks detail regarding the purpose of the proposal and the operational changes needed to 
implement it. For many proposed regulations, the ISOR makes only a general reference to the 
burden on business and obstacles to implementation, thereby failing to meet the express direction 
of the Legislature in the APA and CCPA. 56 

Businesses, including cable operators, are already very far along - at enormous personnel 
allocation, dedication, and expense - with implementing protocols and operations to comply with 
the CCP A's January 1, 2020, operative date. 57 Businesses could not afford to wait to make choices 
and investments until AG regulations were finalized, and have been forced to choose compliance 
alternatives and proceed with implementation plans. The integration of privacy protocols across a 
wide scope of business operations makes it extremely costly, unreasonable, and in some cases 
technologically infeasible to shift course once again upon publication of final regulations, which in 
all likelihood will not occur until very close to the July 1, 2020 enforcement date. And no sooner 
than when these regulations are finalized and businesses are scurrying to review them and 
earnestly adjust their recently launched CCPA compliance operations to try and comply with them 
will the new ballot initiative significantly move the goal posts once again. 

B. The ISOR cost impact analysis fails to accurately account for the significant 
costs of proposed regulations that exceed the scope of the CCPA and the cost of 
multiple changes to requirements. 

The Standardized Regulatory Impact Assessment ("SRIA"), which is Appendix A to the 
ISOR, concludes that the cost to California businesses of complying with the CCPA could be $55 
billion over the next 10 years, with up to $16 billion of that total due to the proposed AG 
regulations and the remainder a result of the underlying statute even without any regulations. 58 At 
the same time, the SRIA points to a lack of "empirical evidence to support a compliance cost 

54 CCTA comments filed with the AG on March 8, 2019 (at 503). 
55 Government Code Section l 1349(a) ("Necessity" of a regulation "means the record of the rnlemaking proceeding 
demonstrates by substantial evidence the need for a regulation to effectuate the purpose of the statute, court decision, 
or other provision of law that the regulation implements, interprets, or makes specific, taking into account the totalit)l 
of the record'') (emphasis added). 
56 Section 1798.185(a)(l), (2), and (7), and Govermnent Code Sections 11346.2(b)(l) and 11346.3(a). 
57 SRIA at 9 (describing "evidence showing that businesses are making large up-front investments in CCPA 
compliance strategies, based on their review of the statutory text, ahead of the issuance of the first round of 
regulations"). 
58 SRIA at 8and11. 
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estimate,"59 concludes that "the direct CCPA compliance costs are subject to considerable 
uncertainty,"60 and issues the following caution: 

"Furthermore, the novel nature of the CCP A and uncertainty regarding the expected 
compliance actions by firms across a diverse set of sectors should cause the reader to 
interpret these compliance costs estimates with caution."61 

CCTA is very concerned that $16 billion is an enormous incremental cost for California 
businesses to have to bear for compliance with the new regulations, but equally importantly that 
the SRIA reflects some fundamental misunderstandings of the cost of CCP A statutory and 
regulatory compliance and associated burdens on business. First, the SRIA concludes that 
business "operational costs" and "technology costs" are almost entirely attributable to the CCPA 
and that businesses will incur these costs even before the regulations are drafted. 62 The SRIA 
points to "ongoing training requirements and some record-keeping requirements," along with 
"some design costs" for web pages as the universe of incremental costs resulting from the AG' s 
proposed regulations. 63 This assessment simply fails to account for how the proposed regulations 
impose new mandates that exceed the scope of the CCPA. Incredibly, the SRIA inaccurately 
concludes that the proposed AG regulations relating to customer notice will result in no new costs 
to business.64 As explained in Section II.E., the proposed regulations require duplicate notice and 
with more detail well beyond what is required in the text of the CCP A. This one regulation alone 
will impose substantial additional costs to create the new notice in a legally compliant manner, 
create new mechanisms for displaying it to consumers wherever personal information is collected, 
train customer service representatives to field questions about the notice, monitor ongoing 
compliance, etc. 

Second, the SRIA incorrectly assumes that operations and technology compliance costs are 
one-time: 

"Operational costs are predominantly a one-time cost of establishing workflows, plans, and 
other inter-departmental non-technical systems to determine the business's best compliance 
pathway under the CCP A. These costs are largely labor costs associated with meetings and 
compliance planning."65 

Again, this assessment fails to reflect the significant costs that businesses have had to incur, and 
will continue to experience going forward, to continuously adjust their compliance plans and 
operations with the constant changing of the goal posts for CCPA compliance as set forth in the 
brief history listed above. If the proposed regulations were adopted as is without any changes, 
many protocols and practices already implemented by many thousands of businesses to meet the 
January 1, 2020 effective date will need to be changed once again. The SRIA significantly 

59 SRIA at 29. 
60 SRIA at 36. 
61 SRIA at 29. The Department of Finance letter attached to the SRIA states very general concurrence with the 
methodology used to estimate cost impacts of the proposed regulations but is silent as to any assessment of how the 
proposed re.!:,'Ulations exceed CCP A statutory requirements. The letter is dated September 16, 2019, a month prior to 
the AG releasing the proposed re.!:,'Ulations. 
62 SRIA at 10 to 11, and 16 to 19. 
63 SRIA at 11. 
64 SRIA at 19. 
65 SRIA at 24. 
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understates the actual, real-world impact of the current proposed regulations on businesses - and 
does not even anticipate or try to account for the enormous new costs that would be imposed on 
businesses were the new ballot initiative to be adopted, including its 22 new sets of ( often multi
part) rules (as opposed to only seven in the CCPA). 

CCTA therefore respectfully urges the AG to take into account the foregoing serious APA 
shortcomings and the dramatic cost increases that will be imposed on businesses by the new 
regulations - well beyond what the CCP A would require and well short of what the new ballot 
initiative would mandate if approved by the voters. CCTA recommends that the AG, at the very 
least, accept the revisions to the proposed regulations recommended herein by CCTA, which are 
designed to address and help mitigate these substantial AP A and cost issues in reasonable ways 
that will not reduce consumer privacy protections. Only in so doing could the AG say it has 
endeavored to consider the genuine obstacles and burdens its proposed regulations would 
otherwise have on businesses, and also reasonably balanced and minimized those obstacles and 
burdens even as it seeks to enhance consumer privacy. 

IV. Conclusion 

CCTA respectfully requests that the AG accept the revisions to the proposed regulations 
recommended in these comments in order to comply with clear direction in the AP A and CCPA to 
adopt reasonable regulations that advance consumer privacy while minimizing implementation 
obstacles and burdens on business. 

Respectfully submitted, 

ls/Jacqueline R. Kinney 

Jacqueline R. Kinney 
CCTA Senior Vice President and General Counsel 
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Message 

From: Kyla Christoffersen Powell 
Sent: 12/7/2019 12:58:02 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CJAC Comments on CCPA Regulations 
Attachments: CJAC Comments CCPA Regulations 12-6-19.pdf 

Dear Privacy Regulations Coordinator: 

Attached are CJAC's comments on the CCPA Regulations. 

Best regards, 

Kyla Christoffersen Powell 
President and Chief Executive Officer 

www.cjac.org 

E CIVIL JUSTICE 
... uoc, .. "l\lo'" o• t o,~1,01W• ~ 
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December 6, 2019 

Xavier Becerra, Attorney General 
California Department of Justice 
1300 I Street, Suite 1740 
Sacramento, CA 95814 

CIVIL JUSTICE 
ASSOCIATION OF CALIFORNIA 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca.gov 

Re: Comments by the Civil Justice Association of California on Proposed Regulations 
tor the California Consumer Privacy Act 

Dear Attorney General Becerra: 

The Civil Justice Association of California ("CJAC") is a more than 40-year-old nonprofit 
organization representing a broad and diverse array of businesses and professional 
associations. A trusted source of expertise in legal reform and advocacy, we confront 
legislation, laws, and regulations that create unfair burdens on California businesses, 
employees, and communities. Toward that end, CJAC offers research and guidance on 
policy issues that impact civil liability issues, including the following comments on the 
Attorney General's proposed regulations(§§ 999.313(c)-(d), 999.323) defining the scope 
and application of the California Consumer Privacy Act (CCPA). 

Many businesses attempting to comply with the CCPA find it complex and vague, making 
implementation difficult. The regulations can serve to provide needed clarifications and 
guidance to businesses. CJAC appreciates the significant work of the Office of the 
Attorney General to date in developing the proposed regulations and the clarifications 
they do provide. For example, the balancing tests laid out for responding to personal 
information requests - weighing the benefit to the consumer versus security risks - is a 
helpful clarification. (§§999.313(c).), 999.323.) Additionally, providing guidance on 
acceptable forms of deletion, such as deidentification, also provides guidance that strikes 
a proper balance between consumers' rights and business and public benefit. 
(§999.313(d).) 

As spelled out below, however, CJAC has some concerns, that some areas of the 
regulations do not provide necessary clarifications, are too burdensome, or have 
significant gaps. 

Regulations needing revision due to lack of clarity or undue burden: 

• § 999.313(b) Responding to Requests to Know and Requests to Delete. This 
proposed regulation states that the 45-day deadline to respond begins to run on 
the day the business "receives a request, regardless of time required to verify the 
request." This deviates from the CCPA which states that a business must disclose 

1201 K Street, Suite 1850, Sacramento, CA 95814 www.cjac.org T 916-443-4900 F 916-443-4306 E cjac@cjac.org 
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Page 2 of 5 

and deliver required information to a consumer within 45 days upon "receiving a 
verifiable request." (Civil Code§ 1798.130)(a)(2)(emphasis supplied).) Rather than 
making the 45-day deadline more stringent than the statute, the regulations 
should provide guidance on what is a reasonably verifiable request, as directed by 
the CCPA under Civil Code §1798.140(y): '"'Verifiable consumer request" means a 
request made by a consumer ... that the business can reasonably verify, pursuant 
to regulations adopted by the Attorney General." Accordingly, the 45 days should 
only begin to run if the consumer request is reasonably verifiable. Indeed, under 
the same section, a business has no obligation at all to provide the information if 
the business cannot verify the consumer. (Civil Code§ 1798.140(y).) 

Alternatively, this regulation should clarify that the "necessity" required to "take 
up to an additional 45 days" [beyond the first 45 days to respond to a consumer's 
request to know or delete information] is satisfied if the business has been unable 
to "verify" the consumer's identity. The regulation recognizes businesses' 
responsibility to verify requests properly, a task that may take days or weeks to 
complete and is reliant upon a consumer's cooperation in providing accurate 
information in a timely manner. After a request is "verified," a company must then 
find the information it holds on a consumer - information which may be kept in 
separate databases - and convert it into a form which can be delivered to the 
consumer. Since "receipt of the request" itself initiates the initial 45-day period, 
businesses seeking to comply and avoid liability are spurred to ascertain that the 
request is made by the consumer and not an imposter. Specifying that a business 
is entitled to the 45-day extension if the consumer's identity cannot be verified 
within the first 45-day period furthers the public interest. 

• § 999.313(d)(1) Responding to Requests to Delete. Consumer requests to delete 
personal information that cannot be verified should not be treated as "opt-out" 
requests. Businesses should act upon requests when a consumer expresses a clear 
preference, but regulations should not presuppose a consumer's choice by 
treating an unverified delete request as a "do not sell" preference. Additionally, 
this presupposition could result in businesses having to opt out all non
Californians who make a deletion request, if they are unable to verify the 
consumer's California residency status. The CCPA provides consumers with 
several distinguishable rights to exercise. Requiring businesses to conflate these 
requests reduces real consumer choice inconsistent with the CCPA. 

• § 999.315(c) & (g) Requests to Opt-Out. CJAC has serious concerns and doubts 
about the viability of the requirement that businesses treat browser plug-ins or 
settings as "opt-out" requests under the CCPA. These technologies were designed 
for and in other contexts that are not compatible with the CCPA's complex and 
extremely broad definitions of "sale" and "personal information." 

The CCPA emphasizes consumer choice and defines a mechanism - the "Do Not 
Sell" button - that businesses must make available on their Web sites so 
consumers can exercise choices. It is not consistent with the statute to create this 
additional mechanism, nor is it clear that consumers, who use plug-ins, intend to 
use them to opt out of CCPA sales. 

Browser-based opt-out technology is not now sufficiently interoperable and 
developed to ensure that all parties that receive such a signal can make it 
operable. Accordingly, CJAC instead supports industry-based efforts for more 
than a year to develop consistent technical signals for "Do Not Sell" technology. 
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• § 999.325 (c) Verification for Non-Accountholders. This regulation should be 
revised to clarify that a business's execution and maintenance of" a signed 
declaration under penalty of perjury" to verify consumer requests is optional. The 
regulation indicates this is an option among others by stating that "a reasonably 
high degree of certainty mayinclude ... a signed declaration under penalty of 
perjury" (emphasis supplied). An optional approach is appropriate, as a blanket 
requirement would be burdensome and unnecessary given the technological 
ability to obtain "verification." 

• § 999.314 (c) Service Providers. This regulation restricts service providers beyond 
the intent of the CCPA, which allows a business, under certain circumstances, to 
use or share personal information with a service provider that is necessary for a 
legitimate business purpose. The proposed regulation, however, limits what 
businesses and service providers may do with data in a way that is unnecessary 
and threatens to harm the data economy. For example, given the broad definition 
of "personal information," this provision restricts a business's ability to use its data 
for legitimate business purposes agreed to by contract where personal 
information will not be sold but only used by the service provider to provide 
services to the business. This proposed regulation goes beyond the standards 
defined by the CCPA. 

• §999.316(a) Requests to Opt-In to the Sale of Personal Information. Requiring a 
two-step opt-in process as this provision would do is unnecessary and creates 
consumer confusion. This requirement is neither consistent with other laws nor 
consumer expectations. It requires businesses to build new systems that make 
users jump through unnecessary hurdles to express a preference. It nudges 
consumers toward a course of action rather than empowering them to make their 
own decisions in a straightforward manner. 

It is also inconsistent with the regulation allowing businesses to use personal 
information for additional purposes beyond those previously disclosed to the 
consumer with explicit consent rather than a two-step opt-in process. 
(§999.305(a)(3)). The CCPA expressly adopts an "opt-out" regime rather than one 
that is "opt-in", making this proposal inconsistent with the statute. (See, 
§§1798.115, 1798.120.) Further, data protection principles typically do not 
require additional consent for use of data that is consistent with the context in 
which the consumer receives the service. 

• § 999.317 Training; Record-Keeping. The reporting requirements exceed the 
scope of the CCPA and are not related to its purposes. Nowhere in the CCPA is 
there a provision regarding record-keeping, and it is unclear what policy goal this 
requirement seeks to fulfill. It imposes a burden on businesses which does not 
appear tied to consumer benefits or rights and requires the collection of 
additional personal information beyond the scope of the CCPA. 

Imposing additional record-keeping and disclosure requirements on businesses 
that handle the personal information of 4 million or more consumers is 
unwarranted. The CCPA requires businesses to provide multiple disclosures to 
consumers, and this regulation's requirement for more information does not 
provide them with a greater understanding of their privacy protections. 
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• § 999.307(b)(5) Notice of Financial Incentive. This regulation requiring disclosures 
about financial incentives is impractical and threatens confidential, competitively 
sensitive information. It is challenging for any business to assign value to a single 
consumer's data, and data often gains value when it is aggregated. Consequently, 
financial incentive programs will more likely be based on a complex calculation of 
costs to the business and market comparisons that is unlikely to be meaningful to 
consumers. 

There are significant differences between businesses and the services they 
provide. Requiring all businesses to disclose its methods and calculations will 
likely require disclosure of competitively sensitive information. The CCPA is 
sufficiently protective of consumers with regard to discounts; and this regulation 
unnecessarily goes beyond that protection. 

• § 999.305(d)(2) Notice at Collection of Personal Information. Greater flexibility 
respecting notice before resale of data is needed. Regulations should clarify that a 
business receiving personal information from an indirect source may comply with 
CCPA obligations by written agreement requiring other businesses to provide the 
requisite notice to consumers. Requirements to contact the "source" and obtain 
"signed attestations" are burdensome and unnecessary. 

• § 999.301(e) "Categories of third parties". The definition of "categories of third 
parties" is overly broad. Internet service providers (ISPs) and social networks, for 
example, generally have a direct relationship with consumers. Although some may 
receive personal information indirectly at times, ISPs and social networks that do 
not do so should be removed from the third-party definition. 

Regulations that are missing: 

• Regulations should specify that enforcement will be delayed until January 1, 
2022. Since the CCPA does not dictate an effective date for regulations, the 
Attorney General has discretion to establish an effective date for enforcement 
purposes. The CCPA merely states the Attorney General should "adopt 
regulations" by July 1, 2020 and provides that the earliest date that such 
enforcement could be brought is "six months after the publication of the final 
regulations ... or July 1, 2020, whichever is sooner" (emphasis supplied). Given the 
complexity of the CCPA and the proposed regulations and substantial 
implementation and compliance burden on businesses, a delayed enforcement 
date is necessary and justified. 

• Regulations should clarify the jurisdictional scope of the CCPA. The CCPA's broad 
definition of "business" suggests a sweep within its ambit of non-U.S. businesses 
that incidentally collect personal information about a single California resident. 
Regulations should clarify that a business whose operations are outside of 
California and who only collect a de minimisamount of personal information from 
California residents are not required to comply with CCPA. Alternatively, the 
regulations should provide that businesses operating outside California that do 
not target their services to California residents are not subject to the CCPA. 

• Regulations are needed to clarify the CCPA's "private right of action." The CCPA 
specifies that recoverable "statutory damages" - i.e., those "not less than one 
hundred dollars ($100) and not greater than seven hundred and fifty ($750) per 
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consumer per incident" - may only be sought if a consumer first gives the 
defendant 30 days written notice of the violations and an opportunity to "cure" 
them. 

"Cure" is not defined in the CCPA provision. While not the subject of the 
proposed regulations, the proposed privacy initiative for the November 3, 2020 
ballot adds a sentence to this section (which does not take effect until January 1, 
2023, three years after its enactment) stating that the "implementation and 
maintenance of reasonable security procedures and practices ... following a 
breach does not constitute a cure with respect to that breach." So while we know 
what does not constitute a "cure" from the initiative, we don't know what 
qualifies as one under it or CCPA. 

Does omission of this sentence in the CCPA mean that the "implementation and 
maintenance of reasonable security procedures and practices" by a business 
within the 30-day notice period does count as a "cure"? CJAC submits that it 
should. Additionally, the regulations do not provide guidance on what is 
"reasonable security," which is also not defined by the CCPA and ripe for 
litigation. These uncertainties can and should be clarified by regulation. 

Gaps in needed clarification or regulations that are too burdensome will give rise to 
unnecessary and unproductive enforcement actions and litigation. The goal of the 
regulations should be to facilitate implementation of and compliance with the CCPA - a 
win-win for consumers and businesses. 

Thank you for your consideration, 

Ky~ e en owell 
President and Cn ef Executive Officer 
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Message 

From: 
Sent: 

To: 

CC: 

aj@clta.org -
12/5/2019 10:50:32 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Craig C. Page - John Caldwell 
Subject: 

Attachments: 

CLTA Comments on Notice of Proposed Rulemaking Action Relating to the California Consumer Privacy Act 
CLTA Comments to AG RE CCPA 120519.pdf 

December 5, 2019 

To Whom It May Concern: 

Please find attached an electronic copy of the California Land Title Association's Comments on the Department of 
Justice's Notice of Proposed Rulemaking Action relating to the California Consumer Privacy Act(§§ 999.300 - 999.341 of 
Title 11, Division 1, Chapter 20, of the California Code of Regulations, October 11, 2019). These comments are also being 
sent in a hardcopy format. 

Thank you for your time and consideration. 

Sincerest Regards, 

Anthony Helton 
Legislative Coordinator 
California Land Title Association 
1215 K Street, Suite 18161 Sacramento, CA 95814 
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SINCE1ID7 

December 5, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Email: PrivacyRegulations@doj.ca.gov 

RE: CLTA Comments on Notice of Proposed Rulemaking Action(§§ 999.300- 999.341 of 
Title 11, Division 1, Chapter 20, of the California Code of Regulations, October 11, 2019) 
("Proposed Regulations") 

To Whom It May Concern: 

The California Land Title Association ("CLTA") appreciates the opportunity to provide comments on 
regulations proposed pursuant to the California Consumer Privacy Act ("CCPA") on behalf of its members 
for consideration by the Attorney General and his staff. 

CLTA is a non-profit trade organization founded in 1907. Our members employ thousands of professionals 
throughout California dedicated to the efficient and competent closing of real property transactions and the 
issuance of title insurance in connection with such transactions. 

Based in Sacramento, the Association effectively serves as a resource for both title insurers and 
underwritten title companies who serve consumers in all 58 counties providing research regarding and 
insuring the status of title to real property, as well as acting as the escrow and settlement agent in the sale 
and transfer of real property, refinancing of loans, and other related functions. 

We appreciate the Attorney General's efforts to provide guidance regarding specific aspects of the CCPA 
via the Proposed Regulations. In response, we respectfully offer the following comments on elements of the 
Proposed Regulations in furtherance of the Attorney General's goals, thereby aiding business' efforts to 
comply with, and consumers' understanding of, the CCPA. 

As currently drafted, the definition of "household" in the Proposed Regulations would create 
unnecessary ambiguities with respect to consumers' rights and business' obligations under the 
CCPA: 

The definition of "personal information" within the CCPA extends beyond asingle consumer's information 
by also including information tied to a "household," thereby enabling aconsumer to make averifiable 
request for personal information belonging not only to themselves but also other household members. 
Because the disclosure of aconsumer's personal information to other persons would work counter to the 

1215 K Street, Suite 1816, Sacramento, CA 95814 
Tel (916) 444-2647 * Fax (916) 444-2851 * www.clta.org * mail@clta.org 

Federal Tax ID 95-0595810 
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aims of the CCPA, it is therefore critical that the Proposed Regulations clearly define the term "household" 
so as to protect consumers from an unintended disclosure of their personal information to passing 
acquaintances, roommates, and others they may not consider members of their "household." 

Contrary to this goal, the current definition of "household" in the Proposed Regulations is unnecessarily 
broad and ambiguous and will leave open to interpretation whether or not the data of atemporary visitor or 
others is considered "household" data under the CCPA: 

Proposed Regulations Section 999.30l(h): 

(h) "Household" means a person or group of people occupying a single dwelling. 
(Emphasis added) 

While the term "household" is an undefined legal term within the CCPA, it was logically chosen by the 
Legislature to mean only people who actually live in a residence and share the same living space on more 
than atemporary basis. A "household" logically applies only to those people who live together at the same 
residence and, furthermore, in the context of personal information, share common access to devices or 
services. 

Since the term "occupying" is not further defined in the Proposed Regulations as it relates to "household," 
the above definition of "household" as articulated in the Proposed Regulations could be interpreted to mean 
that any person or group of people who happen to occupy a single dwelling for any period of time (e.g. 
minutes, hours, or a couple of days) would be considered a member of the household for purposes of the 
regulations and the CCPA. Furthermore, consumers that reside together but do not share any common 
access to services or devices - such as roommates - would also fall under the definition in the Proposed 
Regulations. Thus, the definition of "household" as proposed would create a "floating target" that is difficult, 
if not impossible, to track. 

Such a "floating target" will result in a number of unintended consequences: 

• Astranger, friend, or family member who happened to share a dwelling space --for any amount of 
time- with another consumer would arguably have the ability to request the personal information 
of members of the real "household" members via a request to know. 

• Under such a definition, businesses attempting to comply with the CCPA would not be able to rely 
upon a more common-sense approach, such as people who actually reside together and share 
access to a single device or service. 

To eliminate this ambiguity, we respectfully propose the following amendments to the Proposed 
Regulations: 

Proposed Regulations Section 999.30l(h): 

(h) "Household" means a person or group of peopletwo or more consumers occupying 
a single dwellingthe same residential address as their primary residence and that 
share common access to a device or service provided by a business. 
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As used within Notice at Collection, Notice of Right to Opt-Out, Notice of Financial Incentives, and 
Privacy Policy accessibility provisions, the term "disabilities" should be more clearly defined by 
referencing longstanding California law: 

The Proposed Regulations require three separate Notices - Notice at Collection, Notice of Right to Opt
Out, and Notice of Financial Incentives - as well as a business's privacy policy, to "be accessible to 
consumers with disabilities." However, by neglecting to clearly define what constitutes a disability, the 
Proposed Regulations do not provide businesses with sufficient guidance in complying with the CCPA. 

We therefore respectfully propose the following amendments to the following four subsections in order to 
more clearly define business's obligations with respect to making the aforementioned disclosures available 
to consumers with disabilities in accordance with existing California law: 

Proposed Regulations Sections 999.305(a)(2)(d), 999.306(a)(2)(d), 999.307(a)(2)(d), and 
999.308(a)(2)(d): 

(d) Be accessible to consumers with mental or physical disabilities, as those terms are 
defined in Government Code Section 12926. At a minimum, provide information on 
how a consumer with a disability may access the policy in an alternative format. 

Government Code Section 12926, enacted under the Fair Employment and Housing Act, provides a 
broader definition of disability than that afforded under the American Disabilities Act of 1990 and ensures 
that the definition remains consistent with California law. A pamphlet published by the California 
Department of Justice in 2003, titled "Legal Rights for Persons with Disabilities", states that Government 
Code Section 12926 defines mental or physical abilities as any "any mental or psychological disorder..." or 
"any physiological disease, disorder, condition ... ", respectively, "...that limits amajor life activity." 1 

We believe this change will assist businesses in their efforts to comply with and operationalize under the 
CCPA by allowing them to adhere to longstanding practices with respect to providing nondiscriminatory 
access to information to disabled consumers as required by California law. 

The definition of "typical consumer" within the Proposed Regulations is unnecessarily broad and 
incongruous with the definition of "consumer" under the CCPA: 

The Proposed Regulations define "typical consumer'' as "a natural person residing in the United States." 
Such a definition is much broader than, and incongruous with, the definition of "consumer" provided under 
the CCPA as found in Civil Code Section 1798.140(9): 

California Civil Code Section 1798. 140(g): 

(g) "Consumer" means a natural person who is a Cal~fornia resident, as defined in 
Section 17014 of Title 18 of the California Code of Regulations, as that section read on 
September 1, 2017, however identified, including by any unique identifier. 
(Emphasis added) 
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We respectfully suggest the following amendment to the definition of "typical consumer" within the 
Proposed Regulations for the purpose of harmonizing the final rule with current California law as enacted 
via the CCPA: 

Proposed Regulations Section 999.30l(s): 

(s) "Typical consumer" means a natural person residing in the United StatesCalifornia. 

By providing greater consistency in what the law considers to be a "consumer'' or "typical consumer", we 
believe that the proposed change will provide clearer guidance in business' operational efforts to implement 
the CCPA. 

As California has taken the important step of recognizing privacy as an individual right and providing 
consumers with meaningful privacy protections, it is critical that the Attorney General also consider the 
impacts of the CCPA on business and how the law's goals can be met while still enabling businesses to 
provide the vital products and services on which their customers rely. 

CL TA supports the Attorney General's efforts to seek public comment on how to best implement 
regulations pursuant to the CCPA and appreciates being given the opportunity to respectfully suggest 
amendments. We believe that the aforementioned suggestions meaningfully further the Attorney General's 
goals in enacting the Proposed Regulations, thereby mitigating the risk of unintended negative 
consequences and improving the effectiveness of the CCPA. 

Respectfully, 

//1 "-/ .. 1;:~,f .... ·.·.• ······ ···~--·-/; 
v\, 

..___, .. I 

Craig C. Page 
Executive Vice President 
and Counsel 

1 legal Rights for Persons with Disabilities [Pamphlet]. (2003) Sacramento, CA: California Department of Justice. 
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Message 

From: Jarrell Cook 
Sent: 12/7/2019 12:49:49 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Lance Hastings ; Gino DiCaro · Nicole Rice 
Subject: CMTA Comments on the CCPA Regulations 
Attachments: CMTA -- Comments on CCPA Rules (2019).pdf 

To Whom it May Concern: 

Attached please find comments on the proposed regulations to implement the CCPA submitted on behalf of the 
California Manufacturers and Technology Association (CMTA). 

Thank you for the opportunity to provide feedback. 

Jarrell Cook 
Partner I Resolute 

1215 K St, #llOO 
Sacramento, CA 

www.resolutecompany.com 
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CMTA 
CALIFORNIA MANUFACTURERS 

& TECHNOLOGY ASSOCIATION 

December 6, 2019 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 
privacyreg ulati ons@doj.ca. gov 

Re: California Manufacturers and Technology Association Comments on the Proposed 
California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

The California Manufacturers & Technology Association ("CMTA") appreciates the opportunity to 
comment on the proposed regulations regarding the California Consumer Privacy Act of 2018 
("CCPA"). 

CMTA represents 400 businesses from the entire manufacturing spectrum - including large, 
medium, and small manufacturers - generating more than $280 billion every year and employing 
more than 1.3 million Californians. 

The aim of the CCPA is to enhance Californian's privacy rights and control over their personal 
information. As we noted in our March 8 Pre-Rulemaking Comments, a critical area for growth in 
the manufacturing industry is in the creation and use of connected devices - the network of 
physical objects embedded with electronics, software, sensors, and network connectivity that 
enables these objects to collect and exchange data commonly described as 'The Internet of 
Things' ("IOT"). Connected devices made for and used by consumers will require thoughtful 
policy that balances privacy concerns with rules that still enable this emerging technology to 
function. 

However, the implications of the CCPA and the proposed rules raise concerns for manufacturers 
using connected devices and collecting information for the purpose of production, not profiting 
from the sale of a customer's personal information. Manufacturers use connected devices in the 
industrial context to collect production data and gain valuable insights into the efficiency of their 
operations. Doing so reduces costs, improves safety, raises productivity, and increases their 
ability to effectively compete with their rivals across the world. 

This sophisticated form of manufacturing is quickly becoming the industry standard. We are 
writing to draw your attention to concerns regarding the use of employee information that may 
frustrate manufacturers' use of this powerful technology in California. We also recommend 
adopting a minor clarification in the proposed regulation's provisions regarding household 
information. 
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I. Employee Information Generated from Manufacturers' Equipment and Facilities 

Manufacturing employees generate a significant amount of information using IOT-enabled 
equipment that automates data collection. Manufacturers can improve their operations as they 
monitor data that reveals cost-saving assembly solutions, tracks inventory, monitors their 
products as they move through the supply chain, reduces safety hazards, and improves product 
quality. The future of manufacturing lies in the increasingly efficient use of data to manage 
operations and increase productivity. 

The CCPA's broad definition of consumer includes employees and potentially provides them 
rights over certain information. This is poised to create confusion for California manufacturers if 
the proposed regulations do not create a clear line distinguishing the data an employee generates 
as a result of their relationship with the employer and their own personal information. 

AB 25, by Assembly Member Ed Chau, recognized this potential confusion and created a one
year exemption for personal information that is collected from job applicants and employees from 
the rights the CCPA grants consumers. On January 1, 2021, that exemption will sunset and these 
proposed regulations will apply to employee generated data. 

Manufacturers are concerned about operating their data-driven facilities under this unclear 
framework. Under the CCPA, a consumer - an employee - may opt out of the sale of their 
personal information. The CCPA's definition of sale is broad and covers any transfer or disclosure 
of the information to another business or third party for monetary or other valuable consideration. 
This could include manufacturer's use of operating systems and platform or other third-party 
services to analyze or capitalize on the production-related data their employees generate using 
their equipment. 

Manufacturers are also prohibited, under the CCPA, from engaging in any discriminatory 
treatment for an employee's exercise of their right to opt-out of the sale of personal information. 
Manufacturers could still be obligated to provide an employee with the same financial incentive 
(e.g., a bonus for meeting a production quota, shift hours, etc.) or services and benefits. This 
provision would be unworkable if applied to data employees generate while using manufacturers' 
equipment. An employee that opted out of sharing the information their work generates with a 
third party that the manufacturer relies on for data management and analysis creates a blind spot 
in the manufacturers' production and supply chain. Employees opting out necessitates 
discriminatory treatment. 

And the regulations do allow for such discriminatory treatment if it is "reasonably related to the 
value of the consumer's data as defined in section 999.337." In this context, manufacturers would 
be required to estimate the value of an individual employee's data generated using a 
manufacturers' equipment. 

But treating employees as consumers in this context is unworkable and fundamentally flawed. 
This production and logistic data would not exist but for the manufacturer providing the employee 
with the tools and equipment necessary to generate the data. The data itself has no independent 
value outside of the manufacturers generation and use of the information. And it is difficult-to
impossible to parse out the marginal value of an employee's data at a specific phase of 
production. 
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Recommendation: Add language that clarifies that information generated using equipment, 
materials, and facilities owned by the employer and provided to an employee is not "personal 
information" for the purposes of the CCPA. This is a common-sense clarification that avoids 
confusion and comports with the public's general understanding of information use and 
ownership. Such language would not adversely impact consumers - under this scheme, 
employees would still retain any privacy rights to the personal information they own and generate 
independently of the employee relationship. 

This clarification avoids unnecessary confusion that would otherwise prompt manufacturers to 
question whether they will face increased obligations and exposure to legal liability that will 
prevent them from locating their advanced production facilities in California. 

II. Household Information 

Manufacturers have some concerns regarding the definition of "household" in the proposed 
regulations. Connected devices, such as appliances or shared electronics, can generate data for 
any number of persons that are in a household. It is important for both the consumer and the 
manufacturer that the person or persons empowered to access and delete information about a 
household under the CCPA be clearly defined. 

Section 999.301 (h) defines household as a "person or group of people occupying a single 
dwelling." 

Recommendation: Please clarify or, if necessary, amend the definition to be consistent with the 
general understanding that occupation requires continuous, non-transient possession of the 
property. 

Please also revise Section 999.318(b) for clarity and consistency. The provision describes how a 
business may respond to requests to access or delete household information, granting rights to 
both "consumers of the household" and allowing for verification of all of the "members of the 
household." 

Accordingly, Section 999.318(b) should be amended to read: 

"If all consumers occupying the household jointly request access to specific pieces 
of information for the household or the deletion of household personal information, 
and the business can individually verify all the occupants of the household subject 
to verification requirements set forth in Article 4, then the business shall comply 
with the request." 

We appreciate the work your office has done to address the workability issues raised in our March 
8 letter. Many of the concerns regarding the interoperability of connected devices, household 
data, and responding and verifying consumer requests were satisfactorily addressed. 

Due to the breadth of manufacturing industry, many sub-sectors - such as automobile 
manufacturers, machine and equipment makers, pharmaceutical producers, etc. - are also 
uniquely impacted by the CCPA. CMTA strongly supports their recommendations and requests 
for clarification on the proposed regulations. 

Manufacturers also share the concerns that the CCPA raises for every business operating in 
California - they operate websites, market their products, notify consumers about recalls, and 
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offer coupons and customer rewards. We encourage you to consider proposed changes that 
improve the CCPA's workability in these aspects as well. 

Sincerely, 

Jarrell Cook 
Consultant, Government Relations 
California Manufacturers & Technology Association 
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Message 

From: Alisa Reinhardt 
Sent: 12/7/2019 12:58:50 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CNCDA Comments re: CCPA Regulations 
Attachments: CNCDA letter to AG re CCPA.pdf 

Good afternoon, 

Please find, attached, our Association's comment letter on the proposed CCPA regulations. 

Thank you, 

Alisa Reinhardt 
Director of Regulatory Affairs 
California New Car Dealers Association 
1517 L Street 
Sacramento, CA 95814 

80AE 
Serving California's Franchised New Car Dealers Since 1924 
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80A 
California New Car Dealers Association 

December 6, 2019 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, California 90013 

RE: California Consumer Privacy Act Proposed Regulations 

Attorney General CCPA Regulations Team: 

The California New Car Dealers Association (CNCDA) is a statewide trade association that represents the 

interests of 1,200 franchised new car and truck dealer members. CNCDA members are primarily engaged in the retail 

sale and lease of new and used motor vehicles, but also provide customers with parts, service, and automotive 

repair. CNCDA focuses primarily on (1) protecting and promoting the interests of franchised new car dealers before 

all state government and regulatory agencies and (2) providing compliance advice to best support our dealer 

members so that they can provide the best products and services to consumers and maintain high employment 

rates. We are providing comments and suggestions on these proposed regulations today on behalf of our dealer 

members. 

California's new car dealers will endeavor to comply with all new requirements imposed on businesses 

pursuant to the California Consumer Privacy Act ("CCPA"). However, we think the proposed regulations should be 

modified to assist dealers in their compliance efforts. 

Pursuant to California Government Code§ 11349, adopted regulations must meet all the following 

standards: 

(1) Necessity. 
(2) Authority. 

(3) Clarity. 

(4) Consistency. 

(5) Reference. 

(6) Nonduplication. 

In addition, one of the stated goals of Civil Code Section 1798.185(a)(7) is to minimize the burden on 

businesses. That is an important goal and should not be ignored in the implementation phase. 

Despite a host of concerns with the CCPA statute generally regarding definitions, scope, and aggressive 

implementation timelines, the majority of our comments are provided under the specific lens of (1) Government 
Code§ 11349 and (2) the overall high burden placed on dealers by various sections of the regulations. 

1517 L Street O Sacramento, California 95814 ° Office: 916.441.2599 ° www.cncda.org 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

I. Notice at Collection of Personal Information: § 999.305{a){3) is burdensome and lacks authority. 

Section 999.305(a)(3) states the following: 

A business shall not use a consumer's personal information for any purpose other 
than those disclosed in the notice at collection. If the business intends to use a 
consumer's personal information for a purpose that was not previously disclosed to 
the consumer in the notice at collection, the business shall directly notify the 
consumer of this new use and obtain explicit consent from the consumer to use it for 
this new purpose. 

Requiring businesses to obtain explicit consent from a consumer to use the consumer's personal information 

for any purpose other than that disclosed in the notice at collection lacks authority. 

Civil Code Section 1798.lOO(b) provides: 

...A business shall not collect additional categories of personal information or use 
personal information collected for additional purposes without providing the 
consumer with notice consistent with this section. 

As evidenced above, the CCPA statute mandates that businesses must provide notice to consumers when 

they wish to use the consumer's personal information for any purpose other than that disclosed in the notice at 

collection, but does not provide authority to mandate businesses to obtain explicit consent from consumers before 

using their personal information in this way. 

Creating this extra mandate, not authorized by the statute, is overly burdensome on businesses who may 

decide to institute new business practices or programs. After a business provides consumers with notice about plans 

to use their information in new and/or different ways, a consumer at that point would have the ability to opt out of 

that new and/or different use. 

II. Notice at Collection of Personal Information: § 999.305{d){2){b) is burdensome, unnecessary, unclear, and 
lacks authority. 

Section 999.305(d)(2)(b) states the following: 

(d) A business that does not collect information directly from consumers does not 
need to provide a notice at collection to the consumer, but before it can sell a 
consumer's personal information, it shall do either of the following: 

(1) Contact the consumer directly to provide notice that the business sells 
personal information about the consumer and provide the consumer 
with a notice ofright to opt-out in accordance with section 999.306; or 

(2) Contact the source of the personal information to: 
a. Confirm that the source provided a notice at collection to the 

consumer in accordance with subsections (a) and (b); and 
b. Obtain signed attestations from the source describing how the 

source gave the notice at collection and including an example of 
the notice. Attestations shall be retained by the business for at 
least two years and made available to the consumer upon 
request. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

Requiring businesses that do not collect information directly from consumers to obtain signed attestations 

from the source of the personal information describing how the source gave the notice at collection, and having to 

retain those attestations for two years, is unnecessary, unclear, and lacks authority. 

Dealers receive consumer information from many different types of organizations in their day-to-day 

business practices: vehicle manufacturers, lead generation providers, marketing firms, and outside vehicle repair 

specialists, just to name a few. Even within each individual organizations' business practices, how they gather 

customer data may vary widely. Customer information may be gathered via telephone, webform, text message, in

person interactions, surveys, Internet activity... the list goes on. Having to track exactly what medium an individual 

customer's information was received in is overly burdensome. 

In addition, the language is unclear: does the regulation aim to require organizations to disclose whether 

they gave the notice verbally, in writing, via text message, or online? Or is this signed attestation supposed to gather 

different information regarding how the notice was given? There is no authority for this proposed requirement 

within the CCPA statute. 

Ill. Notice of Right to Opt-Out of Sale of Personal Information:§ 999.306{a){l) is unnecessary, unclear, and 

lacks authority. 

Section 999.306(a)(l) states the following: 

The purpose of the notice of right to opt-out of sale of personal information is to 
inform consumers of their right to direct a business that sells (or may in the future 
sell} their personal information to stop selling their personal information, and to 
refrain from doing so in the future. 

Expanding the "Purpose and General Principles" of the Notice of Right to Opt-Out from a business that sells 

personal information to businesses that may in the future sell personal information is unnecessary, unclear, and lacks 

authority. 

Civil Code Section 1798.120(a) provides: 

A consumer shall have the right, at any time, to direct a business that sells personal 
information about the consumer to third parties not to sell the consumer's personal 
information. This right may be referred to as the right to opt-out. 

The purpose of the notice of right to opt out of the sale of a consumer's personal information is to provide a 

concrete consumer protection. Expanding that purpose to cover businesses that do not currently sell consumers' 

personal information but may in the future change their business practices and start selling (or sharing) that 

information is unnecessary. Once a business starts selling consumer information, they would fall under this provision 

at that point, and would be covered. The need for this addition to the law is unclear and unsupported by the statute. 

IV. Notice of Right to Opt-Out of Sale of Personal Information:§ 999.306{b){2) lacks authority. 

Section 999.306(b)(2) states the following: 

A business that substantially interacts with consumers of/line shall also provide notice 
to the consumer by an of/line method that facilitates consumer awareness of their 
right to opt-out. Such methods include, but are not limited to, printing the notice on 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

paper forms that collect personal information, providing the consumer with a paper 
version of the notice, and posting signage directing consumers to a website where 
the notice can be found. 

Directing businesses that substantially interact with consumers offline to also provide notice to the 

consumer by an offline method lacks authority. 

Civil Code Section 1798.BO(a)(l) provides: 

(a) In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115, and 
1798.125, a business shall, in a form that is reasonably accessible to consumers: 

(1) Make available to consumers two or more designated methods for 
submitting requests for information required to be disclosed pursuant to 
Sections 1798.110 and 1798.115, including, at a minimum, a toll-free 
telephone number, and if the business maintains an Internet Web site, a 
Web site address. 

Because the CCPA statute does not provide for this third offline method, Section 999.306(b)(2) should simply 

mirror the privacy policy language in Section 999.308(a)(3), which states that: 

A business that does not operate a website shall make the privacy policy 
conspicuously available to consumers. 

Dealers are already mandated under a bevy of state and federal laws to provide scores of consumer forms 

and signs. At the very least, it would be less burdensome to have the ability to direct a consumer's in-person request 

to a computer terminal at the dealership so the consumer can utilize the interactive webform already mandated by 

statute. 

V. Notice of Right to Opt-Out of Sale of Personal Information:§ 999.306{d){2) lacks authority. 

Section 999.306(d)(2) states the following: 

(d) A business is exempt from providing a notice ofright to opt-out if" 
(1) It does not, and will not, sell personal information collected during the 

time period during which the notice ofright to opt-out is not posted; and 
(2) It states in its privacy policy that that it does not and will not sell personal 

information. A consumer whose personal information is collected while 
a notice of right to opt-out notice is not posted shall be deemed to have 
validly submitted a request to opt-out. 

Unilaterally creating the rule that a consumer whose personal information is collected while a Notice of Right 

to Opt-Out Notice is not posted shall be deemed to have validly submitted a request to opt-out is not included in the 

CCPA statute and lacks authority. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

VI. Notice of Right to Opt-Out of Sale of Personal Information:§ 999.306{d){2) contains a grammatical error. 

Section 999.306(d)(2) states the following: 

It states in its privacy policy that that it does not and will not sell personal 
information. A consumer whose personal information is collected while a notice of 
right to opt-out notice is not posted shall be deemed to have validly submitted a 
request to opt-out. 

The sentence highlighted above contains an extra "that", which should be deleted. 

VII. Notice of Financial Incentive:§ 999.307{b){S){a) & {b) are burdensome, unnecessary, and unclear. 

Section 999.307(b)(S)(a) & (b) state the following: 

(b) A business shall include the following in its notice offinancial incentive: 
(1) A succinct summary of the financial incentive or price or service 

difference offered; 
(2) A description of the material terms of the financial incentive or price of 

seNice difference, including the categories of personal information that 
are implicated by the financial incentive or price or service difference; 

(3) How the consumer can opt-in to the financial incentive or price or service 
difference; 

(4) Notification of the consumer's right to withdraw from the financial 
incentive at any time and how the consumer may exercise that right; 
and 

(5) An explanation of why the financial incentive or price or service 
difference is permitted under the CCPA, including: 

a. A good-faith estimate of the value of the consumer's data that 
forms the basis for offering the financial incentive or price or 
seNice difference; and 

b. A description of the method the business used to calculate the 
value of the consumer's data. 

Requiring businesses to calculate the value of a consumer's data, tell consumers how they calculated the 

value of the consumer's data, and provide a good-faith estimate of the value of a consumer's data is burdensome, 

unnecessary, and unclear. 

The proposed requirement regarding calculation of value is vague. Requiring businesses to both provide a 
good-faith estimate of the value of a consumer's data and require businesses to describe the methodology they used 

to calculate the value of the consumer's data seem to be in conflict. A good-faith estimate connotes a certain level of 

vagueness, while a calculation connotes a certain level of mathematical certainty. A calculation seems more onerous 
in nature than a good-faith estimate. 

In addition, the methodology by which a business could undertake this calculation is burdensome and 

unclear. How do you attach a theoretical dollar amount to a potential vehicle sale transaction or a potential vehicle 

service event due to consumer information that is maintained for marketing purposes? Plus, this calculation could be 
different for each person: have they bought a car from the dealer before? Did they buy a high-value vehicle? Do they 

have family members who may also have vehicle-related needs? The list of possibilities here seems endless. We 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

understand the need to put some value quotient on consumer data in accordance with the CCPA statute, but 

Implementation of the CCPA as a whole is already going to be incredibly burdensome for businesses, and the way this 

section is drafted adds an unnecessary level of administrative headache on top of existing issues. 

VIII. Privacy Policy:§ 999.308{b){8) contains a grammatical error. 

Section 999.308(b)(8) states the following: 

If subject to the requirements set forth section 999.31 l(g}, the information compiled 
in section 999.31 l(g}(l} or a link to it. 

We want to point out that the word "in" should be added between "forth" and "section", above. 

IX. Methods for Submitting Requests to Know and Requests to Delete:§ 999.312{f){l) & (2) are burdensome, 

unclear, and lack authority. 

Section 999.312(f)(l) & (2) state the following: 

(f) If a consumer submits a request in a manner that is not one of the designated 
methods of submission, or is deficient in some manner unrelated to the 
verification process, the business shall either: 

(1) Treat the request as if it had been submitted in accordance with the 
business's designated manner, or 

(2) Provide the consumer with specific directions on how to submit the 
request or remedy any deficiencies with the request, if applicable. 

Requiring businesses to (1) treat deficient consumer requests as if they had been submitted correctly or (2) 

respond to deficient consumer requests and give specific directions on how to remedy deficiencies in the request is 

burdensome, unclear, and lacks authority. 

There are many ways in which a consumer request could be deficient. This could involve lack of identifying 
information, lack of clarity about what is being requested, and submitting a request in a manner not contemplated by 
the CCPA statute. Expecting busy business owners and employees to be able to read a consumer's mind and divine 

what they are asking, when that request is patently unclear, is overly burdensome and constitutes an unfair 

requirement. 

X. Responding to Requests to Know and Requests to Delete: § 999.313{b) is unclear. 

Section 999.313(b) states the following: 

Businesses shall respond to requests to know and requests to delete within 45 days. 
The 45-day period will begin on the day that the business receives the request, 
regardless of time required to verify the request. If necessary, businesses may take 
up to an additional 45 days to respond to the consumer's request, for a maximum 
total of 90 days from the day the request is received, provided that the business 
provides the consumer with notice and an explanation of the reason that the business 
will take more than 45 days to respond to the request. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

Requiring businesses to respond to requests to know and requests to delete within 45 days, regardless of 

time required to verify the request, is unclear. What if more information is needed and the consumer does not follow 

up with that necessary information? Businesses need to be afforded some mechanism here to be able to treat such a 

request as if it is deficient. 

XI. Responding to Requests to Know and Requests to Delete:§ 999.313{c){l) lacks authority. 

Section 999.313(c)(l) states the following: 

For requests that seek the disclosure of specific pieces of information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business shall not disclose any 
specific pieces of personal information to the requestor and shall inform the 
consumer that it cannot verify their identity. If the request is denied in whole or in 
part, the business shall also evaluate the consumer's request as if it is seeking the 
disclosure of categories of personal information about the consumer pursuant to 
subsection (c}(2}. 

Requiring businesses to evaluate a denied request for specific pieces of information and instead treat the 

request as if the consumer is seeking the disclosure of categories of personal information is not provided for by the 

CCPA statute and lacks authority. Instead, the request should simply be granted or denied. 

XII. Responding to Requests to Know and Requests to Delete:§ 999.313{d){l) lacks authority. 

Section 999.313(d)(l) states the following: 

For requests to delete, if a business cannot verify the identity of the requestor 
pursuant to the regulations set forth in Article 4, the business may deny the request 
to delete. The business shall inform the requestor that their identity cannot be 
verified and shall instead treat the request as a request to opt-out ofsale. 

Requiring businesses to evaluate an unverifiable request as if the consumer is requesting to opt-out of sale is 

not provided for under the CCPA statute and lacks authority. If a request is unverifiable, the process should stop once 

the business notifies the consumer that the request was unverifiable. 

XIII. Responding to Requests to Know and Requests to Delete:§ 999.313{d){4) is burdensome, unclear, and 

lacks authority. 

Section 999.313(d)(4) states the following: 

In its response to a consumer's request to delete, the business shall specify the 
manner in which it has deleted the personal information. 

Requiring a business to specify how it has deleted personal information in response to a consumer's request 

to delete is burdensome, unclear, and lacks authority. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

Civil Code Section 1798.lOS(c) provides: 

A business that receives a verifiable consumer request from a consumer to delete the 
consumer's personal information pursuant to subdivision (a) of this section shall 
delete the consumer's personal information from its records and direct any service 
providers to delete the consumer's personal information from their records. 

Notably, the Civil Code section above contained within the Right to Deletion does not mandate businesses to 
inform consumers of the manner in which they have deleted the consumer's personal information. Additionally, this 

proposed mandate is unclear, and businesses will have trouble deciphering what the directive actually is on a 
practical level when it comes to disclosing the "manner" of deletion. 

Our dealer members would prefer the ability to reply in a generic manner because different systems will 

handle data deletion requests differently: for example, marketing systems would delete the consumer's data, 
transactional systems (where the consumer's data is tagged as "transactional" and thus not subject to deletion) 

would not delete the consumer's data, and in many reporting systems dealers may be de-identifying the stored data 

and so that data would not be subject to deletion. 

It will be burdensome if, for every separate consumer request, dealers will need to have a custom email 

response after each separate system verifies the consumer and necessary action is taken (or not taken due to an 

exception). Dealers, especially those with many different rooftops, would appreciate the opportunity to automate 

responses as much as possible. 

In addition, there is no allowance in this section for situations where data cannot be deleted. 

XIV. Responding to Requests to Know and Requests to Delete:§ 999.313{d){5) is unnecessary and lacks 
authority. 

Section 999.313(d)(S) states the following: 

In responding to a request to delete, a business shall disclose that it will maintain a 
record of the request pursuant to Civil Code section 1798.105(d). 

Requiring a business to disclose that it will maintain a record of a deletion request pursuant to Civil Code 

Section 1798.lOS(d) is unnecessary and lacks authority. Although Civil Code Section 1798.lOS(d) is referenced, this 

section does not include a mandate to maintain records of requests or disclose to consumers that they maintain 

records of requests. In addition, it is unclear how these requests are supposed to be maintained, especially if 

consumer data is deleted and so the request cannot be linked to a consumer record. 

XV. Service Providers: § 999.314{c) is unclear. 

Section 999.314(c) states the following: 

A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider for 
the purpose of providing seNices to another person or entity. A seNice provider may, 
however, combine personal information received from one or more entities to which 
it is a service provider, on behalf ofsuch businesses, to the extent necessary to detect 
data security incidents, or protect against fraudulent or illegal activity. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

Barring a service provider from using personal information received from a consumer's direct interaction 

with the service provider for the purpose of providing services to another entity is unclear. 

I assume that I understand the intent here - do not allow service providers to take data from one source and 

then use it for an unconnected, separate purpose. However, as written, this section appears to negate the "business 
purpose" exception under the CCPA. We would recommend clarifying this section to make the intent clearer. 

XVI.Requests to Opt-Out:§ 999.315{a) & {b) lack authority. 

Section 999.315(a) & (b) state the following: 

(a) A business shall provide two or more designated methods for submitting 
requests to opt-out, including, at a minimum, an interactive webform accessible 
via a clear and conspicuous link titled "Do Not Sell My Personal Information," or 
"Do Not Sell My Info," on the business's website or mobile application. Other 
acceptable methods for submitting these requests include, but are not limited to, 
a toll-free phone number, a designated email address, a form submitted in 
person, a form submitted through the mail, and user-enabled privacy controls, 
such as a browser plugin or privacy setting or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the sale of their 
personal information. 

(b) A business shall consider the methods by which it interacts with consumers when 
determining which methods consumers may use to submit requests to opt-out, 
the manner in which the business sells personal information to third parties, 
available technology, and ease of use by the average consumer. At least one 
method offered shall reflect the manner in which the business primarily interacts 
with the consumer. 

Requiring a business to provide two or more designated methods for submitting requests to opt-out lacks 

authority. Civil Code Section 1798.135 mandates businesses to provide an opt-out link on Internet homepages, but 

does not provide for additional opt-out methods as described in Section 999.315(b). 

XVII. Requests to Opt-Out:§ 999.315{c) is burdensome and lacks authority. 

Section 999.315(c) states the following: 

If a business collects personal information from consumers online, the business shall 
treat user-enabled privacy controls, such as a browser plugin or privacy setting or 
other mechanism, that communicate or signal the consumer's choice to opt-out of 
the sale of their personal information as a valid request submitted pursuant to Civil 
Code section 1798.120 for that browser or device, or, ifknown, for the consumer. 

Requiring a business that collects personal information from consumers online to treat user-enabled general 

browser privacy controls as valid requests to opt out submitted pursuant to Civil Code Section 1798.120 is 

burdensome and lacks authority. 

If the regulations are attempting to cover tech companies that regularly track consumers' browsing data, 

they need to be narrowly tailored as such. As written, this section does not give consumers meaningful choice and 

covers all businesses. This change in the law is not authorized under the CCPA statute. 
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CNCDA Comments re: CCPA Proposed Regulations 

December 6, 2019 

In addition, this section assumes that all computer systems and tracking mechanisms are compatible, which 

may not be the case. 

XVIII. Requests to Opt Out:§ 999.315{f) is burdensome, unnecessary, and lacks authority. 

Section 999.315(f) states the following: 

A business shall notify all third parties to whom it has sold the personal information 
of the consumer within 90 days prior to the business's receipt of the consumer's 
request that the consumer has exercised their right to opt-out and instruct them not 
to further sell the information. The business shall notify the consumer when this has 
been completed. 

Requiring businesses to notify consumers once an opt-out request is communicated to third parties is 

burdensome, unnecessary, and lacks authority. 

The CCPA statute only mandates that businesses need to notify consumers of their right to opt out. The 
statute does not require businesses to then contact the consumer after the opt-out request has been completed to 

let them know that fact. If a consumer wishes to opt out of a business' sharing of their personal information, that is a 

strong indicator they wish to minimize their communications with a business. Additional, unnecessary 

communications from businesses to consumers in this way is burdensome to businesses and unnecessary for 

consumers. 

XIX. Requests to Opt-In After Opting Out of the Sale of Personal Information:§ 999.316{a) lacks authority. 

Section 999.316(a) states the following: 

Requests to opt-in to the sale of personal information shall use a two-step opt-in 
process whereby the consumer shall first, clearly request to opt-in and then second, 
separately confirm their choice to opt-in. 

Requiring businesses to implement a two-step opt-in process after a consumer has opted out of the sale of 

personal information is not mandated by the CCPA statute and lacks authority. This requirement is excessive and will 

be hard for businesses to manage. 

XX. Training; Record-Keeping:§ 999.317{b) and {c) are unnecessary and lack authority. 

Section 999.317(b) & (c) state the following: 

(b) A business shall maintain records of consumer requests made pursuant to the 
CCPA and how the business responded to said requests for at least 24 months. 

(c) The records may be maintained in a ticket or log format provided that the ticket 
or log includes the date of request, nature of request, manner in which the 
request was made, the date of the business's response, the nature of the 
response, and the basis for the denial of the request if the request is denied in 
whole or in part. 
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CNCDA Comments re: CCPA Proposed Regulations 
December 6, 2019 

Requiring businesses to maintain detailed records of consumer requests made pursuant to the CCPA and 

how the business responded to those requests for 24 months is unnecessary and lacks authority under the CCPA 
statute. 

XXI. Verification for Non-Accountholders: § 999.325{e){l) contains two grammatical errors. 

Section 999.325(e)(l) states the following: 

If a business maintains personal information in a manner associated with a named 
actual person, the business may verify the consumer by requiring the consumer to 
provide evidence that matches the personal information maintained by the business. 
For example, if the business maintains the consumer's name and credit card number, 
the business may require the consumer to provide the credit card's security code and 
identifying a recent purchase made with the credit card to verify their identity to 
reasonable degree of certainty. 

In the highlighted sentence above, the word "identifying" should be changed to "identify". In addition, within 
the highlighted sentence above, the letter "a" should be added between "to" and "reasonable". 

XXII. General Requests. 

1) Provide guidance on a business' right to cure and how that process will work. 

2) Provide model forms and notices businesses can use to help with compliance efforts. 
3) Streamline required notices as much as possible so that consumers are not over-informed at every turn and 

business compliance is made more manageable. 
4) Provide more time for businesses to implement these drastic changes to their day-to-day practices. 

5) In cost estimates, account for the need for an attorney or compliance officer to decipher the law's 

requirements and implement them at a business. 

6) Consider classifying vehicle geolocation data as sensitive information that should not be disclosed. 

7) If consumer information needs to be shared between businesses for reasonable safety and security purposes 
(such as vehicle history, safety, & performance), this information should not be subject to opt-out requests. 

California's new car dealers understand the state's goals to provide consumers with greater control over how 

their data is used by businesses. However, the CCPA's overall impact on businesses cannot be overstated. There are 

over 1,300 franchised new car dealers in the state of California alone, and almost every single one of them will be 
heavily impacted by the new law. Because of this enormous impact, we appreciate the opportunity provided to 

provide our comments and feedback on the implementing regulations. 

We welcome the opportunity to discuss this series of suggestions further. Please don't hesitate to contact 

meat r 

Sincerely, 

Alisa Reinhardt 
Director of Regulatory Affairs, California New Car Dealers Association 
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the California Consumer Privacy Act of 2018. 

Kind regards, 
-David 

BRYAN DAVID ZETOONY 
CAVE Partner 

LEIGHTON [!1"11----rp 
PAISNER 132..k! 

BRYAN CAVE LEIGHTON PAISNER LLP 
One Boulder Plaza, 1801 13th Street, Suite 300, Boulder, CO 80302-5386 
T: +1 303 417 8530 

1155 F Street NW, Washington, DC 20004-1357 
T: + 1 202 508 6030 

bclplaw.com 

This electronic message is from a law firm. It may contain confidential or privileged information. If you received this transmission in error, please reply to the 
sender to advise of the error and delete this transmission and any attachments. 

We may monitor and record electronic communications in accordance with applicable laws and regulations. Where appropriate we may also share certain 
information you give us with our other offices (including in other countries) and select third parties. For further information (including details of your privacy rights 
and how to exercise them), see our updated Privacy Notice at www.bclplaw.com. 

CCPA_ 45DAY _00747 

Guest
FreeText
45 DAY COMMENT         W102



BRYAN 
CAVE 

LEIGHTON []f'Ml'P
PAISNER ~ 

December 6, 2019 
BRYAN CAVE LEIGHTON PAISNER LLP 
One Bou lder Plaza 
180113th Street Suite 300 

David A. Zetoony, Partner Boulder CO 80302 5386 
Christian Auty, Counsel T: +1 303 444 5955 

F: +1 303 866 0200
Andrea Maciejewski, Associate 

www.bclplaw.com 

Lisa B. Kim 
Deputy Attorney General 
Consumer Law Section - Privacy Unit 
California Office of the Attorney General 
300 South Spring Street, Fi 

Stacey Schesser 
Supervising Deputy Attorney General 
California Department of Justice 
Consumer Law Section - Privacy Unit 
455 Golden Gate Ave., Suite 11000 
San Francisco, CA 94102 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, California 90013 

VIA E-MAIL (PRIVACYREGULATIONS@DOJ.CA.GOV) 

Re: Comment from Red Ventures concerning the Proposed Regulations 

The law firm of Bryan Cave Leighton Paisner LLP (''BCLP") is pleased to submit this comment 
on behalf of Red Ventures (the "Company'') concerning the following Proposed Regulations: 

1. 999.313(c)(l) and 999.325(b) 
2. 999.313(d)(l) 
3. 999.315(c) 
4. 999.315(f) 
5. 999.317(g) 

The Company highly values the role of the Office of the Attorney General to promulgate 
regulations that clarify and interpret the CCPA, and believes that appropriate regulation can 
benefit both consumers' privacy and the business community by clarifying an ambiguous and 
uncertain statute. As discussed below, however, there are serious concerns with the above
referenced Proposed Regulations. 
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Privacy Regulations Coordinator 
December 6, 2019 
Page 2 

I. Proposed Regulation 999.313(c)(1) and 999.325(b). 

Proposed Regulation 999.313(c)(1) would create a conversion requirement for responding to 
access requests. In the event a business could not verify an access request for specific pieces 
of information, it would have to then reanalyze the request "as if it is seeking the disclosure of 
categories of personal information about the consumer ... "1 

According to the Initial Statement of Reasons (''ISOR"), Proposed Regulation 999.313(c) is 
"necessary because [it] describes what a business must do when it cannot readily verify the 
identity of the consumer."2 The ISOR claims that the approach "balances the consumer's right 
to know what personal information a business has about them with the danger of disclosing 
personal information to unauthorized persons, recognizing that unauthorized disclosure of 
specific pieces of personal information (for example, a specific medical diagnosis) is frequently 
more intrusive and harmful to the consumer than the disclosure of mere categories of personal 
information (for example, medical information)." 3 

Proposed Regulation 999.325(b) and Proposed Regulation 999.325(c) specify the verification 
requirements for each type of access request: 

1. A business must verify an access request for specific pieces of personal 
information "to a reasonably high degree of certainty, which is a higher bar for 
verification. A reasonably high degree of certainty may include matching at least 
three pieces of personal information provided by the consumer with personal 
information maintained by the business that it has determined to be reliable for 
the purpose of verifying the consumer together with a signed declaration under 
penalty of perjury that the requestor is the consumer whose personal 
information is the subject of the request."4 

2. A business must verify an access request for categories of information 
collected "to a reasonable degree of certainty. A reasonable degree of certainty 
may include matching at least two data points provided by the consumer with 
data points maintained by the business, which the business has determined to be 
reliable for the purpose of verifying the consumer."5 

The ISOR states that Proposed Regulation 999.325 is intended to "provide further guidance to 
businesses on how to verify that the person making requests to know and requests to delete is 
the consumer about whom the business has collected information."6 

The approach proposed in Proposed Regulation 999.313(c)(1) and Proposed Regulations 
999.325(b) and (c), whereby requests to obtain specific pieces of personal information would 
be subject to authentication requirements that would be greater than the authentication 

Text of the Proposed Regulation ('Proposed Regulation") § 999.313(c)(l) available at https:1/ccpa-info.com( 
!SOR at 18 available at https://ccpa-info.com/wp-content/uploads/2019/10/ccpa-isor-appendices.pdf. 
Id. 
Proposed Regulation § 999.325(c). 
Proposed Regulation § 999.325(b). 
!SOR at 31. 
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requirements for requests to know category-level information, raises significant practical and 
security concerns which are discussed below. 

A. Proposed Regulation 999.325(b)'s lower verification requirement would increase 
the likelihood of unauthorized disclosures of sensitive information. 

Proposed Regulation 999.325(b) incorrectly assumes that category-level information is not 
sensitive or private. According to the ISOR, the "unauthorized disclosure of specific pieces of 
personal information (for example, a specific medical diagnosis) is frequently more intrusive 
and harmful to the consumer than the disclosure of mere categories of personal information 
(for example, medical information)." 7 Because this is not always true, as the word "frequently" 
concedes, a blanket reduction in verification requirements for category-level access requests is 
improper. 

In many instances, the mere fact that an account exists is in-and-of-itself sensitive information. 
Take, for instance, the existence of an account for a drug rehabilitation center, a job search 
website, a pornography site, or a dating website targeted to those of a specific sexual 
orientation. An individual who knows minimal information may be able to satisfy the reduced 
verification requirements set forth in Proposed Regulation 999.325(b) and obtain information 
about whether another person has an account with such sites. The confirmation that an 
account exists is itself private, and verification that a company maintains category-level 
information about a person ( e.g. name, medical diagnosis, account information) is itself 
sensitive. 

Unless, and until, a record is developed that demonstrates that the lower verification bar 
required by Proposed Regulation 999.325(b) would benefit the public and would not increase 
the likelihood of unauthorized disclosures, the Attorney General should require the same 
verification for both category-level access requests and specific information access requests. 

B. Proposed Regulation 999.325(b) would improperly weaken security precautions 
for categorical information access requests. 

Proposed Regulation 999.325(b) reduces the verification standard for category level access 
requests from a "reasonably high degree of certainty" to a "reasonable degree of certainty."8 

Although the reasonableness standard gives companies some discretion, it ultimately puts a 
cap on how comprehensive the reduced verification standard can be. The end result is that any 
business which recognizes the sensitivity of a consumer's category-level information, and aims 
to maintain a higher bar of verification, may be subject to a claim that its verification 
requirements are too burdensome on the consumer. Thus, a company may be compelled to 
disclose personal information in situations that they would, in any other circumstance, consider 
unauthorized. 

The unauthorized disclosure of category-level information increases the likelihood of security 
incidents and opens consumers up to identity theft and phishing attacks. Scammers may use 

!SOR at 18. 
Proposed Regulation § 999.325(b-c) 
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any number of communication methods to trick consumers into g1v1ng them personal 
information, almost all of which are made easier if the scammer has basic information about 
the victim. 9 A common scam may go as follows: 

1. The scammer identifies potential victims by finding companies that the victims regularly 
engage with or trust. 

2. The scammer poses as a representative from that company and asks for verification 
information (such as the consumer's Social Security Number or account password) in 
order to perform basic administrative or security functions (such as to verify 
unauthorized activity on an account). 

3. The scammer uses the acquired information to steal additional information or assets 
from the victim. 10 

Proposed Regulation 999.325(b) obligates businesses to disclose basic category-level 
information, such as the existence of an account, by creating a legally required reduction in 
verification protocols. Ultimately, this weakens the overall security of consumers' personal 
information and makes the phishing attack easier to perpetrate by disclosing companies with 
which a victim has an existing account. 

Unless, and until, a record is developed that demonstrates that the lower verification bar 
required by Proposed Regulation 999.325(b) would benefit the public and would not increase 
unauthorized disclosures, and, as a result, the likelihood that consumers will be subjected to 
phishing attacks, the Attorney General should require the same verification for both category
level access requests and specific-information access requests. 

C. Proposed Regulation 999.325(b) is inconsistent with existing data security laws. 

Proposed Regulation 999.325(b) is not only bad for consumers, it is inconsistent with federal 
and state data security laws. On the state level, California law requires companies that 
maintain certain types of personal information about Californians to "implement and maintain 
reasonable security procedures and practices appropriate to the nature of the information, to 
protect the personal information from unauthorized access, destruction, use, modification, or 
disclosure. 11 Similarly, the FTC prohibits companies from committing "unfair or deceptive" 
acts. 12 The Federal Trade Commission ("FTC'') has interpreted a company's failure to 
implement what it considers to be reasonable security protecting sensitive information to be 
"unfair."13 A security measure that allows a requestor access to potentially sensitive 
information despite a failed verification is unlikely to be considered "reasonable" by either 
California courts or the FTC. Proposed Regulation 999.325(b) not only allows the potential 
unauthorized access of personal information, but in some cases may inadvertently require it. 

10 

11 

12 

13 

FTC, How to Recognize and Avoid Phishing Scams (May 2019), https://www.consumer.ftc.gov/articles/how-recognize
and-avoid-ph ish i ng-sca ms. 
Id. 
Cal. Civ. Code§ 1798.81.5 (emphasis added). 
15 U.S.C. § 45(a) (2019). 
F.T.C. v. Wyndham, 799 F.3d 236, 244-47 (3rd Cir. 2015). 
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Put differently, by implying that businesses should disclose category-level information when 
they have only a "reasonable degree of certainty" that the proponent of an access request is 
the consumer about whom the request has been made, even if they do not have a "reasonably 

high degree of certainty" that the requester and the consumer are indeed the same person, 
may, itself, be an unreasonable security practice. 

Unless, and until, a record is developed that demonstrates that the lower verification bar 
required by Proposed Regulation 999.325(b) would benefit the public and would not expose 
consumer information to heightened security risks, the Attorney General should require the 
same verification for both category-level access requests and specific-information access 
requests. 

D, The Attorney General has not put forth facts or studies to support Proposed 
Regulation .999.313(c)(1) as required by California law. 

Proposed Regulation 999.313(c)(1) is not supported by any facts, studies, or expert opinions as 
is required by the California Administrative Procedure Act ("APA"). California law requires that 
all regulations use a "necessity" standard, which is satisfied when: 

the record of the rulemaking proceeding demonstrates by substantial evidence 
the need for a regulation to effectuate the purpose of the statute, court 
decision, or other provision of law that the regulation implements, interprets, or 
makes speclfic, taking into account the totality of the record. For purposes of 
this standard, evidence includes, but is not limited to, facts, studies, and expert 
opinion.14 

The corresponding regulations further emphasize the APA's evidentiary requirement by 
explaining that, in order to meet the "necessity" standard, a regulation "shall include, but is not 
limited to, facts, studies, or expert opinion. 15 

The CCPA requires the Attorney General to promulgate regulations that facilitate a consumer's 
ability to obtain information from a business.16 In response, the ISOR claims that Proposed 
Regulation 999.313 "should have the goal of minimizing the administrative burden on 
consumers, taking into account available technology, .security concerns, and the burden on the 
business."17 However, it does not cite any facts, studies, expert opinions, or other hard data 
that demonstrate how Proposed Regulation 999.313(c)(l) is necessary to further that goal.18 

For example, the ISOR asserts that the "unauthorized disclosure of specific pieces of personal 
information (for example, a specific medical diagnosis) is frequently more intrusive and harmful 
to the consumer than the disclosure of mere categories of personal information (for example, 
medical information)." 19 This assertion is purely conjecture and is not supported by any facts, 

11 

15 

t6 

17 

lS 

19 

Cal. Gov. Code§ 11349(a). 
1 Cal. Code Regs. l0(b)(l-2) (emphasis added). 
Cal. Civ. Code§ l 798.18S(a)(7). TtTe full text of the Califorriia Consumer Privacy Act ("CCPA'') is available at 
h_tttt; //'>NWW .ccpa-i nfo.com. 
!SOR at 16.
See generallyISOR at 17-18.
Id. 

501361685.8 

CCPA_ 45DAY _00752 

Guest
Line

Guest
Line

Guest
FreeText
W102-4

hannahfolsomchan
Typewritten Text
W102-3cont



Lisa B. Kim 
Stacey Schesser 

BRYAN 
CAVE 

LEIGHTON []f"Ml~P 
PAISNER u1J,! 

Privacy Regulations Coordinator 
December 6, 2019 
Page 6 

expert opinions, or industry data put forward in the ISOR, or that was made part of the 
rulemaking record. 

As there is no factual record indicating that Proposed Regulation 999.313(c)(1) will effectuate 
the purpose of the CCPA, the requirements of Proposed Regulation 999.313(c) amount to an 
arbitrary and capricious obligation on businesses. Unless, and until, a record is developed that 
demonstrates that the conversion of failed specific-information access requests to category
level access requests would benefit the public, and would not be harmful to consumers, 
Proposed Regulation 999.313(c)(1) should be abandoned. 

E. Proposed Regulation 999.313(c)(1) exceeds the authority of the Attorney 
General. 

The Office of the Attorney General cites Section 1798.185(a)(7) of the CCPA as the authority 
for the promulgation of Proposed Regulation 999.313(c). 20 Section 1798.185(a)(7) charges the 
Attorney General with: 

Establishing rules and procedures to further the purposes of Sections 1798.110 
and 1798.115 and to facilitate a consumer's or the consumer's authorized 
agent's ability to obtain information pursuant to Section 1798.130, with the goal 
of minimizing the administrative burden on consumers, taking into account 
available technology, security concerns, and the burden on the business, to 
govern a business' determination that a request for information received by a 
consumer is a verifiable request, including ... providing a mechanism for a 
consumer who does not maintain an account with the business to request 
information through the business' authentication of the consumer's identity, 
within one year of passage of this title and as needed thereafter. 21 

Notably, any regulation promulgated by the Attorney General under this grant of authority is 
required to: 

20 

21 

1. Take into account security concerns. As discussed in Section I.B and 1.C, Proposed 
Regulation 999.325(b) not only fails to adequately consider security concerns, it 
increases consumers' risk of unauthorized access, identity theft, and phishing attacks. 
For this reason, Proposed Regulation 999.313(c)(1)'s mandatory conversion 
requirement does not achieve the task set forth by the California Legislature. 

2. Further the purposes of Section 1798.100. Section 1798.100 states that "a business 
shall provide [access request] information ... to a consumer only upon receipt of a 
verifiable consumer request. Proposed Regulation 313(c)(1) allows a business to 
provide information to requestors whose identity cannot be verified. For this reason, 
Proposed Regulation 313(c)(1) does not achieve the task set forth by the California 
Legislature. 

!SOR at 16. 
Cal Civ. Code§ 1798.185(a)(7). 
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To the extent that the Office of the Attorney General continues to delineate how a business 
should determine that a request for information is a verifiable consumer request, it should use 
a single verification standard for both specific-information access requests and category-level 
access requests. 

II. Proposed Regulation 999.313(d)(1). 

Proposed Regulation 999.313(d)(1) would create an obligation for a business to convert an 
unverifiable request to delete information into a request to opt-out of the sale of information. 
According to the Proposed Regulation, in the event that a business receives a consumer 
request for deletion, and cannot verify the identity of the requestor, the business "shall inform 
the requestor that their identity cannot be verified and shall instead treat the request as a 
request to opt-out of sale."22 

According to the ISOR provided by the Office of the Attorney General, Proposed Regulation 
999.313(d)(1) is "necessary to instruct businesses on what they should do when they cannot 
verify the identity of the consumer."23 It also purportedly "benefits consumers by requiring the 
business to view the request in a way that can best accommodate the consumer's intent to 
delete the information ... by at least preventing the further proliferation of the consumer's 
personal information in the marketplace."24 

The approach set forth in Proposed Regulation 999.313(d)(1) raises significant practical and 
legal concerns which are discussed below. 

A. Proposed Regulation 999.313(d)(1) ascribes an intent to consumers that may 
not reflect consumer preference. 

The Proposed Regulation requires businesses to convert an unverifiable deletion request to an 
opt-out request based on the assumption that this best accommodates the consumer's intent. 25 

This assumption is not substantiated by any evidence and is likely incorrect in many instances. 
For example, if an individual impersonates a consumer by submitting a deletion request, then 
the consumer never had the intent to delete their information, much less opt-out of the sale of 
their information. 

This misplaced assumption would be further exacerbated should Proposed Regulation 
999.315(f) be enacted. Proposed Regulation 999.315(f)'s flow-down obligations combined with 
Proposed Regulation 999.313(d)(1)'s conversion obligations would effectively mean that a 
consumer who tries to impersonate someone by submitting a fraudulent deletion request will 
not only cause a business to stop selling the person's information, but to instruct other 
businesses to whom the information was sold to stop selling the consumer's information. None 
of these actions on the part of the business, and on the part of the onward recipients of data, 
would reflect the intent of the consumer as all of them would be caused by an impersonator. 

22 

23 

24 

25 

Proposed Regulation § 999.313(d)(l). 
!SOR at 19. 
!SOR at 19-20. 
See !SOR at 20. 
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If a business cannot validate a requestor's identity, the business should not ascribe any intent 
to the consumer, as it is unclear whether the consumer ever had any intent at all. Unless, and 
until, a record is developed that demonstrates that most, if not all, deletion requests that are 
denied because of a failure to authenticate the consumer do indeed come from the consumer, 
the Proposed Regulation should be abandoned. 

B. The Attorney General has not put forth facts or studies to support Proposed 
Regulation 999.313(d)(1) as required by California law. 

California law requires that an agency proposing a regulation must include in the record "facts, 
studies, or expert opinion" that demonstrate why a proposed regulation is "necessary."26 

Proposed Regulation 999.313(d)(1) is not supported by any facts, studies, or expert opinions 
as is required by the California APA. 

The CCPA requires the Attorney General to promulgate regulations that, in relevant part, 
"facilitate a consumer's or the consumer's authorized agent's ability to obtain information 
pursuant to Section 1798.130, which addresses sections ... 1798.105."27 Section 1798.105 
speaks to a consumer's right to deletion, and explains that a business that receives "a 
verifiable consumer request from a consumer to delete the consumer's personal 
information ... shall delete the consumer's personal information from its records."28 In putting 
forth Proposed Regulation 999.313(d)(1), the Attorney General cites this grant of authority and 
states that the subdivision is "necessary to instruct businesses on what they should do when 
they cannot verify the identity of the consumer."29 

Although the Attorney General states that the Proposed Regulation is being put forth in order 
to "view the request in a way that can best accommodate the consumer's intent to delete the 
information," there is no record of evidence supporting this conclusion. 30 In fact, the Attorney 
General offers no facts, studies, or expert opinions establishing that the Proposed Regulation 
effectuates the purpose of the statute whatsoever. For instance, the CCPA gives no indication 
that one of the purposes of Section 1798.105 is to allow for the opt-out of the sale of 
information and the Attorney General offers no evidentiary explanation as to how Proposed 
Regulation 999.313(d)(1)'s conversion obligation otherwise effectuates Section 1798.105. 

The ISOR also claims that Proposed Regulation 999.313(d)(1) will "at least prevent the further 
proliferation of the consumer's personal information in the marketplace."31 The Attorney 
General cites no evidence, record, or expert opinion supporting his or her conclusion that 
preventing the proliferation of a consumer's personal information in the marketplace is 
necessary to accomplish the purposes of responding to a deletion request under the CCPA. 

26 

27 

28 

29 

30 

31 

1 Cal. Code Regs. lO(b)(l-2). 
Cal. Civ. Code§ 1798.85(a)(7). Presumably, in proposing the regulation titled "Responding to Requests to Delete," the 
Attorney General is relying on Cal. Civ. Code§ 1798.105. 
Cal. Civ. Code§ 1798.105(c). 
!SOR at 19. 
!SOR at 17-18, 20. 
!SOR at 20. 
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As there is no factual record indicating that the Proposed Regulation will further the purposes 
of the CCPA, the requirements of the Proposed Regulation amount to an arbitrary and 
capricious obligation on businesses. Unless, and until, a record is developed that demonstrates 
that the conversion of failed deletion requests to a request to opt-out would benefit the public, 
the Proposed Regulation should be abandoned. 

C. Proposed Regulation 999.313(d)(1) exceeds the authority of the Attorney 
General. 

The Office of the Attorney General cites Section 1798.185(a)(7) of the CCPA as the authority 
for the promulgation of Proposed Regulation 999.313(d)(1).32 Section 1798.185(a)(7) charges 
the Attorney General with: 

Establishing rules and procedures to further the purposes of Sections 1798.110 
and 1798.115 and to facilitate a consumer's or the consumer's authorized 
agent's ability to obtain information pursuant to Section 1798.130, with the goal 
of minimizing the administrative burden on consumers, taking into account 
available technology, security concerns, and the burden on the business, to 
govern a business' determination that a request for information received by a 
consumer is a verifiable request, including ... providing a mechanism for a 
consumer who does not maintain an account with the business to request 
information through the business' authentication of the consumer's identity, 
within one year of passage of this title and as needed thereafter. 33 

As indicated in the text above, any regulation promulgated by the Attorney General under this 
grant of authority is required to "facilitate a consumer's or the consumer's authorized agent's 
ability to obtain information pursuant to Section 1798.130, which addresses 
sections ... 1798.105." As discussed in 11.B, the CCPA gives no indication that one of the 
purposes of 1798.105 is to allow for the opt-out of the sale of information and the Attorney 
General offers no evidence that Proposed Regulation 999.313(d)(1)'s conversion obligation 
would facilitate the obtaining of information by a consumer, or would otherwise further the 
purposes of Section 1798.105. 

As there is no factual record indicating that the Proposed Regulation will lead to the 
furtherance of any of the purposes identified in Section 1798.110 or Section 1798.115 of the 
CCPA, or will allow consumers to obtain information, the requirements of the Proposed 
Regulation amount to an arbitrary and capricious obligation on businesses. Unless, and until, a 
record is developed that demonstrates that the conversion of failed deletion requests to a 
request to opt-out would benefit the public, the Proposed Regulation should be abandoned. 

32 

33 
!SOR at 16. 
Cal Civ. Code§ 1798.185(a)(7). 
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III. Proposed Regulation 999.315(c). 

Proposed Regulation 999.315(c) imposes an obligation on all entities engaged in the "sale" of 
personal information under the CCPA that is practically unworkable, and technically impossible. 

As an initial matter, the CCPA provides consumers the right to opt-out from the "sale" of their 
"personal information."34 The statute obligates businesses that sell personal information to 
provide an "opt-out" link on the business's website to allow California consumers to easily 
exercise that rig ht. 35 

Proposed Regulation 999.315(c) would require that, in addition to the opt-out link required by 
the statute, "[i]f a business collects personal information from consumers online, the business 
shall treat user-enabled privacy controls, such as a browser plug in or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt-out of the sale of their 
personal information as a valid request...for that browser or device, or if known, for the 
consumer."36 If made final and effective, this section would require businesses to treat any 
user-enabled privacy control, website plugin, browser plugin or privacy setting as a "valid 
request" to opt-out for that "browser, device or, if known, that consumer."37 

The effect of this proposal is to foist a boundless, perpetual obligation on all businesses 
operating websites. A business would be required to recognize an unlimited and ever-evolving 
array of third-party software and settings for multiple browsers. Since businesses cannot 
control which settings, third-party software providers, or browsers will be utilized by California 
consumers, compliance with this obligation is functionally impossible, and businesses have no 
meaningful notice as to what electronic signals constitute a "valid request" under Proposed 
Regulation 999.315(c). 

A. The history of the "Do Not Track" Signal and its relevance to Proposed 
Regulation 999.315(c). 

Perhaps the closest analogue to the proposed "Do Not Sell" setting is the "Do Not Track" HTTP 
field (the "DNT Signal"). 38 The DNT Signal was originally proposed as a web browser setting 
that would allow a consumer to request that a web application disable its tracking of an 
individual user. 39 This proposal arose from a W3C working group.40 After years of deliberation 

34 

35 

36 

37 

38 

39 

40 

Cal. Civ. Code § 1798.120(a). 
Cal. Civ. Code § 1798.135(a)(l). 
Proposed Regulation § 999.315(c). 
Proposed Regulation § 999.315(c). 
See generally CCPA Do Not Sell Rule: The Complete Guide, CooKIEPRo (September 5, 2019), 
https://www.cookiepro.com/blog/ccpa-do-not-sell-guide/; CCPA Consumer Rights & Do Not Sell Solutions, ONETRUST, 
https://www.onetrust.com/ccpa-consumer-rights-do-not-sell/ (last visited Dec. 5, 2019); The CCPA Hidden Game 
Changer: "Do Not Sell My Personal Information'; TRUYO, https://insights.truyo.com/ccpa-hidden-game-changer (last 
visited Dec. 5, 2019). 
See"AII About Do Not Traci<', Future of Privacy Forum, https://allaboutdnt.com/. 
Tracking Preference Expression (DNT), W3C (January 17, 2019), (" ... there has not been sufficient deployment of these 
extensions (as defined) to justify further advancement, nor have there been indications of planned support among user 
agents, third parties, and the ecosystem at large. The working group has therefore decided to conclude its work and 
republish the final product as this Note, with any future addendums to be published separately."), 
https://www.w3.org/TR/tracking-dnt/. 
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and work at developing a universal standard for recognition and deployment of the DNT Signal, 
the project was abandoned due to insufficient deployment and support.41 

The history of the DNT Signal is relevant to the Regulation because the DNT Signal likely is 
similar to a user-enabled privacy control (notwithstanding the inherent ambiguities associated 
with the term) in that both provide an automatic web-based mechanism to express a 
preference as to how data can be used.42 This functional similarity also suggests a similar 
developmental timeline. The DNT Signal was in development for 7 years before it was 
abandoned.43 As such, it is, at a minimum, highly unlikely that a universal, recognizable Do Not 
Sell standard can be developed before July 1, 2020. Such a consensus requires the 
development of meaningful coalitions among disparate parties. Put simply, developing a 
workable consensus around a universally recognizable "Do Not Sell" signal takes time. But the 
Regulation ignores this reality entirely-instead, it foists an unworkable obligation onto 
businesses to incorporate a "Do Not Sell" button that recognizes all such signals. Indeed, the 
Initial Statement of Reasons published contemporaneously with the Regulation states exactly 
this. 44 

B. Proposed Regulation 999.315(c) would be functionally unworkable without a 
universal standard. 

Given the wide proliferation of different browsers, software settings, privacy settings and 
applications, some overarching, universal, and easily-recognizable standard must be imposed 
prior to obligating businesses to accept any signal whatsoever sent by any party indicating a 
"Do Not Sell" election. Indeed, it was this common sense observation that gave rise to efforts 
over the last decade to create a universal "Do Not Track" signal. 

To the extent the Attorney General remains interested in creating a universal "Do Not Sell" 
signal, there is precedent for the development of such a standard. The W3C is an international 
community that seeks to develop web standards.45 The development cycle of the W3C typically 
occurs as follows: 

41 

42 

43 

44 

45 

46 

47 

1. Interest is generated on a particular topic. 46 Members express interest in 
the form of member submissions, and a team monitors work inside and 
outside of W3C for signs of interest. 47 Also, W3C is likely to organize 

Tracking Preference Expression (DNT), W3C (January 17, 2019), https://w3c.github.io/dnt/drafts/tracking-dnt.html. 
Tracking Compliance and Scope §1, W3C (January 17, 2019), https://www.w3.org{TR/tracking-compliance/. 
Ryan Paul, WJC Privacy Workgroup Issues First Draft of Do Not Track Standard, ARS TECHNICA (November 15, 2011), 
https: // arstech nica .com/information-tech nology/2011/ 11/w3c-privacy-workgrou p-issues-fi rst-draft-of-do-not-track
sta nda rd/?com ments= 1; Tracking Protection Working Group, W3C, https://www.w3.org/2011/tracking-protection/ 
!SOR at 24 ("This subdivision is intended to support innovation for privacy services that facilitate the exercise of 
consumer rights in furtherance of the purposes of the CCPA. This subdivision is necessary because, without it, 
businesses are likely to reject or ignore consumer tools."). 
About WJC, W3C (last visited Dec. 5, 2019), https://www.w3.org/Consortium/. 
World Wide Web Consortium Process Document§ 1: Introduction, W3C (March 1, 2019), 
http://www.w3.org/2019/Process-20190301/ (emphasis added). 
Id. 
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a Workshop to bring people together to discuss topics that interest the 
W3C community. 48 

2. A Working Group is formed. 49 When there is enough interest in a topic, 
the Director announces the development of a proposal for one or more 
new Interest Groups or Working Group charters. 50 W3C 
Members review the proposed charters. 51 When there is support within 
W3C for investing resources in a topic of interest, the Director approves 
the group(s) and they begin their work. 52 

3. The Working Group is integrated with the rest of WJC and expectations 
are set. 53 

4. The Working Group produces a Working Draft, which may ultimately 
become a Recommendation. 54 Working Groups generally create 
specifications and guidelines that undergo cycles of revision and review 
as they advance toward W3C Recommendation status. 55 At the end of the 
process, the Advisory Committee reviews the mature technical report, 
and if there is support, W3C publishes it as a Recommendation. 56 

The time it takes for W3C to develop a new web standard can vary widely. W3C states that 
the typical duration of a working group is six months to two years. 57 As stated above, work on 
the "Do Not Track" signal lasted many years, ultimately without conclusion. But in all events, 
the imposition of such an obligation-namely, recognition of a "Do Not Sell" signal-can only 
be feasibly accomplished once a consensus is reached across all browsers regarding the 
content and effect of the signal. To do otherwise would require businesses to anticipate 
hundreds or thousands of separate signals with no notice whatsoever. 

C. Proposed Regulation 999.315(c) is unconstitutionally vague. 

The Proposed Regulation violates both Federal and California due process requirements 
because it is unconstitutionally vague. 58 The Fourteenth Amendment due process guarantee 
against vagueness requires that laws provide adequate warning of the conduct prohibited. 59 

Unconstitutional vagueness is applicable to civil enactments,60 and the fact that the CCPA is not 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

Id. 
Id (emphasis added). 
Id. 
Id. 
Id. 
Id (emphasis added). 
Id (emphasis added). 
Id. 
Id. 
World Wide Web Consortium Process Document § 5.2.6: Working Group and Interest Group Charters, (March 1, 2019), 
http://www.w3.org/2019/Process-20190301/ (emphasis added). 
U.S. Const., 14th Amend; Cal. Const., art. IV, § 16. 
See Maldonado v. Morales, 556 F.3d 1037, 1045 (9th Cir. 2009) (quoting Williams, 553 U.S. 285, 304 (2008)). 
See Fed. Comm'n v. Fox Television Stations, Inc., 567 U.S. 239 (2012) (Supreme Court found that the FCC's 
interpretation of indecency did not give fair notice to Fox, even where the Commission declined to impose a forfeiture on 
Fox); see also Bullfrog Films, Inc. v. Wick, 847 F.2d 502, 513 (9th Cir.1988). 
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a criminal statute does not shield it from the purview of the vagueness doctrine. A provision 
may be unconstitutionally vague even if there is conduct that clearly falls within the provision's 
grasp.61 The standard for unconstitutional vagueness is whether the statute or regulation 
provides a person of ordinary intelligence with fair notice of what is prohibited, or whether the 
statute or regulation is so standardless that it authorizes or encourages seriously discriminatory 
enforcement. 62 

Here, the terms "valid request" and "user-enabled privacy controls" are insufficiently definite to 
provide fair notice of the conduct proscribed because, inter alia, the Proposed Regulation's use 
of the term "user-enabled privacy controls" is boundless. Neither the CCPA nor the Proposed 
Regulations expressly define "user-enabled privacy controls." Furthermore, the term "user
enabled privacy control" does not have a common definition or a history of general usage.63 

Rather, the Proposed Regulation presumes that businesses will be able to determine when they 
are receiving a "Do Not Sell" signal from any given browser, plug-in, or application. Worse, 
while not formally defining "user-enabled privacy controls", the Regulation provides an 
illustrative, non-exhaustive, and spectacularly broad list of things that could constitute a user
enabled privacy control, including "browser plugin[s] or privacy setting[s], or other 
mechanism[s]." But these examples do nothing to clarify or restrict the scope of user-enabled 
privacy controls; they describe an unlimited array of existing categories, to say nothing of the 
future. As a result, businesses have no notice as to which opt-out mechanisms consumers 
might utilize. 

The Regulation also automatically deems any such signal a "valid request" under the law. As a 
consequence, the Proposed Regulation expands the term "valid request" to include any signal 
generated by a "user-enabled privacy control," in essence adopting and importing an already 
fatally vague concept into the definition of "valid request." 

Notice of what mechanisms will be used to communicate a preference is quite obviously 
required for a website to receive that preference. The operation and maintenance of a website 
is a complex undertaking, itself reliant of a multitude of software languages and third-party 
templates. Some websites use WordPress, others use JavaScript, others still are written in 
Ruby, etc. In many cases, websites have multiple domains and users do not always navigate 
to a business's "homepage." The Proposed Regulation ignores all of this, and fails to articulate 
even the bare minimum requirements of the proposed signal. This renders the Proposed 
Regulation unconstitutionally vague, and compliance functionally impossible. 

61 

62 

63 

Johnson v. United States, 135 S. Ct. 2551, 2561 (2015) (Supreme Court referred to its prior decision in Coates v. 
Cincinnati where it "deemed void for vagueness a law prohibiting people on sidewalks from conduct[ing] themselves in a 
manner annoying to persons passing by-even though spitting in someone's face would surely be annoying"). 
Maldonado, supra, 556 F.3d at p. 1045 (quoting Williams, 553 U.S. at p. 304). 
On November 15, 2019, a google search of the phrase "user-enabled privacy control" returned 3 results, two of which 
were articles restating the Proposed Regulations, while the remaining result was irrelevant. This tends to show that the 
phrase "user-enabled privacy control" is a term of art specific to the CCPA, and is not generally used or known to 
American businesses. 
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D. Proposed Regulation 999.315(c) does not provide "clarity" as required by 
California law. 

California law requires that all regulations must use a "clarity" standard, which is satisfied when 
the regulation is "written or displayed so that the meaning of regulations will be easily 
understood by those persons directly affected by them." Specifically, a regulation shall be 
presumed to not comply with the "clarity" standard if, among other things, the "regulation uses 
terms which do not have meanings generally familiar to those 'directly affected' by the 
regulation, and those terms are defined neither in the regulation nor in the governing statute." 

Here, businesses are required to treat "user-enabled privacy controls" as a "Do Not Sell" signal. 
The term "user-enabled privacy controls" is neither defined in the CCPA or the Proposed 
Regulations, nor is it a term that has any meaning in common parlance. Although the Proposed 
Regulation attempts to provide some clarity by offering a list of examples, the list is broad and 
effectively describes an infinite array of current and future mechanisms. As a result, there is no 
way for businesses that are "directly affected" by the Proposed Regulation to understand what 
specific mechanisms they must treat as "user-enabled privacy controls." Proposed Regulation 
999.315(c) is unclear and does not fulfill California law's "clarity" standard. 

As "user-enabled privacy controls" is not a term that has a meaning generally familiar to those 
directly affected by the regulation, Section 999.315(c) does not satisfy the requirements of the 
California APA and should be abandoned. 

E. Proposed Regulation 999.315(c) inappropriately expands the CCPA by allowing 
non-consumer entities to "Opt-Out." 

Under the plain language of the CCPA, the right to "opt-out" of the "sale" of "personal 
information" belongs solely to the consumer (or their authorized representative). 64 To be sure, 
a consumer may communicate this election electronically, through the use of a "Do Not Sell" 
link, but in each instance it is the consumer who is exercising this right. 

The Proposed Regulation, however, appears to expand this right to devices. The Regulation 
states that "business[es] shall treat user-enabled privacy controls ... as a valid request...for that 
browser or device, or, if known, for the consumer." This exceeds the scope of the original 
statutory right by essentially making an opt-out request not consumer-specific, but device
specific. Indeed, if an opt-out request is received from a "household" computer in this fashion, 
it is fundamentally unclear whether that request should be construed as being on behalf of 
one, all, or no members of the household. Moreover, it is unclear whether and how the 
"residency" of the device is to be determined. In short, by making a setting a valid opt-out 
request (as opposed to the affirmative act of a consumer as originally contemplated by CCPA), 
the Proposed Regulation creates more problems than it solves, and impermissibly expands the 
concept beyond the ample scope of the statute. 

64 Cal. Civ. Code§ 1798.120(a) ("A consumer shall have the right, at any time, to direct a business that sells personal 
information about the consumer to third parties not to sell the consumer's personal information. This right may be 
referred to as the right to opt out."). 
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F. Proposed Regulation 999.315 (c) would not benefit the Attorney General or the 
public. 

The ISOR asserts that the Proposed Regulation is "necessary because, without it, businesses 
are likely to reject or ignore consumer tools."65 No evidence is provided for this assertion, nor 
could such evidence be offered since consumer tools that communicate an opt-out request 
currently do not exist. 

As of December 5, 2019, there are no browsers that natively support a setting through which a 
consumer can signal a choice to opt-out of the sale of information. Additionally, as of 
December 5, 2019, there are no third-party plug-ins that offer similar functionality. While 
there are a several companies that advertise CCPA 'do not sell' solutions,66 none of those 
advertised solutions appear to register opt-out communications through user-enabled privacy 
controls. As a result, if the Proposed Regulation is made final it would do nothing to benefit 
consumers. Moreover, the entire premise of the regulation-that businesses are likely to reject 
consumer tools-is wholly unsupported by any fact, study, or survey in the record. 

IV. Proposed Regulation 999.315(f). 

Proposed Regulation 999.315(f) would create an obligation for a business responding to a 
consumer's request to opt-out of the sale of information to, among other things, "notify all 
third parties to whom it has sold the personal information of the consumer within 90 days prior 
to the business's receipt of the consumer's request that the consumer has exercised their right 
to opt-out and instruct them not to further sell the information. The business shall notify the 
consumer when this has been completed."67 

According to the ISOR provided by the Office of the Attorney General, Proposed Regulation 
315(f) is "necessary to further the purposes of the CCPA in giving consumers control over the 
sale of their personal information and to address, in part, concerns raised by the public during 
the Attorney General's preliminary rulemaking activities that consumers may not know the 
identity of the companies to whom businesses have sold their information in order to make an 
independent request."68 

The approach set forth in Proposed Regulation 999.315(f) raises significant practical and legal 
concerns which are discussed below. 

65 

66 

67 

68 

!SOR at 24. 
See generally Ashlea Cartee, CCPA Do Not Sell Rule: The Complete Guide, CooKIEPRo (September 5, 2019), 
https://www.cookiepro.com/blog/ccpa-do-not-sell-guide/; CCPA Consumer Rights & Do Not Sell Solutions, ONETRUST 
(last visited Dec. 5, 2019), https://www.onetrust.com/ccpa-consumer-rights-do-not-sell/; The CCPA Hidden Game 
Changer: "Do Not Sell My Personal Information'; TRUYO, https://insights.truyo.com/ccpa-hidden-game-changer. 
Proposed Regulation § 999.315(f). 
!SOR at 25. 
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A. Bundling opt-out requests pursuant to Proposed Regulation 999.315({) would 
not benefit consumers. 

The language of Proposed Regulation 999.315(f) neither requires the business to disclose the 
identities of third parties it has sold a consumer's information to, nor does it allow a consumer 
to make an independent request. 69 The CCPA already provides consumers with notice of third 
parties who are reselling the consumer's information. Under the Act, any third party to whom a 
consumer's information was sold is prohibited from reselling that information "unless the 
consumer has received explicit notice and is provided an opportunity to exercise the right to 
opt out."70 The end result is that Proposed Regulation 999.315(f) does nothing to strengthen 
the CCPA's control mechanism, and merely undercuts the ability of a consumer to choose who 
should or should not sell their information. 

Also, in the event the Attorney General can put forth evidence that Proposed Regulation 
999.315(f) would give consumers control over their information, businesses will be unable to 
because the Proposed Regulation is contrary to the text of the CCPA. The CCPA states that a 
business "that has received direction from a consumer not to sell the consumer's personal 
information ... shall be prohibited ... from selling the consumer's personal information."71 At no 
point does the CCPA state that a business that has received direction from another business 
not to sell the consumer's information shall be prohibited from selling the consumer's 
information. The end result is that, per the language of the CCPA, a business that receives an 
opt-out instruction from another business may not honor that request. 

B. The Attorney General has not put forth facts or studies to support the 
Proposed Regulation 999.315({) as required by California law. 

As is discussed in Section 1.D, the APA requires that the Attorney General include "supporting 
facts, studies, expert opinion, or other information" in a rulemaking record to explain the 
necessity of a proposed regulation.72 

Under the CCPA, the Attorney General is required to promulgate regulations establishing rules 
that "facilitate and govern the submission of a request by a consumer to opt out of the sale of 
personal information" and to "govern business compliance with a consumer's opt-out 
request."73 The ISOR does not provide any evidence that Proposed Regulation 999.315(f) is 
necessary to achieve either of these goals nor does it cite any facts, studies, or expert opinions 
in support of the Proposed Regulation.74 The ISOR bases its support of Proposed Regulation 
315(f) entirely on conjecture such as "[t]he realities of today's data-driven marketplace leave 
most consumers ignorant about what information is being collected about them ... " and 

69 

70 

71 

72 

73 

74 

!SOR at 25. 
Cal. Civ. Code§ 1798.115(d). 
Cal. Civ. Code§ 1798.120(d) (emphasis added). 
1 CCR lO(b)(l-2). 
Cal. Civ. Code§ 1798.185(a)(4)(A-B). 
See generally !SOR at 23-25; see generally CAL. DEP'T OF JUSTICE, STANDARDIZED REGULATORY IMPACT ASSESSMENT: 
CALIFORNIA CONSUMER PRNACY ACT OF 2018 REGULATIONS ("SRIA") 25-26 (2019), 
http.j/www.dof.ca.gov/Forecasting/Economics/Major_Regulations/Major_Regulations_ Table/documents/CCPA_Regulatio 
ns-SRIA-DOF.pdf. 
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conclusions such as "[t]his subdivision is necessary to further the purposes of the CCPA in 
giving consumers control over the sale of their personal information ... "75 No hard evidence is 
offered in support of these statements. 

As there is no factual record indicating that Proposed Regulation 999.315(f) would effectuate 
the purpose of the CCPA, the requirements of Proposed Regulation 999.315(f) amount to an 
arbitrary and capricious obligation on businesses. Unless, and until, a record is developed 
demonstrating that flow down opt-out requests will provide more information to consumers 
about what information is being collected about them, or give consumers more control over the 
sale of their personal information, the Proposed Regulation should be abandoned. 

V. Proposed Regulation 999.317(g). 

Proposed Regulation 999.317(g) would apply a disclosure requirement upon a business that 
"annually buys, receives for the business's commercial purposes, sells, or shares for 
commercial purposes, the personal information of 4,000,000 or more consumers."76 Among 
other things, such businesses would have to compile and disclose within their online privacy 
policy the following metrics concerning consumer requests: 

75 

76 

1. With regard to requests to know: 

a. the number of requests to know received by the business, 

b. the number of requests to know complied with, in whole or in part, by the 
business, and 

c. the number of requests to know denied by the business. 

2. With regard to requests to delete: 

a. the number of requests to delete received by the business, 

b. the number of requests to delete complied with, in whole or in part, by the 
business, and 

c. the number of requests to delete denied by the business. 

3. With regard to requests to "opt-out" of the sale of information: 

a. the number of requests to opt-out received by the business, 

b. the number of requests to opt-out complied with, in whole or in part, by the 
business, and 

c. the number of requests to opt-out denied by the business. 

!SOR at 24-25. 
Proposed Regulation § 999.317(g)(l). 
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4. The median number of days within which the business substantively responded to 
requests to know, requests to delete, and requests to opt-out. 

According to the Initial Statement of Reasons (''ISOR'') provided by the Office of the Attorney 
General, Proposed Regulation 999.317(g) is "necessary" to "inform the Attorney General, 
policymakers, academics, and members of the public about businesses' compliance with the 
CCPA."77 

The approach set forth in Proposed Regulation 999.317(g) raises significant business and 
practical concerns which are discussed below. 

A. Businesses are unable to determine with reliability whether Proposed Regulation 
999.317(g) applies to them. 

Many businesses will be unable to determine with a high degree of reliability whether Proposed 
Regulation 999.317(g) applies to them for four primary reasons. First, the term "annually" is 
vague and ambiguous. Second, the Attorney General did not provide clarity as to what 
activities "advance a person's commercial or economic interest." Third, it is impossible for most 
businesses to determine with reliability whether or not they are collecting personal information 
from California residents. Fourth, the amount of data collected by most businesses does not 
equate to the number of unique consumers about whom that data relates. The net result is 
that Proposed Regulation would create significant uncertainty as to which businesses are, and 
which businesses are not, required to report annual metrics. 

1. The time period in which a business is required to examine the threshold 
volume of data is vague, ambiguous, and not susceptible to 
implementation. 

If enacted, Proposed Regulation 999.317(g) would be triggered based upon the quantity of 
consumers whose information is collected "annually." 

The term "annually" is not defined in Proposed Regulation 999.317(g), although its plain 
meaning is "every year."78 While some businesses habitually collect information about more 
than 4 million Californians each and every year, and, therefore, would be subject to Proposed 
Regulation 999.317(g), many businesses may only periodically reach that threshold. 

For example, if a company collected data regarding approximately 2 million California residents 
in year 1 and year 2, but collected data regarding 4 million California residents in year 3, the 
business certainly would not qualify as "annually" collecting the level of information required to 
trigger Proposed Regulation 999.317(g). If in year 4 the same business collected data about 3 
million California residents, but in year 5 collected information about 4 million California 
residents, it is not clear whether the collection of information about 4 million California 
residents in two of the preceding five years (i.e., 40% of the time) would, or would not, be 
considered by the Office of the Attorney General as "annually" collecting a sufficient quantity of 

77 

78 
!SOR at 27. 
Annually, CAMBRIDGE DICTIONARY, https://dictionary.cambridge.org/us/dictionary/english/annually (last visited Oct. 27, 
2019). 
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data to trigger the statute. The multiple interpretations, which could lead to diverging 
outcomes, violates the requirements of the California APA which mandates that a regulation 
must have sufficient "clarity" such that it does not, on its face, lend itself to "have more than 
one meaning."79 

The term "annually" also raises confusion concerning whether it refers to a "calendar year" or 
"a 12 month period." The difference is more than an academic exercise as it would directly 
impact whether (and when) some companies would be required to report data subject request 
statistics. For example, if during 2020 a company collected data about 2 million residents only 
in December, and during 2021 the same company collected data about 2 million residents only 
in May, under an interpretation of the regulation that looks to the calendar year the company 
would not be required to report any statistics as it had collected a total of 2 million data points 
in 2020, and 2 million data points in 2021. Conversely if "annually" refers to a 12 month 
period, the company would not be required to report statistics in December of 2020, or 
January, February, March, or April of 2021 as, during that time period, the company would 
have collected a total of 2 million data points in the preceding 12 month periods). At the end 
of May of 2021, the company would be required to report statistics as its total collection over 
the prior 12 months would hit 4 million. That condition would continue for the months of June, 
July, August, September, October, and November. Beginning in December of 2021, its 12 
month rolling data collection would recede back to 2 million negating the requirement to 
disclose any statistic. The fact that "annually" lends itself to two interpretations, which would 
have diverging outcomes concerning whether a company need report any statistics (or the 
months in which such statistics need to be reported), also violates the dictate of the California 
APA that a regulation have sufficient "clarity" so that it does not have "more than one 
meaning. '180 

Given the ambiguity in Proposed Regulation 999.317(g), to the extent that the Office of the 
Attorney General continues to explore the idea of requiring companies to publish metrics, it 
should, among other things, solicit public comment concerning the time period over which a 
company must continuously collect data about Californians in order to trigger the requirements 
of Proposed Regulation 999.317(g).81 

2. The lack of clarity regarding what activities constitute a "commercial 
purpose" would lead to divergent reporting. 

Proposed Regulation 999.317(g) refers to consumer personal information which is "receiv[ed] 
for the business's commercial purposes." The CCPA defines a "commercial purpose" as 
something that: 

79 

80 

81 

1 Cal. Code Regs. 16(a)(l). 
Id. 
To the extent that the Office of the Attorney General intended the Proposed Regulation to be triggered any time that a 
company collects personal information of 4 million California residents (e.g., "in a 12 month period" as opposed to 
"annually") the Office of the Attorney General should amend the Proposed Regulation and seek additional comments as 
such a modification would substantially impact the scope of the Proposed Regulation. Among other things, the Attorney 
General should indicate in revised text whether the requirements of the Proposed Regulation would be triggered by data 
collected from a rolling 12 month period, data collected during the prior calendar year, data collected during the prior 
fiscal year, or data collected using another metric. 
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Advance[s] a person's commercial or economic interests, such as by inducing 
another person to buy, rent, lease, join, subscribe to, provide, or exchange 
products, goods, property, information, or services, or enabling or effecting, 
directly or indirectly, a commercial transaction. "Commercial purposes" do not 
include for the purpose of engaging in speech that state or federal courts have 
recognized as noncommercial speech, including political speech and journalism.82 

Proposed Regulation 999.317(g) does not provide any additional clarity concerning the types of 
activities that the Attorney General believes do, or do not, "advance a person's commercial or 
economic interest." 

Some activities clearly fall within the definition. For example, if a business receives consumer 
personal information and intends to subsequently sell that data for money, it clearly has 
received the data in order to advance its economic interest. Other activities clearly fall outside 
of the definition. For example, every time a California consumer visits the website of a 
business their IP address may be included in a log that reflects access to the business's 
website. Such logs are typically created and maintained to help manage websites, to track 
malicious activity, and to identify website-related errors or bugs.83 Web log creation should 
certainly not be counted toward the 4 million threshold as it is used to support basic website 
functionality, not further a commercial or economic interest.84 

While the above are clear use-cases in which data advances a commercial or economic 
interest, or does not advance a commercial or economic interest, there are many use-cases in 
which the position of the Attorney General is unclear. For example: 

82 

83 

84 

• 

• 

Does the Attorney General view personal information used by a company only for 
analytics purposes as advancing a commercial or economic interest? 

Does the Attorney General view personal information used by a company only to 
improve its products or services as advancing a commercial or economic 
interest? 

Cal. Civ. Code§ 1798.140(f). 
In addition, while the CCPA refers to "Internet Protocol address" among the types of data that might form the basis of 
"personal information," for it to do so IP address would need to be "reasonably linked, directly or indirectly, with a 
particular consumer." Cal. Civil Code§ 1798.140(o)(l)(A). The Office of the Attorney General has provided no guidance 
in its Proposed Regulations, or otherwise, suggesting a view that IP addresses that are not linked to a consumer's name 
should be treated as "personal information." Any such interpretation would require an additional rulemaking pursuant to 
California Civil Code § 1798.185(a)(l) and would raise significant concerns. Among other things, it is well known that 
almost half of all web traffic comes from internet bots, which can visit a single site multiple times every day. This leads 
to the collection of IP addresses that, while ostensibly originating from California, are not associated with human users 
at all. Thus, a website that received 4 million "visits" associated with California IP addresses would have no way of 
knowing whether those "visitors" were people, let alone California residents. 
Other types of routine information collection similarly do not "advance" the economic interest of a business. For 
example, if a California consumer emails a business with a complaint, the personal information that they provide to the 
business (e.g., their email address) would hardly "advance" the business's commercial or economic interest. To the 
contrary, such communications may very well be about activities or issues that are not aligned with the interest of a 
company (e.g., a refund of a product, or a demand for reimbursement). 
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• Does the Attorney General view personal information used by a company to 
monitor the safety of its products or services as advancing a commercial or 
economic interest? 

• Does the Attorney General view personal information used by a company to 
monitor the performance of its products or services as advancing a commercial 
or economic interest? 

As the Attorney General has not identified the types of activities that it believes constitute 
"commercial purposes," businesses will be unable to determine with certainty whether the 4 
million threshold has been met. In the absence of guidance, each business would have to 
apply its own interpretation of that term which would lead to significant divergence concerning 
which companies do, and do not, report statistics under Proposed Regulation 999.317(g). 

Given the ambiguity in Proposed Regulation 999.317(g), to the extent that the Office of the 
Attorney General continues to explore the idea of requiring companies to publish metrics, it 
should, among other things, solicit public comment concerning the types of activities that 
constitute "commercial purposes" and propose regulations that would clarify those activities. 

3. Data that is collected for a "commercial purpose" is often not tied to 
residency. 

Proposed Regulation 999.317(g) assumes that businesses track which data they collect from 
"consumers" - a term defined under the CCPA to mean California residents. 85 

Residency information is typically not tracked by most businesses because such information is 
not necessary for most commercial transactions. For example, a restaurant located inside of 
LAX might execute 5 million credit card transactions every year, during which it collects 
customers' names and credit card numbers as part of processing credit card transactions. 86 

While credit card information is almost certainly collected for a "commercial purpose," the 
restaurant would have no way of knowing whether its customers are residents of California or 
residents of another state (or country). Indeed, it is arguably prohibited under California law 
from soliciting such information.87 

The lack of data about residency is not limited to brick-and-mortar establishments. Businesses 
that collect personal information online rarely collect residency information. Take, for example, 
a company that solicits name and email address as part of distributing promotions, discounts, 
information, or coupons concerning its products. Email address does not, of course, suggest 
the residency of an online user. While theoretically a business might be able to identify the IP 

85 

86 

87 

Cal. Civil Code§ 1798.140(9) (defining consumer as a "natural person who is a California resident, as defined in Section 
17014 of Title 18 of the California Code of Regulations .... "). 
Over 800 million people passed through LAX in 2018. See generally Statistics for LAX, Los ANGELES WORLD AIRPORTS, 
https://www.lawa.org/en/lawa-investor-relations/statistics-for-lax (last visited Oct. 25, 2019). When an individual swipes 
or chip-inserts a credit or debit card, the individual's name and credit card number are transmitted to the business. The 
zip code and address are generally not included. 
The Song-Beverly Act, Cal. Civ. Code § 1747.08(a)(l), states that a company may not "require as a condition to 
accepting the credit card as payment in full or in part for goods or services, the cardholder to write any personal 
identification information upon the credit card transaction form or otherwise." 
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address of an online visitor at the time that they provided an email address, an IP address also 
does not identify the residency of an online user. At most it suggests that the user's access to 
the internet has some sort of connection to the state of California. This could indicate that the 
user is physically located within the state (e.g., on vacation, travelling for business, etc.). It 
also could indicate that the user is outside of the state, but using resources (e.g., a VPN 
connection, load balancer, or server) that is assigned a California IP address. In either case, 
any attribution concerning the residency of the individual is speculative at best. 88 

To the extent that the Office of the Attorney General continues to explore the idea of requiring 
companies to publish metrics, it should, among other things, amend Proposed Regulation 
317(g) to make clear that it applies only to companies that have "actual knowledge" that they 
have collected personal information for commercial purposes about 4 million California 
residents. 89 

4. The quantity of data collected by a business does not always reflect the 
number of unique California residents whose data is collected. 

Assuming that a business is able to identify (1) which types of data collected advance its 
commercial or economic interest, and (2) which data points derive from California residents, it 
then must identify the total quantity of California residents about whom it collects information 
annually. In many cases identifying the total quantity of unique individuals about whom it has 
collected information is extremely difficult, if not impossible. 

For example, a brick-and-mortar retailer may be able to identify with relative ease that it 
processed 5 million credit card transactions in a year. It may be far more difficult, if not 
impossible, to identify the number of unique credit cards transacted during that same time 
period. Specifically, while the retailer may have had 5 million transactions, those transactions 
could be generated through the use of 1 million unique credit cards that, on average, were 
used five times at the retailer over the course of a year. Assuming that the retailer is able to 
de-duplicate transactions to derive the quantity of unique credit cards, that does not, in of 
itself, tell the retailer how many unique customers it had during the course of the year as most 
Americans own more than one credit card. 90 The net result is that identifying the number of 
unique individuals about whom a business collects information may, in many cases, require 
analytics that businesses do not currently possess. 

For website operators, IP address collection presents a similar problem. Assuming that a 
business collected IP addresses for a "commercial purpose" (e.g., the IP addresses of 
individuals who registered to receive promotions, coupons, or mailings), and assuming that the 

88 

89 

90 

Indeed, even if a business has a mailing address or billing address associated to an individual, neither of those data 
points establishes residency under 18 California Code of Regulations 17014, nor does it establish whether the individual 
is a "consumer." 
Alternatively, to the extent that the Attorney General decides to continue seeking the type of metric described in 
Proposed Regulation 317(g), the Attorney General should consider revising Section 317(g) to include an objective trigger 
that would be known by business and would be relevant to the type of metrics being disclosed. For example, the 
Attorney General might consider requiring businesses that receive a large number of requests to know, or requests to 
delete (e.g. more than 500 requests in the preceding calendar year) to publish statistics. 
While Americans on average own 2.69 credit cards, the quantity of credit cards owned can differ significantly depending 
upon a number of demographic variables including socio-economic status. See https://www.creditkarma.com/credit
cards/i/how-many-credit-cards-does-the-average-american-have/ (last visited Oct. 27, 2019). 
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business has "actual knowledge" that a certain IP address relates to California residents,91 the 
business still cannot assume that each IP address corresponds with a unique individual. Many 
devices utilize a dynamic IP address, which means that the IP address assigned to a user or 
device changes over time. A single user might visit a website a dozen times over the course of 
a year (e.g., registering multiple email accounts for an online promotion, or checking the status 
of an online order from different computers). Identifying the number of unique individuals 
about whom the business collected information may ultimately be impossible. 

The Standardized Regulatory Impact Assessment ("SRIA'') asserts that there is no incremental 
cost for collecting the information for reporting. 92 This incorrect conclusion is based off the 
assumption that all data is linked to a unique individual whose residency is known. As 
discussed throughout this Section, uniqueness and residency information are not, as the SRIA 
assumes, immediately apparent nor easily accessible. In reality, businesses will have to 
develop methods and technologies to collect additional data or de-duplicate existing data in 
order to estimate this information. As the above indicates, such an investment still cannot 
account for the simple fact that there is not any method or technology which could currently be 
utilized to de-duplicate multiple IP addresses used by a single consumer, or to de-duplicate IP 
addresses used by bots and webcrawlers. As such, the process of simply determining whether 
or not IP addresses collected by a business meet the threshold could take hundreds or 
thousands of man hours. Further costs would be needed to examine other types of data (e.g., 
email addresses, marketing databases, client databases, etc.) The net result is that the cost of 
simply identifying whether a company is subject to Proposed Regulation 999.317(g), far 
exceeds the SRIA's $500-$1000 estimated cost of compliance. 

In regard to cost, Bryan Cave consulted with The Crypsis Group, an incident response, risk 
management and digital forensics firm routinely engaged by Fortune 500 organizations to 
provide privacy and cybersecurity expertise, to further understand the cost and labor outlay 
required to meet the Proposed Regulation. Per Crypsis, the minimum amount of labor needed 
to provide the required metrics, assuming IP logs, PCI database exports, marketing information 
and all other sources of personal information are kept in a consolidated location, would be 
approximately 160 hours. However, the likeliest scenario is that generating the metrics would 
be a multi-month effort, requiring numerous internal resources who would be pulled from their 
day-to-day work, given the amount of research, consolidation, and quality control needed to 
produce such metrics. With automation and business analytics tools, those hours could 
potentially be reduced, but the cost of implementing automation and/or analytics would need 
to be considered. In either scenario, technology, automation, and labor could cost a business 
anywhere from several thousands to hundreds of thousands of dollars, depending on the size 
of the organization. 

The Crypsis experts agreed that the SRIA's $500-$1000 estimated cost of compliance could not 
be achieved by any organization that meets the requirements set forth in the Proposed 
Regulations. 

91 

92 
As discussed in Section II(3), rarely does a business know whether an IP address relates to a California resident. 
SRIA at 27. 
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To the extent that the Office of the Attorney General continues to explore the idea of requiring 
companies to publish metrics, it should, among other things, amend Proposed Regulation 
999.317(g) to make clear that it applies only to companies that have "actual knowledge" that 
they have collected personal information for commercial purposes about 4 million California 
residents. Alternatively, it should revise the SRIA to accurately reflect the expected cost for 
businesses to identify whether they collect information about 4 million Californians and then 
resolicit comments based upon the total cost expected to be imposed by Proposed Regulation 
999.317(g). 

B. Calculating the metrics required by Proposed Regulation 317(g) would violate 
principals of data minimization. 

Many businesses honor "requests to know" or "requests to delete" from non-California 
residents. 93 Proposed Regulation 999.317(g) would require that a business report metrics 
concerning the percentage of requests to know, or requests to delete, received only from 
California residents, and that it calculate its acceptance/denial rate and median response time 
based only upon those California-resident requests. As most businesses do not, as a matter of 
course, demand that individuals who submit access or deletion requests identify their country 
or state of residency, in order to track the reportable data businesses would be required to 
begin collecting residency information from individuals that submit data requests. 

Requiring the collection of residency information contradicts the spirit of the CCPA and negates 
the principle of data minimization which has been recognized by various federal and 
international privacy organizations.94 

C. Proposed Regulation 999.317(g) would not benefit the Attorney General or the 
public. 

The Initial Statement of Reasons asserts that Proposed Regulation 999.317(g) is "necessary to 
inform the Attorney General, policymakers, academics, and members of the public about 
businesses' compliance with the CCPA."95 It is doubtful, however, that Proposed Regulation 
999.317(g) will help the Attorney General or other policymakers determine whether a company 
is in compliance with the Act. 

For example, if a company reported a 100% denial rate for access requests, the Attorney 
General would have no indication whether the denials reflect non-compliance, or complete 
compliance, with the obligations conferred by the CCPA. For instance, Proposed Regulation 

93 

94 

95 

Among other things, the European General Data Protection Regulation contains a similar right of access and a right of 
deletion. SeeGDPR, Articles 15 and 17. 
See, e.g., F.T.C., INTERNET OF THINGS: PRNACY & SECURITY IN A CONNECTED WORLD (Jan. 2015), 
ftc. gov/system /fi I es/ docu me nts/ re ports/fed era 1-tra de-comm i ss ion-staff-report-nave m be r-20 13-workshop-entitled-
i ntern et-thin gs-privacy/ 15012 ?i otrpt. pdf. Data minimization is not only a well-accepted privacy and security principle, it 
is a legal requirement within some jurisdictions. See GDPR, Article 5. Specifically, companies that are subject to the 
European GDPR are required to identify a lawful purpose for any information collection. Presumably the collection of 
residency information would need to be based under Article 6(1)(f) of the GDPR (i.e., the "legitimate interest" of the 
business). Under Article 6(1)(f), however, a business would need to balance its desire to comply with the Proposed 
Regulation with the rights and freedoms of data subjects not to submit information to a company about their residency 
in order to exercise their privacy rights. 
!SOR at 28. 
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999.313(c)(4) requires businesses to deny certain access requests by stating a "business shall 
not at any time disclose a consumer's Social Security number, driver's license number or other 
government-issued identification number, financial account number, any health insurance or 
medical identification number, an account password, or security questions and answers."96 

Should both Proposed Regulation 999.317(g) and Proposed Regulation 999.313(c)(4) be 
adopted, a company that collects the above information would have to deny, at least in part, 
100% of access requests for "specific pieces of information it has collected about that 
consumer."97 That denial rate would be a consequence of the business's compliance with the 
Act. 

A refusal to disclose sensitive categories of information is not the only basis for denying an 
access or deletion request consistent with the statute. Requests may be routinely denied if: 

• A company is unable to authenticate the identity of consumers; 98 

• Production or deletion of personal information would violate a federal law;99 

• Production or deletion of personal information would violate a state law;1°0 

• Production or deletion of personal information would violate the privacy rights of 
another individual;1°1 or 

• Deletion of information would frustrate efforts to prevent malicious, fraudulent, or 
illegal activity. 102 

As the denial of a request to know or a request for deletion is not in-and-of-itself probative of a 
company's compliance with the Act, the publication of metrics stating the percentage of 
requests received, honored, and denied will not "inform the Attorney General, policymakers, 
academics, and members of the public about [a] businesses' compliance with the CCPA."103 

Not only do such metrics provide little useful information to the Attorney General or the public 
concerning compliance with the CCPA, they can inadvertently lead to consumer confusion and 
harm. For example, consider two companies that are in a similar industry and collect similar 
types of information. Company A reports that it complies with access requests 60% of the 
time; Company B reports that it complies with access requests 100% of the time. Consumers 
may look at the metrics and assume that company B has better privacy practices than 
Company A. In fact, the numbers could reflect that Company A declined access requests 40% 
of the time because it identified a phishing scheme and prevented numerous attempts at 
identify theft. Company B might have lacked the same sophistication to identify phishing 

96 

97 

98 

99 

100 

101 

102 

103 

Proposed Regulation§ 999.313(c)(4). 
Cal. Civ. Code§ 1798.110(a)(5). 
Cal. Civ. Code§ 1798.lOO(c); Cal. Civ. Code§ 1798.105(c); Proposed Regulation§ 999.313(c)(l-2); Proposed 
Regulation § 999.313(d)(l). 
Cal. Civ. Code§ 1798.145(a)(l); Proposed Regulation§ 999.313(c)(5). 
Cal. Civ. Code§ 1798.145(a)(l); Proposed Regulation§ 999.313(c)(5). 
Cal. Civ. Code§ 1798.145U). 
Cal. Civ. Code§ 1798.105(d)(2); Proposed Regulation§ 999.313(c)(3). 
!SOR at 28. 
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schemes and inadvertently contributed to identity theft by honoring access requests submitted 
by bad actors. 

As there is no record indicating that the information that would be disclosed under Proposed 
Regulation 999.317(g) is relevant to identifying companies that are not in compliance with the 
CCPA, the requirements of Proposed Regulation 999.317(g) amount to an arbitrary and 
capricious imposition on businesses. Unless, and until, a record is developed that 
demonstrates that the information required by Proposed Regulation 999.317(g) would benefit 
the Attorney General and the public, Proposed Regulation 999.317(g) should be abandoned. 

D. Proposed Regulation 999.317(g) exceeds the authority of the Office of the 
Attorney General. 

The Office of the Attorney General cited Section 1798.185 of the CCPA as the authority for the 
promulgation of Proposed Regulation 999.317(g). 104 Presumably the Office of the Attorney 
General is referring to the generic grant within Section 1798.185 of the ability to "adopt 
additional regulations as necessary to further the purposes of this title." 105 

In the preamble to Assembly Bill 375, which ultimately became the CCPA, the California 
Legislature identified five specific purposes of the Act. Proposed Regulation 999.317(g) is not 
related to - let alone necessary to further - any of the identified purposes: 

104 

105 

106 

107 

108 

109 

1. "The right of Californians to know what personal information is being collected 
about them."106 Proposed Regulation 999.317(g) would only inform a consumer 
about how many other people requested access to their records. Proposed 
Regulation 999.317(g) would not inform a consumer about what personal 
information has been, or is being, collected about them. 

2. "The right of Californians to know whether their personal information is sold or 
disclosed and to whom."107 Proposed Regulation 999.317(g) would only inform a 
consumer about how many people submitted a request to opt-out; it would not 
inform a consumer about whether their personal information has been, or will 
be, sold or disclosed to a third party. 

3. "The right of Californians to say no to the sale of personal information."108 

Proposed Regulation 999.317(g) would not give Californians a right to say no to 
the sale of personal information. 

4. "The right of Californians to access their personal information."109 Proposed 
Regulation 317(g) would only inform a consumer about how many other people 

Proposed Regulation § 999.317 (Note). 
Cal. Civil Code§ 1798.185(b). 
CAL. CONST. art. I §1; Assembly Bill No. 375 §2(i)(l). 
Assembly Bill No. 375 §2(i)(2). 
Id. at § 2(i)(3). 
Id. at § 2(i)( 4). 
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requested access to their records. Proposed Regulation 999.317(g) would not 
give a consumer access to their own personal information. 

5. "The right of Californians to equal service and price, even if they exercise their 
privacy riqhts."110 Proposed Regulation 999.317(g) does not speak to the right of 
Californians to obtain equal services and prices. 

It is clear that the legislature's intent in enacting the CCPA was to give California residents 
control over their own personal information. Proposed Regulation 999.317(g)'s requirement 
that companies publish metrics regarding how the company handles everybody's personal 
information has no bearing on this legislative intent. Simply put, nothing within Section 
1798.185 states, or implies, that companies must publish metrics concerning the quantity of 
access, deletion, or opt-out requests that they receive. 

As Proposed Regulation 999.317(g) exceeds the Attorney General's authority under Section 
1798.185, it should not be enacted. 

VI. Conclusion 

For the reasons discussed above we encourage the Attorney General to reconsider the 
advisability of the Proposed Regulations, and, at a minimum, revise the proposals to better 
align with the stated purpose of the CCPA and avoid creating further ambiguity and confusion 
in the business community. 

Very truly yours, 

David A. Zetoony 
Partner and Co-Chair Global Data Privacy and Security Practice 
Bryan Cave Leighton Paisner LLP 

Christian Auty 
Counsel 
Bryan Cave Leighton Paisner, LLP 

Andrea Maciejewski 
Associate 
Bryan Cave Leighton Paisner LLP 

110 Id. at § 2(i)(5). 
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From: Nora Colbert 
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To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment Letter on proposed regs to implement the CCPA 
Attachments: Comment Letter on proposed regs to implement the CCPA.pdf 

Please see the attached comment letter submitted by Kathleen C. Ryan. 

Thank you, 

Nora Colbert 
SAA, Regulatory Compliance & Policy 
American Bankers Association 
A certified Great Place to Work® 

1120 Connecticut Avenue, NW, Washington, DC 20036 
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I 
American 
Bankers 
Association 

Building Success. Together. 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

Kathleen C. Ryan 
Vice President & Senior Counsel 

Regulatory Compliance and Policy 

Submitted Electronically 

The American Bankers Association1 appreciates the opportunity to comment on the proposed 
regulations to implement the California Consumer Privacy Act (CCPA). We welcome the 
Attorney General's issuance of the proposed regulations, which provide some helpful clarifications 
of the law. However, we urge the Attorney General to consider the following recommendations to 
assist financial institutions, including banks, insurers and insurance producers, to comply with the 
CCPA, while helping to ensure that consumers' rights are protected in the manner the legislature 
intended. 

Summary of Comments 

In response to the proposed regulations, we highlight the following observations and 
recommendations, which are explained further in the proceeding commentary: 

• The proposed requirements for verifying consumer requests should be revised in order to 
help prevent fraud while ensuring consumers can obtain financial services. 

• The CCP A is intended to protect consumers' privacy, not to infringe on the rights of others; 
the final regulation should ensure that the CCPA does not apply to a business's intellectual 
property or require a business to reveal information that would infringe on rights of others. 

• Financial institutions transfer sensitive personal information (PI) to service providers to 
provide products and services for customers; these transfers are not sales as contemplated 
in the CCPA, and the final regulations should include clarifications regarding "service 
providers" that do not burden these transfers. 

• The proposed regulations include several new, burdensome and unnecessary requirements 
related to accepting and responding to consumer requests; these unauthorized requirements 
should be eliminated in the final regulations. 

1 The American Bankers Association is the voice of the nation's $18 trillion banking industry, which is composed of 
small, regional and large banks. Together, America's banks employ more than 2 million men and women, safeguard 
$14 trillion in deposits and extend more than $10 trillion in loans. 

1120 Connecticut Avenue , NW I Washington, DC 20036 I 1 -800 - BANKERS I aba .com 
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• The CCP A requires that a business notify a consumer if the business will use PI for 
purposes other than those disclosed before collection, however, the proposed regulations 
would transform the notice requirement into an explicit "opt-in" right for consumers; the 
final regulations should not include this unauthorized restriction on the use of Pl 

• The proposed regulation does not adequately address concerns about the privacy of 
"household" PI and would permit a consumer to access the PI of others without consent or 
knowledge; the final regulation should delete "household" from the PI definition or provide 
procedures for a safe harbor for compliance. 

• The final regulation should not include new and burdensome data collection and reporting 
requirements for businesses that handle PI of 4 million consumers annually. 

• The Attorney General should issue model disclosure forms, the use of which is voluntary, 
that provide a safe harbor, to assist financial institutions in achieving compliance. 

• The final regulations should provide guidance on a business's right to "cure" certain 
violations. 

• The look back period for the right to know should be limited to the CCPA's January 1, 
2020 effective date; a 12-month look back period should be imposed on requests to delete 
information, and should not be applied to PI collected before the CCP A's effective date. 

• Businesses need adequate time to prepare for compliance with the regulations; the final 
regulations should establish an effective date of 18 months after issuance. 

• Enforcement actions should be limited to acts or omissions occurring on or after the final 
regulations' effective date. 

Discussion of Comments 

I. Revise the Proposed Requirements for Verifying Requests in order to Help Prevent Fraud 
While Ensuring Consumers Can Obtain Financial Services 

Financial institutions hold sensitive personal information (PI), making them a particularly 
attractive target for those who seek to perpetrate fraud and other malicious activities. The CCPA 
and the proposed regulations, if not clarified, could inadvertently facilitate unauthorized access to a 
consumer's Pl Therefore, we support the proposed regulation's prohibition on providing sensitive 
Pl, including social security numbers, account numbers, and PINs, in response to a verified request 
for Pl The proposed regulations provide financial institutions with welcome flexibility to 
establish their own procedures for verifying consumer requests and to use established 
authentication procedures for requestors who have password protected accounts. 

However, since financial institutions are often the focus of bad actors who seek access to the 
sensitive PI that financial institutions maintain to serve their customers, a financial institution must 
be able to decline a consumer request that it reasonably suspects is fraudulent, even if the financial 
institution can match the request to pieces of PI that it holds. Otherwise, financial institutions will 
face the dilemma of either enabling fraud and making unauthorized disclosures, or of violating the 
CCPA for refusing a "verifiable" consumer request. We urge the Attorney General to 
acknowledge in the final regulations that a financial institution needs to authenticate a requestor's 
identity (i.e., that they are who they say they are) in addition to matching information in the 
request with PI that the financial institution may have. We believe that a safe harbor from liability 
should be granted to businesses that satisfy the criteria for verification in the final regulations. 

American Bankers Association 
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The final regulations also should clarify that financial institutions are not required to delete PI 
gathered to verify a request if that PI is necessary for legitimate business purposes. The proposed 
regulation would require a business to delete PI received to verify a request. However, if the 
requestor is a customer and the PI is necessary for underwriting a loan or providing other services 
to the customer, or for any other purpose as set forth in CCPA § 1798.105( d), the business would 
need to retain the information for that purpose. Moreover, the business may need to retain the PI to 
be able to establish that it complied with the requirement to verify a request. We request that the 
final regulation permit businesses to retain PI under these and similar circumstances where 
necessary. 

II. Ensure that the CCPA Does Not Apply to a Business's Intellectual Property or Require a 
Business to Reveal Information That Would Infringe on Rights of Others 

The CCP A grants the Attorney General authority to establish exceptions that are necessary to 
comply with state or federal law, including laws relating to trade secrets and intellectual property. 2 

The CCP A is intended to protect consumers' privacy rights; infringing on intellectual property 
rights, trade secrets, and the rights of others clearly would be an unintended consequence of the 
Act and proposed regulation. The final regulation should specify that a business is not required to 
disclose trade secrets or infringe on the rights of others.3 

III. Retain the Proposed Clarification Regarding Service Providers 

Proposed§ 999.314 provides that an entity that otherwise meets the definition of a service provider 
is a service provider even if it collects PI directly from consumers at the request of a business. The 
proposed regulation would further provide that a service provider that also meets the definition of a 
business must comply with the CCPA for any PI it collects or sells outside its role as a service 
provider. We support the proposed clarifications regarding service providers, and urge the 
Attorney General to consider further clarifications. Financial institutions frequently depend on 
service providers to deliver products and services to consumers efficiently. These clarifications 
are critical to ensure that a financial institution can transfer PI to a service provider to serve the 
financial institution's customers without the transfer being deemed a sale of PI under the CCP A 

IV. Eliminate New, Burdensome and Unnecessary Requirements Related to Accepting and 
Responding to Consumer Requests 

Our members are concerned that the proposed regulations impose new procedures, notices and 
substantive rights not found in the CCP A These new requirements exceed the Attorney General's 
authority, and would impose new burden on financial institutions without a clear and 
commensurate benefit to consumers. Our comments are summarized below. 

2 Cal. Civ. Code§ 1798.185(a)(3) (West 2019). 
3 We note that Californians for Consumer Privacy has agreed to such a provision in the recent draft of the new ballot 
initiative §§ 1798. lOO(f) and 1798.185, which would avoid unintended consequences by expressly stating that a 
business is not required to disclose trade secrets. 

American Bankers Association 
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Methods for Receiving Requests to Know and to Delete 

The CCP A requires a business to provide consumers with methods to exercise their rights to know 
information. 4 In addition to providing at least two methods for receiving requests to delete and 
know information, proposed§ 999.312(c) would additionally require that one method must reflect 
the manner in which the business "primarily interacts with the consumer, even if it requires a 
business to offer three methods for submitting requests to know." For banks, and especially small 
banks, that typically operate brick-and-mortar branches as well as websites, the proposed 
regulation will create an additional burden not expressly required in the statute. The proposed 
regulations also fail to address how a business may determine its primary interaction channel with 
consumers. We recommend that the proposed requirement be eliminated. 

Acknowledgement of Requests to Know and to Delete 

The CCP A provides consumers with the right to access their PI and to have their PI deleted, 
provided that such requests can be verified. 5 Proposed§ 999.313(a) provides that a business must 
confirm receipt of a request for access to or to delete PI within IO days of receipt and describe the 
business's verification process and when a consumer can expect a response. These proposed 
requirements are not found in the CCPA, are overly burdensome, and should be eliminated in the 
final regulation. They add an unnecessary step to the process that will do little to help consumers 
but will increase costs. 

The proposed regulations also require a financial institution to treat a request to know or to delete 
that is deficient, or that comes in through a non-authorized channel, as if it was properly submitted. 
In the alternative, the proposal would require a business to contact the consumer and inform them 
how to properly submit the request. See proposed § 999.312(±). The proposed rules would also 
impose a I 0-day deadline to confirm requests. We are concerned that this I 0-day deadline could 
be impossible to meet if the request is received through a non-designated channel or is deficient. 
While it is important to allow consumers flexibility, when consumers depart from the norm, the 
financial institution should have additional time to handle the request. 

Requirements Related to Processing Requests to Delete 

For verified requests to delete Pl, the proposed regulations would require a two-step process in 
which the consumer can separately submit and confirm the request to delete their PI. In addition, 
proposed § 999.313 would require the business to disclose the manner in which PI was deleted. 
The CCPA mandates that a business must comply with a verified request to delete Pl, subject to 
certain exceptions. 6 However, the statute does not mandate a two-step process or the disclosure of 
how PI was deleted. These added requirements in the proposed regulation will create operational 
burden on financial institutions without providing a meaningful benefit to consumers and should 
be eliminated. 

The proposed regulation also would impose new and burdensome procedures for declining to 
delete Pl, and would create new consumer rights not found in the CCP A For requests to delete 

4 Cal. Civ. Code§ 1798.130. 
5 Jd. §§ 1798.100, 105, llO, ll5. 
6 Jd. § 1798.105. 
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that cannot be verified, proposed§ 999.313(d)(l) would authorize a business to decline the 
request, but the business would be required to notify the requestor that it cannot verify the request 
and must treat the request as a request to opt out of sale. The proposed regulations exceed 
statutory authority because the CCP A does not require businesses to notify consumers in such 
cases, and more importantly, the CCPA does not direct businesses to treat unverified deletion 
requests as requests to opt out of sales. In addition, the proposed regulations will require financial 
institutions that do not sell personal information-and for that reason do not offer a "Do Not Sell" 
button-to develop unnecessarily processes regarding opt-out requests. Therefore, these elements 
added in the proposal should be deleted from the final regulation. 

Proposed§ 999.313(d)(6) further provides that a business that declines a request to delete PI
presumably a verified request-must notify the requestor of the reason for the denial, including 
any statutory or regulatory exception. These proposed requirements are not found in the CCP A 
and would impose burdens on businesses that do not appear to be warranted. 

The final regulation should clarify that a business is not required to delete Pl, even if a request is 
verified, if one or more of the exemptions found in the CCP A applies. We recommend that § 
999.313(d)(l) be revised as follows: 

"For requests to delete, the business may deny the request if the business cannot verify the identity 
of the requestor pursuant to the regulations set forth in Article 4, and/or if another exception or 
exemption applies, including but not limited to the purposes in Civil Code § 1798.105( d)." 

Requirements Related to Requests to Opt Out of Sale of PI 

The CCPA authorizes a consumer to opt out of the sale of PI.7 Proposed§ 999.315(e) would 
require a business to act on a consumer's request to opt out of the sale of their PI within 15 days. 
While verification of an opt out request is not required, proposed§ 999.315(h) permits a business 
to decline an opt out request if the business has a reasonable and documented belief that the opt out 
request is fraudulent. However, under the proposed regulations, the business must notify the 
requestor of the denial and the reason why it believes the request is fraudulent. 

We support the proposed regulation's authorization for businesses to decline opt out requests 
believed to be fraudulent. However, the CCP A does not require a response to an opt out request 
within 15 days, nor does it require a business to notify a consumer of a denial and the reasons for a 
denial. It would be extremely challenging to respond to an opt out request within 15 days of 
receipt, and if suspected fraud is involved, explaining the reason for denial could arm bad actors 
with information they could use to avoid detection in the future. We urge the Attorney General to 
eliminate these proposed requirements. 

In addition, our members have expressed significant concerns with the proposed requirement in 
§ 999 .315( c) that businesses collecting PI online treat the use of privacy controls, such as browser 
plug-ins, as signaling a consumer's request to opt out of the sale of their PI. This will require 
businesses to detect "do not track" signals in addition to opt-outs initiated from a web page. It will 
be impossible in most, if not all cases, to associate the do not track signals with an individual 
consumer. These proposed regulations create requirements that go well beyond what the CCP A 

7 Id. §1798.120. 
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mandates. Browser plug-ins and the like are not aligned with the Act's complex and extremely 
broad definitions of "sale"8 and "personal information."9 The CCPA emphasizes consumer choice 
and specifically defines the "Do Not Sell" button as a mechanism for opt-out. It is neither 
consistent with the statute to create this additional mechanism nor clear that consumers who use 
plug-ins intend to opt out of CCPA-defined sales. Since these proposed requirements impose 
assumptions on consumers, and will be costly and unnecessarily difficult to administer, they 
should be eliminated from the final regulation. 

The proposed regulations would also require a business to: (1) notify all third parties to whom it 
has sold the personal information of the consumer within 90 days prior to the business's receipt of 
the opt-out, (2) instruct them not to further sell the information, and (3) notify the consumer when 
this has been completed. These proposed requirements exceed the statutory rights provided in the 
CCP A and should be deleted. 

V. Remove the Unauthorized Restriction on Use of PI 

The CCP A requires a business to notify consumers of the purpose for data collection, at or before 
the time of collection, and to notify a consumer if the business will use the PI for a purpose other 
than the purposes initially disclosed to the consumer. 10 Proposed§ 999.305(a)(3) would change 
this to an opt-in mandate and require businesses to obtain "explicit consent" from consumers to use 
data for purposes not described in the initial collection notice. The CCP A, however, does not 
authorize the Attorney General to include an opt-in requirement for the use of data. If the final 
regulations include the explicit consent requirement, businesses will be motivated to provide very 
broad explanations for why data is being collected, weakening the effectiveness of the CCPA's 
notice requirements. We urge the Attorney General to eliminate the proposed requirement for 
explicit consent to use data for purposes other than those disclosed initially. 

VI. Address Concerns About Unauthorized Access to or Deletion of Household PI 

Proposed§ 999.318 provides that a business receiving a verifiable request to access or delete 
household information, from an individual without a password protected account, may comply by 
providing aggregate household information. In addition, the proposed regulation indicates that a 
business that receives a joint request for access to specific pieces of PI for the household or for 
deletion of household PI must comply with the request if it can individually verify all members of 
the household. 

While we support the clarification that a business may comply with an individual request for 
household PI by providing only aggregate Pl, if the requestor does not have a password protected 

8 "Sell," "selling," "sale," or "sold," means selling, renting, releasing, disclosing, disseminating, making available, 
transferring, or othenvise communicating orally, in writing, or by electronic or other means, a consumer's personal 
information by the business to another business or a third party for monetary or other valuable consideration. Id. § 
1798.140(1)(1). 

9 Personal information" means information that identifies, relates to, describes, is reasonably capable of being 
associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household. 
Personal information includes, but is not limited to, the following if it identifies, relates to, describes, is reasonably 
capable of being associated with, or could be reasonably linked, directly or indirectly, with a particular consumer or 
household. Id.§ 1798.140(0)(1). 
10 Id.§ 1798.lOO(b). 
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account, the proposed regulations still expose individuals to release or deletion of their PI without 
their knowledge and consent. Aggregation is helpful but is not sufficient to protect people if the 
household consists of only two or three people. Moreover, the proposed regulations do not address 
how the business should respond if the requestor has a password protected account. The 
implication is that if the requestor has a password protected account, the business must provide the 
household PI to the requestor, or delete household PI. Likewise, we believe it is virtually 
impossible for a financial institution to determine whether all members of a household jointly 
request access or deletion, without a level of investigation into a particular household that would 
be extraordinarily burdensome-if not impossible. Our members are concerned about the transient 
nature of households - spouses may separate, or adult children may return or leave the household -
and there is no practical method for a financial institution to determine the makeup of the 
household when a request is received. 

For these reasons, we urge the deletion of "household" from the definition of "personal 
information." We believe the unauthorized disclosure or deletion of PI by one household member 
is an unintended consequence of the CCP A [ll If the final rule does not delete "household" from 
the definition of PI or otherwise exempt businesses from disclosing PI or deleting PI for a 
household, we respectfully request that the final rule create a safe harbor from liability if the 
business follows the procedures in the final regulation regarding verification of requests for access 
to or deletion of household PI. 

VII. New and Burdensome Record-Keeping Requirements Should Be Removed 

The proposed regulations expand record-keeping obligations, especially for businesses that buy or 
receive the PI of more than four million consumers annually. See proposed § 999.3 l 7(g). For 
businesses who surpass this threshold, the regulation would require releasing consumer request 
metrics in the business's privacy policy. This mandate goes beyond the CCPA and does not 
benefit consumers. 

VIII. Issue Model Disclosure Forms to Assist Financial Institutions in Achieving Compliance 

The CCPA and proposed regulations would require new disclosures, including a disclosure at or 
before collection of PI; the notice of right to opt out of sale of PI; and the notice of financial 
incentive. For these required notices, and for a business's privacy policy, the proposed regulations 
impose certain standards. These standards include, for example, that the disclosures must be easy 
to read and understandable to an average consumer, use a format that draws a consumer's attention 
to the notice, and that is readable on smaller screens. These standards impose vague and 
subjective standards on businesses. To facilitate compliance by financial institutions and other 
businesses, the Attorney General should consider publishing model disclosure forms. As with 
other laws, particularly the privacy disclosures under the federal Gramm-Leach-Bliley Act 
(GLBA), use of the model forms should be completely voluntary and left to the discretion of each 
financial institution, but using the forms should provide that any financial institution that uses the 
model is deemed in compliance with the CCP A requirements. 

[JJ Notably, § l 798. l 45(p) in Californians for Consumer Privacy's new ballot initiative would not require a business to 
comply with a request to know or a request to delete PI for a household. 
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IX. Provide Guidance on a Business's Right to "Cure" Certain Violations 

The CCPA establishes, in part, that a "business shall be in violation of this title if it fails to cure 
any alleged violation within 30 days after being notified of alleged noncompliance." 11 We urge the 
Attorney General to describe how a business may "cure" a violation and therefore avoid liability. 
Further, in circumstances where a cure cannot unwind the effects of a violation, guidance is needed 
as to other means by which the business could cure, or mitigate against, the violation through 
implementation of business practices designed to avoid (in the future) the conditions that led to 
previous violations. The goal should be to provide incentives to encourage policies and procedures 
that meet the purposes for which the CCPA was adopted, not to set a trap for the unwary. 

X. Limit the Look Back Period for the Right to Know and the Right to Delete 

The CCPA requires a business to provide information to a consumer for the 12-month period 
preceding the business's receipt of a verifiable consumer request. 12 The CCPA takes effect on 
January 1, 2020. 13 The final regulation should provide that the 12-month look back period applies 
from the CCP A's effective date of January 1, 2020, precluding any retroactive application of the 
CCPA to PI collected or sold before January 1, 2020. 

In addition, the CCPA requires a business to delete a consumer's PI without any time limits; thus, a 
financial institution could have to delete PI collected years before the CCPA's effective date. We 
request the final rules clarify that a business is not expected to delete PI that was collected before 
the CCP A's effective date. 

XI. Establish an Effective Date for Final Rules That Allows Businesses Adequate Time to 
Prepare for Compliance 

The CCPA's deadline for the Attorney General's rulemaking is July 1, 2020 14
, six months after the 

law's January 1 effective date. Under the CCPA, the Attorney General could begin enforcement of 
CCPA on July 1, 2020-the same day that final rules could be published-leaving businesses no 
time to comply with the final rules. Our members support the goal of consumer privacy protection; 
but the CCP A is complex and many aspects of compliance remain unclear. In fact, part of the 
rationale for the regulations is to provide that necessary clarity. Financial institutions need to know 
what the final regulations require before they can revise their internal procedures, review and 
potentially revise contracts, work with vendors, including vendors that provide privacy compliance 
solutions, and train staff Therefore, compliance should be mandatory - and enforceable - only 
after an appropriate transition period following the issuance of final regulations. 

Under California law, the Attorney General must set an effective date that is no earlier than on one 
of four quarterly dates, based on when the final regulations are filed with the Secretary of State: 
January 1, if filed between September 1 and November 30; April 1, if filed between December 1 
and February 29; July 1, if filed between March 1 and May 31; and October 1, if filed between 
June 1 and August 31. Effective dates may vary, however, if a different effective date is provided 
for in a statute or other law, if the adopting agency requests a later effective date, or if the agency 

11 Id.§ 1798.155(b). 
12 Id. § 1798.130. 
13 Id.§ 1798.198. 
14 Id. § l 798.185(a). 
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demonstrates good cause for an earlier effective date. 

We respectfully request that the Attorney General exercise discretionary authority to request a later 
effective date and make the rules effective 18 months after issuance. Allowing financial 
institutions sufficient time to come into full compliance will ensure that they implement the full 
privacy protections intended by the legislature, ultimately benefitting consumers. 

XII. Enforcement Actions Should Be Limited to Acts or Omissions Occurring on or After the 
Final Rules' Effective Date. 

The CCP A provides that the Attorney General shall not bring an enforcement action under the 
CCP A until the earlier of (i) six months after the publication of final CCP A rules, or (ii) July 1, 
2020. 15 The Attorney General should clarify that any enforcement action will only be based on 
acts or omissions occurring on or after the CCPA's effective date. For example, if the enforcement 
date is July 1, 2020, because that is earlier than the six-month anniversary of the final regulations, 
then the Attorney General should clarify that any enforcement will be based only on conduct 
occurring on or after July 1, 2020 (the CCPA effective date). 

Thank you for the opportunity to provide comments on this rulemaking. We welcome any 
questions you may have regarding our comments. 

Sincerely, 

falhft&, t !lr41 
Kathleen C. Ryan 
Vice President & Senior Counsel 

15 Id. § 1798.185(c). 
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Message 

From: 
Sent: 

To: 

Shapiro, Tracy 

12/6/2019 11:14:39 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment on California Consumer Privacy Act Regulations 

Attachments: DLA Piper CCPA Comment (Tracy Shapiro) (12-6-19).pdf 

Dear Attorney General Becerra and Staff: 

Attached please find our comment on the California Consumer Privacy Act Regulations. 

Respectfully, 

Tracy Shapiro 
Partner 

[o~PEA 
DLA Piper LLP (US) 

555 Mission Street 
San Francisco, CA 94105 
United States 
www.dlapiper.com 

The information contained in this email may be confidential and/or legally privileged. It has been sent for the sole use of the intended 
recipient(s). If the reader of this message is not an intended recipient, you are hereby notified that any unauthorized review, use, disclosure, 
dissemination, distribution, or copying of this communication, or any of its contents, is strictly prohibited. If you have received this 
communication in error, please reply to the sender and destroy all copies of the message. To contact us directly, send to 
postmaster@dlapiper.com. Thank you. 
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rDLA,IPER 
December 6, 2019 

By Electronic Mail 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 Spring Street 
Los Angeles, CA 90013 
PrivacyRegulations@doj .ca. gov 

Re: Comment on CCPA Proposed Regulations 

Dear Attorney General Becerra and Staff: 

DLA Piper LLP (US) 
555 Mission Street 
Suite 2400 
San Francisco, California 94105-2933 
www.dlapiper.com 

Tracy R. Shapiro 

DLA Piper appreciates the opportunity to submit these comments on the Attorney 
General's proposed California Consumer Privacy Act (CCPA) Regulations. Our clients take 
compliance with the CCP A very seriously, and we submit these comments with the aim of 
encouraging changes to the draft that will protect the privacy of consumers in a manner that is 
both effective and practical. 

1. Requirements for Responses to Right to Know Requests Should Be Aligned With 
the Language of the Statute 

The California Attorney General's proposed regulations state that for businesses' 
responses to "right to know" requests for categories of personal information, categories of 
sources, and/or categories of third parties, the business shall provide an individualized response 
to the consumer. Section 919.313(c)(9). It is important for the Attorney General to understand 
that, in our experience, most businesses lack the technical capabilities and resources to comply 
with this requirement. Creating an automated response process, which very likely will be 
necessary to handle the volume of consumer requests, often necessitates retaining significant 
outside engineering and other resources, and even then solutions are not always achievable, 
depending on the manner in which businesses store data. This places an outsized compliance 
burden on smaller businesses that are subject to CCP A. 

Section 999.313(c)(IO)c-d of the proposed rules should be amended, consistent with the 
statutory language of§ l 798. l 10(a)(3) and (4), to clarify that the "right to know" requirements to 
specify the purpose for collecting or selling information and the categories of third parties with 
whom the business shares personal information need not be individualized to the specific 
consumer. These latter two requirements would be very difficult to comply with in a customized 
way for each requester and the CCP A does not require this. 

Section 1798.1 IO(a) requires businesses that collect personal information about the 
consumer "to disclose to the consumer the following: 
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(1) The categories of personal information it has collected about that consumer. 

(2) The categories of sources from which the personal information is collected. 

(3) The business or commercial purpose for collecting or selling personal information. 

(4) The categories of third parties with whom the business shares personal information." 

Id (emphasis added). 

The statutory language is clear that the first two of these requirements are specific to the 
consumer. The second two apply to personal information in general. 

By contrast, the proposed regulation is unclear because it adds the clause italicized 
below, which requires a disclosure for each category of personal information collected about the 
consumer. This clause should be stricken: 

(10) In responding to a verified request to know categories of personal information, the 
business shall provide for each identffied categ01y qfpersonal information it has collected about 
the consumer: 

a. The categories of sources from which the personal information was collected; 

b. The business or commercial purpose for which it collected the personal information; 

c. The categories of third parties to whom the business sold or disclosed the category of 
personal information for a business purpose; and 

d. The business or commercial purpose for which it sold or disclosed the category of 
personal il?formation. 

The references to "the category of personal information" should be stricken from the final 
rules except as to personal information collected about the consumer. 

2. The Requirement for Signed Attestations from Data Sources in § 999.305( d)(2)b 
Should Be Removed 

We agree with the Cal Chamber comment that the signed attestation requirement in 
§ 999.305(d)(2)b should be removed from the final rules. The CCPA nowhere mentions a 
requirement for signed attestations from data sources and this requirement should not be added to 
the final rules. Compliance is impractical because data buyers rarely obtain personal information 
from a consumer-facing entity. Rather, data buyers typically have no relationship with the 
consumer-facing entity, do not know the identity of the consumer-facing entity, and have no way 
to contact the consumer-facing entity to obtain such an attestation. It may be possible for a 
certification of some sort to be passed along from the source, but obtaining an attestation directly 
from the source is impracticable. 
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3. The 45 Day Time Period to Respond in§ 999.313(b) Should Be Clarified As Not 
Beginning to Run Until a Full Request Is Received 

This subsection should be amended to make clear that the 45 day presumptive deadline to 
respond to requests begins once a full, verified request is received. The phrase in § 999.313(b) 
"regardless of time required to verify the request" may be read to imply that partial requests that 
the submitters delay completing would toll the 45 day response period. 

The draft regulations impose extensive verification requirements before businesses may 
respond to requests. It is entirely within the discretion of the submitter to submit a full or a 
partial request and to submit verification information. A receiving business cannot supply 
verification information; rather, the requester must do so. If the submitting requester chooses, for 
example, not to provide the required verification information for 44 or even 89 days, it can make 
it impossible for the business to comply within the time frame. For these reasons, the 45 and 90 
day periods should start to run once the requester has submitted sufficient verification 
information. 

4. The Personal Information Prohibited from Being Disclosed In Response to a 
Data Subject Request Should Expand As the Data Elements That Can Trigger 
Class Action Lawsuits under§ 1798.150(a)(l) Expand 

The proposed regulations make clear that businesses do not need to provide certain 
sensitive information to consumers in response to their requests for access to personal 
information. However, the proposed regulation does not include all data elements that would 
trigger class action exposure in the event of a data breach. For example, the legislature has added 
biometric data to the list of data elements whose breach can trigger class action lawsuits under § 
l 798.150(a)(l), yet there is no prohibition under draft regulation§ 999.313(c)(4) against 
disclosing this information in response to an access request. Section 999.313(c)(4) should make 
clear that there is no requirement to disclose such data in response to a CCP A access request. 

5. The Final Rules Should Defer Requiring a "Do Not Sell" Automated Signal Until 
After It Is Clear Whether the CPRA Initiative Is Approved By California Voters 

The proposed "Do Not Sell" signal idea in§ 999.315(c) is utterly foreign to the CCPA 
text and does not exist in practice today. The idea cannot be implemented with the final 
regulation. 

Even more fundamentally, the approach in the proposed regulation is very different 
from the approach in the CPRA Initiative, and would be superseded by the Initiative, if it 
becomes law. In contrast to the proposed regulation, the Initiative would make recognition of 
the signal optional, would provide for site-by-site choice by California residents instead of the 
default "never sell" position in the draft rules, would defer the requirement until 2023, and would 
require two rulemakings by a different agency to define aspects of this rule. If the Initiative is 
approved by the voters, it would waste Attorney General's Office resources to wade through 
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defining the signal and overseeing its implementation, only to see the AG' s authority over the 
signal stripped and two new rulemakings conduct by a new privacy agency. 

For all these reasons, the final rules should remove § 999.315( c) until after the outcome 
of the CPRA Initiative is known. 

6. The Obligation to Notify of a Do Not Sell Request AH 3rd Parties to Whom A 
Business Has Sold Personal Information in the Previous 90 Days Must Be 
Substantially Modified in the Online Advertising Context 

The proposed requirement in§ 999.315(±) may work in the context of data brokers, where 
CCP A "sale" relationships are clear. However, in the diffuse Internet advertising ecosystem, 
"sale" relationships are far less clear, with website publishers often not knowing which entity is 
receiving personal information in exchange for a thing of value. In this context, website 
publishers and other online services are able to communicate consumers' opt outs to advertising 
providers at the time they request an advertisement or otherwise make personal information 
available to them, but identifying all sales that occurred retroactively and contacting the entities 
to which they sold data for the past 90 days is impractical. 

7. The Standards for Valuing Consumer Data in the Context of Free or Reduced 
Price Services Should Be Further Broadened 

Businesses would benefit from additional clarity regarding their ability to offer different 
levels of service depending on whether consumers have agreed to have their data sold. The 
proposed valuation methods in Section 999.337 are inapplicable to many business models. For 
example, the proposed valuation methods do not fit with added product features or consumer 
experiences for which a business sells personal information, but the sale does not produce 
trackable revenue for a business and a "reliable method of calculation". See§ 999.337(b)(8). 
This is often the case, due to the broad definition of "sale" included in the CCP A, which results 
in businesses technically "selling" data but not receiving any quantifiable value in return. 
Similarly, where businesses provide enhanced product features to consumers, but offering those 
features involves a sale of personal information, there is often no market value for the enhanced 
feature, and assigning a value would be arbitrary. The final rules should expressly account for 
situations where the specific, "reliable" valuation methods are not practical and allow reasonable, 
good faith estimates in these cases. 

8. The Record-Keeping Requirements to Compile Metrics Regarding The Volume 
of Requests and Response Times for Each Type of Data Subject Request Should 
Be Removed from the Final Rules 

The requirements in§ 999.337(g)(l) & (2) are found nowhere in the statute and are not 
even proposed in the CPRA Initiative. Requiring that businesses post this information in their 
website privacy policy would lengthen privacy policies to include data that is of marginal, if any, 
interest to consumers. What is more, requiring business to post "[t]he median number of days 
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within which the business substantively responded to requests to know, requests to delete, and 
requests to opt-out" found in§ 999.337(g)(l)d would create a perverse incentive for businesses 
to conduct verification more quickly, increasing the chance of errors. These subsections should 
be removed from the final rules. 

Respectfully, 

DLA Piper LLP (US) 

Tracy Shapiro 
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Message 

From: 
Sent: 
To: 

CC: 
Subject: 

Yelena Grant 
12/6/2019 9:32:33 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

John Libby 
comment on CCPA 

Dear Attorney General Becerra, 

Thank you for taking the time to address public comments. We would like to request clarification about identifying a 

California "resident". Section 1798.140(g) reads '"Consumer' means a natural person who is a California resident, as 

defined in Section 17014 of Title 18 of the California Code of Regulations, as that section read on September 1, 2017, 

however identified, including by any unique identifier." Section 17014 of Title 18 of the California Code of Regulations 

(CCR) explains that the term "resident" includes: "(1) every individual who is in the State for other than a temporary or 

transitory purpose, and (2) every individual who is domiciled in the State who is outside the State for a temporary or 

transitory purpose. All other individuals are nonresidents." However, neither of these sections, nor anything else in the 

legislation, seems to assist us in identifying a resident as it applies to a mobile application user (ex. phone or tablet). 

From a mobile application, the best way to identify a California resident as defined here is to use an Internet Protocol 

(IP) address lookup. We would like to confirm that this is an acceptable method to do so; further, it would be beneficial 

if this could be an established safe harbor in the regulation for the temporary and transitory use of IP address to identify 

residency. In addition, please provide specific guidance on all methods that would be allowed to identify a California 

resident when someone is using a mobile application and if the alternatives you specify provide a safe harbor. 

Best Regards, 

MobilityWare LLC 

~ Sr. Manager Legal Affairs ---1 www.MobilityWare.com 
440 Exchange, Suite 100 I Irvine I California I 92602 

f'.t mob1htyvvare 
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Message 

From: Andrew Madden 
Sent: 12/6/2019 11:16:11 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment on Proposed Regulation Concerning the CCPA 
Attachments: Joint Comments by CAC and ACA.pdf 

Attached please find joint comments from ACA International and the California Collectors Association regarding the 
Proposed CCPA Regulation. 
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CAC 
California Association 

Of Collectors, Inc.™ 
Est. 191 7 

The Association of Collection 
Professionals in California 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 S. Spring St., 
Los Angeles, CA 90013 
Email: PrivacyRegulations@doj.ca.gov 

INTERNATIONAL 

T he Association of Credit 
and Collection Professional 

Re: Proposed Regulations to adopt sections§§ 999.300 through 999.341 of Title 11, 
Division 1, Chapter 20, of the California Code of Regulations (CCR) concerning the 
California Consumer Privacy Act (CCPA). 

Dear Attorney General Becerra: 

On behalf of the members of the California Association of Collectors (CAC) and ACA 
International (ACA), we submit these comments in response to the Attorney General's 
notice of rulemaking on the California Consumer Privacy Act (CCPA). 

I. BACKGROUND ON THE CALIFORNIA COLLECTORS ASSOCIATION AND ACA 
INTERNATIONAL 

CAC promotes lawful consumer debt collection for creditors and government entities in 
California. CAC serves its more than 165-member credit and collection companies in 
California by providing education and training; promoting ethical professional conduct; 
and acting as a voice in business, legal, regulatory and legislative matters. CAC members 
provide accounts receivable services for a wide array of industries, including small 
businesses, hospitals, government, banks, retail, non-profits, utilities and more. 

ACA is the nation's leading trade association for credit and collection professionals. 
Founded in 1939 with offices in Washington, D.C. and Minneapolis, Minnesota, ACA 

California Association of Collectors 

One Capitol Mall, Suite 800 

Sacramento, CA 95814 
www.calcollectors.net 

ACA International {Washington Office) 
509 2N° Street, N.E. 

Washington, DC 20002 
www.A CAI nternationa I. org 
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represents approximately 2,500 members, including credit grantors, third-party collection 
agencies, asset buyers, attorneys, and vendor affiliates in an industry that employs more 
than 230,000 employees worldwide and over 20,000 in California. Given its longstanding 
history and broad membership, ACA is uniquely positioned to comment on the proposed 
regulations. 

CAC and ACA members include the smallest of businesses that operate within a limited 
geographic range of a single state, and the largest of publicly held, multinational 
corporations that operate in every state. The majority of our member companies, however, 
are small businesses. According to a recent survey, 44 percent of ACA member 
organizations (831 companies) have fewer than nine employees. Additionally, 85 percent 
of members (1,624 companies) have 49 or fewer employees and 93 percent of members 
(1,784) have 99 or fewer employees. Even though a majority of our members are small 
businesses, it is unclear how many of them will be impacted by the thresholds set forth in 
the CCPA given the diverse clients they serve. 

As part of the process of attempting to recover outstanding payments, our members are an 
extension of every community's businesses. Our members work with these businesses, 
large and small, to obtain payment for the goods and services already received by 
consumers. In years past, the combined effort of CAC and ACA members have resulted in 
the annual recovery of billions of dollars for the economy. This savings is returned to and 
reinvested by businesses. This allows small businesses and large employers to limit losses 
on the financial statements of those businesses. Without an effective collection process, the 
economic viability of these businesses and, by extension, the American and California 
economy is threatened. Recovering rightfully-owed consumer debt enables organizations 
to survive; helps prevent job losses; keeps credit, goods, and services available; and 
reduces the need for tax increases to cover governmental budget shortfalls. 

Importantly, our members are committed to fair, reasonable, and respectful practices and 
take their obligations in collecting debt and protecting consumer privacy very seriously. As 
legitimate credit and collection professionals, our members play a key role in helping 
consumers fulfill their financial goals and responsibilities while facilitating broad access to 
the credit market. 

II. COMMENTS OF THE CALIFORNIA COLLECTORS ASSOCIATION AND ACA 
INTERNATIONAL 

We strongly support the goal of protecting the privacy of consumers and their data, and we 
are committed to vigorous compliance in furtherance of this pursuit. 

The current landscape for compliance in the area of data privacy for the accounts 
receivable industry is robust, including complex state and federal regulations. There are 
multiple federal laws our members are already complying with in this area including the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Fair Credit 
Reporting Act (FCRA), the Fair Debt Collection Practices Act (FDCPA), the Gramm Leach 
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Bliley Act, and the Family Educational Rights and Privacy Act of 1974. Notably, the 
industry is already very restricted in what information and how information can be 
communicated to consumers under the FDCPA 

The CCPA is a robust state law, which many members of the accounts receivables 
management industry have argued is overly complex and burdensome. Notably, it also 
touches many businesses outside of California if personal information of California 
consumers is collected, making its reach potentially much broader than California agencies. 
As the Attorney General moves forward in implementing the CCPA, it is critical to be 
diligent in ensuring legitimate businesses are not faced with insurmountable regulatory 
burdens surrounding data privacy laws, particularly if they stifle innovation or have a 
disproportional impact on small businesses. It is also critical to ensure legitimate 
businesses are provided crystal clear guidelines regarding compliance. 

It is currently unclear how the CCPA will be harmonized with federal laws like HIPAA, the 
FCRA, the FDCPA, Gramm Leach Bliley Act, and the Family Educational Rights and Privacy 
Act of 1974. Furthermore, the General Data Protection Regulation went into effect in the 
European Union in May 2018 and impacts certain CAC and ACA members in the U.S., as well 
as international accounts receivable management agencies. 

The accounts receivable industry does not collect consumers' information for any purposes 
other than those permitted by privacy and consumer financial protection laws. However, 
because of the breadth of the law and the lack of clarity surrounding exemptions certain 
practices of the accounts receivable management businesses could be swept under the law. 
Outlined below are several areas where the proposed regulations need additional 
clarification. 

III. AREAS OF CONCERN 

a. Confusion regarding consumer requests and statutory exemptions 
The proposed requirement that a business respond to a consumer's request to know or 
a request to delete even when relying on a statutory or regulatory exception to the 
CCPA [999.313(c)(S), 999.313(d)(6(a), and the associated recordkeepingrequirements 
in 999.317] undermines the statutory/regulatory exceptions of the statute. 

The CCPA's statutory/regulatory exceptions apply to businesses that are already 
regulated and thus need not implement the CCPA to the extent it conflicts. However, to 
then require those same businesses to respond to a consumer request only to deny it 
based on a regulatory/statutory exception, forces those businesses to incur 
unnecessary costs and build infrastructure, which undercuts the purpose of the 
statutory exception. This aim could be accomplished instead by informing customers in 
the CCPA notice of the applicable statutory/regulatory exception. 
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b. Regulation Section 999.308. Privacy Policy Conflict 
Regulation section 999.308(b)(1)(d) conflicts with Code of Civil Procedure (CCP) 
section 1798.110, which indicates information can be provided in a more general 
format. Regulation section 999.308(b)(1)(d) requires businesses for "each category of 
personal information collected" to provide the categories of sources from which that 
information was collected, the business or commercial purpose(s) for which the 
information was collected, and the categories of third parties with whom the business 
shares personal information. 

The CCPA, however, does not require this information to be disclosed for "each category 
of personal information collected", and thus this Regulation section 999.308 
inappropriately extends the requirements of the statute. 

c. Regulation Section 999.305. Notice at Collection of Personal Information 
The proposed regulation is unclear as to how a third-party collection agency should 
handle consumer information that was involuntarily collected. Such situations could 
arise after a collection agency has received and complied with a cease-and-desist order 
from a consumer on an account but after time the consumer elects to make a payment. 
The consumer directly reaches out to the collection agency via phone or online to make 
a payment on the account without any interaction being initiated by the agency. The 
agency's phone system records the incoming phone number and/or the agency's online 
payment portal collects financial information relevant for the payment. The agency was 
not actively pursuing payment or trying to collect this information. The proposed 
regulations are unclear on how or if an agency would send a notice to a consumer about 
the intent to collect information, when the agency had no intent to do so. 

d. Regulation Section 999.313. Responding to Requests to Know and Requests to 
Delete 
Regulation section 999.313 requires clarification as to how third-party collection 
agencies handle requests for information when voice recordings are involved. 

Section 999.313 sets forth requirements regarding requests to know information and 
requests to delete information. A consumer has the right to request all information a 
business has collected. CCPA section 1798.140 lists audio information and biometric 
information as two of the categories of personal information. Biometric information as 
defined by the section includes voice prints and recordings. The proposed regulations 
and the CCPA address covered "information," but recordings are a tangible. It is unclear 
what the expectation is when handling a consumer's request for information when an 
agency has recordings. Does the agency identify that it has recordings? Does the 
agency produce the actual recordings and in what form? Does the agency produce a 
transcription of the recordings? 

e. Effective Date 
The CCPA is broad in scope and complex. Many aspects of the CCPA and the proposed 
regulations are still unclear and will take time for businesses to gain clarity and properly 
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comply. We respectfully request that the Attorney General ask for a later effective date and 
make the rules effective I year after the date of issuance. 

IV. CONCLUSION 

In addition to our joint comments we encourage you to take into consideration the critical 
comments submitted by the California Chamber of Commerce which further detail the 
proposed regulations impact on the broader business community and the consumers they 
serve both inside and outside of the state of California. 

CAC and ACA appreciate the opportunity to comment on the proposed regulation. 

Submitted by: 

~1~ 
Cindy Yaklin 
Legislative Chair 
California Association of Collectors 

f/d;f,,£ 
Andrz adden 
Vice President of Government and State Affairs 
ACA International 
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Message 

From: Maia Hamin 
Sent: 12/6/2019 11:57:20 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment on Proposed Text of Regulations, CCPA 
Attachments: CCPA Regulations Deletion Comment.docx; CCPA Regulations Deletion Comment.pdf 

To the Privacy Regulations Coordinator, California Office of the Attorney General, 

I'm a student in the Computer Science Department at Princeton University who would like to submit a comment 
to your office on some of the technical considerations relevant to the Request to Delete provision in the 
proposed regulations on the California Consumer Privacy Act. I've attached my comment as both a PDF and a 
Word document to this email --- let me know if there is any more information I can provide. 

Thank you for taking my comments into consideration, and good luck with the future rule-making process! 

Maia Hamin 
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Before the 

California Office of the Attorney General 

Los Angeles, CA 

In the Matter of ) 

Title 11, Division 1, Chapter 20 of the CCR, 
Number Z2019-1001-0S 

Notice File 

concerning the California Consumer Privacy Act (CCPA). ) 

Comments by :Maia Hamin, Student, Princeton University 

Submitted December 6, 2019. 

I am Maia Hamin, a student in the Computer Science Department of Princeton University. This is 

a response to the proposed text of a rulemaking action by the California Department of Justice, which 
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further outlines, among other elements of the California Consumer Privacy Act, the ways in which 

businesses must comply with consumer requests for the deletion of their personal data. In technical 

practice, "deletion" describes a range of degrees and methods of information erasure, and this comment 

attempts to lay out some of the possible technical interpretations of compliant deletion under the CCPA. 

The proposed text of the regulation expands the Act's deletion provision by allowing businesses to 

respond to a deletion request by de-identifying or aggregating consumer data, and this comment further 

explores how de-identification in particular might become attractive for businesses aiming to achieve 

compliance with CCPA's deletion request requirements, despite the fact that the properties and associated 

risks of de-identified data substantially differ from those of deleted data. 

A central principle from the original text of the CCP A is the right of a consumer to request that a 

business delete any of their personal information it has collected. Previous data protection regulations 

have enshrined similar rights, but there has been widespread dispute about which technical 

implementations of deletion meet the compliance requirements (as an example, the GDPR's "erasure" 

requirement has been interpreted to require everything from de-identification 1 to the incineration of 

physical storage devices\ In the proposed CCPA regulations, § 999 .313( d) ("Responding to Requests to 

Delete"), specifies that a business can comply with a deletion request by "permanently and completely 

erasing the personal information on its existing systems with the exception of archived or back-up 

systems; de-identifying the personal information; or aggregating the personal information." 

In examining the guidance the current text provides on data erasure, it's clear that the two 

distinguishing properties are permanence and completeness. Broadly, implementations of deletion can be 

grouped into two categories: "soft" deletion, in which the link between an access point and a data object 

is severed, and "hard" deletion (also called secure deletion), in which the physical memory that describes 

a data object is wiped, corrupted, or destroyed. For example, when someone deletes a file on a computer, 

1 Tolson, Is the Anonymization oflnformation the Same as Erasure? (2019). (https://www.infogoto.com/is-the
anonymization-of-personal-data-the-same-as-data-erasure/) 
2 Matthews, What You Need to Know About Data Destruction Post-GD PR (2019). 
(https://it.toolbox.com/articles/what-you-need-to-know-about-data-destmction-post-gdpr) 
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the file is soft deleted when its metadata is changed to indicate that it should no longer be visible to users. 

However, the bits representing the file's contents still exist somewhere in memory until they are 

overwritten by a new file, which means that someone with access to the physical device might still be 

able to reconstruct the file (which is, in fact, exactly how file recovery programs work). In order to 

guarantee that files are hard deleted, specialized software tools must overwrite or wipe free space 

(including the file's location, now presumed to be safe to overwrite) on the memory of the machines 

where the data is stored.3 Hard deletion, in which data is guaranteed to be irrecoverable, is the level of 

deletion referenced by those who espouse hardware destruction as a GD PR-compliant method of deletion. 

Without these hard delete guarantees, soft deletion methods cannot guaranteed to be permanent nor 

complete, since the right tools might allow a user with access to the physical memory of a device to 

reconstruct data, and so soft deletion may fail to meet the regulation's standards for data erasure. 

Adding to the complexity, businesses must execute deletion requests on data that exists not in 

single files but in multiple databases, which may be linked to or derive from each other, as well as higher

level systems which manipulate information from these databases. Soft deletion of a customer's 

information requires a business to locate all possible sources of personal information, follow the flow of 

data throughout its system to the different places where that information might have been added to new 

databases and systems, and break the link to the information at each one of these locations without 

breaking or corrupting any of the other data in the system.4 This is already a challenging task, which will 

require many businesses to conduct reviews of their entire data pipeline and develop tools for interacting 

with databases which might not have previously supported deletion functionality. 

In addition, if the current legislation is interpreted to require hard deletion guarantees, then a 

business must also ensure that the memory on the physical machine corresponding to every broken link is 

securely wiped. Frequently, business data is split across many different machines, whether across multiple 

3 For more information on secure deletion: Reardon et al, SoK: Secure Data Deletion (2016). 
(https://oaklandsok. github .io/papers/reardon2013 .pelf) 
4 For more information on the challenges of deletion in a business data environment: Wattamar, GDPR and the 
Challenges of Digital Memory (2018). (http://sitn.hms.harvard.edu/flash/2018/gdpr-challenges-digital-memory/) 
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servers in a business's data center or across thousands of different servers belonging to a third-party cloud 

computing provider. In order for these complex data-management systems to function, specifics of 

memory management are often abstracted away from the kind ofhigh-level software applications a 

business operates. So, for an application or website to provide guarantees about hard deletion, the nature 

of its interaction with its data storage system might have to change significantly, which \vould require 

coordinated change from both the application and from its storage system provider. These alterations are 

certainly possible, and the aim of this explanation is merely to lay out the ways in which the two (broad) 

levels of deletion provide different guarantees and come with different levels of implementation burden. 

Given the technical challenge of implementing a deletion system with permanence and 

completeness guarantees, it may be tempting for businesses to meet the CCPA's deletion request 

requirement by using one of the other two methods the statute lays out: de-identifying or aggregating the 

personal information. Of course, the process of aggregation, in w-hich a customer's personal information 

is combined with other consumers' to generate descriptive data about a group of customers, does not itself 

delete a consumer's data record. Instead, the individual data record which holds the customer's personal 

or identifying data must be deleted once added to the aggregation in order to fulfill the spirit of the right 

to request deletion. Without additional specificity about how this individual-level data should be erased, it 

might be ambiguous whether the same standards of permanence and completeness apply, or whether 

addition to aggregation is a way to circumvent the more stringent technical requirements for processes 

which only involve data erasure. 

In contrast to aggregation, de-identification involves modification ofthe individual data record 

pertaining to a customer, and might therefore be used in place of, rather than in addition to, erasure. To 

comply with the CCPA's definition of de-identified data, the data entries corresponding to a particular 

customer must be purged of any information which could '·reasonably identify, relate to, describe, be 

capable of being associated with, or be linked, directly or indirectly, to a particular consumer." Finding 

and removing that information requires a systematized process for information discovery and erasure very 

similar to the one required for deletion. But, since the text does not specified that the removal of 
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identifying information must be permanent and complete, akin to data erasure, the erasure of this 

identifying information could be achieved with soft deletion (or even through other processes with less 

stringent guarantees). If, due to this lowered standard, businesses find it technically easy to implement 

compliant de-identification than deletion, this might become the solution of choice for businesses looking 

to achieve CCPA compliance in their responses to deletion requests. 

The possibility that de-identification will become the standard remedy for deletion requests is 

potentially troublesome because de-identification can be less privacy-protective and secure than full 

erasure. A host of high-profile examples5 of successful re-identification of sensitive information have 

shown that de-identification is extremely challenging to implement successfully. Assumptions about what 

information can be safely included in a de-identified dataset are often proven disastrously wrong, and will 

continue to change as we develop increasingly powerful machine learning models for extracting patterns 

from data. For these reasons, the release, whether deliberate or as part of a breach or theft, of de-identified 

data can pose a security and privacy risk to a consumer. These risks are not present when data has been 

properly erased (and are seriously reduced even when data has been soft deleted, due to the significantly 

higher burden imposed on an attacker who must access the physical storage system). And, even outside of 

the specific risks posed by re-identification, there might be a host of reasons a consumer submitting a 

deletion request would prefer their information be expunged entirely from a system rather than just 

stripped of its identifiers. The question of when and where the customer's right to deletion can be satisfied 

by de-identification might benefit from further clarification, since there may be contexts in which de

identification provides all of the security and privacy benefits of deletion. But, given the increased risk 

posed by de-identified data, it might be undesirable to make de-identification the default response to 

deletion requests, which is at risk of happening unless the implementation standards and appropriate use 

cases for each are clarified. 

5 For an overview of several high-profile re-identification attacks: Lubarsky, Re-Identification of "Anonymized" 
Data (2017). (https://georgetownlawtechreview .org/re-identification-of-anonymized-data/GL TR-04-2017 /) 
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In short, adding specificity about the requirements of erasure in the text of the proposed 

regulations around the CCPA could encourage businesses to focus on the deletion properties that are most 

salient to customer privacy and data governance rights. It might prove useful for the regulation to 

differentiate between permanence and completeness requirements for application-level deletion, which 

might require that data be unlinked at its source and throughout its flmvs and transformations within the 

system, and storage-level deletion, where storage providers might be obliged to make available 

functionality for overwriting data in order to provide hard deletion guarantees. 

Recommendations: 

- Make erasure the default response to requests to delete, and require a legitimate reason that erasure is 

impractical when businesses wish to instead use deidentification to fulfil their obligation to such a 

request. 

- In such cases, impose similar permanence and completeness requirements on de-identification. Since 

simple removal of identifying infonnation is knmvn to allow re-identification of data in many 

contexts, businesses should adhere to current best practices for de-identification to provide these 

guarantees. 

- Clarify the meaning of "permanently and completely erased" by specifying that a business must make 

all non-exempt information about a requester permanently unretrievable throughout their data storage 

and processing systems. 

Enshrining the answers to these questions in law will provide guidance for businesses as they implement 

their deletion request response systems, and help guarantee that standards for data deletion reflect the 

people's judgement about the spirit and intention of the right to deletion laid out in the CCPA. 

5 

CCPA_45DAY_00804 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W107-1cont

Guest
FreeText
W107-4cont

Guest
FreeText
W107-3cont

Guest
FreeText
W107-1cont



Before the 

California Office of the Attorney General 

Los Angeles, CA 

In the Matter of ) 

Title 11, Division l, Chapter 20 ofthe CCR ) Notice File Number Z2019-1001-05 

concerning the California Consumer Privacy Act (CCPA). ) 

Comments by Maia Hamin, Student, Princeton University 

Submitted December 6, 2019. 
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I am Maia Hamin, a student in the Computer Science Department of Princeton University. This is 

a response to the proposed text of a rulemaking action by the California Department of Justice, which 

further outlines, among other elements of the California Consumer Privacy Act, the ways in which 

businesses must comply with consumer requests for the deletion of their personal data. In technical 

practice, "deletion" describes a range of degrees and methods of information erasure, and this comment 

attempts to lay out some of the possible technical interpretations of compliant deletion under the CCP A. 

The proposed text of the regulation expands the Act's deletion provision by allowing businesses to 

respond to a deletion request by de-identifying or aggregating consumer data, and this comment further 

explores how de-identification in particular might become attractive for businesses aiming to achieve 

compliance with CCPA's deletion request requirements, despite the fact that the properties and associated 

risks of de-identified data substantially differ from those of deleted data. 

A central principle from the original text of the CCP A is the right of a consumer to request that a 

business delete any of their personal information it has collected. Previous data protection regulations 

have enshrined similar rights, but there has been widespread dispute about which technical 

implementations of deletion meet the compliance requirements (as an example, the GDPR's "erasure" 

requirement has been interpreted to require everything from de-identification 1 to the incineration of 

physical storage devices2
). In the proposed CCPA regulations,§ 999.313(d) ("Responding to Requests to 

Delete"), specifies that a business can comply with a deletion request by "permanently and completely 

erasing the personal information on its existing systems with the exception of archived or back-up 

systems; de-identifying the personal information; or aggregating the personal information." 

In examining the guidance the current text provides on data erasure, it's clear that the two 

distinguishing properties are permanence and completeness. Broadly, implementations of deletion can be 

1 Tolson, Is the Anonymization of Information the Same as Erasure? (2019). 
(https://www.infogoto.com/is-the-anonymization-of-personal-data-the-same-as-data-erasure/) 
2 Matthews, What You Need to Know About Data DestructionPost-GDPR (2019). 
(https ://it. toolbox.com/ articles/w hat-you-need-to-know-about-data-destmction-post-gdpr) 
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grouped into two categories: "soft" deletion, in which the link between an access point and a data object is 

severed, and "hard" deletion (also called secure deletion), in which the physical memory that describes a 

data object is wiped, corrupted, or destroyed. For example, when someone deletes a file on a computer, 

the file is soft deleted when its metadata is changed to indicate that it should no longer be visible to users. 

However, the bits representing the file's contents still exist somewhere in memory until they are 

overwritten by a new file, which means that someone with access to the physical device might still be able 

to reconstruct the file (which is, in fact, exactly how file recovery programs work). In order to guarantee 

that files are hard deleted, specialized software tools must overwrite or wipe free space (including the 

file's location, now presumed to be safe to overwrite) on the memory of the machines where the data is 

stored. 3 Hard deletion, in which data is guaranteed to be irrecoverable, is the level of deletion referenced 

by those who espouse hardware destruction as a GD PR-compliant method of deletion. Without these hard 

delete guarantees, soft deletion methods cannot guaranteed to be permanent nor complete, since the right 

tools might allow a user with access to the physical memory of a device to reconstruct data, and so soft 

deletion may fail to meet the regulation's standards for data erasure. 

Adding to the complexity, businesses must execute deletion requests on data that exists not in 

single files but in multiple databases, which may be linked to or derive from each other, as well as 

higher-level systems which manipulate information from these databases. Soft deletion of a customer's 

information requires a business to locate all possible sources of personal information, follow the flow of 

data throughout its system to the different places where that information might have been added to new 

databases and systems, and break the link to the information at each one of these locations without 

breaking or corrupting any of the other data in the system.4 This is already a challenging task, which will 

3 For more information on secure deletion: Reardon et al, SoK: Secure Data Deletion (2016). 
(https://oaklandsok. github .io/papers/reardon201 3 .pelf) 
4 For more information on the challenges of deletion in a business data environment: Wattamar, GDPR and the 
Challenges of Digital Memory (2018). (http://sitn.hms.harvard.edu/flash/2018/gdpr-challenges-digital-memory/) 
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require many businesses to conduct reviews of their entire data pipeline and develop tools for interacting 

with databases which might not have previously supported deletion functionality. 

In addition, if the current legislation is interpreted to require hard deletion guarantees, then a 

business must also ensure that the memory on the physical machine corresponding to every broken link is 

securely wiped. Frequently, business data is split across many different machines, whether across multiple 

servers in a business's data center or across thousands of different servers belonging to a third-party cloud 

computing provider. In order for these complex data-management systems to function, specifics of 

memory management are often abstracted away from the kind ofhigh-level software applications a 

business operates. So, for an application or website to provide guarantees about hard deletion, the nature 

of its interaction with its data storage system might have to change significantly, which would require 

coordinated change from both the application and from its storage system provider. These alterations are 

certainly possible, and the aim of this explanation is merely to lay out the ways in which the two (broad) 

levels of deletion provide different guarantees and come with different levels of implementation burden. 

Given the technical challenge of implementing a deletion system with permanence and 

completeness guarantees, it may be tempting for businesses to meet the CCP A's deletion request 

requirement by using one ofthe other two methods the statute lays out: de-identifying or aggregating the 

personal information. Of course, the process of aggregation, in which a customer's personal information 

is combined with other consumers' to generate descriptive data about a group of customers, does not itself 

delete a consumer's data record. Instead, the individual data record which holds the customer's personal 

or identifying data must be deleted once added to the aggregation in order to fulfill the spirit of the right 

to request deletion. Without additional specificity about how this individual-level data should be erased, it 

might be ambiguous whether the same standards of permanence and completeness apply, or whether 

addition to aggregation is a way to circumvent the more stringent technical requirements for processes 

which only involve data erasure. 
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In contrast to aggregation, de-identification involves modification of the individual data record 

pertaining to a customer, and might therefore be used in place of, rather than in addition to, erasure. To 

comply with the CCPA's definition of de-identified data, the data entries corresponding to a particular 

customer must be purged of any information which could "reasonably identify, relate to, describe, be 

capable of being associated with, or be linked, directly or indirectly, to a particular consumer." Finding 

and removing that information requires a systematized process for information discovery and erasure very 

similar to the one required for deletion. But, since the text does not specified that the removal of 

identifying information must be permanent and complete, akin to data erasure, the erasure of this 

identifying information could be achieved with soft deletion (or even through other processes with less 

stringent guarantees). If, due to this lowered standard, businesses find it technically easy to implement 

compliant de-identification than deletion, this might become the solution of choice for businesses looking 

to achieve CCPA compliance in their responses to deletion requests. 

The possibility that de-identification will become the standard remedy for deletion requests is 

potentially troublesome because de-identification can be less privacy-protective and secure than full 

erasure. A host of high-profile examples5 of successful re-identification of sensitive information have 

shown that de-identification is extremely challenging to implement successfully. Assumptions about what 

information can be safely included in a de-identified dataset are often proven disastrously wrong, and will 

continue to change as we develop increasingly powerful machine learning models for extracting patterns 

from data. For these reasons, the release, whether deliberate or as part of a breach or theft, of de-identified 

data can pose a security and privacy risk to a consumer. These risks are not present when data has been 

properly erased (and are seriously reduced even when data has been soft deleted, due to the significantly 

higher burden imposed on an attacker who must access the physical storage system). And, even outside of 

the specific risks posed by re-identification, there might be a host of reasons a consumer submitting a 

5 For an overview of several high-profile re-identification attacks: Lubarsky, Re-Identification of" Anonymized" 
Data (2017). (https://georgetownlawtechreview.org/re-identification-of-anonymized-data/GL TR-04-2017 /) 
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deletion request would prefer their information be expunged entirely from a system rather than just 

stripped of its identifiers. The question ofwhen and where the customer's right to deletion can be satisfied 

by de-identification might benefit from further clarification, since there may be contexts in which 

de-identification provides all of the security and privacy benefits of deletion. But, given the increased risk 

posed by de-identified data, it might be undesirable to make de-identification the default response to 

deletion requests, which is at risk of happening unless the implementation standards and appropriate use 

cases for each are clarified. 

In short, adding specificity about the requirements of erasure in the text of the proposed 

regulations around the CCPA could encourage businesses to focus on the deletion properties that are most 

salient to customer privacy and data governance rights. It might prove useful for the regulation to 

differentiate between permanence and completeness requirements for application-level deletion, which 

might require that data be unlinked at its source and throughout its flows and transformations within the 

system, and storage-level deletion, where storage providers might be obliged to make available 

functionality for overwriting data in order to provide hard deletion guarantees. 

Recommendations: 

- Make erasure the default response to requests to delete, and require a legitimate reason that erasure is 

impractical when businesses wish to instead use deidentification to fulfil their obligation to such a 

request. 

- In such cases, impose similar permanence and completeness requirements on de-identification. Since 

simple removal of identifying information is known to allow re-identification of data in many 

contexts, businesses should adhere to current best practices for de-identification to provide these 

guarantees. 
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- Clarify the meaning of "pennanently and completely erased" by specifying that a business must make 

all non-exempt information about a requester permanently unretrievable throughout their data storage 

and processing systems. 

Enshrining the answers to these questions in law will provide guidance for businesses as they implement 

their deletion request response systems, and help guarantee that standards for data deletion reflect the 

people's judgement about the spirit and intention of the right to deletion laid out in the CCPA. 
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Message 

From: Jaime Walsh 
Sent: 12/6/2019 7:17:46 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment Regarding Proposed CCPA Regulations 
Attachments: 20191206 CCPA Comment_lG US Holdings, lnc.pdf 

Dear Attorney General, 

Please find attached comments regarding the proposed CCPA Regulations, submitted by IG US Holdings, Inc. on behalf of 
its US subsidiary entities. 

Best regards, 
Jaime Walsh 

Jaime Walsh 
Legal Counsel, North America 

- Blvd, Chicago, IL 60606. 

www. ig.com 

45 YEARS OF TRADING 

INDICES I SHARES I FOREX 

COMMODITIES 

Forex trading involves risk. Leveraged trading in foreign currency or off-exchange products on margin carries significant 
risk and may not be suitable for all investors. We advise you to carefully consider whether trading is appropriate for you 
based on your personal circumstances. You may lose more than you invest. We recommend that you seek independent 
advice and ensure you fully understand the risks involved before trading. This email is intended for the addressee(s) only 
and may contain information that is strictly confidential. If you are not the intended recipient, do not read, copy, or 
distribute this email or any attachments. If you have received this email in error, please notify the sender immediately and 
delete the email and attachments. Opinions or conclusions unrelated to the official business of this company shall be 
understood as neither given nor endorsed by it. IG is a trading name of IG US LLC (a company registered in Delaware 
under number 6570306). Business address at 200 West Jackson Boulevard, Suite 1450, Chicago, IL 60606, USA. IG US 
LLC is a registered RFED and IB with the CFTC and a member of the National Futures Association (NFA ID 0509630). All 
email sent to or from the IG corporate email system may be retained, monitored and/or reviewed by IG personnel. The 
contents hereof are not an offer, or a solicitation of an offer, to buy or sell any particular financial instrument provided by 
IG. 

CCPA_ 45DAY _00812 

Guest
FreeText
45 DAY COMMENT        W108



IG 
Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

December 6, 2019 

Via email to PrivacyRegulations@doj.ca.gov 

RE: IGUS Holdings, Inc. Comment regarding the proposed California Consumer Privacy Act 

Regulations 

Dear Attorney General Bercerra, 

IG US Holdings, Inc. ("IG") appreciates the opportunity to comment on the proposed regulations 

("Regulations") implementing the California Consumer Privacy Act ("CCPA"), as well as the California 

Attorney General's efforts to protect its residents from improper or unknown uses of personal 

information. While the Regulations do provide some clarity as to the CCPA's requirements, it also opens 

more questions. Additionally, guidance has not been provided with respect to several provisions of the 

CCPA. We request the Attorney General's office to provide further clarity either in the final regulations 

or informally with written guidelines. 

IG US Holdings, Inc. 's North American Subsidiaries 

To provide some background, IG is a United States subsidiary of IG Group Holdings PLC, a London

based global financial services firm listed on the London Stock Exchange. IG is the direct parent of North 

American Derivatives Exchange, Inc. ("Nadex"), a Commodity Futures Trading Commission ("CFTC") 

registered designated contract market and derivatives clearing organization, IG US LLC ("IGUS"), a CFTC 

registered retail foreign exchange dealer, and FX Publications, Inc. (d/b/a "DailyFX"), a CFTC registered 

Guaranteed Introducing Broker which also provides market commentary and educational resources. All 

three entities are highly regulated and accept retail clients from all over the United States. 1 

Nadex was originally known as "HedgeStreet, Inc.", and operated from 2004-2007 in San Mateo, 

California, before closing its doors in late 2007. HedgeStreet was acquired by IG Group in 2008 and 

relaunched as "Nadex" in 2009. Nadex is a derivatives exchange, not a brokerage. Accordingly, Nadex 

does not enter transactions opposite its clients, rather all traders transact against other exchange 

1 Nadex also accepts clients from a number of international countries. IG US LLC does not currently accept clients 
from Arizona or Ohio. 

IG US Holdings, Inc. • 200 West Jackson Blvd., Suite 1400, Chicago, IL 60606 1 
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members and market participants. Clients apply on the Nadex website to become "members" of the 

exchange, where they will enjoy the security of trading fully collateralized derivative contracts based on 

underlying commodity, indices, and currency markets on a secure and regulated trading platform. All 

applicants are subject to an identification verification and background check. CFTC regulations require 

Nadex to maintain all account and trade data for a period of five years following closure of the member's 

account. 

IGUS is a new entity and opened for business in January 2019. IGUS offers forex trading on a 

margined and over-the-counter basis. Clients apply on the IGUS website and are subject to identification 

verification and background check. IGUS is required to maintain account information and trade data for 

a period of five years following closure of the client's account. 

Daily FX was previously a news outlet owned by FXCM and was later acquired by IG in 2016. Daily 

FX received its introducing broker registration in November 2018. Daily FX remains primarily a news and 

educational website, but also introduces prospective clients to IGUS, its guaranteed broker. 

In order to open a live trading account with Nadex or IGUS, the entities collect personal 

identification information such as name, address, date of birth, social security number, phone, and email 

in order to verify the applicant. In all instances clients are informed of the identification verification and 

background checks, and are presented with the entities' Privacy Policies which indicate information will 

be shared with affiliates and other entities that provide valuable services to the business. Nadex and IGUS 

also offer a demo account, which collects name, phone number, country and email address. A demo 

account owner does not provide their state of residence. Daily FX collects name, phone number, country 

and email address in exchange for educational material. The user's state of residence is not provided. 

Nadex operates out of Chicago, Illinois and IGUS operates out of Chicago, Illinois, and London, England. 

Daily FX operates from New York, New York. 

Proposed Regulations Implementing the California Consumer Privacy Act 

Our concerns regarding the Regulations primarily arise from those sections which conflict with 

the internal policies and procedures of Nadex and IGUS, which are in place due to the highly regulated 

nature of these industdes. For example, section 999308(b)(5) requires a business's Privacy Policy to 

include instructions on how a consumer can designate an authorized agent to make requests on behalf of 

the consumer. 2 Section 999.315(g) permits a consumer to use an authorized agent to submit a request 

to opt-out on the consumer's behalf. 3 Section 999.326(b) indicates that an authodzed agent is not 

required to provide written authorization or identification if granted power of attorney. 4 Neither Nadex 

nor IGUS permit anyone other than the account owner to make any kind of request with regard to the 

personal information assoeiated with the account. Furthermore, Nadex does not permit its members to 

utilize powers of attorney in any event. These policies are in place to protect the sensitive and private 

information of the account holder. While the Regulations would require the business to acquire sufficient 

verification from the requestor before complying with any request, Nadex and IGUS take this a step 

" k Cal. Code. Regs. tit. 11 §999.308 (2019) (proposed). 
3 Cal. Code. Regs. tit. 11 §999.315 (2019) (proposed). 
4 Cal. Code. Regs. tit. 11 §999.326 (2019) (proposed). 
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further to provide enhanced secudty to its clients and to comply with their regulatory obligations. The 

Regulations appear to give consumers a right which they do not have when choosing to engage in online 

trading with Nadex and IGUS. As our polldes provide additional protection beyond those of which the 

Regulations and CCPA provide, and because deviation from these policies could negatively impact our 

federal regulatory requirements, we would like confirmation that the current practice of communicating 

only with account owners will not be deemed in violation of the Regulations or the CCPA. 

Section 999.305(a)(3) of the Regulations states that "[a] business shall not use a consumer's 

personal information for any purpose other than those disclosed in the notice at collection. If the business 

intends to use a consumer's personal information for a purpose that was not previously disclosed to the 

consumer in the notice at collection, the business shall directly notify the consumer of this new use and 

obtain explicit consent from the consumer to use it for this new purpose." 5 We object to the requirement 

that the business obtain "explicit" consent and suggest passive consent, which is widely used in the United 

States, with an opportunity to opt-out is sufficient. Requiring explicit consent has great potential to 

overburden the business in terms of monitoring and tracking all consents and managing those accounts 

for which consent was not received. Alternatively, explicit consent should be waived for those purposes 

which would constitute a "business purpose" as defined by the CCPA. 6 

Section 999.308 of the Regulations sets forth information that must be included in a business's 

Privacy Policy. 7 We note that as public notices are required to include more and more information, the 

longer notice has less significance to the user. The longer the Privacy Policy, the less likely an individual 

will actually read the policy in its entirety, hindering the very intent of the legislation. 

5 Cal. Code. Regs. tit. 11 §999.305 (2019) (proposed). 
6 The California Consumer Privacy Act of 2018. Cal. Civ. Code §1798.140(d). "Business purpose'' means the use of 

personal information for the business' or a service provider's operational purposes, or other notified purposes, 

provided that the use of personal information shall be reasonably necessary and proportionate to achieve the 

operational purpose for which the personal information was collected or processed or for another operational 

purpose that is compatible with the context in which the personal information was collected. Business purposes are: 

(1) Auditing related to a current interaction with the consumer and concurrent transactions, including, but not 

limited to, counting ad impressions to unique visitors, verifying positioning and quality of ad impressions, and 

auditing compliance with this specification and other standards. (2) Detecting security incidents, protecting against 

malicious, deceptive, fraudulent, or illegal activity, and prosecuting those responsible for that activity. (3) Debugging 

to identify and repair errors that impair existing intended functionality. (4) Short-term, transient use, provided the 

personal information that is not disclosed to another third party and is not used to build a profile about a consumer 

or otherwise alter an individual consumer's experience outside the current interaction, including, but not limited to, 

the contextual customization of ads shown as part of the same interaction. (5) Performing services on behalf of the 

business or service provider, including maintaining or servicing accounts, providing customer service, processing or 

fulfilling orders and transactions, verifying customer information, processing payments, providing financing, 

providing advertising or marketing services, providing analytic services, or providing similar services on behalf of the 

business or service provider. (6) Undertaking internal research for technological development and demonstration. 

(7) Undertaking activities to verify or maintain the quality or safety of a service or device that is owned, 

manufactured, manufactured for, or controlled by the business, and to improve, upgrade, or enhance the service or 

device that is owned, manufactured, manufactured for, or controlled by the business. 

7 Cal. Code. Regs. tit. 11 §999.308 (2019) (proposed). 
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Questions Remaining Regarding the California Consumer Privacy Act 

With respect to unanswered questions arising from the CCPA itself, we request clarification as to 

the qualifications which would subject a business to the requirements of the CCPA. 

Firstly, section 1798.140(c) requires a business to do business in the State of California, yet little 

guidance is provided as to what constitutes doing business in California. 8 Nadex, IGUS, and Daily FX are 

all on line businesses in the financial industry, and accordingly have clients from all over the United States. 

As previously stated, Nadex operates in Chicago, IGUS operates in Chicago and London, and Daily FX 

operates in New York. The servers which enable trading to occur on Nadex and IGUS are located in Illinois 

and the United Kingdom, respectively. No products are shipped to California, nor are services provided 

in California, rather all services take place online. We request the Attorney General clarify whether the 

mere fact that the entities have clients who reside in California without additional contacts with the state 

would qualify as "doing business in California". 

Nadex, IGUS, and Daily FX are all relatively new and fairly small businesses. Nadex and IGUS 

collect the personal information (as defined in Section 1798.140(n) of the CCPA) of California residents 

who open a live trading account, however, it appears they both fall below the threshold 9 levels which 

would subject them to the CCPA. The first threshold would subject a business to the CCPA if it has a gross 

annual revenue of at least $25 million. It is unclear whether the gross annual revenue threshold of $25 

million applies to the business' total revenue from all of its clients regardless of their residency, or if the 

threshold applies to revenue generated solely from California residents. It seems more reasonable that 

the threshold should only apply to revenue generated from California residents, namely because the 

revenue the business generates from non-California residents has no connection to the privacy or 

personal information collected from California residents. Additionally, the threshold levels under 

subsections (B) and (C) of 1798.140(c)(l) reference the personal information of "consumers" which the 

CCPA defines as "a natural person who is a California resident" 10
• As (B) and (C) directly tie the threshold 

levels to California residents, it is most sensible that the $25 million threshold identified in subsection (A) 

would relate to California residents only as well, making all three thresholds directly applicable to very 

individuals the CCPA seeks to protect. We therefore request clarification as to from which clients the $25 

million was intended to generate. 

8 Cal. Civ. Code §1798.140(c). 
9 Ibid. "Business" means: (1) A sole proprietorship, partnership, limited liability company, corporation, association, 

or other legal entity that is organized or operated for the profit or financial benefit of its shareholders or other 

owners, that collects consumers' personal information, or on the behalf of which such information is collected and 

that alone, or jointly with others, determines the purposes and means of the processing of consumers' personal 

information, that does business in the State of California, and that satisfies one or more of the following thresholds: 

(A) Has annual gross revenues in excess of twenty-five million dollars ($25,000,000), as adjusted pursuant to 

paragraph (5) of subdivision (a) of Section 1798.185. (B) Alone or in combination, annually buys, receives for the 

business' commercial purposes, sells, or shares for commercial purposes, alone or in combination, the personal 

information of 50,000 or more consumers, households, or devices. (C) Derives SO percent or more of its annual 

revenues from selling consumers' personal information. 

10 Cal. Civ. Code §1798.140(g). 
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Also with respect to the first threshold level, we request guidance as to when a business must 

become compliant with the CCPA after achieving $25 million in revenue. It is presumed revenue would 

be based on the most recent tax year. We would like confirmation that for purposes of meeting the 

threshold, the revenue would be based on the most recent fiscal tax year (for example, June 1, 2019 - May 

31, 2020), and that the business will have a period of time following the final fiscal year revenue 

calculation to come into compliance with the CCPA, as compliance the day after (or the day of) learning 

of the final revenue number is unreasonable and unrealistic. 

The second threshold level under subsection (B) of 1798.140(c)(1) would subject a business to the 

CCPA if it "annually buys, receives for the business' commerdal purposes, sells, or shares for commerdal 

purposes, alone or in combination, the personal information of 50,000 or more consumers, households, 

or devices." We object to the inclusion of devices in this threshold level. The language appears to require 

a business to multiply records of personal information each time a user logs into his account from a new 

device, despite that no new personal information is provided by the user. For example, if a client logs into 

his account from his personal computer, then later from his phone and still later from his tablet, the CCPA 

would consider each a separate record despite that the client is logging into the same trading account 

containing his same personal information and trade data. This requirement does not benefit the client as 

no additional personal information is collected from the client, and the only information gained is that the 

client logged in from three devices on the particular day. This does not necessarily even indicate to the 

business that the client owns three devices, as there are numerous opportunities to use public terminals 

or devices belonging to friends or family. Moreover, the requirement would be burdensome to businesses 

who would need to tally devices within an account requiring significant development work in order to 

produce more granular reporting. 

Another problem arises with respect to the second threshold because the definition of personal 

information includes internet protocol addresses and geolocation data 11
• As you will be aware, Google 

Analytics and Adobe Analytics are web analytics tools that enable businesses to analyze website traffic, 

which is essential for effective marketing and business strategy planning. These analytics tools collect bits 

of information about website visitors and provide customized reports to provide information such as 

which geographical location visits the website most. One such data point collected is the visitor's IP 

address. Individuals visiting a business website that uses analytics tools will have certain data points 

collected, despite that they are not necessarily current consumers, and may never become consumers, 

but are rather merely passive visitors to a website. The number of visitors to a website from a particular 

state can easily exceed 50,000 in a matter of days or weeks. Because an IP address is associated with a 

particular device, it appears such a use would fall under this subsection (B) and subject nearly any business 

using these analytics tools, of which there are millions, to the CCPA (assuming the business also has 

California consumer clients). It is unlikely this was the Attorney General's intent. Additionally, while an 

IP address is associated with a particular device, without further information it is highly unlikely the IP 

address could be used to positively identify a California resident, Many IP addresses are dynamic, but 

there is no way for a business to differentiate between a static and a dynamic IP address. Moreover, an 

IP address may be associated with a device in a public location, such as a library or coffee house, and 

accessible to many users. Likewise, an IP address associated with a device in a household shared by 

11 Cal. Civ. Code §1798.140(o)(l)(A) and (G). 
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multiple individuals could not identify one particular individual. We ask the Attorney General to clarify 

whether the threshold level of 50,000 annually was meant to include visitors to a website. We also 

request the Attorney General to declare than an IP address (or other similar identifier) alone without other 

identifying information could not reasonably be used to identify an individual, and thus is considered 

"deidentified", as defined in section 1798.140(h), and not to be factored into the 50,000 threshold.12 

For certain services, Nadex, IGUS, and Daily FX all collect only limited information including name, 

phone number and email. As these records are not associated with a state of residence, the businesses 

are unaware of how many- if any - records belong to California consumers. Accordingly, at present these 

records cannot be taken into account when determining whether the businesses receive 50,000 consumer 

records or more annually. The three businesses would like to collect the least amount of personal 

information necessary in order to provide the services a client desires, indeed a practice encouraged by 

the Regulations in section 999.323(c), and therefore we do not plan to request state of residence in 

instances where the services can be provided sufficiently and securely without, Adding another data point 

for the sole purpose of determining which individuals reside in California unnecessarily subjects these 

individuals to further collection of personal information, in opposition to the government's efforts to 

restrict collection of unnecessary personal information. We request guidance as to how we should 

proceed with these records of unknown origin in order to comply with the CCPA without subjecting our 

clients to additional data collection. 

The third threshold level under Section 1798.140(c)(l) would subject a business derives SO 

percent or more of its annual revenues from selling consumers' personal information to the CCPA. Section 

1789.140(t)(1) defines "sell" as "selling, renting, releasing, disclosing, disseminating, making available, 

transferring, or otherwise communicating orally, in writing, or by electronic or other means, a consumer's 

personal information by the business to another business or a third party for monetary or other valuable 

consideration." 13 This definition is overly broad as a business would most certainly receive valuable 

consideration for virtually any purpose for which it may share personal information. Valuable 

consideration could be assurance that an individual is who they purport to be after the business shares 

personal information with a third-party verification service to perform an identification and background 

check. Or the business may gain confidence that the individual has sufficient funds in their bank account 

to pay for their transactions after running a debit card check with a service linked to the individual's bank 

account. Without verification of the identity of its clients, or the assurance that clients have sufficient 

funds to pay for their transactions, neither Nadex nor IGUS would be able to provide services to the 

individuals at all. Because sharing personal information of its clients with verification services would fall 

under the definition of "sell", and Nadex and IGUS could not operate their businesses, and hence generate 

revenue, without such verification, technically 100% of its revenue could be said to have resulted 

12 Cal. Civ. Code §1798.140(h). "Deidentified" means information that cannot reasonably identify, relate to, 

describe, be capable of being associated with, or be linked, directly or indirectly, to a particular consumer, provided 

that a business that uses deidentified information: (1) Has implemented technical safeguards that prohibit 

reidentification of the consumer to whom the information may pertain. (2) Has implemented business processes 

that specifically prohibit reidentification of the information. (3) Has implemented business processes to prevent 

inadvertent release of deidentified information. (4) Makes no attempt to reidentify the information. 

13 Cal. Civ. Code §1798.140(t). 
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indirectly from "selling" their clients' personal information. Because of the snowball effect and vagueness 

of the term "valuable consideration", we request that the definition of "sell" be limited to only monetary 

consideration and that the "50 percent of revenue" required of the threshold be derived directly from the 

sale of personal information. 

Related to the second and third thresholds, section 1798.140(t)(2)(C) of the CCPA states that a 

business does not sell personal information if "[t]he business uses or shares with a service provider 

personal information of a consumer that is necessary to perform a business purposes if both of the 

following conditions are met: services that the service provider performs on the business' behalf, provided 

that the service provider also does not sell the personal information. (i) The business has provided notice 

that information being used or shared in its terms and conditions consistent with Section 1798.135. 

(ii) The service provider does not further collect, sell, or use the personal information of the consumer 

except as necessary to perform the business purpose." 14 As written, this provision appears to actually 

have three requirements, rather than two as indicated by the first sentence. First, the service provider 

must provide the services on the business' behalf. Second, the service provider must not sell the personal 

information. Third, the business must provide notice that the information is being used or shared in its 

terms and conditions. Subsection (ii) contradicts the first sentence of the section, which requires the 

service provider not sell the personal information, whereas (Ii) prohibits the service provider from further 

"collect[ing], sell[ing], or us[ing] the personal information of the consumer except as necessary to perform 
the business purpose." 15 Thus, it appears (ii) provides some latitude with respect to whom the service 

provider may share the personal information with so long it is to perform the business purpose on behalf 

of the business. Under the Regulations, section 999.314(b) states that (b) "[t]o the extent that a business 

directs a person or entity to collect personal information directly from a consumer on the business's 

behalf, and would otherwise meet all other requirements of a 'service provider' under Civil Code section 

1798.140(v), 16 that person or entity shall be deemed a service provider for purposes of the CCPA and 

these regulations." 17 According to this section, Google and Adobe Analytics would be considered service 

providers for the purpose of the CCPA, and the sharing of personal information (IP addresses and 

geolocation data) would not be considered a sale of personal information under 1987.140(t)(2)(C). 

Therefore, those data points would be excluded from the second threshold level identification of 50,000 

annual consumer records. We request confirmation that this interpretation is correct. 

14 Ibid. 
15 Ibid. (emphasis added). 
16 Cal. Civ. Code §1798.140(v). "Service provider" means a sole proprietorship, partnership, limited liability 

company, corporation, association, or other legal entity that is organized or operated for the profit or financial 
benefit of its shareholders or other owners, that processes information on behalf of a business and to which the 
business discloses a consumer's personal information for a business purpose pursuant to a written contract, 
provided that the contract prohibits the entity receiving the information from retaining, using, or disclosing the 
personal information for any purpose other than for the specific purpose of performing the services specified in 
the contract for the business, or as otherwise permitted by this title, including retaining, using, or disclosing the 
personal information for a commercial purpose other than providing the services specified in the contract with the 
business. 
17 Cal. Code. Regs. tit. 11 §999.314 (2019) (proposed). 
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Section 1798.140( d) of the CCPA defines "Business purpose" and sets out seven instances in which 

collecting and sharing of personal information would be considered a business purpose. 18 As written, it 

appears the list is exhaustive and no other activities would be considered a business purpose under the 

definition. It is suggested that the seven instances be reclassified as mere examples, as the Attorney 

General is not aware of all the legitimate purposes for which a business may require personal information. 

Additionally, the seven purposes do not account for additional uses in the future as the result of advancing 

technology. 

Finally, we suggest that the compliance date be amended from the earlier of July 1, 2020 or 6 

months following adoption of the final regulations, to the later of July 1, 2020 or 6 months following 

adoption of the final regulations. This would enable businesses to amend their policies and procedures 

to comply with the CCPA requirements with the benefit of final Regulations and guidance from the 

Attorney General. 

Thank you for consideration of these remarks, and please do not hesitate to contact us should 

you have any questions in this regard. 

Sincerely, 

Jaime Walsh 

Legal Counsel 

18 Cal. Civ. Code §1798.140(d). "Business purpose" means the use of personal information for the business' or a 

service provider's operational purposes, or other notified purposes, provided that the use of personal information 
shall be reasonably necessary and proportionate to achieve the operational purpose for which the personal 
information was collected or processed or for another operational purpose that is compatible with the context in 
which the personal information was collected. Business purposes are: (1) Auditing related to a current interaction 
with the consumer and concurrent transactions, including, but not limited to, counting ad impressions to unique 
visitors, verifying positioning and quality of ad impressions, and auditing compliance with this specification and 
other standards. (2) Detecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal 
activity, and prosecuting those responsible for that activity. (3) Debugging to identify and repair errors that impair 
existing intended functionality. (4) Short-term, transient use, provided the personal information that is not 
disclosed to another third party and is not used to build a profile about a consumer or otherwise alter an individual 
consumer's experience outside the current interaction, including, but not limited to, the contextual customization 
of ads shown as part of the same interaction. (5) Performing services on behalf of the business or service provider, 
including maintaining or servicing accounts, providing customer service, processing or fulfilling orders and 
transactions, verifying customer information, processing payments, providing financing, providing advertising or 
marketing services, providing analytic services, or providing similar services on behalf of the business or service 
provider. (6) Undertaking internal research for technological development and demonstration. (7) Undertaking 
activities to verify or maintain the quality or safety of a service or device that is owned, manufactured, 
manufactured for, or controlled by the business, and to improve, upgrade, or enhance the service or device that is 
owned, manufactured, manufactured for, or controlled by the business. 
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Message 

From: 
Sent: 
To: 
Subject: 

Tatsuki Tomita 
12/6/2019 4:37:10 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Comment to CCPA 

Dear Attorney General, 

I appreciate the work being done so far in drafting the California Consumer Protection Act Privacy is a 
basic human right yet it has been left unregulated for too long. But it is time to fix many of the societal 
problems we are seeing today as a result of this inaction. 

Since I represent a company that develops a web browser software for millions of users worldwide, 
including some in the state of California, my comment is focused on online privacy. 

Although CCPA is certainly an important step forward in the direction of protecting consumer privacy, we 
believe that there are several fundamental areas that need to be changed. 

As we all know, managing one's privacy online has become very difficult for most consumers; user 
profiling and the data being collected from numerous data points about our online behavior is alarming. 

In addition, the sophisticated mechanisms of online advertising and the real-time bidding system for 
behaviorally targeted advertisements are beyond most people's comprehension. 

We have seen numerous societal impacts caused by online manipulation including teen depression, 
disinformation, political and electoral interference to name a few. 

CCPA requires businesses to disclose personal information collected and further provides an option for 
consumers to opt-out of the sale of their data. 

However, this approach is impractical and does not accomplish the objectives of the regulation. 

Consumers visit many websites on a regular and non-regular basis. Asking each one of them to opt-out 
from every single website requires too much effort and puts the burden on the consumer. It is an 
impossible task. 

Businesses should not be allowed to sell personal information to third parties in the first place. In 
addition, companies should be prohibited from using personal information for targeted 
advertising. Personal information should only be used to provide the service consumers signed 
up for. 

Putting these provisions in place would make CCPA a real robust privacy regulation. Today, the state of 
California has a great opportunity to set the course for others to follow. 

Thank you. 

Tatsuki Tomita 
Palo Alto 
Vivaldi Technologies 
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Message 

From: Noordyke, Mitchell S. 
Sent: 12/7/2019 12:27:49 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comment to the Proposed Regulations for the California Consumer Privacy Act 
Attachments: FaegreBD_CCPA_Comment to California Attorney General_2019-12-06.pdf 

Dear Colleague, 

Please find attached a letter from Faegre Baker Daniels LLP offered as formal comment to the Attorney General's 
proposed regulations for the California Consumer Privacy Act. 

Thank you, 

Mitchell S. Noordyke, CIPP/US/E, CIPM 
Associate 

Download vCard 

Faegre Baker Daniels LLP 
2200 Wells Fargo Center I 90 South Seventh Street I Minneapolis, MN 55402-3901, USA 
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FaegreBD.com 

Brian B. Schnell 

Partner 

December 6, 2019 

FftEGRE~R 
~IELS 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

USA y UK y CHINA 

Faegre Baker Daniels LLP 

2200 Wells Fargo Center y 90 South Seventh Street 

Minneapolis y Minnesota 55402-3901 

Re: Comment Seeking Clarification of $25 Million Threshold for Franchise Relationships 

Attorney General Becerra: 

Faegre Baker Daniels LLP is a full-service law firm handling complex transactions, litigation 
and regulatory work for businesses that range from multinational companies to emerging startups. Our 
franchise practice helps market-leading franchisors launch, grow, protect and evolve successful systems 
across multiple industries. Our privacy and cybersecurity practice helps clients build strong, adaptive 
privacy and cybersecurity operations in an increasingly regulated and high-stakes field. We submit this 
comment as experienced practitioners in franchise and privacy law who have concerns that the 
California Consumer Privacy Act ("CCP A") lacks clarity regarding when it applies to franchisors and 
franchisees. 

Franchising is a regulated industry in California under the California Franchise Investment Law, 
Cal. Corp. Code§ 31000, et seq., and the California Franchise Relations Act, Cal. Bus. & Prof Code 
§ 20000, et seq. California recognizes that franchising is a thriving business model based on a franchise 
agreement between the franchisor and franchisee. Patterson v. Domino's Pizza, LLC, 60 Cal. 4th 474 
(2014). In Patterson, the California Supreme Court explained that franchising is where "the franchisor 
sells the right to use its trademark and comprehensive business plan," while the franchisee 
"independently owns, runs, and staffs the retail outlet that sells goods [and/or services] under the 
franchisor's name." Id. at 477. "In the typical arrangement, the franchisee decides who will work as his 
employees, and controls day-to-day operations in his store." Id. at 490 (internal citations omitted). Thus, 
while the franchisor often "imposes comprehensive and meticulous standards for marketing its 
trademarked brand and operating its franchises in a uniform way," the "franchisee retains autonomy as a 
manager and employer." Id. at 478. It is the franchisee who implements the operational standards on a 
day-to-day basis, hires and fires store employees, and regulates workplace behavior. Id. It is common in 
franchise relationships that the franchisee pays a monthly license or royalty fee to the franchisor for the 
rights granted under franchise agreement, but the two do not share profits or losses. See id. at 481. 

CCPA_ 45DAY _00823 

Guest
Line

Guest
FreeText
See
Below



Privacy Regulations Coordinator -2- December 6, 2019 

We are submitting this public comment to highlight that the CCPA lacks clarity as it applies to 
franchisors and franchisees. Specifically, Cal. Civ. Code§ l798.140(c)(l)(A) provides that the CCPA 
applies when, among other things, an entity "has annual gross revenues in excess of twenty-five million 
dollars ($25,000,000), as adjusted pursuant to paragraph (5) of subdivision (a) of Section 1798.185." 
This $25 million "threshold" raises several unanswered questions for franchisors, including: 

• Does a franchisor count all of its royalty revenue toward the $25 million threshold or only 
royalty revenue it receives from California franchisees? 

• If a franchisee owns locations inside and outside of California, does a franchisor count all the 
royalty revenue it receives from that franchisee or only royalty revenue it receives from that 
franchisee's California locations? 

• If a franchisor's affiliate has corporate-owned locations (i.e., locations owned and operated 
by the franchisor's affiliate), does the revenue of those corporate-owned locations count 
toward whether the franchisor itself meets the $25 million threshold? 

In addition, we are concerned that Cal. Civ. Code § 1798.140( c )(2) lacks sufficient clarity for the 
franchise industry because it defines a covered business to also include "any entity that controls or is 
controlled by a business as defined in paragraph (1) and that shares common branding with the 
business." As you know, "control" or "controlled" is defined to include, among other things, "the power 
to exercise a controlling influence over the management of a company." This definition could be read to 
suggest that a franchisee outside of California, even a franchisee with single location on the east coast, 
potentially has CCP A compliance obligations, provided its franchisor is a business as defined in 
paragraph ( l) and the state of California claims its franchisor has the power to exercise a controlling 
influence of the management of the out-of-state franchisee. We doubt the California legislature intended 
such a result. 

While the franchise relationship involves a marketing plan or system prescribed by the 
franchisor, Cal. Corp. Code§ 31005(a)(l), the franchisor typically does not have the power to exercise a 
controlling influence over the management of a franchisee. We suggest that the rulemaking process 
clarify that a franchisor does not have "the power to exercise a controlling influence over the 
management of a company" merely for prescribing a marketing plan or system pursuant to Cal. Corp. 
Code§ 31005(a)(l) and as summarized in Patterson v. Domino's Pizza, LLC, 60 Cal. 4th 474, 477 
(2014). 

Thank you for your consideration of this comment. 

Very truly yours, 

Brian B. Schnell 
Partner 
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Message 

From: 
Sent: 
To: 
Subject: 

Carlos Enriquez 
12/7/2019 12:45:47 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Commentary on the proposed CCPA Rule 

Farmers Insurance Federal Credit Union is a federally chartered institution regulated by the National Credit Union 
Administration, maintaining very healthy financials as represented by our high capital ratios and a net worth of 
approximately 12%, growing membership of approximately 52,000 members primarily serving the Farmers Insurance 
Group with a heavy concentration of members in California. 

While there are myriad of concerns regarding the CCPA, I would like to address a primary apprehension in overlapping of 
rules, regulations and laws especially in the confusion regarding the exemption for personal information as addressed in 
the Gramm-Leach-Bliley Act (GLBA) along with the California Financial Information Privacy Act (CFPIA). CCPA references 
"personal information" as defined in Calif. Civil Code 1798.145(0). The GLBA and CFIPA both use the terms "nonpublic 
personal information" and define that term to mean "personally identifiable financial information." The CFIPA 
definitions aligns with the Gramm Leach Bliley Act, as such maintains consistency. The challenge is with the CCPA's 
broad definition of "personal information" which appears to overreach that of other laws' use of "nonpublic personal 
information." The GLBA pertains to "personally identifiable financial information" collected in the course of a 
transaction or providing a financial product or service, etc. The CCPA pertains to personal information collected in 
basically "any manner", including when there is no transaction. For example: As a financial institution we deposit/post, 
checks as a negotiable instruments for our members, under CCPA it "could" appear that the we have now received 
"personal information" on that maker, yet we would note that we would not have what we currently define as 
"nonpublic private information". The exemption is unclear and can be interpreted in different ways. 

I do see the value in the instance where an institution sells nonpublic personal information requiring additional 
regulation. It is my opinion that current regulations, primarily under GLBA and CFIPA, meet the requirements of 
protecting consumer privacy while we and fellow financial institutions service our members banking needs. As such 
would recommend that financial institutions who do not share nonpublic information be exempted from applications of 
CCPA. 

Thank you for your time and attention, 

Carlos Enriquez, Jr. 
Compliance Officer 

FARMERS INSURANCE 

FEDERAL CREDIT UNION 

Thank you for being a member of our Credit Union family. 
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Message 

From: 
Sent: 

To: 

CC: 

Tony Ficarrotta 
12/6/2019 9:41:00 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Leigh Freund David LeDuc 
Subject: Comments from the Network Advertising Initiative (NAI) 
Attachments: NAI Comment Letter - Proposed CCPA Regulations (Dec. 6, 2019) .pdf 

Thank you for the opportunity to submit comments regarding the Office of the Attorney General's request for 
comments regarding proposed regulations for the California Consumer Privacy Protection Act of 2018 (CCPA). Please 
find attached comments from the NAI. Please feel free to reach out with questions or to discuss these comments in 
greater detail. 

Thank you, 

Tony Ficarrotta 
Counsel, Compliance & Policy 
Network Advertisin 

NetworkAdvertlsing In it iative 
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NAl 9 
Network Advertising Initiative 

December 6, 2019 

VIA ELECTRONIC MAIL: PrivacyRegulations@doj.ca.gov 

The Honorable Xavier Becerra 
Attorney General 
California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Network Advertising Initiative 
409 7th Street NW, Suite 250 

Washington, DC 20004 

RE: Proposed Regulations for the California Consumer Privacy Act of 2018 

Dear Mr. Becerra: 

The Network Advertising Initiative ("NAI") is pleased to submit these comments regarding the 
regulations proposed for adoption 1 under the California Consumer Privacy Act of 2018 (the 
"CCPA"). 2 

The NAI applauds the efforts the Office of the Attorney General has undertaken to interpret 
and implement the complex requirements of the CCPA while considering detailed comments 
from dozens of organizations and individuals in the first phase of this rulemaking process. 

The NAl's aim in providing these comments on the proposed regulations (the "Regulations") is 
twofold. First, to identify parts of the Regulations that could be amended to further explain or 
clarify the proposed requirements. Such amendments would benefit consumers and businesses 
by promoting compliance with the Regulations. Second, to identify provisions in the Regulations 
that may conflict with the purpose or intent of the CCPA, and suggest amendments that would 
bring the Regulations into closer alignment with the CCPA and therefore further the CCPA's 

purposes. 

1 CAL. CODE REGS. tit. 11, §§ 999.300-341 (proposed Oct. 11, 2019). 
2 CAL. Civ. CODE§§ 1798.100 et seq. 
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Overview of the NAI 

December 6, 2019 
Mr. Becerra 
Page 2 of 26 

Founded in 2000, the NAI is the leading self-regulatory organization representing third-party 
digital advertising companies. As a non-profit organization, the NAI promotes the health of the 
online ecosystem by maintaining and enforcing strong privacy standards for the collection and 
use of data for digital advertising in multiple media, including web, mobile, and TV. 

All NAI members are required to adhere to the NAl's FIPPs-based, 3 privacy-protective Code of 
Conduct (the "NAI Code"), which has undergone a major revision for 2020 to keep pace with 
changing business practices and consumer expectations of privacy.4 Member compliance with 
the NAI Code is promoted by a strong accountability program, which includes a comprehensive 
annual review by the NAI staff of each member company's adherence to the NAI Code, and 
penalties for material violations, including potential referral to the FTC. Annual reviews cover 
member companies' business models, privacy policies and practices, and consumer-choice 
mechanisms. 

Several key features of the NAI Code align closely with the underlying goals and principles of 
the CCPA. For example, the NAI Code requires members to provide consumers with an easy-to
use mechanism to opt out of different kinds of Tailored Advertising, 5 and requires members to 
disclose to consumers the kinds of information they collect for Tailored Advertising, and how 
such information is used.6 The NAI Code's privacy protections also go further than the CCPA in 
some respects. For example, the NAI Code includes outright prohibitions against the secondary 
use of information collected for Tailored Advertising for certain eligibility purposes, such as 
credit or insurance eligibility, regardless of whether such information is ever sold, and even 
when a consumer has not opted out of Tailored Advertising. 7 

The NAI also educates consumers and empowers them to make meaningful choices about their 
experience with digital advertising through an easy-to-use, industry-wide opt-out mechanism.8 

3 See, e.g., FED. TRADE COMM'N, PRIVACY ONLINE: FAIR INFORMATION PRACTICES IN THE ELECTRONIC MARKETPLACE (2000), 

https://www.ftc.gov/sites/ defa u It/files/ documents/ reports/privacy-on I ine-fa i r-i nformation-practices-electron ic

ma rketplace-federa 1-trade-commission-report/privacy2000. pdf. 
4 See NETWORK ADVERTISING INITIATIVE, 2020 NAI CODE OF CONDUCT (2020) [hereinafter NAI CODE OF CONDUCT], 

https :/ /www. networkadvertisi ng. org/sites/ defa u It/files/ na i_ code2020. pdf. 
5 See, e.g., id.§ 11.C.1.a. The NAI Code of Conduct defines Tailored Advertising as "the use of previously collected 

data about an individual, browser, or device to tailor advertising across unaffiliated web domains or applications, 

or on devices, based on attributes, preferences, interests, or intent linked to or inferred about, that user, browser, 

or device. Tailored Advertising includes Interest-Based Advertising, Cross-App Advertising, Audience-Matched 

Advertising, Viewed Content Advertising, and Retargeting. Tailored Advertising does not include Ad Delivery and 

Reporting, including frequency capping or sequencing of advertising creatives." Id. § I.Q. Capitalized terms used 

but not defined herein have the meanings assigned to them by the NAI Code of Conduct. See generally id. § I. 
6 See id.§ 11.B. 
7 See id. § 11.D.2. 
8 For more information on how to opt out of Tailored Advertising, please visit 

http://optout.networkadvertising.org. 

CCPA_ 45DAY _00828 



Part I: Definitions 

December 6, 2019 
Mr. Becerra 
Page 3 of 26 

A. The Regulations should be amended to add a definition for the term "webform." 

The Regulations use the term "webform" in several places in connection with the submission of 
consumer requests through a business's website or mobile application.9 In common usage, the 
term "webform" may be used to denote an online mechanism through which a user may 
submit information like a name, email address, phone number, and/or demographic 
information over the lnternet. 10 However, because the Regulations contemplate consumers 
making requests to businesses that may involve only personal information that is not 
associated with a named actual person, 11 such as a cookie ID, mobile advertising ID, or IP 
address that the consumer does not know or have easy access to, the common usage of the 
term "webform" is too limited to allow for consumers to make effective requests in connection 
with those pseudonymous identifiers. 

To avoid confusion and ensure that businesses provide consumers with request mechanisms 
that are appropriate for the kind of personal information involved in a consumer request, the 
Regulations should be amended to add a definition for "webform" that allows for flexible and 
sensible implementations by businesses. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.304{w): 

"Webform" means any reasonable and easily accessible method made available by a 
business to consumers for the submission of consumer requests through the business's 
website, mobile application, or other internet-connected device. This may include, but is not 
limited to, interactive buttons, links, tick-boxes, fields for entering personal information, or 
other reasonable methods that a consumer may use to submit a request to a business. 

B. The proposed definition of "categories of third parties" should be amended to clarify that 
the enumerated categories of companies may be third parties under the Regulations in 
some contexts, but not others. 

As noted in the Initial Statement of Reasons ("ISOR") accompanying the Regulations, the CCPA 
requires businesses to disclose to consumers the "categories of third parties with whom the 

9 See CAL. CODE REGS. tit. 11, §§ 999.306(c)(2); 999.312(a); 999.312(c)(2); 999.315(a) (proposed Oct. 11, 2019). 
10 See, e.g., Form (HTML), WIKIPEDIA, https://en.wikipedia.org/wiki/Form_(HTML). (last visited Dec. 5, 2019). 
11 See CAL. CODE REGS. tit. 11, § 999.325(e)(2) (proposed Oct. 11, 2019). 
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December 6, 2019 
Mr. Becerra 
Page 4 of 26 

business shares personal information," but does not define the term "categories of third 
parties." 12 

The ISOR also highlights the fact that the proposed definition of "categories of third parties" 
was drawn from a code of conduct for mobile apps developed in 2013 through the National 
Telecommunications and Information Administration in the U.S. Department of Commerce. 13 

For the mobile app context, the enumerated list of categories of third parties in the proposed 
definition is illustrative of the kinds of companies that may be third parties where the app itself 
is the first party. 14 

For example, the user of a mobile app might not understand that the mobile operating system 
running the app may also collect information about how the user interacts with the app. In that 
context, because the intent of the user may be to interact directly only with the mobile app, 
and not with the mobile operating system, it is appropriate to classify the mobile app as a first 
party and the mobile operating system as a third party. However, as soon as that user exits the 
mobile app and begins to interact directly with the operating system by scrolling or swiping 
through other apps the user has installed, the mobile operating system is no longer a third 
party. Instead, the same mobile app the user has just closed could become a third party if the 
app continues to collect information about the user's activity on the mobile device after it has 
been closed, while the operating system is the first party. 

The way users interact with the websites, mobile apps, and other internet-connected services 
and devices generally involves context shifts similar to the kind described above, so the 
Regulations should further clarify that the kinds of businesses that should be included as a 
"category of third party" may change depending on the context in which personal information 
is collected. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.301{e): 

"Categories of third parties" means types of entities that do not collect personal 
information directly from consumers., Depending on the context in which an entity 
collects personal information, the types of entities that do not collect personal 
information directly from consumers iAc.'1:1diAg may include, but is not limited to 

12 CAL. DEP'T OF JUSTICE, OFFICE OF THE ATTORNEY GEN., INITIAL STATEMENT OF REASONS (ISOR), PROPOSED ADOPTION OF 
CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS 4 (2019) [hereinafter ISOR], 
https :// oag. ca.gov /sites/ a 11/fi les/ agweb/pdfs/privacy / ccpa-isor-a ppend ices. pdf. 
13 Jd. 
14 See CAL. CODE REGS. tit. 11, §§ 999.301(e) (proposed Oct. 11, 2019) (enumerating advertising networks, internet 

service providers, data analytics providers, government entities, operating systems and platforms, social networks, 
and consumer data resellers). 
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advertising networks, internet service providers, data analytics providers, government 
entities, operating systems and platforms, social networks, and consumer data resellers. 

Part II: Consumer Exercises of CCPA Rights and Business Responses 

A. The provisions in the Regulations regarding methods for submitting requests to know 
should be amended for clarity and to harmonize with the CCPA. 

The Regulations, as currently drafted, would require all businesses to provide a toll-free 
telephone number as one method through which consumers may make a request to know. 15 

However, the CCPA was amended on October 11, 2019 by Assembly Bill No. 1564.16 As 
amended, the CCPA does not require a business to provide a toll-free telephone number to 
accept certain consumer requests to know if the business: (1) operates exclusively on line; and 
(2) has a direct relationship with a consumer from whom it collects personal information.17 
Because the Regulations conflict with the CCPA on this point, the Regulations should be 
amended to harmonize with the CCPA. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.312{a): 

A business shall provide two or more designated methods for submitting requests to 
know., iAciudiAg, at a miAimum, a toll free te.lephoAe A umber, aAd If the business 
operates a website, this shall include, at a minimum, an interactive webform accessible 
through the business's website or mobile application. If the business does not operate 
exclusively online, or does not have a direct relationship with a consumer from whom it 
collects personal information, this shall include, at a minimum, a toll-free telephone 
number. Other acceptable methods for submitting these requests include, but are not 
limited to, a designated email address, a form submitted in person, and a form 
submitted through the mail. 

B. Certain requirements in the Regulations regarding business responses to consumer 
requests to know or delete should be amended for clarity and to harmonize with the 
CCPA. 

1. Provisions in the Regulations regarding the timing of a business's response to a 
request to know or delete should be amended to harmonize with the CCPA. 

15 Id. § 999.312(a). 
16 See A.B. 1564, 2019-2020 Leg. Sess., Reg. Sess. (Ca. 2019), 
https: / /legi nfo. I egi sl atu re. ca .gov /faces/bi I IT ext Client. xhtm I? bi 11_ id =2019 20200A B 15 64. 
17 CAL. Civ. CODE§ 1798.130(a)(l). 
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The ISOR asserts that the CCPA contains two conflicting provisions regarding the maximum time 
allowed for businesses to respond to a consumer request to know or delete because section 
1798.130(a)(2) of the CCPA allows for an extension of the initial 45-day response period by an 
additional 45 days, while section 1798.145(g) allows for an extension of the initial 45-day 
response period by an additional 90 days. 18 The ISOR states that by adopting the 45-day 
standard from section 1798.130(a)(2) of the CCPA exclusively, the Regulations have clarified the 
application of conflicting requirements in the statute. 19 

The NAI does not agree with the characterization in the ISOR of the differing 45-day and 90-day 
extension provisions in the CCPA as "conflicting." That is because the 45-day extension period 
from section 1798.130(a)(2) is available to businesses when "reasonably necessary," while the 
availability of the 90-day extension provision in section 1798.145(g) is limited to only when 
"necessary." This difference makes it clear that the longer 90-day extension is available to 
businesses only under a stricter standard of necessity- where the longer extension is 
"necessary" for a business to process the request. This is in contrast to the 45-day extension 
period, which is available to businesses under the more flexible standard of "reasonably 
necessary." 

The language in the Regulations elides this distinction because it uses the 45-day extension 
period from Section 1798.130(a)(2), while using the "necessary" standard for taking that 
extension from Section 1798.145(g) ("If necessary, businesses may take up to an additional 45 
days to respond to the consumer's request."). 20 This approach appears to conflict with the 
CCPA, which applies two different standards ("reasonably necessary" vs. "necessary") for two 
different extension periods (45 days vs. 90 days). The Regulations should be amended to 
restore the distinction adopted by the legislature. 

In addition, the Regulations should be amended to allow for the initial 45-day period to begin 
running at the time a business verifies a consumer request. Verifying consumer requests may 
involve communicating with consumers over time, and businesses cannot control how long it 
may take consumers to provide information necessary to verify a request. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.313{b): 

Businesses shall respond to requests to know and requests to delete within 45 days of 
verifying those requests. The 45 day period will begin on the day that the business 
receives verifies the request., regardless of time required to verify the request. If 
reasonably necessary, businesses may take up to an additional 45 days to respond to the 

18 See ISOR, supra note 12, at 17. 
19 Id. 
20 See CAL. CODE REGS. tit. 11, §§ 999.313(b) (proposed Oct. 11, 2019). 
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consumer's request, for a maximum total of 90 days from the day the request is 
received, verified. If strictly necessary, businesses may take up to an additional 90 days 
to respond to the consumer's request, for a maximum total of 135 days from the day the 
day the request is verified. In either case, provided that the business must provides the 
consumer with notice and an explanation of the reason that the business will take more 
than 45 days to respond to the request. 

2. The Regulations should be amended to remove provisions that would require 
businesses to respond to consumer requests in a way that differs from what 
consumers have actually requested. 

The Regulations introduce the novel concept that consumer requests to know or delete made 
to a business that cannot adequately verify those requests should be assigned a different 
meaning by the business - for example, by requiring a business to re-interpret a consumer 

request to delete as a request to opt-out. 21 This concept is disconnected from the 
requirements of the CCPA and at odds with the intent of the consumers making those requests. 

The CCPA is grounded in the fundamental principles of notice and choice for consumers. It has 
extensive transparency and disclosure requirements for businesses and provides consumers 
with an array of rights that they may exercise with businesses, which are informed by business 
transparency. Indeed, businesses subject to the CCPA must disclose to consumers all of the 
rights they may exercise - including requests to know, 22 requests to delete, 23 and requests to 
opt out of "sales" of personal information.24 With that information, consumers are empowered 
to decide which rights to exercise - including a decision to exercise all of them, some of them, 
or none of them. Forcing companies to impute a different intent to consumers is unnecessary 
and burdensome for companies with no corresponding consumer benefit. That's because 
consumers already have the benefit of being informed about and able to exercise any of the 
rights granted under the CCPA that they wish with businesses subject to the CCPA. 

Further, forcing businesses to re-interpret consumer requests when they cannot adequately 
verify a consumer's identity creates new risks for consumer harm. For example, suppose that a 
consumer has read and understood the privacy policy of a retail website, and understands that 
the retailer may collect and "sell" the consumer's personal information in order to offer 
coupons or discounts on certain goods offered on the website. The consumer accepts the 
benefit of this bargain and decides not to opt out of "sales" of personal information by the 
retailer. However, that consumer might eventually find that the discounts and offers she is 
receiving from the retailer (which may be based on personal information previously collected 
through the website) are no longer relevant or interesting to her, and decides to make a 

21 See id. §§ 999.313(c)(l)-(2); 999.313(d)(l). 
22 See CAL. Civ. CODE§ 1798.llO(c). 
23 See id. § 1798.lOS(b). 
24 See id. § 1798.120(b). 
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request to the retailer to delete her personal information to start with a clean slate, and 
hopefully receive different discounts and offers based on the use and transfer of personal 
information collected by the retailer after the deletion request. However, if the retailer is 
unable to verify the consumer's request to a reasonable degree of certainty based on the 
limited personal information it has collected, then under the Regulations, it would have to opt 
the consumer out of "sale" of personal information. This would thwart the consumer's intent 
in this case, as she would stop receiving discounts and offers she wanted to receive when the 
retailer is forced to treat her request for deletion as a request to opt out of sales. 25 

Amending the Regulations to remove the requirements for businesses to re-interpret consumer 
requests would help businesses operationalize their processes for honoring consumer requests 
without resulting in any downside for consumers, who will still be able to make any request 
they are entitled to under the CCPA. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.313{c}{1}: 

For requests that seek the disclosure of specific pieces of information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business shall not disclose any 
specific pieces of personal information to the requestor and shall inform the consumer 
that it cannot verify their identity. If the request is denied in whole or in part, the 
business shall provide or direct the consumer to its general business practices regarding 
the collection, maintenance, and sale of personal information set forth in its privacy 
policy If the request is deAied iA whole or iA part, the busiAess shall also ev-aluate the 
coAsumer's request as if it is seekiAg the disclosure of categories ofpersoAal iAformatioA 
about the coAsumer pursuaAt to subsectioA (c)(2} . 

Section 999.313{d}{1}: 

For requests to delete, if a business cannot verify the identity of the requestor pursuant 
to the regulations set forth in Article 4, the business may deny the request to delete. The 
business shall inform the requestor that their identity cannot be verified and shall 
instead provide or direct the consumer to its general business practices regarding the 
collection, maintenance, and sale of personal information set forth in its privacy policy 
treat the request as a request to opt out of sale. 

25 See CAL. CODE REGS. tit. 11, § 999.313(d) (proposed Oct. 11, 2019). 

CCPA_ 45DAY _00834 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W112-6cont

Guest
FreeText
W112-7cont

hannahfolsomchan
Typewritten Text
W112-6cont&W112-7cont

hannahfolsomchan
Typewritten Text



December 6, 2019 
Mr. Becerra 
Page 9 of 26 

3. The Regulations should be amended to remove the requirement that a business 
provide a consumer with the specific basis for denying a request to delete. 

A business that receives a consumer's request to delete may have various legally valid reasons 
for denying that request, in whole or in part. Those reasons may include an inability to 
adequately verify the identity of the consumer making the request, 26 or one or more of nine 
distinct statutory grounds for denying a request to delete, in whole or in part. 27 In cases where 
a business does deny a request to delete, the Regulations as currently drafted would require 
the business to inform users about "the basis for the denial, including any statutory and 
regulatory exception therefor." 28 

While providing information about the basis for a denial of a request to delete would promote 
the consumer's interest in transparency regarding business retention of personal information 
subject to a request for deletion, 29 that interest should be weighed against the potential burden 
placed on businesses who may be required to provide customized, detailed responses when 
denying requests for deletion. Clarifying that a business may provide accurate, general 
information about why the business may have denied a request to delete would strike an 
appropriate balance between a consumer's interest in transparency and the operational 
burdens imposed on businesses. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.313{d}{6}{a): 

{6} In cases where a business denies a consumer's request to delete the business shall do all 
of the following: 

a. Inform the consumer that it will not comply with the consumer's request and describe 
the general basis for the denial, including any statutory and regulatory exceptions the 
business may have relied up when denying the request therefore[.] 

C. Certain requirements in the Regulations regarding requests to opt-out should be 
amended to harmonize with the statutory language established by the CCPA, to establish 
greater clarity, and to ensure that consumer choices are honored. 

1. The Regulations should be amended to clarify that a business may verify that an 
individual making a request to opt-out is a "consumer" entitled to make such a 
request in accordance with the CCPA. 

26 See id. § 999.313(d)(l). 
27 See CAL. Civ. CODE§ 1798.lOS(d)(l)-(9). 
28 See CAL. CODE REGS. tit. 11, § 999.313(d)(6)(a) (proposed Oct. 11, 2019). 
29 See ISOR, supra note 12, at 20. 
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Although requests to opt out are treated differently from verifiable consumer requests under 
the CCPA30 and under the Regulations, 31 businesses should still be permitted to take reasonable 
steps to ensure that an individual making a request to opt out is a "consumer" under the CCPA 
entitled to make the request at all (i.e., that the user is a California resident). 32 While some 
businesses will choose to extend the CCPA's requirements more broadly and, for instance, 
comply with an opt out request from a New York resident, businesses are not required to do so 
under the CCPA. The Regulations should be amended to clarify that fact. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.315{h): 

A request to opt-out need not be a verifiable consumer request. However, a business 
may take reasonable steps to verify that an individual making a request to opt-out is a 
"consumer" entitled to make that request, as defined by Civil Code section 1798.140{g). 
In addition, lif a business, however, has a good-faith, reasonable, and documented belief 
that a request to opt-out is fraudulent, or not within the scope of the CCPA, the business 
may deny the request. The business shall inform the requesting party that it will not 
comply with the request and shall provide an explanation why it believes the request is 
fraudulent or outside the scope of the CCPA. 

2. The Regulations should be amended to ensure that user-enabled privacy 
controls result in businesses honoring consumer choices, not choices made by 
technology companies seeking to determine the will of consumers. 

Under the Regulations, businesses that collect personal information from consumers on line 
would be required to treat "user-enabled privacy controls," whether in the form of a "browser 
plugin or privacy setting or other mechanism," as a valid request to opt out of sales if it 
communicates or signals the consumer's choice to opt-out of the sale of their personal 
information. 33 While the Regulations place appropriate emphasis on the need for controls to be 
"user enabled," which is a critical element for signals that purport to express a user's choice, 
multiple challenges remain with respect to the effective implementation of user-enabled 
signals that should be addressed in final regulations. 

3° Compare, e.g., CAL. Civ. CODE§ 1798.lOO(c) (requiring a business to comply with a consumer request for the 
categories and specific pieces of information the business has collected about the consumer only upon receipt of a 
"verifiable consumer request") with CAL. Civ. CODE§ 1798.135(a)(4) (requiring a business to honor a consumer's 
request to opt out of the sale of personal information without reference to a verifiable consumer request). 
31 See CAL. CODE REGS. tit. 11, § 999.315(h) (proposed Oct. 11, 2019). 
32 CAL. Civ. CODE§ 1798.140(g). 
33 CAL. CODE REGS. tit. 11, § 999.315(a) (proposed Oct. 11, 2019). 
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The marketplace for web browsers and extensions currently includes a diverse set of browser
based controls. Some of them are user-enabled, and others operate by default. Most 
importantly, these various controls seek to accomplish a wide range of objectives, and they do 
so through different, and evolving, technological approaches. For instance, some consumers 
install ad-blocking browser extensions because they don't want to see any ads while browsing 
the web. Other consumers use browser plug-ins such as Ghostery34 to gain greater insights into 
third-party data gathering. Meanwhile, several browser-makers have embraced technology that 

automatically, by default, prevents third-party technologies, such as cookies, from operating 
the way that websites-and users-intend and expect. 

Importantly, privacy settings and signaling mechanisms for web browsers and other internet
connected devices (such as mobile devices, connected TVs, and other loT devices) are diverse 
and constantly evolving, and help consumers determine how they share personal information 
used to customize their experiences, deliver specialized content, and deliver tailored 
advertising. These Regulations are being developed with the benefit of only a snapshot of what 
technology signals may be developed in coming years. While many are focusing their attention 
on the world wide web, this is only one medium consumers may use to engage with businesses, 
share personal data, and exercise their rights under the CCPA. 

Given this reality, it is imperative that regulations to implement the CCPA achieve two key 
objectives: (1) ensure that user-enabled privacy controls represent a clear, informed consumer 
choice to opt out of "sales" under the CCPA; and (2) remain technology-neutral by prohibiting 
businesses from using technologies that may inhibit or conflict with signals that express 
consumer choices to opt out of sales under the CCPA. 

First, the final regulations should further clarify that user-enabled privacy controls that 
businesses are required to treat as valid requests to opt out of sales of personal information 
must clearly and unambiguously express the meaning of the signals sent by those controls. For 
example, some consumers choose to install ad-blocking extensions for their web browsers, 
which may prevent digital ads from loading on web pages that the browser visits. The fact that 
such a browser extension is installed and activated does not ispo facto communicate a 
consumer's intent to opt out of sales of personal information, and businesses should not be 
required to treat them as such. Similarly, a "do not track" signal currently available in some 
web browsers was never designed for or marketed to users as a tool to for opting out of sales 
under the CCPA. For that reason, "do not track" signals cannot be expected to communicate to 
businesses a consumer's intent to opt out of sales of personal information, and businesses 
should not be required to treat them as such. 

Second, the final regulations should include a provision that prohibits businesses from 
interfering with or obstructing the function of such user-enabled privacy controls. For example, 

34 
GHOSTERY, https://www.ghostery.com (last visited Dec. 6, 2019). 
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existing user-enabled privacy controls for opting out of Interest-Based Advertising in some 
cases rely on the use of third-party cookies to store user-enabled opt-out choices. Similar 
mechanisms will be also be available for users to express a choice to opt out of sales under the 
CCPA. However, certain web browsers such as Safari may automatically delete third-party 
cookies without differentiating between cookies that store user privacy preferences and those 
that serve other functions, like analytics or ad customization. 35 Web browsers should not be 
permitted to interfere with a consumer's CCPA opt-out choices simply because those choices 

are expressed using third-party cookies. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.315{a) 

If a business collects personal information from consumers on line, the business shall 
treat user-enabled privacy controls, such as a browser plugin or privacy setting or 
other mechanism, that clearly and unambiguously communicate or signal the 
consumer's choice to opt-out of the sale of their personal information as a valid 
request submitted pursuant to Civil Code section 1798.120 for that browser or 
device, or, if known, for the consumer. A business is prohibited from interfering with 
or stopping the propagation of user-enabled privacy controls that so signal the 
consumer's choice to opt-out of the sale of their personal information. 

3. The Regulations should be amended to clarify how businesses are required to 
"act upon" a request to opt out. 

As currently drafted, the Regulations would require a business in receipt of a request to opt out 
to "act upon the request as soon as feasibly possible, but no later than 15 days from the date 
the business receives the request." 36 The Regulations should be amended to clarify that 

acknowledging receipt of a request to opt out is sufficient to satisfy the requirement. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.315{e): 

Upon receiving a request to opt-out, a business shall act upon the request by, at a 
minimum, acknowledging receipt of the request as soon as feasibly possible, but not 
later than 15 days from the date the business receives the request. 

35 See, e.g., John Wilander, Intelligent Tracking Prevention, WrnK1T: BLOG (June 5, 2017), 
https://webkit.org/blog/7675/intelligent-tracking-prevention/. 
36 CAL. CODE REGS. tit. 11, § 999.315(e) (proposed Oct. 11, 2019). 
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4. The Regulations should be amended to remove the requirement for businesses 
to notify third parties to whom they have sold personal information of a 
consumer's opt-out request. 

As discussed in other comments above, the core principles of the CCPA are notice and choice. 
Under the law, consumers are entitled to detailed notice about the ways a business collects and 
uses personal information, which in turn allows consumers to make informed choices about, 
e.g., whether to opt out of that business's sale of personal information, or to request that the 
business delete the consumer's personal information. This set of corresponding consumer 
rights and business obligations is also directional - a consumer has the right to notice and 
choice from each covered business under the CCPA, and each covered business owes notice 
and choice to each California consumer. However, the CCPA clearly does not create a general 
right for consumers to be free from all sales of their personal information from all businesses by 
default, or obligate businesses to stop selling personal information in the absence of a 
consumer's request to opt out. 

However, as currently drafted, the Regulations depart from these core CCPA principles when 
they require each business that receives a request to opt out to notify each third party to whom 
the business has sold personal information within 90 days of receiving the request to opt out. 37 

In turn, each third party that is so notified must opt the consumer out of its sales of personal 
information, 38 even though the consumer may have never expressed an opt-out choice to those 
third parties. The ISOR explains that this new requirement in the Regulations is intended in part 
to address the concern that "consumers may not know the identity of the companies to whom 
businesses have sold their information in order to make an independent request." 39 This is a 
meaningful concern - however, it is mitigated by two important factors that the ISOR does not 
address. 

First, California's Data Broker Registration bill (AB 1202) became law on October 11, 2019.40 

The express intention of the legislature in drafting this bill included addressing the fact that 
"consumers are generally not aware that data brokers possess their personal information, how 
to exercise their right to opt out, and whether they can have their information deleted, as 
provided by California law," and that "it is the intent of the Legislature to further Californians' 
right to privacy by giving consumers an additional tool to help control the collection and sale of 
their personal information by requiring data brokers to register annually with the Attorney 
General and provide information about how consumers may opt out of the sale of their 
personal information."41 The way the bill defines "data broker" covers precisely the kind of 

37 Id. § 999.315(f). 
38 Id. 
39 ISOR, supra note 12, at 25. 
40 See A.B. 1202, 2019-2020 Leg. Sess., Reg. Sess. (Ca. 2019), 

http ://legi nfo. legislature .ca .gov /faces/bi I I Navel ient.xhtml?bil l_id=201920200AB 1202. 
41 /d. 
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scenario the Regulations address in section 999.315(f), i.e., a third party that has obtained 
personal information from a business, and that may re-sell that information to others.42 The 
California legislature was aware of the issue identified in the ISOR, and determined that the 
appropriate way to promote consumer awareness and exercise of choice was to require "data 
brokers" to participate in a central registry where consumers may learn about them and 
subsequently exercise their right to opt out of sales when they decide to do so. Put another 
way, AB 1202 works in conjunction with the CCPA's core principles of notice and choice in a way 
the Regulations do not, because AB 1202 gives consumers a way to know about and opt out of 
third-party resales of personal information, while the Regulations take that choice out of the 
hands of consumers, contrary to the spirit of the CCPA. Instead, the Regulations should be 
amended to require businesses to direct consumers to the new data broker registry (where 
applicable), which would appropriately address the concerns raised in the ISOR and harmonize 
with the intent of the legislature without requiring a new set of impractical and extra-legal 
requirements. 

Second, the Regulations would prevent businesses from selling personal information even 
though a consumer has never expressed a choice to opt out of sales to those businesses. This 
result is antithetical to the principles of notice and choice. Further, it may upset consumer 
expectations if it results in an opt out of sales from a business with which the consumer is 
already familiar and has made an informed choice not to opt out of sales. Directing consumers 
to the new data broker registry instead will enhance transparency for consumers and provide 
an effective mechanism for them to learn about third parties and exercise their CCPA rights 
with those third parties. 

In addition, it will be difficult or impossible for businesses to operationalize the requirement to 
look back 90 days to notify businesses they have sold personal information to and instruct them 
to stop selling that information. 

Finally, the proposed requirement for a business to notify the consumer after notifying third 
parties to opt that consumer out of sales (although the consumer has made no such request) is 
burdensome and unnecessary. It does not provide actionable information for consumers and 
should be removed. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.315(/): 

A b1:1siAess shall Ratify al! third parties to whom it has sotd the persoAat iAformatioA of 

the c0As1:1mer withiA 90 days prior to the b1:1siAess's receipt of the c0As1:1mer's request 

42 "Data broker" means a business that knowingly collects and sells to third parties the personal information of a 
consumer with whom the business does not have a direct relationship." Id. 
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that the c0As1:1mer has 0xercised their right to opt out aAd iAstruct them Rot to further 
sell the iAformatioA. The b1:1siAess shall Aotif1 the c0As1:1mer wheA this has beeA 
completed. If a business knowingly sells a consumer's personal information to third 
parties who may further sell such information, the business must provide explicit notice 
of that fact in its privacy policy and provide a link to the internet web page created by 
the Attorney General pursuant to Civil Code Section 1798.99.84, and explain that 
consumers may navigate to that page to learn more about how to exercise their CCPA 
rights with those third parties. 

D. The Regulations should be amended to further clarify how businesses may inform 
consumers about the method used to comply with requests to delete. 

The Regulations, as currently drafted, would require a business to respond to a consumer after 
honoring their request to delete and "specify the manner in which it has deleted the personal 
information."43 The Regulations should be amended to clarify that businesses should meet this 
requirement by referring to the deletion methods specified in proposed regulation 
999.313(d)(2) (i.e., that the business has either permanently erased, de-identified, or 
aggregated the personal information), and not by providing consumers with excessive or 
confusing technical information about, e.g., specific de-identification or aggregation methods 
the business may have used. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.313{d}{5}: 

In its response to a consumer's request to delete that the business has verified and 
completed, the business shall indicate which deletion method it used to delete the 
personal information pursuant to section 999.313{d}{2}. specify the maAAer iA which it 
has deleted the persoAal irtformatioA. 

E. The Regulations should be amended to further clarify how the standards for verifying 
consumer requests apply to businesses that maintain pseudonymous personal 
information. 

The Regulations include detailed provisions pertaining to the verification by a business of 
consumer requests to know and delete, which have conveyed needed clarity about how 
businesses may provide (or delete) personal information to consumers who are entitled to it, 
while maintaining strong security measures and preventing the unauthorized disclosure of 
personal information. 

43 CAL. CODE REGS. tit. 11, § 999.313(d)(S) (proposed Oct. 11, 2019). 
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However, the Regulations lack sufficient clarity with respect to requirements for businesses to 
verify requests from consumers in cases where the business maintains only pseudonymous 
personal information. Therefore, the Regulations should be amended to further clarify how 
businesses may verify the identity of the consumer making a request, either to a "reasonable 
degree of certainty"44 or a "reasonably high degree of certainty," 45 as applicable. As currently 
drafted, the Regulations state that a business may match two data points provided by the 
consumer with data points maintained by a business to achieve a "reasonable degree of 
certainty," and three data points to achieve a "reasonably high degree of certainty." 
Amendments to the Regulations should clarify that, in both cases, a business is not required to 
match a minimum number of data points to achieve the requisite degree of certainty, and 
further that the ability of a business to match such data points does not per se constitute the 
requisite degree of certainty. Making those amendments will provide businesses with helpful 
guidelines for reaching the requisite degree of certainty while clarifying that businesses remain 
responsible for actually achieving those standards, and may not simply rely on a prescriptive 
number of match points as a proxy for them. This is particularly relevant and important for 
businesses that do not collect and store multiple pieces of personal information about a 
consumer, or have a means to correlate previously collected personal information with new 
personal information supplied in a request. It is also relevant for businesses that only store 
pseudonymous personal information, and have explicit policies prohibiting the collection and 
use of personally identifiable information, such as names or email addresses, which may be 
used to directly identify an individual. 

Further, the Regulations should be amended to clarify that the different "certainty" standards 
apply equally to businesses who maintain pseudonymous personal information about 
consumers, even though the "matching" process may occur through a fact-based verification 
procedure instead of matching data points known by the consumer and maintained by the 
business. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.325{b): 

A business's compliance with a request to know categories of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonable degree of certainty. A reasonable degree of certainty may, but is not required 
to include matching at least two data points provided by the consumer with data points 
maintained by the business, which the business has determined to be reliable for the 
purpose of verifying the consumer. Businesses that cannot verify the identity of the 
consumer making the request to a reasonable degree of certainty after matching two 
such data points may, but are not required to take further steps to verify the consumer's 

44 /d. § 999.325(b). 
45 Id. § 999.325(c). 
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identity, including matching additional data points provided by the consumer, 
conducting a fact-based verification process, and considering the factors set forth in 
section 999.323{b}{3}. 

Section 999.325{c): 

A business's compliance with a request to know specific pieces of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonably high degree of certainty, which is a higher bar for verification. A reasonably 
high degree of certainty may, but is not required to include matching at least three 
pieces of personal information provided by the consumer with personal information 
maintained by the business that it has determined to be reliable for the purpose of 
verifying the consumer together with a signed declaration under penalty of perjury that 
the requestor is the consumer whose personal information is the subject of the request. 
Businesses that cannot verify the identity of the consumer making the request to a 
reasonably high degree of certainty after matching three such data points may, but are 
not required to take further steps to verify the consumer's identity, including matching 
additional data points provided by the consumer, conducting a fact-based verification 
process, and considering the factors set forth in section 999.323{b}{3}. Businesses shall 
maintain all signed declarations as part of their record-keeping obligations. 

Section 999.325{e}{2}: 

(e) 
Illustrative scenarios follow: 
(2) 
If a business maintains personal information in a manner that is not associated with a 
named actual person, the business may verify the consumer by requiring the consumer 
to demonstrate that they are the sole consumer associated with the non-name 
identifying information. This may require the business to conduct a fact-based 
verification process that considers the factors set forth in section 999.323{b}{3}. When 
conducting such a fact-based verification procedure, the business still must achieve the 
degree of certainty required for consumer requests set forth in sections 999.325{b)-(d}, 
as applicable, which may, but is not required to include matching non-name identifying 
information provided by the consumer with non-name identifying information 
maintained by the business as set forth in sections 999.325{b)-(d). 
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A. The Regulations should be amended to clarify that businesses required to provide 
consumers with a "notice at collection" may always provide such notice at or before the 
time that business collects personal information. 

Under the CCPA and the Regulations, a consumer is entitled to receive from a business that 
collects the consumer's personal information notice about the categories and purposes of such 
collection "at or before" the point of collection. 46 This standard allows businesses to provide 
the required notice either before any collection of personal information, or at the same time 
that it collects personal information. 

However, the Regulations contain one provision that appears to suggest businesses must satisfy 
this requirement by providing certain notice before the point of collection. 47 This provision 
disagrees with the standard articulated in the statute and elsewhere in the Regulations. The 
Regulations should be amended to harmonize all requirements for notice at collection to the 
"at or before" standard. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.305{a}{2}{e): 

The notice at collection shall be designed and presented to the consumer in a way that is 
easy to read and understandable to an average consumer. The notice shall: 

Be visible or accessible where consumers will see it at or before the time any personal 
information is collected. For example, when a business collects consumers' personal 
information online, it may conspicuously post a link to the notice on the business's 
website homepage or the mobile application's download page, or on all webpages 
where personal information is collected. When a business collects consumers' personal 
information offline, it may, for example, include the notice on printed forms that collect 
personal information, provide the consumer with a paper version of the notice, or post 
prominent signage directing consumers to the web address where the notice can be 
found. 

B. The requirements in the Regulations for businesses that are not required to provide a 
"notice at collection" should provide more flexibility to promote compliance. 

The regulations proposed to implement section 1978.llS(d) of the CCPA would create detailed, 
prescriptive requirements that dictate how a business that does not collect personal 

46 See id. §§ 999.301(i), 999.305(a)(l), 999.305(a)(S); CAL. Civ. CODE§ lOO(b). 
47 CAL. CODE REGS. tit. 11, § 999.305(a)(2)(e) (proposed Oct. 11, 2019). 
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information directly from consumers must ensure those consumers receive explicit notice and 
an opportunity to opt out of sales by that business. For example, such a business would be 
required under the Regulations to contact the source of the personal information to "obtain 
signed attestations from the source describing how the source gave the notice at collection and 
including an example of the notice."48 

The NAI Code already requires technology companies in its membership that do not interact 
directly with consumers to take steps to require that the publisher partners they work with, and 
who do interact directly with consumers, provide notice and choice to those consumers about 
the collection and use of information about them for Tailored Advertising. 49 In the NAl's 
experience, this is often accomplished through contractual agreements. To harmonize with 
existing and proven industry practices for pass-on notice and choice requirements, the 
Regulations should clarify that a contractual agreement satisfies the requirement for a "written 
attestation." 

In addition, there is strong precedent for the use of model notices as a way to promote 
uniformity and quality of privacy disclosures. 50 This is valuable not only for business efficiency, 
but also for more consistency for consumers. The Regulations should be amended to clarify 
that when a business that does not collect information directly from consumers contractually 
requires the use of model notices, the maintenance of a model notice by that business will 
satisfy the requirement to keep an example of the notice. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.305{d) 

(d) A business that does not collect information directly from consumers does not need 
to provide a notice at collection to the consumer, but before it can sell a consumer's 
personal information, it shall do either of the following: 
(1) 
Contact the consumer directly to provide notice that the business sells personal 
information about the consumer and provide the consumer with a notice of right to opt
out in accordance with section 999.306; or 
(2) 
Contact the source of the personal information to: 
a. 

48 Id. § 999.30S(d)(2)(b). 
49 See NAI CODE OF CONDUCT, supra note 4, at§ 11.B.4. 
50 See, e.g., 17 C.F.R. § 248.2 (allowing the use of model privacy forms for compliance with Regulation S-P: Privacy 
of Consumer Financial Information and Safeguarding Personal Information); 17 C.F.R. § 248 (Appendix A to Subpart 
A of Part 248 - Forms), https:/ /www.govinfo.gov/content/pkg/CFR-2019-titlel 7-vol4/pdf/CFR-2019-titlel 7-vol4-
part248-subpartA-appA.pdf. 
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Confirm that the source provided a notice at collection to the consumer in accordance 
with subsections (a) and (b); and 
b. 
Obtain signed attestations from the source, which may include contractual assurances, 
describing how the source gave the notice at collection and including an example of the 
notice, which may include model notices when such notices are the method used by the 
source to provide the required notice at collection. Attestations shall be retained by the 
business for at least two years and made available to the consumer upon request. 

C. The requirement to disclose whether a business sells the personal information of minors 
under 16 years of age without affirmative authorization should be amended to include a 
knowledge condition. 

The provisions in the Regulations regarding privacy policy disclosures include a requirement 
that a business disclose whether or not it sells the personal information of minors under 16 
years of age without affirmative authorization. 51 This provision should be amended to 
harmonize with the "actual knowledge" condition found in the CCPA's provisions regarding the 
sale of the personal information of consumers under 16 years of age. 52 Making this change 
would prevent businesses from being required to make such statements in their privacy policies 
when they do not have actual knowledge of the statement's truth or falsity. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.305{b}{1}{e}{3}: 

State whether or not the business sells the personal information of miAors consumers 
the business has actual knowledge are under 16 years of age without affirmative 
authorization. 

D. The Regulations should be amended to remove the new requirement for businesses to 
post statistics regarding consumer requests. 

The Regulations, as currently drafted, create a new requirement not found in the CCPA that 
would compel certain businesses to provide annual statistics in their privacy policies regarding 
the number of consumer requests received, complied with, and denied by those businesses. 53 

Although the ISOR cites potential benefits to the Attorney General, policymakers, academics, 
and members of the public that could result from this novel requirement, 54 those benefits are 
speculative and in any case disproportionate to the burden that would be placed on businesses 

51 CAL. CODE REGS. tit. 11, § 999.305(b)(l)(e)(3) (proposed Oct. 11, 2019). 
52 See CAL. Civ. CODE§ 1798.120(c). 
53 See CAL. CODE REGS. tit. 11, § 999.305(g) (proposed Oct. 11, 2019). 
54 See ISOR, supra note 12, at 28. 
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required to compile and provide such statistics. For that reason, the Regulations should be 
amended to remove this new requirement. 

Recommended Amendments to Proposed Regulatory Language: 

SectioA 999.305(g}: 

(g) A busiAess that aloAe or iA combiAatioA, aAAually buys, receives for the busiAess's 
commercial purposes, sells, or shares for commercial purposes, the persoAal iAformatioA 
of4,000,000 or more coAsumers, shall: 

(1) Compile the followiAg metrics for the previous caleAdar year: a. The Aumber of 
requests to kAow that the busiAess received, complied with iA whole or iA part, aAd 
deAied; b. The Aumber of requests to delete that the busiAess received, complied with iA 
whole or iA part, aAd deAied; c. The Aumber of requests to opt out that the busiAess 
received, complied with iA whole or iA part, aAd deAied; aAd d. The mediaA Aumber of 
days withiA which the busiAess substaAtive.'y respoAded to requests to /.mow, requests to 
delete, aAd requests to opt out. 

(2) Disclose the iAformatioA compiled iA subsectioA (g){l) withiA their privacy policy or 
posted OR their website aAd accessible from a liAk iAciuded iA their privacy policy. 

However, if the above disclosure requirements are not removed from the Regulations, the 
Regulations should still be amended to clarify that a business intending to honor requests to 
know, delete, or opt-out for individuals other than California "consumers" (e.g., residents of 
other states) may report statistics based on all requests received by the business, and need not 
report California "consumer" statistics separately. As a practical matter, many businesses lack 
the ability to differentiate between California "consumers" and residents of other states, so in 
many cases businesses will seek to extend the rights granted to "consumers" under the CCPA 
more broadly to residents of other states. This is a positive outcome for consumers in general. 
However, given this reality, it is not practical for many businesses to report data for California 
residents separately. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.305{g): 

(g) A business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells, or shares for commercial purposes, the personal information 
of 4,000,000 or more consumers, shall: 
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(1) Compile the following metrics for the previous calendar year: a. The number of 
requests to know that the business received, complied with in whole or in part, and 
denied; b. The number of requests to delete that the business received, complied with in 
whole or in part, and denied; c. The number of requests to opt-out that the business 
received, complied with in whole or in part, and denied; and d. The median number of 
days within which the business substantively responded to requests to know, requests to 
delete, and requests to opt-out. 

(2) Disclose the information compiled in subsection (g}{l} within their privacy policy or 
posted on their website and accessible from a link included in their privacy policy. 

{3} If a business has received additional requests from individuals other than 
"consumers" as that term is defined by Civil Code section 1798.140{g}, the business is not 
required to compile or disclose statistics for those requests separately, but may include 
them in compilations required by subsection (g}{l} and the disclosures required by 
subsection (g}{2}. 

Part IV: Other issues 

A. The proposed requirement for consumers to provide opt-in consent for a business use of 
personal information in some circumstances should be removed to harmonize with the 
CCPA. 

The CCPA, as noted elsewhere above, is fundamentally a notice and choice law. The legislature 
circumscribed the choice that must be provided to consumers to cover the sale by businesses of 
consumers' personal information, and set opting out as the standard for the choice required. 55 

In general, the Regulations are consistent with those principles, but they depart from them 
significantly with a new opt-in consent requirement that is not based in the statute, and is 
inconsistent with its general structure. 

As currently drafted, the Regulations would require a business to provide notice to consumers 
and obtain "explicit consent" if the business intends to use the consumers' personal 
information for any purpose other than the purposes disclosed in the notice at collection. 56 

This new requirement conflicts with the general structure of the CCPA in at least two ways. 
First, while the legislature circumscribed the choice that must be provided to consumers to 
cover the sale by businesses of consumers' personal information, the new requirement would 
create a different consumer choice based on new uses of personal information by a business, 
even if that new use does not involve any other business or third party, much less a sale. 
Second, while the legislature set opting out as the default standard for the choice required by 

55 Except where the sale involves the personal information of consumers younger the 16 years old. See CAL. Civ. 
CODE§ 1798.120(c). 
56 CAL. CODE REGS. tit. 11, § 999.305(a)(3) (proposed Oct. 11, 2019). 
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the CCPA, the new requirement would set a higher standard of "explicit consent" for certain 
activities that are not subject to consumer choice at all under the statute. 

While the intent of the Regulations to allow consumers to rely on the information provided in 
the notice at collection 57 is a worthy one that the NAI fully supports, the requirements set forth 
in the Regulations go far afield of the CCPA. The CCPA already allows consumers to rely on the 
disclosures made by businesses in the notice at collection because, under the statute, a 
business may not use personal information for new purposes before providing consumer with a 
new and updated notice at collection. 58 In addition, a long-established principle under Section 
5 of the FTC Act already prevents businesses from applying changes to their privacy policies 
retroactively, because doing so would be an unfair act or practice. 59 Consumer reliance on 
previous versions of a notice at collection is already strongly protected. 

Further, the likely effect of the proposed "explicit consent" requirement will be to incentivize 
businesses to massively over-disclose the purposes for which they might at some point use 
personal information in order to avoid the requirement of obtaining "explicit consent" for any 

changes, even if they have no current intention of using personal information for those 
purposes. This would be a net detriment to consumers, who would otherwise have more 
relevant information about the purposes for which a business currently collects their personal 
information on which to base a choice about whether to opt out of that business's sale of 
personal information. 

For these reasons, the Regulations should be amended to remove the requirement for 
businesses to obtain explicit consent from users before using personal information for new 
purposes. Even without an "explicit consent" requirement, consumers would still be entitled to 
notice of any changes, the right to opt out of sales based on any changes, and the ability to rely 
on business adherence to past notices at collection for previously collected personal 
information. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.305{a){3}: 

A business shall not use a consumer's personal information for any purpose other than 
those disclosed in the notice at collection. If the business intends to use a consumer's 

57 See ISOR, supra note 12, at 47-48. 
58 "A business shall not collect additional categories of personal information or use personal information collected 
for additional purposes without providing the consumer with notice consistent with this section." CAL. Civ. CODE § 

1798.lOO(b). 
59 See, e.g., In re Gateway Learning Corp., FTC Docket No. C-4120 at ,i 14 (F.T.C. 2004) (complaint) (stating that 
applying material changes to a privacy policy retroactively is an unfair act or practice), 
https://www.ftc.gov/sites/ defa u It/files/ documents/ cases/2004/12/0412281tr042304 7. pdf. 
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personal information for a purpose that was not previously disclosed to the consumer in 
the notice at collection, the business shall directly notify the consumer of this new use 
through an updated notice at collection aAd obtaiA 0xp!icit coAseAt from the coAsumer 
to use it for this Rew purpose. 

B. The Regulations should be amended to harmonize requirements for service providers 
with the requirements in the CCPA. 

The CCPA permits businesses to share personal information with "service providers"60 in a way 
that does not constitute a sale of personal information subject a consumer's opt-out choice. 61 

However, the CCPA restricts the purposes for which a business may share personal information 
with service providers to "business purposes."62 

In order for service providers to carry out contracted-for business purposes, it is necessary in 
some circumstances for them to collect and disclose personal information with other entities, 
because doing so is integral to the business purpose the service provider was contracted to 
carry out for the business. The Regulations recognize this fact when they state that a service 
provider may combine personal information received from one or more entities to which it is a 
service provider to the extent necessary to detect data security incidents, or protect against 
fraudulent or illegal activity, 63 which is explicitly recognized as a business purpose under the 
statute. 64 

However, the Regulations as currently drafted do not allow for the combination of personal 
information to perform the other business purposes that service providers are explicitly 
permitted to carry out under the statute. Further, the ISOR states without argument that 
combining personal information to the extent necessary to detect data security incidents, or 
protect against fraudulent or illegal activity is the only activity where the combination of 
personal information may be "reasonably necessary and proportionate to achieve the 
operational purposes" a service provider has collected personal information to carry out. 65 This 
broad pronouncement is unjustified, because what data processing activities are "reasonably 
necessary and proportionate to achieve an operational purpose" is a fact-specific inquiry that 
may vary by business purpose and by the type of business carrying out the activity. 

For these reasons, the Regulations should be amended to allow personal information to be 
combined for any statutory business purposes, so long as the conditions for remaining a service 
provider are otherwise satisfied. 

6° CAL. Civ. CODE§ 1798.140(v). 
61 /d. § 1798.140(t)(2)(C). 
62 See id.§ 1798.140(v). 
63 CAL. CODE REGS. tit. 11, § 999.314(c) (proposed Oct. 11, 2019). 
64 CAL. Civ. CODE§ 1798.140(d)(2). 
65 ISOR, supra note 12, at 22. 
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Recommended Amendments to Proposed Regulatory Language: 

Section 999.314{c): 

A service provider shall Rot use persoAal iAformatioA received eitherfrom a persoA or 
eAtity it services orfrom a c0As1:1mer's direct iAteractioA with the service provider for the 
purpose ofprovidiAg services to aAother persoA or eAtity. A service provider may, 
however, combine personal information received from one or more entities to which it is 
a service provider, on behalf of such businesses, to the extent necessary to detect data 
sernrity iAcideAts, or protect agaiAstfra1:1d1:1leAt or illegal activity carry out a business 
purpose as that term is defined by Civil Code section 1798.140(v), pursuant to its service 
provider contracts. 

C. The Regulations should be amended to remove the requirement that a business disclose 
the value of a consumer's personal information when a financial incentive is provided. 

It is challenging for any business to assign value to a single consumer's data, and data often 

gains value when it is aggregated. Consequently, financial incentive programs will more likely 
be based on a complex calculation of costs to the business and market comparisons. Any 
number that a business ultimately discloses will not be meaningful to consumers. Further, 
businesses deploy a wide range of business models that, in many cases, are proprietary. 
Therefore, requiring a business to disclose its methods and calculations could require disclosure 
of competitively-sensitive information. The Regulations should therefore be amended to clarify 
that a business is not required to disclose proprietary or competitively-sensitive information. 

Recommended Amendments to Proposed Regulatory Language: 

Section 999.307{b}{5}: 

(b) A business shall include the following in its notice offinancial incentive: 
{5} An explanation of why the financial incentive or price or service difference is 
permitted under the CCPA, including: 
a. A good-faith estimate of the value of the consumer's data that forms the basis for 
offering the financial incentive or price or service difference; and 
b. A description of the method the business used to calculate the value of the consumer's 
data. 
{6} Nothing in this section requires a business to include information in its notice of 
financial incentive that is proprietary or competitively sensitive. 
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D. The Regulations should be amended to allow information kept for record-keeping 
purposes to be used for security and anti-fraud purposes. 

The Regulations, as currently drafted, prohibit businesses from using information maintained 
for record-keeping purposes for any other purpose. 66 Limiting the purposes for which a 
business may use record-keeping information is an important consumer protection. However, 
the Regulations should clarify that the scope of this requirement is limited to personal 
information a business maintains for record keeping purposes. In addition, personal 
information businesses obtain for recordkeeping purposes may also be useful for security and 
anti-fraud purposes. Allowing a security and anti-fraud exception to this requirement could 
serve a narrow and legitimate business need and pose no discernable risk of consumer harm 
from secondary uses of the information. 

Conclusion: 

Recommended Amendments to Proposed Regulatory Language: 

Personal +information maintained by a business for record-keeping purposes 
pursuant to section 999.317 shall not be used for any other purpose, except for 
security and anti-fraud purposes. 

The NAI is grateful for the opportunity to comment on the Regulations for the CCPA. If we can 
provide any additional information, or otherwise assist your office as it engages in the 
rulemaking process, please do not hesitate to contact Leigh Freund, President & CEO 

or David LeDuc, Vice President, Public Policy 

****** 

Respectfully Submitted, 

The Network Advertising Initiative 

BY: Leigh Freund 
President & CEO 

66 CAL. CODE REGS. tit. 11, § 999.317(e) (proposed Oct. 11, 2019). 
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Message 

From: Young, Stephanie 
Sent: 12/6/2019 8:13:04 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Dolqueist, Lori Anne ; Hon, Willis 
Subject: Comments of California Water Association on Proposed Regulations Concerning the California Consumer Privacy Act 
Attachments: CWA Comments on Regulations re CCPA.pdf 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Dear Privacy Regulations Coordinator: 

On behalf of Lori Anne Dolqueist, please find attached a letter providing the Comments of California Water Association 
on Proposed Regulations Concerning the California Consumer Privacy Act. Please me know if you have any trouble 
accessing the letter. A courtesy copy is being sent today via U.S. mail. 

Sincerely, 
Stephanie Young 
Stephanie Young 
Legal Secretary 
NOSSAMAN LLP 
50 California Street, 34th Floor 
San Francisco, CA 94111 

SUBSCRIBE TOE-ALERTS 
nossaman.com 

PLEASE NOTE: The information in this e-mail message is confidential. It may also be attorney-client privileged and/or 
protected from disclosure as attorney work product. If you have received this e-mail message in error or are not the 
intended recipient, you may not use, copy, nor disclose to anyone this message or any information contained in it. Please 
notify the sender by reply e-mail and delete the message. Thank you. 
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NOSSAMAN LLP 

December 6, 2019 

The Honorable Xavier Becerra 
Attorney General 
ATTN: Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Privacy Regulati ons@doj . ca. gov 

ATTORNEYS AT LAW 

50 California Street 
34th Floor 
San Francisco, CA 94111 

Lori Anne Dolqueist 

Re: Comments of California Water Association on Proposed Regulations 
Concerning the California Consumer Privacy Act 

Dear Attorney General Becerra: 

On behalf of California Water Association ("CW A"), we provide these comments on the 
proposed regulations concerning the California Consumer Privacy Act ("CCP A"). CW A is the 
statewide association representing the interests of water utilities subject to the jurisdiction of the 
California Public Utilities Commission ("CPUC"). CW A's members provide safe, reliable, 
high-quality drinking water to approximately six million Californians. CW A appreciates the 
opportunity to comment on the proposed regulations and assist in providing greater clarity to 
businesses and consumers with respect to CCP A implementation. 

The CCP A establishes consumer rights relating to the access to, deletion of, and sharing 
of personal information that is collected by businesses. The Attorney General has determined 
that the CCP A and the proposed regulations may have a significant adverse impact on California 
businesses.1 The Notice of Proposed Rulemaking invites submissions suggesting differing 
compliance requirements that take into account the resources available to businesses and 
proposals for full or partial exemptions from the regulatory requirements for certain businesses. 
As discussed in more detail below, CW A recommends that the proposed regulations be modified 
to (1) provide greater clarity with respect to the interplay between the CCPA and obligations 
imposed by state agencies such as the CPUC, (2) exempt certain regulated utility-specific 
practices that promote efficiency and further state policies, and (3) recognize the challenges 
associated with deletion of historical data. 

I California Department of Justice, Notice of Proposed Rulemaking Action, Title 11. Law, Division 1. 
Attorney General, October 11, 2019, p. 11. 

57262811.v2 nossaman.com 
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Preservation of CPUC Regulatory Oversight 

All CPUC-regulated water utilities must collect and retain-customer specific data to 
provide safe and reliable service, to further state policy goals regarding conservation and 
affordability, and to comply with CPUC requirements. CPUC-regulated water utilities may 
provide this information to the CPUC as part of the CPUC's regulatory oversight and may share 
this information with other utilities, government agencies and municipalities, or other entities, 
but only as directed and authorized by the CPUC. In order to safeguard customer privacy, the 
CPUC has established rules and requirements regarding the collection, retention, use and sharing 
of customer data by the utilities it regulates. 

As the CPUC notes in its own comments on the proposed regulations, which CW A 
supports, the CPUC's oversight of the utilities it regulates must be maintained, and the 
obligations imposed by the CCPA cannot undermine the CPUC' s ability to protect utility 
customers and promote State policies with respect to conservation and affordability. 

Under the CCPA, the obligations imposed on businesses shall not restrict a business's 
ability to "Comply with federal, state, or local laws."2 Furthermore, a business is not required to 
comply with a consumer's request to delete personal information if the information is necessary 
to comply with a legal obligation.3 As the CPUC explains in its comments on the proposed 
regulations, it utilizes a variety of methods to regulate the collection, retention, use and sharing 
of customer data, including decisions, general orders, resolutions, rules, tariff approvals, letters, 
and other communications. 

CW A interprets the CCPA provisions regarding compliance with laws and legal 
obligations to include compliance with all CPUC requirements and directives. Therefore, to the 
extent that certain obligations set forth in the CCPA and proposed regulations would restrict a 
water utility's ability to comply with CPUC requirements and directives, the water utility would 
be exempt from those CCP A obligations. Similarly, if a consumer's request to delete personal 
information would conflict with statutory obligations or legal obligations imposed and approved 
by the CPUC, a water utility would not have to comply with that request. 

Nonetheless, in order to ensure that CPUC-regulated entities are exempt from certain 
obligations if they would prevent compliance with CPUC requirements and directives, CW A 
suggests that the language below be incorporated into the final regulations: 

§ 999.301. Definitions 

"Comply with federal, state, or local laws," as set forth in Civil 
Code section 1798.145(a)(l) includes compliance with all 

2 Cal. Civ. Code §1798.145(a)(l). 
3 Cal. Civ. Code § l 798.105(d)(8). 
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requirements and directives imposed by state agencies through 
formal and informal regulatory activities. 

A "legal obligation" as set forth in Civil Code section 
1798.105( d)(8) includes compliance with all requirements and 
directives imposed by state agencies through formal and 
informal regulatory activities. 

Sharing of Customer Information for a Public Purpose 

The CPUC has authorized water utilities to release customer-specific information to local 
governments, wholesale water agencies, and other entities for the purpose of calculating local 
taxes, managing wastewater systems, collecting miscellaneous fees, and implementation and 
enforcement of conservation programs and measures. The transfer of this customer-specific 
information thus serves important public policy interests. The CPUC has established safeguards 
that ensure that the customer information that is shared is kept private and only used for the 
purpose for which it is intended. 

Although some water utilities may collect a nominal fee related to the transfer of data to a 
neighboring municipality or wastewater utility, they do not "sell" data in the manner for which 
the CCPA was designed to provide protection. The fees collected by the water utilities simply 
place the financial burden and costs of accumulating and transferring the data onto the party 
requiring the information rather than the utility's customers. The opt-out provisions in the 
CCP A and the proposed regulations should not apply to this type of data collection and sharing 
by water utilities since the information is not being used for commercial purposes by the water 
utilities, but instead to serve the public good. CW A recommends that the following language be 
incorporated into the final regulations to allow these beneficial practices to continue: 

§ 999.301. Definitions 

"Sell," "selling," "sale," or "sold" means selling, renting, releasing, 
disclosing, disseminating, making available, transferring, or otherwise 
communicating orally, in writing, or by electronic or other means, a 
consumer's personal information by the business to another business or a 
third party for monetary or other valuable consideration as set forth in Civil 
Code section 1798.125(b) and specified in these regulations. The transfer of a 
consumer's personal information by a regulated public utility to a state or 
local government, utility or other entity, as authorized by the California 
Public Utilities Commission, is not a "sale" under Civil Code section 
1798.140(v), notwithstanding an exchange of monetary compensation for the 
consumer's personal information. 
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Deletion of Historical Data 

CPUC General Order 103-A established minimum standards for design, construction, 
location, maintenance, and operations of the facilities of water and wastewater utilities operating 
under the jurisdiction of the CPUC. General Order 103-A also sets forth requirements for record 
retention. Pursuant to General Order 103-A, certain records, which include records containing 
personal customer information, must be retained for at least ten years, and longer in certain 
circumstances. 

In order to comply with General Order 103-A, water utilities are not in a position to grant 
customer requests under the CCPA to delete customer-specific information unless the 
information was no longer required to be retained by the CPUC. At this point, these records may 
have been moved to offsite storage or may be in difficult to manage formats, such as tape logs. 
The burden of locating and deleting these records would far outweigh any public benefit. CW A 
therefore requests that historical water utility records more than ten years old be exempt from 
deletion request obligations. CW A suggests the following language be incorporated into the 
final regulations: 

§ 999.313(d)(3). Responding to Requests to Delete 

If a business stores any personal information on archived or 
backup systems or at an offsite storage location, it may delay 
compliance with the consumer's request to delete, with respect to 
data stored on the archived or backup system or at an offsite 
storage location, until the archived or backup system or offsite 
storage location is next accessed or used. Personal information 
located on archived or backup systems or in an offsite storage 
location that is more than 10 years old at the time of the 
request shall be exempt from the CCPA's deletion requirement 
as set forth in Civil Code section 1798.105. 

Alternatively, since the proposed regulations already contemplate delaying compliance 
with consumer requests to delete information on archived or backup systems, CW A requests that 
they be modified to account for the difficulties associated with accessing historical water utility 
records that may contain personal information. CW A suggests the following alternative 
language be incorporated into the final regulations: 

§ 999.313(d)(3). Responding to Requests to Delete (alternative 
proposed language) 

If a business stores any personal information on archived or 
backup systems or at an offsite storage location, it may delay 
compliance with the consumer's request to delete, with respect to 
data stored on the archived or backup system or at an offsite 

57262811.v2 
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storage location, until the archived or backup system or offsite 
storage location is next accessed or used. If a business does not 
access its archived or backup systems or its offsite storage 
location within six (6) months of a consumer's request to 
delete, the deletion request shall expire. Businesses shall 
provide notice to consumers of the possibility of expiration of 
requests for deletion of personal information on archived or 
backup systems or at an offsite storage location. 

CW A recognizes the challenge of balancing consumer privacy interests against the 
CPUC's mandate to ensure safe, reliable and affordable utility service, and the obligation of 
regulated water utilities to comply with CPUC requirements and directives. CW A appreciates 
the opportunity to submit these comments. 

Respectfully submitted, 

~ 
Lori Anne Dolqueist, Nossaman LLP 
Attorneys for California Water Association 

57262811.v2 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Attachments: 

Dileep Srihari 
12/6/2019 4:28:27 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Alexi Madon 
Comments of Comp TIA on CCPA Draft Regulations 
CompTIA CCPA Regulation Comments 12-6-19.pdf 

To: Privacy Regulations Coordinator, Office of the California Attorney General 

Please find attached the comments of CompTIA on the draft CCPA regulations. 

Dileep Srihari 
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COMMENTS OF 
THE COMPUTING TECHNOLOGY INDUSTRY ASSOCIATION 

Dileep Srihari 
Vice President and Senior Policy Counsel 

Alexi Madon 
Vice President, State Government Affairs 

COMPUTING TECHNOLOGY INDUSTRY 
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In the Matter of 

Before the 
CALIFORNIA DEPARMENT OF JUSTICE 

Los Angeles, CA 90013 

California Consumer Privacy Act 
Implementing Regulations 

) 
) 
) 
) 

Notice File No. Z2019-1001-05 

COMMENTS OF 
THE COMPUTING TECHNOLOGY INDUSTRY ASSOCIATION 

The Computing Technology Industry Association (CompTIA), 1 the leading association 

for the global information technology (IT) industry, respectfully submits these comments in 

response to the above-captioned Notice of Proposed Rulemaking Action (NOPA) regarding the 

California Consumer Privacy Act (CCPA). CompTIA's member companies encompass a wide 

cross-section of the IT sector, including software, technology services, telecommunications 

services, and device and infrastructure companies. Our members are committed to ensuring the 

privacy and security of customer data through well-crafted protections that achieve meaningful 

benefits, while avoiding unnecessary restrictions that would limit innovation and/or impose 

significant costs that would ultimately harm competition and consumers. 

INTRODUCTION 

In these comments, we focus on selected provisions of the proposed NOP A that should 

be revised prior to adoption of the final regulations. As a general matter, it bears mentioning that 

several draft provisions discussed below would significantly expand upon requirements 

1 CompTIA supports policies that enable the information technology industry to thrive in the 
global marketplace. We work to promote investment and innovation, market access, robust 
cybersecurity solutions, commonsense privacy policies, streamlined procurement, and a skilled 
IT workforce. Visit www.comptia.org to learn more. 

I 

CCPA_ 45DAY _00862 

Guest
Line

Guest
FreeText
See
Below



established in the text of the CCPA, in some cases in a manner that conflicts with the purpose of 

the relevant statutory provision. The CCPA is already a remarkably detailed statute in many 

respects, and where the Legislature has provided significant detail, the implementing regulations 

cannot simply add more requirements that are surplus to, or in some cases even replace, the 

statutory scheme. Doing so would be inconsistent with the Department's authority under law, 

and those provisions must be modified or eliminated in the final regulations. 

The specific provisions addressed in these comments, and the edits proposed below, are 

not necessarily the only areas for potential improvement in the draft regulations. We look 

forward to reviewing the other comments submitted and engaging further with the Department as 

the CCPA rulemaking process proceeds further. 

DISCUSSION 

I. § 999.305. Explicit Consent Cannot Be Required for Each New Business Purpose. 

Proposed Edit: 

§ 999.305(a)(3). A business shall not use a consumer's personal 
information for any purpose other than those disclosed in the notice at 
collection. If the business intends to use a consumer's personal 
information for a purpose that was not previously disclosed to the 
consumer in the notice at collection, the business shall directly notify the 
consumer of this new use and obtain explicit consent from the consumer 
to use it for this new purpose. 

As currently drafted, Section 999.305(a)(3) would require that the notice provided at the 

time of collection disclose the purposes for which personal information will be used, while 

adding a new requirement that explicit consent be obtained for every new purpose. Requiring a 

business to obtain explicit consent for every new purpose significantly and impermissibly 
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extends the statutory language, which clearly only requires that notice of such additional 

purposes be provided.2 

In addition, adding an explicit consent provision would significantly undermine the 

purpose of the statutory provision, which is to ensure that customers understand how their 

personal information is being used. If the draft regulation is adopted in its current form, 

businesses would be incentivized to provide more far-reaching and/or generalized notices 

upfront in order to avoid the "explicit consent" requirement. This would undermine the statutory 

objective of ensuring that consumers understand more specifically how their personal 

information will be used. Instead, consumers would be better served if businesses are 

incentivized to provide more specific notice when a new purpose is implemented, at which time 

the consumers can opt-out or remove their information if desired. 

II. § 999.306. Businesses Exempt from Opt-Out Notification Should Not Be Penalized 
if They Later Choose to Sell Information. 

Proposed Edit: 

§ 999.306(d). A business is exempt from providing a notice of right to opt
out if: 

(1) It does not, and ·.vill not, sell personal information collected during the 
time period during which the notice of right to opt-out is not posted; and 

(2) It states in its privacy policy that that it does not and ·.vill not sell 
personal information. A consumer ·.vhose personal information is collected 
·.vhile a notice of right to opt out notice is not posted shall be deemed to 
have validly submitted a request to opt out. 

The CCPA is not intended to prevent a business's future potential to sell personal 

information, and mandating such forward-looking restrictions will prevent businesses from 

2 Compare § 999.305(a)(3) (adding an explicit consent requirement) with CCPA § 1798. IOO(b) 
("A business shall not collect additional categories of personal information or use personal 
information collected for additional purposes without providing the consumer with notice 
consistent with this section.") 
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evolving their business plans. Treating all personal information collected during a non-sell 

period as a "deemed opt-out" imposes a higher burden on the business - potentially even higher 

than if the information had been appropriately collected after selling commenced, since the draft 

regulations require businesses to keep a record of the opt-outs they receive. This is in tension 

with other parts of the statutory text, which contemplate that businesses should be able to use 

information for additional purposes if notice is provided (see also section II above). Moreover, 

as currently drafted, the provision above creates uncertainty for businesses that may not have 

been selling personal information at the time of collection, but later choose to do so. 

III. § 999.307. l\fandated Data Valuation and Methodology Disclosure is Unworkable. 

Proposed Edit: 

§ 999.307(b). A business shall include the following m its notice of 
financial incentive: *** 

(5) An explanation of why the financial incentive or pnce or service 
difference is permitted under the CCPA, including: 

a. A good faith estimate of the value of the consumer's data that 
forms the basis for offering the financial incenthre or price or service 
difference; and 

b. A description of the method the business used to calculate the 
value of the consumer's data. 

The draft regulation above goes significantly beyond the text of the CCP A by requiring 

businesses to disclose the value and methodology of the financial incentive. Such a requirement 

would be difficult to administer, particularly since different types of commercial relationships 

can make it difficult for a company to precisely value consumer data. At some level, the 

regulation seems to misapprehend the nature of "value" in data, for data itself is difficult to value 

in the abstract, with the services provided surrounding such data playing a greater role in "value" 

than the information itself Indeed, academics have created wildly divergent methods for valuing 
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consumer data. The requirement also serves little consumer benefit, particularly since at least 

one metric of "value" - the value of the difference in price or services obtained by the consumer 

by granting consent - should be readily apparent to the consumer. 

In addition, forcing businesses to disclose information how they might choose to value 

their own data - even if only to comply with a regulatory requirement - would be forcing the 

release of potentially very commercially sensitive information. Methodology information could 

provide competitors with insights about how a business operates, or the nature of its relationships 

with other entities. Mandating release of such proprietary information would inhibit a business's 

ability to operate, eventually limit competition, and ultimately backfire on consumers. 

IV. § 999.314. Service Provider Regulations l\!Iust Account for Provisions in CCPA 
That Explicitly Contemplate the Use of Data for Provider Operations. 

Proposed edit: 

§ 999.314(c). A service provider shall not use personal information 
received either from a person or entity it services or from a consumer's 
direct interaction with the service provider, without the agreement of such 
person, entity, or consumer, for the purpose of providing services te 
another person or entity that result in the sale of a consumer's personal 
information to a third party. A service provider may, hmvever, combine 
personal information recehred from one or more entities to ,.vhich it is a 
service provider, on behalf of such businesses, to the extent necessary to 
detect data security incidents, or protect against fraudulent or illegal 
activity. 

§ 999.314(d). If a service provider receives a request to know or a request 
to delete from a consumer regarding personal information that the service 
provider collects, maintains, or sells on behalf of the business it services, 
and does not comply with the request, it shall explain the basis for the 
denial. The service provider shall also inform the consumer that it should 
submit the request directly to the business on whose behalf the service 
provider processes the information and, when feasible, provide the 
consumer with contact information for that business. 

CCP A explicitly permits disclosures to "service providers" for a broad list of business 

purposes, and further defines "business purpose" to include both a business' or a service 
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provider's operational purposes. 3 The statute also permits service providers to use personal 

information received from one business for the business purposes of the service provider where 

the use is authorized as part of the contracted-for "services" provided to that business. 4 In 

contrast, the draft regulation focuses solely on the business purpose of the business itself and 

ignores the use of information by the service provider for its operational purposes or other 

notified purposes, defeating the design of the statute. This would prevent several of the activities 

that are explicitly included on the list of permissible business purposes from taking place. The 

proposed edits to subsections 314( c) and ( d) above offer one potential path for fixing these 

problems. 

V. § 999.315. Opt-Out l\fechanisms Should Guard Against Self-Serving Browser 
Implementations and be Prospective Only. 

Proposed edits: 

§ 999.315(a). A business shall provide two or more designated methods 
for submitting requests to opt-out, including, at a minimum, an interactive 
webform accessible via a clear and conspicuous link titled "Do Not Sell My 
Personal Information," or "Do Not Sell My Info," on the business's website 
or mobile application. Other acceptable methods for submitting these 
requests include, but are not limited to, a toll-free phone number, a 
designated email address, a form submitted in person, a form submitted 
through the mail, and user-enabled privacy controls, such as a browser 
plugin or privacy setting or other mechanism, that communicate or signal 
the consumer's choice to opt-out of the sale of their personal information. 
User-enabled privacy controls, such as a browser plugin or privacy setting 
or other mechanism, that communicate or signal the consumer's choice to 
opt-out of the sale of their personal information shall not automatically 
opt-out consumers. Consumers must take an affirmative action to opt
out. *** 

§ 999.315(c). If a business collects personal information from consumers 
online, the business shall treat user-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism, that communicate 
or signal the consumer's choice to opt-out of the sale of their personal 

3 CCPA § 1798.140(d). 
4 CCPA § l798.I40(t)(2)(C). 
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information as a valid request submitted pursuant to Civil Code section 
1798.120 for that browser or device, or, if known, for the consumer, 
provided that the consumer undertakes an affirmative action to opt out of 
the sale of their information. Default opt-outs shall not constitute an 
affirmative step to opt out. 

§ 999.315(f). A business shall notify all third parties to whom it has sold 
the personal information of the consumer •.vithin 90 days prior to the 
business's receipt of the consumer's request that the consumer has 
exercised their right to opt out and instruct them not to further sell the 
information. The business shall notify the consumer ·.vhen this has been 
completed. 

Codifying browser-based signals in regulations would potentially allow browser software 

developers to unilaterally turn on "do not sell," or even do it selectively for certain companies. 

This represents a very significant transfer of power, and the regulations must therefore take care 

to avoid the potential for self-serving implementations in browser software. The first two edits 

above - to subsections 315(a) and (c)- would address this possibility by requiring users to take 

affirmative steps to enable any browser-based opt-out features. 

Meanwhile, subsection (f) proposed to require businesses to reach back 90 days prior to 

an opt-out request and instruct third parties not to further sell information. This requirement is 

not found in the text of CCP A and does not create any meaningful protections for consumers 

since businesses would not necessarily have control over how third parties have treated data that 

was transferred without being subject to any opt-out restrictions. Therefore, the only effects of 

this provision would be to create needless administrative burdens (at best), and a false sense of 

privacy (at worst) to consumers that any pre-opt-out information is somehow within the power of 

the collecting business to scrub from all third parties. The better approach is to give consumers 

information and empower them to take action, and then to make businesses responsible for 

implementing those actions on a prospective basis only. 
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VI. § 999.317. Record-Keeping Requirements that are Inconsistent with CCPA Should 
Be Eliminated or Clarified. 

Proposed edit: 

§ 999.317(g). A business that alone or in combination, annually buys, 
receir.res for the business's commercial purposes, sells, or shares for 
commercial purposes, the personal information of 4,000,000 or more 
consumers, shall: 

(1) Compile the follmving metrics for the previous calendar year: 

a. The number of requests to knmv that the business received, 
complied ·.vith in •.vhole or in part, and denied; 

b. The number of requests to delete that the business received, 
complied ·.vith in •.vhole or in part, and denied; 

c. The number of requests to opt out that the business received, 
complied with in whole or in part, and denied; and 

d. The median or average number of days within which the business 
substantively responded to requests to know, requests to delete, 
and requests to opt out. 

(2) Disclose the information compiled in subsection (g)(l) ·.vithin their 
privacy policy or posted on their •.vebsite and accessible from a link 
included in their privacy policy. 

The record-keeping envisioned by subsection 317 goes beyond what is required by the 

text of the CCP A, and the Department therefore lacks the necessary authority to create this new 

requirement. Moreover, the proposed language in subsection 3 l 7(g) is substantively 

problematic. For example, it is unclear what constitutes a request that is "complied with" or has 

been "denied," since certain requests may fit into different buckets depending on contact. If a 

consumer could not be verified, how would that be characterized? What if the request was 

subject to a statutory exception? The lack of specificity on these issues will make 

implementation very challenging. At a minimum, subsection (g) should be deleted, or at the 

least significantly clarified to provide greater certainty to businesses on these matters. 
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If the provision is nevertheless retained, subsection (g)(l)(d) should provide an option for 

the average number of days to respond, rather than median-only, since many businesses already 

maintain various response-time statistics on an average basis rather than a median basis. For 

those businesses, having an average reporting option would therefore potentially avoid requiring 

the unnecessary expense of collecting or reporting of additional data. 

CONCLUSION 

CompTIA and our member companies continue to take consumer privacy issues very 

seriously, and well-crafted privacy protections must achieve meaningful benefits while avoiding 

unnecessary restrictions that would harm innovation, hurt competition, drive up costs, or violate 

the statutory scheme established by the Legislature. We urge the Department to adopt the 

changes described above, and we look forward to reviewing feedback from others on the draft 

regulations. 

December 6, 2019 

Sincerely, 

Isl Dileep Srihari 

Dileep Srihari 
Vice President and Senior Policy Counsel 

Alexi Madon 
Vice President, State Government Affairs 

COMPUTING TECHNOLOGY INDUSTRY 
ASSOCIATION 
515 2nd Street NE 
Washington, DC 20002 
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Message 

From: 
Sent: 

To: 

CC: 

Alan Thiemann 
12/6/2019 9:31:18 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

· Lauren Scheib 
· John Kleeman 

Subject: Comments of the Association of Test Publishers 
Attachments: Final Comments 12062019.pdf 

; John Weiner 

Please find attached the comments filed on behalf of the Association of Test Publishers (ATP). We appreciate 
the opportunity to provide this input and we hope our views will provide constructive recommendations for 
modifying the Proposed Regulations. We are available for follow up questions or a face-to-face meeting should 
the Office feel it would be helpful. 

Please let me know if a call or meeting is requested. 

Thank you for your attention to this matter. 

Alan Thiemann 
General Counsel 

Alan J. Thiemann 
Law Office of Alan J. Thiemann 
700 12th Street, NW 
Suite 700 
Washington, DC 20005 
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BEFORE TfIB CALIFORNIA DEPARTlv{ENT OF JUSTICE 

California Code of Regulations, Chapter 20, Title II, Div, l (sections§§ 999300 - 999.34]) 

Com:n1ents of the Association of Test Publishers 

The Association of Test Publishers ("ATP") submits these comments to address the 
serious concerns of the testing industry about the Proposed Regulations for implementing the 
Califbmia Consumer Privacy Act ("Proposed Regulations"), as published on October 11, 2019, 

This submission is being made by the required date ofDecember 6, 2019. 

T11e ATP is the international trade association for the testing industry. The ATP is 
comprised ofhundreds of publishers, test sponsors (i.e., owners of test content, such as 

certification bodies), and vendors that deliver tests used in various settings, including healthcare, 
employment (e.g., employee selection and other HR functions), education (e.g., academic 

admissions), clinical diagnostic assessment, and certification/ licensure (e.g., licensure/ 
recertification of various professionals), and credentialing, as well as businesses that provide 

testing services (cg., test security, scoring) or administering test programs ("Members"). Since 
its inception in 1987, the Association has advocated for the use of fair, reliable, and valid 
assessments, including ensuring the security of test content and test results. Our activities have 
included providing expertise to and lobbying the US Congress and state legislatures on proposals 
affecting the use of testing in employment and education, as well as representing the industry on 
regulatory matters and litigation surrounding the use of testing, We developed and currently 
publish compliance guidelines on the EU General Data Protection Regulation ('"GDPR") and are 
currently publishing a series of educational bulletins entitled, "Privacy in Practice" that focus on 

compliance with both US and international privacy laws and regulations. 1 

The ATP respects the goals of the Proposed Regulations to ensure comprehensive 
implementation of the California Consumer Privacy Act (''CCP A") and to provide guidance to 
businesses that must comply. However, we strongly believe that specific circumstances common 
in the testing industry, along with the many smaller/medium-sized businesses in the industry, 
justify modification of the Proposed Regulations when balanced against the rights of individual 
test takers as consumers, Thus, the ATP urges the Attorney General to take these specific 
comments into account in adopting final regulations. 

1 The ATP is preparing to publish a bulletin on compliance with the CCPA yet this month. 

Another pending bulletin focuses on the use of international standards by testing organizations to 
achieve data security and privacy objectives (i.e., ISO 27001, ISO 27701), as well as the use of 
third-party audits that are perfonned under AICP.A (American Institute of CPAs) standards for 
Systems and Operational Controls (SOC) Reports. See discussion of ""reasonable security 

measures," infra. at p. 18. 
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Many testing events occur which greatly benefit and protect the general public, along 
-i.,vith those \Vho rely on test results, especially individual test takers, California consumers are no 
exception to the vast ·- and growing ····· population of users of assessments whose purpose is to 
advance themselves personally and/or profossionally.2 

Individuals voluntm:ily submit to being tested for many reasons. Among them is to 
obtain a driver's license, to identify ways to improve their lives, to understand their academic 
strengths and weaknesses, to gain admittance to an institution of higher learning or other 
academic/adult educational program, to seek employment or to gain a promotion once employed, 
to become licensed/certified in a profession, to become certified in sport/recreation ( e.g., flying, 
scuba) or professionally (e.g., IT certifications in literally thousands of technical skills), and even 
to understand their ovm health (e.g., diagnostic tests) or how to provide lifesaving procedures on 
others (e.g., CPR). In a majority of these instances, assessments are pivotal to a public interest 
and/or consumer protection motive (e.g., rnedical, legal, accounting, airline pilot, police, EMT), 

Many of these situations are examples of "high stakes" secure testing, i.e., where the 
outcome of a test carries a significant consequence for the test taker (such as a securing a job, 
getting admitted to a school, or being issued a license or certificate), In these cases, the test 
items are kept secure (even by the U.S. Copyright Office, which has separate copyright 
registration procedures for secure tests) to ensure that future test takers cannot obtain advance 
knowledge of them ····· which would have the effect of invalidating the test results. In fact, if some 
test takers are able to obtain favorable results on a test by cheating then the value of the testing 
program is cornpletely undermined for everyone. Testing has become part of our daily lives; 
individuals generally well understand that testing provides them with benefits, directly or 
indirectly, by w,slsting to serve the: public health, safety, and welfare of the community or society 
as a whole. 

Thus, it is vitally important that every high stakes testing program is able to ensure that 
its online registration process can be conducted in accordance with the CCP A and that all test 
adrninistrations, whether conducted in person or online, are fair to all test takers. In so doing, a 
testing organization .must be able to ensure that an individual who takes a test is in fact the same 

individual who is registered to take the test (with or without establishing that s111e is eligible to 
take the test), Furthermore, testing organizations must monitor testing events to ensure that 

2 The ATP's comments are not intended to apply to educational testing in K-12 classrooms 
However, the ATP is aw·are that some school admissions testing of children is done by computer, 
as weU as career-oriented K-12 educational and vocational education programs for children. In 
any situation involving the testing ofininors, including for medical/diagnostic purposes, the ATP 
expects that the controlling business would require a test taker agreement to be signed by the 
parent, inasmuch as minors do not have legal status to enter into such an agreement Thus, 
regardless of age of the minor child, the ATP requests that the final regulations (§999.330-332) 
be modified to be consistent with this legal requirement \Ve submit that if there is m1 effective 
"afiirmative: authorization" by a parent or guardian in the first instance, there is no need for any 
separate opt-out notice to the child or a separate opt-in process. 
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administration irregularities which may have an adverse impact on every test taker are detected 
and handled in an appropriate manner.3 Equally important, testing organizations seek to ensure 

that all personal infonnation collected from test takers (i.e., "consumers") is protected from 
unauthorized access and/or acquisition, and that all privacy-related requests from consumers are 
handled appropriately under the terms of the relevant laws. For all of these reasons, the ATP 
submits that every high-stakes testing organization has the following legitimate purposes 

associated with the need for collecting and using the personal infonnation of test takers: (1) to 
ensure fairness in testing; (2) to prevent fraud (i.e., cheating) by individuals taking a secure test; 
and (3) to protect proprietary (and often copyrighted) secure "high stakes'' test items from being 
stolen by test takers and illegally distributed to future test takers. 

Consistent with the above objectives, the ATP notes that many high stakes testing 
programs are national in scope, drawing test takers from every state.4 For ease of business 
operations, ATP Members often adopt a uniform Privacy Policy to meet the needs of all test 
takers across the United States. Given the upcoming effective date of the CCPA, we understand 
that many testing organizations have already modified their privacy policies to meet the CCPA 
requirements. Thus, it is very impmiant to ATP Members to be able to manage their operations 
to address all aspects of the CCP A while complying with other applicable state privacy laws. 
Through it<; comments, the ATP has addressed testing-specific issues to highlight interpretations 
and recommended ways to modify the Proposed Regulations. 

Qeneral Backg.rm.md - Roles a.m:I Responsibilities in Testing 

At the outset, we need to make the Attorney General aware that a majority of the high 
stakes testing progran1s do NOT rely on a traditional two-party business relationship, where a 

····----·········--···········--·--·······""' 

3 It is important to recognize that in most high stakes tests, the test-taker is expected to answer 
questions on his/her own, without having advance access to test questions, receiving any 
assistance from another person, by using reference materials or notes, or having unauthorized 
access to the Internet. Obviously, these high stakes tests are unique to the specific individual 
taking the test- the results/scores are only intended for and relevant to the specific individual 
who has registered for the test and then verified to take the test. Consequently, every testing · 
organization pays significant attention to the security of test content and test taker infonnation, to 
ensure that cheating on tests is prevented so that every test taker has an equally fair opportunity 
to succeed. 

4 Indeed, many ATP Members operate international testing programs, meaning that those 
organizations register and administer tests to foreign test takers. Thus, they must operate in 
accordance with foreign privacy laws, especially the General Data Protection Regulation 
("GDPR"). In those situations, many ATP Members have attempted to establish a unifi.)rm 
privacy policy that hannonizes the GDPR with the CCP A. It is unrealistic to expect an entity 
doing business internationally to adopt completely separate and distinct privacy policies for each 
country in which it operates (or for each state in the United States). 
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consumer has a direct relationship to the business that is selling goods or services ( e.g., going 

into a store or online to make a purchase directly from a seller). To accomplish smoothly 

functioning and efficient operations to serve their customers, many testing org,mizations have 

segmented their operations into two or more diverse roles in the provision of testing services: 

one entity that owns the test (that may have developed the test or contracted for its development) 

and makes all of the decisions about how to use any personal information obtained from an 

individual test taker; and one or more secondary entities that actually handle the delivery, 

administration and scoring of the testing services. It is such a secondmy entity that in many 

instances is the one that actually has the direct contact vvith the test taker/consumer, 5 In addition, 

there often are other parties ,:vho provide supporting services to either or both of the two 

principal businesses (i.e", function as a "service provider" under the CCPA). The final 

regulations must recognize that any business that functions as a "service provider" does not 

control the collection and use of consumers' personal information,6 

Another unique factor of the high stakes testing industry is that "consumers" of tests and 

testing services may be individuals, but in many instances, the rights to use tests and/or testing 

services are "so]d" to businesses (ie., employers) or profossionals (e.g., doctors, psychologists), 

who then have the responsibility to arrange for the administration of the tests to the actual test 

takers, either by themselves or by a test delivery vendor. In this context, then, it is equally 

important to note that, especially for "secure tests" (Leo, those tests whose items rnust not be 

made available to test takers in advance of a test administration), the tests thernsel ves are not 

"sold" in the commercial sense, but are provided for use by the custorner of the testing services····· 

mvnership of the tests is not conveyed in a commercial "'sak"7 

---··········"·--············-

5 Under the GDPR, these parties are labeled a_q the "controller' and the "processor_" The ATP 
encourages the Attorney (Jenera] to adopt these terms or at least provide equivalent definitions 
by making use of similar parallel tenns, both for the sake of clarity and to enable consistent 
treatment of personal information by entities that must comply with both the CCPA and the 
GDPR Without clarification in the final regulations, the ATP fears that the CCPA could be 
interpreted as placing a higher regulatory burden on the processor/service provider than it does 
on the controller-

6 Thus, the ATP generally endorses the Proposed Regulations regarding "service providers" (see 

§999.313), although we have recommended clarification of these regulations, as addressed in 

Section 7 (see infiu. at pp. 21-23). 

7 Secure tests are granted special copyright protection in the United States under the 1976 

Copyright Act The re1:,ll.11a:tions implementing the Act define (in part) a "secure test" as "a 

nonmarketed test.,," "For these purposes, a test is not marketed if copies are not sold but it is 

distributed and used in such a manner that ownership and control of copies remain with the test 

sponsor or publisher." 37 CFR 20220(b)(4). [FOOTNOTE CONTINUED ON ~'EXT PAGE] 

4 

CCPA_45DAY_00875 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W115-4cont

Guest
FreeText
W115-5 

Guest
FreeText
W115-6 

Guest
FreeText
W115-7 



Perhaps because of the complexities inherent in the provision of testing services, the 

standard practice .fi:,r most testing organiza.tions is the use of a formal test taker fonn/agreement 

to spell out to each individual test taker both his/her rights and responsibilities related to the 

testing servkes ( e.g., rights to challenge or appeal, retest rules, prohibitions on copying/sharing 

test items), as well as the intbnnation about the business's privacy policy, which the consumer 

rnust acknowledge or accept 8 A1nong the uses of personal information that may be enumerated 

in such agreements are specific steps taken to ensme that cheating does not occur (e.g., 

monitoring test administration either physically or electronically). Many testing organizations 
require the test taker to sign this agreement first when registering online for the test and then 

again at the test administration before the test taker begins the testing session, which provides 

evidence that the test taker was given the required notice twice. 

Because of the well-documented division ofresponsibilities among different entities 

participating in a testing event, the most critical issue in a privacy context is which entity has the 

responsibility for collecting personal information from test takers and for detennining what 

use(s) are to be made of that information, \Vhich usually is the test owner. While the high stakes 

test o\Cvner may obtain test taker information from one or more of its service providers in the 

performance of the testing services, the responsibility for compliance with the CCP A must fr1Jl 

squarely on the test ovmer, the entity that makes all ofthe relevant decisions about \Vhat personal 

information should be collected and \Vhat uses it makes of that personal information.9 

Equally pertinent to this issue is the key distinction bchveen test takers' personaJ 
information (e,g., name, address, email address) and the outcome of testing services purchased 
by the test takers --· the test results or scores, Although it may be appropriate in some situations 
to recognize that the answers to test items given by a test taker are "personal" to that individual, 

-·········--·········--- -----········---••••••••••••w---·········---

See 42 Fed Reg. 59,302, 59,304 & n, 1 (Nov. 16, 1977). The ATP contends that the final 

regulations must include guidance on an exception addressing the recognition of a business's IP 

rights under federal law, 

8 The ATP believes that, to the extent that a test t,1ker form/agreement is used by a testing 
organization as a "point-ot:collection notice," it must meet the requirements of §999305(a). 
Neverthe.less, no matter how rnuch a business tries to use ''plain language" and "avoid legal 
jargon," someone can always assert that a document fails to conform. The final regulations 
should be modified to include language that a notice shall be "reasonably written to achieve the 
goals" to ensure that a balanced approach is used to evaluate all such documents. 

9 Of course, some of those responsibilities may be delegated by contract to one or more service 

providers, who often times have the direct relationship with the test takers, such as handling 
registration of test takers, adr:ninistering the actual testing services, scoring tests, and/or 

managing the security of the testing event See discussion of "data broker" infra. at p, 23. 
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test results/scores are not "collected" infrmnation. 10 Test results/scores are the product of the test 
services procured by the consumer; they are not information collected from test takers, but are 
derived outcomes produced by the testing organization using proprietary scoring rubrics. 11 

Moreover, the uses of test results/scores are co-extensive with the need of each test taker 
fix the testing services. In other words, if an individual is seeking a license/certificate 
documenting a particular skill (e.g., in law, medicine, tedmology), the issuer of that 
license/certificate is the owner of the test and the outcome is based on the individual's test 
rest1Hs/score; similarly, if an individual is seeking a job or a promotion, that decision is made by 
the employer, based upon various factors, including the individual's test results/scores, 
Application of overly-prescriptive privacy requirements on the sharing of an individual's test 
results/scores defeats the very purpose the individual had in taking the test in the first place. 12 

Another issue related to test results/scores is raised by the CCPA definition of "personal 
infonnation" to include "inferences" drav,m from any of the information identified to create a 
profile about a consurner; specifically, the law addresses inferences about a consumer's: 
preferences; characteristics; psychological trends; predispositions; behavior; attitudes; 
intelligence; abilities; or aptitudes. See CaL Civ. Code §l 798J40(o)(l)(K), The ATP submits 
---·········------
10 Even "raw" data provided by a test taker is not always considered to be "personal infonnation" 
or treated as personal infonnation, In circumstances where the test taker is an employee, where 
the testing organization's IP rights must take priority over a person's test answers, and where 
other exemptions may exist that supports a denial of a request for access to, or deletion of: 
information collected from the test taker, such test answers are effectively not personal 
inii.:)rmation , These situations are covered in the test taker agreement (see infra. fo. l 0). 

l1 Significantly, this type of derived information is largely unique in the testing industry. Test 
results/scores are distinguished from consumers' input on social media services, where an 
individual's postings to the platfon11 are then shared in the same manner and context in which 
they were inputted. Nor are testing results/scores remotely similar to derived personal 
information that is generated in a marketing context, where a person's buying patterns;11ehaviors 
are tracked and used to create a profile that is sold to other marketers. Indeed, the Proposed 
Regulations (at §999.305(d)), make it clear that such results cannot be "personal infonnation at 
the time of collection" - obviously, test results/scores do not even exist at the time of collection 
of the consumer's personal information related to the testing services. An individual acquires ( or 
obtains) testing service vvhere test scores are the contracted for outcome or product What a 
testing organization does vvith those scores is governed by and disclosed !:o the test takers in the 
test taker agreement. 

12 This is true regardless of whether the individual paid for the test; in some instances ( e.g., 
empfoyrnent, training) the employer may have paid for the test Even when an individual. pays 
for the test, s/he authorizes the test owner to share the results/scores with certain designated 
recipients ( e.g,, schools to which the individual is applying, jobs for which the individual is 
applying, ce1iifica:tion bodies from which the individual is seeking a .license or certificate\ 
Either way, the need for a decision-maker, or multiple decision-makers, to obtain the test 
results/scores is precisely the reason why the individual registered for and took that test 
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that if the CCPA is implemented with extreme interpretations, it vvoi.i:ld et1ectively ban all of the 
testing services we have discussed< Rather, we believe that the CCPA is focused on regulating 
the sale of consumer marketing profiles to other marketers, not preventing consumers from 
obtaining testing services they themselves consider valuable, Read in this light, then, the final 
regulations should articulate this distinction and establish the clear focus on the uses of personal 
information for consumer marketing activities, not the prevention of legitimate business service 
outcomes, 

Another reason for our concern about the treatment of test results/scores stems from the 
definition of the term "sale" under the CCPA, The CCPA defines the "selling" of personal 
information broadly to mean a business selling, renting, releasing, disclosing, disseminating, 
making available, transferring or otherwise communicating orally, in \vriting, or by electronic or 
other means, a consumer's personal information to another business or a third party for monetary 
or other valuable consideration, Unfortunately, neither the CCPA nor the Proposed Regulations 
defines what qualifies as "other valuable consideration!' It is absolutely crucial that the 
Attorney Genera] establish a proper definition in the final regulations, clarifying what is 
"valuable consideration" in specific contexts. Without such clarity, a testing organization that 
shares a "common interest" in scoring and reporting test scores of test takers with its affiliates, 
subsidiaries, service providers, contractors, or other business partners ("vendors") (i.e., the: 
controlling business must share personal information in order to fol.fill its contractual obligations 
to provide testing services - especially the test results/scores on a test), inappropriately may be 
deemed to be: violating the CCPA< The ATP contends that such "common interest" sharing does 
not constitute "valuable consideration" inasmuch as test takers' results/scores are only shared to 
fmiher the underlying testing service contract and they do NOT result in any commercial value 
related to any marketing of personal information to these other businesses, 13 

In advancing these positions regarding privacy notices, the ATP affirmatively agrees that 
a testing organization that uses test takers' personal information, including any test 
results/scores, fi)r advertisinghnarketing purposes, or shares such information with a vendor in a 
way that permits the vendor to commercially use that information, must comply with the CCPA 
requirements as related to such purposes. 14 Therefore, when a testing organization wants to 
com1mmicate with previous test takers to promote or market its products or services (e.g<, new 

---·········"·---

13 In most situations, the testing organization's contract ,vith a vendor specifically restricts the 
use of any personal information shared pursuant to the contract to the services required, In other 
words, the vendor is not allowed to use that personal information fr;r its ovvn business pmJlose:s 
outside of the services being provided under the contract with the controlling business. 1t is that 
third-party commercial rnarketing that the CCP A intends to regulate, not the ability of vend.ors to 
provide legitimate services in the fulfillment of an underlying contract. 

14 By comparison, it should be abundantly dear that communicating with a consumer about 
his/her current contract for testing services (e.g<, providing details about which test and the test 
location or date), is expected as part of a current contractual relationship and does not constitute 
marketing. 
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testing products or companion testing opportunities not already involved in a services contract), 
those communications constitute marketing and the business must comply with the CCPA 

This background information on the roles and responsibilities as found in the testing 
industry relate to specific Proposed Regulations, as addressed in the following comments. 

,(:ommcnts on the Proposed Regulations 

1, Issues in determining if a testing organization is covered«:. 

Tv,ro fundamental issues confront a testing organization in detern1ining if it is covered under 

the CCPA: (1) whether it has more than $25 million in gross revenues; and (2) whether it collects 

personal information on more than 50,000 California consumers, Moreover, parent companies 

and subsidiaries using the same branding are covered in the definition of "business," even if they 

themselves do not exceed the applicable thresholds - the ATP o~jects to this determination on 

the grounds that if the parent/subsidiary is itself a separate legal entity, it is lmA,fully entitled to 

be treated as a separate business. The final regulations should rectify this mistaken legal 

position. 

Despite extensive debate since passage of the CCPA as to whether the appropriate revenue 

threshold is "California revenues" or total revenues ofthe organization for all of its operations, 

the Proposed Regulations arc silent in resolving that question. Because a testing organization 

may have total gross revenues that exceed the $25 million threshold on a national or even 

international basis, but generate less than that amount from selling testing services to Califbmia 

consumers, resolving that question is extremely important for the testing industry. In other 

words, a business may engage in test development and other consulting services completely 

outside of California that do not involve the collection ofpersonal infommtion of California 

consumers or any commercial marketing of their personal infonnation collected by others. We 

submit it would be unfair to hold a business liable to comply based on revenues that are not 

related to the legitimate consumer privacy pu311oses of the CCPA In those situations, the ATP 

subrnits that the business is not subject to the CCPA 15 \Ve request that the final regulations 

address both of these possibilities to clarify the appropriate scope of the CCPA. 

Turning to issues over the threshold involving the number of consumers, many testing 

organizations, whether they are controllers or processors (service providers) of test takers' 

personal infonnation, may have no way to determine if they have records on more than 50,000 

··--··-···------·············"·---·············--
15 Thus, any interpretation of this threshold test that interferes with and/or creates a burden on 
interstate commerce is invalid under the Commerce Clause ofthe United States Constitution. 
(Article I, Section 8, Clause 3), which gives to Congress the exclusive power to regulate 
comrnerce "between the several States." This is true regardless of whether the entity is located 
in Califbmia or outside of the state. 
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California consumers. The ATP has already heard from some of its members that, especially 
when functioning as a service provider (e.g., providing test delivery and/or scoring services), test 
takers' physical addresses are not always used, which therefore makes it impossible to determine 
the consumers' state of residence, and consequently, whether the testing organization meets the 
threshold.16 This lack ofphysical address is also likely if the testing organization uses only a 
coded (or tokenized) identifier. Accordingly, the ATP requests that the final regulations 
acknowledge that the inability to determine ( either physically or electronically) the number of 

California consumers in a database will not in itself be interpreted as a violation of the CCP A -
or will not result in an automatic assumption that the business is covered. 

2. Issues concerning "Qoint-of-collectio:n" notices. 

As noted above, a testing organization that acts as a controller may not actually collect test 
takers' personal information, rather it is most often collected by one or more service providers 

(e.g., website operator, payment gateway, testing services vendor). That practical reality leads to 
concerns about how Privacy Notices are to be handled under the Proposed Regulations. 

\Vhile §999.305(a)( l) sets forth the "general principle" that such notice "is to inform 

consumers at or before the time of collection of a consumer's personal information of the 

categories of personal information to be collected from them and the purposes for which the 

categories of personal information 'Nill be used[,]" nowhere in this regulation, nor in the CCP A 
itself: is there a requirement as to who has to provide the notice. As such, the ATP submits that a 
valid "point-of-collection" notice should be able to be provided to a specific consumer by either 
the controlling business or by its service provider(s) under contract. We urge the Attorney 
General not to lose sight of the crucial general principle - as long as the appropriate notice is 
given to consumers (here test takers) prior to the collection ofpersonal infonnation, it should not 
matter whether that specific notice is given by the owner/sponsor of the test/test program, who 

makes the decisions about the purposes and uses of the collected infmmation, or by a service 
provider working under contract to the test owner that may actually have the direct contact \vith 

the consumers.17 

·----·····----·······----··· 
16 Many organizations operate national or international online testing programs, where typically 

test takers are only identified by full name and email address, but since there is no need the 

physical address, it is not captured. This is particularly the case when an entity follows privacy 

minimization guidelines. Moreover, a single testing organization may have multiple customer 
contracts and thus not know---or have any ability to ascertain----how many Califbrnia consumer 

records it has (e.g., 50,000 or·4 million). 

17 The Proposed Regulations state that, "If a business does not give the notice at collection to the 
consumer at or before the collection of their personal information, the business shall not collect 
personal infonnation from the consumer." §999.305(d). The ATP recommends that this 
sentence should be modified to acknowledge [FOOTNOTE CONTINUED ON NEXT PAGE] 
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Similarly, the Proposed Regulations (§999.306(d)) also state that a business is not 

required to provide a "point-of-collection" notice when it collects personal information from a 

third party and not the individuals themselves, But in such situations, the Proposed Regulations 

require that the controlling business cannot "sell" such personal infrmnation unless it goes 

through another step to ensure that the appropriate notice was in fa.ct provided by the third party . 
. As we noted earlier, the controlling testing organization is NOT selling or making any 

commercial use of personal information, but is using/sharing it with its vendors to fulfill an 

ongoing test services contract with the consumer directly or through another entity that has a 

contractual relationship with the consumer ( e.g., an employer, a certification body from whom 

the consumer is seeking to earn a certificate, credential, or license)···· and equally important, to 

notify the consumer about the test results, 18 Forcing the controlling test owner/sponsoring 

program to perform one or more extra compliance steps beyond the underlying contractual 
obligations of the parties is onerous, time consuming, and therefr)re represents an unnecessary 

cost to all of the businesses involved - plus, it provides no additional benefits or rights to the 

consumers/test takers. The approach seerningly mandated by the Proposed Regulations elevates 

form over substance - the rights of the consumer under both the CCPA and §999 .305(a)(l) are 

met when any one of the businesses with a legal obligation, as agreed to between them, gives the 

notice. 

An importru1t inconsistency in the Proposed Regulations arises when the initial point of 
contact is onHne. This problem is significant f{w testing organizations, where the great 

percentage of consumer registrations for testing services occurs online, The Proposed 

Regulations (§999.306(d)) state that a "consumer whose personal information is collected while 

a notice ofright to opt-out notice (sic) is not posted shall be deemed to have validly submitted a 

request to opt-out" First, such an assmnption is unwarranted. - just because a business coHects 
personal information does not mean it is selling that information. Moreover, that assumption 

expressly conflicts ,vith the statement immediately follmving, that a business does not have to 

post an opt-out notice if it is not selling personal information, In contrast, though, §999.315(c) 

that any business involved in the "common interest" use of the consumer's personal infonnation 
should be permitted to give notice, If the consurner does not opt out in response to such a notice, 
s/he has opted-in to the collection and use of personal information -- this is an "affinm1tive 
authorization" as defined in §999.30l(a). 

18 Shru·ing or "selling" personal information in an employment testing situation is oHen a total 
misnomcL When the employer is paying for the test, with the employee's obvious knowledge, 
the testing organization is under contract with the employer and the test taker's personal 
information is shared directly from the employer with the testing organization, If the test results 
for specific employees were not allowed to be shared as part of the contract, no testing services 
could be provided. The ATP submits that the Proposed Regulations should not be interpreted in 
such a ma1111er as to prevent specific business contracts from being entered into and performed ··
and the final regulations need to make this point dearly. 
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of the Proposed Regulations requires that if a business collects consumers' personal information 
online, it "shall treat user-enabled privacy controls, such as a browser plugin or privacy setting or 
other mechanism, that communicate or signal the consumer's choice to opt-out of the sale of 
their personal infbrmation as a valid ["do not sell"] request .. , for that browser or device, or, if 
known, for the consumer."19 

As related to the testing industry, neither requirement makes sense. A test taker who 
registers for a test online is not likely to opt-out of the collection of his/her personal infrmnation, 
without which the testing services cannot be delivered, including the delivery of the test 
results/scores. lf a test taker were to opt-out of the service, the testing organization would be 
unable to share the test taker's infonnation with its "common interest vendors" and the testing 

services would not be able to be fulfilled. Similarly, a test taker who needs his/her test results 
shared to apply for a job/promotion (i.e., shared vvith an employer) or to obtain a desired 
certificate, credential or license (i.e., shared with a certification board or state licensing board) is 

not likely to tell the controlling testing organization not to share the test results .... that is the 

whole point of taking the test20 On this point, users of test results/scores are not going to take 
the word of the test taker as to his1ber scores; that information must come frorn the issuer of the 
results/scores to be assumed valid. 

Additiona!Jy, in the conduct ofits testing services, it is vitally important that the testing 
program is able to collect specific video or biometric information (e.g., photo IDs, fingerprints), 
to ensure that an individual who appears for a test session is in fact the same individual who is 
registered to take the test (with or \11.dthout establishing thats/he is eligible to take the test), and 
furthermore, that :its testing events are adequately monitored and controlled at the testing location 
(e.g., secure test center) or at home, and that testing in-egu1arities which may have an adverse 
impact on every test taker are detected and handled in an appropriate manner . 

---···········---
19 Even if a testing organization wanted to comply with either of these requirements, it is 
practically impossible given conflicts in the Proposed Regulations, In §999.305(b)(3)) the 
business is required to the provide the consumer with a link to access "an interactive webform" 
,vhere consumers can exercise their rights, while §999 305( c) requires the link to redirect 
individuals to the relevant portion of the business's privacy policy. This inconsistency needs to 
be rectified in the final regulations. 

20 The timing of a consmner's decision to opt-out also plays a significant ro.le in a testing 
organization's handling of the matter, On a procedural level, it is impractical to opt-out after the 
test taker has already taken the test because it would result in inappropriate and dangerous 
outcomes for a testing organization to perrnit a consumer to opt out after a test has been taken or 
scored. Either outcome would be tantamount to allowing the test taker to delete his/her test 
results because the score was too low or cheating by retaking the test after seeing the items and 
then "deleting" the first score····· a test taker using either "opt-out" could not receive a valid score 
or would be engaged in an attempt to cheat on a future test 
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Finally, the Proposed Regulations fail to take account of the recent amendments to the 
CCPA in regards to the respective one-year exernptions in the treatment of employees' personal 
information and business contacts' personal infi.1rmation. As explained below, it is impmtant to 
rnembers of the testing industry that appropriate guidance regarding those changes be included in 
the final regulations, 

The Legislature p11ssed an amendment providing a one«year moratorium on the treatment 
of employee personal inft.)rmation, which is not reflected in the Proposed Regulations, The ATP 
strongly encourages the Attorney General to address this situation in the final regulations by 
setting forth specific guidance as to hcnv a business should handle relevant employee personal 
information during the moratoriuni. especially with regard to the notice of collection that it 
pmvides to its employees and other affected individuals.21 Of course, testing organizations are 
themselves ernployers that must keep and utilize empl.oyee information in the course of meeting 
state laws, insurance requirements, and the Eke. As sucb information retained by the business is 
NOT consumer related, and should not be regulated by CCP A. 

More than testing organizations as employers, we note that to the extent testing 
organizations provide testing services, a business employer customer is often the controlling 
entity in deter:mining what personal infrmnation is collected frorn its employees and how it is 
used in regards to a particular test used for internal HR decisions, Since this delay applies to all 
businesses that may otherwise be covered, it is critical that this guidance be made available as 
quickly as possibk 

In the context of privacy notices for ernployees, job candidates and contractors smne 
requirernents in the Proposed Regulations ("do not sdl" and website privacy Jinks) appear to be 
inapplicable at this time; the final regulations should refiect the exempt.ions, or explain hov;r the 
moratorium should be implernented for 2020. 

h) Need for guidance rm. handling business cxmtact information. 

The Septernber arnendments also contained a one-year moratorium on the treatment of 
business contact infrmnation. That amendment is of importance to the testing industry because 
in many situations, a testing organization is selling tests/testing services not to individual test 
takers, but to employers and/or others (e.g,, doctors, counsdors) who in tum administer the test 
to their custoniers (Le,, the individual test takers), Thus, the testing organization, who is the 
owner ofthe test, is not the controlling entity that makes the decisions about the collection and 
use ofthe personal intl)rrnation of its custorners/clients/consumers. In these instances, the testing 
organization becomes a processor/senrice provider (e,g,, for test scoring, fi.)r record-keeping) to 

---••••••••••WWW--••••• 

21 The language of AB 25, amending the CCPA, also applies to job applicants, as well as 
candidates for ofiicer and board positions, The ATP submits that the final regulations must 
cover all affocted individuals, 
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the entity that actuaHy controls the privacy decisions22 
- and whose privacy policy governs the 

notices to consumers. Consequently, a testing organization will have contact infr)rmation on a 
number of representatives of controlling business entities, which are outside of the scope of the 
CCPA at least for 2020. The ATP strongly encourages the Attorney General to include guidance 
on how a business should handle this information in the final regulations. When a business deals 
with another business, and a representative of the second business provides hi.s or her contact 
information, for 2020 at least, that collection is not treated as the collection of personal 
information, but is "business information." For example, when such a business contact provides 
a business address, telephone munber, and a business email address, the representative is acting 
on behalf ofhis or her employer - the person is not the "consumer" and the business is not "a 
natural person" as defined Section 17014 of Title 18 of the California Code ofRegulations. See 
Cal. Civ. Code §l798.140(g). 

In addressing this issue in the final regulations (and beyond 2020), the ATP submits that 
the Attorney General should consider the interpretation of similar language adopted by the 
Office of the Privacy Commissioner of Canada under the Personal Infonnation Protection and 
Electronic Documents Act ("PIPEDA"), Bulletin on Personal lrrformation (2013). Essentially, 
that bulletin holds that PIPEDA does not apply to an organization in respect of the business 
contact infonnation of an individual that the organization collects, uses or discloses solely for the 
purpose of communicating or facilitating communication with the individual in relation to their 
employment, business or profession. Even so, the bulletin does note that some contact 
information (e.g., personal cell phone number) may still be considered personal. Indeed, the 
ATP notes that the Ontario bulletin improperly fails to recognize that a self-employed individual 
is sometimes a business and at other times, the person will provide personal information - in our 
opinion, a business should be allowed to make this distinction when it has sufficient evidence to 
determine that an individual has provided business contact information as part of a business 
relationship. 

In the context of privacy notices for customers ( e.g., of testing organizations) the 
requirements in the Proposed Regulations ("do not sell" and website privacy links) would be 
inapplicable at this time; the final regulations should rei1ect the exemptions or explain how the 
moratorium should be implemented for 202(), 

3. Issues related to privacv Qolicies. 

As a general rule, a testing organization will use its privacy policy to provide the 

information required to meet applicable privacy laws and regulations. As the ATP discussed 

earlier, that fact makes it particularly important for the final regulations to recognize that, when 

22 Because the testing organization is providing processing services as a service provider, it may 
end up with test takers' personal information shared \Vith it by the controlling entity. As 
discussed in Section 7 (i,!fra. at pp. 18-20}, in the role as a service provider, the testing 
organization must adhere to the contractual obligations to protect the privacy rights of those 
customers' end users. See also General Overview- Roles and Responsibilities (supra.. , pp. 3-4). 
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an entity documents that it is doing business in multiple states ( or countries), the Attorney 
General should be required to take that fact into account in making any legal evaluation of the 
business's privacy policy. 

In general, a business's privacy policy is intended to set forth a clear statement about 
what personal information is collected and how it will be used, as well as to set forth in a 
transparent manner what rights a consumer has with respect to that infonnation and how the 
consumer may go about exercising those rights. In order to comply with the Proposed 
Regulations, privacy policies must be expanded to cover other matters, including handling 
requests from consumers, dealing with collection of personal information of minors, and adding 
information related to "Do Not Sell" and opt-out opportunities. Accordingly, the ATP 
recommends that the final regulations clarify that a business shall be allowed to provide 
infonnation about, and access to, the "Do Not Sell" link and/or the opportunity for the consumer 
to opt out of the collection and use of personal information, in its privacy policy. 

Despite the statement in the Proposed Regulations that, "The privacy policy shall not 
contain specific pieces of personal information about individual consumers and need not be 
personalized for each consumer[.]" (§308(a)(1)), the Proposed Regulations apparently 
contemplate that a business will be required to make significant changes to its privacy policy . 
regarding the "look back" period, to address: (1) the categories of personal information coUected 
within the preceding 12 months ( and categories of sources); (2) whether the business has 
sold/disclosed certain personal information within the preceding 12 months to third parties for a 
business or commercial purpose; (3) the categories ofpersonal information covered; and (4) if 
the business sells personal information of minors under age 16 without parental authorization. 
See §999.313(1)(E). The ATP believes that such "backwards-looking" information will be 
unique for different consumers and for different situations; thus a privacy policy should be 
written to notify consumers about its "future" intentions, as opposed to what may have taken 
place in the past twelve months. This approach seems especially appropriate given the changes 
that are likely to occur in the way future privacy policies are structured and the details they 
contain. Quite dearly, the "look back" feature of the CCP A is most appropriate in responses to 
specific consumer requests, to provide the specifics ofwhat actually was collected and how it 

was used. Accordingly, the ATP recommends that the Attorney General clarify that the language 
in §308(a)(l) should be followed and any "look back" infonnation should not have to be 
communicated in the privacy policy itself. 

A further requirement in §999.308(l)(B) is that the business must, "Describe the process 
the business will use to velify the consumer request, including any information the consumer 
must provide." As discussed in Section 4 (infra. at pp. 15-17), the required methods and 
procedures for how a business must handle request verifications are complex and will make it 
difficult to come up with an accurate uniform description in "plain, straightforward language" 
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and to avoid the use of "technical or kgaljargon." The final regulations should clarify that the 

business must provide a "reasonable" description of its procedures. 

Another issue that arises today in privacy policies of rnany testing organizations is the 

identified use of personal information frw research purposes (e.g., to update test norms such as 

statistical means and standard deviation, conduct item or test fairness analyses). The ATP notes 

that such research generally uses anonymous test taker information, such as test result-; based 

only on gender or other demographics (e.g., age, country). Similarly, in order to comply with 

federal and state anti-discrimination laws, employers often require testing organizations (as 

service providers) to keep anonymous aggregated data about the number of job applicants in 

special populations - the same types of information are commonly kept by employers to protect 

against discrimination claims, 23 

The CCPA makes it clear that a business is free to collect, use, retain, seH, or disclose 

consumer information that is de-identified or aggregated, See Cat Civ, Code § 1798. 140( o )(2), 

The ATP submits it would be helpful for the final regulations specifically to provide examples 

explaining appropriate uses of such information, including uses in testing, where anonymous 

personal information has been de-identified and is then aggregated so that no infon11ation 

identified to the consumers is shared or disclosed, l\ifost often, testing organizations include 

disclosure of such research uses of sorne personal infr.mnation on an ,monymous and aggregated 

basis in the test taker agreement, so that they do not have to go back to test takers a second time 

with a new notice. 

4, Issues concet:_ning verification of requests. 

In order to respond to requests to know and to delete personal information collected by a 

business, the Proposed Regulations require different verification procedures based on whether or 

not the consumer exercising the right maintains a password-protected account with the 

--···········------· 

23 These considerations also impact what infonmrtion a privacy policy discloses on the retention 

of personal information, If the business has documented needs for specific personal infonnation 

to comply with federal/state laws, or must provide personal information to a customer for its 

legal purposes, then the business ,:viU be forced to deny requests to delete that personal 

information. Similarly, test takers usually expect that their test results/scores will be available 

for as Iong as they are needed by the actual customer (e.g., employer for as long as it is seeking 

to fill a job, certification body for as long as a person is seeking certification, consumer for as 

long as the results have meaning), so retention of test results for many months is quite corrn:non, 
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business. 24 When the testing organization uses a password-protected account, the verification 
required under the Proposed Regulations should be satisfied using the same technology available 
to enable the business to match the consumer to the account, just as the system enables that 
consumer to change his/her password; nothing more should be required. S'ee §999.3 I3(c)(4). 
The consumer presumably is starting this process armed with the account infonnation s/he 
already possesses, and the business will be able to match that information directly to the 
consumer. Requiring a business to go back to the requester for "re-authentication" is simply 
redundant and creates an unnecessary burden on the business. 

Verification methods that should be required for a non-password account or non-account 
request ought to focus appropriately on the level of fact-based analysis by the business - to 

verify the individual's identity to a "reasonable degree of certainty" if he or she is seeking access 
to certain categories of personal information or to a "reasonably high degree of certainty" if he or 
she is seeking access to specific pieces of personal information the business collected. If an 
individual is requesting the deletion of personal information, the business must verify the identity 

to a reasonable degree or reasonably high degree of certainty, depending on the sensitivity of the 
personal information and the risk of harm posed to an individual by an unauthorized disclosure.25 

24 For these requests, the Proposed Regulations require "at a minimum" that the business provide 
consumers with a toll-free telephone number. See §999.312(a) and (b). The ATP submits that 
this requirement is singularly inappropriate. Someone from the business has to transcribe the 
information (in real time or from audio), which is likely to result in data entry errors and failure 
to understand what the consumer has said/meant, either of which could result in potential 
liability for the business. The most accurate way for the consumer to provide request 
information, including verification information, and for the business to receive it without error, is 
for the consumer to fill out an electronic or paper form. Audio recording of this information also 
may result in technical problems, resulting in lost information. Finally, having an audio 
recording of this infonnation presents an added exposure for the business. 

25 For a request from a consumer that has no account with the business, the Proposed Regulations 
state that the business must verify the request with a reasonably high degree of certainty. "A 
reasonably high degree of certainty may include matching at least three pieces of personal 
information provided by the consumer with personal infonnation maintained by the business that 
it has detennined to be reliable for the purpose of verifying the consumer together with a signed 
declaration under penalty of perjury that the requestor is the consumer whose personal 
information is the subject of the request." See §999.325(c). The ATP submits that this approach 
represents an unwarranted burden on a testing organization unless the requester has presented 
documentation from which the testing organization can determine that there is a reasonable 
likelihood that the consumer in fact took a test with the testing organization (e.g., the name of the 
test, the date it was taken, the place it was taken) or offered an explanation as to why the 
requester believes the testing organization has the consumer's personal information, which 
evidence may include a statement to that effect in the attestation. Absent such a prima facie 
showing, there is no reason to believe that a [FOOTNOTE CONTINEUD ON NEXT PAGE] 
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To a great extent, the differences in the level of verification are based on the business 

having to conduct a risk analysis of the sensitivity of the personal information and the likelihood 

that someone other than an actual consumer would attempt to gain access to (or seek to cause 

harm by deleting) a consumer's infonnation, See §999,323(b)(3), It bears repeating that most 

testing organizations are not generally in the business of conducting marketing/advertising 

operations based on the use of consumers' personal information; thus, the only basis upon which 

a consumer should need to make a request is ifs/he previously had taken a test from or through 

the testing organization. Here again, then, we submit that the requester must be able to first 

demonstrate thats/he has (within the past 12 months) had a relationship with the testing 

organization that would warrant the business undertaking the verification attempt Such a 

requirement is also consistent with the Proposed Regulations language that one fa.ctor the 

business should address is, "Whether the personal inforniation to be provided by the consumer to 

verify their identity is sufficiently robust to protect against fraudulent requests or being spoofed 

or fabricated!' The ability of the requester to provide sufficient information about hisiber 

testing event gi'ves the testing organization the most relevant piece of infbrmation :from which to 

verify the request. 

The ATP also has a grave concern about the validity of the Proposed Regulation 

(§9993 B(d)(l)) that, when a requester for deletion cannot be verified, the request must be 

treated as one to opt-out of the sale of personal information, Initially, this requirement is 

predicated on a false assumption that a business even possesses personal information to begin 

with, compounded by the mistaken assertion that the business automatically is engaged in selling 

it Indeed, if a business actually has determined it possesses any personal information about the 

requester, except for the apparent lack of ve1ification, there would be no absolutely no reason not 

to respond, even if a denial is required, The business should not be penalized for the failure of 

the requester to adequately verify himself/herselt: In the context of a testing organization, the 

ATP once again reiterates its view that any valid request ( either for access or deletion) must 

include evidence from the requester that identifies the test s/he took and the location and date of 

the test administration" Plus, denial may be required by an excpetion (e.g., the IP rights of the 

testing organization), Finally, as noted previously, the requester's test results/scores may be 

mvned by someone other than the requester, and thus, the requester may not have the actual 

authority to delete the information. 

Equally importa.nt, the ATP objects strenuously to the requirement that a business pennit 

consumers to make requests through an "agent." The Proposed Regulations requires a business 

to "explain how a consumer can designate an authorized agent to make a request under the 

CCPA on the consumer's behalf" See 999308(b)(5), We strongly believe that the covered 

business must not be charged with the legal responsibility to tel1 consumers how they can 
______ , ............ --- ·-----········-~·-···--

testing organization would have any personal information on that individuaL Spmious requests 
from consumers who cannot provide specific infon11ation about their testing event can only lead 
to unjustified rei;,rulatory burdens being placed on these businesses. See, also, fn 26 at p, 17. 
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designate an agent - such responsibility must rest totally with the consumer according to 

standard legal rules of agency" Similarly, it makes no sense for the Attorney General to establish 

a procedure for a consu.mer to abdicate his/her direct relationship with a business in order to 

pursue his/her rights under the CCPA, Not only does this put an unrelated third party (w'ho has 

no knowledge about the relationship) into the middle of the issue, but it is particularly 

troublesorne when it cornes to verification of the identity of the consumer; when a business 

cannot get direct access to the consumer to provide additional information, it adds serious 

compiicatkms to the process of a business's legitimate attempt to rnake the verification,26 If the 

business needs rnore information which the agent does not have, the agent presumably then has 

to go back to the consumer, thereby adding unnecessary time and expense to the process, And 

equally burdensome, the business has to "verify" that the agent actually has authority to 

represent the consumer, another additional step to the process. It seems to the ATP that if 

protecting a consumer's personal infonnation is important to the individual, the person should 

handle a request on his or her Ov\rn, rather than sharing that personal information ,vith yet another 

entity, 

Finally, the Proposed Regulations impose an affirmative obligation on a covered business 

that is not .frmnd in the CCPA: "A business sha11 irnpiement reasonable security measures to 

detect fraudulent identity verification activity and prevent the unauthorized access to or deletion 

of a consumer's personal infi_mnation!' See §999323(d); see, also, §9993 l3(c)(6). Although 

the Proposed Regulations do not define what it means to implement "reasonable security 

measures," the ATP recommends that the final regulations should adopt a definition based on the 

Cybersecmity Framework (CSF) developed by the US National Institute of Standards and 

Technology ("NIST"), as well as public voluntary standards in the ISO 27000 family of 

infi:;rmation t.echnolof:,ry management standards, or a similar infi.)mlation security framework 

The NIST CSF functions to "aid an organization in expressing its management of cybersecur.ity 

risk by organizing information, enabling risk managernent decisions, addressing threats, and 

26 An '"agent" is unlikely to have any information about the testing event, which makes it 
impossible for the agent to provide the key fondamental infonnation the ATP has proposed 
should be required as part of the verification. The Proposed Regulations set up opportunities for 
spurious agent requests, As one ATP Member has informed us, "we've started getting requests 
from an organization called "4t~SQ_0J,.D.J.Q" that seems to have us in their list of suppliers. Typically 
these requests are for people about whom we have no knowledge and the only information we 
get is an email address, And it's unclear whether the request has authority, As such, V/e are 
forced to v1aste a lot of time and energy tTying to irnck do\Vll these phantom test takers," If a 
consumer has a legitimate reason to require an "agent" to administer his/her affairs, a legal 
option is already available through a power of attorney, 
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improving by learning from previous activities. '127 Under the CSF, a business's security plan 

focuses on five basic functions: (1) identifying critical infrastructure and data; (2} protecting 

your data; (3) detecting potential cybersecurity events; (4) responding to detected events; and (5) 

recovering capabilities and/or services that were impacted by a cybersecurity event. As a 

voluntary standard, the CSF also builds on other public voluntary standards, such as ISO/IEC 

27000 et. seq. (2018), entitled "Infbmmtion technology - Security ted:mique..:; --- Information security 

management systems----- Overview and vocabu.lary."28 111e ATP also recommend.-; citing the ISO 

standards as part of a definition for the term "reasonable security measures." The A 11' contends that 

aligning the CCPA vvith these voluntary standards-based security measures \Vlll e11able covered businesses 

to adopt security approaches that vvill be consistent across diffen .. '1.lt stares/countries. Accordingly, references 

to both the NIST CSF and the ISO standards should be included in the final regulations. Continued reliance 

by the Attorney General's Office on the checklist of twenty controls defined by the Center for Inremet 

Security previously announced in 2016 a,;; the "minimum level of information security" (s-ee 2016 Data 
Breach Report (Feb. 16, 2016)), should be ex1)anded. The ATP contends that the mere identification of 

controls does not provide as much value to a business as concrete steps to deal ·with data protection. 

For exan1.ple, ISO 27001 provides a management system framework of documents, policies, 

procedures, and controls that enables an organization to systematically evaluate risks to the 

confidentiality, integrity and availability of its infonnation and put in place appropriate measures 

to address the risks and follow other requirements of the standard. A key focus is that the 

standard requires continual improvement over time. Although organizations are free to select 

security controls based on an evaluation of their own risks, in general there are 114 controls 

specified in the standard (compared to 20 specified in the 2016 Report). 

Related to the needed definition of "reasonable security measures," the ATP also 

recom.mends that the Attorney General should adopt a "safe harbor" provision in the final 

regulations stating that, if a business uses standardized commercial encryption techniques to 

protect consumers' personal information while they me stored and for transmission to the 

---···········--
27 The Cybersecurity Framework was developed in response to Executive Order 13636, which 
was directed to critical national infrastructure. Nevertheless, the CSF serves as a useful guide for 
any business to enhance its information security program. Current version Ll was released by 
NIST on April 16, 2018; version 2.0 is under development. Additionally, NIST is developing a 
"privacy framework" that is expected to be published in 2020. 

28 The ISO 27000 family of standmds for information security management systems (ISMS) 
includes ISO 27001 (an audit/certification requirements framework by which a business may 
respond to information security risks, compliance, and regulatory requirements). ISO 27002 
contains voluntary best practices. A new standard that extends both ISO 27001 and ISO 27002 
is ISO 27701 (2019), which specifies requirements and provides guidance for establishing, 
implementing, maintaining, and continually improving a Privacy Information Management 
System (PlMS). 
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consumer in response to a verified request, that action shall protect the business from m1y 
security violations of the CCPA. \Vhile "reasonable security measures" do not automatically 

include the use of encryption, if a business decides to encrypt personal in.frmnation in its systems 

(and for communicating personal i.nfonnation back to a consumer), that action wiU greatly 

enhance the level of protection afforded such data. A. number of different encryption algorithms 

are used today for a variety of commercial purposes.29 The fin.al regulations should permit a 

business to select a commercially-available and industry-accepted encryption algorithm based on 

its own needs and purposes, and so long as the business encrypts all consumer personal 

information it collects and uses, the safe harbor should apply. 

This "safe harbor" is completely justified inasmuch as the CCPA expressly allows 

consumers to sue businesses ,vhen their '''nonencrypted or nonredacted personal information,,, 

is subject to an unauthorized access ancrexfi.Hrntion, thetl, or disclosure as a result of the 

business' violation of the duty to imp1emem and maintain reasonable security procedures and 

Practices a1)11ro11riate to the nature of the infon112tion," See CaL Civ. Code §l798.150tal!' 1L' t k 'I...- \ /' ~ 

Clearly, the Legislature itself has fbcused on \:vhen "nonencryped" data is at risk?' Accordingly, 

if a business has encrypted consumers' personal information, it has taken an aifinnative action to 

remove the risk of unauthorized access and clisdosure -· even if sorne personal int(Jmmtion \Vere 

illegally obtained, it cannot be used. In recognition of this, the final regulations nrnst be clarified 

so that a business is not subject to substantial statutory penalties (ofbetween $100 and $7.50 per 

incident), 

\Vhen a business cannot verify the identity of a requester, the Proposed Regulations 
require it to "provide or direct the consumer to its general business practices , , , in its privacy 
policy:· See §999 ,313( c )(2), Th.is response is redundant, inasmuch as the requester obviously 
already has access to the privacy policy and aU other notice information made available by the 
business in order to make the request Therefore, this Proposed Regulation represents yet. 
another instance of unnecessary burdens being placed on the business; it should be deleted, 

·---·······-'--········----

29 One such algorithm is the Advanced Encryption Standard (AES) used to encrypt and decrypt 
electronic infr.mnation, which was approved frw use by the fodera.l government in Nove1nber 
2001 and has since been widely adopted by private industry, Today, AES protects everything 
from classified data and bank tnmsactions to on.line shopping and social media apps, 

so The ATP submits such a "safe harbor" is intended at a minimum to cover all liability for a 
security breach···- if a business suffers a breach and all personal information is properly 
encrypted, none of the personal infonnation is actually exposed, Moreover_ the "safe harbor'' 
also should apply to both to the !

1reasonable security measures" requirements in §9993 l3(c)(6) 
and §999323(d). 
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In our view, the more important aspects ofh(nN a business must respond to requests focus 
on several specific provisions related to denials of requests. Beyond the clear statement 
(§999,313(c)(4)) that a business shall not provide key sensitive information (i.e., SSN, driver's 
license, financial account numbers, account password), the Proposed Regulations also state that 
the business "shaH not provide a consumer with specific pieces of personal infonnation if the 
disclosure creates a substantial, articulable, and unreasonable risk to the security of that personal 
information, the consumer's account with the business, or the security of the business's systems 
or networks." See §9993 l 3(c)(J)Y The ATP supports this approach and submits that it 
provides a business with appropriate flexibility to examfoe all potential impacts of a request for 
access. See Section 4, supra., at pp. 15-17. Because this provision has broad application 
throughout a covered business's operations, it would he helpful to have the final regulations 
include use cases to provide farther guidance. For example, a request in a testing setting could 
involve infonnation that would comprise the security of the requester's test infonnation as ,vell 
as the business's testing system and/or its test products directly. In such a situation, it would be 
appropriate for the testing organization to deny access. 

Similarly, the Proposed Regulations expressly allow the business to deny a request where 
disclosure would "conflict with federal or state law." See §999.313( c )(5). As the ATP 
previously discussed (supra. at p. 4), secure tests and other test materials often are proprietary 
intellectual property ("IP") of the testing organization (Le., test items, test manuals, scoring 
software, test delivery platforms), which the business must protect against disclosure in order to 
maintain test security and prevent cheating on the test Thus, if a request for access to a test 
taker's personal infonnation involves any actual disclosure of the testing organization's IP, the 
test taker would not be entitled to access such IP and the business will screen out all such IP 
from what is made available to test taker.32 Although we submit that federal patent, trademark, 
copyright, and trade secret rights are easily understood as potential "conflicts" with a consumer's 
right to access, the Proposed Regulations fail to provide any explicit guidance in this area" To 
avoid confusion on this important point, the ATP recommends that the final regulations should 
provide details for how a business is pen:nitted to deny some or all of a request when its federal 
IP rights confiict \vith the consumer's right to access.33 See discussion of the impact of a testing 
organization's IP, supra, at pp. 2-3. 

31 Indeed, the Proposed Regulations allow that if a business maintains consumer information that 

is de-identified, a business is not obligated to provide or delete this information in response to a 

consumer request or to re-identify individual data to verify a consumer request §999J23(c) 

32 The protection of the testing organization's IP is also consistent with the usual terms 
contained in the test taker agreement, so every test taker will have been put on notice about this 
restricted access. As discussed in fr1 6, supra, test results/scores are likely to be considered by 
the testing organization to be at least in part covered IP, which wm result in denial/partial denial 
of requests that would entail disclosure of the testing organiz.ation' s IP, 

33 Except in the case of trade secrets, a business that owns other IP assets will have evidence of 
those rights issued by the respective governmental body. The final regulations should merely 
require the business to provide that puhlicall.Y available information to justify its denial of the 
request 
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Finally, denial of requests to delete personal information requires the use of a "two-step" 
confomation process as set forth in §999312(d} The ATP objects to such a process as 
completely unnecessary, Where no exceptions exist, the requirement is predicated on what can 
only be described as a "paternalistic" assumption that a consumer does not really understand 
what s/he is requesting and then places an obligation on the business to essentially double-check 
whether the consumer really intends to have his/her personal infi)rmation deleted, In situations 
where exceptions apply, the ATP suggests that a business will be communicating with a 
consumer in fully dealing with a denial so any confirmation step is accomplished as part of the 
denial process, In either case, the burden on the business is exacerbated if an agent is involved, 
If the consumer elects to request deletion, regardless of how the business verifies the request, 
there is no need for any confinnatory step. The final regulations should clarify these points. 

On a related issue, the Proposed Regulations also require that consumer access responses 
should be made portable provided technically feasibk See §999313(c:)(7), The ATP has 
several concerns about this language, First, no single standardized or unifonn formal frw 
interchanging test data exists, so there is no "technically foasible'' way to enable a consmner to 
port test results/scores, But more fundamentally, test takers do not "comparison shop" among 
testing organizations for a given test, and a high stakes test for a certain purpose is typically only 
offered by a specific test owneL Thus, a consumer's right to "portability'' - to take personal 
infrmnation from one business and send it to another testing organization -is practically 
meaningless, Such portability poses a business challenge, as well as a technical challenge, for 
organizations that develop or deliver tests, considering the issues of test security, possible 
conflicts of interest and protection of intellectual property, Thus, the ATP submits that a testing 
organization would be within its rights to deny a request for test results/scores by arguing that: 
(1) data portability is not technically feasible; (2) its company assets (e,g,, intellectual property 
rights) must be protected: and (3) the rights of an entity that is paying for the individual test 
taker's assessment (e.g,, employer) or a test copyright holder (e,g,, test author) must be 
protected, 

6, Issues concerlling time to respond to requests. 

For the requests to knmv and to delete, a business must acknowledge receipt within 10 

days, providing additional infr.mnation about how the business w:iH process the request A 

business must respond within the 45-day deadline set for!h in the CCP,A (with an additional 45-
day extension if the business gives notice to the consumer); the Proposed Regulations clarify that 
the timcilne begins to run upon receipt of the request, "regardless of time required to verify the 

requesL" Given this already compressed timeline, the ATP reco.mmends that the final 
regulations drop the required acknmvledgement --~ the business has enough to do to begin the 

verification process and prepare a response within the 45-da:y period, Moreover, since the 

consumer Tvill receive a substantive response in most instances within the 45-day period (or a 

notice of the extension), the value of an ac1r.now1edgement is questionable. 
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7. Issues with respect to the use of ''Service Pn~yiders". 

The ATP generally endorses the Proposed Regulations concerning the definition of 
''service providers" (see §999 314). However, the Proposed Regulations do not go nearly far 
enough in identifying the scope of hovv' many service provide.rs operate, This is especially trne in 
the testing industry, vihere a testing organization that is not directly selling testing services to 
constuners nnd has a contractual relationship with the controller automatically should be deemed 
to be a ''service provider:' As such, vvhen a business provides various testing services to or on 
behalf of the organization that actually owns the test and collects the personal infimnation of 
consumers, such a business functions as a '"service provider." The Proposed Regulations seeni 
to accept this position by providing: ''To the e>,.ient that a business directs a person or entity to 
collect personal infomiation directly from a consumer on the business's behalf, and would 
othervvise meet all other requirements of a "service provider" under Civil Code section 
1798J40(v), that person or entity shall be deemed a service provider for purposes of the CCPA 
and these regulations," .5ee §999 .314(b). 

However, the Proposed Regulations are not consistent with tbe CCP A on several key 

points, Accordingly, in order to eliminate any confusion, the ATP contends the Attorney 

General should rnake chanees in the fina1 remlla:tions to fix those discre1x-mcies. 
~ - J 

Critically, while the CCPA indicates that a service provider need not reply to consumers' 

rights requests. the Proposed Regulations state that "a service provider must provide the specific 

basis fr)r denying requests frnn1 consmners regarding their personal information collected or 

maintained by the service provider on behalf of the business." See §999 314( d). Yet, the same 

section of the Proposed Regulations also would require that a service provider direct consurners 

to submit their requests to the relevant business and to provide the consumer with the contact 

infonnation fr)r that business "when foasib1e!'34 EquaHy confusing, the Proposed Regulations 

also attempt to cJarify that an entity can be a service provider to the extent it collects personal 

infrm11ation from consumers as directed by a business as well as where the service provider acts 

on behalf of another entity that is not a "business" under the CCPA, provided the entity 

--""'""·---
34 For example, it is comrnon for a testing service organization to provide online software which 

cmi be used to deliver to, and score tests for, California consumers. Such an organization is a 

service provider to test publishers, rest sponsoring organizations, or employers, When a 

consurner requests information frorn the service provider, it would be inappropriate fbr the 

service provider to share that infrn-rnation, but instead it should pass the request to the testing 

organization that controls the testing event, including making the decisions about the collection 

and use of personal information. This result is required partly because the service provider may 

not he able to identify the consumer and partly because the consumer has a contractual 

relationship with the contrnHing business, not the service provider, The final regulations should 

be modified to make this relationship suffkient1y clear. 
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otherwise meets the requirements for a service provider. See §999 .3 l 4(a) and (b ). 35 

Unfortunately, these Proposed Regulations create more doubt and confusion than they 
achieve clarity in this area. Because of this confusion, the ATP is concerned that testing 
organizations that are engaged in a valiety of services, often performed for owners of tests and 

testing programs, will be viewed by consumers - and thus, by the Attorney General - as having 

the primary relationship with a consumer and therefore, be deemed to be the controlling 

business. TI1is confusion is likely to go tmresolved because the Proposed Regulations do not 

adequately take into account the contractual relationships that exist with a variety of service 

providers (e.g., test delivery, test scoring, test security) (see supra. at 3-5).36 As we noted, it 

would be useful for the final regulations to adopt (or adapt) the definitions from the GDPR for 

the entity that determines what personal information is collected and how it is used (i.e., the 

"controller") and the entity that follows the instructions of the controller in processing personal 

information on the controllers behalf, even if that entity may be collecting the information 

directly from consumers. Absent this clarification, the ATP is concerned that the primary 

responsibilities for compliance with the CCPA may improperly be shifted away from the 

controlling business to service providers/processers. 

Finally, the Proposed Regulations fail to provide any guidance on the requirements for a 

"data broker" that were added in the amendments from AB 1202. T11at amendment defined a 

data broker as a "business that knowingly collects and sells to third parties the personal 

information of a consumer with whom the business does not have a direct relationship, suqiect to 

specified exceptions." In light of that amendment, and the potential for mistakenly requiring a 

testing organization liable to register as a "data broker," the ATP reiterates its previous 

comments about how a testing organization shares personal information, especially test takers' 

35 Compared to these inconsistent statements, we note the clarity surrounding the following 

point "A service provider that is a business shall comply with the CCP A and these regulations 

with regard to any personal information that it collects, maintains, or sells outside of its role as a 

s,ervice provider." Despite the apparent straightforwardness of this language, it is still 

inappropriately vague as to identifying the scope of roles a business may legitimately play as a 

service provider. The final regulations should provide additional clarity acknowledging the 

broad scope of services related to an underlying business agreement that should be allowed. 

36 The Proposed Regulations clarify that a service provider may "combine personal information 

received from one or more entities ... to detect data security incidents, or protect against 

fraudulent or illegal activity. That language perfoctly fits the business operations of some testing 

organizations that provide test security services. 
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test results/scores with its partners and service providers in order to fulfill its responsibilities to 

the consumer (see supra, at pp. 3-4 and 12-14). In other circurnstances, where the third parties 

involved in the provision of the overall testing services rnay not have a "direct relationship" w.ith 

the test takers, that does not make the controlling business a "data broker!' Nor is the third pmty 
a "data broker" by virtue of collecting personal information on behalf of the testing organizatiorL 

First, neither the testing organization nor the third party service provider is not sel11ng or 

disclosing test taker infrmnation fi)r any marketing purpose, but are merely sharing information 

necessary to enable the other business(es) to complete its portion of the testing services fix the 

specific consumer. Second, both the underlying testing organization and any service 

provickrs/partners are part of the '''common interest" group providing the testing services to the 

consmner. so a "direct relationship" should be infemed to exist for each entity engaged in the 

process< 

8. Issues with recordkeeping 

The Proposed Regulations require that a business keep records frw at least 24 months and 
include the fi)llowing information: request data, nature of request, manner of submission and 
basis for any deniaL §999317(b),37 In addition, businesses that "alone or in combina:ticm" (a 
phrase that is undefined and unclear) receive or share records of 4 million or more California 
residents would be required to compile detailed metrics on the value of different requests under 
the statute and median number of days to respond to each, as ;,vell as any signed declarations 
obtained from consumers as part of the consumer verification process. 38 §99931. 7(g), 

The Proposed Regulations require a business to post this infrwmation as part of its privacy 
policy .... or provide a link to the infrirmation from its privacy policy. §999.317(g)(2). This 
approach represents a novel requirement in FS. privacy law, and represents an overly-

37 Separately, the Proposed Regulations require that a business provide adequate training for 

employees on '"all of the requirements in the regulations." See §9993179(a). The ATP supports 

this mandate in the context of enabling a testing organization to deal with the CCPA along with 

other state/country-specific laws/regulations in the United States, as well as fiJreign laws and 

rets'lllations ( e.g<, GDPR} 

38 we note that the detennina:ti.on as to whether a business has 4 million records suifors from the 
same problem as for the 50,000 California consum.ers eligibility requirement -·· it is oft.en dinicult 
or even impossible to know the residence of some test takers. See Cornment Section 1, supra, at 
p, 8. As such, the eligibility test l()f requiring these rnetrics is unreasonably vague, Moreover, 
the purpose seems to be more predicated on enforcing the CCPA than to producing any benefit 
for California consumers, Furthermore, \Ve see no relationship between the number of requests a 
business may experience to any level of lack of compliance under the CC.PA or equally, to any 
bad reputation a businesses may seem to acquire due to the number ofrequests it receives. 
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burdensome and costly mandate for each business to comply. 39 When those costs are compared 
with the largely illusory benefits to consumers of having access to such metrics, the ATP fails to 
understand what relevance a 2-year record of requests/outcomes has to the business's ability to 
protect consumer personal infonnation, or even to adopt reasonable procedures for handling 
consumer requests. Instead, this requirement seems aimed more to giving the Attorney General 
CCP A enforcement information to use during an enforcement investigation. As such, the ATP 
submits that the final regulations should drop the requirement to provide this information directly 
or indirectly through a business's privacy policy. 

Especially if the objective is to require the business to retain enforcement related data, it 
is very troubling that apparently a business may not use its own data for any purpose beyond this 
reporting. §999.3 l 7(c). In reality, a business needs to be able to access all such information 
about its handling of all consumer requests specifically for the purpose of documenting what it 
did if the same consumer comes back to the business to complain about what was done/nor done. 
If the business does not have legitimate access and use to its o,vn business records, it will be 

unable to document the previous actions taken under the regulations. Accordingly, the ATP 
recommends that the Proposed Regulations be modified to clarify that a business may use its 
records as part of its procedures for handling requests and to evaluate and modify its processes. 

rn. Issues with enforcement. 

The ATP is very concerned about how its Members can be in a position to comply fully 
with whatever final regulations are published, especially inasmuch as it seems highly unlikely 
that the regulations will not be finalized until the Spring of 2020, which will be only a few 
months before the presumed July ] enforcement date. As mentioned earlier, many ATP 
Members have been adjusting their privacy policies over the past two years, first because of the 
GDPR, and now because of the CCP A. Nevertheless, until final regulation." are published, there 
are uncertainties in how some issues will ultimately be resolved. 

The initial cost of compliance with the CCP A for each business has been estimated at 
between $50,000 and $2 million (or more), depending on the size of the business. Accordingly, 
ATP Members are likely to rely on their existing data privacy and information security policies 
until the final regulations are announced. But even that level of uncertainty pales in comparison 
to the press conference statement by the Attorney General on October 10, 2019, which seemed to 
indicate he might take enforcement actions for noncompliance between January 1 and July 1, 
2020. For obvious reasons, the ATP strongly urges the Attorney General to forestall any 
enforcement until businesses have seen and can understand the full requirements of the final 
regulations and can have a reasonable opportunity to finalize their compliance plans. In our 

39 To the best of the ATP's knowledge, the GDPR does not require such publication, nor does the 
new privacy law in India. This requirement is overly burdensome and will cause a testing 
organization to expend resources to comply that would be better used for protecting the privacy 
of personal information. 
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opinion, a six-month delay in enforcement, until January 1, 2021, would make sense. We 
believe this recommendation is appropriate, because with the 12-month "look-back" period, such 
an enforcement action commenced on that date would fully enable the Attorney General to take 
into account all aspects of a business's compliance after the statutory effective date of Janum:y 1, 
2020. 

CONCLUSION 

On behalf of the international testing industry, the ATP has provided comments on the 

Proposed Regulations for implementing the CCPA. We have articulated a number of unique 

circumstances that are common in the testing industry. \Ve have indicated that many testing 

organizations are smaller/medium-sized businesses. Together, we believe these reasons justify 

modification of the Proposed Regulations when balanced against the rights of individual test 

takers as consumers. 

Among the significant positions set forth in these comments are the following 

recommendations: 

* The final regulations must clarify the definition of "sale" to avoid application of overly

prescriptive privacy requirements to situations where the sharing of an individual's test 

results/scores with service providers of the testing organization, which would defeat the 

very purpose the consumer has in taking the test in the first place. 

+ The final regulations must clarify the broad scope of services provided by a "service 

provider" that are completely related to the underlying contract with the covered 

business, especially in the testing industry where a variety of component testing services 

are necessary to the accomplish the underlying contract with a consumer for testing 

servwes. 

* The final regulations must clarify that test results/scores are not to be treated as "personal 

information." 

+ The final regulations must clarify that the intended purpose of the CCPA is to limit the 

sale, use, and distribution of personal information for commercial marketing/advertising 

purposes. 

* The final regulations must remove and/or reduce the incredibly complex, overly 

burdensome procedural requirements, which actuaI1y defeat the intended purpose of 

CCPA. 

* The final regulations must clarity that the intent of the CCPA is to inform consumers of a 

business's privacy practices, regardless of whether the notice comes from the underlying 

contracting business or one of its service providers. 

* The final regulations must not hamper a business's efforts to protect consumer privacy in 

a meaningful way or to divert resources away from data protection and compliance. 

(II> The final regulations should more closely parallel those of GDPR, especially the 

definitions of, and distinctions between, data controller and data processor, in order to 
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maintain proper accmmtability for compliance with the organization that has the 

underlying substantive relationship with the consumer. 

* The final. regulations must highlight the distinction between inferences made about a 
person for marketing purposes, and those made in the process of providing testing 
services (i.e., analyzing and reporting test scores). 

ill! The final regulations must clarify how to calculate the $25 million revenue and the 

50,000 California consumer thresholds (as well as the 4 million consumers for the 
expanded metrics). 

<111 111e final regulations must require that a consumer provide request verification 

information about his/her relationship with a business, especially where a testing 

organization is involved (by providing infonnation about the test that was taken, along 

with the date and place where the test was taken). 

• The final regulations must establish an effective "safe harbor" for a business that encrypts 

consmners' personal information. 

• The final regulations must remove the ability of a consumer to use an agent outside of a 
traditional Power of Attorney. 

• 'D1e final regulations must delete and/or modify the record keeping requirements. which 
in themselves have no benefit to consumers, and to allow a business to use such 

information to improve its own compliance with the CCPA 

• The final regulations must address and provide guidance on how to handle employee (and 
job applicant) personal infimnation and business contact information during 2020. 

• The final regulations must be published and allm:ved to be implemented by covered 

businesses before any enforcement should occur. 
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Thank you for your attention to the important issues raised by the testing industry about 

the Proposed Regulations implementing the CCP A by affected members of the testing industry 

located within and outside of California. The ATP would be pleased to answer any questions the 

Attorney General's Office may have in response to these comments, including to do so in a face

to-face meeting. For any follow up, please contact our General Counsel at the number or email 

address shown below. 

Sincerely, 

ASSOCIATION OF TEST PUBLISHERS 

William G. Harris, Ph.D. 

CEO 

60I Pe1msy1vania Ave., N\V 
South Bldg., Suite 900 

Washington D.C. 20004 

John Weiner, Incoming Chairman of the Board ofDirectors 

Chief Science Officer 

PSI Services LLC 

611 N. Brand Blvd., l 0th Flr. 

Glendale CA 91203 

~f~ 
Alan J. Thiemann 

General Counsel 

Law Office of Alan J. Thiemann 
700 12th Street, NW, Suite 700 

Washington, DC 2005 
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Message 

From: Grant, Jeremy A. 
Sent: 12/6/2019 3:15:52 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments of the Better Identity Coalition on CCPA Proposed Regulations 
Attachments: Better Identity Coalition Comments on CCPA Regs - Dec 2019.pdf 

The Better Identity Coalition appreciates the opportunity to provide comments to the California Department 
of Justice on the Proposed Regulations for the California Consumer Privacy Act (CCPA). 

As background, the Better Identity Coalition is an organization focused on developing and advancing 
consensus-driven, cross-sector policy solutions that promote the development and adoption of better 
solutions for identity verification and authentication. Our members - 24 companies in total - are recognized 

leaders from different sectors of the economy, encompassing firms in financial services, health care, 
technology, fintech, payments, and security. The coalition was launched in February 2018 as an initiative of 
the Center for Cybersecurity Policy & Law, a non-profit dedicated to promoting education and collaboration 
with policymakers on policies related to cybersecurity. More on the Coalition is available at 
https://www.betteridentity.org/. 

As we detail in the attached response, the shortcomings of many commonly used identity verification and 
authentication tools create challenges with certain aspects of privacy legislation and regulation; these 
shortcomings are likely to put consumers and businesses at risk. 

We greatly appreciate your offices' willingness to consider our comments and suggestions and welcome the 
opportunity to have further discussions. Should you have any questions on our feedback, please contact the 
Better Identity Coalition's coordinator, Jeremy Grant, at or the email below. 

600 Massachusetts Avenue, NW, Washington, DC 20001 

I www.Venable.com 

************************************************************************ 
This electronic mail transmission may contain confidential or privileged information. If 
you believe you have received this message in error, please notify the sender by reply 
transmission and delete the message without copying or disclosing it. 
************************************************************************ 
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Comments to the California Department of Justice 
Proposed Regulations for the California Consumer Privacy Act (CCPA) 

The Better Identity Coalition appreciates the opportunity to provide comments to the California 
Department of Justice on the Proposed Regulations for the California Consumer Privacy Act (CCPA). 

As background, the Better Identity Coalition is an organization focused on developing and advancing 
consensus-driven, cross-sector policy solutions that promote the development and adoption of 
better solutions for identity verification and authentication. Our members - 24 companies in total -
are recognized leaders from different sectors of the economy, encompassing firms in financial 
services, health care, technology, fintech, payments, and security. 

The coalition was launched in February 2018 as an initiative of the Center for Cybersecurity Policy & 
Law, a non-profit dedicated to promoting education and collaboration with policymakers on policies 

related to cybersecurity. More on the Coalition is available at https://www.betteridentity.org/. 

In the summer of 2018, we published " Better Identity in America: A Blueprint for Policymakers" - a 

document that outlined a comprehensive action plan for government to take to improve the state 
of digital identity in the U.S. Privacy is a significant focus: the Blueprint detailed new policies and 
initiatives that can help both government and industry deliver next-generation identity solutions 
that are not only more secure, but also better for privacy and customer experiences. 

As a Coalition, we highlighted the concept of privacy as it relates to identity in our Policy Blueprint, 
noting: 

The privacy implications of existing identity tools - specifically the ways in which the inadequacy 
of some identity systems has placed consumers at risk - have made clear that consumers need 
better identity solutions that empower them to decide what information they share, when they 
share it, and in what context. 

Accordingly, new identity proofing solutions should be crafted with a "privacy by design" 
approach. That means: 

• Privacy implications are considered up front at the start of the design cycle - and 
protections are embedded in the solution architecture 

• Identity data is shared only when consumers request it 
• Identity data that is shared is only used for the purposes specified 
• Consumers can request release of information about themselves at a granular level -

allowing them to choose to share or validate only certain attributes about themselves 
without sharing all their identifying data 

Our Policy Blueprint also highlighted the challenges the country faces when it comes to digital 
identity, particularly when it comes to the ways attackers have caught up with many legacy identity 
security tools used for both authentication and identity verification. 
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With regard to authentication, we noted: 

Comments to the California Department of Justice 
Proposed Regulations for the California Consumer Privacy Act (CCPA) 

There is no such thing as a "strong" password or "secret" SSN in 2018 and America should 
stop trying to pretend otherwise. The country needs to move to stronger forms of 
authentication, based on multiple factors that are not vulnerable to these common attacks. 

With regard to identity verification, we highlighted how attackers have caught up with commonly
used knowledge-based tools, noting: 

Adversaries have caught up with the systems America has used for remote identity proofing 
and verification. Many of these systems were developed to fill the "identity gap" in the U.S. 
caused by the lack of any formal national identity system - for example, Knowledge-Based 
Verification (KBV) systems that attempt to verify identity online by asking an applicant 
several questions that, in theory, only he or she should be able to answer. Now that 
adversaries, through multiple breaches, have obtained enough data to defeat many KBV 
systems; the answers that were once secret are now commonly known. Next-generation 
solutions are needed that are not only more resilient, but also more convenient for 
consumers. 

While these solutions were helpful for several years, they also became targets of attack for 
adversaries. Their goal has been simple: steal identity data in order to aggregate and 
analyze it - and then turn it against systems that used knowledge of personal data as a 
means of protection. 

A number of Better Identity Coalition members also have seen stepped-up attacks on these 
knowledge-based systems and learned that merely answering the questions correctly cannot 
guarantee authenticity; one financial institution commented that if someone correctly 
answers a knowledge-based quiz too quickly, it is a signal that they might be dealing with an 
attack from a "bot" rather than a real human being. 

As we detail in the sections below, the shortcomings of many commonly used identity verification 
and authentication tools create challenges with certain aspects of privacy legislation and regulation. 

Better Identity is essential to improving privacy and data security 
In a world where commerce is increasingly digital, well-designed identity solutions are becoming 

increasingly important in achieving good privacy outcomes. 

• Identity is far and away the most commonly exploited attack vector in cyberspace; 81% of 
2016 breaches leveraged compromised credentials to get into systems. Strong identity 
solutions help protect consumers' data and guard against identity theft. 

• Strong identity solutions are also needed to enable consumers to securely authorize third 
parties to access their personal data at a granular level (allowing an organization to access 
some, but not all of their data, and potentially for a limited time period), as well as grant 

21 Page 

CCPA_ 45DAY _00904 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W116-2

Guest
FreeText
W116-3

Guest
FreeText
See
 Below

Guest
FreeText
W116-4



fil2) BETTER 
IDENTITY 
COALITION 
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delegated access rights (when, for example, a consumer needs to authorize a third party 
access certain data on their behalf). 

• New legal mandates to grant consumers the right to know, correct or delete their data 
depend on the existence of well-designed, robust, digital identity systems. 

In practical terms, delivery of these new rights is largely dependent on the ability of the 
organization holding that data to easily know whether the person demanding access to that 
data is actually who he or she claims to be. In order to deliver access, correction and 
deletion, organizations must be able to: 

1) Validate the identity of a consumer making a request to access or correct their 
information, 

2) Securely authenticate them into the system - while keeping others out, and 

3) Connect them to their information 

When properly designed, Identity becomes the "great enabler" of better privacy. But without 
robust, secure and resilient digital identity systems, any new legal requirement for organizations to 
deliver access, correction and deletion is likely to inadvertently create a new attack vector for 
hackers and other adversaries to exploit in their race to steal personal data. 

The risks of inadequate identity verification solutions were detailed this summer in a presentation 
at the Blackhat conference entitled GDPArrrrr: Using Privacy Laws to Steal Identities, 1 which 
detailed how an adversary could exploit GDPR's new "Right of Access" to gain unauthorized access 
to a consumer's data. As we detail below, we are concerned that the proposed regulations to 
implement CCPA may open up similar attack vectors in California. 

Note that CCPA is a law where our members, given their diversity, may have a diversity of views. 
For this reason, our comments on the proposed regulations are limited to those areas that touch on 
identity. 

We offer the following comments on the proposed regulations: 

1. The proposal in §999.313 (c)(7) and §999.324 that companies should rely on passwords to 
verify the identities of consumers asking to see their personal data is likely to put consumers 
at risk. 

Passwords offer very little security. More than nine billion accounts and 555,278,657 distinct 
real-world passwords have been compromised, according to the HavelBeenPwned.com 

1 https: //i . bl a ckhat .co m/USA-19 /Thu rsday/ us-19-P avu r-G D PArrrr r- Us i ng-Priva cy-Law s-T a-Stea 1-1 de ntiti es-wp . pd f 
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website. 2 If possession of a password is all that is needed to get a company to release a 
consumer's data (per the proposed CCPA regulations), Californians should be prepared for 
criminals and hackers to exploit millions of already-compromised accounts and passwords to 
access their personal data. 

The issue is that the proposed CCPA regulations would make compromised passwords more 
valuable: whereas today a compromised password allows a criminal to access the account 
associated with that password, the proposed CCPA regulations would expand what a criminal 
can do with a compromised password - allowing that criminal to not only access the account, 
but also demand that a company share all of the information associated with that account. 

Given that many companies have customer data that is not readily available through their 
standard, customer-facing account portals, this will have the impact of increasing the risk to 
consumers associated with compromised passwords. 

Use of Multi-Factor Authentication (MFA) is the best way to mitigate the threats associated with 

passwords. At the Federal level, the government recognized that release of personal 
information with nothing but a password created serious risks; Executive Order 13681, issued by 
President Barack Obama on October 17, 2014, stated "All agencies making personal data 
accessible to citizens through digital applications require the use of multiple factors of 
authentication, and an effective identity proofing process, as appropriate. "3 

California should look to establish a similar baseline of consumer protection by embracing this 
Federal standard. 

Specifically, California should require that consumer requests for data be validated against 
Authentication Assurance Level 2 (AAL2), as defined by NIST in its Digital Identity Guidelines.4 

AAL2 details multiple ways that accounts can be protected with MFA, using a combination of 
knowledge-based (i.e. passwords), inherence-based (i.e., biometrics) and possession-based (i.e. 
security keys or certificates on a laptop or mobile phone). The Guidelines also make clear that 
some MFA tools like SMS should not be used, given that attackers have figured out several ways 
to compromise MFA codes delivered over SMS. 

Establishing NIST AAL2 as the standard for identity verification would align California with a well
accepted national standard that sets a meaningful bar for security and would provide clarity to 

2 For more details, visit www.H avelBeenPwned.com. This is a free service that aggregates stolen usernames and passwords from 
major, publicly known breaches and offers a service to notify individuals if their password or data was stolen in a breach. The service 
also runs a "Pwned Passwords" service that supports the NIST recommendation that user-provided passwords be checked against 
existing breaches. 
3 See Section 3 of https://obamawhit ehouse.archives.gov/ th e-press-office/2014/10/17 / executive-order- im proving-security
co ns um er-fin an ci a 1-t ra nsa ct ions 
4 See NIST Digital Identity Guidelines -Authentication and Lifecycle Management at htt ps://pages.nist.gov/800-63-3/ sp800-63b.html 
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businesses looking for firm guidance on how authenticate consumers requesting access to their 
data. 

2. Suggestions in §999.324 that companies mitigate the threat of compromised passwords 
through use of security analytics tools are sound - but other parts of CCPA may allow 
consumers to opt out of having companies use these tools to protect their accounts. 

The proposed regulations seem to recognize the vulnerabilities associate with passwords, 
suggesting that companies should be looking to mitigate the threat of compromised passwords 
by using security analytics tools to detect "If a business suspects fraudulent or malicious activity 
on or from the password-protected account.,, (per §999.324 (b)). 

We were pleased to see this. At a time when identity is far and away the most commonly 
exploited attack vector in cyberspace, security analytics solutions are one of the best tools 
industry has to help guard against these kinds of attacks and prevent fraud. Many Chief 
Information Security Officers (CISOs) look to the use of these products as a best practice and are 
increasingly deploying them alongside traditional "strong authentication" products to protect 
against breaches. 

But use of security analytics tools requires data - and CCPA itself is vague as to whether 
consumers (or fraudsters posing as consumers) could request their data not be used for security 
and fraud prevention. 

As backdrop, Europe's General Data Protection Regulation (GDPR) did a decent job here: while 
it limits the collection of data in many circumstances, it also highlights that when it comes to 
protecting security and preventing fraud, there are cases where an entity may have a 
"legitimate interest" in processing personal data - including in cases where such data can be 
used to deliver and develop secure authentication or verification capabilities and technologies. 
This "carve out" has allowed the use of data-based security and consumer protection solutions 
to flourish. 

In contrast, CCPA has more ambiguous language that may allow consumers to opt out of having 
their data used to protect against malicious, deceptive, fraudulent, or illegal activity.5 This 
ambiguity is already inhibiting the deployment of security analytics tools that can guard against 

5 Specifically, §1798.120 discusses a consumer's right to opt out of the sale of their personal information - but does not create any 

exception for "" [d]etecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal activity, and prosecuting 
those responsible for that activity." It is unknown whether these omissions were deliberate or a drafting error - the inclusion of a 

security and fraud prevention exception in other parts of CCPA leads one to believe it was the latter. Many attorneys and companies, 

however, have interpreted this clause to mean that there is nothing that would prevent a consumer (or someone posing as one) from 

demanding that a company refrain from collecting or using personal information in to protect against fraud, or - in the case of 

security vendors - from selling products that make use of that information to help other companies protect themselves. 
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the kind of password-based attacks the proposed regulations seem to anticipate, placing 
consumers at risk. 

Given the ambiguities of CCPA, the best thing the California Department of Justice could do here 
would be to clarify the final regulations to state: 

1) Businesses should, wherever feasible, be using security analytics tools to detect suspect 
fraudulent or malicious activity on or from password-protected accounts, and 

2) Businesses should be free to use data in security analytics tools to assure security and 
prevent fraud, provided that they are not collecting information for "security" and then 
turning around and using it for other purposes.6 

This clarification would address a much-needed area of concern in CCPA, and would be 
consistent with language in the CCPA definitions section (§1798.140(d)(2)) which states that: 
"Detecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal 
activity, and prosecuting those responsible for that activity" is a "business purpose." 

3. The proposed process for companies to verify consumer identity in situations where the 
consumer does not have a password-protected account is based on an obsolete "knowledge
based" approach that will put consumers and businesses at risk. 

As drafted, §999.325 of the regulations call for companies that require a "high degree of 
certainty" on identity verification to rely on "matching at least three pieces of personal 
information provided by the consumer with personal information maintained by the business 
that it has determined to be reliable for the purpose of verifying the consumer." 

There are two problems with this approach: 

a) The National Institute of Standards and Technology (NIST) has specifically cautioned 
against use of Knowledge-Based Authentication (KBA). Per NIST guidance7 : 

Knowledge-based authentication (KBA}, sometimes referred to as "security 
questions," is no longer recognized as an acceptable authenticator by SP 800-63. This 
was formerly permitted and referred to as a "pre-registered knowledge token" in SP 
800-63-2 and earlier editions. The ease with which an attacker can discover the 
answers to many KBA questions, and relatively small number of possible choices for 

6 Note that Facebook earlier this year was revealed to have been collecting phone numbers under the auspices of "security" only to 
also be using the data for marketing purposes. See https://techcrunch.com/2018/09/27 /yes-facebook-is-using-your-2fa-phone
number-to-target-you-with-ads/. We believe this sort of behavior should be banned. 
7 See htt ps://pages.nist.gov/800-63-FAQ/ 
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many of them, cause KBA to have an unacceptably high risk of successful use by an 
attacker. 

California would thus be establishing a regulation calling for an approach to identity 
verification that conflicts with national standards. 

b) This proposed process is not based on any standard, nor is there any way to measure its 
efficacy. 

The threshold of what is "reliable for the purpose of verifying the consumer" leaves a 
great deal open to interpretation - and creates multiple opportunities for impersonation 
and error. 

The challenges businesses and governments have faced in determining what data 
elements are "reliable for the purpose of verifying the consumer" have existed for years, 

with little resolution. Companies have struggled to find data sets that are 1) unique to a 
user, 2) secret (and thus meaningful), and 3) easy enough to remember that they are 

usable as a security tool. 

These challenges are so acute that security 
researchers years ago created a flowchart to 
parody them, with the use case of trying to 
establish whether noted MC Rob Base - of 
legendary hip-hop duo Rob Base and DJ EZ Rock 
- is in fact who he claims to be. 

As noted in Figure 1, an identity verification 
process can be constructed for Rob Base with 
four distinct elements, based on the opening 
verse of the 1988 hit "It Takes Two."8 

The four pieces of personal information 
depicted in Figure 1 meet criteria 1 and 3 - they 
are unique to the user (at least in aggregate) 
and easy enough for the user to remember. 
However, they are not secrets - and thus not 
useful for security purposes. 

Moreover, even if the data points were 
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secrets, the idea is that they are "shared Figure 1: "Are You Rob Base?" 

secrets" known by both the consumer and a 
business. The last ten years have demonstrated that most security solutions based on 

8 See htt ps://www.yout ube .com/watch?v=phOW-CZJWTO 
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"shared secrets" are doomed to fail, as a secret possessed by two parties tends not to 
stay a secret for long. Attackers have caught up with these solutions. The examples 
provided in the "illustrative scenarios" in §999.325 are examples of so-called "secrets" 
that are not reliable for security purposes. 

In summary, while it takes two to make a thing go right, California setting a threshold of 
three data elements to prove identity is going to go wrong. The "Are You Rob Base" 
approach to identity verification should not be enshrined in California regulations. 

We note that§ 999.325 of the draft regulations do call for a consumer to provide a "signed 
declaration under penalty of perjury" alongside their assertion that they are "who they claim to 
be" - but we do not believe this will help. If a criminal is trying to impersonate someone to steal 
their data, it is unlikely that they will be worried about a perjury charge at a time when they are 
already breaking the law. 

While we believe this proposed approach to identity verification is problematic, there are two 
steps that California could take to improve them - better protecting consumers and businesses 
alike. 

1. Rather than call for businesses to "match 3 pieces of data" - a non-standard approach 
that will open California consumers and businesses to increased identity fraud -
California should instead require that consumer requests for data be validated against 
Identity Assurance Level 2 (IAL2), as defined by NIST in its Digital Identity Guidelines.9 

Establishing NIST IAL2 as the standard for identity verification would align California with 
a well-accepted national standard that sets a meaningful bar for security, and provide 
clarity to businesses looking for firm guidance on how to validate the identities of 
consumers requesting access to their data. 

An added benefit of aligning California regulations with this NIST standard is that doing 
so will prevent the minimum bar from being tied to a static standard or technology, as 
the NIST standard is updated every few years to reflect both new technology advances, 
as well as evolution of threats against identity solutions. Thus, as new methods to 
achieve IAL2 compliance are devised, the California regulation will automatically support 
their adoption - rather than being tied to any particular technology or methodology. 
Threat is always evolving, and a regulation that calls for a specific technology or 
approach may, in fact, put consumers at risk when adversaries catch up to what was 
acceptable at the time the rule was written. 

9 See NIST Digital Identity Guidelines - Enrollment and Identity Proofing Requirements at https://pages.n ist .gov/800-63-
3/sp800-63a.html 
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2. Participate in the Driver's License Data Verification service (DLDV).10 DLDV is of the best 
tools in the market for remote identity verification - created and supported by more 
than 40 states to help commercial entities validate driver's license and state ID card 
information to verify identity and combat identity fraud. Government is the only entity 
that authoritatively confers identity; government is thus in the best position to verify the 
identities that it issues. 

Note that DLDV is designed up front to protect privacy: states do not share or reveal 
personal information through DLDV, they only provide a "Yes/No" answer as to whether 
identity data provided to open a new account matches what the state has on record, and 
only with a consumer's consent. This consent-based approach enhances privacy and 
protects against the unauthorized disclosure of Californians' information. 

California is one of a handful of states that do not yet participate in DLDV - this means 
that California businesses are at a disadvantage when it comes to authenticating identity 
relative to 40 other states. At a time when California businesses are being asked to take 
on new identity verification obligations that exceed those imposed on businesses in 
other states, the least the state could do would be to allow California businesses the 
ability to validate identities against DLDV. 

4. Other items 

In addition to the points above, there are a number of other aspects of the proposed regulations 
where specific provisions or wording are problematic. These include: 

• § 999.313 (Responding to Requests to Know and Requests to Delete). Subsection (d) of 
this section states: 

For requests to delete, if a business cannot verify the identity of the requestor 
pursuant to the regulations set forth in Article 4, the business may deny the request to 
delete. The business shall inform the requestor that their identity cannot be verified 
and shall instead treat the request as a request to opt-out of sale. 

As written, this would require businesses to convert an unverifiable request to delete 
into an unverifiable request to opt-out. If an identity cannot be verified, it may be a sign 
of fraud. Given this, why should it be treated as an authoritative request that binds a 
business to take action? 

• § 999.324 (Verification for Password-Protected Accounts). This section would require 
that a business "require a consumer to re-authenticate themselves before disclosing or 
deleting the consumer's data." While we have concerns about the ways in which 
password-protected accounts may be exploited under this section, if someone has 

10 The DLDV is owned and operated by the American Association of Motor Vehicle Administrators. See: 

https://www.aamva.org/DLDV / 
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already authenticated into their account, it is not clear what security value can be gained 
by requiring someone to authenticate again before a deletion. 

We greatly appreciate your offices' willingness to consider our comments and suggestions and 
welcome the opportunity to have further discussions. Should you have any questions on our 
feedback, please contact the Better Identity Coalition's coordinator, Jeremy Grant, at 
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Message 

From: Frank Salinger 
Sent: 12/6/2019 1:40:43 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Toni A. Bellissimo 
Subject: Comments of the Card Coalition 
Attachments: CCccpaAGFINALsigned.pdf 

Attached is the comment letter filed on behalf of the Card Coalition relating to proposed rules implementing the 
California Consumer Privacy Act. The Coalition appreciates the opportunity to share its views on this crucial 
matter. 
Frank M. Salinger 
Public Policv Law Practice 

www.franksalinger.com 
For my tweets about politics: https://twitter.com/KStreetlawyer 

Notice: If received in error, please delete and notify sender. Sender does not waive confidentiality or privilege and 
use or transmittal of any content is prohibited. Please take notice that the transmission of an email inquiry itself does 
not create an attorney-relationship. 
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•• -Care Coalition 

Card Coalition P.O. Box 802 Occoquan, VA 22125-0802 :: 703.910.5280 

December 6, 2019 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 
Filed via email at PrivacyRegulations@doj.ca.gov 

Re: California Consumer Privacy Act Rulemaking 

Dear Attorney General Becerra: 

The Card Coalition respectfully submits these comments in response to the Notice of 
Proposed Rulemaking published on October 12, 2019 relating to sections§§ 999.300 through 
999 .341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations ("CCR") con
cerning the California Consumer Privacy Act ('"CCPA" or "Act"). 1 

I. POLICY CONCERNS 

a. The Fina/Regulation Should Be Delayed 

Prior to the publishing of the proposed rulemaking, the underlying statute was amended 
on five occasions.2 At this writing, it also appears likely that a ballot initiative will qualify for the 
2020 election making further changes to the CCPA and imposing new requirements on your of
fice.3 

Given how rapidly technology, and individual expectations in light of that technology, is 
evolving, as well as the difficultly of responding to ever-changing referendum language, going 
forward with this rulemaking is precipitous. 

1 The Card Coalition consists of major national card issuers and related companies with an interest in state legisla
tive, executive, and regulatory activities affecting the credit card industry and consumers. We are the only national 
organization devoted solely to the credit card industry and related legislative and regulatory activities in all 50 states. 
To learn more about the Card Coalition and our members, please visit www.cardcoalition.org. 

2 CAAB 25 (Chapter No. 2019-763), CAAB 874 (Chapter No. 2019-748), CAAB 1146 (Chapter No. 2019-751), 
CAAB 1355, (Chapter No. 2019-753); and CAAB 1564 (Chapter No. 2019-759). 

3 2020 Ballot Initiative No. 19-0021. 
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As you will see below, we believe a number of the proposed regulations make substantive 
changes beyond the scope of CCPA, which are better addressed through the legislative process or 
by referendum. 

With this current political backdrop, we urge you to postpone the final regulation until the 
totality of the CCPA takes effect and, instead, issue practical, compliance-based guidance as the 
business community works to develop and implement processes and procedures to comply with 
the legislative intent of the CCPA. 

b. The CCPA and Entities Subject to Comprehensive Privacy Regulation 

The Card Coalition recognizes the importance of consumer privacy in today's increasing
ly technology-based business world. While some industries lack sufficient regulation, the pay
ment card industry is subject to comprehensive federal regulation, including a robust and effec
tive privacy regime. We believe policymakers should recognize that the global payment system 
requires transparent rules of the road on a national scale. 

While we recognize the challenges inherent in crafting regulations that will apply to the 
entire business community, our comments are informed by the fact that privacy related to pay
ment cards is subject to an existing comprehensive statutory and regulatory regime protecting the 
privacy of consumer information held by financial institutions.4 

For example, unlike many types of businesses that hitherto have not been subject to over
sight relating to privacy, financial institutions are already subject to the following relevant feder
al statutes. The Gramm-Leach Bliley Act of 1999 ("GLBA'') already protects the privacy of con
sumer information held by financial institutions. The GLBA requires companies to provide con
sumers privacy notices that explain information-sharing practices and give consumers the right to 
limit sharing of some personal information. 5 Similarly, the California Financial Information Pri
vacy Act (CFIPA), the state equivalent to GLBA, additionally regulates these entities. We note 
the CFIPA is listed in the exemptions provided in Section 1798.145( e ). 

The GLBA also distinguishes between "consumers" and "customers," the latter having an 
ongoing relationship with their financial institution. Consumers receive a privacy notice from a 
financial institution only if the company shares the consumers' information with unaffiliated 
companies; while customers must receive notices regularly. 

4. See, e.g., Gramm-Leach Bliley Act of 1999 (Title V of the Financial Services Modernization Act of 1999, Pub. L. 
No. 106-102, 113 Stat. 1338 (Nov. 12, 1999) (codified at 15 U.S.C. §§ 6801, 6809, 6821, and 6827) (full-text); 12 
C.F.R. part 1016 (implementing privacy rules pursuant to GLB Act); Right to Financial Privacy Act of 1978 (RFPA), 
Pub. L. No. 95-630, § 1114, codified at 12 U.S.C. §3401 et seq. (1978); Interagency Guidance on Response Pro
grams for Unauthorized Access to Customer Information and Customer Notice (2005); Consumer Compliance Risk 
Management Guidance on Social Media (2013) ; Authentication in an Internet Banking Environment (2015). 

5 Ibid. 
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These privacy notices are clear, conspicuous, and accurate statements of the financial in
stitution's privacy practices. They include what information the financial institution collects 
about its consumers and customers, with whom data is shared, and how it protects and safe
guards the information. The notice applies to "nonpublic personal information" the financial in
stitution gathers and discloses about its consumers and customers; in practice, that information 
may be most-or all-of the information a company has about them. Moreover, government 
regulators have issued design templates for the notices6, which are a safe harbor for financial in
stitutions that use them - virtually all do. 

Consumers and customers alike may opt out of having their information shared with cer
tain third parties or the financial institution's affiliated companies. The law further restricts how 
entities who receive nonpublic personal information from a financial institution can, in turn, use 
that information. The law also forbids financial institutions from disclosing their customers' ac
count numbers to non-affiliated companies for marketing purposes. 

In addition, the Right to Financial Privacy Act of 1978 ("RFPA") protects the confiden
tiality of personal financial records by creating a statutory Fourth Amendment protection for 
bank records. The RFPA requires federal agencies to provide account holders with notice and 
opportunity to object before a bank, or other specified institution, can disclose personal financial 
information to a federal government agency-exceeding the accountholder protection found in a 
number of similar state laws. 7 

While the CCPA does contain a- limited and rather chunkily drafted-GLBA 
exception8, it should be supported with a safe harbor for already comprehensively regulated 
businesses like financial institutions. We note that, unlike unregulated businesses, financial insti
tutions undergo regulatory compliance examination by state a federal agencies. 

c. The Need.for Safe Harbors 

The CCPA is the progeny of a privacy referendum filed at the behest of the Californians 
for Consumer Privacy ("CFCP") in 2017 to be placed on the ballot in 2018.9 In cooperation with 
state legislators from both chambers, the referendum's sponsor withdrew his petition, and the 
referendum was replaced with what ultimately became the CCPA_ 10 

6 See Appendix to 12 CFR § 1016. 

7 op. cit. 

8 CCPA § l 798.145(e) 

9 Initiative 17-0039. 

10 A brief history and timeline are available at https://www.caprivacy.org/about-us 
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During the consideration of the legislation, the CFCP's founder testified the CCPA was 
intended to provide a safe harbor to protect businesses operating in good faith and taking reason
able precautions to protect customers' data from disclosure. 11 

While we believe CFCP's testimony applied to all covered entities, at a minimum, we 
believe safe harbors should be extended to entities operating under existing privacy regimes of
fering verifiable standards. This is not a novel legal approach. 

As part of the Ohio Attorney General's CyberOhio initiative to protect consumers and 
businesses alike from unsafe network and data storage practices, that state's legislature enacted 
the Ohio Data Protection Act which provides a safe harbor to firms that reasonably conform to 
one of eight frameworks developed by the National Institute of Standard and Technology 
(NIST). The GLBA is one of these enumerated frameworks. 12 

We recommend the Attorney General use the authority granted by the CCPA to provide a 
safe harbor for businesses that maintain appropriate data security practices promulgated by fed
eral regulators or recognized national and international standards-setting organizations. 13 

II. AREAS OF OPERATIONAL CONCERN IN THE PROPOSED REGULATION 

a. Proposed §999.305(a)(3) - requh·ing additional explicit consentfor certain data uses 

The requirement that an entity must "directly notify" and "obtain explicit consent" from 
consumers in order to use a consumer's personal information for any other purpose than what 
was described at the time of collection goes beyond the scope of what the underlying statute re
quires. Section 1798.100 (b) clearly states that use of collected personal information for addi
tional purposes should be subject to further notice requirements only. 

The drafters of the CCPA acknowledged that the extra step of obtaining explicit consent 
from a consumer should only be taken when the use of personal information was materially sig
nificant, namely the sale of a minor consumer's personal information 14, participation in an enti-

11 See Understanding the Rights, Protections, and Obligations Established by the California Consumer Privacy Act 
of 2018: Where should California go.from here? Informational Hearing Before the Comm. On Privacy and Con
sumer Protection, 2019 Leg. Sess. (Cal. 2019) (statement of Alastair Mactaggart, Chairman, Californians for Con
sumer Privacy), available at https://www.assembly.ca.gov/media/assembly- committee-privacy-consumer-protec
tion-20190220/video. 

12 33 Ohio Rev. Code Ann.§§ 1354.01-1354.05. 

13 See.for example: International Organization for Standardization (ISO), Payment Card Industry Security Stan
dards Council (PCT SSC). 

14 1798.120( d). 
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ty's financial incentive program 15, and retention of a consumer's personal information for the 
purposes of peer-reviewed scientific, historical, or statistical research in the public interest16 . 

Requiring explicit consent beyond these well-defined use cases overreaches and elimi
nates the needed nuance for when obtaining additional consent is necessary and meaningful to 
protect consumers' rights. 

b. Proposed Section§ 999.308 (b)(l)(d) - collection o.f personal information 

This provision would require the disclosure of a very high level of detail relating each 
category of personal information collected including, the categories of sources from which the 
information was collected, the business or commercial purpose(s) for which the information was 
collected, and the categories of third parties with whom the business shares personal information. 

Doing so would be almost impossible for any company to operationalize and would not 
be beneficial to or understandable by the consumer. As drafted, the notice shall be written in a 
manner providing consumers "a meaningful understanding of the categories listed." We believe it 
is doubtful, at best, that even the most sophisticated consumer could evaluate this information 
and determine whether the information collected or its sources are out of the ordinary or com
mercially unreasonable. 

c. Proposed §999.313(d)(l) - treating an unverified request to delete as a request to opt-out 

With no lack of irony considering the draft relates to privacy, this provision-not found 
in the CCPA-would force covered entities to treat an unverified request from an unidentified 
person as a valid request to opt-out of the sale of information. 

As a matter of public policy-and good customer relations practices-no business should 
be required to take any action when the business is unable to verify the identity of the requester . 
To do so may harm the customer who may not receive a beneficial offer or service because of the 
action of a total stranger-whether in error or with malice. 

We note this provision is particularly troublesome in a situation where the requestor can
not be verified and has a common name. If "John Smith" submits a request to delete without ver
ification, are all "John Smiths" to be opted out? What is a covered entity to do in the case of cus
tomers whose national origin has limited surnames, e.g., Korean or Icelandic names? 

We urge you to strike this section. 

d. Proposed §999.313(d)(3) - deletion on backup systems 

We presume that this section intends to assure covered entities that deleted data need not 
be removed from backup systems until the systems are used to restore information to the primary 
system. Unfortunately, the draft uses the overly-broad term "accessed." In reality, backup sys-

15 l 798.125(b)(3). 

16 l 798.105(d)(6). 
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terns are "accessed" when additional information is backed up--a frequent occurrence that often 
occurs before a restoration. Either clarification should be provided or "accessed" should be re
placed with restored." 

e. Proposed §999.3 J 3(d)(4)(d)(6) - deletions 

These sections relating to requests to delete, assume that a covered entity actually has 
verifiable information pertaining to the requesting consumer, however, they do not allow for a 
circumstance in which the covered entity holds no information pertaining to that consumer ( or 
cannot verify that the information it holds belongs to the requesting consumer). 

This presents the covered entity with the dilemma of how to respond when it has not nec
essarily denied the consumer's request, but also has not deleted any information. 

f Proposed §999.314(d)- service providers 

As drafted, this section proposes that service providers respond to requests for access to 
personal information when, in contrast, the statutory obligation to respond to requests for access 
falls to the covered entity, including instances where the covered entity uses a service provider to 
process personal information. 

This provision also requires service providers to build a response mechanism of some 
kind, rather than relying on the entity that owns the information to direct the actions of the ser
vice provider. 

This is an issue that, under the existing statutory language, should be handled in contract 
negotiations between the covered entity and its service providers rather than being mandated in 
an extra-statutory regulation. We note that, in the case of payment cards, vendor management is 
governed by the existing regulatory structure. 17 

g. Proposed §999.31 S(c) - browser privacy settings 

This section requires covered entities to treat undefined user-enabled controls to identify 
browser privacy settings and plugins and treat them as opt-out of sale requests- a requirement 
not found in the CCPA. In reality, websites generally do not look for these settings and plugins. 
Moreover, and as discussed below, such signals to specifically opt out of the sale of data may not 
currently exist. 

There are myriad "user-enabled privacy controls," which may differ depending on the 
operating system used by the consumer (e.g., Apple IOS, Chromebook, Microsoft all have differ
ing privacy features). We are unclear how consumers are to know which "user-enabled privacy 
controls" are adequate to make an opt-out from sale request. 

Privacy settings are unique to and identified with a browser, not an individual. So even if 
a website is looking for a privacy setting, all the website will know is that that browser is re
questing privacy but it will not know who the user is in order to opt them out of sale. And where 

17 See.for example: The Bank Service Company Act ( 12 U.S.C. 1861 et seq.) 
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the website can identify the user (perhaps through a password log in), if the user is using a bor
rowed computer where the browser privacy setting indicates privacy, the user likely will not 
know that the setting has been activated, resulting in them not having access to offers and adver
tisements that they would otherwise want. 

Additionally, which of these settings will your office consider as "privacy" settings that 
trigger regulatory obligations for the covered business? What is a covered business's obligation 
to build technical solutions to determine whether a "user-enabled privacy control" exists? What 
are the technical specifications for that kind of solution? Will your office make that determina
tion? 

We believe this section finds both covered entities and your office unprepared from the 
consumer, business, regulatory compliance, and enforcement perspectives. We urge you to strike 
this section. 

h. Proposed §999.317(g)(I)- required metrics display 

This section requires a covered entity that receives, sells, or shares the personal informa
tion of 4 million or more customers to compile specific metrics and to publish those metrics in an 
online privacy policy. Nowhere does the CCPA require compilation 'or publication of this ( or 
similar) data. Furthermore, the 4 million consumer threshold appears arbitrarily determined and 
has no discernible basis. In fact, it is doubtful that the CCPA authorizes your office to issue this 
requirement. The relevant authority contained in the CCPA allows your office to establish rules 
and procedures for 1) facilitating and governing the submission of consumer requests to opt out, 
and 2) governing business compliance with opt-out requests. 18 Providing consumers with sta
tistics that have little meaning to their personal privacy concerns does neither of these things, nor 
does it further the purposes of the CCPA.19 

The mandated metrics are not meaningful to consumers and should not be displayed as 
part of the privacy policy. For example, the number of requests to know that are denied by a cov
ered entity is not necessarily indication of an entity's avoidance of the Act, but rather can be a 
measure of the effectiveness and due diligence of the protection of consumer information from 
fraudulent inquiries. 

As noted above, if consumers are permitted to use user-enabled browser signals or other 
user "privacy" settings to send an opt-out message or signal, the underlying metric will not nec
essarily capture the automated opt-outs. 

We recognize your office may need this data in the course of an enforcement action, but 
publication does not benefit the consumer in any manner. It seems the only beneficiary of publi
cation may be the trial bar seeking to chip away at the legislature's rejection of a broad private 

18 Cal Civ. Code §1798.185(a)(4) 

19 Cal Civ. Code §1798.185(b)(2) 
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right of action under the CCPA. We urge you to strike this potentially barratrous section issued 
under questionable authority. 

;, Proposed §999.331 - relating to minors 

This section is triggered by a covered entity's knowledge that it collects or maintains per
sonal information pertaining to minors and requires the establishment of a process for opt-in to 
sale. It appears, however, that in the case where a covered entity holds personal information 
about minors but does not sell personal information, it is still required to build a process to per
mit minors to opt-in to sale. 

We recommend that, if the business does not sell minors' personal information, it need 
not be required to build an opt-in process. 

III. CONCLUSION 

The Card Coalition appreciates the opportunity to share our views on the Proposed Regu
lation and would be pleased to discuss our specific concerns outlined above. Thank you for your 
consideration. 

Respectfully submitted, 

ts~e~~Toni A. Bellissimo 
Executive Director General Counsel 
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Message 

From: Blenkinsop, Peter 
Sent: 12/6/2019 11:59:50 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Comments of the International Pharmaceutical & Medical Device Privacy Consortium ("IPMPC") 

Attachments: IPMPC Comments on Proposed CCPA Regulations.pdf 

Dear Attorney General Becerra, 

On behalf of the International Pharmaceutical & Medical Device Privacy Consortium ("IPMPC"), I am pleased to submit 
these comments on the proposed regulations under the California Consumer Privacy Act (CCPA). Further information 
concerning the IPMPC can be found at https://www.ipmpc.org. 

Thank you for your consideration. 

Sincerely, 
Peter Blenkinsop 
IPMPC Secretariat 

Peter Blenkinsop 
IPMPC Secretariat 
Drinker Biddle & Reath 
1500 K Street, NW, Ste 1100, Washington, DC 20005 

IPMPC 

************************************** 
Drinker Biddle & Reath LLP is a Delaware limited liability partnership. The partner responsible for the firm's 
Princeton office is Dorothy Bolinsky, and the partner responsible for the firm's Florham Park office is Andrew 
B. Joseph. 
************************************** 
This message contains information which may be confidential and privileged. Unless you are the intended 
addressee ( or authorized to receive for the intended addressee), you may not use, copy or disclose to anyone the 
message or any information contained in the message. If you have received the message in error, please advise 
the sender at Drinker Biddle & Reath LLP by reply e-mail and delete the message. Thank you very much. 
************************************** 
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December 6, 2019 

Mr. Xavier Becerra 

IPMPC 
lnternati.onal Pharmaceutical & 
Medical Device Privacy Consortium 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 

By Email to: PrivacyRegulations@doj.ca.gov 

Re: CCPA Proposed Regulations 

Dear Attorney General Becerra, 

The International Pharmaceutical & Medical Device Privacy Consortium ("IPMPC") 
welcomes the opportunity to provide comments on the proposed regulations under the California 
Consumer Privacy Act (CCPA). 

The IPMPC is comprised of chief privacy officers and other data privacy and security 
professionals from a number of research-based, global pharmaceutical companies and medical device 
manufacturers. 1 The IPMPC is the leading voice in the global pharmaceutical and medical device 
industries to advance innovative privacy solutions to protect patients, enhance healthcare, and 
support business enablement. 2 

The IPMPC is concerned that some of the requirements in the proposed regulations go 
beyond the requirements laid out in the statute and create burdensome obligations for businesses 

1 IPMPC members may also operate related businesses, including CLIA laboratories. 

2 More information about IPMPC is available at https://www.ipmpc.org/. This filing reflects the position of 
the IPMPC as an organization and should not be construed to reflect the positions of any individual member. 

1500 K St reet, NW, Washington, DC 20005 USA 
Tel : + 1.202.230.5619 

www.ipmpc.org 
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Comments of the IPMPC 
December 6, 2019 

Page 2 

without creating proportional benefits for consumers. In particular, we are concerned with the 
following requirements related to the notice at collection of personal information: 

• Section 999.305(b)(2) would require that the notice state the business or commercial 
purposes for which the information will be used "for each category of personal 
information." This requirement will lead to significant redundancy and unnecessary length 
of privacy notices. In many cases, all categories of information collected from a consumer are 
used for the same set of purposes. For example, a company providing voluntary patient 
support programs will require (at least) a patient's name, contact information, medical 
information, and health insurance information. Rather than permitting a company to say 
"We collect your name, contact information, medical information, and health insurance 
information to provide our voluntary patient support program," the regulations appear to 
require a company to provide the notice in this format: 

We collect your name to provide our voluntary patient support program. 
We collect your contact information to provide our voluntary patient support 
program. 
We collect your medical information to provide our voluntary patient support 
program. 
We collect your health insurance information to provide our voluntary patient 
support program. 

The amount of repetitive text required above would only increase once disclosures about 
sources of information and any information sharing are added. 

Businesses should be permitted to aggregate or group the categories of personal information 
when the information that must be disclosed is the same. Requiring differentiation by 
category of personal information will lead to long, repetitive notices that will be difficult for 
consumers to understand. 

• 999.305(b)(4) requires that the notice include a link to the business's CCPA privacy policy or 
the web address of the policy. This paragraph should be amended to make clear that in the 
case of employees, this requirement can be satisfied by directing individuals to the relevant 
employee privacy policy, whether online (including on a company's internal extranet) or 
offline (e.g., in an employee manual). 
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Comments of the IPMPC 
December 6, 2019 

Page 3 

In addition to the above concerns with the notice at collection of personal information, the 
IPMPC is also concerned with the requirement that "[i]f the business intends to use a consumer's 
personal information for a purpose that was not previously disclosed to the consumer in the notice 
at collection, the business shall directly notify the consumer of this new use and obtain explicit 
consent from the consumer to use it for this new purpose" (emphasis added). This requirement for 
explicit consent is unnecessary where the consumer's intentions are clear from his or her actions. 

The IPMPC encourages the Department of Justice to publish samples of the various types of 
notices and responses to "requests to know" that would be required under the proposed regulations. 
This will aid businesses in their compliance efforts. 

Finally, the IPMPC notes that there are various circumstances in which a business is not 
permitted to disclose specific pieces of information in response to a consumer's request to know. In 
particular, Section 999.313(c)(3) states that "[a] business shall not provide a consumer with specific 
pieces of personal information if the disclosure creates a substantial, articulable, and unreasonable 
risk to the security of that personal information, the consumer's account with the business, or the 
security of the business's systems or networks" (emphasis added). We suggest modifying the 
underlined text to read: "a substantial and articulable, or otherwise unreasonable, risk." Moreover, 
we encourage the Department to add "medical information" and other data elements the 
unauthorized disclosure of which could trigger a breach notification requirement under California 
law to the list of data elements in Section 999.313(c)(4) that do not require disclosure in response to 
a request to know specific pieces of information. 

We thank you for the opportunity to provide these comments. 

Sincerely, 

1} ~ 
{/~ '71-· 
Peter A. Blenkinsop 
IPMPC Secretariat 
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Message 

From: Mark Micali 
Sent: 12/6/2019 10:26:13 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Comments of The Nonprofit Alliance on Proposed Regulations to the CCPA 

The Nonprofit Alliance (TNPA) appreciates the opportunity to comment on the Proposed Regulations to the California 
Consumer Privacy Act. TNPA is concerned that the draft regulations in their current form will negatively impact the 
nonprofit community and its ability to provide important services to Californians. In their current draft form the 
regulations will add costs to nonprofits' operations, thus resulting in fewer funds available to carry out their important 
missions. In fact, nonprofits could face a downward spiral of ever-increasing fundraising costs as the cost of compliance 

to CCPA raises the overall cost of data, leaving fewer dollars to provide services. In essence, without data being 
financially accessible to nonprofits, the vitality of this sector will be damaged in the State of California - every dollar 

more that nonprofits need to pay for data is a dollar less that they can spend on their programs. Specifically, our 
concerns with the regulations in their current draft form are as follows: 

1. Section 999.305(d) includes a requirement that in order to sell a California resident's personal information, an 

organization that "does not collect information directly from consumers" must either directly give the consumer 

CCPA specific notice of the opt-out right or go through an extensive process of gathering signed attestations 

from each data source for that consumer together with an example of the privacy notice given to the consumer 

from the data source. These attestations must be disclosed to the consumer, upon request. This creates 

numerous issues: 

a. The first option for compliance under this section (direct CCPA specific notice to consumers by each 

organization selling their data) will favor larger companies and those (such as social media platforms and 

those that provide digital products directly to consumers) and also encourage them to associate all data 

they have with individual consumers. Large consumer platforms like social media companies or 

consumer digital apps/tools/search companies often have a pre-existing communications channel to 

present notices to a consumer (and they routinely do so), so they are uniquely positioned to use direct 

notice under this first option. For any organization without this kind of pre-built communications 

channel with consumers, direct contact must be initiated, which could be expensive (and likely annoying 

to consumers - see point d, below). 

This could be very harmful, especially for small to medium sized businesses and nonprofit organizations 

because they will almost certainly see increased costs and decreased innovation as a result. Small to 

medium sized businesses and nonprofit organizations often rely on smaller, newer companies to provide 

affordable marketing services and innovative marketing solutions that match their unique needs. But 

these smaller, more responsive service providers are those most likely to be decimated by this 

rule. These service providers will likely find the cost of giving direct individual notice to consumers cost

prohibitive - typically lacking direct relationships and communications channels with consumers they 

would have to pay to give these notices, and update them over time. As these companies are pushed 

out of the marketing services space, the larger companies (and especially those with existing consumer 

relationships, like the social data platforms) are further entrenched and can raise prices for small to 

medium sized businesses and nonprofit organizations while offering them products that are less 

customized to their needs. This type of anti-competitive effect has already been observed in the EU 

since the institution of GDPR. 
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b. It is worth noting that prescribing direct notice requirements will result in rafts of communications 

targeted to California consumers who may not care to read them, cluttering email inboxes, web 

browsers and other communications channels. 

c. Like the first option for compliance under this section, the second option for compliance under this 

section will greatly burden most organizations who seek to use it, causing increased prices and 

decreased competition and innovation. In addition, it may directly impact small businesses and 

nonprofit organizations' budgets for actions they will be required to take (which the CCPA expressly 

sought to avoid). If all recipients of personal data who sell personal data are required to gather 

attestations, they will institute this process with all their data sources. They will not be able to rely on 

any previous contracts or attestations since no one could have included the required CCPA-specific 

notification language because those rights (and that language) did not exist until very recently. The way 

the proposed rule is written there is no exclusion for small businesses or nonprofit 

organizations. They too will have to provide attestations to multiple business partners, and will 

thereby be swept up in CCPA compliance for those data sharing relationships that might qualify as a 

CCPA "sale," which is the direct opposite of the express intent of the legislature. 

d. This provision also directly contravenes the legislature's determination that sources of data were to be 

disclosed at the categorical level, not the individual level. If consumers are to be provided with copies of 

every attestation for every source of data, this will likely disclose the identity of the individual data 

sources, which was a requirement specifically not included in the CCPA. These types of disclosures were 

intended to be made categorically, not individually. 

e. If the goal is to provide California consumers more opportunity to exercise their rights under the CCPA, 

this can be accomplished in multiple less-burdensome ways that avoid these economic, competitive and 

societal harms. We need not discriminate against smaller service providers and inundate consumers 

with pop-ups, emails, letters or other communications giving them notice of standard legal rights under 

the CCPA to meet these goals. For example, with the recently passed bill AB 1202, the CCPA already 

provides a mechanism for public notification of certain sellers of data, and industry participants could 

use that registration to voluntarily provide as part of their registration a link to where California 

consumers can read about and exercise their opt-out rights. Perhaps this exemption to needing to give 

direct notice of collection could be modified to cover those organizations that voluntarily choose to do 

this. Alternatively, industry groups could provide annual mass-media notifications in CA media, listing a 

website where consumers may go to find their members and links to the CA privacy disclosures of those 

members. Either of these would increase consumer awareness without creating huge, unworkable 

burdens for businesses and for organizations that were intended to be exempt from the CCPA. 

2. Section 999.314(d) requires that service providers who decline to delete information they hold on behalf of 

another organization identify contact information for that organization. That is very problematic. 

a. This again goes outside the overall structure of individual company compliance with the CCPA and 

requires extending an organization's compliance to potentially hundreds or thousands of other 

organizations. The structure of the CCPA was properly designed to put the party who determines the 

use of the data (for whom the service provider provides the services) in control of and responsible for 

interfacing with the consumers whose personal data is in the data, which is appropriate. This would 

expose confidential client relationships and harm businesses, nonprofits and their partners and clients. 

b. This also could be used in an unfair method by competitors to identify the clients of service providers for 

whom the service provider hosts consumer personal information, essentially requiring disclosure of 

proprietary client lists. 
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3. Section 999.315(f) includes a requirement that a business receiving an opt-out request notify those parties to 

whom it has sold personal information within the prior 90 days of the opt out and instruct them to not further 

sell the information and inform the consumer when that is done. This requirement will be costly, both 

operationally and financially to nonprofit organizations. 

Mark Micali 

a. This again exceeds the clear intent of the CCPA, which has its focus for data sellers being individually 

responsible to make disclosures to consumers and honor consumer rights when exercised. This will 

create a lot of additional notifications and work for non-data-sellers, and extend data sellers' obligations 

beyond their own organization. This is not necessary to give quick effect in the marketing industry to a 

consumer's choice. 

Consumers will already see their choices perpetuated throughout the marketing industry without this 

new requirement. Typical practice in the marketing industry is that any data sale is a limited-duration 

license, with periodic data updates for longer-term licenses. For example, a direct mail marketing list is 

typically licensed for only one mailing. The next time the list is licensed, the consumer will no longer be 

in the list if the consumer opted out with the list provider. Similarly, when organizations license 

inferences about a consumer for their internal data analysis, that is typically done for a specified period 

of time, with periodic updates to the inferences throughout the term of the license. In that situation a 

consumer's request would be honored by the data seller in the next update after the opt out occurs, or 

at the very least following the term of the license. In other words, a consumer who exercises the right 

to opt out will see that right steadily propagated throughout the marketing data industry without 

needing to have an extremely burdensome ongoing requirement for one-off notices for each consumer 

who makes a request. 

b. As written this would impose opt-out requirements on buyers/licensees of data, regardless of whether 

they are themselves covered by the CCPA, including nonprofit organizations and those who have no 

California nexus if any way they share data might count as a sale, which contravenes the express 

Legislative intent to exclude nonprofits and to govern businesses who operate in meaningful ways in 

California. 

Vice President, Government Affairs 

The authoritative voice of nonprofits to promote, protect, and strengthen the philanthropic sector. 
www.TNPA.org 

1319 F St. NW, Suite 402 I Washington, DC 20004 
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Message 

From: Halpert, Jim 
Sent: 12/6/2019 9:13:57 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Kingman, Andrew 
Subject: Comments of the State Privacy & Security Coalition 
Attachments: StatePrivacyandSecurityCoalitionCCPARegComments.pdf 

Importance: High 

Dear Privacy Regulations Coordinator, 

Attached please find the comments of the State Privacy & Security Coalition. 

Thank you very much for your consideration - Jim Halpert 

Jim Halpert 
Partner, co-Chair Global Data Protection, Privacy and Security Practice 

[o~PER 
DLA Piper LLP (US) 
500 Eighth Street, NW 
Washington, DC 20004 
United States 
www.dlapiper.com fdlapiper.comj 

The information contained in this email may be confidential and/or legally privileged. It has been sent for the sole use of the intended 
recipient(s). If the reader of this message is not an intended recipient, you are hereby notified that any unauthorized review, use, disclosure, 
dissemination, distribution, or copying of this communication, or any of its contents, is strictly prohibited. If you have received this 
communication in error, please reply to the sender and destroy all copies of the message. To contact us directly, send to 
postmaster@dlapiper.com. Thank you. 
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State Privacy and Security Coalition, Inc. 

COMMENTS TO THE ATIORNEY GENERAL 

December 5, 2019 

California Department of Justice 

Attn: Privacy Regulations Coordinator 

300 Spring Street 

Los Angeles, CA 90013 

PrivacyRegulations@doj.ca.gov 

Re: Comments Regarding Title 11(1)(20): CCPA Proposed Text of Regulations 

I. Introduction 

The State Privacy & Security Coalition is a coalition of 29 companies and 6 trade associations 

across the reta il, payments, communications, technology, fraud prevention, tax preparation, automotive 

and health sectors. We work for laws and regulations at the state level that provide strong protection 

for consumer privacy and cybersecurity in a consistent and workable matter that reduces consumer 

confusion and unnecessary compliance burdens and costs. 

Our Coalition worked with Californians for Consumer Privacy and consumer privacy groups on 

amendments to clarify confusing language in the CCPA, to reduce the risk of fraudulent consumer 

requests that would create risks to the security of consumer data, and to focus CCPA requirements on 

consumer data, consistent with the title of the law. 

We very much appreciate that the draft Regulations address a number of outstanding confusing 

aspects of the CCPA and take the risk of fraudulent "pretexting" requests seriously. At the same time, 

we urge the Attorney General's Office to amend the final rules to make them more workable, more 

consistent with the text of the CCPA, and avoid needless areas of inconsistency with the California 

Privacy Rights Act Initiative ("CPRA"), No. 19-0021, filed Nov. 13, 2019, which may well be adopted by 

California voters in 2020. 

II. AG's Office should not issue rules that differ from both the statute and CPRA 

The CCPA has already been amended and changed twice. The rules will change CCPA 

requirements a third time. 

If approved by the voters in 2020, the CPRA will make further changes in 2023 and will move 

authority over this area of the law to a new agency, and will require rulemakings by that new agency in 

14 more areas. These repeated changes make the CCPA a "moving target" and create needless and 

wasteful uncertainty. 

1 

EAST\170576266.1 

500 8th Street, NW 
Washington, DC 20004 
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State Privacy and Security Coalition, Inc. 

The AG rules go beyond both the statute and CPRA in several problematic and onerous ways. 

Unless corrected before the final rules are issued, these changes would create anomalous and 

burdensome requirements that do not significantly advance consumer privacy and that would be erased 

in 2023. 

These potentially temporary requirements could very well create further uncertainty and 

confusion, with consumers seeing mandatory notices and rights that would disappear in 2023. This back 

and forth would not advance privacy. Furthermore, there are significant arguments that these 

requirements exceed the AG's Office's authority to interpret the statute. 

For all these reasons, it is a far better course for the AG's Office to remove these temporary, 

outlier requirements from the final rules. 

Ill. Do Not Sell Signals Should Not Be Included as a Requirement in the Final Rules 

In contrast to CPRA, § 999.315(c) of the draft Rules would require all businesses that collect 

information on line to honor "user-enabled privacy controls, such as a browser plugin or privacy setting 

or other mechanism, that communicate or signal the consumer's choice to opt-out of the sale of their 

personal information." The opt-out would need to be honored within 15 days of the rules taking effect. 

By contrast, CPRA would provide businesses with a choice between honoring the do not sell opt

out signal and posting a Do Not Sell my personal information link. CPRA would provide for two 

rulemakings to clarify the requirement. CPRA, § 1798.185{a)(19)-(20). It would also make this 

requirement effective in 2023, only after the rulemakings regarding practical implication issues. CRPRA, 

§ 31. 

It makes far more sense for the AG Rules to defer to this element of its rulemaking. First, there 

is currently no user-enabled privacy control that sends a "do not sell" message, must less deployment of 

protocols for a downstream system for receiving and implementing the signal. This sort of requirement 

cannot be implemented in the near term along with the rest of the final regulations. It is important to 

allow time to develop and implement a technical standard for the privacy controls. 

Second, this part of the proposed rule is vague as to which controls must be honored and which 

must not. It also contains no process at all for clarifying the requirement and how it would be 

implemented technically. It actually requires a further rulemaking to develop real rules on this issue 

and then time for the development of a technical standard then deployment oftechnology to make the 

privacy control effective. This would serve no purpose because the new agency is called upon to issue 

these rules in 2023. 

Third, the CCPA itself contains no provision authorizing the AG's Office to impose this 

requirement and no mention of whatsoever of any "do not sell" technology. It is therefore doubtful that 

the AG's Office has this authority until CPRA is approved by California voters and take effect. Finally, as 

a practical matter, the requirement may necessarily apply outside the borders of California, in violation 

of the Dormant Commerce Clause to the US Constitution. All these considerations point strongly toward 

2 
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State Privacy and Security Coalition, Inc. 

waiting for CPRA rulemaking regarding how to implement a signal requirement. 

IV. The Requirement to Obtain Opt-in Consent for Any Uses Not Specified in the Notice at 

Collection Should Be Removed 

This opt-in requirement in§ 999.305(a)(3) is contrary to the express language of CCPA § llO(b), 

which provides that business "shall not ... use personal information collected for additional purposes 

without providing the consumer with notice consistent with this section". The CCPA is very clear about 

the few places where it requires opt-in consent, and never requires opt-in consent for uses of personal 

data, so that there is no ambiguity at all in the statute to support this interpretation. CPRA is equally 

clear on this point. 

Furthermore, well established privacy frameworks, including the FTC framework and the EU 
General Data Protection Regulation, permit additional uses of personal information that are consistent 

with the original purposes for collection and notice provided. Consistent with the CCPA, a consumer 

who receives notice of a business' use of personal information for new purposes can submit a request to 

delete personal information, a right to know request, or a request to opt out of the sale of personal 

information. These protections are sufficient to maintain the consumer's control of a business' uses of 

her data. 

What is more, requiring opt-in consent if the notice of uses is not broad enough would 

contravene the purpose of shorter notice at collection by strongly incentivizing businesses to provide 

overbroad notices of potential uses of personal information to avoid the need to contact state residents 

down the road to request opt-in consent. 

V. Excessive Notice Regarding and Presumption of Illegality of Financial Incentives Should Be 

Pared Back 

Section 999.336(a) impermissibly changes the concept of "discrimination" in the CCPA by 

creating a presumption that all price and service differences are unlawfully discriminatory if the business 

treats a consumer differently because the consumer exercised a right conferred by the CCPA or the 
regulations. This provision reverses language in the statute which permits reasonable price and service 

differentials. This proposed subsection is contrary not only to the CCPA text, but also to CPRA, which 

would add an express exemption for loyalty and reward programs that meet the requirements of CPRA 

Section 1798.125. See id. at§ 1798.125(a)(3). 

Section 999.307(b)(5) a. and b. would add detailed notice requirements to explain a "good faith 

estimate" of the value of a consumer's data (something that is very difficult to estimate with any 

accuracy), as well a description of the method used to calculate that value. These requirements are 

contained neither in the CCPA, nor in CPRA and would add extensive detail that has nothing to do with 

providing notice to the consumer of the consumers of the terms of the incentive program, The CCPA 

notice requirements already significantly lengthen privacy policies, increasing the risk that consumers 
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State Privacy and Security Coalition, Inc. 

will tune out and not read them. This further detail, which has no basis l CPRA or the CCPA, should be 
removed. 

Section 999.336 defines a financial incentive as a "discriminatory practice", but allows for price 

or service differentials if the requirements of a new model to value data are followed under a wholly 

new proposed formula set forth at Section 999.337. The proposed rules cabin the "reasonableness" 

valuation by proposing 8 factors that can be used alone or in combination to arrive at a price discount. 

There is absolutely no record to support that any of these methods "reasonably" approximate the value 

of a customer's data. Nor can they. The value of an individual's personal data to a product offering to 

many customers cannot be based on any of these 8 factors offered by the AG's office without any 

empirical support to suggest they are reasonable. 

VI. The Range of Personal Information Subject to CCPA Rights Requests Should Be Aligned With 
§ 1798.1450)(3) of the Initiative 

The CPRA Initiative recognizes in this subdivision that responses to the CPRA rights requests 

should not apply to personal information that as a practical matter a business cannot retrieve without 

accessing additional data or technology that the business or service provider does not access in the 

ordinary course of business. 

This is an important clarification to add to § 999.313 and .315 of the draft regulations to clarify 

that businesses need not engage in extraordinary eDiscovery searches to try to locate every bit of the 

broad range of personal information that might be located somewhere in their systems -- including in 

unstructured formats and that are never used in the ordinary course of business -- in order to comply 

with CCPA rights. This would create a perverse and anti-privacy incentive to make all these data that 

the business does not use and cannot easily retrieve much more readily retrievable and thereby more 

usable by the business. 

This clarification is pro-privacy, would anticipate a specific provision in the CPRA that ls likely to 

go into effect in 2023, and would significantly reduce unnecessary compliance costs from CCPA rights 

requests. 

VII. The Data Elements That May Not Be Disclosed In Response to a Consumer Request Should 

Expand With Data Elements That Can Trigger Data Breach Class Action Risk Under§ 

1798.lSO(a) of the CCPA. 

We strongly support the prohibition in § 999.313(c)(4) against disclosing SSNs, drivers' license 

numbers and other government-issued ID numbers, health insurance or medical identification numbers, 

account passwords, or security questions and answers. Consumers know this information and there is 

no reason to create risk of requiring disclosure of these data elements in response to "right to know" 

requests. 

However, this list should be amended to include a cross reference Section 1798.lSO(a)(l)'s 

reference to Section 1798.81.S{d)(l)(A), which sets forth certain data elements for which "reasonable 
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State Privacy and Security Coalition, Inc. 

security" is required . For example, this year the legislature at the request of the Attorney General 

amended Section 1798.81.S(l(A) to add biometric data, thereby creating data breach class action risk 

for these data. If the legislature (and the Attorney General) believe that additional data elements such 

as biometric data warrant potential class action enforcement under Section 1798.lSO(a)(l), then§ 

999.313(c)(4) should relieve businesses of the obligation to turn over these specific pieces of personal 

information in response to a CCPA "right to know" request. 

Including this "expander" is not only good for consumer data security, it is also the only fair 

result for businesses subject to CCPA, because CCPA both creates the risk of large class actions and 

affirmative "right to know" requirements that expose businesses to this risk. 

VIII. For Similar Important Security Reasons, the Final Regulations Should Exempt Personal 

Information That Is Used Solely For Fraud or Misrepresentation Prevention or Cybersecurity 
from Do Not Sell, Deletion and Right to Know Requests 

Section 1798.105(d)(2) of the CCPA recognizes the importance of personal information for 

security purposes by including an exemption from the deletion right for personal information that is 
necessary to retain in order to 

"(2) Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity; 

or prosecute those responsible for that activity." 

This same important interest applies with regard to the risk that fraudsters and hackers will use 

the "right to know" to: (1} learn what specific data and types of data elements are used by a business 

for authentication and other security purposes, and (2) block "sale" of personal information by fraud 

prevention and cybersecurity services to customers that is important to prevent "malicious, deceptive, 

fraudulent, or illegal activity". 

For the same reasons that prompted the Attorney General's Office to propose the verification 

and security requirements in the proposed regulations, the final regulations should contain narrow 

exemptions to "right to know" and "do not sell" requirements for personal information "to the extent 
that this personal information is used solely to protect against malicious, deceptive, fraudulent, or illegal 
activity." These two narrow revisions would advance the goals of the regulation by preventing bad 

actors from using rights in the CCPA to circumvent the verification and security requirements that the 

final regulations include to protect consumers. They would also avoid the significant unintended 
consequence of the CCPA right being used as a sword by bad actors to perpetrate fraud and 

cybersecurity attacks that undermine California consumers' privacy and make them less safe. 

IX. The Exemption for Service Provider Use of Personal Data for Security Purposes in § 999.314(c). 

Must Be Amended to Add the Other Exempt Purposes under§ 1798.145. 
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State Privacy and Security Coalition, Inc. 

The limitation in § 999.314(c) of the draft regulations against service providers using personal 
data they receive to provide services to any other person or entity with the exception of security 
services needs to be amended to be consistent with the definition of a "service provider'' in§ 1798.140 

of the CCPA. The statutory definition expressly allows use of personal data for any purpose that is 
expressly allowed under the statute. 

Without this important clarification, this provision would limit a service provider's capacity to 
utilize its data for legitimate CCPA business purposes agreed to and defined within t he boundaries of a 
contract, in circumstances in which personal information will not be sold, but only used to provide 
services. The CCPA already subjects service providers to robust requirements. This subsection of the 
final rules must be amended to allow these other important, statutori ly permitted purposes. 

Respectfully submitted, 

&e,, o .,~ 
Jim Halpert, General Counsel 
State Privacy & Security Coalition 
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Message 

From: Pam Dixon 
Sent: 12/6/2019 11:14:36 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments of the World Privacy Forum re: CCPA NPRM 
Attachments: Comments_WPF _CCPA_06Dec2019_fs.pdf 

Attached please find the comments (PDF) of the World Privacy Forum regarding the CCPA Notice of Proposed 
Rulemaking. 

Thank you for the opportunity to comment, 

Pam Dixon 

Pam Dixon 
Executive Director 
World Privac Forum 

3 Monroe Parkway 
Suite P #148 
Lake Oswego OR 97035 
www.worldprivacyforum.org / @privacyforum 
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~ 
WORLD PRIVACY FORUM 

Comments of the World Privacy Forum 

Regarding 

Notice of Proposed Rulemaking, California Consumer Privacy Act 

Sent via email: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

December 6, 2019 

Dear Attorney General Becerra: 

Thank you for the opportunity to comment on the Notice of Proposed Rulemaking for the 
CCPA. We appreciate the work and thought that went into the draft rules. 

The World Privacy Forum is a nonprofit, non-partisan 501 (c}(3} public interest research group. 
We have published respected privacy research and analysis in multiple areas, including Al, 
health, identity, data brokers, biometrics, and others. We have testified before Congress and 
federal agencies, most recently testifying about the FCRA and data brokers before the Senate 
Banking full committee in June of this year. We regularly submit comments on a wide variety of 
agency regulations affecting privacy and security matters. You can find out more about our 
work and see our reports, data visualizations, testimony, consumer guides, and public 
comments at https://www.worldprivacyforum.org. WPF is incorporated and registered as a 
non-profit in California, and we have worked in the state for more than two decades. We are 
also registered in Oregon. 

Our primary comments regarding the proposed regulations focus on procedures, policies, and 
rules for consumers regarding requests to delete, to opt out, or to know. The implementation of 
the opt out, deletion, and right to know requests have significant potential to create serious 
new risks for consumer abuse and fraud. We have proposed solutions where possible. 

We have concerns relating to the potential that CCPA implementation creates increased 
consumer identity silos and increased uses of "strong identity" systems, such as biometrics, to 
verify consumer requests. 

And finally, we find much to object to regarding the proposed uses of the terms deidentification 
and aggregation to stand in for effectuating a consumer's request for deletion of data. We see 
this as an issue that will prove problematic for consumer privacy over time. 
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Albeit unintentional, the potential for consumer harm in the CCPA and its implementation 
concerns us. The challenges are significant enough to warrant comment, attention, and further 
action. 

Comments on § 999.306: Notice of Right to Opt-Out of Sale of Personal Information 

The proposed regulations state that businesses shall include certain information in the opt-out 
notice. We affirm the inclusions discussed in 1-4. We object to (5). The provisions are as 
follows: 

( c ) A business shall include the following in its notice of right to opt-out: 
(1) A description of the consumer's right to opt-out of the sale of their personal 
information by the business; 
(2) The webform by which the consumer can submit their request to opt-out online, as 
required by Section 999.315(a), or if the business does not operate a website, the offline 
method by which the consumer can submit their request to opt-out; 
(3) Instructions for any other method by which the consumer may submit their request 
to opt-out; 
(4) Any proof required when a consumer uses an authorized agent to exercise their right 
to opt-out, or in the case of a printed form containing the notice, a webpage, online 
location, or URL where consumers can find information about authorized agents; and 
(5) A link or the URL to the business's privacy policy, or in the case of a printed form 
containing the notice, the URL of the webpage where consumers can access the 
privacy policy. 

We disagree with the provision in (5) that allows a printed form containing the notice to simply 
list the URL of a webpage where consumers can then later access the privacy policy using an 
Internet connection. When the opt out notice is given in paper form, the privacy policy must be 
made available at that time to consumers in full, in either paper form, or displayed in full on a 
tablet or other available device. In the HIPAA context, the Notice of Privacy Practices is made 
available in paper form for patients who ask for it. This is the right decision and is an inclusive 
and fair decision. 

Creating a need for a consumer to go online to access a digital privacy policy for a paper 
notice is problematic, and in particular for vulnerable individuals who may not have easy or free 
access to the Internet at the moment they are reading the notice, when the information is 
relevant. It is important to remember that not everyone has fully shifted to digital, and those 
people who have not made the shift may not have done so due to factors that make them 
vulnerable. It is still important to provide paper privacy policies to people when a paper notice 
is the primary method used for notification. 

Comments regarding Article 3. Business Practices for Handling Consumer Requests 
§ 999.313. Responding to Requests to Know and Requests to Delete 

Comments regarding {c){1): Information that shall not be included in disclosures to 
consumers 

The proposed language states: 

(1) For requests that seek the disclosure of specific pieces of information about the 
consumer, if a business cannot verify the identity of the person making the request 
pursuant to the regulations set forth in Article 4, the business shall not disclose any 
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specific pieces of personal information to the requestor and shall inform the consumer 
that it cannot verify their identity. If the request is denied in whole or in part, the 
business shall also evaluate the consumer's request as if it is seeking the disclosure of 
categories of personal information about the consumer pursuant to subsection (c)(2). 

There is a balance here. On one hand, some businesses may abuse this section and use it as a 
broad excuse to deny many consumers disclosure based on a failure to verify identity. This 
would be a negative outcome. We encourage the Attorney General to carefully track the 
metrics of declined opt outs and make those results public, along with the reasons for the 
declined requests. 

In considering the risks to consumers in disclosures effectuated by a bad actor, it is our 
analysis that it is initially better for consumer safety to err on the side of safety. And it is for 
safety reasons we support the language in (c)(1) at this time. We reserve our judgement for 
what the opt-out metrics reveal about consumer and business opt-out patterns. 

Comments regarding (c)(4): Types of information that shall not be shared. 

The proposed language states: 

(c) Responding to Requests to Know 
(4) A business shall not at any time disclose a consumer's Social Security number, 
driver's license number or other government-issued identification number, financial 
account number, any health insurance or medical identification number, an account 
password, or security questions and answers. 

We agree that SSN, DL numbers, and the other consumer information mentioned in (c)(4) are 
appropriate to not disclose. We believe that for safety purposes, a business must also not 
disclose a consumer's home address or precise geolocation data that would allow the 
inference of a precise home address (or school address.) 

The release of consumer home address data provides too many potential physical safety 
dangers to individuals whose information will be sought by fraudsters and bad actors. In cases 
of victims of crime, including domestic violence, sexual assault, and stalking, safety 
considerations for these individuals include the need to protect home addresses in particular. 

Because it is entirely inappropriate to ask vulnerable individuals to self-identify or prove they 
are members of a vulnerable class, we recommend the inclusion of home address as a item 
that should not be shared. (Excepting businesses that maintain a password protected self
service portal, as described in the regulations in (c)(7).) 

Comments regarding (d)(2) Responding to Requests to Delete 

We profoundly disagree with the proposed language allowing "delete" to mean aggregation or 
deidentification. The language states: 

(2) A business shall comply with a consumer's request to delete their personal 
information by: 
a. Permanently and completely erasing the personal information on its existing systems 
with the exception of archived or back-up systems; 
b. De-identifying the personal information; or 
c. Aggregating the personal information. 
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This language sets a deleterious precedent, negating the plain meaning of "delete." Holding 
data is holding data, even if it is deidentified. White box analytics, which we describe more 
completely below, is a technique already in use today that allows for data analytics to be 
accomplished using deidentified data. Deidentifying data does not negate its usefulness to 
business. Beyond white box issues, deanonymization techniques continue to advance rapidly, 
meaning that even the most stringent definition of deidentification or aggregation will not hold 
the same meaning as delete. These three terms are not interchangeable. Delete means delete. 
Deidentification does not mean deletion. 

First, we want to note that white box analytics and other machine learning techniques allow for 
the use of deidentified data to conduct analytics. White box analytics enables the use of 
deidentified data to accomplish data goals. This type of analytic technique is part of a well
understood privacy-by-design arsenal. Data should, when practicable, be robustly deidentified 
at the source, so that data comprising the basis of important statistical research is gathered, 
but can be made less risky to data subjects. With white box approaches, using raw data for 
analysis is not necessary. Reducing the spread and use of raw data for analytics is an 
important aspect of a more evolved data use policy. 

White box analytical techniques are already being used in the financial sector to determine 
"KYC" or know your customer information using only deidentified data. As a precise example, 
companies such as ThreatMetrix conduct financial sector KYC analysis using only hashed 
personal data in a white box machine learning model - this is a best practice. The company 
does not work with the raw data, therefore it does not know the private details of each 
individual, but the analysis will tell them the probability of the individual being a "known" 
individual. KYC duties are fulfilled, and privacy and safety are preserved. There is still a need to 
prevent improper use of the analytic results in this model, because data that is deidentified is 
still usable. 

Second, this language does not acknowledge the large research literature on deidentification 
and aggregation which has unambiguously demonstrated that deidentified data and 
aggregated data may be de-anonymized. This is true even for HIPAA datasets, which have 
carefully defined standards for de-identification. See for example, the seminal work on 
deidentification and deanonymization of Dr. LaTanya Sweeney http://www.latanyasweeney.org/ 
work/identifiability.html and Arvind Narayanan http://randomwalker.info/publications/de
anonymization-retrospective.pdf. 

If only three articles could be read on this topic, these three articles are key: 

1. A. Narayanan and V. Shmatikov, Robust de-anonymization of large sparse datasets in the 
29th IEEE Symposium on Security and Privacy, 2008, pp. 111-125. This is a famous paper 
and will afford background on why the prospect of calling deletion deidentification is so 
dangerous. 

2. A. Narayanan and V. Shmatikov, Robust De-Anonymization of Large Sparse Datasets: A 
decade later, 2019. This 2019 update gives perspective on the original seminal paper. 

3. L. Sweeney, k-anonymity: A model for protecting privacy, International Journal of Uncer
tainty, Fuzziness and Knowledge-Based Systems, vol. 10, no. 05, pp. 557-570, 2002. This 
paper by LaTanya Sweeney is utterly seminal and is important in understanding HIPAA 
deidentification. 

Third, if California wants to incentivize businesses to aggregate and deidentify data, that is fine 
and we support that - but not when aggregation and deidentification takes the place of the 
plain meaning of delete. This presents a very meaningful policy shift, and is not appropriate. 
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If California is willing to put in its CCPA regulations a definition of deidentification that is at 
least as strong as the HIPAA de-identification standard, and requires that the data meant 
to be deleted is never reused in any analytics again, nor to target scoring or other 
activities, we are willing to go that far, as long as the term delete is disambiguated from the 
term deidentify. Deleting data does not mean deidentifying data. HIPAA provides the option 
of a safe harbor or expert analysis. HIPAA does not assert that deidentification is actual 
deletion. 

This is a crucial point. Will the Attorney General honor the CCPA intent of deletion? Or will the 
regulations create an analytics loophole that allows entities to continue to use data as long as it 
is deidentified? We urge the Attorney General to differentiate between creating a safe harbor 
for businesses that deidentify data and do not reuse the data for any purpose, and the term 
deletion. Deletion of data means, to the public, that the company will no longer hold the data, 
and in fact will not use the data. 

Fourth, even if the term "deidentified" is better defined, the term "aggregate" covers a great 
deal of ground, and we do not believe it can reasonably be included in this section. Deleting 
data does not mean to aggregate the data. No matter how cleverly defined. 

Fifth, the Attorney General may be surprised to learn that a number of data brokers are 
declaring that they are not subject to the CCPA, because they aggregate and deidentify 
consumer data. We predict that aggregation and deidentification will be a major challenge for if 
these tools are articulated in relation to deletion in the proposed regulations. 

Sixth, we note that successful deidentification may be problematic for small and medium sized 
enterprises (SM Es) who may not have a cushion of millions of members in their datasets to 
assist with sparsity issues. SM Es may also lack the technical knowledge to properly deidentify, 
or the funding to do so reliably. And certain very small businesses may not be able to 
adequately deidentify consumer data if the number of consumers involved is too small. 

Seventh, one of the threat models behind the right to delete was the fact that companies, when 
they have acquired large volumes of consumer information, are then in a position to be 
compelled by search warrants to yield that personal information. There is an technological 
"arms race" between deidentifiation techniques and reidentification or deanonymization 
techniques. Will search warrants be served on deidentified data that technology can unlock 
now or in the future? We again assert that as long as a company is holding data, it is holding 
data, even if in deidentified form. Deidentified today is deanonymized tomorrow. 

We state again that deletion does not mean the same thing as aggregation or deidentification. 
We note that the current regulations are written in an undesirable construction. If the state 
wishes to use deidentification as a safe harbor, then the following conditions must be present: 

1. Deidentification is clearly stated to be a safe harbor, but is not characterized as deletion. 
2. Deidentification must be to a HIPAA standard or better and must include specific 

requirements for deidentification, such as expert determination and/or removal of specific 
elements that create a safe harbor. We refer you to the HHS Guidance on Deidentification 
under HIPAA: https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de
identification/index. html#standard. 

3. Aggregation is not appropriate to include here in any definition or construction. Aggregation 
is not deletion. It is something else. Again, there is nothing wrong with encouraging 
businesses to use data in the aggregate. This is something we encourage as well. But we 
do not ever state that using data in the aggregate is like deleting the data. 
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4. Companies using deidentification for a safe harbor would need to certify in their privacy 
policy that they have met the deidentification standard {which should not be less than the 
HIPAA standard) and affirm that they will not themselves re-identify or seek to re-identify 
the data or reconstruct the relevant dataset using third parties, etc. They should also affirm 
that they will not use deidentified data that was subject to a deletion request from one or 
more consumers for further analysis, such as ad targeting. 

We strongly urge the Attorney General to convene a task force to look specifically at this issue 
of deletion, deidentification, aggregation, and de-anonymization. Experts such as LaTanya 
Sweeney and Arvind Narayanan need to be brought in to provide background and context. A 
much more deliberative and scientifically based and informed process needs to be brought 
to bear on this implementation issue. California should not redefine delete as aggregate or 
deidentification. 

§ 999.317. Training; Record-Keeping 

There is much that could be improved in this section. Here we focus on one aspect, (b), which 
states: 

(b) A business shall maintain records of consumer requests made pursuant to the CCPA 
and how the business responded to said requests for at least 24 months. 

This section should state that the records of consumer requests should be maintained in a 
secure manner, and ideally be encrypted. Consumer requests over 24 months may include a 
considerable amount of personal data, and represent a data breach risk, depending on how the 
data is managed and stored. 

Article 4. Verification of Requests 
§ 999.323. General Rules Regarding Verification 

General Comments about Verification 

The verification aspects of effectuating broad consumer rights under the CCPA was always 
going to be challenging to implement. We were hoping that the AG would undertake a formal 
public discussion and inclusive multistakeholder process regarding verification risks, 
mitigations, and new research and methodologies in the field. We were hoping this process 
would be grounded in facts and be scientifically informed. Generally, we find that the 
verification section needs much more work, and requires the benefit of expert technical input 
on verification. There are numerous verification technologies and architectures available today. 
Identity verification is a meaningful research area in its own right, and many advancements 
have been made in the past 5 years. 

The proposed regulations have not articulated the range of important technologies and 
systems being implemented today for privacy-protective identity authentication and 
verification. For example, new technologies and methodologies have emerged and are in use 
that can be highly trusted to verify identity, yet also provide only a yes/no response to 
businesses based on zero knowledge proofs. There is not a need for businesses to always 
build up huge stores of new identity silos for the purposes of eventual opt out. There are 
additional architectures that are in use today that would be helpful that could be further 
explored. 
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The regulations appear to be unaware of the risks that various large data breaches, particularly 
the Equifax data breach, have had on identity verification. Pieces of data that businesses have, 
such as SSNs and other such data, may well be compromised. This is part of why newer 
technologies and methodologies have replaced or enhanced the "pieces of data" methodology. 

Again, it would be beneficial for the AG to convene a task force or work group to bring forward 
the best-of-class options in this particular set of privacy-enhancing identity technologies and to 
find ways of encouraging improved outcomes for privacy by using these technologies. 
Otherwise, the mountain of data retention requirements for CCPA is going to have the long
term effect of creating unexpected consequences from the high volume of newly created data 
and identity silos. 

Specific Comments about Verification 

The proposed guidelines state: 

(c) A business shall generally avoid requesting additional information from the consumer 
for purposes of verification. If, however, the business cannot verify the identity of the 
consumer from the information already maintained by the business, the business may 
request additional information from the consumer, which shall only be used for the 
purposes of verifying the identity of the consumer seeking to exercise their rights under 
the CCPA, and for security or fraud-prevention purposes. The business shall delete any 
new personal information collected for the purposes of verification as soon as practical 
after processing the consumer's request, except as required to comply with section 
999.317. 

and 

(e) If a business maintains consumer information that is de-identified, a business is not 
obligated to provide or delete this information in response to a consumer request or to 
re- identify individual data to verify a consumer request. 

We note that the term delete in (c) is used in what consumers could construe to be a plain 
meaning. In (e), the term delete is modified to essentially mean information that is deidentified. 
The term deidentified is defined in the CCPA statute, but it is not defined to a strict enough 
standard in the regulations so as to protect consumers from the serious risks and probabilities 
of reidentification or de-anonymization or analytic re-use. We have already discussed these 
issues earlier in these comments. We reference those arguments here, and repeat our serious 
concerns with this language. 

We urge the Attorney General to rethink the approach of using delete and deidentification 
interchangeably, which will surely change the meaning of delete in precedential ways that are 
unhelpful for consumer privacy protection. If a safe harbor is contemplated, then it should be 
called a safe harbor, and it should meet at least the level of HIPAA deidentification standards. 
The use of deidentification should be noted as a safe harbor, and not as a deletion. We do not 
object to a safe harbor. We object to deidentification or aggregation being defined as deletion. 
We note that no deidentification will remain impermeable for all time; deidentification 
techniques advance alongside de-anonymization techniques. 

§ 999.325. Verification for Non-Accountholders 
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Two sections are of particular concern here: 

(b) A business's compliance with a request to know categories of personal information 
requires that the business verify the identity of the consumer making the request to a 
reasonable degree of certainty. A reasonable degree of certainty may include matching 
at least two data points provided by the consumer with data points maintained by the 
business, which the business has determined to be reliable for the purpose of verifying 
the consumer. 

(c) A business's compliance with a request to know specific pieces of personal 
information requires that the business verify the identity of the consumer making the 
request to a reasonably high degree of certainty, which is a higher bar for verification. A 
reasonably high degree of certainty may include matching at least three pieces of 
personal information provided by the consumer with personal information maintained 
by the business that it has determined to be reliable for the purpose of verifying the 
consumer together with a signed declaration under penalty of perjury that the requestor 
is the consumer whose personal information is the subject of the request. Businesses 
shall maintain all signed declarations as part of their record-keeping obligations. 

The procedures presented in (b) and (c) regarding numbers of pieces of data for authentication 
needs to be fully quantified and quality-tested. There should be full documentation of why this 
is the best method, and it needs to include definitive numbers about the methodology and 
results. The proposed methods should be tested and compared against other methods that 
exist today, and the proposed methods should be submitted to routine testing for effectiveness 
and accuracy, among other items. 

We believe these regulations would benefit greatly from more time and much more expert-level 
input on this point, and more data points regarding effectiveness of verification methods, as 
well as acceptable options. Future-proofing could be achieved here in a number of ways. We 
encourage the Attorney General to surface how verification language might be future proofed in 
a working group or further multistakeholder process. 

Conclusion 

We can appreciate the amount of work and thought that went into this proposed rulemaking. 
However, the Attorney General has more work to do to create a detailed, evidence-based 
implementation of the CCPA. 

We urge the Attorney General to convene one or more task forces to look specifically at the 
issues of deletion, deidentification, aggregation, de-anonymization, and verification, and to 
make sure the leading technical researchers in each area are involved in that process or 
processes. We are particularly concerned that the precedent in the proposed language around 
aggregation and deidentification as equal to deletion is deleterious in ways that will damage 
consumer privacy interests deeply going forward, in California and elsewhere. 

We are also concerned that, given the definition of delete and the procedures for verification 
put forward in these proposed regulations, that there is every reason to be concerned that 
businesses will create new silos of consumer demographic and identity information as they 
attempt to comply with the regulations, creating breach liabilities for businesses and risks for 
consumers. The regulations are not specific enough on this point of ensuring data and identity 
silos are not created. 
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Overall, the regulations can do much more to assist businesses and consumers with privacy
friendly identity verification options. The regulations as currently proposed do not seem to be 
aware of the newer techniques for privacy-protective verification of identity. Where these 
options would work, they are preferable. We again encourage the Attorney General to convene 
a workgroup on these options, ensuring that technical experts in identity and verification are 
invited to provide data and factual documentation of various verification methods and 
effectiveness of those methods, as objectively quantified. 

And finally, if there was just one thing we could change in these proposed regulations, we 
would choose to remove the redefinition of delete to mean deidentify or to aggregate data. We 
agree that businesses can and should be incentivized to use deidentification techniques, but 
these techniques should not be characterized as actual deletion. Instead of characterizing 
deidentification as deletion, it may be characterized as a safe harbor. This is fine, as long as the 
standard for deidentification is at least as strong as HIPAA, is specific, and does not allow for 
ongoing use of deidentified data that was subject to one or more deletion requests. 

We stand ready to help address and work to resolve the issues we have raised in these 
comments. We are aware that the issues CCPA raises for businesses and consumers are 
complex, and there are not easy answers. That is why we believe more dialogue - and 
understanding - between stakeholders working in good faith is necessary. While appreciating 
the challenges involved, we urge you to take more time and gather more technical input on the 
specific tensions we have discussed. Thank you for your time and attention. 
Respectfully submitted, 

Is 

Pam Dixon 
Executive Director, 
World Privacy Forum 
www. world privacyforum .org 

Comments of World Privacy Forum Page 9 of 9 

CCPA_45DAY_00945 

Guest
Line

Guest
FreeText
See
 Above



Message 

From: Howard Fienberg 
Sent: 12/6/2019 10:25:41 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Blake Edwards Stuart L. Pardau 
Subject: Comments on CCPA draft regulations 
Attachments: Insights Assoc CCPA Reg Comments 12-6-19.pdf 

Attached are the comments of the Insights Association on the draft CCPA regulations. 

Sincerely, 
Howard Fienberg 
VP Advocacy 
The Insights Association 

1156 15th St, NW, Suite 700, Washington, DC 20005 
http://www.lnsightsAssociation.org 

(In 2017, CASRO and the Marketing Research Association (MRA) merged to form the Insights Association, representing 
the marketing research and data analytics industry.) 
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The Honorable Xavier Becerra 
Attorney General, State of California 

Privacy Regulations Coordinator 
California Office of the Attorney General 

Email: privacyregulations@doj.ca.gov 

• 

ASSOCIATION 

December 6, 2019 

Dear Attorney General Becerra 

The Insights Association ("IA") submits the following comments regarding the proposed regulations1 

implementing the California Consumer Privacy Act ("CCPA") (CAL. CIV. CODE, § 1798.100 et seq.). 

IA represents more than 530 individual and company members in California, with more than 5,300 
members in total. Virtually all of these members will fall within the jurisdiction of the CCP A due to the 
fact that personal information of California residents is collected and transmitted for legitimate purpose 
by marketing research and data analytics companies and organizations in most instances. 

IA is the leading nonprofit trade association for the marketing research and data analytics industry. IA's 
members are the world's leading producers of intelligence, analytics and insights defining the needs, 
attitudes and behaviors of consumers, organizations, employees, students and citizens. With that essential 
understanding, leaders can make intelligent decisions and deploy strategies and tactics to build trust, 
inspire innovation, realize the full potential of individuals and teams, and successfully create and promote 
products, services and ideas. 

What is "marketing research"? Marketing research is the collection, use, maintenance, or transfer of 
personal information as reasonably necessary to investigate the market for or marketing of products, 
services, or ideas, where the information is not otherwise used, without affirmative express consent, to 
further contact any particular individual, or to advertise or market to any particular individual. An older 
definition of marketing research, used in California S.B. 756 in 2017, was "the collection and analysis of 
data regarding opinions, needs, awareness, knowledge, views, experiences and behaviors of a population, 
through the development and administration of surveys, interviews, focus groups, polls, observation, or 
other research methodologies, in which no sales, promotional or marketing efforts are involved and 
through which there is no attempt to influence a participant's attitudes or behavior." 

The CCP A will have a profound impact on the business community, including the marketing research and 
data analytics industry. According to the August 2019 estimate from Berkeley Economic Advising and 
Research for the Attorney General's office, compliance with CCP A regulations (not including compliance 

1 https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf 
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with the statute itself) would amount to $467 million to $16.454 billion per year.2 In this regard, we 
appreciate the opportunity to submit IA's recommendations on the draft regulations. 

Our primary concerns focus on: (1) limiting the "authorized agent" concept to minors, and elderly or 
incapacitated individuals; (2) exempting marketing research from notices of financial incentives for 
research participation or, alternatively, providing for an opt-in regime in place of the notices; (3) allowing 
for email requests in lieu of an interactive webform; (4) clarifying how§ 999.315 relates to existing "Do 
Not Track" requirements, and delaying implementation of this requirement; (5) setting the response times 
for requests to know or delete and opt-out requests at a uniform 45 days; and (6) issuing further guidance 
on how CCP A applies to personal information collection via telephone. 

1. Limit the "authorized agent" concept to minors, and elderly or incapacitated individuals. 

Under the draft regulations, a consumer may designate an authorized agent3 to submit opt-out requests, 
and requests to know and delete. Per§ 999.326, when a consumer makes a request through an authorized 
agent, "the business may require that the consumer: ( 1) Provide the authorized agent written permission to 
do so; and (2) Verify their own identity directly with the business." 

As currently drafted, there would be no tangible limitation on this procedure; anyone could submit a 
request through an authorized agent. 
This option will be unnecessary in most cases, increase paperwork associated with the verification 
process, and open the door for fraudulent requests. Except in cases where the consumer is a minor, or 
someone who genuinely needs an authorized agent to submit a request (such as an elderly or incapacitated 
individual), requiring requests to be submitted by consumers themselves would better serve CCPA's 
purpose. 

2. Exempt marketing research from notices of financial incentives for research participation or, 
alternatively, provide for an opt-in regime in place of the notices. 

Under§ 999.307, businesses would need to give notice of financial incentives for the purpose of 
explaining to the consumer "each financial incentive or price or service difference a business may offer in 
exchange for the retention or sale of a consumer's personal information so that the consumer may make 
an informed decision on whether to participate. ,,4 The notice would have to include a "good faith estimate 

2 "Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations." August 
2019. 
http://www.dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/CCPA Re 
gulations-SRlA-DOF.pdf 

3 As defined by § 999.301, an "authorized agent" is "a natural person or a business entity registered with the 
Secretary of State that a consumer has authorized to act on their behalf subject to the requirements set forth in 
section 999.326." 

4 § 999.307. "Notice of Financial Incentive (a) Purpose and General Principles (1) The purpose of the notice of 
financial incentive is to explain to the consumer each financial incentive or price or service difference a business 
may offer in exchange for the retention or sale of a consumer's personal information so that the consumer may make 
an informed decision on whether to participate. (2) The notice of financial incentive shall be designed and presented 
to the consumer in a way that is easy to read and understandable to an average consumer. The notice shall: a. Use 
plain, straightforward language and avoid technical or legal jargon. b. Use a format that draws the consumer's 
attention to the notice and makes the notice readable, including on smaller screens, if applicable. c. Be available in 
the languages in which the business in its ordinary course provides contracts, disclaimers, sale announcements, and 
other information to consumers. d. Be accessible to consumers with disabilities. At a minimum, provide information 

2 
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of the value of the consumer's data that forms the basis for offering the financial incentive." Section 
999.337 spells out eight different methods for calculating that value. 5 

The regulations requiring notice of financial incentives seem primarily designed to deal with situations 
where companies offer some discount or free service in return for the sharing or sale of the consumer's 
personal information. Such situations often involve passive data collection under terms that are not 
entirely transparent. 

Financial incentives in marketing research are different. 

Marketing research requires robust participation and representation to be effective. IA members 
frequently achieve this by offering financial incentives to research participants (also known as 
respondents). For example, a doctor may be offered an honorarium to complete a survey about various 
pharmaceuticals, or an individual may be offered a gift card to participate in a half-day focus group about 
important public policy issues in their community. 

In these and other similar cases, research respondents often participate for a variety of non-monetary 
reasons, including a desire to share opinions that will help improve product/service quality or simply on 
subject matter that a respondent may be passionate about. People care about the issues our members ask 
about, and like giving their opinions. Nevertheless, because of the costs sometimes associated with 
fielding a research study, insights professionals cannot afford to take participation for granted. Financial 
incentives of various kinds help complete research as quickly and effectively as possible. 
Many exchanges between businesses and consumers involving personal information (such as those 
between researcher and respondent) are complicated interactions motivated by a variety of reasons. Often, 
there is no simple quid pro quo involving money for information. 

on how a consumer with a disability may access the notice in an alternative format. e. Be available online or other 
physical location where consumers will see it before opting into the financial incentive or price or service difference. 
(3) If the business offers the financial incentive or price of service difference online, the notice may be given by 
providing a link to the section of a business's privacy policy that contains the information required in subsection (b). 
(b) A business shall include the following in its notice of financial incentive: ( 1) A succinct summary of the 
financial incentive or price or service difference offered; (2) A description of the material terms of the financial 
incentive or price of service difference, including the categories of personal information that are implicated by the 
financial incentive or price or service difference; (3) How the consumer can opt-in to the financial incentive or price 
or service difference; ( 4) Notification of the consumer's right to withdraw from the financial incentive at any time 
and how the consumer may exercise that right; and ( 5) An explanation of why the financial incentive or price or 
service difference is permitted under the CCP A, including: a. A good-faith estimate of the value of the consumer's 
data that forms the basis for offering the financial incentive or price or service difference; and b. A description of the 
method the business used to calculate the value of the consumer's data." 

5 § 999.337 "(b) To estimate the value of the consumer's data, a business offering a financial incentive or price or 
service difference subject to Civil Code section 1798.125 shall use and document a reasonable and good faith 
method for calculating the value of the consumer's data. The business shall use one or more of the following: (1) 
The marginal value to the business of the sale, collection, or deletion of a consumer's data or a typical consumer's 
data; (2) The average value to the business of the sale, collection, or deletion of a consumer's data or a typical 
consumer's data; (3) Revenue or profit generated by the business from separate tiers, categories, or classes of 
consumers or typical consumers whose data provides differing value; ( 4) Revenue generated by the business from 
sale, collection, or retention of consumers' personal information; (5) Expenses related to the sale, collection, or 
retention of consumers' personal information; (6) Expenses related to the offer, provision, or imposition of any 
financial incentive or price or service difference; (7) Profit generated by the business from sale, collection, or 
retention of consumers' personal information; and (8) Any other practical and reliable method of calculation used in 
good-faith." 
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These exchanges are also, at least in the research context, generally entered into freely by both parties. If 
consumers knowingly consent to a financial incentive like those described in the marketing research 
scenarios described above, the CCPA's drafters likely did not intend to interfere in such a relationship. 

The regulations do not appear to have been written with marketing research in mind and would inhibit 
research in an unintended way. Accordingly, the regulations should exempt marketing research 
participation from notices of financial incentives. 

In the alternative, if such an exemption is not feasible, the regulations should provide an opt-in regime 
whereby the amount of the financial incentive (if any) will be disclosed prior to the commencement of the 
marketing research, and the respondent ( or individual whose information is being used for marketing 
research purposes) will have the sole option to determine whether their personal information will be used 
for research or not. 

3. Allow for email requests in lieu of an interactive webform. 

Under Sections 999.312 and 999.315 of the draft CCPA regulations, businesses must provide two or more 
designated methods for submitting requests to know and opt-out, including, at a minimum, a toll-free 
telephone number and, if the business operates a website, an "interactive webform" accessible through the 
business's website. 

Many California businesses, including many of our members, have limited resources, both in terms of 
personnel and technological expertise. Requiring these businesses to launch an interactive webform 
imposes new burdens without furthering CCPA's purposes. As such, email correspondence would better 
serve CCPA's purposes by allowing consumers to state their questions and concerns directly, and to start 
a conversation regarding their privacy on their own terms. 

4. Clarify how§ 999.315 relates to existing "Do Not Track" requirements, and delay implementation of 
this requirement. 

Under§ 999.315, "[i]f a business collects personal information from consumers online, the business shall 
treat user-enabled privacy controls, such as a browser plugin or privacy setting or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the sale of their personal information as a 
valid [opt-out] request." 

IA seeks clarification on how this regulation relates to existing requirements related to "Do Not Track" 
signals. Under current California law, businesses are required to disclose in their privacy policies how 
they respond to such signals, but are not required to honor them. Would the regulations require that 
businesses honor "Do Not Track" signals, or would the regulations only apply to "a browser plugin or 
privacy setting" which more specifically communicates a consumer's desire that a business not sell their 
personal information? 

A "Do Not Track" signal is not the same as a "do not sell" request. For example, a consumer may set her 
browser to "Do Not Track" because she does not want businesses tracking her browsing activities (and 
perhaps serving her with targeted ads), but it does not necessarily follow that the consumer would want to 
opt out of the sale of her information in every scenario. 

Irrespective of this desired clarification, IA requests that the Attorney General's office delays 
implementation of any regulation related to a "browser plugin or privacy setting or other mechanism" for 
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an additional year. As discussed above, many of our members are smaller companies with limited 
technological capabilities. This concern is obviously not just limited to the marketing research and data 
analytics industry. We believe such smaller businesses will need additional time to work out the 
complicated implementation and response procedures related to this question. 

5. Set the response times for requests to know or delete and opt-out requests at a uniform 45 days. 

Under §999 .313 of the draft CCP A regulations, businesses must confirm receipt ofrequests to know or 
delete information within 10 days, and respond substantively to the requests within 45 days. Under § 
999.315, businesses must "act upon [an opt-out] request as soon as feasibly possible, but no later than 15 
days from the date the business receives the request." 

These deadlines are unnecessarily complicated. The timeframe to respond to all requests should be set at a 
uniform 45 days. 

However, the extension to 90 days under § 999. 313 ("provided that the business provides the consumer 
with notice and an explanation of the reason that the business will take more than 45 days to respond to 
the request") and the requirement under§ 999.315 that third parties be notified of opt-out requests within 
90 days should both remain unchanged. 

6. Issue further guidance on how CCPA applies to personal information collection via telephone. 

Finally, the CCPA applies to the collection of all personal information, by whatever means, but does not 
give any guidance on unique compliance issues with different modes of collection. 

In particular, the current draft regulations do not efficiently address information collection via telephone. 
For example, in a marketing research phone call where a financial incentive is involved, the caller would 
have to verbally read out the contents of three different notices: the notice at collection, notice of the opt
out right, and the notice of financial incentive. Such a three-part notice, delivered at the outset of the call, 
would be unduly cumbersome and likely result in significantly fewer respondents ever completing a 
research interaction via telephone (current response rates for U.S. telephone surveys rarely break 10 
percent already). Such an outcome would not further the purposes of the CCP A. 

As an alternative, the finalized regulations could require instead that, where information is collected via 
telephone, listeners may be directed to a URL where the required notices are posted, or callers may read 
out a short-form version of the notices. 

Conclusion 

The Insights Association hopes that the above comments will be useful to you and your staff. 

We look forward to answering any questions you or your staff may have about the marketing research and 
data analytics industry, and working with you and your office in furtherance of consumer privacy in 
California. 

Sincerely, 

Howard Fienberg Stuart L. Pardau 
Outside General Counsel Vice President, Advocacy 

Insights Association Insights Association (and Ponemon Institute Fellow) 

5 
INSIGHTS ASSOCIATION 

115615TH ST, NW, SUITE 700, WASHINGTON, DC 20005 • PH: 

WEBSITE: www. lnsightsAssociation.org • EMAIL: 

CCPA_ 45DAY _00951 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W122-7cont

Guest
FreeText
W122-8

Guest
FreeText
W122-9



Message 

From: 
Sent: 

To: 

Donald Sherrill [ 
12/7/2019 12:49:47 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on CCPA from California Creditors Bar Association 
Attachments: CCBA comments to AG.pdf 

Attached please find comments regarding the CCPA from the California Creditors Bar Association. 

Thank You, 
Donald Sherrill 
Managing Attorney 
Hunt & Henriques 
151 Bernal Rd, Suite 8 
San Jose CA 95119-1306 

This firm is a debt collector. 

Confidentiality Notice: This e-mail message including attachments, if any, is intended only for the person or entity to 
which it is addressed and may contain confidential and or privileged material. Any unauthorized review, use, disclosure 
or distribution is prohibited. If you are not the intended recipient, please contact the sender by reply e-mail and destroy 
all copies of the original message. If you are the intended recipient, but do not wish to receive communications through 
this medium, please so advise the sender immediately. 
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California Creditors 
I~ /\SSOCIATION ----------

December 6, 2019 

Re: Comment to the Califon1iq__L}.tt_grney Gener_al (A_G)_B-~garding Impkm~n1~J:iQ!l.Qf 

the California Consumer Privac~(CCPAJ 

California Creditors Bar Association (CCBA) thanks the AG and his staff for their hard 

work and supports rules which interpret the CCP A CCBA appreciates that the AG wants to move 

the industry into the 21st century by providing guidance around the private information of 

consumers. 

CCBA is the only creditors bar association in California, and represents creditors rights 

attorneys. CCBA member firms practice law in a manner consistent with their responsibilities as 

officers of the court and must adhere to applicable state and federal laws, rules of state civil 

procedure, state bar association licensing, certification requirements, and the California rules of 

professional conduct of the state. CCBA's values are: Professional, Ethical, Responsible. 

Attorneys, like lenders and consumers, are a necessary part of the "credit economy." 

Almost all CCBA members represent small businesses including local retail establishments, 

small or regional banks, credit unions, and small medical providers. These are long-term 

attorney-client relationships that have existed for years. These small business clients do not have 

vast legal departments or even in-house attorneys, and they rely on their local attorneys to 

ensure that outst,mciing n~cc~ivahlc-~s are paid so thr1t their businesses can continue to operate. 

CCBA is comprised of law firms whose attorneys serve the needs of their local community. 

Attorneys who are members of CCBA law firms understand that they are officers of the court and 

work diligently to ensure that consumers, especially those that appear pro se in court, are 

treated fairly and with dignity and respect. Although our legal system is adversarial, CCBA 

attorneys make every effort to work with consumers throughout the legal process, including 

efforts to help resolve their debts in a reasonable manner. 
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COMIVIENTS 

We strongly support the goal of protecting the privacy of consumers and their data, and we arc 

committed to vigorous compliance in furtherance of this pursuit. 

The current landscape for compliance in the area of data privacy for the accounts receivable 

industry is robust, including complex state and federal regulations. There arc multiple federal 

laws our members are already complying with in this area including the Health Insurance 

Portability and Accountability Act of 1996 (HIPAA), the Fair Credit Reporting Act (FCRA), the 

Fair Debt Collection Practices Act (FDCPA), the Gramm Leach Bliley Act, and the Family 

Educational Rights and Privacy Act of 1974. Notably, the industry is already very restricted in 

what information and how information can be communicated to consumers under the FDCP A. 

The CCPA is a robust state law, which many members of the accounts receivables management 

industry have argued is overly complex and burdensome. Notably, it also touches many 

businesses outside of California if personal information of California consumers is collected, 

making its reach potentially much broader than California agencies. As the Attorney General 

moves forward in implementing the CCP A, it is critical to be diligent in ensuring legitimate 

businesses are not faced with insurmountable regulatory burdens surrounding data privacy 

laws, particularly if they stifle innovation or have a disproportional impact on small businesses. 

It is also critical to ensure legitimate businesses are provided crystal clear guidelines regarding 

compliance. 

It is currently unclear how the CCP A will be harmonized with federal laws like HIP AA, the 

FCRA, the FDCP A, Gramm Leach Bliley Act, and the Family Educational Rights and Privacy Act 

of 1974. Furthermore, the General Data Protection Regulation went into effect in the European 

Union in May 2018 and impacts certain CAC and ACA members in the U.S., as well as 

international accounts receivable management agencies. 
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The accounts receivable industry does not collect consumers' information for any purposes other 

than those permitted by privacy and consumer financial protection laws. However, because of 

the breadth of the law and the lack of clarity surrounding exemptions certain practices of the 

accounts n~ceivahle management businesses could be swept under the~ law. Outlined helow are 

several areas where the proposed regulations need additional clarification. 

I. AREAS O:F CONCERN 

a. Confusion regarding consumer requests and statutory exemptions 

The proposed requirement that a business respond to a consumer's request to know or a 

request to delete even when relying on a statutory or regulatory exception to the CCPA 

[999.313(c)(5), 999.313(d)(6(a), and the associated recordkeeping requirements in 999.317! 

undermines the statutory/regulatory exceptions of the statute. 

The CCPA's statutory/regulatory exceptions apply to businesses that are already regulated 

and thus need not implement the CCPA to the extent it conflicts. However, to then require 

those same businesses to respond to a consumer request only to deny it based on a 

regulatory/statutory exception, forces those businesses to incur unnecessary costs and build 

infrastructure, which undercuts the purpose of the statutory exception. This aim could be 

accomplished instead by informing customers in the CCPA notice of the applicable 

statutory/regulatory exception. 
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b. Regulation Section 999.308. Privacy Policy Conflict 

Regulation section 999.308(b)(1)(d) conflicts with Code of Civil Procedure (CCP) section 

1798.110, which indicates information can be provided in a more general format. Regulation 

section 999.308(b)(1)(d) requires businesses for "each category of personal information 

collected" to provide the categories of sources from which that information was collected, the 

business or commercial purpose(s) for which the information was collected, and the 

categories of third parties with whom the business shares personal information. 

The CCPA, however, does not require this information to be disclosed for "each category of 

personal information collected", and thus this Regulation section 999.308 inappropriately 

extends the requirements of the statute. 

c. Regulation Section 999.305. Notice at Collection of Personal Information 

The proposed regulation is unclear as to how a third-party collection agency should handle 

consumer information that was involuntarily collected. Such situations could arise after a 

collection agency has received and complied with a cease-and-desist order from a consumer 

on an account but after time the consumer elects to make a payment. The consumer directly 

reaches out to the collection agency via phone or online to make a payment on the account 

without any interaction being initiated by the agency. The agency's phone system records the 

incoming phone number and/or the agency's online payment portal collects financial 

information relevant for the payment. The agency was not actively pursuing payment or 

trying to collect this information. The proposed regulations are unclear on how or if an 

agency would send a notice to a consumer about the intent to collect information, when the 

agency had no intent to do so. 
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d. Regulation Section 999.313. Responding to Requests to Know and Requests to 
Delete 

Regulation section 999.313 requires clarification as to how third-party collection agencies 

handle requests for information when voice recordings are involved. 

Section 999.313 sets forth requirements regarding requesls Lu know information an<l 

requests to delete information. A consumer has the right to request all information a 

business has collected. CCPA section 1798.140 lists audio information and biometric 

information as two of the categories of personal information. Biometric information as 

defined by the section includes voice prints and recordings. The proposed regulations and 

the CCPA address covered "information," hut recordings are a tangible. It is unclear what 

the expectation is when handling a consumer's request for information when an agency has 

recordings. Does the agency identify that it has recordings? Does the agency produce the 

actual recordings and in what form? Does the agency produce a transcription of the 

recordings? 

e. Effective Date 

The CCPA is broad in scope and complex. Many aspects of the CCPA and the proposed regulations 

are still unclear and will take time for businesses to gain clarity and properly comply. We respectfully 

request that the Attorney General ask for a later effective date and make the rules effective l year after 

the date of issuance. 

II. General Questions 

Our members have many questions regarding how to harmonize the requirements of the CCPA 

with requirements of Federal and State Law. For instance: 

1) Are call recordings considered personal information and, if so, how would collectors 

handle a consumer's request for the recording? 

2) Section 1798.15o(c) - "Nothing in this title shall be interpreted to serve as the basis for a 

private right of action under any other law"-so if a person commits a violation of the 

CCPA there would never be a private right of action under another law'? 
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3) If a consumer demands that a service provider deletes information and the service 

provider deletes as requested, we can envision a consumer bringing an action alleging 

Federal Regulatory violations that we would no longer have evidence to defend because 

that evidence would have been deleted. Is there anything in the CCP A that protects a 

service provider in these circumstances? 

4) Does the Gramm-Leach-Bliley Act exception under 1798.145(e) apply to service 

providers? 

5) Is it possible to be a "business" and "service provider" as to the same information? What 
would the requirements be? 

III. CONCLUSION 

At the public hearing on December 4th in San Francisco, there seems to be a great deal of 

confusion for many different types of businesses. There were comments from auto 

manufacturers, data collectors and providers, credit unions, different types of law firms, 

marketing and research firms, etc. Everyone was urging the AG to delay going forward until 

there is clarification as to definitions and requirements. 

In addition to our comments we encourage you to take into consideration the critical comments 

submitted by the California Chamber of Commerce which further detail the proposed regulations 

impact on the broader business community and the consumers they serve both inside and outside 

of the state of California. 

CCBA appreciates the opportunity to comment on the CCPA and proposed regulations. 

Submiued by: 

Sincerely, 

~,.,~~;:::::' ~ .. ··:::,, 

Doi~tlJ-Sherrill, Esq. 
President 
California Creditors Bar A%ociation 
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Message 

From: Kate Tummarello 
Sent: 12/6/2019 10:47:28 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Evan Engstrom 
Subject: Comments on CCPA implementing regulations 
Attachments: Engine CCPA regulations comments.pdf 

Dear Privacy Regulations Coordinator: 

Attached please find the comments of Engine Advocacy regarding the implementing regulations for the 
California Consumer Privacy Act. 

Kate Tummarello 
Policy Director 
Engine 
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Engine 

Engine 
44 Tehama St. 

San Francisco, CA 94105 

December 6, 2019 

The Honorable Xavier Becerra 
Attorney General 
California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring St. 
Los Angeles, CA 90013 
privacyreg ulations@doj.ca. gov 

Re: Implementing Regulations for the California Consumer Privacy Act 

Dear Mr. Becerra: 

Engine submits the following comments in response to the Justice Department's proposed 
California Consumer Privacy Act (CCPA) Regulations. We appreciate the opportunity to 
comment. 

I. Introduction 

Engine is a non-profit technology policy, research, and advocacy organization that bridges the 
gap between policymakers and startups. Based in San Francisco, California, and Washington, 
D.C., Engine works with a nationwide network of startups to understand how ongoing policy 
debates affect new and small high-growth technology companies and how to best advocate on 
behalf of the ever-changing and growing startup ecosystem in the U.S. The thriving U.S. startup 
ecosystem is responsible for some of the most innovative products and services, as well as the 
vast majority of net job growth in the country. The center of that activity is undeniably in 
California. Creating regulatory burdens in the name of protecting users' privacy without fully 
understanding the actual privacy benefits and the very real threats to startups risks 
unnecessarily crippling one of the most important economic sectors of our state and country. 

II. Unclear, changing requirements and high compliance costs will have a disproportionate 
impact on startups 

More so than their "big tech" competitors, startups need clarity when it comes to the obligations 

and responsibilities associated with privacy regulations. While CCPA does attempt to minimize 
burdens for "small" businesses, the small business exemption in CCPA 1789.140(c)(1)(b) will 

CCPA_45DAY_00960 

mailto:ulations@doj.ca
Guest
Line

Guest
Line

Guest
FreeText
W124-1

Guest
FreeText
W124-2



undoubtedly fail to capture many of the state's startups that will struggle to comply with the law's 
most onerous burdens. For instance, a website that receives 137 unique users per day will 
quickly hit the 50,000 "users or devices" threshold, as would an app that is accessed by 17,000 
users on an average of three devices each. 

According to the standardized regulatory impact assessment completed for the department by 
Berkeley Economic and Advising and Research, "Small firms are likely to face a 
disproportionately higher share of compliance costs relative to larger enterprises."1 The 
assessment cites several factors for that disproportionate impact, including the fact that small 
companies have fewer resources to deal with compliance costs, have less flexibility to manage 
evolving compliance requirements as the rules are ironed out, and are less likely to already be 
in compliance with the European Union's General Data Protection Regulation. That assessment 
also found that businesses with fewer than 20 employees will incur initial compliance costs of 
$50,000, and businesses with between 20 and 100 employees will incur initial compliance costs 
of $100,000. While those numbers are only part of the estimated initial compliance total cost of 
$55 billion for companies complying with CCPA, the $50,000 and $100,000 figures can be a 
large part of a startup or other small business's capital. 2 

Ill. Remaining concerns with the definition of "sale" in the underlying statute 

We remain concerned that the overly broad definition of the word "sale"3 and the 
too-narrow exception for sharing data with service providers in the underlying statute will 
cause the CCPA implementing regulations to have unintended consequences, especially 
on startups and other small businesses that-unlike large companies that can build all its 
capabilities in-house-routinely have to rely on a network of dozens of vendors for 
everyday business needs, including data processing, analytics, and payment 
processing. While the definition of sale does include an exception for service providers 
using data necessary to perform a business purpose,4 the statute prohibits service 
providers from "collect[ing], sell[ing] or us[ing] personal information of the consumer 

1Berkeley Economic Advising and Research, Standardized Regulatory Impact Assessment: California 
Consumer Privacy Act of 2018 Regulations, prepared for California Attorney General's Office (Aug. 2019): 
http://www.dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/C 
CPA Regulations-SRIA-DOF.pdf. 
2 The U.S. startup ecosystem is vast and diverse and spans several industries, and it's difficult to estimate 
the average resources of startups. According to data released in 2009 from the Kauffman Foundation 
(https://www.kauffman.org/-/media/kauffman org/research-reports-and-covers/2008/11 /capital structure 
decisions new firms .pdf) , the average high-tech startup firm launches with around $73,000 of outside 
capital, with company insiders providing a similar amount. The University of New Hampshire's Center for 
Venture Research. 
(https://www.unh.edu/unhtoday/news/release/2016/05/25/unh-center-venture-research-angel-investor-ma 
rket-2015-buyers-market) estimated that the average angel deal size in 2015 was $345,390, though this 
figure included angel deals for biotech, industrial, and energy companies which tend to have higher 
capital needs than Internet-enabled startups. 
3 1798.140(1) 
4 1798.140(t)(2)(c) 

2 
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except as necessary to perform the business purpose," and the law provides an 
exclusive-but narrow-list of business purposes. This limitation could prevent service 
providers from using the data in innocuous ways. 

The problematic definition of the word "sale" is, of course, not open to amendment in the 
department's rulemaking process. However, several of our concerns about the proposed 
implementing regulations are exacerbated by what we see as an overly broad definition 
of the word "sale" without adequate exceptions to account for the kind of data sharing 
and usages that startups and their service providers regularly engage in. And, as we 
discuss below, we're concerned about language in the proposed implementing 
regulations that further restricts the ability of small companies to share and use data, 
including by creating obligations not found in the underlying statutes. 

IV. Specific requests for clarity or modifications in the proposed regulations 

A. 999.305(a)(2)(e): "Notice at collection of personal information" must "be visible or 
accessible where consumers will see it before any personal information is 
collected." 

1. We ask that the department modify this language to clarify that notices 
are required to be visible or accessible "at the same time as or before any 
personal information is collected." 

8. 999.305(a)(3): "If the business intends to use a consumer's personal information 
for a purpose that was not previously disclosed to the consumer in the notice at 
collection, the business shall directly notify the consumer of this new use and 
obtain explicit consent from the consumer to use it for this new purpose." 

1. We are concerned that this language creates a new affirmative opt-in 

requirement not found in the underlying statute that will encourage 
companies to be overly broad in their initial disclosures about the 
purposes for which the personal information will be used. That will result 
in notices to consumers that are unnecessarily complex and difficult for 
consumers to navigate without meaningfully adding to consumer privacy 
protections. 

This would be especially true for startups, which are constantly reiterating 
on their products and services, including using personal information to 
build new features and capabilities to enhance the user experience. 
Those new uses of personal information typically are similar to the ways 
personal information is already being used, as is disclosed in the initial 
notice to consumers. Instead of creating a new affirmative opt-in 
requirement, we ask that the department require companies that seek to 

3 
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use personal information in new ways to notify consumers of the new 
ways personal information is being used, and provide them with a 
mechanism to opt-out of the use of their already-collected data in new 

ways. 

C. 999.307(a)(1 ), 999.307(b)(5), 999.336(b) and 999.337(b): "The purpose of the 
notice of financial incentive is to explain to the consumer each financial incentive 
or price or service difference a business may offer in exchange for the retention 
or sale of a consumer's personal information[.] ... An explanation of why the 

financial incentive or price or service difference is permitted under the CCPA, 
including: A good-faith estimate for the value of the consumer's data that forms 

the basis for offering the financial incentive or price or service difference .... A 
business may offer a price or service difference if it is reasonably related to the 
value of the consumer's data.... To estimate the value of the consumer's data, a 
business offering a financial incentive or price or service difference ... shall use 
and document a reasonable and good faith method for calculating the value of 
the consumer's data." 

1. We are very concerned that the financial notice and nondiscrimination 
language in the department's proposed implementing regulations goes far 
beyond what is required by the underlying statute, and will create 
unnecessary burdens for businesses without providing meaningful 
advances in privacy protections. 

The language requiring businesses to calculate and disclose the value of 
a consumer's personal information incorrectly presumes each piece of 
personal information collected from a consumer has an inherent and fixed 
value to the business, which is especially untrue for startups still iterating 
on their products and establishing their business models. For instance, a 
startup website that offers a subscription service for cooking videos may 
offer users a discounted subscription in exchange for data on whether 
each user makes it to the end of the cooking video to see an ad for a 
cookbook. The startup website can have no way to determine a 
consistent, set value for the user's personal information as it relates to the 
discount in the subscription price. 

Forcing businesses to define and then defend the definition of the value of 
consumers' personal information will create unnecessary and onerous 
burdens for businesses, without providing consumers meaningful 
information about the tradeoffs to consider when exchanging access to 
their personal information for financial incentives. 

4 
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D. 999.312(a): "A business shall provide two or more designated methods for 
submitting requests to know, including, at a minimum, a toll-free telephone 
number" 

1. We ask that the department update this language to align it with the 
amended CCPA, 5 which requires businesses that operate exclusively 
online and have direct relationships with consumers to provide an email 
address for submitting requests instead of a toll-free telephone number. 

E. 999.313(b}: "If necessary, businesses may take up to an additional 45 days to 
respond to the consumer's request [to know or delete], for a maximum total of 90 
days from the day the request is received" 

1. We ask that the department modify this language to align it with the 
amended CCPA, 6 which allows businesses to take "up to an additional 90 
days where necessary," which-in combination with the initial 45 
days-gives companies a maximum of 135 days to respond to requests 
to know or delete personal information. 

F. 999.314(c): "A service provider shall not use personal information received either 
from a person or entity it services or from a consumer's direct interaction with the 
service provider for the purpose of providing services to another person or entity. 
A service provider may, however, combine personal information received from 
one or more entities to which it is a service provider, on behalf of such 
businesses, to the extent necessary to detect data security incidents, or protect 
against fraudulent or illegal activity." 

5 1798.130(a)(1)(A) 
6 1798.1450)(1) 

1. We are concerned that this language even further constrains the way 
service providers can use personal information provided by the client 
companies that correct the personal information directly from consumers. 
Often service providers can optimize their product-such as by improving 
functionality, or detecting misuse of the product that isn't fraudulent or 
illegal-by comparing usage across all clients. 

For instance, a service provider that organizations use to email their users 
might keep a list of invalid email addresses that senders have previously 
encountered, causing the sending organization to receive bouncebacks. 
Since receiving several bouncebacks can result in a sender's emails 
being deprioritized, it would benefit senders to know if they're about to 
email several invalid email addresses. However, to be able to flag for 
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senders that they're about to send an email to invalid email addresses, 
the service provider would have "use" personal information-in this case, 
an invalid email address-it obtained from one client to improve its 

product for all of its clients. 

We worry that, by barring service providers from using personal 
information obtained from one client to "provid[e] services to another 
person or entity" except in the narrow cases of security incidents and 
fraudulent and illegal activity, the proposed implementing regulations 
would prevent service providers from being able to use the data provided 
by one client to improve its products for all clients in ways that don't 
compromise individual consumers' privacy. 

G. 999.31 S(c): "The business shall treat user-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism, that communicate or signal 
the consumer's choice to opt-out of the sale of their personal information as a 
valid request" 

1. We ask that the department provide more guidance on what 
"user-enabled privacy controls" should be treated as opt-out of the sale of 
personal information. Especially with what we see as an overly broad 
definition of "sale" in the underlying statute, the user controls a consumer 
may have set on one device at one time may not reflect how they actually 
want their data shared in the context of an interaction with a specific 
website or an app. We would encourage the department to add more 
nuance to the ways businesses have to respond to the entire and growing 
universe of user-enabled privacy controls to reflect the varying willingness 

of consumers to share their personal information in specific contexts. 

H. 999.317(e): "Information maintained for record-keeping purposes shall not be 
used for any other purpose." 

1. We ask that the department modify this language to allow businesses 
maintaining records of consumer requests pursuant to CCPA be allowed 
to use those records for security and fraud detection and prevention 
purposes. 

I. 999.325(b) and (c): "A [reasonable/reasonably high] degree of certainty may 
include matching at least [two data points/three pieces of personal information] 
provided by the consumer with [data points/personal information] maintained by 
the business." 
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1. We ask that the department clarify that being able to match two data 
points in the case of a reasonable degree of certainty and three pieces of 
personal information in the case of a reasonably high degree of certainty 
does not in itself constitute a businesses having a reasonable or 
reasonably high degree of certainty. 

V. Conclusion 

Startups support giving users better and more informed control over their data, and Engine 
supports the overall goals of CCPA and is grateful for the work the department has done to craft 
thoughtful and clear implementing regulations. With the CCPA implementation date looming, we 
hope the department continues to refine and clarify the law to ensure California's startups can 
innovate and compete. 
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Message 

From: Kathleen Lu 
Sent: 12/6/2019 7:51:01 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on CCPA regulations 
Attachments: Mapbox CCPA Regulation Comments - final.pdf 

Please find attached written comments regarding proposed sections 999.300-999.341 of Title 11, Division 1, 
Chapter 20, of the California Code of Regulations (CCR) concerning the California Consumer Privacy Act 
(CCPA). 
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(:)mapbox 

50 Beale Street, Ninth Floor 
San Francisco, CA 94105 

03 December 2019 

The following comments are submitted on behalf of Mapbox, a leading provider of map and 
location services, in response to a call for comments by the California Department of Justice 
regarding rulemaking associated with the California Consumer Privacy Act of 2018 (CCPA). 

Mapbox considers the responsible stewardship of the data in our possession to be among our 
most important duties. This responsibility prompted us to submit comments in advance of initial 
CCPA rulemaking. We strongly believe that a well-designed system of privacy regulation will 
benefit both companies and consumers. 

The draft regulations represent a meaningful step toward that goal, but businesses still face 
several ambiguities as they undertake compliance efforts. We believe that further improvements 
are possible, and we offer the following comments in the hope that they will productively 
contribute toward this end. 

§ 999.305 - Notice of collection 

Subsection (3) appears to impose a consent requirement for all business uses of personal 
information that were not disclosed at the original time of collection, including uses that the 
legislature explicitly deemed not to need consent. 

While CCPA allows consumers to opt out of the sale of personal information, it does not allow 
consumers to opt out of the use or disclosure of information for business purposes. Compare 
1798.110 with 1798.120. The legislature recognized the need of businesses to use some 
personal information for business purposes and gave consumers only the right to know the 
categories of information disclosed for business purposes. The legislature even recognized that 
there is some information for which the business needs outweigh consumer preferences on 
deletion and specifically exempted businesses from needing to comply with deletion requests 
when these exceptions apply ( c.f 1798.105(d) ( 1 )-(9)). 

Business purposes can change over time as business needs change while remaining, as 
recognized by the legislature, legitimate business purposes. An after-the-fact consent 

requirement distorts the balance the legislature struck. 
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This deviation from statute has the potential to introduce perverse incentives. For example, 
businesses that receive only IP addresses, but do not collect email addresses, phone numbers, 
or addresses, have no way of contacting those consumers to obtain explicit consent in the 
future. Under this regulation, those businesses will now be incentivized to collect more 
information than they would have otherwise needed solely in order to have contact information 
with which to seek consent under this regulation. 

The Attorney General's Office should remove this subsection from the regulations. 

Toll-free number 

Requiring businesses that only collect data through the internet to set up a toll-free number is 
overly burdensome and not useful for consumers. The proposed regulations impose this burden 
indiscriminately: 

A business shall provide two or more designated methods for submitting requests to 
know, including, at a minimum, a toll-free telephone number, and if the business 
operates a website, an interactive webform accessible through the business's website or 
mobile application 1 

This regulation appears to be out of date, as the amendments to CCPA specified: 

A business that operates exclusively online and has a direct relationship with a 
consumer from whom it collects personal information shall only be required to provide 
an email address for submitting requests for information required to be disclosed 
pursuant to Sections 1798.110 and 1798.115. 

The example in§ 999.312(c)(1) is also confusing: 

Example 1: If the business is an online retailer, at least one method by which the 
consumer may submit requests should be through the business's retail website. 

This example illustrates the goal of matching the method of submitting requests to the usual 
methods by which consumers interact with the business. But it does not mention the toll-free 
number at all. 

§ 999.312(c)(2) does not provide any further illumination: 

Example 2: If the business operates a website but primarily interacts with customers in 
person at a retail location, the business shall offer three methods to submit requests to 

1 Here and elsewhere in this document, quoted text has been selectively bolded for added emphasis. 
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know-a toll-free telephone number, an interactive webform accessible through the 

business's website, and a form that can be submitted in person at the retail location. 

This formulation of examples seems to suggest that that online retailers without a retail location 
do not need a toll-free number. This would be sensible and in line with the legislation, but 
contradicts the proposed regulations. 

Unnecessary toll free numbers are not without cost. A vendor has advised that operating a 
single toll free phone number will cost $25 per month plus 5.9c per minute, or a minimum of 
$300 annual cost to each affected business, even if the number is completely unused. But as 
recognized by the Federal Communications Commission, toll free number fraud is a massive 
problem. Toll free numbers frequently receive robocalls that are designed to churn fake traffic to 
increase costs for the recipient and their carrier. The originating carrier receives the increased 
revenue and the robocaller gets a cut, with the business paying the price2

. Requiring toll free 
numbers will make every California business that seeks to comply with CCPA a sitting duck for 
fraud. 

The costs to the state could be massive. The Department of Justice's own forecast estimated 
that up to 570,066 California businesses could be impacted by CCPA3

. Even ignoring the effects 
of fraud, requiring every business complying with CCPA to have a toll free number would be 
projected to drain up to $171,019,800 from the California economy every year. For businesses 
that interact with consumers online, the money would be completely wasted, with absolutely no 
benefit to consumers. 

The Attorney General's Office should redraft§ 999.312(a) to make clear that businesses that 
only collect personal information through online methods need not provide offline methods for 
receiving requests. As the legislature correctly realized, a consumer whose information is 
collected online must necessarily have internet access and thus the ability to send an email. 
The Attorney General's Office should also provide more than two examples so that the myriad of 
different types of California businesses have guidance on regulators' expectations instead of 
having to read between the lines. 

2 https ://www. fastcom pany. com/90304830/why-800-n um bers-are-getti ng-thei r-own-robocal Is, 
https://ecfsapi.fcc.gov/file/0608039752031 O/FCC-18-76A 1.pdf 
3 

http://www.dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/doc 
uments/CCPA Regulations-SRIA-DOF. pdf 
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Webforms 

Requiring businesses to set up webforms to receive requests is overly burdensome. The text of 
CCPA itself states that an email address is an acceptable manner of receiving requests from 
consumers. Almost every business that has an online presence will already have at least one 
email address. A CCPA-specific webform is another matter. 

While setting up a webform is not a debilitating barrier, it does take some hours of work to set up 
properly and test. This work is of a technical nature that the average person does not have skills 
in. Smaller businesses with only a handful of employees may not have the technical skills and 
may need to hire someone to make such a form, paying significant out of pocket costs. This is 
the case even if that business never receives a single request from a consumer through the 
form. 

A webform is simply a format for consumers to submit requests. It has no impact on a 
consumer's substantive rights under the law, nor does it aid the consumer in asserting her 
rights. 

While webforms can no doubt assist many businesses in managing requests and responses, 
the state should allow businesses to determine for themselves whether a webform would assist 
them in organizing and responding to requests. Those businesses that anticipate significant 
volume in requests or have easy access to the necessary technical capabilities will voluntarily 
set up such forms. Those businesses that anticipate limited requests or would need to hire help 
can determine, after receiving some requests, whether a webform would aid in efficiency or not. 

The legislature did not intend to impose an unnecessary and expensive burden on California 
businesses with no commensurate benefit to California consumers. In fact, the legislature 
specifically anticipated that businesses could receive requests via email: "A business that 
operates exclusively online and has a direct relationship with a consumer from whom it collects 
personal information shall only be required to provide an email address for submitting 
requests for information required to be disclosed pursuant to Sections 1798.110 and 1798.115". 

The Attorney General's office should redraft§ 999.312 to remove all references to webforms 
from the proposed regulations or to list them only as optional alternatives to email addresses. 

Definition of "sale" 

A number of commentators have opined that the definition of "sale" under CCPA is so broad as 
to include whenever a business uses free services that involve data. For example, suppose a 
business wishes to count how many visitors it receives to each of its webpages. It does so by 
counting unique IP addresses. It of course discloses this in its privacy policy. It uses online 
analytics software to compare the pages and look for trends. Did a new announcement get a lot 
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of attention? Did updated graphics draw in more viewers? The business is using the data about 
its website visitors for its own business purposes. It receives no compensation from the 
analytics software provider. 

But commentators have nonetheless suggested that this is a "sale" of data because the 

analytics software is free to use. The logic does not follow. Trial or entry versions of software are 
often free for many reasons, including to entice potential customers to try out the software in the 
hopes that they will like the features and become familiar with the platform enough to become a 
paying customer in the future. 

While it is reasonable for the legislature to regulate the sale of data for something other than 
cash, such as two data brokers exchanging databases, the regulations should make clear that 
"sale" still means something that looks like a sale, not merely accepting free services from 

another business. 

Definition of "disclose" 

Based on public discussions, there is confusion as to which entity takes action to "collect" or 
"disclose" personal information in some commonplace online scenarios. It would be helpful for 
the regulations to shed light on this issue. 

For example, if a retail business embeds a video hosted by another business on its website, the 
user's browser receives certain information, such as metadata about the video, from the video 
hosting business when the webpage loads. It is necessary for the video hosting business to 
collect some personal information about the user, such as IP address, because it must know the 
user's IP address in order to send information about the video to the user. This information 

reaches the video hosting business directly and does not pass through the retail business. 

Some commentators have suggested that in this scenario, the retail business is disclosing or 
even selling information about the user to the video hosting business. However, the retail 
business never has custody of the information that goes to the video hosting business (the retail 
business may itself collect information such as IP address in order to deliver its own content, but 
that is a separate set of information). Instead, the retail business's website refers the user's 
browser to the video hosting business, and the video hosting business receives information 
such as IP address directly from the user's browser. The video hosting business should of 
course have its own Privacy Policy detailing how it collects data from users and whether it sells 
that data, as should the retailer for the data it collects. However, the retailer should not be 
deemed to be disclosing or selling this data to the video hosting business, as the video hosting 
business is the entity collecting it. 

The Attorney General's Office should issue regulations clarifying this point. 
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Definition of service provider 

Section 999.314(b) appears to contain an incomplete sentence. It reads: 

To the extent that a business directs a person or entity to collect personal information 
directly from a consumer on the business's behalf, and would otherwise meet all other 
requirements of a "service provider'' under Civil Code section 1798.140(v), that person or 
entity shall be deemed a service provider for purposes of the CCPA and these 
regulations. 

It appears this sentence is intended to read: 

To the extent that a business directs a person or entity to collect personal information 
directly from a consumer on the business's behalf, and that person or entity would 
otherwise meet all other requirements of a "service provider'' under Civil Code section 
1798.140(v), that person or entity shall be deemed a service provider for purposes of the 
CCPA and these regulations. 

However, as currently drafted the regulations are unclear. 

Technical signals indicating opt-out 

§ 999.31 S(c) calls for businesses to recognize "user-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism" as a valid way to submit opt-out requests. 
Additional clarity on this matter is desirable. 

Based upon the context surrounding CCPA's origins, we surmise that this provision is meant to 
allude to the Do Not Track (ONT) HTTP header, creating an obligation to detect users whose 
browsers have activated the ONT header through configuration or installed plugins. This 
requirement should be made much clearer. 

Further, technologies exist that arguably fall under the current language of§ 999.315(c), but 
which possess far more ambiguous status as privacy controls than ONT. A web browser ad 
blocking plugin, for instance, might be employed by a user for privacy; or it might be employed 
to improve browser performance; or it might be employed to enhance their cybersecurity 
posture. Other plugins could be created by any developer, without centralized coordination or 
standardization. It is unclear at what level of adoption or standardization businesses might be 
responsible for recognizing and responding to such signals. 

The regulations should list specific technologies that constitute valid opt-out mechanisms so that 
businesses can take steps to account for them, and so that upon doing so businesses will have 
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certainty that their compliance obligation has been met. It may be appropriate to periodically 
update this list to reflect changes in technology. 

In closing 
We welcome the Department's attention to this matter and thank you for your consideration of 
these comments. 

Thomas Lee 
Policy Lead, Mapbox 

Kathleen Lu 
Senior Counsel, IP and Open Data, Mapbox 
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Message 

From: Erin Guerrero 
Sent: 12/7/2019 12:27:29 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on CCPA Regulations 
Attachments: AG - Privacy Regs - 12.6.19.pdf 

Please see the attached letter from the California Attractions and Parks Association concerning the Attorney General's 
draft California Consumer Privacy Act regulations. 

Thank you. 

-Erin Guerrero 

Erin Guerrero 
Executive Director 
California Attractions and Parks Association 

th s s . 1127 11 t., u1te 214 
Sacramento, CA 95814 

www.capalink.org 
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Sent via email to: PrivacyRegulations@doj.ca.gov 

December 6, 2019 

The Honorable Xavier Becerra 
Attorney General 
Attn: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Comments on Proposed Text of California Consumer Privacy Act Regulations 

Dear Attorney General Becerra, 

California Attractions and Parks Association (CAPA) representing amusement, theme, water 
parks and other attractions throughout the state, is deeply concerned about the proposed 
California Consumer Privacy Act (CCPA) regulations circulated by your office. California's parks 
and attractions are unique in terms of their physical locations and sizes, their access points, and 
their forms of interactions with guests. While we appreciate that these proposed regulations are 
intended to implement California's landmark privacy legislation in 2018, we find that the draft 
regulations far exceed the statutory authority granted by the CCPA and create time-consuming, 
burdensome, and in some cases, unnecessary changes to physical and digital assets without 
providing any measurable benefit to consumer privacy protection. Further, the draft regulations 
do not distinguish between online and offline collection of consumer data which can create 
compliance obstacles for brick-and-mortar establishments. We appreciate the opportunity to 
provide the following comments on the draft regulations and urge you to address these concerns 
in your subsequent draft. 

Proposed Regulations Go Beyond the Scope of the Statute 
The proposed regulations envision a broadened and more explicit applicability to offline practices 
than in the statute itself. The over-emphasis on in-person collection of personal information is 
inconsistent with the legislative focus and attention on online collection. Furthermore the impact 
and requirements on in-person collection are much more diffuse and onerous than to online 
collection. 

Notice at Point of Collection 
The statutory requirement for prominent notice "at or before the point of collection" is too vague 
and overly broad; the proposed regulations do not provide any additional clarity on how that could 
be accomplished, particularly in an in-person environment. 

This proposed notice provision will create unnecessary and impractical compliance obligations for 
California parks and attractions and other brick-and-mortar businesses. For example, it would be 
impractical and maybe impossible to notify a customer of data and the categories of personal 
information being collected prior to entering the premises. While we can generally provide 

CALIFORNIA ATTRACTIONS AND PARKS AsSOCIATION 

1127 11 th St. , Suite 214 + Sacramento, CA 95814 + 
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The Honorable Xavier Becerra 
December 6, 2019 
Page 2 

signage at business entrances, we could not fit all of the substantive notice requirements onto 
such signage. Even if it were feasible to do so, such signage would not provide meaningful 
notice to consumers or advance the policy objectives of the CCPA. 

Additionally, there seems to be a disconnect between the CCPA and the proposed regulations in 
this section. Pursuant to the CCPA, a business is required to give a notice "at or before the point 
of collection." However, proposed Section 999.305(a)(2)(e) states that the notice at collection 
must "[b]e visible or accessible where consumers will see it before any personal information is 
collected." (emphasis added). By using only the term "before," rather than "at or before," the 
section of the proposed regulations narrows the CCPA's requirement for when notice must be 
provided and creates significant compliance difficulties for parks and attractions, as well as other 
brick-and-mortar businesses. 

As with the over-emphasis on offline collection in the draft regulations, having proscriptive notice 
requirements for in-person notices creates huge burdens on companies like CAPA members, 
without commensurate consumer benefits. This is a prime example of how the draft regulations 
do not take into account the differences between collection of consumer data in an online versus 
offline environment. Businesses who operate brick-and-mortar establishments should be given 
more flexibility in how they provide notice and privacy policies to consumers who visit the 
physical premises. 

Process for Submitting Requests to Know, Delete, and Opt Out 
For consumers to request to know and delete their information and to opt-out of collection, 
§999.312(c) requires that businesses offer at least one method that reflects the manner in which 
the business "primarily interacts" with the consumer. We find that "primarily interacts," is a vague 
term, particularly in light of the fact that our parks interact with guests in a wide variety of ways. 

§999.312(f) further requires that businesses 1) treat requests that are deficient as requests that 
are sufficient according to the business's request submittal process, or 2) provide the consumer 
with directions on how to properly submit a request or fix any deficiencies of their request. 

A business with both online and retail interaction with a consumer should have the flexibility to 
offer either an online option for submission or a paper form depending on that particular 
business's operational needs. Smaller brick-and-mortar businesses with single locations may 
decide that a physical paper form for submission is easier while others with multiple locations 
and larger operations could determine that paper forms are inefficient. In addition, the use of 
paper forms would be decentralized, would not be secure, and could actually jeopardize 
consumer privacy. 

For diverse organizations like theme parks, allowing consumers to make requests via any 
channel and not through established portals presents an operational challenge. This provision 
essentially deems a request made in any way as providing actual knowledge to the operational 
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The Honorable Xavier Becerra 
December 6, 2019 
Page 3 

team required to respond. This proposed obligation on California parks and other brick-and
mortar establishments will create compliance obstacles because it does not clearly provide these 
businesses with the ability to designate which employees should be responsible for responding to 
and handling consumer requests. In this manner, the proposed regulations would potentially 
create even more significant CCPA compliance obligations than those for online exclusive 
companies that were the original focus of CCPA. 

The regulations should clearly provide businesses with both a physical and online presence with 
the option of proscribe the appropriate process for submission requests for consumers. 

Responding to Requests to Know or Requests to Delete 
§999.313(d) requires that when businesses cannot verify a request to delete, the business must 
notify the consumer of this but then treat the request as an opt-out of sale. This proposed 
regulatory provision would require businesses to take an action other than what the consumer 
requests. The statute provides consumers with rights, and businesses should not be in the 
position to take an alternative action that was not explicitly requested by the consumer (or 
provided statutorily). 

The CCPA does not require that a business, beyond the specific direction from a consumer, infer 
intent to submit an opt-out request. Accordingly, this provision should be deleted. Additionally, 
we do not believe this is a good way to honor consumer preferences. For businesses who 
primarily collect data in an offline setting, most of the consumer data will relate to transactional 
history with the particular business. If we cannot verify for identity, we may not be able to even 
associate the requester with any information in our systems. Responding to unverified requests in 
the in-person environment could be very ineffective and time-consuming. 

§999.313(b) requires that businesses respond to consumer requests to know and delete within 
45 days, beginning on the day that the business receives the request. Requiring businesses to 
take action on unverified requests will result in a waste of resources. To remedy this, the 
response period should only begin after the verification process has completed. Inclusion of an 
express, reasonable verification period would provide clarity for business and consumers. 

Requests to Opt-Out of Sale 
Similar to submitting requests to know and delete in §999.312(c), this section requires that 
business offer at least one method that reflects the manner a business "primarily interacts" with 
the consumer. Comments for this are in alignment with §999.312(c) above. 

Training 
In §999.317, the proposed regulations require that all individuals responsible for handling 
consumer inquiries about the business's privacy practices and CCPA compliance shall be 
informed of the CCPA's requirements and how to direct consumers to exercise their rights. They 
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The Honorable Xavier Becerra 
December 6, 2019 
Page 4 

also requires that businesses which meet a certain threshold establish, document and comply 
with a training policy that ensure all individuals are capable of the above. 

In the brick-and-mortar setting, "responsible for handling" is very different than in a traditional 
corporate or digital setting. As noted above, at California parks and attractions, consumers may 
directly encounter scores of individual employees and these proposed regulations do not afford 
brick-and-mortar businesses the ability to determine the appropriate channels for handling 
consumer inquiries. 

The regulations should clearly provide that brick-and-mortar establishments have the ability to 
affirmatively designate employees who will be charged with handling consumer requests such 
that businesses can have duly-trained employees equipped to handle these requests and who 
alone are responsible for handling the requests. 
CAPA appreciates your consideration of these comments and suggestions. The Amusement 
Parks and Attractions Industry supports protecting consumer privacy and our comments are 
offered in the spirit of ensuring that the regulatory requirements provide a reasonable standard 
for compliance and provide actual privacy protection for consumers. We look forward to working 
with you to address these serious concerns. 

Yours truly, 

Erin Guerrero 
Executive Director 
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Message 

From: Recht, Philip R. 
Sent: 12/6/2019 7:27:57 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Comments on draft CCPA regulations 
Attachments: 4069_001.pdf 

Please find attached above our comments on the draft CCPA regulations. Should you have any questions, please do not 
hesitate to get in touch. Thanks. Phil. 

Philip R. Recht 
Mayer Brown LLP 
350 S. Grand Avenue, 25th Floor 
Los Angeles, CA 90071 

This email and any files transmitted with it are intended solely for the use of the individual or entity to whom they are 
addressed. If you have received this email in error please notify the system manager. If you are not the named 
addressee you should not disseminate, distribute or copy this e-mail. 

Mayer Brown is a global services provider comprising an association of legal practices that are separate entities, 
including Mayer Brown LLP (Illinois, USA), Mayer Brown International LLP (England), Mayer Brown (a Hong Kong 
partnership) and Tauil & Chequer Advogados (a Brazilian partnership). 

Information about how we handle personal information is available in our Privacy Notice. 
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MAYER I BROWN 

December 6, 2019 

The California Department of Justice 
Attn: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 

Re: Proposed regulations interpreting the California 
Consumer Privacy Act 

Dear To whom it may concern: 

Mayer Brown LLP 
350 South Grand Avenue 

25th Floor 
Los Angeles, CA 90071-1503 

United States of America 

T: +1 213 229 9500 
F: +1 213 625 0248 

mayerbrown.com 

Philip R Recht 

I. Introduction. Our firm represents a coalition of online companies that provide e-commerce 
fraud prevention, background report, and other people search services These services are widely 
used and highly valued by law enforcement and other government agencies, businesses, and 
individuals and families alike. 

Unlike businesses that collect personal information (PI) directly from consumers, these companies 
collect information about consumers only from public and other third party sources. The 
companies do not otherwise have direct relationships or accounts with the consumers whose PI 
they collect and make available. The vast majority of the PI collected by the companies is in the 
public domain (e.g., yellow and white page phone book data, non-private social media data). 

We send this letter to provide comments on the draft regulations, issued October 10, 2019 by the 
Department of Justice (DOJ), interpreting the California Consumer Privacy Act (CCP A). This 
letter supplements our earlier comment letters-dated February 13, 2019 and September 30, 
2019-on the same subject. A copy of the September 13, 2019 letter, which contains much 
analysis relevant to the issues discussed herein, is attached and incorporated herein by reference. 

As discussed in detail below, three provisions of the draft regulations are legally untenable. First, 
and of greatest concern, is 20 CCR section 999.305(d). 1 This section unlawfully would relieve 
businesses that do not collect PI directly from consumers of the need to provide notice (hereinafter 
the "pre-collection notice") at or before they collect consumers' PI, notwithstanding the CCPA's 
clear mandate that such notice be provided. As a substitute for the CCPA's mandatory pre
collection notice, section 999.305(d) provides that, before such a business can sell a consumer's 
PI, the business must either (a) directly contact the consumer to provide notice that the business 
sells PI about the consumer and of the consumer's opt rights, or (b) obtain an attestation that the 
source of the PI already provided the consumers such direct notice. This substitute compliance 
scheme itself is unlawful since it directly conflicts with the CCPA's clear mandate that the opt out 

1 All further section references beginning with the numbers "999" refer to 20 CCR. 
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Mayer Brown LLP 

The California Department of Justice 
December 6, 2019 
Page2 

notice (hereinafter the "pre-sale notice") be provided by businesses on their Internet homepages. 
Further, the proposal would lead to harsh and unreasonable results given the unworkable and 
impracticable nature of both the direct notice and attestation options. For a host of reasons, 
including the fact that the collection and use of public domain data constitutes Constitutionally 
protected speech that cannot be unreasonably abridged, the regulations more appropriately should 
allow businesses that do not collect PI directly from consumers to provide the pre-collection notice 
on their Internet homepages. 

Second, the requirement in section 999 .315( f) that, upon receipt of a consumer's opt out request, 
businesses notify all third parties to whom they have sold they consumer's PI within the prior 90 
days, instruct such third parties to not further seH the PI, and then notify the consumer when this 
has been completed equally finds no authority in the CCP A. Moreover, absent an initial promise 
by the purchasing party not to resell the PI, the proposal would unconstitutionally impair the right 
of contract. This proposed requirement should be eliminated. 

Finally, the requirement in section 999.317(g) that businesses that handle the PI of four million or 
more consumers compile metrics concerning the number of consumer requests to know, delete, 
and opt out and the time taken to respond to such requests and then post such information on their 
websites or privacy policies once again finds no authority in the CCPA. At least with respect to 
businesses that qualify as data brokers, this requirement also is at odds with the approach of the 
newly created data broker registry. As such, this proposal also should be eliminated. 

Beyond their lack of statutory authority and other legal flaws, these three provisions each conflict 
with comparable provisions of the newly introduced initiative entitled the California Privacy 
Rights Act of 2020 (CPRA). That new initiative was developed by the proponent of the initiative 
that prompted the enactment of the CCPA (Alastair MacTaggart) and the co-author of the CCPA 
(Sen. Robert Hertzberg) for the purpose of strengthening and expanding the consumer rights 
provided by the CCP A. Assuming the CPRA is enacted in November 2020, which on present facts 
seems likely, the three provisions of the draft regulations would conflict with yet additional 
statutory provisions, creating yet further illegality. 

II. Section 999.305(d)'s pre-collection notice proposal. 

A. The regulation's proposed notice scheme unlawfully conflicts with the CCPA's pre
collection and pre-sale notice requirements. The pre-collection notice requirement set forth in 
the CCP A is clear and unambiguous. Specifically, Civil Code section 1798.1 OO(b)2 provides that 
"a business that collects a consumer's personal information shall, at or before the point of 
collection, inform consumers as to the categories of personal information to be collected and the 
purposes for which the categories ofpersonal information shall be used." (Emphasis added.) The 
CCP A is silent as to the manner in which such pre-collection notice is to be provided. As such, 
the manner of providing such notice is an appropriate topic for rulemaking. Still, there is nothing 

---------············---

All further section references beginning with the numbers "1798" are to the Civil Code. 
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Mayer Brown LLP 

The California Department of Justice 
December 6, 2019 
Page3 

silent or unclear about the timing of the notice. It must be provided "at or before the point of 
collection." Section 1798. l OO(b) is equally clear that the notice requirement applies to all covered 
businesses that collect PI, regardless how they collect it. 

Nor is there any question as to whether this is a mandatory notice. Section 1798.1 OO(b) provides 
that businesses "shall" provide the notice. It is hornbook law that "[t]he word 'shall' means that 
the act is mandatory," not optional. Chaney v. Netterstrom, 21 Cal. App.5th 61, 66 (2018); Woods 
v. Department of Motor Vehicles, 211 Cal. App. 3d 1263, 1272 (1989) ("The word 'shall' is 
ordinarily used in laws, regulations, or directives to express what is mandatory."). Section 
999.30l(i) of the proposed regulations seemingly acknowledges both the mandatory nature and 
required timing of the CCP A's pre-collection notice requirement, defining "[ n]otice at collection" 
as "the notice given by a business to a consumer at or before the time a business collects /PI/ from 
the consumer as required by Civil Code section 1798. 1 OO(b) ... " (Emphasis added.) 

The CCP A's pre-sale notice requirement is spelled out in equally clear terms. Section 1798.120(b) 
provides that businesses that sell PI to third parties "shall" provide notice to consumers of their 
right to opt out pursuant to section 1798.135. Section 1798.135(a), in turn, provides that a business 
"shall" provide such notice by way of a "clear and conspicuous link on the business' Internet 
homepage," as well as in "[i]ts online privacy policy" and any "California-specific des(..nption of 
consumers' privacy rights." 

Notwithstanding this statutory clarity, section 999.305(d) proposes a scheme that conflicts with 
the CCPA's pre-collection and pre-sale notice requirements. Specifically, subsection 
999.305(d)(l) first proposes to eliminate the mandatory pre-collection notice requirement, 
providing that a business that does not collect PI directly from consumers "does not need to provide 
a notice at collection to the consumer." 

As a substitute for the pre-collection notice, subsection 999.305(d)(2) proposes that, before an 
affected business can sell a consumer's PI, the business must either (1) contact the consumer 
directly to provide notice that the business sells the consumer's PI and of the consumer's right to 
opt out, or (2) contact the source of the PI to confirm the source provided the consumer with pre
collection notice in accordance with sections 999.305(a) and (b) (which ostensibly require direct, 
individualized notice), and obtain a signed attestation from the source describing how the source 
provided the pre-collection notice and including an example of the notice. 

Clearly, DOJ "may not adopt a rule which would conflict with the enabling or otherwise governing 
statute." Dept. ofAlcoholic Beverage Control v. Alcoholic Beverage Control Appeals Bd., 71 
Cal.App.4th 1518, 1520 (1999); .Agricultural Labor Relations Bd. v. Superior Court, 16 Cal.3d 
392, 427 (1976). As stated in Harris v. Alcoholic Bev. Etc. Appeals Bd., 228 Cal.App.2d 1, 6 
(1964): 

"[An administrative agency] may not exercise its sub-legislative powers to modify, alter or 
enlarge the provisions of the legislative act which is being administered. Administrative 

735686180.1 

CCPA_45DAY_00983 

https://Cal.App.2d
Guest
Line

Guest
FreeText
W127-1
(cont.)



Mayer Brown LLP 

The California Department of Justice 
December 6, 2019 
Page4 

regulations in conflict with the Constitution or statutes are generally declared to be null or 
void." 

Government Code section 11342.2 equally bans regulations that are inconsistent with their 
underlying statutes, providing: 

"Whenever by the express or implied terms of any statute a state agency has authority to 
adopt regulations to implement, interpret, make specific or otherwise carry out the 
provisions of the statute, no regulation adopted is valid or effective unless consistent and 
not in conflict with the statute and reasonably necessary to effectuate the purpose of the 
statute." 

Despite this clear prohibition, section 999.305(d) openly and irreconcilably conflicts with two 
unambiguous CCP A mandates. It proposes to (1) relieve businesses that collect PI from sources 
other than consumers of CCPA's requirement, applicable to all businesses that collect PI, to 
provide notice of their collection activities at or prior to the time of collection, and (2) require the 
affected businesses instead to provide consumers with direct notice of their opt out rights, as 
opposed to Internet homepage notice of such rights as mandated by the CCP A. 

The fact that subsection 999.305(d)(2) provides an alternative compliance option (i.e., obtaining 
an attestation that the original source of the PI provided the consumer direct pre-collection notice) 
does not save the remaining illegal portions ofthe regulation. The attestation option's only purpose 
is to serve as a substitute for the CCP A pre-collection notice requirement from which subsection 
999.305(d)(1) purports to excuse compliance. Since subsection 999.305(d)(l) is illegal, the 
substitute provisions found in subsection 999.305(d)(2) must necessarily be unenforceable as well. 
Regardless of the fate of the attestation option (and see below for a discussion as to how it is 
independently improper), section 999.305(d)'s proposals to eliminate the pre-collection notice and 
require direct, as opposed to homepage, opt out notice so directly and overtly conflict with the 
CCP A as to be unlawful on their face. 

B. The proposed notice scheme is unworkable and unreasonable. Even if the law allowed 
DOJ to substitute a reasonable alternative pre-collection notice requirement for CCPA's 
mandatory one (which it doesn't), subsection 999.305(d)(2)'s proposal to instead require a 
business to provide direct notice of its intent to sell a consumer's PI and the consumer's opt out 
rights or, instead, obtain an attestation that the original collector of the PI provided direct notice to 
the consumer would still fail. As explained in our earlier comment letters, businesses without 
direct consumer relationships are often no more capable ofproviding direct notice after collection 
than at or before collection. In many cases, the PI collected by these businesses does not contain 
contact information. When it does, the contact information, not coming directly from the 
consumers themselves, often is outdated, incomplete, or otherwise inaccurate. As such, it cannot 
be counted on to provide reliable and effective direct notice. Thus, subsection 999.305(d)(2)'s 
direct notice option is not practicable or workable for the businesses in question. 

735686 I 80.1 
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The same is true of the attestation option. In the vast majority of cases, the PI collected by these 
businesses comes from other third party sources that themselves are unable to provide direct notice 
to the consumers. In those few instances where the businesses obtain PI from an original source 
( or somehow can identify the original source and make contact with it), those sources have little, 
if any, incentive to provide the businesses with signed attestations of their compliance with the 
CCPA's notice requirements and examples of their notices, particularly when doing so exposes 
those sources to new and unknown potential legal liabilities. Thus, even if DOJ lawfully could 
propose a reasonable alternative to section 1798.100( d)' s mandatory pre-collection notice 
requirement (which it cannot), the alternative proposed in subsection 999.305(d)(2) is so 
impracticable and unworkable as to provide the affected businesses no effective means of 
complying with the CCP A's pre-collection notice requirement. With no way to comply, many of 
those businesses-including companies like our clients that generate revenues exclusively from 
the sale of consumer PI-would have no choice but to go out of business or, at a minimum, cease 
all business involving California consumer PI.3 

The law will not tolerate such harsh and unreasonable results, particularly where, as discussed 
below, reasonable alternatives exist; also, where the enactment of AB 1202 establishing a data 
broker registry so clearly indicates the legislature's intent that these businesses continue to operate 
in the state. Kinney v. Vaccari, 27 Cal.3d 348, 357 (1980) ("It is a well-settled maxim of statutory 
construction that a statute is to be construed in such a way as to render it reasonable, fair, ... 
harmonious with its manifest legislative purposes, and ... to avoid harsh results and mischievous 
or absurd consequences."); Shirley v. Los Angeles County civil Service Com., 216 Cal. App.4th, 1, 
20 ("We interpret a statute to avoid untenable distinctions and unreasonable results whenever 
possible.). 

C. Allowing for Internet homepage notice is a reasonable alternative. The good news is that 
there is another approach-i.e., Internet homepage notice--that would allow businesses without 
direct consumer relationships to provide pre-collection notice in a practicable, effective, and lawful 
fashion. A detailed discussion of the reasons why homepage notice is reasonable and appropriate 
is contained in our incorporated September 30, 2019 comment letter and will not be repeated in 
full here. In summary, however, businesses without direct consumer relationships lack the 
practical ability to provide direct consumer notice at or before collection.4 Prior to collection, the 
businesses lack any information, contact or otherwise, concerning the consumers. At the time of 
collection, much of the collected PI does not contain contact information. Even when it does, the 
contact information typically is unusable until after sorting and manipulation into a uniform and 

3 Given the size of the California market, the difficulty of separating the PI of California consumers from consumers 
in other states (particularly when that PI does not include location information, as it often does not), and the 
difficulty of knowing for certain if a consumer is a California resident (particularly in the case of consumers who 
reside in multiple states including California, but for whom the companies have contact information only for non
California states), the inability of these companies to comply with the CCP A genuinely poses an existential threat 
to their existence. 

4 Section 999.305(d)'s proposal to relieve these businesses of the need to provide pre-collection notice inherently 
acknowledges this fact. 
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usable format, a process that requires days, weeks, or even months to perform. 5 Thus, the only 
practicable way for these businesses to provide the pre-collection notice is on their Internet 
homepages. 

Providing homepage notice would be consistent with the CCPA's other notice requirements and 
consumer expectations. Specifically, homepage notice would be consistent with the CCPA's 
requirement that businesses provide consumers with notice of their opt out rights (i.e., the pre-sale 
notice) on the businesses' Internet homepages. It also would be consistent with the manner in 
which consumers typically search for online company disclosures, including those concerning 
company privacy policies and practices. See section 1798.140(1) defining "homepage" to include 
an introductory page of an Internet web site, a download, page, a link within an app, an "about" or 
"information" page, or any other location that allows a consumer to review the opt out notice. 

Homepage notice is also consistent with the new data broker registry created by AB 1202. That 
bill was developed and enacted by the legislature to address the same concern that assumedly 
underlies section 305(d)'s proposed pre-collection notice scheme--i.e., that because businesses 
without direct consumer relationships cannot provide direct notice, consumers might not know of 
these businesses' existence and thus be unable to exercise their CCP A rights. Rather than prevent 
these businesses from providing their valuable and popular services as the proposed regulations 
would do, the legislature decided to facilitate the businesses' compliance with the CCPA by 
creating a registry on which businesses without direct consumer relationships that collect and sell 
consumer PI--------<lefined as "data brokers"-must be listed, along with their contact information and 
such other information about their data collection practices as the businesses wish to disclose. The 
registry thus provides consumers an easily accessible means to identity businesses with which they 
do not have direct relationships but which collect PI about them, find out what PI the businesses 
have collected, and opt out if they so desire. See Senate Rules Committee Analysis, 9/6/19, at pp. 
5-6; Senate Judiciary Committee Analysis, 6/21/19, at p. 70). In doing so, the registry obviates 
any policy concerns with the Internet homepage notice option. 

Homepage notice also prevents the harsh and unreasonable, indeed absurd, results that would 
obtain from a direct pre-collection notice requirement. Since businesses without direct consumer 
relationships lack the ability to provide direct consumer notice at or before they collect consumer 
PI,6 a direct notice requirement would force the businesses to shut down entirely, or at least with 
respect to California consumer PL 

Even if the businesses somehow could provide direct notice to the tens of millions of California 
consumers whose PI is collected in some measures by these businesses, the cost of doing so would 
be so enormous as to pose yet another existential threat to the businesses' survival.7 Worse yet, it 

5 Even then, the contact information often is outdated, incomplete, or otherwise inaccurate, as noted above. 
6 See attached correspondence dated September 30, 2019 at pp. 1-2 for a detailed explanation as to why direct pre

collection notice is impossible for these businesses. 
7 See September 19, 2019 correspondence at p. 2 for a more detailed discussion of the cost implications of this 

concept. 
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would result in tens of millions of California residents receiving precisely the kind of unsolicited 
email, text, telephone, or mail contacts that consumers find so annoying and intrusive and that 
various consumer protection laws ( e.g., TCP A, CAN-SP AM) are meant to prevent. Further, such 
blanket notice almost certainly would lead to the same kind of rampant consumer scams that 
plagued EU residents when GDPR first took effect and EU residents were flooded with email 
notices from companies with which they were not familiar. See 
http ://www.thesun.eo.uk/tech/6375142/gdpr-email-scams-police-warning; search "gdpr email 
scams" for more such articles. Such unacceptable results cannot possibly be what the legislature 
envisioned in enacting the CCPA, and certainly is not what the legislature intended in creating the 
data broker registry. And, as noted above, the law will not tolerate such unreasonable results when 
a reasonable alternative approach-i.e., homepage notice-is available. 

Perhaps the most compelling proof of the reasonableness of homepage notice is the fact that the 
newly introduced CPRA initiative explicitly provides for homepage notice as the appropriate 
means for businesses without direct consumer relationships to meet the pre-collection notice 
requirement. Specifically, the CPRA would move the pre-collection notice requirement into 
section 1798.lOO(a) and then amend section 1798.lOO(b) to read as follows: 

"A business that, acting as a third party, collects personal information about a consumer 
may satisfy its obligation under subdivision (a) by providing the required information 
prominently and conspicuously on the homepage of its Internet website. In addition, if the 
business, acting as a third party, collects personal information or authorizes another person 
to collect personal information, about a consumer while the consumer is proximate to a 
physical location at which the personal information is collected, then the business shall, at 
or before the point of collection, inform consumers as to the categories of personal 
information to be collected and the purposes or which the categories of personal 
information shall be used, and whether such personal information is sold, in a clear and 
conspicuous manner at such location." 

As noted above, the CPRA was developed by two of the principal movers behind the CCP A
Alastair MacTaggart and Sen. Robert Hertzberg-for the purpose of strengthening the CCP A and 
consumer rights, including with respect to the topics covered by the pre-collection notice. See 
CPRA, Sections 2.E, G, and H (declaring that California should strengthen its privacy rights, 
mandate laws that will allow consumers to understand more fully how their PI is being used, and 
provide consumers with clear explanations of the uses of their PI); Section 3 .A, B (indicating 
purpose and intent to allow consumers to know who is collecting their PI and to require businesses 
to clearly inform consumers about how they collect and use PI). 

To accomplish these goals, the CPRA provides that businesses without direct consumer 
relationships may provide the pre-collection notice on their Internet homepages. In doing so, the 
authors of the CPRA provide yet further, and highly compelling, evidence of the reasonableness 
and appropriateness of this approach. 
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Finally, homepage notice is consistent with, if not required by, the fact that the collection and 
dissemination of PI in the public domain constitutes Constitutionally protected speech that can 
only be restricted by laws or regulations that are narrowly tailored to further a compelling 
government interest. United States v. Playboy Entm 't Grp., Inc., 529 U.S. 803, 813 (2000); The 
Fla. Star v. B..J.F., 491 U.S. 524, 541 (1989) (the truthful publication of lawfully obtained 
information falls within the First Amendment's ambit and may only be restricted when narrowly 
tailored to a state interest of the highest order.). The fact that companies receive compensation for 
these activities does not diminish this "strict scrutiny" level of Constitutional protection. City of 
Lakewood v. Plain Dealer Publ'g Co., 486 U.S. 750, 756 n.5 (1988). Only when speech proposes 
a commercial transaction does a more intermediate level of scrutiny apply, and even then such 
speech cannot be infringed absent a substantial government interest and a showing that no less 
onerous restrictions will serve that interest. Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm 'n 
of NY., 447 U.S. 557,562,566 (1980). 

The activities of our client companies and other similarly situated businesses, of which there are 
many,8 do not propose commercial transactions. As such, the strict scrutiny test applies to section 
305(d)'s notice proposal, as well as any other provisions of the proposed regulations that would 
impair the ability of these companies to continue to engage in these activities. 

But, even if the intermediate test applied, section 305(d) would not pass muster. First, it is unclear 
what government interest this notice requirement would address. The government cannot claim a 
broad interest in privacy alone. US. West, Inc. v. FCC, 182 F .3d 1224, 123 5 (1 oth Cir. 1999). 
And, it is hard to see how an onerous notice requirement that effectively prevents the dissemination 
of non-confidential data that already is in the public domain could address the more specific 
interests articulated in the CCP A-i.e., protecting consumers from security breaches, financial 
fraud, and identify theft. Section 1798.100; see also, Senate Judiciary Committee Analysis, AB 
375, 6/25/2018, atpp. 1-2. 

Further, even if a restriction on the use of public domain data was relevant to these purposes, which 
it is not, the notice scheme proposed by section 305(d) is far from being narrowly tailored to 
further, or otherwise the least onerous means of achieving, the purposes. Internet homepage 
notice, which itself arguably burdens speech impermissibly, certainly is a more reasonable and, as 
such, Constitutionally required approach.9 

$ As one indicator of the number of businesses affected section 305(d)'s notice proposal, the Vermont data broker 
registry, which most observers believe covers fewer businesses (because of its narrower definition of "data 
broker") than the newly recreated California data broker registry, has approximately 140 registered companies. 

9 Recognizing the severe Constitutional problems in the CCP A's attempt to regulate the collection and dissemination 
of public domain data and the risk this legal flaw poses to the entirety of the CCPA, the CPRA extends the CCPA's 
exemption for "publicly available" information ( currently limited to government records data) to include all public 
domain data as well. CPRA, section l 798.140(v)(2). 
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For the numerous reasons discussed above, section 999.305(d) should be amended to remove the 
currently proposed language and instead to allow for Internet homepage notice by businesses that 
do not collect Pl directly from consumers. 

III. Section 999.315(t)'s downstream opt-out notification requirement. Section 999.315(£) 
suffers from the same defects as section 999.305(d) and must be eliminated for similar reasons. 
Section 999.315(f) would require a business in receipt ofa consumer's opt out request to notify all 
third parties to whom it has sold the consumer's PI within the 90 days prior to the consumer's opt 
out, instruct those third parties not to further sell the PI, and then notify the consumer when these 
tasks have been completed. 

This provision is improper for at least two reasons. First, there are no similar provisions in the 
CCP A providing for downstream notice of a consumer's opt out decision, let alone requiring 
downstream buyers to refrain from reselling the PL Equally, there are no similar provisions in the 
CPRA. At most, the CPRA, in section 1798.100( d), requires buyers and sellers ofPI to enter into 
contracts specifying the purposes for which the PI can be used by the buyer. However, nothing in 
the CPRA prohibits resale of the PI or requires any downstream notice of a consumer's opt out 
decision. As such, section 999.315(f)'s imposition of new downstream notice, resale prohibition, 
and consumer notification requirements find no authority either in the statute it purports to interpret 
or in the likely successor to that statute. Imposing these not insignificant new requirements in the 
regulations constitutes precisely the type of statutory alterations and enlargements the law 
prohibits. 

Second, nothing in the CCP A ( or CPRA) prevents a buyer or other acquirer of PI from reselling 
the PI absent a restriction to that effect in the contract between the buyer and seller. As such, 
section 999.315(f)'s prohibition on the resale of an opting-out consumer's PI impairs the 
contractual rights of those PI buyers who did not voluntarily agree to such a resale restriction, all 
in violation of the federal and California constitutions. US Const., art. I, section 10, cl. 1; CA 
Const., art. I, section 9 ("A bill of attainder, ex post facto law, or law impairing the obligation of 
contracts may not be passed."); see also Deputy Sheriffs' Assn. ofSan Diego County v. County of 
San Diego, 233 Cal.App.4th 573, 578 (2015) ("Article 1, section 9 of the California Constitution 
prohibits the passage of a 'law impairing the obligation of contracts."'); Teachers' Retirement Bd. 
v. Genest, 154 Cal.App.4th 1012, 1026 (2007) ("The contract clauses of both the federal and 
California Constitutions prohibit a state from passing laws impairing the obligation ofcontracts."); 
La Costa Condominium Owners Assn. v. Seith, 159 Cal.App.4th 563, 584-5 (2008)) ("The 
obligations of a contract are impaired by a law which renders them invalid, or releases or 
extinguishes them."). 

For these various reasons, section 999.315(£) is unlawful and should be deleted. 

IV. Section 999.317(g)'s requirements for large data processors. Section 999.317(g) provides 
that a business that annually processes (i.e., buys, receives for commercial purposes, sells, or 
shares for commercial purposes) the PI of four million of more consumers must compile metrics 
for the number of requests to know, delete, and opt out that the business received, complied with 
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in whole or part, or denied, as well as the median number of days within which the business 
responded to the requests, and then disclose that information in its privacy policy or post it on its 
website in a fashion that is accessible from a link included in its privacy policy. 

Once again, nothing in the CCP A even comes close to requiring any similar data collection and 
publication exercise. Similarly, nothing in the CPRA contains any similar requirements. At most, 
the CPRA requires businesses whose processing of consumers' PI presents significant risk to 
consumers' privacy or security to perform annual cybersecurity audits and risk assessments. 
CPRA, section 1798.185((a)(15). As such, section 999.317(g)'s proposed data collection and 
publication requirements lack the necessary statutory authority and are unlawful. 

At least with respect to businesses that qualify as data brokers, section 999.31 ?(g)'s mandatory 
data collection and publication requirements additionally conflict with AB 1202's voluntary 
approach to the publication ofconsumer data. Specifically, while section 1798.99.82(b )(2), added 
by AB 1202, requires data brokers to publish on the registry their name and primary physical, 
email, and internet website addresses, it permits (but does not require) data brokers to publish 
"[ a ]ny additional information or explanation the data broker chooses to provide concerning its data 
collection practices." Even assuming the phrase "data collection practices" is broad enough to 
cover a data broker's handling ofrequests to know, delete, and opt out, section l 798.99.82(b)(2), 
in accordance with the legislature' s judgment, leaves the decision whether to collect and publish 
this data strictly up to the data broker. Section 999.31 ?(g)'s contrary approach-requiring 
businesses to collect and publish the data-conflicts with AB 1202, adding to section 999.31 ?(g)'s 
illegality with respect to data brokers. 

Given its lack of statutory authority and its further conflict with AB 1202, section 999.31 ?(g) 
should also be deleted. 

V. Conclusion. As a seminal principle of administrative law, regulations must be properly 
authorized by and otherwise comport with the statute they propose to interpret. The three draft 
regulatory provisions discussed above demonstrably do not meet this requirement and, for this 
reason alone, are unlawful and unenforceable. Each ofthe provisions suffers from other infirmities 
too, but none so much as the notice provision ofsection 305( d) which, among other things, violates 
federal and state Constitutional free speech protections. Each ofthe provisions should be amended 
or deleted as suggested above. 

Enclosure 
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MAYER I BROWN 

Septeinber30,2019 

The California Department of Justice 
Attn: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 

Re: Proooss:d CCPA Regulations 

To whom it may concem: 

Mayer Brown LLP 
350 South Grand Avenue 

25th Floor 
Los Angeles, CA 90071-1503 

United States of America 

T: +1 213 229 9500 
F: +1 213 625 024B 

mayerllro1111n .com 

Our finn represents a group of online companies that provide background report, e-commerce 
fraud detection, and other people search services. We send this letter to supplement our initial 
comment letter, dated Febrnary 13, 2019, cmu.:eming the potential content of the CCPA 
interpretive regulations your office is drafting. 

Since our earlier comments, there have been significant legislative and related developments 
with respect to three of the issues addressed in the comments. Specifically, the legislature 
enacted AB 874, incorporating the regulatory solutions we had proposed on the topics of (1) 
determining what data is "capable of' constituting personal information (PI), and (2) clarifying 
the allowable uses of government records data. Assuming the governor signs AB 874, our 
proposed regulatory solutions on. those issues no longer are necessary. 

The legislature also enacted AB 1202, establishillg a data broker registry. nus development is 
relevant to the issue of clarifying how the pre-collection notice required under Civil Code section 
1798 .1 OO(b) 1 may be provided by businesses that, like our clients, collect PI about consumers 
from public and other third party sources but do not have direct relationships or accounts with 
such consumers. As discussed below, the creation of a registry supports our suggestion that such 
businesses be allowed to provide pre-collection notice on their Internet homepages. It also 
provides an additional location-the registry itself-where businesses that are data brokers can 
post the notice. 

Also; in recent days, the proponents of the proposed initiative that led to the enactment of the 
CCPA have submitted a proposed follow·up initiative called The California Consumer Privacy 
Act of 2020. This new initiative, intended by the proponents to strengthen the CCPA and 
consumer privacy rights, explicitly allows for the pre~collection notice to be provided on Internet 
homepages and, as such, equally supports our proposal on the topic. 

1 All further statutory references are to the Chril Code. 
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I. Nature of the pre-,co llection notice issue. The CCP A requires covered businesses to provide 
consumer notice in two instances--(1) at or before collection of a consumer's Pl (section 
1978.lOO(b)), and (2) before sale of a consumer's Pl (section 1798.1 lS(d)). While the CCPA 
specifies that a covered business must provide the pre-sale notice (i.e., an opt out link) on the 
business' Internet homepage and in its online privacy policy (sections 1798.120(b), 1798. 135), 
the CCP A does not specify how a business may or must provide the pre-co]Jection notice. 

II. Reasons why homepage notice is appropriate. There are numerous reasons why it is 
appropriate to allow businesses without direct consumer relationships to provide pre-collection 
notice on their Internet homepages. Specifically: 

A. Homepage notice is the only practicahle means of providing such notice. Per 
section 1798. lOO(b), the pre-collection notice, requiring a description of the categories of PI 
collected and the purposes for which the PI is to be used, must be provided "at or before'1 the PI 
is collected. Businesses that have direct relationships (i.e., are in direct communications) with 
consumers readily can (and already typically do) provide direct, individualized notice to 
consumers at or before collecting a consumer's PL For example, businesses such as Amazon, 
Twitter, Ebay, and Facebook that collect PI directly "from" the consumers that access the 
businesses' sites all place links to their privacy policies on their homepages and require that the 
consumers acknowledge and approve the policies before allowing the consumers to provide their 
PI to the businesses. 

While this is easy, indeed effortless, for businesses in direct communication with consumers, it is 
an impossible task for our clients and the hundreds, if not thousands, of other covered businesses 
that collect PI "about" consumers with whom the businesses are not in direct communication 
(i.e., do not have direct rclationships).2 This is certainly the case "before" the businesses collect 
the consumers' PI since, at that time, the businesses lack any information, contact or othernrise, 
about the consumers. As such, direct communication with the consumers for notice or any other 
reason is impossible. 

Notice "at" the time of collection similarly is impossible. First, much of the PI collected by 
thest:J businesses (e.g., education and employment histories, social media profiles) does not 
contain contact infonnation. ~ithout contact information, individualized communication is 
impossible. Even when contact information is collected, it typically is unusable at the time of 
collection. These businesses manage literally billions ofrecords that are obtained from 
thousands of sources and that arrive at the businesses in a multitude of formats. The data must 

2 This letter is focused on our clients' business model of collecting public and other information about consumers with 
whom they do not have direct relationships. However, our clien1s are also e-commerce businesses that have direct 
relationships and conununications with the consumers that use their services. This letter is not intended to suggest 
that our clients be excused from providing direct, individualized pre-collection notice to consumers ',1,,'ith whom 
they have direct relationships. Much like the popular consumer-facing referenced on page 1 above, our clients 
can and will provide direct, individualized pre-collection notice to consumers with whom they have direct 
relationships. 
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then be sorted and manipulated into a unifonn and usable format, a process that requires days, 
weeks, or even months to perform. The bottom line is that even when contact information is 
among the PI collected by these businesses, it is not usable "at" the time of collection. Thus, 
individuaHzed notice is impossible then as well. 3 

Even when the data subsequt;.·ntly becomes usable~ individualized notice would be impracticable 
and ineffectual First, the contact information collected by these businesses from phone books, 
social nt,lworks, and marketing surveys-i.e .• the publicly available sources typically used by 
these businesses-is not subject to validation requirements such as those found in the Fair Credit 
Reporting Act; nor does it have the accuracy of information originating from financial 
transactions under the Gra:mm-Leach-Bliley Act. As such, the contact information often is out
of-date, incomplete, or inaccurate and, as a result, cannot be counted on to result in the delivery 
ofreliable and effective notice in numerous cases. 

Second, providing direct, individualized notice to the literally tens of millions of Califomia 
residents whose PI is collected in some measure by these businesses is cost-prohibitive. To send 
emails, texts, or postcards to this number of persons would require the businesses to engage third 
party services that that specialize in mass communications, all at a cost of hundreds of thousands, 
if not mi}Hons, of dollars annually. Costs of this size would put a significant financial strain on 
these businesses. In some cases, it could immediately put them out of business. This would be 
an unjust outcome for businesses that are engage<l in constitutionally-protected commercial 
activity involving the collection of information in the public domain and that provide services 
widely used and valued by law enforcement, other government agencies, businesses, and 
individuals and families alike. 

Given aU this, the best and only way that covered businesses without direct consumer 
relationships can provide pre-collection notice is on their .Internet homepages. (As noted below, 
those such businesses that qualify as data brokers may additionally provide such notice on the 
data broker registry).4 

B. Homepage notice is consistent with CCPA's other notice requirement and 
consumer expectations. As noted~ the CCPA requires that, before selling a consumer's PI, a 
b-usiness provide the consumer with notice of the right to opt out of (i.e., prevent) the sale. The 
CCP A requires that this notice, which assumedly is equally if not more important to the 

3 It has been suggested that businesses without direct consumer relationships should be allowed a period of days after 
the time of collection to provide individualized notice. Allowmg for notice to be delayed until a later date would 
t.3onflicl with section 1 lO(b)'s clear mandate for notice to be give "at or before" collection m,d, thus, be unlawful. 

4 It may be possible for a business without direct consumer relationships to provide direct notice in one scenario. 
Specifically, to the extent a business uses technological. devices such as v<':ill sniffers or cameras to cn1lect PI about 
consumers w'hen. those consumers are at aphyskm location (e.g .. , a coffe.e i.hop), the btwines.s couldprovide direct 
(albeit not individualized) pre~collectfon notice to the cons1.11ne.rn by a visibi!:l nQtice posted at the physica1 
location. (We have no objection to requiring direct notice in that stermrio.) However, there is no comparable 
scenario by which businesses that do not collect PI at physical locations could prm~de direct, indivtduallzed 
notice. 

733809199.1 

CCPA_ 45DAY _00993 

Guest
Line

Guest
FreeText
W127-2(cont.)

Guest
FreeText

Guest
FreeText
W127-1

Guest
Line

Guest
FreeText
W127-4

Guest
Line

Guest
FreeText
W127-3cont.

Guest
Line



Mayer Brown LLP 

The California Department of Justice 
September 30, 2019 
Page4 

consumer than the pre-collection notice (which is not accompanied by any opt out right), must be 
provided on the business• Internet homepage. Allowing businesses without direct consumer 
relationships to provide pre-c.ollection notice in the same fashion would be consistent with this 
approach. 

It also would be consistent with lhe manner in which consumers typically search for onlinc 
company disclosures, including those concerning company privacy policies and practices. This 
fact is reflected in the CCPA's broad definition of "homepage" (section 1798.140(1)), which 
includes an introductory page of ru1 Internet web site, as well as a download page, a link within 
an app, an "about" or "infmmation" page, or any other location that allows consumers to review 
the notice required by section 1798.135(a). 

C. Concerns about the lack of individualized notice are mitigated by AB 1202's 
creation of a data broker registry. AB 1202, authored by Ass. Chau, the co-author of the 
CCPA, requires that businesses without direct consumer relationships that both collect and sell 
consumer Pl--defined as "data brnkers"-be listed, along with their contact information and 
such other information about their data collection practices as the data brokers wish to disclose, 
on a public registry maintained by the Attorney General. AB 1202 was intended to address the 
concem that, given the inability of these businesses to provide direct notice to consumers, 
consumers would not know of the business' existence and, thus, could not exercise their CCPA 
rights. As stated in committee analyses: 

''Many of the CCP A's provisions require consumers to know which entities have their 
personal information before they can properly exercise their rights. The data brokers 
discussed above, by definition, do not have dire.ct relationships with consumers and can 
essentially amass personal infonnation on consumers with their permission or 
knowledge." (Senate Rules Committee analysis, 9/6/19, at pp. 5-6.) 

"By requiring the names and contact information for these data brokers to be 
systematically collected and made easily accessible to consumers, the bill allows 
consumers to have more meaningful control over their personal information. Consumers 
would be able to go to this list and contact each of these data brokers to find out what 
information each had collected on the consumer ru1d to demand that the data brokers 
cease their sales of that information if the con.sumer so wished." (Senate Judiciary 
Committee analysis, 6/21/19, atp. 7.) 

AB 1202 is relevant to the pre-collection notice issue for three reasons. First, even though 
limited to businesses that both collect and sell PI, AB 1202 reflects the legislaturn's 
understanding, and thus confirms) that businesses without direct consumer relationships cannot 
feasibly provide direct, individualized notice to consumers. If direct, individualized notice was 
feasible by these businesses, AB 1202 and the registry it creates would be unnecessary. 

Second, AB 1202 ensures that the names and contact infonnation of these businesses will be 
made "easily accessible" to consumers, thl1S facilitating the consumers' ability to exercise their 
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various CCP A rights. In doing so, AB 1202 obviates the one and only policy concern-i.e., the 
potential information gap-raised with respect to allowing pre-collection notice on Internet 
homepages. 

Third, AB 1202 pe:tmits data brokers to list on the registry any information or explanatlrn:1 about 
their data collection practices that they wish. This enables the data brokers to provide the pre
collection notice not only on their homepages but a1so directly on the reghmy itself. We \Vould 
suggest that the Attorney General encourage such additional postings in its regulation. 5 

D. Requiring direct, individualized notice would be unreasonable and lead to harsh 
and absurd results to covered businesses and consumers alike. As noted above, and as tl1e 
legislature .acknowledged in its enactment of AB 1202. businesses without direct consumer 
relationships cannot practicably provide the pre-collection notice required under section 
1 79 8 .1 OO(b) on a direct, indi vidualizcd basis. As such, requiring these businesses to do so would 
be unreasonable and harsh on its face. 

Even if the businesses could provide such notice, requiring them to do so would result in tens of 
millions of Califomia residents receiving precisely the kind of unsolicited and unwanted email, 
text, telephone, or mail contacts that consm:ncrs find so rumoying and intrusive and that various. 
consumer protection laws (e.g., TCPA, CAN*SPAM) aremean:.t to prevent.6 Indeed, it is hard to 
imagine th.at California residents~ currently beset by an onslaught ofrobocal1s1 robotexts, and 
spam messaging, would be pleased with yet another form. of unwelcome and unnecessary 
communications from businesses with wbom they do not have accounts or relationships, 
particularly in light of the creation of the data broker registry. 

E. Homepage notice is consistent with the newly proposed privacy initiative, The 
California Consumer Privacy Act of 2020. This newly filed initiative proposal, drafted by the 
san1e persons who were the driving .force behind the CCP A and intended by these persons to 
strengthen the CCPA and oonsumer privacy rights (see Sec. 2, Findings and Declarations, at E), 
explicitly allows for hl)tnepage notice.. Specifically, the initiative would move the pre-collection 
notice requirement into section 1798. l OO(a) and then amend section 1798.1 OO(b) to read as 
follows: 

''A business that, acting as a third party, collects personal infonnation about a consumer 
may satisfy its obligation under subdivision (a) by providing the required information 
prominently and conspicuously on the homepage ofits Internet website. In addition, if 

5 While we have no objections to lhc Attomey General requiring such posting on the registry, it would lc\t)pC:ar that 
such a requirement would exceed the, Attorney General's authority. As such, we suggest ret:ommendi.ng the 
posting. 

6 These business collect new, different, and/or updated personal infonnation about consumers on a regular basis. Even 
if the businesses could provide direct, individualized notice, consumers would be annoyed, if not outraged, to 
receive addition.al notifications from the same business each time the business collects a newpiece of information 
about the consumer. 
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Mayer Brown LLP 

The California Department of Justice 
September 30, 2019 
Page6 

the business, acting as a third party, collects personal infonnation or authorizes another 
person to collect person information, about a consumer while the consumer is proximate 
to a physical location at which the personal information is collected, then the business 
shall, at or before the point of collection, inform consumers as to the categories of 
personal infonnation to be collected and the purposes for which the categories of 
personal information shall be used, and whether such personal information is sold, in a 
clear and conspicuous manner at such location." 

The inclusion of homepage notice in this new initiative is yet further, and highly compelling, 
evidence of the reasonableness and appropriateness ofthe concept. 

III. Conclusion. For all these reasons, we reiterate our earlitir request that the CCPA regulations 
make clear that businesses without direct consumer relationships may provide pre-collection 
notice on their Internet homepages. 

I 
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Message 

From: Alan Titus 

Sent: 12/6/2019 11:37:22 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Privacy Regulations 

Attachments: Comments on Privacy Regs.Alan Titus.pdf 

Dear DOJ, 

Attached please find a comment letter on the proposed privacy regulations. 

Alan Titus 

Robb & Ross 
591 Redwood Hwy, Suite 2250 
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PHILIP A. ROBB 
ALAN J. TITUS 
ANNE C. SLATER t 
JOSEPH W. ROBB " 

RoBB&Ross 
JOSEPH W. ROBB A PROFESSIONAL CORPORATIO N 

591 REDWOOD HIGHWAY, SUITE 2250 
MILL VALLEY, CALIFORNIA 94941 

TELEPHONE: (415) 332-3831 
FAX: (415) 383-2074 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 9001 3 
Email: PrivacyRegulations@doj.ca.gov 

Re: Comments on Proposed CCPA Regulations 

Dear Sir or Madam: 

STERLING L. ROSS, JR. 't 
' OF COUNSEL 

t CERTIFIED SPECIALI ST IN ESTATE 
PLANNING, PROBATE AND TRU ST 
LAW, THE STATE BAR OF 
CALIFORNIA BOARD OF LEGAL 
SPECIALIZATION 

" (1926-201 9) 

I write on behalf of a licensed California cardroom with comments on the 
proposed privacy regulations to implement the California Consumer Privacy Act (the 
"CCPA"). 

Cardrooms are old-fashioned, brick and mortar businesses. Customers come 
in and play card and tile games against one another and place bets on the games. 
Betting is done by means of gaming chips, and players purchase and redeem chips 
from the house. My client has a website but does not interact with customers on 
the website in any fashion. Nor does my client engage in any advertising or 
marketing. 

My client collects information regarding its players only to the extent required 
by federal and state law. The federal Bank Secrecy Act (the "BSA") and state 
regulation require that the cardroom file Cash Transaction Reports when a player 
has cash-in transactions or cash-out transactions in a single day over $10,000. 31 
CFR § 1021 .311. This requires collection of certain information, namely, the 
patron's social security number, his or her proof of identification, and the amount of 
the transaction. 31 CFR §1010.312. My client is required to aggregate multiple 
transactions by the player and is required under federal law to maintain a Multiple 
Transaction Log, tracking purchases, redemptions and exchanges. 31 CFR 
§ 1 021 .41 O(b)( 11). 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
December 6, 2019 
Page 2 

The BSA further requires my client to file Suspicious Activity Reports 
("SARs") on players and activity that appear suspicious. 31 CFR § 1021 .320. This 
entails detection, investigations, and collection of information on suspicious 
persons and suspicious financial activity. It also requires the card room to have 
procedures to perform various levels of due diligence on its customers to know 
their source of funds. FIN-2007-G005 Q&A 14. 

The purpose of the BSA is to provide law enforcement with information 
useful in investigations of money laundering, terrorist financing or other financial 
crimes. To that end, the BSA prohibits disclosure of a SAR and any information 
that would reveal the existence of a SAR. 31 CFR § 1021.320(e). In addition, 
disclosure of information to a player that could assist them in structuring 
transactions to evade the law is made illegal. 31 USC §5324(a)(3). Thus, if a 
player were to request the know his or her total chips purchases so far that day, 
the cardroom is not allowed to provide the informaiton. In general, law enforcement 
expects detection of suspicious activity and investigations to proceed without the 
subject's knowledge. 

The only other reason my client collects information on players is to comply 
with federal and state tax reporting rules. When my client offers a promotion and 
pays a jackpot, the cardroom is required to file information reports with the IRS and 
with the FTB. Absent legal requirements under the BSA and the tax codes, my 
client would not collect information on its customers. 

It is difficult to determine to what extent the CCPA applies under these 
circumstances. Section 1798.145(a) provides, "The obligations imposed on 
businesses by this title shall not restrict a business's ability to: (1) Comply with 
federal, state, or local laws." Further, Section 1798.196 provides, "This 
title ... shall not apply if such application is preempted by, or in conflict with, federal 
law .... " However, concepts of interference, preemption and conflict of laws are 
highly dependent on administrative and judicial interpretations. Whether the CCPA 
is preempted by or in conflict with federal law is not easily determined by a private 
party. 

The draft regulations do not address this preemption issue, and we request 
that provisions be added to provide guidance on the application of sections 
1798.145 and 1798.196. We believe that where information is collected to 
comply with federal or state law, CCPA is preempted. But further, where the law 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
December 6, 2019 
Page 3 

requires collection of information for law enforcement purposes as with the BSA, 
the federal law occupies the field and preempts the BSA. The only information that 
might not be preempted is identification and tax information collected directly and 
openly from the customers. 

In addition to issues of preemption, the proposed regulations set forth a 
number of requirements that are inconsistent with sections 1798.145 and 
1798.196, and we detail those below. 

Section 999.305. Notice at Collection of Personal Information 

Subsection (a)(3) 

This subsection provides, "A business shall not use a consumer's personal 
information for any purpose other than those disclosed in the notice at collection." 
This regulation would conflict with the BSA and with the IRC by prohibiting a 
business from complying with the BSA and IRC if the business failed to provide the 
notice required by the CCPA. This regulation is also inconsistent with CCPA 
provisions not to interfere with compliance with federal law. 

Subsection (a)(4) 

This subsection provides, "A business shall not collect categories of personal 
information other than those disclosed in the notice at collection." This regulation 
would conflict with the BSA and the IRC by prohibiting a business from complying 
with those laws if the business failed to provide the notice required by the CCPA. 
This regulation is also inconsistent with CCPA provisions not to interfere with 
compliance with federal law. 

Subsection (a)(5) 

This subsection provides, "If a business does not give the notice at collection 
to the consumer at or before collection of their personal information, the business 
shall not collect personal information from the consumer." Again, this fails to take 
into account legal obligations under the BSA and IRC as well as state law, and is 
inconsistent with the CCPA. 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
December 6, 2019 
Page 4 

Subsection (b)( 1) 

This subsection requires that the notice at collection include "a list of the 
categories of personal information about consumers to be collected." This raises 
the question as to what extent cardrooms are required to disclose categories to 
their customers given that such disclosure could impede federal and state law 
enforcement efforts. Disclosure of collection of a category such as 'personal and 
tax identification' is not a problem since that is collected openly and directly from 
the player. But disclosure of transactional information could violate the BSA and 
disclosure of any other categories would likely impede the purposes of the BSA. 

Subsection (b)(2) 

Subsection (b)(2) requires that a notice be served on customers informing 
them of the "business or commercial purposes" for which information is being 
collected. But what if the collection of personal information is required by law and 
not done for either business or commercial purposes? This subsection does not 
address that possibility and thus creates uncertainty. 

Section 999.307. Notice of Financial Incentive 

This subsection states that the "purpose of the notice of financial incentive is 
to explain to the consumer each financial incentive ... a business may offer in 
exchange for the retention or sale of a consumer's personal information .... " 
However, this is not consistent with Civil Code § 1798.125. 

The draft regulation would apply to all financial incentives, but the statute 
does not require notice of all financial incentives. Civil Code section 
1798.125(b)(2) requires notice only of specific financial incentives, namely those 
offered pursuant to 1798.125(a). Subsection (a) applies to the following specific 
events, when a business denies goods or services to the consumer; charges 
different prices or rates for goods or services; provides a different level or quality of 
goods or services; or suggests that consumer will receive a different price or rate 
for goods or services or a different level or quality of goods or services. If none of 
those specific situations apply, offering of a financial incentive does not trigger the 
notice requirement. The proposed regulation, by applying to other financial 
incentives, is broader than and inconsistent with the statute. 

CCPA_ 45DAY _01001 

LuongH
Line

LuongH
Line

LuongH
Line

hannahfolsomchan
Typewritten Text
W128-5

hannahfolsomchan
Typewritten Text
W128-6

hannahfolsomchan
Typewritten Text
W128-7



Privacy Regulations Coordinator 
California Office of the Attorney General 
December 6, 2019 
Page 5 

My client is required to obtain a patron's personal and tax identification when 
the player has a transaction that exceeds the $10,000 threshold. However, my 
client often attempts to obtain a player's identification before the player reaches 
that threshold in order to improve compliance and to discourage illegal structuring. 
My client offers promotional items as gifts to customers who are reluctant to 
provide identification and has found this to be an effective way to improve 
compliance with the BSA. Providing notice of financial incentive will only serve to 
discourage customers from providing their identification, a result clearly at odds 
with federal and state law. 

Section 999 .308. Privacy Policy 

Subsection (b)(1 )(a.) 

This regulation would require that the privacy policy "explain that a consumer has a 
right to request that the business disclose what personal information it collects." 
This raises the question of what rights a consumer really has when the BSA 
applies. If the CCPA requires disclosure of personal information used to file a SAR, 
it clearly conflicts with the BSA. If the CCPA requires disclosure of personal 
information obtained in an investigation, we believe that the BSA preempts the 
field. As suggested above, we believe that the CCPA should be limited at most to 
disclosure of information collected directly from the customer, and not apply to 
other information gathered in compliance with the BSA. 

Subsection (b)(1 )(d.)(1.) 

This subsection would require the privacy policy to list the categories of 
consumers' personal information the business has collected in the preceding 12 
months. This raises the same questions as in the prior discussion. What rights 
does a consumer really have given the purposes of the BSA? Again, we suggest 
that where information is collected to comply with the BSA, the CCPA should be 
limited at most to disclosure of information collected directly from the customer, 
and not apply to other information gathered in compliance with the BSA. 

Subsection (b)(1 )(d.)(2.) 

This regulation would require the privacy policy to provide the sources from 
which personal information was collected. Again, where information is being 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
December 6, 2019 
Page 6 

collected to comply with the BSA, we believe that this law would impede the 
purposes of the BSA and thus is preempted by the BSA. 

* * * 

We appreciate your consideration of these comments. 

s~~r~ 
~ ui 
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Message 

From: Matt Akin [ 
Sent: 12/5/2019 10:56:11 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Comments on Proposed California Consumer Privacy Act Regulations (ACLHIC - ACLI) 
Attachments: ACLHIC - ACLI CCPA Comment Letter.pdf 

Dear Attorney General Becerra: 

The Association of California Life and Health Insurance Companies ("ACLHIC") and The American Council of Life 
Insurers ("ACLI") respectfully submit the following comments on behalf of our members. We appreciate the 
thoughtful and deliberative process your office has undertaken for the development of the proposed regulations. 

Please do not hesitate to contact ACLHIC staff with any questions you may have. 

Sincerely, 

Matt Akin 
Legislative and Communications Associate 
ACLHIC 
1201 K Street, Suite 1820 
Sacramento CA 95814 

Website: www.aclhic.com 
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ffACLI 
Financial Security .. . for Life. 

December 5, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, California 90013 
Email: PrivacyRegulations@doj.ca.gov 

Re: Comments on Proposed California Consumer Privacy Act Regulations (October 11, 2019) 

Dear Attorney General Becerra: 

The American Council of Life Insurers ("ACLI") and the Association of California Life and Health Insurance 
Companies ("ACLHIC") respectfully submit the following comments on behalf of our members. We appreciate 
the thoughtful and deliberative process your office has undertaken for the development of the proposed 
regulations. 

Life insurers have long been the diligent stewards of our customers' highly sensitive personal information. We 
support, and already abide by, strong consumer privacy laws. We have managed consumers' confidential 
medical and financial information appropriately for decades, and in the instance of a number of member 
companies, a couple of centuries. We look forward to working with you and lending our industry's historical 
expertise to this weighty issue. 

Executive Summary 

• Insurers have a strong and historic consumer privacy track record 

• The regulations exceed statutory authority in certain areas 

• Sufficient time is needed for regulatory compliance 

• The regulations should not compromise consumer or company security 

• The regulations should be harmonized with existing privacy laws and regulations 

• Notice requirements should maximize consumer clarity and minimize complexity 

• Opt-out provisions should be simple to understand and apply narrowly to businesses that sell personal 
information 

• Less proscriptive privacy requirements lead to clearer privacy notices for consumers 

• Regulatory enforcement must be prospective 

The California Consumer Privacy Act of 2018 ("CCPA") is a complex and comprehensive law. And while we 
appreciate the clarification and guidance provided by the proposed regulations, we are concerned with the 
complexity of certain substantive provisions and believe that, in some instances, the proposed regulatory 
requirements go beyond the underlying law. 

ll Page 
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Compliance Deadline 

The proposed regulations are slated for completion and/or final adoption in the Spring of 2020. We strongly 
believe that the date for compliance with the rules should be at least 2 years after they have been finalized 
and that the rules should be enforced solely on a prospective basis and should not be retroactively applied. 
The underlying California privacy law has not yet stabilized as borne out by the comprehensive and material 
new changes proposed in the California Privacy Rights Act of 2020 ballot initiative. It is possible a number of 
provisions of the underlying law will be materially changed if the ballot initiative passes next year, resulting in 
the regulations being rendered out of conformance. Moreover, the proposed regulations are comprehensive, 
contain new substantive provisions and, as we address later in this letter, in some instances are beyond the 
scope of the underlying law. Companies must have reasonable time to come into compliance with these 
comprehensive rules. 

Data Security 

While the focus of the proposed regulations and the underlying law is protection of consumers' personal 
information, we are concerned that the regulations may put the security of that personal information at risk. 
We will discuss the individual security concerns in more depth below, however, we offer as an example the 
requirements to describe the verification process to consumers and the process for the right to request 
deletion in §999.308 as potentially creating an added security risk by making it easier for bad actors to 
compromise the process. 

Regulatory Impact 

Of fundamental concern, some provisions of the proposed regulations go beyond the scope of the new privacy 
law to impose substantive new requirements upon companies operating both in California and, because of 
the comprehensive nature of the new statute and the ubiquitous nature of personal information, on 
companies' business far beyond the state's borders. As the Attorney General stated in the "Notice of Proposed 
Rulemaking Action", the adoption of these regulations "may have a significant, statewide adverse economic 
impact directly affecting business, including the ability of California businesses to compete with businesses in 
other states." As the Attorney General acknowledges, the proposed regulations impose a number of significant 
reporting, recordkeeping and other compliance requirements on companies doing business in California. The 
Standardized Regulatory Impact Analysis (SRIA) provided by the Attorney General estimates that the cost of 
the regulations over a ten-year period to be between $467 million to $16.4 billion. These are costs, as the 
Attorney General points out, that "go beyond the impacts of the CCPA." We believe the Attorney General should 
carefully consider and address compliance and potential conflicts with regulatory alternatives, such as the 
privacy protection requirements found in current laws. The current compliance hurdles and potential conflicts 
will jeopardize consumer benefits and protections and are likely to have the adverse effect on companies 
described above. A good example is consumer familiarity with current privacy notices. Several industry privacy 
notice requirements have been in place for a number of years and have been perfected over time. We believe 
that a simplified standardized approach to this issue would ultimately benefit both consumers and companies. 

Article 2: Notice 

Consumer notice should be designed to provide transparency and understanding to consumers about the 
collection and use of their personal information. Over the course of time, regulators and industry partners have 
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struggled for a balance in the advancement and perfection of consumer notices. In development of a 
regulatory framework for the General Data Protection Regulation ("GDPR"), the E.U. has faced these same 
issues. European Article 29 Working Party Guidelines on Transparency recognizes the need to inform 
consumers and provide a sufficient level of transparency, but given the diversity of businesses and practices, 
recognized the important need for flexibility in how to format and provide consumer transparency: 

"There is an inherent tension in the GDPR between the requirements on the one hand to provide the 
comprehensive information to data subjects which is required under the GDPR, and on the other hand 
do so in a form that is concise, transparent, intelligible and easily accessible. As such, an bearing in 
mind the fundamental principles of accountability and fairness, controllers must undertake their own 
analysis of the nature, circumstances, scope and context of the processing of personal data which 
they carry out and decide .... how to prioritize information which must be provided to data subjects and 
what are the appropriate level of detail and methods for conveying the information." 

Rather than the over-proscriptive requirements in the draft regulations, California should take a similarly 
flexible approach. 

Timing of Notice 
Section 999.305 (a)(3) requires notice to consumers at the time of collection and explicit consent for any new, 
previously undisclosed, use of information. The notices will become long and less consumer friendly if 
businesses are required to include every potential purpose prior to the collection of personal information. The 
stated goal of the CCPA is to provide meaningful information to consumers regarding the use of their personal 
information. However, some provisions of the proposed rule, including in this section, are counterproductive 
to that goal. Instead of explicit consent for any new use of information, a more meaningful solution would be 
to require that a business may use a consumer's personal information only for purposes that are compatible 
with those disclosed in the notice at collection. 

It appears that two separate and distinct types of notices are contemplated by the proposed regulations. A 
notice at the time of collection (§999.305) and a notice by means of the privacy policy (§ 999.308). As a 
practical matter, it would be much more consumer friendly to have a single privacy notice/ policy that contains 
all of the information consumers need. It makes little sense to require two separate documents which 
essentially serve the same purpose. 

Notice of Right to Opt-Out of Sale 
The statute is unambiguous in §1798.120(b) in establishing that the notice of opt-out requirement does not 
apply to businesses that do not currently sell consumer personal information. However, the proposed 
regulations, in Section 999.306, greatly expand upon the notice of right to opt-out of sale requirement, 
creating new obligations on businesses which are not contemplated by the CCPA. 

Specifically, §999.306(a)(1) states that the purpose of the notice of right to opt-out of the sale of personal 
information is to inform consumers of their right to direct a business that sells or may in the future sell their 
personal information to stop selling and refrain from doing so in the future. Section 999.306(a)(2) requires a 
business to state in its privacy policy that it does not and will not sell personal information and, in addition, 
mandates that a consumer whose personal information is collected while a notice of right to opt-out of sale is 
not posted is deemed to have opted out. Lastly, §999.316 requires businesses to seek opt-in consent from 
a consumer who has previously opted out. The combination of these three provisions is problematic for both 
businesses and consumers. 

The CCPA, in §1798.120, requires businesses to provide a notice of right to opt out of sale only if they currently 
sell consumer personal information. The underlying statute does not place this requirement on companies 
that may sell personal information in the future. Under the requirements of the proposed regulation, 
companies currently not selling personal information will be confronted with an intractable situation in which 
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the compliance structure they have already put in motion may put them at a disadvantage as compared to 
those who are currently selling information. Therefore, the perverse consequence of the currently drafted 
requirement could be that more businesses decide to act as if they sell, even if they do not. Companies might 
post opt-out of sale buttons to protect themselves against the need to get opt-in consent from an unknown 
population of consumers in the event they change business models or, more troubling, because of the 
perpetually changing and complex definition of sale may potentially be determined to include an existing or 
future business practice. 

For the reasons stated above, the requirement in §999.306(d)(2) that a business proactively declare that it 
will not sell consumer personal information in the future should be deleted. 

Privacy Policy 
There are several beneficial provisions in the privacy policy requirement section such as the ability for the 
policy to be generic and posted online. However, the proposed requirements for the privacy policy are much 
more prescriptive than past California statutory requirements. While regulatory guidance is welcomed and 
needed, one-size does not fit all. Instead a less proscriptive, more flexible approach is warranted to make 
privacy policies easier for consumers to understand and for businesses to comply with the related 
requirements. 

Consumers have been receiving privacy notices in established, limited and stabilized formats, such as under 
Gramm-Leach-Bliley, for years. Use of similar formats for compliance with CCPA will make new notices more 
understandable. Companies should be permitted to use and appropriately modify existing formats. 

';, Verification 
o The requirement to describe the verification process in §999.308 (b)(1)(c) is beyond the scope 

of CCPA and is likely to create a significant security risk with little added value to the consumer 
by making it easier for criminals to compromise the process. For security purposes a 
company's internal verification process should be confidential. We respectfully submit that a 
description of the verification process is not necessary, and that the consumer should simply 
be provided with information on how to submit a request, and what documentation must be 
provided for a valid verification. 

o Similarly, §999.308(b)(1)(d)(2) contains overly prescriptive and redundant requirements. The 
underlying statute does not require disclosure of sources, purposes and third parties by 
category of personal information. The requirements under this section should be less 
prescriptive and more focused on what would be useful to the consumer. As long as all 
relevant information is disclosed, companies should not be required to specify sources and 
third parties. Businesses should not be required to change their privacy notice or provide an 
additional notice unless a process has been materially altered, otherwise consumers could 
potentially become immune to the constant stream of notices. 

';, Disclosure or Sale of Personal Information 
o The CCPA requires businesses that do not sell consumers' personal information to disclose 

that fact. §999.308(b)(1)(e)(1) appears to require that companies disclose that they disclose, 
which is a redundant exercise. If the business does not disclose to third parties, that should 
be stated in the privacy policy, but if they do disclose to third parties, listing the categories of 
third parties to whom the business discloses should be sufficient. A quick fix of this provision 
would be to delete the words "disclosed or" from this clause. 

o A single statement which informs consumers that the business does not sell personal 
information should be sufficient. As written,§ 999.308(b)(1)(e)(3) seems to imply a business 
redundantly state again that it does not sell the personal information. 
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';, Right to Request Deletion of Personal Information 
o Similar to the comments above,§ 999.308 (b)(2) which requires the disclosure of the process 

for the right to request deletion, could create a security risk. For the reasons stated above, a 
business should not have to describe the process they will use to verify. Authentication 
techniques should be kept confidential. 

o Designation of an authorized agent may vary dramatically based on the type of consumer as 
well as the type of request. Designation of an authorized agent can be addressed simply and 
clearly through the verification process itself. Any nuances should be addressed through state 
laws regarding agency. Moreover, detailed disclosure of authorized agent requirements could 
be exploited for fraudulent purposes. To ameliorate the above issues and to protect against 
abuse of the process the requirement in § 999.308 (b)(5) that companies explain the 
designation process in the privacy notice, should either be removed or be simplified to note 
that consumers have a right to designate an authorized agent. 

Article 3. Business Practices for Handling Consumer Requests 

As mentioned above, the financial services industry has a strong historical track record on consumer privacy. 
Not only are financial service companies leaning into compliance with CCPA, they continually strive to maintain 
the level of trust they have established with customers over generations. Because of the lack of consideration 
for existing privacy regimes, both the CCPA and certain requirements proposed in the regulation are creating 
"exception paths" which may cause divergent practices. These variations in implementation will almost 
certainly lead to consumer and company confusion. As we have stated before, a repeatable, homogenized and 
simplified approach to a regulatory framework for privacy is ultimately better for the consumer. 

Some of the most substantive provisions of the proposed regulations are the requirements under Article 3. 
Anticipating the effective date of CCPA in January 2020, many companies have moved forward with 
compliance programs. While much of the content of Article 3 is helpful in guiding companies with compliance, 
the level of detailed requirements means companies will have to make changes to their already developed 
systems. It is fundamental that companies be given adequate time to come into compliance with these new 
requirements. 

Responding to Requests to Know and Requests to Delete 
The requirement in §999.313(a) to confirm the receipt of a request to know or delete personal information is 
inconsistent with the CCPA, unnecessary and overly burdensome to businesses. If a consumer submits a 
request by phone or website as instructed in the privacy notice, a consumer can assume that the request was 
received and that he or she will get a response within the 45-day time period set by the CCPA. A 10-day 
confirmation is impractical and bureaucratic. The relevant information the consumer needs to effectuate a 
request to know or delete personal information is already in the privacy notice. In many cases, if the consumer 
has submitted a request, then they have already been verified (e.g. they have logged in to their on line account). 
This provision should be deleted. 

Section 999.313(c)(2) permits a business to deny a consumer's request to disclose categories of information 
if it cannot verify the person making the request. If a company denies a request, the subsection requires that 
the business provide the person with the company's general business practices regarding collection, 
maintenance and sale of personal information. This is another example of why one, single, comprehensive 
notice makes sense. The consumer will see everything in one place, including the general business practices 
and how to submit a request. Repeating information or putting additional information in the communication 
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denying a request is unnecessary and bureaucratic. We would therefore suggest the deletion of the last 
sentence in §999.313(c)(2). 

The language in §999.313(d)(1) regarding responding to requests to delete is unreasonably burdensome for 
companies that do not sell personal information. There should be an exception for businesses not selling 
personal information so that they are not forced to manage an unnecessary opt-out list. A more simplified 
approach for both consumers and companies is for a notice to be provided offering the opt-out prior to selling 
in the future, similar to the process described in the comments above. 

As long as the information is secured and unused, companies should be permitted to retain personal 
information stored on an archived or backup system for as long needed for legal or regulatory purposes or 
because deletion is infeasible. In many cases it is impossible to selectively delete data from a backup system 
without compromising its integrity. We would suggest the following language found in NY DFS 500.13 as 
proposed remediation: "As part of its cybersecurity program, each Covered Entity shall include policies and 
procedures for the secure disposal on a periodic basis of any Nonpublic Information ... that is no longer 
necessary for business operations or for other legitimate business purposes of the Covered Entity, except 
where such information is otherwise required to be retained by law or regulation, or where targeted disposal 
is not reasonably feasible due to the manner in which the information is maintained." 

As we have previously stated, to achieve functional efficiencies, compliance with CCPA should be easy to 
automate and standardize. Unfortunately, a number of provisions in the draft regulations will make the 
development of productive compliance systems difficult with little to no benefit to either companies or 
consumers. A perfect example is §999.313(d)(6) which requires businesses to provide a detailed explanation 
when they deny a consumer's request to delete personal information. If a consumer believes a denial is 
inappropriate, there are administrative avenues for them to raise their concerns. And, if a business does not 
comply with the law, there are appropriate regulatory enforcement mechanisms. It is our position that 
§999.313(d)(6)(c) exceeds the scope of the CCPA and is a detrimental restraint of trade and should be 
deleted. 

Service Providers 
Section 999.314(d) imposes a new burden on service providers that is not contemplated by the CCPA. The 
requirements in this section will unreasonably require service providers to put processes in place for CCPA 
compliance even when they are not directly subject to the law. The privacy notices required under the CCPA 
provide enough information for consumers to determine out how to properly submit individual rights requests 
without creating a disproportionate burden on businesses to implement new operational process. 

Disclosure of Consumer Request Metrics 
Finally, the scope of §999.317(g) should be limited to businesses that buy or sell personal information. The 
phrase "receives for the business's commercial purposes" is vague and subject to overly broad construction. 
The additional recordkeeping requirements in §999.317(g) are onerous and do not seem to satisfy a 
cost/benefit analysis litmus test. 

Conclusion 

The life insurance industry generates approximately 225,600 jobs in California, including 81,500 direct 
employees and 144,100 non-insurance jobs. There are 417 life insurers licensed to do business in California 
and 11 are domiciled in the state. California residents have $3.7 trillion in total life insurance coverage. State 
residents own 10 million individual life insurance policies, with coverage averaging $244,000 per policyholder. 
And $38 billion was paid to California residents in the form of death benefits, matured endowments, policy 
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dividends, surrender values, and other payments in 2016 with $8 billion in annuity benefits paid in the state 
in the same year. 

Not only is our industry a robust contributing member of the California economy, we are proud of the fact that 
the financial services industry has traditionally been a conscientious and responsible guardian of customers' 
highly vulnerable personal information. Our industry has appropriately managed consumers' confidential 
medical and financial information for decades. As we mentioned at the outset, we look forward to working with 
you and lending our industry's historical expertise to this crucial issue. 

As stated previously, while we appreciate the clarification and guidance provided by the proposed regulations, 
we are concerned with the complexity and overreach of some substantive provisions. The regulations should 
be simplified to facilitate company compliance and, more importantly, enhance consumer clarity. And, 
importantly, as we indicated earlier, adequate time for compliance must be provided. 

Thank you, in advance, for your consideration of our comments. We would be happy to answer any questions. 

Sincerely, 

John Mangan 

Regional Vice President, State Relations 
ACLI 

John Shirikian 

President and CEO 
ACLHIC 
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Message 

From: John Jennings [ 
Sent: 12/6/2019 9:14:40 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed California Consumer Privacy Act Regulations (October 11, 2019) 
Attachments: IRI CCPA Regulations Comment Letter.pdf 

To whom it may concern, 

Please see the attached letter with the Insured Retirement lnstitute's comments regarding the proposed California 
Consumer Privacy Act Regulations. If you have any questions, pleaser do not hesitate to contact me. 

Thank you for the opportunity to provide these comments. 

Best, 

John B Jennings 

Insured Retirement Institute 

John B. Jennings 
Manager, Government Affairs 
Insured Retirement Institute 
1100 Vermont Avenue, NW 10th Floor 

Washington, DC 20005 

Office: 
Cell : 
Fax: (202) 469-3030 
Email : 
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December 5, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Insured Retirement Institute 
1100 Vermont Avenue, NW 1101h Floor 

Washington, DC 20005 

t I 202.469.3000 
t I 202.469.3030 

www.lRlonline.org 

www.mylRlonline.org 

Re: Comments on Proposed California Consumer Privacy Act Regulations (October 11, 2019) 

Dear Attorney General Becerra: 

On behalf of our members, the Insured Retirement Institute ("IRl") 1 appreciates the opportunity to 

provide the following comments in response to your office's proposed California Consumer Privacy Act 

Regulations. IRI has long advocated for public policies aimed at providing Americans with a secured 

retirement. It is our belief that a portion of a secure retirement is ensuring that the sensitive financial 

and personal information of all Americans is properly safeguarded. As such, IRI has called for the 

adoption of laws and regulations providing standards for data privacy that protect the public, are 

compatible across jurisdictions, and minimize costs for the overall economy in our Retirement Security 

Blueprint. 

We have reviewed the comment letter being submitted to Privacy Regulations Coordinator by the 

American Council of Life Insurers (ACLI) and the Association of California Life and Health Insurance 

Companies (ACLHIC). We support and agree with the constructive comments and recommendations 

made by the ACLI and ACLHIC. The comments outlined in their letter will simplify industry compliance 

and enable greater understanding of consumers' rights. 

As your office considers whether and how to revise the proposal prior to final adoption, we respectfully 

request that you may particular attention to the following comments. Consumer notices should be 

presented in a manner that provides consumers with a transparent understanding about how their 

1 The Insured Retirement Institute (IRI) is the leading association for the entire supply chain of insured retirement 
strategies, including life insurers, asset managers, and distributors such as broker-dealers, banks and marketing 
organizations. IRI members account for more than 95 percent of annuity assets in the U.S., include the top 10 
distributors of annuities ranked by assets under management, and are represented by financial professionals 
serving millions of Americans. IRI champions retirement security for all through leadership in advocacy, awareness, 
research, and the advancement of digital solutions within a collaborative industry community. Learn more at 
www.irionline.org. 
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information is collected and used. Given the diversity of businesses and their practices, being over 

prescriptive in the development of notices runs counter to their intended goal. Rather, the requirements 

should allow for an adaptable approach prioritizing information in the appropriate level of detail to 

properly convey the intent of the notice. Additionally, several of the provisions contained within the 

regulations exceed the statutory language of the enacted law. We respectfully request that the 

provisions contained in the final regulations are amended to ensure that they are within the scope of 

the California Consumer Privacy Act. 

Thank you again for the opportunity to provide these comments. If you have questions about our views 

on the proposed regulations, or if we can be of any further assistance in connection to this important 

regulatory office, please feel free to contact me at r -

Sincerely, 

Jason Berkowitz 
Chief Legal and Regulatory Affairs Officer 
Insured Retirement Institute 

2 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

Joseph Garibyan [ 
12/7/2019 12:51:43 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Raza Ali [ ; Steve Balian [ 

Comments on Proposed CCPA Regulations 

Importance: High 

To: Privacy Regulations Coordinator (Office of the California Attorney General) 

On behalf of Styskal, Wiese & Melchione ("SW &M"), a law firm that provides comprehensive legal services to small and 
medium-sized financial institutions in the transactional, regulatory, compliance and governance practice areas, we have 
the following comments, questions and requests for clarification on the California Consumer Privacy Act of 2018 
("CCPA"): 

1) Does the Federal Gramm-Leach-Bliley Act ("GLBA") or the California Financial Information Privacy 
Act ("FIP A") exemption apply to financial institutions regulated under these sectoral privacy laws, or does 
it only apply to personal information collected, processed, sold or disclosed under GLBA or FIP A? 

The CCP A provides an exemption for "personal information collected, processed, sold, or disclosed under the federal 
Gramm-Leach-Bliley Act (Public Law 106-102), and implementing regulations, or the California Financial Information 
Privacy Act (Division 1.4 (commencing with Section 4050) of the Financial Code)." The GLBA and FIPA are sectoral 
privacy laws that govern financial institutions subject to these laws, which includes banks and credit unions, and much of 
their collection, processing or disclosure of "personal information" ( as defined in the CCP A) is already covered under the 
GLBA and FIP A. 

Two interpretations may be taken from the wording of the exemption. The first interpretation is that exemption only 
applies if the personal information is collected, processed, sold, or disclosed under the GLBA and FIP A. Under this 
interpretation, the full scope of the CCP A would apply to financial institutions only in the context of their collection, 
processing, sale, or disclosure of personal information outside of the GLBA or FIPA framework. For collection, 
processing, selling, or disclosure of personal information made under GLBA and FIPA, the CCP A would apply only for 
Section 1798.150 of the CCPA, and none of the other CCPA consumer rights would apply in this context. 

The second interpretation is that this exemption is intended to apply to the financial institutions that are regulated under 
the GLBA and FIPA since financial institutions are already governed by both state and federal sectoral privacy laws and 
regulations. A CCPA-related bill (Assembly Bill No. 1202) regarding data brokers used much clearer verbiage to carve 
out an exception to the financial industry: "A financial institution to the extent that it is covered by the Gramm-Leach
Bliley Act (Public Law 106-102) and implementing regulations." 

Many financial institutions that we represent would like clarification about the GLBA/FIP A exemption. Does it exempt 
the financial industry or just the type of data they collect, process, sell or disclose under GLBA or FIPA? 

2) Does the CCPA apply to credit unions? 

SW &M is counsel for state and federal credit unions of all sizes throughout the country. Credit unions are a special type 
of financial institution. As opposed to banks, which are for-profit institutions, credit unions are, in essence, non-profit or 
not-for-profit financial cooperatives that are owned by their "members." Members benefit from their credit union 
membership through lower interest rates on loans and dividends on their shares, among other benefits of credit union 
membership. Credit unions, like banks, accept deposits and make loans and provide a wide array of other financial 
services. However, unlike banks, credit unions seek to serve their members as a primary objective rather than seeking to 
earn profits. 

Federally chartered credit unions are tax-exempt under Section 50l(c)(l) of the Internal Revenue Code 
("IRC"). California state-chartered credit unions are tax-exempt under Section 50l(c)(l4)(A). Also, California state
chartered credit unions are formed under the Corporations Code as non-profit mutual benefit corporations. 
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On page 21 of the Initial Statement of Reasons (ISOR), under the discussion on service providers, the following statement 
was made: "This unintended and undesired consequence will lead to significant disruption in the functioning of those non
profits and governmental entities and is not in furtherance of the purposes of the CCPA, which clearly excluded non
profits and other government entities from being subject to the CCPA." We are requesting the Attorney General to clarify 
this statement in the context of the following definition of "Business" under the CCP A: 

"Business" means a sole proprietorship, partnership, limited liability company, corporation, association, or other legal 
entity that is organized or operated for the profit or financial benefit of its shareholders or other owners ..... " 

Non-profits are not expressly referenced or excluded in the definition of "business" in the CCP A. Furthermore, the 
Proposed Regulations do not mention any non-profit exception. We respectfully request the Attorney General to clarify 
its position regarding whether non-profit organizations are exempt from the CCPA in its Final Regulations and whether 
the Attorney General believes credit unions are exempt by their special status as a not-for-profit or non-profit mutual 
benefit corporation. This clarification is needed because the phrase "or financial benefit" in the above definition of a 
"business" may be interpreted broadly to capture all sorts of nonprofit mutual benefit corporations, where their members 
or owners directly or indirectly benefit financially through membership, not just credit unions. 

Additionally, concerning federal credit unions chartered under the Federal Credit Union Act, are they exempt by being an 
instrumentality of the United States? See Section 50l(c)(l) of the IRC; See also Section 1614 of the California Code of 
Regulations ("Examples of incorporated federal instrumentalities exempt from tax are federal reserve banks, federal credit 
unions, federal land banks, and federal home loan banks"). 

3) If the definitions of "Business Purpose" and "Commercial Purpose" are intended to be mutually 
exclusive, please provide a method to differentiate between the two definitions, particularly in the 
advertising and marketing context in Final Regulations. 

The definition of a "Business Purpose" and "Commercial Purpose" in the CCP A are challenging to differentiate in a 
variety of applications, particularly advertising and marketing. If the Attorney General considers these definitions 
mutually exclusive, then please provide a method to differentiate between the two definitions, such as a factor-based 
analysis. Both definitions seem to apply equally to advertising and marketing contexts. 

"Business Purpose" is defined as the "use of personal information for the business's or service provider's operational 
purposes, or other notified purposes, provided that the use of personal information shall be reasonably necessary and 
proportionate to achieve the operational purpose for which the personal information was collected or processed or for 
another operational purpose that is compatible with the context in which the personal information was collected. Business 
purposes are: ... (5) [p]erforming services on behalf of the business or service provider, including maintaining or 
servicing accounts, providing customer service, processing or fulfilling orders and transactions, verifying customer 
information, processing payments, providing financing, providing advertising and marketing services, providing analytical 
services, or providing similar services on behalf of the business or service provider. 

"Commercial Purposes" is defined as "[advancing] a person's commercial or economic interests, such as by inducing 
another person to buy, rent, lease, join, subscribe to, provide, or exchange products, goods, property, information, or 
services, or enabling or effecting, directly or indirectly, a commercial transaction .... " 

It is essential to differentiate between the two definitions in the advertising and marketing context because the definition 
of "sale" under the CCP A expressly excludes "[ using] and [ sharing] with a service provider personal information of a 
consumer that is necessary to perform a business purpose .... " "Commercial Purpose" is not included in this 
exclusion. Thus, if a service provider is engaged to provide a business an advertising and marketing service, and such 
service is considered a "business purpose," then the transfer of personal information to the servicer in this context will not 
be a "sale." However, if the service deemed for a "commercial purpose," then the transfer may arguably be considered a 
"sale" of personal information. 

4) Please provide a factor-based method to determine whether "valuable consideration" is provided to 
establish "sale" under the CCP A. 
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The CCP A defines "sell," "selling," "sale," or "sold," as "selling, renting, releasing, disclosing, disseminating, making 
available, transferring, or otherwise communicating orally, in writing, or by electronic or other means, a consumer's 
personal information by the business to another business or a third party for monetary or other valuable 
consideration." Presuming that the term "consideration" in this definition is the same standard used to determine the 
validity of contracts, consideration is generally considered to have some economic value, which is necessary for a contract 
to be enforceable. California Civil Code section 1605 defines consideration as "[a]ny benefit conferred, or agreed to be 
conferred, upon the promisor, by any other person, to which the promisor is not lawfully entitled, or any prejudice 
suffered, or agreed to be suffered, by such person, other than such as he is at the time of consent lawfully bound to suffer, 
as an inducement to the promisor, is good consideration for a promise." Any benefit one confers on another is enough to 
establish consideration for form a contract; the value of such consideration does not matter. Thus, the term "valuable" is 
even more ambiguous and subjective in the context of the definition of "sale" if it is used to qualify the term 
"consideration." 

Please consider a factor-based analysis to provide some objective framework to analyze "valuable 
consideration." Furthermore, please consider placing a determinative factor in this analysis whereby if a business is 
paying a service provider to provide a service which requires a transfer of personal information from the business to the 
service provider, which is presumptively "valuable" for the business otherwise the business would not be paying for it), 
then the business should not be deemed to be "selling" personal information to the service provider. The business is 
paying the service provider, not the other way around, and the mere fact that the service provider's services to the 
business is maybe "valuable" for the business should not constitute a "sale" under the CCPA. 

5) Please provide guidance on "audio" information. 

The definition of "personal information" in the CCPA expressly includes "audio" if it identifies, relates to, describes, is 
capable of being associated with, or could be reasonably linked, directly or indirectly, with a particular consumer or 
household. Consumers may leave "audio" information in a variety of interactions with financial institutions, for instance, 
voicemail messages left with employees to live-recorded calls with their call centers. The Proposed Regulations did not 
provide any guidance on handling audio information. How are notices at or before collection supposed to be provided to 
such consumers with all of the minimum required information required by Section 999.305(a)(2) of the Proposed 
Regulation? If the Attorney General requires a notice at or before collecting audio information from consumers, we 
suggest providing an abbreviated notice that directs consumers to the business's privacy policy on its website. 

Furthermore, are business's expected to operationalize voicemail messages left with employees for CCPA purposes? In 
other words, will voicemail messages left with employees constitute a collection of personal information under the CCP A 
by the business? For instance, you have an individual leave a voicemail with an employee, which includes the person's 
name and other identifiers that satisfy the definition of "personal information" under the CCP A. Are such employees 
expected to save the voicemail and/or make a record of such messages for purposes of being able to disclose the business 
collected that information and to provide consumers the right to know categories and specific pieces of information 
collected and the right to delete such information? If so, this will put an extraordinary burden on businesses to screen and 
record all of their calls, including employee voicemail information, which could potentially trespass into the privacy rights 
of employees. 

Arguably, a business should not be considered to be "collecting" or "processing" (let alone "sharing" or "selling") audio 
information if a consumer calls and leaves a voicemail message if the business does not retain that information for an 
extended period of time. We suggest that the Attorney General's Final Regulations address this issue and state that a 
business should not be considered to be collecting, processing, sharing or selling personal information if the voicemail 
message is left with an employee and if the business deletes the voicemail message within a certain number of days (e.g., 
30 days). 

6) Please clarify the reference to Civil Code section 1798.105( d) in Section 999.313( d)(5) of the Proposed 
Regulations. 

Section 999.313(d)(5) of the proposed regulations states, "[i]n responding to a request to delete, a business shall disclose 
that it will maintain a record of the request pursuant to Civil Code section l 798.105(d)." Section l 798.105(d) only lists 
the exceptions for a business or service provider's obligation to respond to a consumer's deletion request. It is neither the 
operative section for making the request to delete, which is covered under Civil Code section 1798.105(a), or maintaining 
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a record of the data, which is addressed in Section 999.317 of the Proposed Regulations. Therefore, the reference to Civil 
Code section l 798.105(d) 999.313(d)(5) of the Proposed Regulation appears to be a mistake. 

7) The Attorney General should stay the disclosure required under Section 999.317(g) until January 1, 
2021. 

Section 999 .3 l 7(g) a business that alone or in combination, annually buys, receives for the business's commercial 
purposes, sells or shares for commercial purposes, the personal information of 4,000,000 or more consumers, shall: 

(1) Compile the following metrics for the previous calendar year: (a) The number ofrequests to know that the 
business received, complied with in whole or in part, and denied; (b) The number of requests to delete that 
the business received, complied with in whole or in part, and denied; (c) The number of request to opt-out 
that the business received, complied with in whole or in part, and denied; (d) The median number of days 
within which the business substantively responded to requests to know, requests to delete, and requests to 
opt-out. 

(2) Disclose the information complied in subsection (g)(l) within their privacy policy or posted on their website 
and accessible from a link included in their privacy policy .... 

For all intents and purposes, even if a business has met the 4,000,000 threshold for the calendar year 2019, its Privacy 
Policy posted on January 1, 2020, when the CCPA takes effect, will have zero as the response to all of the metrics because 
consumers could not have exercised their CCPA right to information, deletion and opt-out before the CCPA took 
effect. It makes sense to require businesses to collect the analytical information in 2020 and post it in their Privacy 
Policies as of January 1, 2021. 

We respectfully request the Office of the Attorney General to clarify and respond to the above-referenced questions and 
suggestions in its Final Regulations. As provided in CCPA, the Attorney General may adopt additional regulations as 
necessary to further the purposes of the CCPA. As representatives of financial institutions, SW &M respectfully requests 
clarification on all of the issues above, particularly but issues about the scope and application of the CCPA on banks and 
credit unions. 

Joseph Garibyan 
Senior Associate I CIPP/US, CIPM, CIPT 
STYSKAL, WIESE & MELCHIONE, LLP 
T: IF: 818.241.5733 
www.swmllp.com I 

,\1"1011:7'1 YS ,\I I A" -------
SW&.M -------
"1•1U v. -.""' l .. ,.,,~ ... l':A"61:.IL J' 

NOTICE: This communication may contain privileged or other confidential information. If you are not the intended recipient, or 
believe that you have received this communication in error, please do not print, copy, retransmit, disseminate, or otherwise use the 
information contained herein. Also, please indicate to the sender that you have received this e-mail in error, and delete the copy you 
have received. Thank you. 

Our comments are based upon the very limited information provided to us and our analysis could change in the event of different or 
additional information. Except as we have specifically noted and discussed above, we have not undertaken an examination of the 
effects on any proposed action, transaction, or agreement on other issues, including but not limited to, memberization issues, tax, 
actuarial, or accounting consequences, possible bankruptcy or insolvency of any party, underwriting considerations, conflicts with any 
other agreement to which the Financial Institution may be a party, or conflicts with any Financial Institution planned or current policy 
or procedure. Our comments and analysis are limited solely to those statutes, regulations, cases, or interpretive comments cited above 
and our understanding of them as of the date of this response. Also, we have not engaged in any due diligence, or any other research 
or investigation into any issue, fact, or circumstance. Given the very limited scope of our research and this assignment, this response 
does not constitute a formal legal opinion on this matter. We do not provide any opinion as to whether any particular action, 
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transaction, agreement, or program is appropriate, financially sound, or othenvise "safe and sound" for the Financial Institution, and 
the Financial Institution should ensure that it is relying on its own sound judgment in making its business decisions. We trust that the 
Financial Institution understands that we do not insure the Financial Institution's business decisions, and that any comments, analysis, 
and advice from our office in no way substitutes for independent examination of facts and decision-making. 
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Message 

From: Alan Kyle [ 
Sent: 12/7/2019 12:15:41 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CC: Mark Kahn [ 

Subject: Comments on proposed CCPA regulations 
Attachments: Segment comments on CCPA rulemaking 2019.12.06.pdf 

Dear Office of the Attorney General, 

Please find the attached PDF with Segment's comments regarding the Attorney General's proposed CCPA 
regulations. 

Thank you for your consideration, 

Alan Kyle 

r.· t ~segmen 
Alan P. Kyle · Privacy /Policy Analyst 

he/him/his 

Integrations · filQg · We"re Hiring! 
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DocuSign Envelope ID: 94E6B46E-A964-4F05-91AO-FF9B13F4BA24 

§segment 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, 
First Floor Los Angeles, CA 90013 

Dear Office of the Attorney General, 

I represent Segment, a leading Customer Data Infrastructure company that sits at the center of 
thousands of company's analytics operations. 

We write to you to submit public comments on the proposed CCPA regulations. We recognize 
the enormous task you have been given and we thank you for your work to clarify and further the 

CCPA's purposes. To help promote this work, we would like to raise two points (below) in the 
proposed regulations that we believe need clarification. In addition to these comments, Segment 
has submitted separate comments in association with the law offices of Gunderson Dettmer and 
other entities and individuals involved in technology. 

Segment provides a unified view of an organization's own customer data across every channel: 
website, apps, payments, help desk, etc., all while respecting their customers' privacy. We do this 
by helping companies collect all their first-party data, the information about all their own 

interactions with their customers, and route it to whatever business application needs it within 
their organization. Using Segment, companies can innovate the customer experience more 
efficiently, building trusted relationships with their customers while putting their privacy first. 

We are a privacy forward company that embraces and welcomes the new rights that CCP A will 
give Californians. 

Iff!~Ja~ 
L ::32849A468 

Mark Kahn 
General Counsel and VP of Policy 
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§segment 
1. § 999.305. Notice at Collection of Personal Information 

Civil Code section 1798. lOO(b) and§ 999.305(a)(l) state that notice must be given "at or 

before" collection. But later§ 999.305(a)(2)(e) states that notice shall be visible or 
accessible "before" any personal information is collected. Which is it? If IP addresses and 
other online identifiers automatically collected from website use constitutes the collection 
of personal information, it would be impossible to give a notice before collection. 

Civil Code section 1798.100 as referenced in the Initial Statement of Reasons provides no 
mention of a notice that is strictly "before" collection. To the extent that comparisons 
with GDPR are helpful, it's worth pointing out that that GDPR Art. 13(1) only requires 
notice "at the time when personal data are obtained." 

We recommend that the language in§ 999.305(a)(2)(e) be modified to read: "Be visible 

or accessible where consumers will see it befere at the time any personal information is 
collected." This language further clarifies notice obligations for online businesses while 
remaining applicable to offline notices. 

2. § 999.308. Privacy Policy 

§ 999.308(a)(3) states: "If the business has a California-specific description of 
consumers' privacy rights on its website, then the privacy policy shall be included in that 

description." This may be read to mean that the whole privacy policy must be included in 
California-specific descriptions of consumer's privacy rights. 

If this were the intended understanding, then it would be out of the CCP A's scope. The 
Initial Statement of Reasons say that§ 999.308(a)(3) is meant to implement and clarify 
where and how privacy policies are to be posted as described in Civil Code section 
l 798.130(a)(5), which makes no mention of the privacy policy being included in 
California-specific descriptions. 

If this were not the intended understanding, the language should be clarified. If the intent 
of this proposed regulation is for the privacy policy to be accessible from the California
specific descriptions, we recommend the language state that a link to the rest of the 
privacy policy be required. 

§ 999.308(a)(3) may be modified to read: "If the business has a California-specific 
description of consumers' privacy rights on its website, a link to the privacy policy shall 
be included in that description." 
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Message 

From: McCarthy, Colman D. (SHB) [ 
Sent: 12/6/2019 10:30:32 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on proposed CCPA regulations 
Attachments: 2019.06.12 Comment letter on CCPA regulations.pdf 

Dear Sir/Madam, 

I write to submit the attached comments on the CCPA regulations. Your time and attention is very much appreciated. 

Regards, 

Colman D. McCarthy 
Associate 
Shook, Hardy & Bacon L.L.P. 

r 
CONFIDENTIALITY NOTICE: This e-mail message including attachments, if any, is intended for the person 
or entity to which it is addressed and may contain confidential and/or privileged material. Any unauthorized 
review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact the 
sender by reply e-mail and destroy all copies of the original message. Thank you. 
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December 6, 2019 

SHOOK 
HARDY & BACON 

Colman D. McCarthy 

2555 Grand Blvd. The Honorable Xavier Becerra 
Attorney General 
ATTN: Privacy Regulations Coordinator 
300 South Sprint Street, First Floor 

Kansas City, Missouri 64108 

Los Angeles, CA 90013 

Re: Comments on Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

We write to provide several comments on the proposed regulations under the 
California Consumer Privacy Act (CCPA). We applaud the dedication and 
effort of your office in drafting and publishing the proposed regulations, 
especially given the timeline and legislative activity surrounding the CCP A, 
and hope that these comments will help strengthen and clarify the proposed 
regulations. 

***** 

Comment: Those proposed regulations that focus on the primary interaction 
with consumers should be modified to focus on the primary manner in which 
personal information is collected. 

Analysis: The proposed regulations use the concept of primary interaction in 
several locations, shown below, related to methods for submitting consumer 
requests and to disclosure of contact information in a business's privacy 
policy. 

999.312. Methods For Submitting Requests to Know and Requests to Delete 
• 999.312(c) 

o A business shall consider the methods by which it interacts 
with consumers when determining which methods to provide 
for submitting requests to know and requests to delete. At least 
one method offered shall reflect the manner in which the 
business primarily interacts with the consumer, even if 
it requires a business to offer three methods for submitting 
requests to know. 

o Example 2: If the business operates a website but primarily 
interacts with customers in person at a retail location, 
the business shall offer three methods to submit requests to 
know-a toll-free telephone number, an interactive webform 

t 
f 816-421.5547 

ATLANTA I BOSTON I CHICAGO I DENVER I HOUSTON I KANSAS CITY I LONDON I LOS ANGELES I MIAMI I ORANGE COUNTY I PHILADELPHIA I SAN FRANCISCO I SEATTLE I TAMPA I WASHINGTON, D.C 

CCPA_ 45DAY _01024 

LuongH
Line

hannahfolsomchan
Typewritten Text
W133-1



accessible through the business's website, and a form that can 
be submitted in person at the retail location. 

999.315. Requests to Opt Out 
• 999.315(b) 

o A business shall consider the methods by which it interacts 
with consumers when determining which methods consumers 
may use to submit requests to opt-out, the manner in which 
the business sells personal information to third parties, 
available technology, and ease of use by the average consumer. 
At least one method offered shall reflect the manner in 
which the business primarily interacts with the 
consumer. 

999.308. Privacy Policy 
• 999.308(b)(6) 

o Contact for More Information: Provide consumers with a 
contact for questions or concerns about the business's privacy 
policies and practices using a method reflecting the manner 
in which the business primarily interacts with the 
consumer. 

In addition, § 999.317(a) would require that "[a]ll individuals responsible for 
handling consumer inquiries about the business's privacy practices or the 
business's compliance with the CCPA shall be informed of all the 
requirements in the CCP A and these regulations and how to direct consumers 
to exercise their rights under the CCPA and these regulations." 

These provisions could both hinder the exercise of consumer rights and 
impose unreasonable costs of compliance on businesses, particularly in the 
retail sector. The retail industry experiences high rates of turnover1 among 
store employees, who interact with consumers on a daily basis. But a retail 
business's primary manner of collection of personal information may be 
through online means (such as through an online account), with little to no 
personal information collected at physical retail locations. The proposed 
regulations would nevertheless appear to require that the business train all 
store employees (even seasonal or part-time employees working only a few 

1 According to the ADP Research Institute 2019 State of the Workforce Report 
(available at https://www.adp.com/resources / articles-and
insights / articles / 2/2019-state-of-the-workforce-report.aspx), the 
Trade/Transportation/Utilities sector, which includes retail, has the highest 
monthly turnover rate at 5% (which amounts to a 60% annual turnover). 
Other estimates, from 2018, included 65% turnover for hourly retail 
employees, and up to 81% turnover for part-time hourly store workers. See 
https://business.dailypay.com/blog/employee-turnover-rates-in-retail 
(citing National Retail Federation research); 
https: //www.retaildive.com/news /retailers-are-seeing-high-employee
turnover /542396 / (citing research by consulting firm Korn Ferry). 

SHOOK 
HARDY & BACON 

The Honorable Xavier Becerra 
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hours a week) on all requirements in the CCPA and on how to assist a 
consumer when filling out a form at the employee's location. This situation 

SHOOK 

carries the real possibility that, though unintentionally, consumers would be The Honorable Xavier Becerra 
hindered in exercising their rights under the CCP A. 

The Initial Statement of Reasons justifies the primary-interaction 
requirement as a way to prevent "businesses from picking obscure methods 
for submitting requests as a way of discouraging consumers from exercising 
their rights." ISOR at 15, 24. But that justification, resting on an assumption 
that businesses will seek to discourage consumers, could instead lead to a 
situation where a consumer improperly fills out a form because an 
inexperienced store employee innocently gives erroneous directions, or where 
a form is accidentally lost before it can be forwarded to personnel who would 
carry out the consumer requests. 

Other personnel at a business who have more relevant knowledge bases and 
skill sets would be better situated-even though remote from the consumer
to assist consumers than a busy cashier in a convenience store. 

By focusing instead on the primary manner in which a business collects 
information, a business will be better positioned to provide the information 
and methods for requests that are required by the CCPA and the proposed 
regulations, and to do so at the most relevant point of the interaction with the 
consumer. It would be more efficient and more likely to result in the 
successful exercise of a consumer's rights (for both the consumer and 
business). 

That is not to say that retail locations would somehow be exempt from 
compliance with the CCP A or proposed regulations. It would rather allow 
businesses with physical locations to direct consumers to more appropriate 
methods for submitting consumer requests that will more likely lead to 
successfully received and implemented requests. 

Comment: More guidance is needed on verification when a business cannot 
verify a consumer's identity to the necessary degree of certainty. 

Analysis: For certain businesses, it may be too difficult or resource-intensive 
to respond to separate tiers for the right to know. Rather, these businesses 
would treat each request as seeking both specific pieces of personal 
information and categories of personal information, and would respond with 
all such information. When verifying non-accountholders, these businesses 
would need to verify to a reasonably high degree of certainty, since specific 
information is involved. § 999.325(c). But if the business cannot verify the 
consumer's identity to that degree of certainty, its next actions are unclear 
under the proposed regulations. While Section 999.313(c)(1) directs 
businesses to consider a request for specific pieces of information as a request 

December 6, 2019 
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for categories of personal information, that would force the business into the 
same process of separating out the request that may have been too difficult in 

SHOOK 

the first instance. Other possible options appear to be continuing to request The Honorable Xavier Becerra 
additional information (§ 999.323(c)) or directing the consumer to the 
business's privacy policy (§ 999.313(c)(2)). Additional guidance on this 
process would be welcome. 

Comment: The proposed regulations should clarify that there is no violation 
where online assets or online means for receiving consumer requests are 
temporarily unavailable. 

Analysis: Numerous proposed regulations require online disclosures or the 
use of webforms as a method by which consumers may submit requests. For 
example: 

999.306. Notice of Right to Opt Out of Sale of Personal Information 
• 999.306(b)(1) 

o A business shall post the notice of right to opt-out on the 
Internet webpage to which the consumer is directed after 
clicking on the "Do Not Sell My Personal Information" or "Do 
Not Sell My Info" link on the website homepage or the 
download or landing page of a mobile application. 

• 999.306(c)(2) 
o A business shall include the following in its notice of right to 

opt out: ... (2) The webform by which the consumer can 
submit their request to opt out online[.] 

999.308. Privacy Policy 
• 999.308(a)(3) 

o The privacy policy shall be posted online through a 
conspicuous link using the word "privacy," on the business's 
website homepage or on the download or landing page of a 
mobile application. 

999.312. Methods for Submitting Requests to Know and Requests to Delete 
• 999.312(a) 

o A business shall provide two or more designated methods for 
submitting requests to know, including, at a minimum, a toll
free telephone number, and if the business operates a website, 
an interactive webform accessible through the 
business's website or mobile application. Other 
acceptable methods for submitting these requests include, but 
are not limited to, a designated email address, a form 
submitted in person, and a form submitted through the mail. 

999.315. Requests to Opt Out 
• 999.315(a) 

o A business shall provide two or more designated methods for 
submitting requests to opt-out, including, at a minimum, an 
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interactive webform accessible via a clear and conspicuous 
link titled "Do Not Sell My Personal Information," or "Do Not 
Sell My Info," on the business's website or mobile 
application. 

No online asset (such as websites or mobile applications) can possibly be 
available 100% of the time. Any number of reasons can result in downtime 
when an online asset is unavailable to a consumer attempting to access a 
business's disclosures or to submit a consumer request, such as an 
interruption in power to the hosting server, routine maintenance, or some 
malfunction in a consumer's device or browser. But the proposed regulations, 
as currently drafted, do not acknowledge this fact. 

It would be unreasonable to expect 100% availability, and the proposed 
regulations should clarify that temporary interruptions in the availability of 
online assets or online means for receiving consumer requests are not 
violations of the CCP A or the proposed regulations. 

Comment: The proposed regulations should clarify that "do not track" signals 
are not "user-enabled privacy controls." 

Analysis: Under the proposed regulations, businesses would be required to 
treat "user-enabled privacy controls" as valid opt-out requests: 

999.315. Requests to Opt out 
• 999.315(c) 

o If a business collects personal information from consumers 
online, the business shall treat user-enabled privacy 
controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's 
choice to opt-out of the sale of their personal information as 
a valid request submitted pursuant to Civil Code section 
1798.120 for that browser or device, or, if known, for the 
consumer. 

That provision could be read to apply to "do not track" signals as a "privacy 
setting or other mechanism." But, as has been widely documented, there is no 
standard implementation and the vast majority of websites do not respond to 
"do not track" signals. The website All About Do Not Track itself 
acknowledges there is no consensus on "do not track" signals, and lists only 
nine websites that have committed to implementing "do not track." 2 And the 

2 https: //allaboutdnt.com/. 
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W3C Working Group that worked for eight years to develop a standard for 
"do not track" finally abandoned the effort in January 2019.3 

While the Initial Statement of Reasons justifies this treatment of user-enabled 
controls as preventing businesses from rejecting or ignoring consumer tools, 
it also acknowledges the subdivision "is intended to support innovation for 
privacy services that facilitate the exercise of consumer rights in furtherance 
of the purposes of the CCPA." ISOR at 24. Requiring compliance with a 
moribund standard that never enjoyed consensus would not support 
innovation in privacy services. Rather "do not track" is "an extra piece of 
information about [consumers] that can be tracked ... and misleads people 
just by existing."4 The proposed regulations should therefore make clear that 
"do not track" signals are not "user-enabled privacy controls." 

Comment: The proposed regulations should provide guidance on what proof 
businesses may require from authorized agents. 

Analysis: When addressing requirements related to authorized agents, the 
proposed regulations allow a business to require that such agents have 
"written permission" from the consumer where a power of attorney is not 
present. § 999.326(a)(1). And a business may deny a request if the agent does 
not "submit proof' of authorization. § 999.326(c). But no further guidance is 
provided, either in the proposed regulations or the Initial Statement of 
Reasons. See ISOR at 33-34. 

To protect both consumers and businesses against fraud by individuals or 
entities claiming authorization, the need for some way to confirm the validity 
of the written permission is apparent.5 Further guidance, or examples of the 
"proof' a business may permissibly require (notarization, for example), would 
be welcome. 

Additional clarity would also be welcome in the case of a power of attorney. It 
is unclear to what extent a business may require an authorized agent to 
provide proof of the power of attorney, and what a business may do or require 
in order to confirm the validity of that power of attorney. See § 999.326(b )
( c). 

3 https://www.w3.org /TR/tracking-dnt / ; https://www.w3.org /TR/2o11/WD
tracking-dnt-2o111114/ (first working draft from 2011). 

4 Chris Hoffman, RIP "Do Not Track," the Privacy Standard Everyone 
Ignored, How-To-GEEK, February 7, 2019, available at 
https: //www.howtogeek.com/fyi /rip-do-not-track-the-privacy-standard
everyone-ignored/. 

5 Even though the proposed regulations also allow businesses to require a 
consumer to separately verify her identity, that does not eliminate the 
potential for fraud. 
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Comment: The regulations should add proVIs10ns under § 999.313(d) or 
§ 999.314 to clarify the obligations of service providers when a business 
passes along a deletion request under§ 1798.105(c) of the CCPA. 

Analysis: Under § 1798.105(c) of the CCPA a business that receives a 
verifiable request to delete from a consumer must "direct any service 
providers to delete the consumer's personal information from their records." 
And while the proposed regulations provide additional direction that a 
business must notify third parties to which it has sold personal information 
(§ 999.315(f)), there is no further guidance where requests to delete are 
involved. For instance, it is not clear whether a service provider's obligation 
to delete personal information extends only to that personal information 
received from the business that received the consumer request. 

The provisions should also address the extent to which a service provider may 
1) separately verify the identity of the consumer and confirm her wish to 
delete her personal information, or 2) rely on the business that received to 
request for the necessary verification and confirmation. It would seem that 
allowing service providers to rely on the business receiving the request would 
be preferable, for two reasons. First, it would reduce the burden on the 
consumer to verify and confirm on multiple occasions with separate entities 
with which she may have no familiarity. And second, it would help protect 
consumers against individuals and entities fraudulently posing as serVIce 
providers requesting verification. 

But on the other hand there is a concern that the consumer may be unaware 
of the affiliation between the two entities, and therefore unaware of 
consequences for the deletion of her personal information, such as 
unintended loss of benefits under a loyalty program. This would counsel in 
favor of allowing service providers to at the least provide notice to consumers 
of the potential consequences of deleting personal information. 

***** 

We appreciate your consideration of these comments, and look forward to 
seeing the regulations in final form. 

Sincerely, 

Colman D. McCarthy 

SHOOK 
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Message 

From: Mike Stinson [ 
Sent: 12/6/2019 6:15:37 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed CCPA Regulations 
Attachments: MPL Assn Comments on Proposed CCPA Regulation.pdf 

Attached, please find formal comments from the Medical Professional Liability Association regarding the 
proposed regulations for the California Consumer Privacy Act. 

Should you have any questions, or need additional information, please do not hesitate to contact me. 

Michael C. Stinson, JM 
Vice President of Government Relations & Public Policy 

.,,,L MEDICAL PROFIESSIONAL IT r"' LIABILITY ASSOCIATION 

2275 Research Blvd. , Suite 250 
Rockville , MD 20850 
Direct: 
Cell: 
www.MPLassociation .org 

Don't miss the MPL Association's spring meetings and workshops-professional development and networking 
opportunities across the medical liability insurance spectrum. Learn more and register now! 
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December 6, 2019 

MEDICAL PROFESSIONAL 
LIABILITY ASSOCIATION 

The Honorable Xavier Becerra 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

ATTN: Privacy Regulations Coordinator 

Subject: Comments on Proposed CA Consumer Privacy Act Regulation 

Dear Attorney General Becerra: 

On behalf of the Medical Professional Liability Association and our medical professional liability 
(MPL) insurers that conduct business in California, I would like to thank you for giving us the 

opportunity to share our perspective on the potential impact of the proposed California 
Consumer Privacy Act (CCPA) Regulations on the MPL insurance industry. 

The Medical Professional Liability Association ("MPL Association") is the leading trade 

association representing insurance companies, risk retention groups, captives, trusts, and other 
entities owned and/or operated by their policyholders, as well as other insurance carriers with 
a substantial commitment to the MPL line. MPL Association members insure more than 2 
million healthcare professionals worldwide-doctors, nurses and nurse practitioners, and other 
healthcare providers-including more than two thirds of America's private practice physicians. 
MPL Association members also insure more than 150,000 dentists and oral surgeons, 2,500 
hospitals and 8,000 medical facilities around the world. 

The MPL Association supports the adoption of consumer data privacy measures that enhance 
transparency and data protections related to consumers' personal information without 
restricting its member companies' ability to use consumer data that is necessary to conduct a 
full range of insurance services to its insureds. While the draft regulations clearly attempt to 
strike this balance, we would like to draw your attention to some aspects of the regulation 
which are still of concern to our industry. 

To begin, Section 999.313, Subsection (d) of the draft regulation stipulates how businesses 
must respond to consumer requests for the deletion of personal information. Paragraph 2 
provides a business with options for complying with a request to delete, including an option to 
"permanently and completely erase the personal information on its existing systems with the 
exception of archived or back-up systems." Paragraph 3, however, appears to require a business 

to require an entity to delete personal information stored on archived or backup systems when 
the archived or backup system is next accessed or used. These paragraphs seem to contradict 

2275 Research Blvd ., Suite 250 I Rockville, MD 20850 I 301 .947.9000 

www.MPLassociation.org 

CCPA_ 45DAY _01032 

LuongH
Line

hannahfolsomchan
Typewritten Text
W134-1



December 6, 2019 Page 2 of 2 
Comments on Proposed CA Consumer Privacy Act Regulation 

one another with respect to a business' obligations related to archived personal information. 
Given the "long-tail" nature of MPL insurance, you can understand how important it is for our 
members to be able to access historical data on claims. As such, we recommend modifying 
paragraph 3 to clarify that it only applies when an entity voluntarily chooses to delete archived 
or backup system information following a consumer request. This would maintain the intent of 
paragraph 2 while still clarifying the timeframe in which companies that choose to delete 
historical data choose to do so. 

Relatedly, while the CCPA provides exceptions from the requirement for a business to delete 
consumer information, our members are concerned that several of the exceptions rely on the 
consumer's interpretation of how the data may be used. Given that all individuals who interact 
with an MPL insurer may not be aware of all the relevant uses of the information they provide 
during the claims process, and the need to access that information even after a claim is 
resolved, we believe clarification would be beneficial. As such, we advise adding to the draft 
Regulation, pursuant to your authority under section 1798.185(b) of the CCPA, to clarify when 
an entity may not be required to delete consumer data. Specifically, we recommend that the 
regulation explain that Section 1798.105(d)(9) applies to the lawful, internal use of data by an 
entity so long as the entity has explained to the consumer how the data may be used at the 
time it is provided. Otherwise, as applied to an MPL insurer, Section 1798.105(d)(9) currently 
could be interpreted to apply only to the "context" of a claimant's specific case, thus denying 
insurers the ability to retain data necessary for long-term underwriting and risk management 
purposes. With the clarification requested above, consumer data would still be protected as 
intended, but insurers could be sure of their ability to maintain historical data necessary for 
their ongoing business functions. 

In closing, the MPL Association appreciates this opportunity to provide input regarding the 
proposed California Consumer Privacy Act Regulations. Please do not hesitate to contact me at 

should you need any further information. 

Sincerely, 

~RI/~ 
Brian K. Atchinson 

President & CEO 
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Message 

From: Mark Webb [ 
Sent: 12/7/2019 1:01:29 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed CCPA Regulations 
Attachments: CCPA DOJ Comments.pdf 

See attached. 

Thank you, 

Mark Webb 

"As the Workmen's Compensation, Insurance and Safety Act has proved to be beneficient, humane, and just, and has 
wholly justified its enactment in all features, it should receive full constitutional sanction." - Senator Edgar A. Luce 
(1918} Proposition 23 Ballot Statement. 

VI r 
AdvOCOC\j 

Mark Webb, Owner 
790 East Colorado Blvd., 9th Floor 

PMB #691 

https://www.proposition23workerscomp.com 
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II 

DECEMBER 6, 2019 

COMMENTS ON PROPOSED DEPARTMENT 
OF JUSTICE REGULATIONS 

IMPLEMENTING THE CALIFORNIA CONSUMER PRIVACY ACT OF 2018 

PROPOSITION 23 ADVISORS 
Mark Webb, Owner 

790 East Colorado Blvd., 9th Floor 

PMB #691 

Pasadena,CA 91101 

markwebb@proposition23workerscomp.com 
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Thank you for the opportunity to comment on proposed regulations implementing the California 

Consumer Privacy Act of 2018 ("CCPA"). By way of introduction, Prop 23 Advisors was formed in 2016 to 

provide compliance consultation services to small and medium sized businesses and to support research 

and advocacy efforts on workers' compensation issues throughout the United States. Proposition 23 is 

the 1918 ballot measure which ratified the Workmen's Compensation Insurance and Safety Act of 1917 

upon which the current California workers' compensation system is based. 

The following comments are intended to address limited issues regarding California's workers' 

compensation system. These comments are not intended to conflict with or otherwise question 

comments from undoubtedly a wide range of groups on provisions not directly addressed herein. 

The requested changes in the proposed regulations are modest in comparison with the length of this 

document. Regrettably, in over two years of the legislative process, the question of application of the 

CCPA to the highly regulated and highly complicated workers' compensation system will given little if 

any attention. To the extent efforts were made to clarify the application of the CCPA to the insurance 

industry, particularly Assembly Bill 981 (Daly), such efforts become bogged down in the muck of 

disinterest and, to a degree, misinformation on the scope of privacy protections insurers are already 

providing. 

Thank you in advance for your consideration of these comments. 

I. Introduction. 

As stated in Government Code§ 11342.2, "Whenever by the express or implied terms of any statute a 

state agency has authority to adopt regulations to implement, interpret, make specific or otherwise 

carry out the provisions of the statute, no regulation adopted is valid or effective unless consistent and 

not in conflict with the statute and reasonably necessary to effectuate the purpose of the statute." 

The CCPA grants almost unprecedented regulatory powers to the Department of Justice. This extends 

beyond the initial implementation and contemplates an ongoing relationship with consumers and the 

business community commensurate with the challenges that are to come as technology becomes even 

more advanced. Because of this broad grant, it is difficult to argue that any of the provisions in the 

proposed regulations exceed the authority granted in Civil Code§ 1798.185. 

But authority is not the sole criterion by which regulations are evaluated by the Office of Administrative 

Law (OAL). In the particular case of the CCPA and the workers' compensation claims administration 

community, the urgent issue is clarity. [See: Government Code§ 11349(c), Civil Code§ 1798.185(a)(6)] 

II. Background on the Workers' Compensation System. 

The authority for California's workers' compensation system rests in Article XIV,§ 4 of the California 

Constitution. This provision of the Constitution states, in part: 

"The Legislature is hereby expressly vested with plenary power, unlimited by any 
provision of this Constitution, to create, and enforce a complete system of workers' 

compensation, by appropriate legislation, and in that behalf to create and enforce a 

liability on the part of any or all persons to compensate any or all of their workers for 

injury or disability, and their dependents for death incurred or sustained by the said 
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workers in the course of their employment, irrespective of the fault of any party." 

(emphasis added) 

In Stevens v. Workers' Comp. Appeals Bd.(2015), 241 Cal.App.4th 1074, 194 Cal.Rptr.3d 469, the Court of 

Appeal was confronted with a challenge to the constitutionality of recently enacted provisions regarding 

independent medical review (IMR) of denials by claim administrators of requests for authorization of 

medical treatment. The challenge was based both on separation of powers and due process. The Court 

rejected these arguments and, looking to the history of California's workers' compensation laws and 

concluded: 

"This evolution compels the conclusion that Section 4 supersedes the state 

Constitution's due process clause with respect to legislation passed under the 

Legislature's plenary powers over the workers' compensation system ... Thus, even if 

there were any conflicts between Section 4 and the state Constitution's separation of 

powers or due process clauses-a conclusion we do not and need not reach-the 

plenary powers conferred by Section 4 would still control." 241 Cal.App.4th 1093 

Central to the Court's analysis was that Proposition 23 was proposed by the Legislature for the 1918 

ballot, " ... to remove all doubts as to the constitutionality" of the workers' compensation laws. Stevens at 

1093. It was adopted by the voters subsequent to the due process and separation of powers provisions 

already existing in the Constitution. In 1972, voters approved Proposition 11, a measure placed on the 

ballot by the Legislature to add the right of privacy to the Declaration of Rights in Article I, § 1 of the 

California Constitution. As noted in the legislative finds which are part of Assembly Bill 375 (Chau), the 

original CCPA legislation from 2018: 

"Since California voters approved the right of privacy, the California Legislature has 

adopted specific mechanisms to safeguard Californians' privacy, including the Online 

Privacy Protection Act, the Privacy Rights for California Minors in the Digital World Act, 

and Shine the Light, a California law intended to give Californians the 'who, what, 

where, and when' of how businesses handle consumers' personal information." 

Proposition 11 was not self-executing. It contained no mandate to the Legislature to act, especially in 

regard to private business. 

For a comprehensive treatment of this issue see: J. Clark Kelso, California's Constitutional Right to 

Privacy, 19 Pepp. L. Rev. 2 (1992), available at: http://digitalcommons.pepperdine.edu/plr/vol19/iss2/1 

Thus, we are left with a Constitutional provision in the right to privacy that required years of legislative 

activity to define for purposes of private business - an ongoing process - and a far earlier provision in 

the Constitution relating to workers' compensation that confers upon the Legislature "plenary power" 

unlimited by any provisions in the Constitution. This should compel a deference to the workers' 

compensation laws adopted by the Legislature and the regulations promulgated under this plenary 

authority when considering the scope of the regulations implementing the CCPA. 

This is not to suggest that there is a conflict per se with the proposed regulations and existing statutes, 

regulations, and court decisions regarding workers' compensation. It is to suggest, however, that to 

the extent these regulations could alter the fundamental flow of information, the notices required of 

employers to be provided to injured workers, or the disruption of the information necessary to 
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underwrite workers' compensation insurance, such regulations must be scrutinized in light of the 

Legislature's plenary power to create a workers' compensation system in all its aspects. 

A. 

THERE ARE CONSIDERABLE PROVISIONS IN BOTH STATUTE AND REGULATIONS PRESERVING 

PRIVACY RIGHTS FOR INJURED WORKERS 

As reported in Bloomberg on February 25, 2019, California Senate Judiciary Chair Hannah-Beth Jackson 

(D-Santa Barbara) said, "The tech industry, by its very nature, has been very much opposed to any form 

of regulation," she said in an interview about the CCPA. "It's an industry that's reincarnated the Wild 

West; no rules, no limits, no regulation. We've reached the tipping point." 

That may well be the case for the industry that appears to be the focal point of the CCPA. But that is not 

the case when it comes to the protection of personal information in California's highly regulated 

workers' compensation system. As can be expected, when it relates to the claims for benefits by injured 

workers much of the personal information necessary to adjust a claim is submitted either to the Division 

of Workers' Compensation (DWC) or to the Workers' Compensation Appeals Board (WCAB). These are 

public entities and as such outside the scope of the CCPA. In terms of protecting personal information 

submitted to the DWC, Labor Code§ 138.7 states: 

" ... a person or public or private entity not a party to a claim for workers' compensation 

benefits shall not obtain individually identifiable information obtained or maintained by 

the division on that claim. For purposes of this section, 'individually identifiable 

information' means any data concerning an injury or claim that is linked to a uniquely 

identifiable employee, employer, claims administrator, or any other person or entity." 

There are necessary exceptions to that rule, but it is unlawful for any person who has received 

individually identifiable information from the DWC pursuant to this section to provide that information 

to any person who is not entitled to it under this section. (See also: 8 CCR§ 9703) 

Labor Code§ 3762, subdivision (c), relating to the permissible disclosures by an insurer or claims 

administrator to an insured policyholder or to a self-insured employer states: 

"An insurer, third-party administrator retained by a self-insured employer pursuant to 

Section 3702.1 to administer the employer's workers' compensation claims, and those 

employees and agents specified by a self-insured employer to administer the employer's 

workers' compensation claims, are prohibited from disclosing or causing to be disclosed 

to an employer, any medical information, as defined in Section 56.05 of the Civil Code, 

about an employee who has filed a workers' compensation claim, except as follows: 

(1) Medical information limited to the diagnosis of the mental or physical condition for 

which workers' compensation is claimed and the treatment provided for this condition. 

(2) Medical information regarding the injury for which workers' compensation is claimed 

that is necessary for the employer to have in order for the employer to modify the 

employee's work duties." 
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When implementing electronic billing procedures by medical providers, Labor Code § 4603.4 states that 

billing standards developed by the (DWC, " ... shall be consistent with existing standards under the 

federal Health Insurance Portability and Accountability Act of 1996." [Labor Code§ 4603.4(b)] 

Labor Code§ 4610.5, subdivision (m), states that when a claims administrator is transmitting medical 

records pursuant to a request for independent medical review, "The confidentiality of medical records 

shall be maintained pursuant to applicable state and federal laws." [See also: 8 CCR§ 9792.10.S(d)] 

Confidentiality of medical information was also a consideration in Labor Code§ 4903.6, subdivision (d): 

"With the exception of a lien for services provided by a physician as defined in Section 

3209.3, a lien claimant shall not be entitled to any medical information, as defined in 

subdivision (g) of Section 56.05 of the Civil Code, about an injured worker without prior 

written approval of the appeals board. Any order authorizing disclosure of medical 

information to a lien claimant other than a physician shall specify the information to be 

provided to the lien claimant and include a finding that the information is relevant to 

the proof of the matter for which the information is sought." 

The privacy protections within the Labor Code primarily address protection of medical information. This 

extends to regulations. See also: 8 CCR§§ 10608 and 10754 relating to sealing of documents containing 

confidential medical or other information by the Workers' Compensation Appeals Board (WCAB). 

In addition, the form an injured worker is required to fill out per Labor Code§ 5401, the DWC-1, 

contains the following language: 

"After you make a claim for workers' compensation benefits, your medical records will 

not have the same level of privacy that you usually expect. If you don't agree to 

voluntarily release medical records, a workers' compensation judge may decide what 

records will be released. If you request privacy, the judge may "seal" (keep private) 

certain medical records." 

The data reporting required to the Workers' Compensation Information System (WCIS) requires 

reporting of an injured workers' Social Security Number (SSN) if known. (See: 8 CCR § 9702) This 

information is kept confidential, in part, per Labor Code§ 138. 7. Regulations of the WCAB relating to the 

filing of an application for adjudication, 8 CCR§ 10400(h), also state: 

"Disclosure of the applicant's Social Security number is voluntary, not mandatory. A 

failure to provide a Social Security number will not have any adverse consequences. 

Nevertheless, although an applicant is not required by law to provide a Social Security 

number, he or she is encouraged to do so. Social Security numbers are used solely for 

identification and verification purposes in order to administer the workers' 

compensation system. A Social Security number will not be disclosed, made available, or 

otherwise used for purposes other than those specified, except with the consent of the 

applicant, or as permitted or required by statute, regulation, or judicial order." 

During the routine administration of a workers' compensation claim, especially a claim involving 

indemnity (wage replacement and permanent disability) benefits, considerable personal information is 

collected and disclosed regarding injured workers and various providers of services. The personal 
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information collected from an injured worker, however, is generally not, if ever, subject to the CCPA per 

the provisions of Civil Code§§ 1798.145(e) relating to claimant information subject to the Gramm

Leach-Bliley Act (GLBA) and implementing regulations (See: 16 C.F.R. § 313(n), 16 C.F.R. § 313(0), and 10 

CCR§§ 2689.1 et seq.), and the California Financial Information Privacy Act (Division 1.4 (commencing 

with Section 4050) of the Financial Code). For employers, Civil Code 1798.145(h)(l) relating to employee 

personal information clarifies that information necessary to collect and disclose regarding a workplace 

injury is also not subject to the CCPA except for the provisions of Civil Code§§ 1798.lOO(b) and 

1798.150. The protection of personal information by licensees of the Department of Insurance is set 

forth in the "safeguards" rule under GLBA (16 C.F.R Part 314) and the Department of Insurance Privacy 

Regulations, 10 CCR§§ 2689.12 et seq. 

Physicians, other healthcare providers, copy service businesses, interpreters, transportation service 

providers, lawyers, and other individuals or entities under contract with a business (which may be an 

employer, a claims administrator, or an insurer) may provide personal information in the ordinary 

course of business for purposes including contract administration, payment and remittance, or 

compliance with applicable sanctions laws, such as sanctions administered by the Office of Foreign 

Assets Control (OFAC). This personal information of these "consumers" would be subject to the 

"contract" exception in Civil Code§ 1798.145(h)(l). 

An employer is obligated to provide medical treatment to cure and relive the effects of an injury arising 

out of and in the course of employment, make temporary disability payments while the injured worker 

is going through the healing process and, once the worker's condition is permanent and stationary, 

provide permanent disability benefits to compensate for the effects of the worker's impairment. While 

in most cases and injured worker will receive treatment from a physician under contract with the 

employer (or employer's insurer or claims administrator), that is not always the case. In such situations, 

the claims administrator is nevertheless obligated to make payments to the provider generally as set 

forth in Labor Code§ 4603.2. Payments to most providers is set forth either by contract or the Official 

Medical Fee Schedule (OMFS) authorized in Labor Code§ 5307.1. If there is a dispute over a bill, 

payments subject to contract or fee schedules are resolved through independent bill review (IBR) in 

Labor Code § 4603.6. 

Furthermore, there will be occasions where the worker disputes various decisions by the employer and 

will seek representation by counsel. The worker may also use the process established in the Labor Code 

and administered by the DWC to obtain an opinion from a qualified or agreed medical evaluator (QME 

or AME) on issues such as whether the injury arose out of employment, the nature and extent of 

permanent disability, or the need for future medical care. A worker may also seek the assistance of an 

interpreter or a transportation service, or the worker or the worker's attorney may use a copy service 

for document preparation. The providers of these services are not under contract with the employer, 

but the employer is required by law to pay or reimburse the worker for such charges. Some of these 

services are paid for on what is called a lien basis, following the procedures in Labor Code §§ 4903 et 
seq. Liens are filed with the WCAB and subject to the Board's policies and procedures. 

As complex as this system is, it has served employers and workers well for over a century. For purposes 

of this rule making proceeding, it is hoped that the Department will look at the workers' compensation 

system, recognize that its provisions are, " ... an expression of the police power and are intended to make 

effective and apply to a complete system of workers' compensation the provisions of Section 4 of Article 
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XIV of the California Constitution", and consider regulations that are entirely consistent with the CCPA 

but will make more clear its application in this highly regulated environment. 

Requested regulatory amendments: 

(1) It is recommended that the Department adopt a definition of "excepted personal information". In so 

doing, it will be clearer to consumers what their rights are under the CCPA and will not seek to limit the 

necessary disclosures of information a consumer - whether an injured worker or an individual providing 

services - required under the Labor Code for the system to function properly. 

For example, in proposed 11 CCR§ 999.313(c)(S), the Department states: 

"If a business denies a consumer's verified request to know specific pieces of personal 

information, in whole or in part, because of a conflict with federal or state law, or an 

exception to the CCPA, the business shall inform the requestor and explain the basis for 

the denial. If the request is denied only in part, the business shall disclose the other 

information sought by the consumer." 

It would seem preferable for a consumer to know in the notice at collection, where applicable, that 

certain personal information is not subject to the rights granted under the CCPA. Where a notice at 

collection is not required of a business, then the distinction between personal information subject to the 

CCPA and personal information excepted from it should be clearly stated in the privacy policy. In other 

words, a consumer should not find out that its personal information is not subject to the CCPA only once 

being told by a business that it cannot honor the consumer's request to know or request to delete. 

(2) The proposed regulations relating to "service providers" would seem to lack the clarity necessary 

under Government Code§ 11349. Proposed 11 CCR§ 999.314(a) is contrary to the environment created 

in the CCPA where a "business" as defined in Civil Code§ 1798.140(c) discloses personal information to 

a service provider: 

" ... pursuant to a written contract, provided that the contract prohibits the entity 

receiving the information from retaining, using, or disclosing the personal information 

for any purpose other than for the specific purpose of performing the services specified 

in the contract for the business, or as otherwise permitted by this title, including 

retaining, using, or disclosing the personal information for a commercial purpose other 

than providing the services specified in the contract with the business." 

The proposed regulation states, "To the extent that a person or entity provides services to a person or 

organization that is not a business, and would otherwise meet the requirements of a "service provider" 

under Civil Code section 1798.140(v), that person or entity shall be deemed a service provider for 

purposes of the CCPA and these regulations." What constitutes "would otherwise meet the 

requirements" of a service provider? Does this mean that the entity disclosing the personal information 

who is not a "business" has a contract with the entity receiving that information who is not a "service 

provider" that would meet the requirements in Civil Code§ 1798.140(v) and if it does the entity 

providing the service falls within the CCPA? 

This would appear to conflate the concepts of a business and a service provider at least as it relates to 

obligations under the CCPA. This is particularly a concern when considering the application of Civil Code 
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§ 1798.155 to service providers where the entity providing the personal information is not similarly 

subject to the CCPA. It is recommended that subdivision (a) be deleted. 

B. 
THE PLENARY AUTHORITY OF THE LEGISLATURE EXTENDS TO INSURANCE COVERAGE FOR WORKERS' 

COMPENSATION OBLIGATIONS 

Article XIV, § 4 of the California Constitution also grants plenary authority to the Legislature to make, 

" ... full provision for adequate insurance coverage against liability to pay or furnish compensation; (and) 

full provision for regulating such insurance coverage in all its aspects, including the establishment and 

management of a state compensation insurance fund." 

While it might border on axiomatic that an insurance company is a "business" as defined in Civil Code§ 

1798.140(c), that would be an incorrect assumption. One of the largest insurers in California, and indeed 

the nation, is the State Compensation Insurance Fund (SCIF). SCIF is a division of the Department of 

Industrial Relations (Labor Code§ 56) and is organized as a public enterprise fund. (Insurance Code § 

11773) It is intended to be no more or less than self-supporting. (Insurance Code§ 11775) As such, it is 

not a for-profit enterprise falling within the definition of a "business" for purposes of the CCPA. 

The fact that one of the largest writers of workers' compensation insurance in California is not a 

"business" under the CCPA is important for purposes of this rule making process because of the 

proposed regulations governing "service providers" in 11 CCR§ 999.314. 

The process for placement of workers' compensation insurance involving brokers, employers, and 

insurers, is a critical function in a competitive insurance marketplace. Given the broad definition of 

"consumer", personal information is collected when an insurer is asked to write a policy for a sole 

proprietor. In addition, to comply with the requirements of Senate Bill 189 (Bradford) regarding 

exemptions from the workers' compensation system, a "consumer" - natural persons who are residents 

of California - will need to disclose personal information to an insurer. Additional personal information 

may be collected regarding contact individuals of the insured. 

Most, if not all, of the personal information obtained by an insurer from an insured or a prospective 

insured, will be excepted from the CCPA by operation of Civil Code§§ 1798.145(h) and 1798.145(n). 

Requested Regulatory Amendments: 

Insurers, as noted above, are regulated by the California Department of Insurance. Regulations under 

the Gramm-Leach-Bliley Act and the California Insurance Information and Privacy Protection Act (IIPPA), 

Insurance Code §§ 791 et seq., require specific notices of information practices. (See: Insurance Code§ 

791.04; 10 CCR§ 2689.5) 

Civil Code S 1798.130(a)(5) states, "Disclose the following information in its online privacy policy or 

policies if the business has an on line privacy policy or policies and in any California-specific description 

of consumers' privacy rights, or if the business does not maintain those policies, on its internet website, 

and update that information at least once every 12 months:" 

Without going into great detail, the required notice from the Department of Insurance and the required 

notice in the CCPA do not apply co-extensively. As noted in Civil Code§ 1798.145(e), the personal 
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information subject to the Department of Insurance regulations is excepted from all provisions of the 

CCPA other than the penalty provisions of Civil Code§ 1798.150. Trying to merge these notices into a 

single privacy policy would be at best confusing. 

It is recommended that the regulations provide that a business subject to the privacy regulations of the 

California Department of Insurance in Title 10, Code of California Regulations, Subchapter 5.9 may post a 

separate privacy notice on its website in the form and manner as required by the Department's 

regulations advising consumers of their rights under the CCPA. 
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{1) Add 11 CCR§ 999.301{i) 

Appendix 
Proposed Amendments 1 

"Excepted personal information" means personal information not subject to the 

requirements of the CCPA except as otherwise set forth in the applicable provisions of 

Civil Code§ 1798.145. 

(2) Amend 11 CCR§ 999.301{g), to read: 

"Financial incentive" means a program, benefit, or other offering, including payments to 

consumers as compensation, for the disclosure, deletion, or sale of personal 

information. Financial incentive does not include a discount in the cost of insurance 

based upon the use of personal information necessary for the application of rating plans 

subject to filing and approval, or filing and use, for any insurance subject to regulation 

by the Insurance Commissioner under applicable provisions of the Insurance Code. 

(3) Amend 11 CCR§ 999.301(0), to read: 

"Request to delete" means a consumer request that a business delete personal 

information, other than excepted personal information, about the consumer that the 

business has collected from the consumer, pursuant to Civil Code section 1798.105. 

(4) Amend 11 CCR§ 999.301{p), to read: 

"Request to opt-out" means a consumer request that a business not sell the consumer's 

personal information, other than excepted personal information, to third parties, 

pursuant to Civil Code section 1798.120(a). 

(5) Amend 11 CCR§ 999.301{q), to read: 

"Request to opt-in" means the affirmative authorization that the business may sell 

personal information, other than excepted personal information, about the consumer 

required by Civil Code section 1798.120(c) by a parent or guardian of a consumer less 

than 13 years of age, or by a consumer who had previously opted out of the sale of their 

personal information. 

(6) Add 11 CCR§ 999.301{r), to read: 

"Service provider" as defined in Civil Code§ 1798.140(v) does not include a sole 

proprietorship, partnership, limited liability company, corporation, association, or other 

legal entity that is organized or operated for the profit or financial benefit of its 

shareholders or other owners, that processes excepted personal information on behalf 

of a business. 

1 For sake of brevity, there are not conforming (renumbering) amendments included in definitions list 
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(7) Amend 11 CCR§ 999.305, subdivision {b), to read: 

A business shall include the following in its notice at collection: 

(1) A list of the categories of personal information about consumers subject to the 

CCPA to be collected. Each category of personal information shall be written in a 

manner that provides consumers a meaningful understanding of the information 

being collected. The notice shall inform the consumer about excepted personal 

information that is collected but is not subject to the CCPA. 

(2) For each category of personal information, the business or commercial 

purpose(s) for which it will be used. 

(3) If the business sells personal information, the link titled "Do Not Sell My Personal 

Information" or "Do Not Sell My Info" required by section 999.315(a), or in the case 

of offline notices, the web address for the webpage to which it links. 

(4) A link to the business's privacy policy, or in the case of offline notices, the web 

address of the business's privacy policy. 

(8) Amend 11 CCR§ 999.308, to read: 

(a) Purpose and General Principles 

(1) The purpose of the privacy policy is to provide the consumer with a comprehensive description 

of a business's online and offline practices regarding the collection, use, disclosure, and sale of 

personal information and of the rights of consumers regarding their personal information. The 

privacy policy shall inform consumers of the categories of personal information excepted from the 

CCPA and how it may affect their rights under the CCPA. The privacy policy shall not contain specific 

pieces of personal information about individual consumers and need not be personalized for each 

consumer. 

(2) The privacy policy shall be designed and presented in a way that is easy to read and 

understandable to an average consumer. The notice shall: 

a. Use plain, straightforward language and avoid technical or legal jargon. 

b. Use a format that makes the policy readable, including on smaller screens, if applicable. 

c. Be available in the languages in which the business in its ordinary course provides 

contracts, disclaimers, sale announcements, and other information to consumers. 

d. Be accessible to consumers with disabilities. At a minimum, provide information on how a 

consumer with a disability may access the policy in an alternative format. 

e. Be available in an additional format that allows a consumer to print it out as a separate 

document. 
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(3) The privacy policy shall be posted online through a conspicuous link using the word "privacy," on 

the business's website homepage or on the download or landing page of a mobile application. If the 

business has a California-specific description of consumers' privacy rights on its website, then the 

privacy policy shall be included in that description. A business that does not operate a website shall 

make the privacy policy conspicuously available to consumers. 

(b) The privacy policy shall include the following information: 

(1) Right to Know About Personal Information Collected, Disclosed, or Sold 

a. Explain that a consumer has the right to request that the business disclose what personal 

information it collects, uses, discloses, and sells. 

b. Provide instructions for submitting a verifiable consumer request to know and provide 

links to an online request form or portal for making the request, if offered by the business. 

c. Describe the process the business will use to verify the consumer request, including any 

information the consumer must provide. 

d. Collection of Personal Information 

1. List the categories of consumers' personal information the business has collected 

about consumers in the preceding 12 months. The notice shall be written in a 

manner that provides consumers a meaningful understanding of the information 

being collected. 

2. For each category of personal information collected, provide the categories of 

sources from which that information was collected, the business or commercial 

purpose(s) for which the information was collected, and the categories of third 

parties with whom the business shares personal information. The notice shall be 

written in a manner that provides consumers a meaningful understanding of the 

categories listed. 

e. Disclosure or Sale of Personal Information 

1. State whether or not the business has disclosed or sold any personal information to third 

parties for a business or commercial purpose in the preceding 12 months. 

2. List the categories of personal information, if any, that it disclosed or sold to third parties 

for a business or commercial purpose in the preceding 12 months. 

3. State whether or not the business sells the personal information of minors under 16 years 

of age without affirmative authorization. 

(2) Right to Request Deletion of Personal Information 

a. Explain that the consumer has a right to request the deletion of their personal 

information collected or maintained by the business. 
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b. Provide instructions for submitting a verifiable consumer request to delete and provide 

links to an online request form or portal for making the request, if offered by the business. 

c. Describe the process the business will use to verify the consumer request, including any 

information the consumer must provide. 

(3) Right to Opt-Out of the Sale of Personal Information 

a. Explain that the consumer has a right to opt-out of the sale of their personal information 

by a business. 

b. Include the contents of the notice of right to opt-out or a link to it in accordance with 

section 999.306. 

(4) Right to Non-Discrimination for the Exercise of a Consumer's Privacy Rights 

a. Explain that the consumer has a right not to receive discriminatory treatment by the 

business for the exercise of the privacy rights conferred by the CCPA. 

(5) Authorized Agent 

a. Explain how a consumer can designate an authorized agent to make a request under the 

CCPA on the consumer's behalf. 

(6) Contact for More Information: Provide consumers with a contact for questions or concerns 

about the business's privacy policies and practices using a method reflecting the manner in which 

the business primarily interacts with the consumer. 

(7) Date the privacy policy was last updated. 

(8) If subject to the requirements set forth section 999.317(g), the information compiled in section 

999.317(g)(1) or a link to it. 

(9) A business subject to the privacy regulations of the California Department of Insurance in Title 

10, Code of California Regulations, Subchapter 5.9 may post a separate privacy notice on its website 

in the form and manner as required by this Section advising consumers of their rights under the 

CCPA. 

(9) Amend 11 CCR§ 999.314, to read: 

(a) To the extent that a person or entity provides services to a person or 

organization that is not a business, and would otherwise meet the requirements of a 

"service provider" under Civil Code section 1798.140(v), that person or entity shall 

be deemed a service provider for purposes of the CCP/\ and these regulations. 

fa} To the extent that a business directs a person or entity to collect personal 

information directly from a consumer on the business's behalf, and would otherwise 

meet all other requirements of a "service provider" under Civil Code section 

PROPOSITION 23 ADVISORS • 
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1798.140(v), that person or entity shall be deemed a service provider for purposes 

of the CCPA and these regulations. 

W .(hl A service provider shall not use personal information received either from a 

person or entity it services or from a consumer's direct interaction with the service 

provider for the purpose of providing services to another person or entity. A service 

provider may, however, combine personal information received from one or more 

entities to which it is a service provider, on behalf of such businesses, to the extent 

necessary to detect data security incidents, or protect against fraudulent or illegal 

activity. 

{a} {fl If a service provider receives a request to know or a request to delete from a 

consumer regarding personal information that the service provider collects, 

maintains, or sells on behalf of the business it services, and does not comply with 

the request, it shall explain the basis for the denial. The service provider shall also 

inform the consumer that it should submit the request directly to the business on 

whose behalf the service provider processes the information and, when feasible, 

provide the consumer with contact information for that business. 

{e} {ill A service provider that is a business shall comply with the CCPA and these 

regulations with regard to any personal information that it collects, maintains, or 

sells outside of its role as a service provider. 
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Message 

From: Lance Noggle [ 
Sent: 12/6/2019 6:58:57 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed Regulations Concerning the California Consumer Privacy Act (CCPA) 
Attachments: CCPA CUNA Final.pdf 

L;mcc 
:-,cnior Director nf 
Credit Lfniun l'L1tiorul 
99 Tv1 Street ST_~ 
Swte 3un 
\X\diington, Lu:. 2(H)(l3 
[)in~·ct: 

Inc. 
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•t Credit Union 
National 

® • • 

cu NA Assoc1at1on 

December 6, 2019 

WASHINGTON, D.C. 

99 M Street SE 

Suite 300 

Washington, D.C. 20003-3799 

Phone: 

Fax: 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Ema i I: PrivacyRegu lations@doj.ca .gov 

Re: Comments on Proposed Regulations Concerning the California Consumer Privacy Act (CCPA) 

Dear Sir or Madam: 

The Credit Union National Association (CUNA) appreciates the opportunity to submit comments to the 
California Office of the Attorney General in response to the request for comment regarding proposed 
regulations for the California Consumer Privacy Act (CCPA). CUNA is a national trade association 
representing America's credit unions and their 115 million members. 

Credit unions are cooperatively owned and democratically controlled financial institutions focused on 
serving members and their community. All federally-insured state-chartered and federally-chartered 
credit unions are subject to the the Gramm-Leach-Bliley Act (GLBA) of 1999's privacy and data security 
requirements. For credit unions, implementing regulations for GLBA have been issued by the Consumer 
Financial Protection Bureau for privacy and the National Credit Union Administration for data security. 
GLBA has provided Americans with robust privacy and data security protections for their information 
held at credit unions and banks. 

CUNA supports robust privacy and data security protections for all Americans, and we support the 
protections that CCPA provides California residents. Nonetheless, we seek clarity in these rules so 
credit unions across the country can properly comply with the requirements, even when they do not 
operate in California and/or have very few members in California. 

CCPA_ 45DAY _01050 



Definition of a "Business" 

The definition of business needs further clarification. California Civil Code section 1798.140, 
subdivision (c)(1) defines business as a "sole proprietorship, partnership, limited liability company, 
corporation, association, or other legal entity that is organized or operated for the profit or financial 
benefit of its shareholders or other owners, that collects consumers' personal information, or on the 
behalf of which such information is collected and that alone, or jointly with others, determines the 
purposes and means of the processing of consumers' personal information, that does business in the 
State of California ..... " 

Not-for-profit organizations operate under 501(c) of the Internal Revenue Code. Federal credit unions 
are tax exempt under section 501(c)(1) and state credit unions are tax exempt under section 501(c)(14) 
of the Internal Revenue Code. Because of credit unions' not-for-profit status, there has been confusion 
whether they meet the definition of a business. Although not-for-profit, credit unions operate for the 
"financial benefit of [their] shareholders or other owners," credit unions' unique organization and tax 
status make additional clarity in the definition of a business necessary. 

Credit unions also seek additional guidance on the "doing business in California" requirements. The 
vast majority of credit unions are located outside of California and likely do not seek to serve California 
residents. As a way to avoid doing business in California, a credit union could choose not to open an 
account for a California resident but cannot close the account of a member that subsequently moves 
to California. Some businesses with few customers in California may elect not to serve customers who 
live in the state, but credit unions cannot easily do this as they, by law, cannot close member share 
accounts without a vote of the membership of the credit union - a process that is involved and 
impractical for this purpose. 

A company should be allowed to serve a de minim is number of California residents without meeting 
the "doing business in California" requirements to allow for isolated instances where a business, such 
as a credit union, must provide services to California residents by law, yet does not seek to market 
itself in California or open accounts for California residents. 

GLBA Exemptions 

There is significant confusion regarding the exemption for personal information collected, processed, 
sold, or disclosed pursuant to the federal GLBA or the California Financial Information Privacy Act 
(CFIPA). The confusion arises because the CCPA uses terms that are inconsistent with the GLBA and 
CFIPA. The GLBA and CFIPA both use the term "nonpublic personal information" and define that term 
to mean "personally identifiable financial information." The CCPA uses the term "personal 
information," which is defined in Calif. Civil Code 1798.145(0) and is broader than the GLBA's definition 
of "nonpublic personal information." 

GLBA personally identifiable financial information is information collected in the course of a 
transaction or providing a financial product or service, while the CCPA pertains to personal information 
collected through every channel for nearly every reason. The result of these inconsistent definitions is 
that the financial services industry must segregate data and treat information differently. The 
Attorney General should clarify the GLBA exemption and the treatment of data in the regulations. 

cuna.org 
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Model Notices 

The Attorney General should adopt model notices that satisfy the notice requirements of the CCPA and 
proposed regulations. These notices include the "Notice at or Before Collection," "Right to Opt-Out," 
"Notice of Financial Incentives," and updated Privacy Notices. Included in these model notices should 
be model responses to "Requests to Know" and "Requests to Delete." Model notices are provided by 
federal regulators to meet GLBA's notification requirements and they have worked well by ensuring 
consumers receive clear and consistent notices from financial institutions. Furthermore, financial 
institutions can rely on the proper use of model notices to ensure they are satisfying the requirements 
of the regulations. 

The Attorney General should propose model notices for public comment and provide a safe harbor in 
the final regulations for the use of notices substantially similar to the model notices. 

Notice at Collection 

Proposed section 999.305{a)(3) requires the business to directly notify the consumer of a new use and 
obtain "explicit consent" from the consumer to use their personal information for this new purpose. 
The statute does not require an opt-in. We recommend replacing this requirement with a new notice 
to the consumer along with a 30-day opportunity to opt-out. 

Privacy Policy 

The proposed regulations require that additional information be provided in the privacy policy that is 
not required by the statute. The proposed regulations require the business to describe the process it 
will use to verify the consumer's request, including any information the consumer must provide in the 
"Right to Know" and the "Right to Request Delete" disclosure. Describing the process the business will 

use to verify the consumer's request adds an additional burden, adds little value to the consumer, and 
complicates the disclosure. The regulations should only require disclosure of the information 
consumers must provide for the business to verify their request. 

Responses to "Request to Delete" and "Requests to Opt-In After Opting Out" 

The two-step process for responding to proposed section 999.312(d) Request to Delete and proposed 
section 999.316(a) Requests to Opt-In After Opting Out is unnecessary and needlessly complex. The 
regulation's requirement that a consumer must clearly submit the "Request to Delete" and then 

separately confirm that the consumer wants her personal information deleted are unnecessary. A one 
step process should be sufficient to ascertain intent and eliminate mistakes by both parties that could 
come from a two-step process. 

Responding to "Requests to Know" and "Requests to Delete" 

Upon receiving a section 999.313(a) "Request to Know" or a "Request to Delete," the proposed 

regulations require a business to: 

• Confirm receipt of the request within 10 days; 

• Provide information about how the business will process the request; 

cuna.org 
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• Describe the business's verification process; and 

• Provide when the consumer should expect a response, except in instances where the business 
has already granted or denied the request. 

This response is not required by statute and is not necessary. The response required by statute is 
sufficient. 

Response Time 

Proposed section 999.313(b) requires a business to respond to "Requests to Know" and "Requests to 
Delete" within 45 days. The proposed regulations permit an additional 45 days to respond, for a 
maximum of 90 days. The statute allows up to 90 additional days where necessary, taking into account 
the complexity and number of the requests, Calif. Civil Code 1798.145(g)(1). We recommend the 
regulations allow the 90-day extension. 

Requests to Opt-Out 

The proposed regulation 999.315(e) requires a business to act upon a request to opt-out as soon as 
feasibly possible, but no later than 15 days from the date the business receives the request. 
This adds a response timing obligation that is not specified in the original statute and is more 
prescriptive than the federal GLBA requirements. CUNA, for consistency purposes, requests that the 
regulations follow the GLBA regulations at 12 CFR 1016.7(g) which state, "You must comply with a 
consumer's opt out direction as soon as reasonably practicable after you receive it." 

Effective Date 

The effective date of the CCPA should be extended to a reasonable date after the Attorney General 

publishes the final regulations. The CCPA is effective January 1, 2020; however, the proposed 
implementing regulations were not issued until October 11, 2019, and comments are not due until 
December 6, 2020. We believe extending the effective date is reasonable to comply with a complex 
and entirely new privacy regulations that requires businesses to implement many new processes. 
CUNA recommends the Attorney General and Governor delay the effective date by two years, until Jan. 
1, 2022. 

Enforcement 

The CCPA provides that the Attorney General can bring enforcement actions six months after 
publication of the final regulations or July 1, 2020, whichever is sooner. Enforcement by the Attorney 
General, along with the effective date, should be delayed a reasonable amount of time so that 
businesses have enough time to comply with the regulations. 
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Should you have any questions about CUNA's comments, please feel free to contact me at 

Sincerely, 

Lance Noggle 
Senior Director of Advocacy and Counsel Senior Counsel for Payments and Cybersecurity 

cuna.org 
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Message 

From: Scott Buchanan 
Sent: 12/6/2019 7:10:18 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on proposed regulations for the CCPA 
Attachments: SLSA CCPAFinalComment 12-6-2019 FINAL.pdf 

Attached are the Student Loan Servicing Alliance's comments on Rulemaking adopting sections§§ 999.300 through 

999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations, which create regulations implementing 
the CCPA. 

Respectfully submitted, 

C. Tapscott Buchanan 
Executive Director 
Student Loan Servicing Alliance 
1100 Connecticut Avenue, NW 
Suite 1200 
Washington, DC 20036 
(202)955-6055 (o) 

• 

(c) 

STUDENT 
LOAN 
SERVICING 
ALLIANCE 
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Student Loan Servicing Alliance 
1100 Connecticut Avenue, NW 
Suite 1200 
Washington, DC 20036 

December 6, 2019 

VIA EMAIL: PrivacyRegulations@doj.ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

II 
STUDENT 
LOAN 
SERVICING 
ALLIANCE 

Re: Comments on Rulemaking adopting sections§§ 999.300 through 999.341 of Title 11, 

Division 1, Chapter 20, of the California Code of Regulations 

The Student Loan Servicing Alliance ("SLSA") appreciates the opportunity to provide feedback 
on California's proposed rule making adopting sections§§ 999.300 through 999.341 of Title 11, 
Division 1, Chapter 20, of the California Code of Regulations. SLSA is a non-profit trade 
association that represents federal and private student loan servicers, who collectively service 
over 90% of all student loans in the country. 

We have previously provided comments on similar matters regarding the CCPA that we hope 
continue to be considered and are aware that many industry and trade associations will provide 
broader comments on areas of concern or potential improvement for provisions that will 
impact financial services companies and their providers or partners. Further, many of our 
members may be exempt from this statute and rulemaking, but some may not be today or in 
the future. Therefore, we will focus our comments on areas that specifically may impact 
student loan service rs and our ability to effectively and practically comply with the proposed 
regulations in a way that is beneficial to consumers if applicable. Below are several general 
comments worth considering for clarification or additional guidance, followed by comments 
and suggested changes related to specific provisions: 

• Many of the disclosure requirements provided for in the regulations are ones that align 
with or may be similar to disclosures required by the federal Gramm-Leach-Bliley Act 
(GLBA). In an effort to reduce duplicative or confusing communication and disclosure to 
borrowers, we believe that GLBA disclosures may often be an appropriate disclosure 
vehicle to add any additional disclosures required by these regulations. It would be 
useful for the regulation or sub-regulatory guidance to make clear that separate and 
discrete disclosure notification is not necessary, as long as the GLBA required notice 
itself also includes all items applicable or required by the CCPA regulations. We believe 

CCPA_ 45DAY _01056 

McNabbJ
Text Box
W137-1GLBA

LuongH
Line



this is appropriate and consistent with the regulation as proposed, but making that 
ability to consolidate disclosures for a consumer clear would be useful. 

• Unlike some other products - such as mortgages - student loans are products that 
"travel" with a consumer when they change residency and move in and out of a state. 
This means a lender and their servicer do not necessarily control the state regulations 
and timing of applicability of regulations governing data and interaction with that 
consumer. Further, California's regulations may differ in specific and meaningful ways, 
both today and in the future, from other state regulations which we must comply with 
when the consumer is a resident of that state. Therefore, it is important to clarify that 
the regulations can only be applicable to consumers who are current residents of the 
state and in regard to information collected or maintained during that period of 
residency. Clarifying the population impacted and the time period in scope in guidance 
would be useful to ensure that we can also clearly communicate this to the consumer 
when asked, despite it being relatively clear that jurisdiction only exists during the 
period of residency and for data collected or maintained during residency. 

• §999.314(c) -This provision contains the permissible, but not required, ability to 
"combine" personal information. For many businesses, including servicers, this creates 

challenges with contractual and legal data security requirements dictated by business 
clients (usually holders of the loans or lenders) that expressly prohibit such use of their 
data for other shared purposes. Therefore, while many businesses may not choose to 
do so or may be contractually unable, it may be useful to more fully clarify that what is 
being suggested is merely a separate data-matching or validation effort, rather than 
actual combination of data which suggests co-mingling of accounts and data in 
physically or logically separated systems of record across business clients. 

• §999.325(d) -This section seeks to clarify the utilization of various standards of 
certainty of identity verification for purposes of requesting data deletion, which is useful 
to allow businesses to have more flexible options for lower "sensitivity" or "risk of 
harm" data for the consumer. We support the concept of allowing for flexible standards 
but believe that clarification that good faith efforts be defined as consistent and 
equitable treatment of such requests against a standard that has a reasonable basis as 
determined by the business. Consumers may dramatically differ in what they view as 
relatively more sensitive, and the safe harbor here should be consistent treatment 
based upon a reasonable assessment by the business. 

Beyond those broad considerations, below are several specific comments and 
recommendations to improve the Final Rule: 

Responding to Requests to Know and Requests to Delete - §999.313 (a) through (c) - This 
provision clearly is designed to provide a consumer with transparency about the status of their 
requests and provide them reasonable and timely updates and responses to those inquiries. 
We believe this is an important matter to address and support the requirement's goal. In fact, 
we believe an ability to quickly respond to these requests with minimal extra communication is 
beneficial to the consumer as well as the business. Timely and consolidated response better 
ensure a consumer understands the outcome of the request while also reducing costs to a 
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business for compliance. Therefore, we suggest that the rule make clear that businesses are 
permitted to meet compliance with both subsections (a) and (b) of this provision if they can 
meet the requirements of (b) in the notice required by (a). While this may not always be the 
case due to the need for additional research, for many simple requests they may be able to be 
fully responded to within the time period of the origination confirmation receipt. Therefore, 
we are merely asking for clarification that these do not need to necessarily be separate 
responses if both can be accomplished and communicated in one response prior to the 10-day 
requirement of subsection (a) 

SLSA recommends the following changes to the proposed Rule: 

§999.313 
(a) Upon receiving a request to know or a request to delete, a business shall con.firm 
receipt of the request within 10 days and provide information about hmv the business will 
process the request. The information provided shall describe the business's verification 
process and when the consumer should expect a response, except in instances where the 
business has already granted or denied the request. If the business is able to fully 
respond to the request or deny the request due to inability to verifj; prior to this 
confirmation, such notification may be included in this confirmation request and 
sufficiently meet both this notification requirement and that of subsection (b). 

(b) Businesses shall respond to requests to know and requests to delete within 45 days. 
The 45day period will begin on the day that the business receives the request, regardless 
of time required to verify the request. If necessary, businesses may take up to an 
additional 45 days to respond to the consumer's request, for a maximum total of 90 days 
from the day the request is received, provided that the business provides the consumer 
-with notice and an explanation of the reason that the business will take more than 45 
days to respond to the request 

Training; Record-Keeping - §999.317 (g) - SLSA has concerns with this provision, not only in 
terms of its arbitrary applicability but also the lack of any material value to consumers since the 
disclosures by different types of businesses with different products and services will inevitably 
lead to comparisons that may be substantively misleading. First of all, it is unclear how it was 
determined that a business that has more than 4,000,000 million consumers should be required 
to provide public information on aggregate statistics. Why 4MM is the appropriate trigger 
versus 10MM or 200,000 consumers is unclear and, on its face, appears to be an arbitrary 
threshold. But more importantly, we should turn to the question of consumer value. 
Regardless of who should disclose, these metrics do little to provide any insight into the 
comparative responsiveness of a business to other businesses. For example, simply requiring 
numerical counts of requests doesn't give any context to the size of the consumer base of the 
business or the level of complexity of its customer relationships. The latter of which is critical in 
timeliness of response. For example, student loan servicers are handling accounts that often 
have multiple loans for a single consumer, more than 10 years or repayment history and 
transaction history, and product complexity mandated by contract or law that exists in almost 
no other financial product. Therefore, comparing an unqualified metric of mean response time 
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about a simple consumer line of credit versus a student loan reveals little - or at least an 
unknowable amount - about the relative effort or consumer support of those businesses. If the 
goal is transparency to inform consumers about relative performance, then these metrics do 
not accomplish that. In fact, quite possibly the data will be inappropriately used to make 
incorrect comparisons since none of the product, consumer, or business complexity is revealed 
in these simple and unqualified metrics. 

SLSA recommends the following changes to the proposed Rule: 

§ 409.8 Servicing standards. 
(g) A business that alone or in combination, annually buys, receives for the business's 
commercialpurposes, sells, or shares for commercial purposes, the personal information 
of· !, 000, 000 or more consumers, shall-c-

(1) Compile the following metrics for the previous calendar year: 

a. The number Qj requests to know that the business received, complied 1vith in 
whole or inpart, and denied; 

b. The number o.frequests to delete that the business received, complied with in 
whole or in part, and denied; 

c. The number ofrequests to opt out that the business received, complied with in 
whole or inpart, and denied; and 

d lhe median number Qjdays within which the business substantively re.sponded 
to requests to know, requests to delete, and requests to opt out. 

(2) Disclose the il?formation compiled in subsection (g)(l) within their privacy policy or 
posted on their website and accessible.from a link included in their privacy policy. 

fJ) E ~s-tablish, document, and comply with a training policy to ensure that all individuals 
responsible for handling consumer requests or the business's compliance with the CCP A 
are informed of all the requirements in these regulations and the CCP A. 

Requests to Access or Delete Household Information_-§ 999.318-. While this provision is 
likely constructed to provide additional consolidation of information and requests on some 
data, services, and products that may be considered by some to be household accounts, rather 
than individual consumer-specific, it does prose significant risks and potentially may create 
additional privacy concerns. Consumer financial products, unless explicitly shared in joint and 
severable responsibility under the loan contract, are inherently individual products and 
consumers reasonably expect privacy about their individual contracts regardless of their 
household situation. Creating a new regime that attempts to treat multiple individual accounts 
as joint accounts outside of the contractual arrangements is very concerning. Further, existing 
and available legal methods exist to address the same goal. Consumers may provide legal 
power of attorney to others in their households or may otherwise designate explicitly to a 
business an individual who may also access this information. Those existing processes address 
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the potential goals of this provision and as such, this provision is unnecessary and potentially 
very risky to implement if privacy protection is the ultimate goal. 

SLSA recommends the following changes to the proposed Rule: 

§ 999. 318. Requests to Access or Delete Household In.formation 
(a) WJiere a con8umer does not have a pa8sword protected account with a bu8ines8, a 
business may respond to a request to know or request to delete as itpertains to household 
personal information by providing aggregate household information, subject to 
verification requirements set forth in Article 4. 
(b) Ijall consumer~ of the householdjointly request access to .specific pieces of 
in.formation.for the hou8ehold or the deletion of household personal information, and the 
business can individually verifj,· all the member8 of the household subject to verification 
requirements set forth in Article 4, then the business shall comply ~with the request. 

Verification for Password-Protected Accounts - § 999.324 (a) - SLSA agrees with the goal of 
ensuring that access to accounts online is integral to privacy and protections for borrowers. 
Our members have deployed multiple and various methods and practices to ensure access, 
including IP monitoring, two-factor authentication, or other sophisticated means to protect 
access and password integrity. Those are essential steps all financial services companies and 
service providers must take today. However, requiring re-authentication before disclosing the 
consumer's data would inherently interfere with a student loan servicer's business and degrade 

consumer experience in those web interfaces. Requiring someone to reauthenticate in a 
consumer financial services product experience de facto means that each login and 
authentication would immediately require a reauthentication, since the entire point of account 
access through a website is to do only one thing: disclose to the consumer information about 
their personal data and loan status. Further, the requirement would do little if anything to 
reduce unauthorized access. If an account is being improperly accessed then that means the 
unauthorized accessor has the authentication information in hand, and reauthentication is 
therefore no new barrier to their continued access and deletion of consumer information. 
Further, most financial services companies and businesses control the ability to handle such 
functions through the website for the very reason that we always wish to control inadvertent 
deletion. At best this provision offers little benefit to a consumer's privacy or data integrity, 
and at worst it creates an experience that is both cumbersome and a barrier to a consumer 
easily accessing their account information. 

SLSA recommends the following changes to the proposed Rule: 

§ 999.324. Verification.for Pas.sword-Protected Accounts 
(a} If a business maintains a password-protected account l'vith the consumer, the business 

may verify the consumer 's identity through the business 's existing authentication 
practices for the consumer's account, provided that the business follows the 
requirements in section 999.323. l:lze business shalt also require a consumer to re 
authenticate them8elves be.fore disclosing or deleting the comwmer '8 data. 
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We thank you for the opportunity to provide our industry expertise, and if you would like to 
discuss the comments provided, please contact me at or 

Respectfully submitted, 

c:::. 
C. Tapscott Buchanan ) 
Executive Director 
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Message 

From: Ryan Marlow 
Sent: 12/6/2019 4:59:09 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Comments on Proposed Regulations re: CCPA 
Attachments: Comments_On_Proposed_Regulations.pdf 

Please find the attached letter. Thank you for your attention and consideration in these matters. 

Ryan Marlow 

Director of Technology 

Envoy Media Group, Inc. -I 
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The Honorable Xavier Becerra 
Attorney General 
ATTN: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles,CA 90013 

Comments on Proposed Regulations 

Dear Mr. Becerra, 

r.a -ENVOY 

6 December 2019 

I write to you on behalf of Envoy Media Group, Inc., a Los Angeles area company with over a decade of online 
business experience. I have some concerns regarding the California Consumer Privacy Act and the proposed 
regulations regarding the collection of Internet Protocol addresses (IP addresses) and their categorization as 
"personal information". I believe this is unnecessary and creates unintended detrimental effects for businesses. 
Consider the following from AB-375: 

• 1798.135. (a) A business that is required to [ ... ] ( 1) Provide a clear and conspicuous link on the 
business' Internet homepage, titled "Do Not Sell My Personal Information" 

• 1798.140. (I) "Homepage" means[ ... ] any Internet Web page where personal information is collected 

• 1798.140. (e) "Collects," "collected," or "collection" means buying, renting, gathering, obtaining, 
receiving, or accessing any personal information pertaining to a consumer by any means. This includes 
receiving information from the consumer, either actively or passively, or by observing the consumer's 
behavior. 

• 1798.140. (o) Personal information includes[ ... ] Identifiers such as[ ... ] Internet Protocol address 

• 1798.140. (x) "Unique identifier'' or "Unique personal identifier'' means a persistent identifier that can be 
used to recognize a consumer, a family, or a device that is linked to a consumer or family, over time 
and across different services, including, but not limited to[ ... ] an Internet Protocol address 

These points seem to indicate that IP addresses qualify as personal information and therefore that any 
webpage where IP addresses are collected must include a "Do Not Sell My Personal Information" link. Also, if 
treated as personal information, any records of IP addresses must be included within the consumer's Right To 
Access and Right To Opt-Out. Given the above, my concerns are twofold. 

First, IP addresses are not a viable means of identifying a consumer or household. IP addresses by design are 
not a permanent fixed identifier of a particular device or person. From "IP 101: The Basics of IP Addresses": 

CCPA_ 45DAY _01063 

LuongH
Line

hannahfolsomchan
Typewritten Text
W138-1



"[Your IP address is] not really yours. Even at home it can change if you do something as simple as 
turn your modem or router on and off. Plus, if you go on vacation and take along your laptop, your 
home IP address doesn't go with you. It can't, because on vacation you'll be using another network to 
connect to the Internet. So, when you're at a coffee shop in another city or state (or just down the road) 
and you're using their WiFi to get your email, you're using a different (and temporary) IP address, one 
assigned to your laptop on the fly by the ISP for that coffee shop's Internet provider. Same thing 
happens when you travel. As you move from the airport to your hotel to the local coffee house, your IP 
address will change each and every time." [1] 

This inconsistency is borne out statistically when analyzing real data. For example, using our own customer 
database with a sample size of over 140,000 consumers, I can compare the self-reported names and ZIP 
codes of consumers against the names and ZIP codes identified using the free, publicly available WHOIS 
database of IP address ownership. Using this method, 95% of these IP addresses are listed as owned by a 
major telecom company or are of unknown ownership, and the ZIP code matches the consumer's self-reported 
zip code in less than 1 % of the cases. I could instead choose to use a paid data matching service such as 

MaxMind, a major IP address geolocation database. Using this database with the same sample, the ZIP code 
found based on the IP address still matches the self-reported ZIP code only 22% of the time. These results fall 

far short of being able to identify a particular consumer or household. 

Second, the treatment of IP addresses as "personal information" places undue burdens on businesses with 
regard to both their customer-facing websites and their digital services infrastructure. IP addresses are sent 

automatically in every packet of information exchanged over the Internet. This information passes through 
every layer of hardware and software between the origin of a web page request and its destination, including 
telecom backbones, local network hardware, content distribution networks, firewalls, proxies, and every piece 
of the server and software infrastructure that a business uses to respond to such a request. These components 
are owned and maintained by a large number of different organizations throughout the lifecycle of a request. 
Many of these components, both those fully controlled by a particular business and those outside its control, 
routinely store this information as part of normal operations. The purposes for this storage are acknowledged, 
and protected from a consumer's request to delete their data, in 1798.105. (d): 

• (1) Complete the transaction for which the "personal information" was collected 

• (2) Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity 

• (3) Debug to identify and repair errors 

Though protected against deletion, the classification of IP addresses as "personal information" would seem to 
require a business to gather and provide needlessly exhaustive detail of every aspect of the electronic 
communication process covering a dizzying variety of businesses, purposes, and methods when responding to 
a consumer's request to access their information. Also, since IP addresses are always automatically sent with 
a request and are passively received and stored by service infrastructure, this would seem to indicate that 
every webpage - even a blank screen or a 404 Not Found error page - would qualify as a "homepage" and 
would therefore require a "Do Not Sell My Personal Information" link and a data collection disclosure. This 
cannot be the intent of the law, however this interpretation does appear to follow from the law as currently 
written. 

In sum, IP addresses fail to identify particular consumers or households, and they create undue burdens for 
businesses both in the gathering of consumer data to respond to access requests and in the overbroad 
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requirements for opt-outs and disclosures on every webpage. For these reasons, I believe that IP addresses 
should not be treated as "personal information" under the CCPA, and that the proposed regulations should be 
amended to clarify that the passive storage of IP addresses does not constitute collection of personal data. 

Thank you for your consideration in this matter. If any further information or discussion would be helpful, I am 
at your service. 

Sincerely, 

Ryan Marlow 
Director of Technology, Envoy Media Group, Inc. 

[1] IP 101: The Basics of IP Addresses (https://whatismyipaddress.com/ip-basics) 
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Message 

From: 
Sent: 
To: 
Subject: 

Joe Scalone 
12/7/2019 12:10:09 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Comments on the CCPA 
Attachments: CCPA Privacy Tabula Rasa.docx 

Privacy Regulations Coordinator 

Please accept the following (also attached) comments on the proposed CCPA regulations. 

Many thanks 

Joe Scalene 
Privacy Proficient 
info@PrivacyProficient.com 
JD, CIPP/US, CIPP/E, CIPT, CIPM 

Privacy Proficient Study Network: http://www.privacyproficient.com/privacy-proficient-study-network/ 
Privacy Proficient Blog: Privacy topics on the Privacy Proficient blog 
Privacy Proficient Instagram: https ://www.instaqram.com/privacyproficient/ 
Privacy Proficient Twitter: https://twitter.com/Privacycient 
Privacy Proficient Facebook: https://www.facebook.com/PrivacyProficient 
Privacy Proficient YouTube: https://www.youtube.com/channel/UC3zI -YsJtWCm1nHZZa4L4wO 

CCPA Privacy Tabula Rasa 
The CCPA will automatically opt-out many consumers, creating a privacy tabula rasa, 
or clean slate for consumers to start over with businesses not otherwise in 
compliance. 

Businesses that sell personal information, but don't have an updated web site and privacy policy 
with the appropriate opt-out notices will have to broadly stop using fill Personal Information of 
fill_Consumers from whom they collect any additional personal information after December 31st, 
2019. It will happen suddenly starting on January 1st, 2020 as soon as consumers visit web 
sites, receive advertising or get emails and will create a "privacy tabula rasa" - cleaning the 
privacy slate, giving personal information control to consumers and allowing them to start over 
with businesses who are not in compliance. 

The regulation says: 
"A consumer whose personal information is collected while a notice of right to opt-out 
notice is not posted shall be deemed to have validly submitted a request to opt-
out." CCPA Proposed Regs§ 999.306 (d) 

This deemed opt-out appears to be a global opt-out of for fill personal information (and not just 
some personal information) for fill consumers for which any additional personal information is 
collected before the notice is posted, which will be true for many, if not most businesses. 
Collecting even one piece of personal information from a consumer after 2019 will trigger the 
deemed opt-out. 
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A global opt-out must be the most prominently presented opt-out option, so it follows that a 
deemed out without specificity would be global. 

"§ 999.315. Requests to Opt-Out ... (d) In responding to a request to opt-out, a business 
may present the consumer with the choice to opt-out of sales of certain categories of 
personal information as long as a global option to opt-out of the sale of all personal 
information is more prominently presented than the other choices." CCPA Proposed Regs 
§ 999.315 (d) 

This interpretation seems reasonable given that the regulation must be construed liberally in 
favor of its purposes (e.g., protecting consumer privacy). 

"1798.194. This title shall be liberally construed to effectuate its purposes." CCPA § 
1798.194 

Starting on the morning of January 1st, 2020, there will be a massive amount of violations 
because "collecting" personal information is defined very broadly ("by any means" "either 
actively or passively") and business will continue to do so, many unknowingly. 

"'Collects," "collected," or "collection" means buying, renting, gathering, obtaining, 
receiving, or accessing any personal information pertaining to a consumer by any means. 
This includes receiving information from the consumer, either actively or passively, or by 
observing the consumer's behavior.' CCPA § 1798.140 (e) 

Because the definition of personal information is extremely broad, many businesses will probably 
collect personal information on consumers without even realizing it. 

'Cal. Civ. Code§ 1798.140 (o) (1) "Personal information" means information that 
identifies, relates to, describes, is reasonably capable of being associated with, or could 
reasonably be linked, directly or indirectly, with a particular consumer or household .... ' 
Cal. Civ. Code§ 1798.140 (o) 

Personal information includes cookies, IP addresses, and advertising and marketing meta-data. 
Consumers that are exposed to a business' web site or any of the business' advertising, through 
use of the internet, email, apps or otherwise will have had personal information collected by 
such businesses, instantly triggering the deemed opt-out. 

Personal information includes any inferences drawn from any other personal information to 
create a profile (such as for marketing or used in real-time bidding advertising), including any 
assumptions or conclusions derived from the personal information. 

"1798.140 ... (o) (1) (K) Inferences drawn from any of the information identified in this 
subdivision to create a profile about a consumer reflecting the consumer's preferences, 
characteristics, psychological trends, predispositions, behavior, attitudes, intelligence, 
abilities, and aptitudes .... " CCPA § 1798.140 (o) (1) (K) 

'1798.140 ... (m) "Infer" or "inference" means the derivation of information, data, 
assumptions, or conclusions from facts, evidence, or another source of information or 
data' CCPA § 1798.140 (m) 

Personal information also includes behavioral characteristics (because it includes biometrics), 
such as how a person clicks-through or otherwise interacts with a web site. The combined scope 
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of personal information and inferences from behavior would, among other things, include use of 
personal information for advertising or marketing, even analytics and the use of artificial 
intelligence such as deep learning on the data. 

"CCPA § 1798.140 (o) (1) (e) ... Personal information includes, but is not limited to, the 
following if it identifies, relates to, describes, is reasonably capable of being associated 
with, or could be reasonably linked, directly or indirectly, with a particular consumer or 
household: ... (E) Biometric information." CCPA § 1798.140 (o) (1) (e) 

'CCPA § 1798. 140 ... (b) "Biometric information" means an individual's physiological, 
biological, or behavioral characteristics, including an individual's deoxyribonucleic acid 
(DNA), that can be used, singly or in combination with each other or with other identifying 
data, to establish individual identity. Biometric information includes, but is not limited to, 
imagery of the iris, retina, fingerprint, face, hand, palm, vein patterns, and voice 
recordings, from which an identifier template, such as a faceprint, a minutiae template, or 
a voiceprint, can be extracted, and keystroke patterns or rhythms, gait patterns or 
rhythms, and sleep, health, or exercise data that contain identifying information .... "' CCPA 
§ 1798.140 (b) 

The opt-out must be respected for 12 months and businesses are prohibited from requesting 
that consumers opt back in. 

"1798.135. (a) A business that is required to comply with Section 1798.120 shall, in a 
form that is reasonably accessible to consumers: 
(5) For a consumer who has opted-out of the sale of the consumer's personal information, 
respect the consumer's decision to opt-out for at least 12 months before requesting that 
the consumer authorize the sale of the consumer's personal information." CCPA § 
1798.135 (a) (5) 

In the mean-time, those businesses cannot use any of the personal information for any purpose 
other than opt-out. Any other use will have to cease. The statute says the personal information 
can be used "solely for the purposes of complying with the opt-out request". Among other 
things, the businesses will have to stop direct marketing to those consumers. Arguably, 
businesses would also have to stop otherwise delivering products or services to the affected 
consumers except as part of a transaction. 

"1798.135. (a) A business that is required to comply with Section 1798.120 shall, in a 
form that is reasonably accessible to consumers: 
(6) Use any personal information collected from the consumer in connection with the 
submission of the consumer's opt-out request solely for the purposes of complying with 
the opt-out request." 

If the personal information has been already deidentified or aggregated, then the deidentified or 
aggregated form of it can be used ("collect, use, retain, sell, or disclose"). However, after the 
moment of deemed opt-out, personal information cannot be used to create deidentified or 
aggregate information. 

"§ 1798. 145 (a) (5) ... The obligations imposed on businesses by this title shall not restrict 
a business' ability to: ... Collect, use, retain, sell, or disclose consumer information that is 
deidentified or in the aggregate consumer information." [Note it does not say "create" 
deidentified information] Cal. Civ. Code § 1798. 145 (a) (5) 
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The affected businesses will have only a few days to "act" - to stop using all personal 
information for those consumers. 

"§ 999.315. Requests to Opt-Out ... (e) Upon receiving a request to opt-out, a business 
shall act upon the request as soon as feasibly possible, but no later than 15 days from the 
date the business receives the request." CCPA Proposed Regs § 999.315 (e) 

The affected businesses will have to notify all third parties not to sell any of the personal 
information of any of the consumers, and then notify the consumers themselves. Perhaps the 
only practical way to identify and notify these consumers would be to reverse engineer the 
advertising mechanisms and present notices ("You have opted out") instead of ads after an 
initial ad is displayed (collecting their personal information and triggering the opt-out). 

"§ 999.315. Requests to Opt-Out ... (f) A business shall notify all third parties to whom it 
has sold the personal information of the consumer within 90 days prior to the business's 
receipt of the consumer's request that the consumer has exercised their right to opt-out 
and instruct them not to further sell the information. The business shall notify the 
consumer when this has been completed." CCPA Proposed Regs § 999.315 (f) 

Businesses will have the limited ability to inform consumers of the possibility of opting back in 
where there is a transaction that requires the sale of personal information as a condition of 
completing the transaction. 

"§ 999.316 Requests to Opt-In After Opting Out of the Sale of Personal Information (a) 
Requests to opt-in to the sale of personal information shall use a two-step opt-in process 
whereby the consumer shall first, clearly request to opt-in and then second, separately 
confirm their choice to opt-in. (b) A business may inform a consumer who has opted-out 
when a transaction requires the sale of their personal information as a condition of 
completing the transaction, along with instructions on how the consumer can opt-in." 
CCPA Proposed Regs § 999.316 (a), (b) 

Otherwise, the affected businesses will have to start over with those consumers, not using their 
personal information until they each decide to opt back in on their own or wait 12 months to 
recontact them. 

The privacy tabula rasa will probably apply to many businesses outside of California that don't 
even suspect that the CCPA applies to them. The applicability of the CCPA pivots on the 
definition of "business". 

"1798.140. For purposes of this title: ... (c) "Business" means: (1) A sole proprietorship, 
partnership, limited liability company, corporation, association, or other legal entity that is 
organized or operated for the profit or financial benefit of its shareholders or other 
owners, that collects consumers' personal information, or on the behalf of which that 
information is collected and that alone, or jointly with others, determines the purposes 
and means of the processing of consumers' personal information, that does business in 
the State of California, and that satisfies one or more of the following thresholds: 

(A) Has annual gross revenues in excess of twenty-five million dollars 
($25,000,000), as adjusted pursuant to paragraph (5) of subdivision (a) of Section 
1798.185. 
(B) Alone or in combination, annually buys, receives for the business' commercial 
purposes, sells, or shares for commercial purposes, alone or in combination, the 
personal information of 50,000 or more consumers, households, or devices. 
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(C) Derives 50 percent or more of its annual revenues from selling consumers' 
personal information .... " CCPA § 1798.140 (c) 

Note that the definition includes businesses that " ... [a]lone or in combination, annually buys, 
receives for the business' commercial purposes, sells, or shares for commercial purposes, alone 
or in combination, the personal information of 50,000 or more consumers, households, or 
devices." (emphasis added). Because it says "alone or in combination", the numbers of 
consumers must be added to the numbers of households and the numbers of devices. 

A household means a person or group of people occupying a single dwelling. Assuming that most 
Californian's live in dwellings, then each consumer counts for two, not one - the consumer and 
the household. This means that it would only take the personal information of 25,000 to trigger 
the CCPA. 

1798.301 (h) "'Household" means a person or group of people occupying a single 
dwelling' 

Devices also must to be added in. Many people use multiple devices - cell phones, laptops, 
tablets, desk tops, digital assistant speakers, televisions, cars, thermostats, door bells, etc. If 
the average Consumer used 3 devices, that would bring the triggering number down to about 
8,000. Don't forget about work computers. While there is an employee exemption to the CCPA, 
it applies" ... solely within the context ... " of an employee's " ... role". CCPA § 1798.145 
(h). Arguably a work machine used by an employee to visit a social network or other personal 
web site would be outside the employee's role, and thus counted in the number of devices. 
Consequently, the real number of items from which person information is collected to trigger the 
CCPA is far fewer than 50,000 Consumers. 

To avoid the privacy tabula rasa, businesses would be wise to update their web site and privacy 
policy to adjust for opt-out notices per CCPA § 1798.120, § 1798.135 and CCPA Proposed Regs § 
999.306 and § 999.315. 
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CCPA Privacy Tabula Rasa 
The CCPA will automatically opt-out many consumers, creating a privacy 
tabula rasa, or clean slate for consumers to start over with businesses not 
otherwise in compliance. 

Businesses that sell personal information, but don't have an updated web site and 
privacy policy with the appropriate opt-out notices will have to broadly stop using 
_gJJ_ Personal Information of _gjlConsumers from whom they collect any additional 
personal information after December 31st, 2019. It will happen suddenly starting on 
January 1st, 2020 as soon as consumers visit web sites, receive advertising or get 
emails and will create a "privacy tabula rasa" - cleaning the privacy slate, giving 
personal information control to consumers and allowing them to start over with 
businesses who are not in compliance. 

The regulation says: 
"A consumer whose personal information is collected while a notice of right to 
opt-out notice is not posted shall be deemed to have validly submitted a 
request to opt-out." CCPA Proposed Regs § 999. 306 ( d) 

This deemed opt-out appears to be a global opt-out of for _gJJ_ personal information 
(and not just some personal information) for _gJJ_ consumers for which any additional 
personal information is collected before the notice is posted, which will be true for 
many, if not most businesses. Collecting even one piece of personal information 
from a consumer after 2019 will trigger the deemed opt-out. 

A global opt-out must be the most prominently presented opt-out option, so it 
follows that a deemed out without specificity would be global. 

"§ 999.315. Requests to Opt-Out ... (d) In responding to a request to opt
out, a business may present the consumer with the choice to opt-out of sales 
of certain categories of personal information as long as a global option to 
opt-out of the sale of all personal information is more prominently presented 
than the other choices." CCPA Proposed Regs § 999.315 (d) 

This interpretation seems reasonable given that the regulation must be construed 
liberally in favor of its purposes (e.g., protecting consumer privacy). 

"1798.194. This title shall be liberally construed to effectuate its purposes." 
CCPA § 1798.194 

Starting on the morning of January 1st, 2020, there will be a massive amount of 
violations because "collecting" personal information is defined very broadly ("by any 
means" "either actively or passively") and business will continue to do so, many 
unknowingly. 
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"'Collects," "collected," or "collection" means buying, renting, gathering, 
obtaining, receiving, or accessing any personal information pertaining to a 
consumer by any means. This includes receiving information from the 
consumer, either actively or passively, or by observing the consumer's 
behavior.' CCPA § 1798.140 (e) 

Because the definition of personal information is extremely broad, many businesses 
will probably collect personal information on consumers without even realizing it. 

'Cal. Civ. Code§ 1798.140 (o) (1) "Personal information" means information 
that identifies, relates to, describes, is reasonably capable of being 
associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household .... ' Cal. Civ. Code§ 1798.140 (o) 

Personal information includes cookies, IP addresses, and advertising and marketing 
meta-data. Consumers that are exposed to a business' web site or any of the 
business' advertising, through use of the internet, email, apps or otherwise will 
have had personal information collected by such businesses, instantly triggering the 
deemed opt-out. 

Personal information includes any inferences drawn from any other personal 
information to create a profile (such as for marketing or used in real-time bidding 
advertising), including any assumptions or conclusions derived from the personal 
information. 

"1798.140 ... (o) (1) (K) Inferences drawn from any of the information 
identified in this subdivision to create a profile about a consumer reflecting 
the consumer's preferences, characteristics, psychological trends, 
predispositions, behavior, attitudes, intelligence, abilities, and aptitudes .... " 
CCPA § 1798.140 (o) (1) (K) 

'1798.140 ... (m) "Infer" or "inference" means the derivation of information, 
data, assumptions, or conclusions from facts, evidence, or another source of 
information or data' CCPA § 1798.140 (m) 

Personal information also includes behavioral characteristics (because it includes 
biometrics), such as how a person clicks-through or otherwise interacts with a web 
site. The combined scope of personal information and inferences from behavior 
would, among other things, include use of personal information for advertising or 
marketing, even analytics and the use of artificial intelligence such as deep learning 
on the data. 

"CCPA § 1798.140 (o) (1) (e) ... Personal information includes, but is not 
limited to, the following if it identifies, relates to, describes, is reasonably 
capable of being associated with, or could be reasonably linked, directly or 
indirectly, with a particular consumer or household: ... (E) Biometric 
information." CCPA § 1798.140 (o) (1) (e) 
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'CCPA § 1798.140 ... (b) "Biometric information" means an individual's 
physiological, biological, or behavioral characteristics, including an 
individual's deoxyribonucleic acid (DNA), that can be used, singly or in 
combination with each other or with other identifying data, to establish 
individual identity. Biometric information includes, but is not limited to, 
imagery of the iris, retina, fingerprint, face, hand, palm, vein patterns, and 
voice recordings, from which an identifier template, such as a faceprint, a 
minutiae template, or a voiceprint, can be extracted, and keystroke patterns 
or rhythms, gait patterns or rhythms, and sleep, health, or exercise data that 
contain identifying information .... "' CCPA § 1798.140 (b) 

The opt-out must be respected for 12 months and businesses are prohibited from 
requesting that consumers opt back in. 

"1798.135. (a) A business that is required to comply with Section 1798.120 
shall, in a form that is reasonably accessible to consumers: 
(5) For a consumer who has opted-out of the sale of the consumer's personal 
information, respect the consumer's decision to opt-out for at least 12 
months before requesting that the consumer authorize the sale of the 
consumer's personal information." CCPA § 1798.135 (a) (5) 

In the mean-time, those businesses cannot use any of the personal information for 
any purpose other than opt-out. Any other use will have to cease. The statute says 
the personal information can be used "solely for the purposes of complying with the 
opt-out request". Among other things, the businesses will have to stop direct 
marketing to those consumers. Arguably, businesses would also have to stop 
otherwise delivering products or services to the affected consumers except as part 
of a transaction. 

"1798.135. (a) A business that is required to comply with Section 1798.120 
shall, in a form that is reasonably accessible to consumers: 
(6) Use any personal information collected from the consumer in connection 
with the submission of the consumer's opt-out request solely for the 
purposes of complying with the opt-out request." 

If the personal information has been already deidentified or aggregated, then the 
deidentified or aggregated form of it can be used ("collect, use, retain, sell, or 
disclose"). However, after the moment of deemed opt-out, personal information 
cannot be used to create de identified or aggregate information. 

"§ 1798.145 (a) (5) ... The obligations imposed on businesses by this title 
shall not restrict a business' ability to: ... Collect, use, retain, sell, or disclose 
consumer information that is deidentified or in the aggregate consumer 
information." [Note it does not say "create" deidentified information] Cal. 
Civ. Code § 1798.145 (a) (5) 

The affected businesses will have only a few days to "act" - to stop using all 
personal information for those consumers. 
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"§ 999.315. Requests to Opt-Out ... (e) Upon receiving a request to opt-out, 
a business shall act upon the request as soon as feasibly possible, but no 
later than 15 days from the date the business receives the request." CCPA 
Proposed Regs § 999.315 (e) 

The affected businesses will have to notify all third parties not to sell any of the 
personal information of any of the consumers, and then notify the consumers 
themselves. Perhaps the only practical way to identify and notify these consumers 
would be to reverse engineer the advertising mechanisms and present notices 
("You have opted out") instead of ads after an initial ad is displayed (collecting their 
personal information and triggering the opt-out). 

"§ 999.315. Requests to Opt-Out ... (f) A business shall notify all third 
parties to whom it has sold the personal information of the consumer within 
90 days prior to the business's receipt of the consumer's request that the 
consumer has exercised their right to opt-out and instruct them not to 
further sell the information. The business shall notify the consumer when 
this has been completed." CCPA Proposed Regs § 999.315 (f) 

Businesses will have the limited ability to inform consumers of the possibility of 
opting back in where there is a transaction that requires the sale of personal 
information as a condition of completing the transaction. 

"§ 999.316 Requests to Opt-In After Opting Out of the Sale of Personal 
Information (a) Requests to opt-in to the sale of personal information shall 
use a two-step opt-in process whereby the consumer shall first, clearly 
request to opt-in and then second, separately confirm their choice to opt-in. 
(b) A business may inform a consumer who has opted-out when a 
transaction requires the sale of their personal information as a condition of 
completing the transaction, along with instructions on how the consumer can 
opt-in." CCPA Proposed Regs § 999.316 (a), (b) 

Otherwise, the affected businesses will have to start over with those consumers, 
not using their personal information until they each decide to opt back in on their 
own or wait 12 months to recontact them. 

The privacy tabula rasa will probably apply to many businesses outside of California 
that don't even suspect that the CCPA applies to them. The applicability of the 
CCPA pivots on the definition of "business". 

"1798.140. For purposes of this title: ... (c) "Business" means: (1) A sole 
proprietorship, partnership, limited liability company, corporation, 
association, or other legal entity that is organized or operated for the profit 
or financial benefit of its shareholders or other owners, that collects 
consumers' personal information, or on the behalf of which that information 
is collected and that alone, or jointly with others, determines the purposes 
and means of the processing of consumers' personal information, that does 
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business in the State of California, and that satisfies one or more of the 
following thresholds: 

(A) Has annual gross revenues in excess of twenty-five million dollars 
($25,000,000), as adjusted pursuant to paragraph (5) of subdivision 
(a) of Section 1798.185. 
(B) Alone or in combination, annually buys, receives for the business' 
commercial purposes, sells, or shares for commercial purposes, alone 
or in combination, the personal information of 50,000 or more 
consumers, households, or devices. 
(C) Derives 50 percent or more of its annual revenues from selling 
consumers' personal information .... " CCPA § 1798.140 (c) 

Note that the definition includes businesses that" ... [a]lone or in combination, 
annually buys, receives for the business' commercial purposes, sells, or shares for 
commercial purposes, alone or in combination, the personal information of 50,000 
or more consumers, households, or devices." (emphasis added). Because it says 
"alone or in combination", the numbers of consumers must be added to the 
numbers of households and the numbers of devices. 

A household means a person or group of people occupying a single dwelling. 
Assuming that most Californian's live in dwellings, then each consumer counts for 
two, not one - the consumer and the household. This means that it would only take 
the personal information of 25,000 to trigger the CCPA. 

1798.301 (h) "'Household" means a person or group of people occupying a 
single dwelling' 

Devices also must to be added in. Many people use multiple devices - cell phones, 
laptops, tablets, desk tops, digital assistant speakers, televisions, cars, 
thermostats, door bells, etc. If the average Consumer used 3 devices, that would 
bring the triggering number down to about 8,000. Don't forget about work 
computers. While there is an employee exemption to the CCPA, it applies" ... solely 
within the context ... " of an employee's " ... role". CCPA § 1798.145 (h). Arguably a 
work machine used by an employee to visit a social network or other personal web 
site would be outside the employee's role, and thus counted in the number of 
devices. Consequently, the real number of items from which person information is 
collected to trigger the CCPA is far fewer than 50,000 Consumers. 

To avoid the privacy tabula rasa, businesses would be wise to update their web site 
and privacy policy to adjust for opt-out notices per CCPA § 1798.120, § 1798.135 
and CCPA Proposed Regs § 999.306 and § 999.315. 
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Message 

From: 
Sent: 

To: 

CC: 

Lea Kissner [ 
12/6/2019 10:06:23 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Lea Kissner [ ] 

Subject: Comments on the proposed CCPA regulations 
Attachments: CCPA proposed regulations comments.pdf 

Thank you for the opportunity to submit comments on the proposed CCPA 
regulations. My name is Lea Kissner and I'm a privacy engineer. Until 
recently, I was the Global Lead of Privacy Technology for Google, the 
technical lead for privacy across the company, and worked there for 
over a decade on building security and privacy into products and 
infrastructure, working in close collaboration with the legal and 
policy teams. I am currently the chief Privacy officer of a startup, 
Humu. My PhD is in cryptography from Carnegie Mellon University and BS 
in EECS from UC Berkeley. I am a founder of USENIX PEPR: Privacy 
Engineering, Practice, and Respect, the first conference for privacy 
engineering in practice and a member of the Advisory Board for the 
International Association of Privacy Professionals (IAPP) Privacy 
Engineering Section. 

I suspect that few of these comments will come from privacy engineers 
who have run privacy programs and built privacy technology. I have 
experience developing and implementing policy and technical 
protections, in building privacy programs and systems in tech 
companies large and small. As such, I've learned a fair bit about how 
to make privacy work better and more smoothly. Good regulations are 
important to keeping users safe and their privacy intact, but the key 
to carrying through those ideas into practice is clarity and 
implementability. These comments are aimed at clarifying and modifying 
the regulations in order to maximize the strength of privacy and 
security protections for consumers in practice by making both privacy 
programs and system implementations robust. 

Please feel free to contact me any time with questions or for 
clarification; I've devoted my professional life to helping people 
build respect into their products and systems and am thus happy to 
help here. Thank you for your consideration. 

My comments are attached here. 

Thank you, 
Dr. Lea Kissner 
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t8 humu Humu, Inc. 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

humu.com 

Thank you for the opportunity to submit comments on the proposed CCPA regulations. My 
name is Lea Kissner and I'm a privacy engineer. Until recently, I was the Global Lead of 
Privacy Technology for Google, the technical lead for privacy across the company, and 
worked there for over a decade on building security and privacy into products and 
infrastructure, working in close collaboration with the legal and policy teams. I am currently the 
Chief Privacy Officer of a startup, Humu. My PhD is in cryptography from Carnegie Mellon 
University and BS in EECS from UC Berkeley. I am a founder of USENIX PEPR: Privacy 
Engineering, Practice, and Respect, the first conference for privacy engineering in practice 
and a member of the Advisory Board for the International Association of Privacy Professionals 
(IAPP) Privacy Engineering Section. 

I suspect that few of these comments will come from privacy engineers who have run privacy 
programs and built privacy technology. I have experience developing and implementing policy 
and technical protections, in building privacy programs and systems in tech companies large 
and small. As such, I've learned a fair bit about how to make privacy work better and more 
smoothly. Good regulations are important to keeping users safe and their privacy intact, but 
the key to carrying through those ideas into practice is clarity and implementability. These 
comments are aimed at clarifying and modifying the regulations in order to maximize the 
strength of privacy and security protections for consumers in practice by making both privacy 
programs and system implementations robust. 

Please feel free to contact me any time with questions or for clarification; I've devoted my 
professional life to helping people build respect into their products and systems and am thus 
happy to help here. Thank you for your consideration. 

Thank you, 

Dr. Lea Kissner 
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In 999.315(c), opt-out requests are allowed to come from "user-enabled privacy controls, such 

as a browser plug in or privacy setting or other mechanism". Anyone can create a mechanism, 
including a browser plugin, but without a well-designed standard they cannot function. Servers 
can only understand and honor requests made using an agreed-upon, standard protocol. No 
provision for a standard is made in the regulation. 

• Suggested change: modify to "that communicate or signal the consumer's choice 
using a standard protocol or mechanism" and list these standard mechanisms in 

further versions of this regulation or in an associated document. There should be a 
small number of these standards, ideally one; more complex code sadly means more 
bugs and more difficulty in testing. Privacy settings must be robust and should thus 
avoid these issues. 

• I would suggest that NIST or another organization experienced in standards could best 
handle the standards-making process. I would ask that you list standards to which 

companies should adhere. 

999.312(a) requires that all businesses operate a toll-free telephone number for requests to 
know and requests to delete. The CCPA in 1798.130(1a) as amended in AB-1564 specifically 
provides an exemption from this phone number requirement for online-only businesses which 
is not reflected in this regulation. Such an exemption is particularly important for online 
businesses which may operate in many languages. Having a web site available in a large 
number of languages is important to increase access to and understanding of that site's 

information and services. Translation for websites happens asynchronously: the text for the 
website is sent to translators who send back translations. In contrast, safely handling 
high-sensitivity real-time phone calls in many different languages is far more difficult and 
expensive, and is particularly prohibitive for small businesses. 

• Suggested change: modify to include the text of the exemption "A business shall 
provide two or more designated methods for submitting requests to know, including, at 
a minimum, a toll-free telephone number, and if the business operates a website, an 
interactive webform accessible through the business's website or mobile application. 

Other acceptable methods for submitting these requests include, but are not limited to, 
a designated email address, a form submitted in person, and a form submitted through 
the mail. A business that operates exclusively online and has a direct 
relationship with a consumer from whom it collects personal information shall 
only be required to provide an email address for submitting requests for 
information required to be disclosed pursuant to Sections 1798.110 and 
1798.115." 

999.336(a) states that "A financial incentive or a price or service difference is discriminatory, 
and therefore prohibited by Civil Code section 1798.125, if the business treats a consumer 
differently because the consumer exercised a right conferred by the CCPA or these 
regulations" where service difference includes "any difference in the level or quality of any 
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goods or se,vices offered to any consumer" This expansive phrasing can force websites to 

violate this provision in certain circumstances. For example, consider a website which uses a 
consumer's ratings of books to suggest new books to read, either to that consumer or to other 
consumers. When a consumer exercises their right of deletion over those ratings, the quality 
of recommendations will necessarily decrease as the ratings from the consumer who had 
requested deletion can no longer be included in the recommendation method; there is literally 
no way to avoid this decrease in quality caused by exercise of a consumer's right. This 

particular example does not encompass all reasonable services which will experience such 
contradictions, but does show a common pitfall. 

• Suggested change: 
o Add a third example in 999.336(c) to clarify that level or quality of goods or 

services can be defined with regards to the data which the user has not 
requested to be deleted: "Example 3: A website uses a consumer's ratings of 

books to suggest new books to read. If the consumer deletes some or all of 
their ratings, the quality of these recommendations may fall. If this fall in quality 
is reasonably related to the reduced quality and quantity of data on which to 
base recommendations, the differing quality is not discriminatory, because 
there is no way to simultaneously allow the consumer to exercise their rights 
and continue to provide the se,vice at the same quality and level." 

999.305(a1 b) requires that opt-out notice "Use a format that draws the consumer's attention to 

the notice and makes the notice readable". Some lawyers are reading this as requiring a 
European-style cookie banner. From a privacy user experience point of view, this would be 
inappropriate, as this is a notice, not a consent, which is going to be on (nearly) every 
website. Research shows that people get so used to notices like these that they will become 
effectively blind to them 1, at which point: (1) a site operator can add extra consent terms 
without them being appropriately considered by most consumers and (2) it robs effectiveness 
from one of the techniques we have to notify users of new, important information (e.g. a 
change in service or that their computer may be infested with malware). I would note that 
there is nothing in the text of the CCPA itself which requires drawing the user's attention in 
this fashion. 

• Suggested change: modify text to "Use a format that makes the notice clearly visible 
and readable". 

999.325(c) requires that "A business's compliance with a request to know specific pieces of 

personal information requires that the business verify the identity of the consumer making the 
request to a reasonably high degree of certainty, which is a higher bar for verification." This 
degree of certainty is similar to that imposed by the GDPR. We have seen the level of security 

1 Studies of blindness to warnings and dialogs include "Tuning Out Security Warnings: A Longitudinal Examination of 
Habituation Through fMRI, Eye Tracking, and Field Experiments" 
(https://neurosecurity.byu.edu/media/Vance et al. 2017 MISQ.pdf) , "Harder to Ignore: Revisiting Pop-Up Fatigue and 
How to Prevent It" (https://www .usenix.org/system/files/soups14-paper-bravo-lillo.pdf) 
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there is far too low; studies have shown it is simple to exploit, especially for a spouse or 
partner2

. Given that such abuse is far too common3
, we should avoid providing another 

avenue for technology-facilitated stalking4
. The balancing control of requiring a signed 

declaration under penalty of perjury will not stop the vast majority of such stalkers; they are 
already using an assumed identity, which renders any requirement to attest to identity nearly 
meaningless. 

• There is no simple change here. We frankly do not know how to authenticate 
otherwise unauthenticated people. The CCPA and GDPR have shown that there is 
keen interest in making information more available (as it should be); give academics 
and privacy engineers time (and potentially funding) to work on finding better solutions 
while protecting the security and privacy of consumer by requiring a "high degree of 
certainty". 

999.317(e) requires that "Information maintained for record-keeping purposes shall not be 
used for any other purpose." However, there are critical operational uses of this data that use 
what are effectively the same records; these operational tasks are required to run one of 
these programs at scale: number and type of requests (for determining required levels of 
staffing), turnaround time (to monitor compliance with required timeframes), outcomes (as a 
warning indicator of issues with the identity validation process5

), etc. Disallowing use of 
record-keeping records from operational use means that people will keep two copies of the 
same records. This might seem trivial, but keeping multiple sets of records will lead to errors 
either in creating the records, keeping them consistent, and in minimizing appropriate 
retention. 

• Suggested change: modify text to "Information maintained for record-keeping purposes 
may be used for purposes of running, improvement, and measurement of the 
privacy program, but shall not be used for any other purpose." 

999.312(f) requires that "If a consumer submits a request in a manner that is not one of the 
designated methods of submission, or is deficient in some manner unrelated to the verification 
process, the business shall ... " largely, treat it like a request submitted through the normal 
channels. However, sometimes consumers will sometimes submit requests in a way that may 
reasonably not be received (e.g. sent to the wrong company, to an invalid email address, or 
even potentially put on a billboard) or recognized (e.g. written in a language in which the 
company does not customarily do business, or simply incomprehensibly). In addition, 

2 Studies of subject access request security failures include "Personal Information Leakage by Abusing the GDPR's 'Right 
of Access"' (https://www.usenix.org/conference/soups2019/presentation/dimartino), "GDPArrrrr: Using Privacy Laws to 
Steal Identities" 
(https ://www. blackh at. com/us-19/briefings/sched u le/index. html#gd parrrrr-using-privacy-laws-to-steal-ide ntities-14526) 
3 Approx. 6% of women in a particular 12-month period alone, as measured by the CA Department of Public Health. 
(https://www.cdph .ca.gov/Programs/CCDPHP/DCDIC/SACB/Pages/DomesticViolencelntimatePartnerViolence.aspx) 
4 https://nnedv.org/latest update/technology-facilitated-stalking/ 
5 If the rate of successfully-validated identities suddenly drops to near-zero, there may be an issue in the identity validation 
process or technology which is causing validation to fail erroneously, or there may be an onslaught of attackers attempting 
to fool the identity validation. Outcome data is key to monitoring for anomalies like this. 
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consumers may send requests in a way which compromises their security. When I worked at 
Google, people would insist on sending me personally requests having to do with their 
account, without understanding - quite naturally - that the protections afforded to their email 

sent to me were very different from those of our official request submission mechanism. As a 
privacy and security engineer, I was not comfortable with having identity checks go through 
my email account, where they would be retained in line with our corporate email retention 
rules, rather than through the identity verification forms, where data could be thoroughly 
deleted as soon as practicable. 

• Suggested change: modify text to "If a consumer submits a comprehensible, directly 
received request in a manner that is not one of the designated methods of 
submission, or is deficient in some manner unrelated to the verification process, the 
business shall ... " and add option (3): "If the submission method is insecure or directed 
to personnel who are not trained to handle requests under the CCPA, provide the 
consumer with specific directions on how to submit a secure request." 

999.308(a2e) requires "Be available in an additional format that allows a consumer to print it 
out as a separate document." If the privacy policy prints out well already, why require an 
additional format? Having more than one copy of anything makes it far easier to end up with 
accidental inconsistencies, where one is edited but not the other. 

• Suggested change: modify text to "Be available in a format that allows a consumer to 
print it out as a document." 

999.305(a2d) requires accessibility for a privacy notice or "At a minimum, provide information 
on how a consumer with a disability may access the notice in an alternative format." If that 
information about how to reach the alternative format is not itself accessible, then how will the 
consumer with a disability find it? 

• Suggested change: modify text to "At a minimum, provide accessible information on 
how a consumer with a disability may access the notice in an alternative format" 

In conclusion, these regulations have several places in which they can be changed to better 
support a clear, implementable technical program which better protects the privacy and 
security of consumers. 

Thank you for this opportunity to submit comments and for your consideration. Please contact 
me for any additional questions or clarification. Privacy engineering allows us to build more 
robust and complete privacy protection; I believe that stronger regulations can be built in 
tandem with these technical protections and am dedicated to supporting this. 
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Message 

From: 

Sent: 

To: 

Subject: 

Hoisington, Michael J. [ 

12/6/2019 9:17:10 PM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Comments related to the California Consumer Privacy Act (CCPA) Draft Regulations 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

1. Timing of Implementation. More time is needed before the CCPA enters effect.

• The Regulations are still in draft form less that a month before the Act is scheduled to go into effect.

• The Regulations are complicated and confusing and additional time must be spent to address these

concerns.

• Additional materials need to be developed to assist businesses in complying with the Act, such as

exemplar notices, signage and procedures.

• Businesses need plenty of lead time to understand the CCPA and Regulations, generate the documents

and procedures to comply, set up training for employees and management.

• At least a 12 - 24 month delay until January of 2021 or 2022.

2. Definitions. There are numerous terms used in the CCPA and the Regulations that should be defined -

in the context of the CCPA/Regulations - for clarity.

Examples: In the context of Regulations Section 999.313 (c)(3), what is meant by

"substa ntia I"? "unreasonable"?

3. It is difficult to interpret Regulations Section 999.313(c)(4) "a business shall not at any time disclose a

consumer's social security number, driver's license number or other government -issued identification

number, financial account number, any health insurance of medical identification number, an account

password or security questions and answers." Does that mean even to the original consumer? That should be

clarified.

4. Guidance is required on how businesses can deal with loyalty programs within the parameters of the

CCPA Regulations Section 999.336 discriminatory prohibitions. Valuation (reasonable value) should be

simplified in Regulations Section 999.337. If a consumer chooses to opt out of a loyalty program, or to delete

his/her data, how does the business still offer incentives considering the consumer has exercised a right

provided in the CCPA? The example provided in the draft Regulations does not make sense. The exchange of

the consumer's email for a discount is a logical exchange - and, if there is a request to know, of course it

makes sense that that would not affect the discount. However, if the consumer opts out or deletes his/her

data, it is nonsensical to expect that the consumer could continue to receive the discount - that is not fair to

the business or the other consumers who have provided something of value in exchange for the

discount. This section needs further thought and editing.

5. Notice requirements need to be simplified to one type of notice, displayed in one place. Probably a

website is the best solution. It is difficult to figure out how best to comply with notice requirements in the

Regulations.
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6. The AG should be looking for ways to work with businesses that are required to comply with the Act to 
make it easy to do so and so that they are not punished if they make mistakes in attempting good faith 
compliance with the Act and Regulations. 

7. When denying a request know or delete, how specific does the reason provided to the requester have 
to be? This could vary from "we are unable to verify your identity" to "we are unable to verify your identity 
based on a mismatching name, account number and/or address." What will be specific enough to comply 
with the Regulations? 

8. The CCPA should make exemptions related to other laws protecting personal information crystal clear 
in the Regulations and consider all such other laws in creating such exemptions. 

9. The CCPA and/or the Regulations should define what "reasonable security procedures" means so there 
is a clear standard that can be understood and adhered to by all. See CCPA Section 1798.150 (a)(l). 

HIGGS FLETCH E MACK 
C LEBAATING 80 YEARS 

Submitted by Michael Hoisington, Esq. 
Higgs Fletcher & Mack LLP 

401 West A Street, Suite 2600 
San Diego, CA 92101 

Michael J. Hoisington 
Attorney at Law 

Phone 
Fax (619) 696.1410 
Email 

401 West A Street, Suite 2600, San Diego, CA 92101 

www.higgslaw.com 

Please read the legal disclaimers that govern this e-mail and any attachments. 

TAX ADVICE: A'!)) federal tax advice contained in this communication (including attachments) is 
not intended or written to be used, and cannot be used, for the purpose of avoiding penalties under 
the Internal Revenue Code or promoting, marketing, or recommending aJW transaction or matter 
discussed herein. 
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Message 

From: Anna C. Westfelt [ 

Sent: 12/6/2019 8:48:37 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Derek Schwede [ ; Todd Smithline [ 

Subject: Comments to CCPA Implementing Regulations 

Attachments: Comments to CCPA AG Implementing Regulations.pdf 

On behalf of a working group of in-house and law firm attorneys listed in the attached letter, we respectfully submit 
these comments regarding the Attorney General's CCPA Implementing Regulations. 

Very truly yours, 

Anna Westfelt, Gunderson Dettmer Stough Villeneuve Frank lin & Hachigian, LLP 
Derek Schwede, Smithline PC 
Todd Smithline, Smithline PC 

Anna C. Westfelt 

(j GUNDERSON DETTMER 

Gunderson Dettmer Stough Villeneuve Franklin & Hachigian, LLP 
550 Allerton Street 
Redwoo�63 
Phone: --1 Fax: 650-618-3267 

I www.qunder.com 

This email and any attachments may contain private, confidential and privileged material for the sole use of the intended recipient. If 
you are not the intended recipient, please immediately delete this email and any attachments. 
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G~ G U N DE RS ON D ET TM ER 

December 6, 2019 

By email to privacyregulations@doj.ca.gov 

With a copy to: 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Comments to the Attorney General's CCPA Implementing Regulations 

Dear Sir/Madam: 

SILICON VALLEY 
ANN ARBOR 

BEIJING 
BOSTON 

LOS ANGELES 
NEW YORK 
SAN DIEGO 

SAN FRANCISCO 
SINGAPORE 

On behalf of a working group of California and national in-house and law firm attorneys, 
organized by Smithline PC, we thank you for the opportunity to submit comments regarding the 
Attorney General's CCPA Implementing Regulations (California Consumer Privacy Act 
Regulations (Stats. 2018, Ch.55 [AB 375], as amended by Stats. 2018, Ch. 735 [SB1121])) (the 
"Implementing Regulations"). 

We support the Attorney General's stated goal of providing clarity and specificity to assist in the 
implementation of the CCPA. For the reasons set forth below, we believe that in their current 
form, the draft Implementing Regulations will not achieve the stated goal, and in many cases 
risk introducing additional uncertainty for businesses and service providers seeking to comply 
with the CCPA. 

Further, we believe that, while this uncertainty will hamper companies of all sizes, it will 
disproportionately impede (and create barriers to entry for) innovative smaller companies vis-a
vis their larger incumbent competitors who already have the money, legal resources, and legacy 
databases necessary to move forward despite the uncertainty. 

With this in mind, we have outlined below our proposed rev1s1ons to the Implementing 
Regulations. These clarifications address ambiguities in the CCPA and the draft Implementing 
Regulations, and aim to provide more concrete guidance to companies on how to comply with 
the CCPA. 

GUNDERSON DETTMER STOUGH VILLENEUVE FRANKLIN & HACHIGIAN, LLP 

550 ALLERTON STREET, REDWOOD CITY, CA 94063 / PHONE: 650.321 .2400 / FAX: 650.321.2800 
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I. 

A. 

B. 

C. 

D. 

E. 

II. 

TABLE OF CONTENTS 

Issue Para. Ref. 

Opt-In Consent for New Purpose 11 CCR§ 999.305(a)(3) 

Service Providers 11 CCR§ 999.314 

Compliance with Browser Opt-Out Signals 11 CCR§ 999.315(c) 

Responding to Consumer and Agent Requests 11 CCR §§ 999.313 and Article 4 

Compliance Concerns Not Addressed in Current N/A 
Draft of Implementing Regulations 

PROPOSED AMENDMENTS AND REQUESTS FOR CLARIFICATION 

A. Opt-In Consent for New Purpose - 11 CCR§ 999.305(a)(3) 

§ 999.305{a){3}: [Comment: AG should not introduce new requirements exceeding the scope 
of the CCPA] 

1. Background: § 999.305(a)(3) provides that explicit consent is required for a business to 
use a consumer's personal information for any purpose other than those disclosed in 
the notice at collection. 

2. Comment: This provision creates a new consent requirement for certain processing of 
personal information that a business initially performed legally on a notice basis (with 
no consent required). § 1798.100 of the CCPA expressly states that "A business shall not 
... use personal information collected for additional purposes without providing the 
consumer with notice consistent with this section." As such, this provision in the 
Implementing Regulations is in direct conflict with, and significantly exceeds the scope 
of, the CCPA, even though it was not introduced through the appropriate legislative 
process. 

Additionally, this provision does not increase privacy protections for California 
consumers. Instead, it incentivizes businesses to create over-broad, lengthy privacy 
notices covering every potential "purpose" and use of personal information they may 
consider in the future, leaving California consumers without meaningful and readable 
disclosures about how businesses use their personal information. This directly conflicts 
with the requirement in § 999.305(a)(2) to have a notice at collection that is "easy to 
read and understandable to an average consumer." 

2 

CCPA_ 45DAY _01086 

LuongH
Line

hannahfolsomchan
Typewritten Text
W142-1



3. Request: We request the Attorney General reverse this material expansion of the scope 
of the CCPA and remove subsection (a)(3), or, alternatively, clarify that the express 
consent to a different purpose only applies when the initial processing was consent
based. To the extent the Attorney General believes there needs to be a requirement for 
consent-based processing of personal information in certain circumstances, that change 
should be made directly through the legislative process. 

B. Service Providers - 11 CCR § 999.314 

Subsection (a): [Comment: Vast Expansion of Scope of Service Providers] 

1. Background:§ 999.314(a) provides that a "person or entity" is still a "service provider" if 
it (1) provides services to a "person or organization" that is not a business and (2) 
otherwise meets the "service provider" definition. The Initial Statement of Reasons for 
these changes focuses on non-profit and government entities as potential non-business 
service recipients. For context, under the statute a "business" or "service provider" must 
be an entity ("sole proprietorship, partnership, limited liability company, corporation, 
association, or other legal entity ... ") and an entity is a service provider only if it provides 
services to a "business" as defined by the statute.(§§ 1798.140(c)(1) and (v)) 

Comment: The Attorney General's proposed regulations raise two important issues. 
First, this provision expands the definitions of "service provider" and "business" to 
include individuals in addition to legal entities. Second, in addition to non-profits and 
government entities, this would capture for-profit companies that do not meet the 
CCPA's criteria for a business. The proposal exceeds the scope of the statute and 
imposes contractual obligations and potential liability on service providers for whom 
there is no corresponding "business". The effects would fall especially on service 
providers to small businesses (who are likely small businesses themselves). 

2. Request: We request the Attorney General reverse this material expansion of the scope 
of entities that qualify as service providers. To the extent the Attorney General believes 
other for-profit entities should be covered as businesses, that change should be made 
directly through the legislative process. 

Subsection (c): [Comment: AG Should Not Overrule Statute's "Reasonably Necessary and 
Proportionate" Standard] 

1. Background: § 999.314(c) prohibits a service provider from using one customer's 
personal information "for the purpose of providing services to another person or 
entity." The sole exceptions relate to security, fraud and illegal activity. In explaining this 
new rule, the Attorney General states that other uses across businesses would be 
"outside the bounds of a 'necessary and proportionate' use of personal information" 
under the statute's standards for a permitted business purpose. (See§ 1798.140(d)) 
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2. Comment: 

a. General. We support the Attorney General's goal of providing clear guidance for 
a complex statute. We are concerned, however, that the proposed regulation 
exceeds the scope of the statute and could have serious unintended 
consequences for California technology companies and consumers. 

b. Standard Industry Practice. Enterprise businesses frequently authorize service 
providers to use personal information to build, support and improve the services 
they provide. These activities are essential to technology development and 
benefit businesses, service providers and consumers. For instance, a service 
provider might use personal information provided by a business internally for 
feature optimization, troubleshooting bugs, or training algorithms that benefit all 
customers. (In modern product architecture, using only de-identified information 
for these purposes may be insufficient.) 

c. Part of the Service. These activities are expected as part of the service provider 
providing its service as requested by customers. Under the CCPA, they may 
certainly constitute "reasonably necessary and proportionate" business purposes 
within the service context. (§ 1798.140(d)) By way of analogy, the GDPR uses a 
balancing test of "legitimate interest" rather than predetermining all permitted 
uses of personal information. 

d. Respect for Private Contract. Businesses are sophisticated parties and the data 
rights they grant service providers depend on the services involved. Their private 
contracts should be respected, provided the contracts otherwise comply with 
the CCPA and businesses meet the CCPA's requirements in collecting personal 
information. The proposed regulation could void existing contracts and cause 
many enterprise Saas services to become arguably "non-compliant" overnight 

under a rule that, by definition, refuses to even allow consideration of the nature 
of the parties, data or services involved. Note further in this context that most 
Saas providers operate on a "single build" model, so any product changes 
implemented in response to this proposed regulation would likely de facto be 
extended to all users in all jurisdictions. 

e. Unneeded Change. Subsection (c) is unnecessary and appears to conflict with the 
statute. The statute already prohibits the service provider's use of personal 
information for "commercial purposes" outside of the service context, while also 
expressly allowing use for the service provider's "business purposes." This fact
based standard accommodates a variety of service types and relationships. 
(§ 1798.140(d) and (v)) 

f. Exceeds Statutory Authority. The proposed regulation upsets that statutory 
balance, introducing a vague rule that certain uses of data could never be 
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"reasonably necessary and proportionate", regardless of circumstances. No 
authority is cited for this sweeping change and none is evident. 

g. Unintended Consequences. The scope of subsection (c) is unclear. However, a 
blanket prohibition on using personal information for service improvement (if 
that is the regulation's intent or effect) would have no precedent at law, would 
disrupt technological and economic development, and runs contrary to industry 
practice and freedom of contract. While sector-specific statutes may impose 
restrictions on specific regulated information (e.g., financial, health or student 
data), the CCPA applies broadly to all personal information. It must remain 
flexible enough to apply across all industries and over time. 

3. Request: We request that the Attorney General modify subsection (c) as follows: 

a. Clarify that, when authorized by the business, a service provider may internally 
use personal information provided by a business to build, support or improve the 
service provider's services and for other permitted business purposes. 

b. Alternatively, remove subsection (c). 

These clarifications would protect consumers' privacy interests and provide much-needed 
clarity in the marketplace, while enabling the continued technology development on which 
California companies and millions of consumers rely. 

§ 1798.140 of Statute: Definition of "Service Provider" vs. "Third Party" [Comment: Need to 
Separate Service Provider and Third Party] 

1. Background: The CCPA creates two types of parties that process personal information 
under contract with a business: "service providers" and persons who are not "third 
parties" (to whom we refer as exempt third parties). While similar, each has different 
rights and obligations, creating confusion in the marketplace as to what contractual 
terms are required.(§ 1798.140(v) and (w)) 

2. Request: We request clarification of the relationship between service providers and 
exempt third parties, and specifically, confirmation that those who are "service 
providers" need not also be characterized as exempt third parties. 

§ 1798.lSS{a) of Statute: Seeking Opinion of Attorney General [Comment: Service Providers 
May Also Seek Opinion] 

1. Background: The CCPA provides that "Any business or third party may seek the opinion 
of the Attorney General for guidance on how to comply with the provisions of this title." 
(§ 1798.lSS(a)) Service providers are not expressly mentioned, but also have legitimate 
reasons to seek the Attorney General's opinion regarding compliance. 
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2. Request: Add service providers to the parties that may seek the Attorney General's 
opinion under § 1798.lSS(a). The ability of a service provider to clarify its compliance 
obligations will benefit it, the businesses it deals with and consumers. 

C. Compliance with Browser Opt-Out Signals - 11 CCR§ 999.315k) 

§ 999.315{c): [Comment: AG should not introduce new requirements exceeding the scope of 
the CCPA] 

1. Background: § 999.315(c) states that a business shall treat user-enabled privacy 

controls, such as a browser plugin or privacy setting or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the sale of their personal 
information as a valid request for that browser or device, or, if known, for the 
consumer. 

2. Comment: Pursuant to the California Online Privacy Protection Act ("CalOPPA"), website 
operators are required to state how they respond to "Do Not Track" browser signals, 
but are not required to implement technology changes to recognize and honor such 
signals. The requirement in the Implementing Regulations for businesses to be 
technically able to recognize and comply with "Do Not Sell" browser plugins or other 
browser privacy settings is a new, onerous requirement that exceeds the scope of the 
CCPA and existing California law. There is currently no standardized protocol for "Do Not 
Sell" browser requests or controls that businesses can reasonably identify and comply 
with, and any new requirement for businesses to recognize and honor browser signals 
and plugins needs to be addressed through the California legislative process. 

3. Request: Amend § 999.315(c) to state that businesses are required to state in their 

privacy policy if and how they respond to "Do Not Sell" browser signals or settings, and 
if a business is unable to comply with such signals, it shall specify other available 
methods of submitting a "Do Not Sell" request as set forth in§ 999.315(a). 

D. Responding to Consumer and Agent Requests - 11 CCR§§ 999.313 and Article 4 

§§ 999.313 and Article 4: [Comment: Need certainty on a business' liability when responding 
to consumer requests, including when dealing with an "authorized agent"]: 

1. Background: The Implementing Regulations provide general guidance regarding a 
business' response to consumer requests in a variety of circumstances, depending on 
the type of request, the sensitivity of information involved, the degree of certainty 
required for verification and whether the request is made by a consumer, household 
member or authorized agent. 

2. Comment: These guidelines inherently require a business to undertake a fact-based 

inquiry and exercise good-faith discretion. This leaves open the question of whether a 
business acting in good faith could be exposed to liability if it discloses or deletes 
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information in response to a request that is later determined to be fraudulent. The 
concern is heightened for requests from putative authorized agents. Even if the 
Secretary of State maintains a registry of authorized agents, it may be difficult for 
businesses to validate that a particular agent is truly authorized by a particular 
consumer, considering that consumer permissions or agent communications each may 
be forged. Since the GDPR took effect, EU businesses have been overwhelmed by 
automated, large-scale data subject requests through third party agents, often including 
fraudulent requests seeking to obtain data subjects' identity information or introduce 

phishing malware via suspicious links. Given technical limits and the sophistication of 
on line crime, there is no fail-safe guarantee against fraud. 

Businesses may reasonably be concerned about potential exposure under the CCPA or 
other laws based on their mistaken response to a consumer request. Without further 
clarity, businesses are left with a Hobson's choice: they will either tend not to disclose or 
delete the requested information without complete certainty of the request's validity 
(frustrating the consumer interests the CCPA is designed to protect) or they will risk 
potential liability for good faith disclosures in response to requests later determined to 
be fraudulent. 

3. Request: We request that the Attorney General create a liability safe harbor for 
businesses: a business shall not be liable if, in response to a consumer or authorized 
agent request, it discloses or deletes information in good faith in accordance with a 
documented verification method reasonably designed to comply with the Implementing 
Regulations. We also request that the Attorney General provide further guidance 
regarding the proof a business is required to seek in order to verify that a particular 
agent is authorized by a particular consumer. 

E. Compliance Concerns Not Addressed in Current Draft of Implementing Regulations 

Website Cookies Shared with Third Parties: 

1. Background: A common practice for businesses engaged in behavioral or interest-based 
advertising is the use of cookies placed on website visitors' devices and subsequently 
sent to third parties in exchange for information about such website visitor. Neither the 
CCPA nor the Implementing Regulations provide guidance on how to ensure compliance 
with respect to this common practice. 

2. Request: We ask that the Attorney General provide clarity on whether the use of 
website cookies shared with third parties constitutes a "sale" of personal information 
pursuant to the CCPA. 

Personal Information in User-Generated Content: 

1. Background: Many websites and mobile applications allow for the uploading of 
significant amounts of user-generated content, which content is provided at the 
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discretion of the user. Sometimes the uploaded content includes personal information 
of consumers other than such user; however, the business (a) may have no way of 
knowing that such personal information has been included in uploaded content and (b) 
in any case, has no contact information or relationship with a consumer whose personal 
information may be so included in the content of uploading user. 

2. Request: We ask that the Attorney General provides clarity on how to comply with the 
CCPA with respect to personal information that may be included in user-generated 
content. The business typically will not have contact information for the consumer 
whose personal information may be included in the content of a user (and may not be 
aware that such personal information is included in uploaded content), and, accordingly, 
the business cannot provide a privacy notice or notice at collection directly to such 
consumer. 

In particular, we would welcome clarification from the Attorney General that having the 
required notice and privacy policy prominently posted or referenced on the business' 
website or mobile application, as applicable, is sufficient for this common use case. 

Thank you for your consideration of these comments. We appreciate the opportunity to 
provide ideas and information to assist in the process of clarifying the CCPA compliance 
obligations. 

Note: The opinions and views expressed in these comments are those of the individual 
attorney authors and do not necessarily reflect the opinions or views of any such attorney's 
employer or client. Affiliations are provided for identification purposes only. 

Very truly yours, 

al;\JAA, Wt-sf6Jf 
Anna Westfelt 
Of Counsel 
Gunderson Dettmer Stough 
Villeneuve Franklin & 
Hachigian, LLP 

Derek Schwede 
Principal 
Smithline PC 
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Associate General Counsel - IP, Product 
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Gabriel M. Ramsey 
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Crowell & Moring LLP 

David Mitchell 
VP, Legal 
Demandbase, Inc. 
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Vikki Nguyen 
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Diane Nahm 
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RealtimeBoard, Inc. dba Miro 

Brandon Wiebe 
Senior Corporate Counsel 
Segment.io, Inc. 

Lisa Babel 
General Counsel 
StreamSets, Inc. 
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Division Counsel 
Trimble Inc. 

Jeffrey L. Poston 
Partner 
Crowell & Moring LLP 

Lee Matheson 
Associate 
Crowell & Moring LLP 

Elaine Tan 
Sr. Manager, Compliance 
Demandbase, Inc. 

Xavier Le Hericy 
Chief Privacy Officer 
New Relic, Inc. 

Mark Kahn 
General Counsel and VP of Policy 
Segment.io, Inc. 

Audrey Kittock 
Corporate Counsel 
Segment.io, Inc. 

Diana Olin 
Assistant General Counsel 
Sumo Logic, Inc. 
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To: 

CC: 
Subject: 

Attachments: 

Paul Jurcys [ 
12/7/2019 12:16:39 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Markus Lampinen [ ] 

Comments to CCPA Regulations I Prifina 
CCPA Comments-PRIFINA.pdf 

Dear Privacy Regulations Coordinator, 

Please find the Comments to the proposed Draft Privacy Regulations. 

Sincerely, 

Paul Jurcys 

Paul Jurcys, LL.M. (Hmvard), Ph.D. 
Co-Founder I Prifina 
1 Market St., San Francisco 
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PRIFINA 

Dr. Paul Jurcys and 
Markus Lampinen, 
on behalf of Prifina, Inc. 

1 Market Street, 

Spear Tower, Suite 3600 
San Francisco, CA 94105 

Email: 
policy@prifina.com 

December 6, 2019 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Email: PrivacyRegulations@doj.ca.gov 

Comments to the Proposed Chapter 20, of the California Code of 
Regulations (CCR) concerning the California Consumer Privacy Act (CCPA) 

Dear Attorney General X. Becerra, 

Prifina Inc. is pleased to have the opportunity to respond to the request for 

comments on the California Consumer Privacy Act and the proposed Regulations. 

We would also like to thank the Office of the Attorney General for making it possible 

for various interested parties to express their views. 

Prifina appreciates the work that the Office of the Attorney General has done in 

providing more clarity as well as practical guidelines as to the implementation of the 

CCPA. The CCPA entitles consumers to access, delete and opt-out from the sale of 

their personal information. More generally, the CCPA and these Regulations provide 

a significant step forward in protecting consumer privacy and paving the way 

towards more user-controlled data privacy framework. We admire that the Office of 

the Attorney General has taken a firm stance to protect consumers' rights related to 

data privacy while also maintaining fair, orderly and efficient functioning of the digital 

market. As an active participant in developing more transparent and balanced data 

models, we share the goals enshrined in the CCPA and the Regulations. We 

encourage the AG to implement the CCPA in a manner that emphasizes 

transparency and certainty for various stakeholders while also leaving room for the 

growth, evolution, and vibrancy in the data privacy field. 

Should you have any questions, please do not hesitate to contact us. 

Sincerely yours, 

Paul Jurcys and Markus Lampinen 
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About Prif i na 
Prifina is a San Francisco-based company building user-centric tools that help individuals gain 
control of their personal data and get tangible value from it. 

Prifina is witnessing how various technological, political and commercial factors drive the 
change in the data market. In Europe, although imperfect, the General Data Protection 
Regulation (GPDR) was drafted and implemented in order to give individuals access to and 
control of their data. The adoption of the CCPA and increasing demands from consumers, 
buttressed by technological innovation, signal a clear shift in the United States towards 
user-controlled data models. This transition towards user-controlled data models is already 
affecting companies that are looking for ways to better comply with the requirements of data 
privacy regulations such as the CCPA and GDPR, not to mention companies that see the 
user-controlled data model as an opportunity. A wide variety of companies recognize the 
opportunity in user-controlled data solutions which are starting to shape how companies 
approach the business need to make their services more personalized and relevant to their 
customers. 

Prifina's interest in the CCPA is simple: we want individuals to have access to their data in a 
manner and in a form that is useful to them, while also allowing businesses access to the 
information that is relevant to their businesses and their customers. We believe there also exist 
opportunities for novel regulatory technologies and solutions, that can leverage advances in 
user-centric data models giving regulatory agencies better data and channels at their disposal. 
We would welcome common-sense regulation in California that serves as a template for the 

rest of the country. 

Below, we discuss some key characteristics that we believe are necessary for effective 
regulation of data privacy and consumer rights for California as a leader in this field. 

Comments on the Draft Regulations 

1. Notice of a Financial Incentive 

Prifina suggests that the following modification the proposed wording of § 999.307(a)(1) is 
made as follows: 

"1) The purpose of the notice of financial incentive is to explain to the consumer each 
financial incentive or price or service difference a business may offer in exchange for the 
access, retention or sale of a consumer's personal information so that the consumer 
may make an informed decision on whether to participate." 
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This suggestion to include "access" to personal information would benefit both businesses and 
individuals as the data collection models are becoming more user-centric. Businesses are 

starting to look into possible ways to minimize the amount of raw data they own, and one of 
the possible alternatives is to access the data which is held by consumers themselves. 
Accordingly, it is suggested that the wording of§ 999.307(a)(1) be modified so that businesses 
would indicate financial incentives in cases where the business is seeking to access personal 
data from the consumers directly. 

2. Responses to Consumers' Requests to Know 
§ 999.313(c)(9) of the Regulations mandates the businesses to provide personalized responses 
to consumers' requests to know. Besides, § 999.313(c)(11) requires that businesses' response 
to the consumers' requests to know are offered "in a manner that provides consumers a 
meaningful understanding" of the information requested. This section of the Regulations aims 
to specify Section 1798.1 OO(d) of the CCPA which provides that "[t]he information may be 
delivered by mail or electronically, and if provided electronically, the information shall be in a 
portable and, to the extent technically feasible, readily useable format that allows the consumer 
to transmit this information to another entity without hindrance." 

Prifina would like to point out that requests to know should be fulfilled by providing data in a 
manner which is not only easy to understand to the consumers but also in a form and standard 
which is universally accepted in the market. Prifina notes, that at the time when these 
Comments are submitted, there is no single market-wide standard with regard to the format in 

which customers' data is provided to the customers. In fact, businesses' responses to 
customers' requests to know are offered in multiple different formats (excel sheets, .zip 
archives, JSON, etc). 

In order to facilitate data portability, the Attorney General could use this opportunity to clarify 
the notion of "meaningfully understandable manner" of the responses to requests to know and 
make data sharing more efficient. 

Therefore, Prifina proposes that the Regulations specify a requirement that such responses to 
consumers' requests to know should provide data in a (i) structured, (ii) commonly used, (iii) 
machine-readable, and (iv) interoperable format. Prifina is of the opinion that these four 
requirements should be treated as minimum requirements: they should be sufficient for 
achieving the goals of data portability and empowerment of the individuals with their data. 
Furthermore, these found minimum requirements should give enough flexibility for businesses 
to come up with interoperable data format solutions without superimposing them with a costly 
task of setting uniform data compatibility standards. 
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3. Consumers' Requests to Provide Data to Third Parties 

An ecosystem, based on the principle of the free flow of data, would benefit if the Regulations 
enable the individual to instruct the business to whom the request is made to send the 
consumer's data to a third party. For instance, the consumer should be able to instruct its 
financial institution to release some information to a potential landlord. Such a possibility is not 
set forth in the CCPA, but it will be an important feature of a user-consent based data 
portability framework in the future. 

4. Timely Responses to Consumers' Requests 

§§ 999.313(a), 999.313(b), 999.31 S(e) and 999.31 S(f) of the Regulations provide certain periods 
during which the businesses have to respond to the consumers' requests to know, delete and 
opt-out. These periods range from 10 days to 90 days from the time when the request is 
received. 

Prifina team can hardly conceive a situation where more than 30 days are needed to comply 
with the consumer's request to provide the data. From a consumer perspective, waiting for 
personal data for three months is completely unreasonable and defeats the purpose of data 
portability. It should be emphasized that at the time when these Comments are submitted, the 
biggest data silos usually respond to consumers' requests to provide personal data within one 
or two days. Therefore, if a business needs extensive time to fulfill customers' requests, that 
suggests there is no adequate process for handling consumer data requests in place. We 
believe that most requests to know should be able to be processed automatically; the 
responses should be made nearly immediately, or within a period of several days at the latest. 

Therefore, Prifina team recommends the Attorney General prioritize data portability and 
demand that businesses implement technology measures to process the requests to know. 
The default standard period of time for processing data requests should be "nearly immediate". 

5. Estimating the Value of Customer Data 

Section 1798.125(a)(2) of the CCPA provides that business can charge a consumer a different 
price or rate, or provide a different level or quality of goods or services to the consumer, "if that 
difference is reasonably related to the value provided to the business by the consumer's data." 
§ 999.337 of the Regulations lists seven methods which business must use in determining the 
value of customer data. All of those proposed methods for calculation of customer data are 
based on the variables that focus on the value that the business generates from that data. 
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Prifina suggests that the proposed Regulations should include the requirement to consider how 
much value customers attach to their personal data. Some helpful methods for estimating how 
customers value their private data could be found in the most recent academic literature.1 One 
of the pertinent areas of research focuses on the so-called "endowment effect" in different 
settings.2 In order to assess the personal value of their data to consumers, those findings 
suggest looking into two factors: (a) how much consumers would be willing to pay for keeping 
their data private ("Willingness-to-Pay"); and (b) how much consumers would be willing to 
accept for giving away their private data ("Willingness-to-Accept"). Economists who conducted 
empirical studies using these benchmarks of willingness to pay and willingness to accept in 
data privacy settings have found that individuals value their data much more than businesses 
(from 200% to 1800% more).3 Therefore, Prifina suggests that the proposed § 999.337 of the 
Regulations should require business to adopt scientifically proven methods that help estimate 
how much certain data is worth to consumers themselves. 

6. Notice of Right to Opt-Out 

§ 999.306 of the Regulations provides a framework for implementing notices of the right to 
opt-out of sale of personal information. Furthermore, § 999.306 (e) suggests that that the 
Attorney General will propose a standard opt-out button or logo which may be used in addition 
to posting the notice of right to opt-out. 

Prifina would like to suggest that the Attorney General aim to ascertain that the opt-out 
mechanism is consumer-friendly and does not require more time or effort than the opt-in 
procedures. From a technological point of view, the opt-out process should be as smooth and 
frictionless as opt-in and from a usability point of view it should be seamless and 
understandable for the individual. 

1 Angela G. Winegar, Cass R. Sunstein, 'How Much Is Data Privacy Worth? A Preliminary Investigation', 
forthcoming, Journal of Consumer Policy, available at: 
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3413277. 
2 Daniel Kahneman, Jack L. Knetsch, Richard H. Thaler, 'Experimental Tests of the Endowment Effect 
and the Coase Theorem', The Journal of Political Economy, Vol. 98, No. 6 (Dec., 1990), pp. 1325-1348 
3 See Note 1 above. 
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Message 

From: 
Sent: 

To: 

CC: 

Victoria Sheckler [ 
12/6/2019 10:39:07 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: comments to proposed regulations concerning CCPA 
Attachments: Comments to CCPA proposed rules 12-6-19.pdf 

Ken Doroshow [ 

Attached please find comments to the proposed regulations concerning the California Consumer Privacy Act submitted 
on behalf the International AntiCountefeiting Coalition (IACC), the National Music Publishers Association (NMPA) and 
the Recording Industry Association of America (RIAA). 

Regards, 

Vicky Sheckler I SVP, Legal Affairs and Deputy General Counsel 

Recording Industry Association of America 

e. I w. riaa.com 

t. - I s. 1025 F Street, NW 
10th Floor I Washington, DC 20004 
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Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Via email: PrivacyRegulations@doj .ca.gov 

Dear Sir/Madam: 

December 6, 2019 

The International AntiCounterfeiting Coalition (IACC), the National Music Publishers' Association 
(NMPA) and the Recording Industry Association of America (RIAA) welcome the opportunity to provide 
comments on California's Department of Justice (Attorney General) proposal to adopt sections §§ 
999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations 
(CCR) concerning the California Consumer Privacy Act (CCPA). 

Who We Are 

The IACC is the world's oldest and largest organization dedicated exclusively to combating trademark 
counterfeiting and copyright piracy. Founded in 1979, and based in Washington, D.C., the IACC 
represents approximately 250 corporations, trade associations and professional firms, spanning a broad 
cross-section of industries. IACC members include many of the world's best-known brands in the 
apparel, automotive, electronics, entertainment, luxury goods, pharmaceutical, software and other 
consumer product sectors. Central to the IACC's mission is the education of both the general public and 
policy makers regarding the severity and scope of the harms caused by intellectual property crimes - not 
only to legitimate manufacturers and retailers, but also to consumers and governments worldwide. The 
IACC seeks to address these threats by promoting the adoption oflegislative and regulatory regimes to 
effectively protect intellectual property rights, and to encourage the application of resources sufficient to 
implement and enforce those regimes. 

NMPA is the principal trade association representing the U.S. music publishing and songwriting industry. 
NMP A represents publishers and songwriters of all catalog and revenue sizes, from large international 
corporations to small businesses and individuals. Taken together, compositions owned or controlled by 
NMP A members account for the vast majority of the market for musical composition licensing in the 
United States. NMP A protects and advances the interests of music publishers and songwriters in matters 
relating to both the domestic and global protection of music copyrights before the legislative, judicial and 
executive branches of the U.S. government. 

The RIAA is the trade association that supports and promotes the financial vitality of the major record 
companies. Its members comprise the most vibrant record industry in the world, investing in great artists 
to help them reach their potential and connect to their fans. Nearly 85% of all legitimate recorded music 
produced and sold in the United States is created, manufactured or distributed by RIAA members. In 
support of its mission, the RIAA works to protect the intellectual property and First Amendment rights of 
artists and music labels; conducts consumer, industry and technical research; and monitors and reviews 
state and federal laws, regulations and policies. 
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Introduction 

Music is a vital part of our nation's and California's culture and economy, 1 and drives consumers to 
various online platforms to access, engage with and consume the music they love. 2 In addition, the other 
products and services offered by IACC members, which range from automotive to pharmaceuticals, and 
from apparel to software, significantly contribute to the health, wellbeing and economy of the U.S. and 
California.3 

Unfortunately, rogue operators attempt to capitalize on our country's love for music and for the other 
products and services offered by IACC members by infringing the rights of intellectual property rights 
holders online. In terms of hard goods, a 2019 study by the Organization for Economic Cooperation and 
Development estimated the global market for counterfeit and pirated goods to exceed $500 billion, 
annually.4 In recent years, counterfeiters have increasingly turned to the Internet to facilitate the 
distribution of their illicit wares, in part because of the relative anonymity available online. Just this 
week, the National Intellectual Property Rights Coordination Center announced the results of a joint 
operation with Europol, Interpol and police agencies from approximately 20 different countries which led 
to the seizure of over 30,000 web domains engaged in the illegal sale of counterfeit and pirated goods. 5 

In the case of music and other entertainment infringement, rogue operators not only steal the content, but 
also often use that content to as the lure to get consumers to their sites, apps or social media pages so the 
rogue operator can engage the consumer in activity associated with malware, identity theft and other 
malfeasance. Consider, for example, that in 2016 Digital Citizens Alliance found that one in three 
content theft sites exposed users to malware. 6 A 2017 article reported that hundreds of music player apps 
on the Google Play Store had some form of malware.7 A 2018 report stated that "[i]llegal pirating sites 
are the most common source of malware infection on the internet," and that nearly one in 10 children 
have been affected by malware.8 And a recent survey found that 27% of the people surveyed had used 
unlicensed music services in the last month.9 Such widespread usage of rogue services exposes 

1 The music industry contributes $38.49 billion to the state's GDP and supports over 447,000 jobs and 40,000 
businesses in California. And there are over 190,000 songwriters and over 29,000 sound recording royalty 
participants in California. Source: RIAA. See http://50statesofmusic.com/state/california/. 
2 In the first half of 2019, 89% of the U.S. sound recording revenues came from digital sources, with 80% from 
streaming. Source: RIAA. See http://www.riaa.com/wp-content/uploads/2019/09/Mid-Year-2019-RIAA-Music
Revenues-Report.pdf. Today, seven of the top 10 most followed Twitter accounts and four of the top 10 most 
followed Instagram accounts are for sound recording artists, seven of the top 10 most liked Facebook accounts are 
for sound recording artists, and eight of the top 10 most watched videos on YouTube are for official music videos. 
Source: RIAA. See http://www.musicfuels.com/. 
3 For a list ofIACC members, see https://www.iacc.org/membership/members. 
4 OECD/EUIPO (2019), Trends in Trade in Counterfeit and Pirated Goods, Illicit Trade, OECD Publishing, Paris, 
available at https ://doi.org/10.1787 /g2g9f533-en. 
5 See U.S. immigration and Customs Enforcement (Dec. 2, 2019), ICE HSI-led IPR Center and Europol 
collaboration leads to massive illegal website seizures ahead of Cyber Monday., available at 
https://www.ice.gov/news/releases/ice-hsi-led-ipr-center-and-europol-collaboration-leads-massive-illegal-website. 
6 See Digital Citizens Alliance news release at https://www.digitalcitizensalliance.org/news/press-releases-
2016/ dangerous-partners-digital-citizens-investigation-finds-that -malware-operators-and-content -theft -websites
assisted-by-u. s.based-tech-firms-are-targeting-millions-of -consumers/. 
7 HackReed, Android Malware Found in Hundreds of Music Player Apps on Play Store, Nov. 20, 2017, available at 
https://www.hackread.com/android-malware-found-in-hundreds-of-music-player-apps-on-play-store/. 
8 Intemetmatters.org, Internet Safety and the Dangers of Digital Piracy: Understanding the Risks for Children, July 
2018, available at https://www .intemetmatters.org/wp-content/uploads/2019/04/Intemet-Matters-Report-Dangers
of-digital-piracy.pdf. 
9 Source: IFPI. See https://www.ifpi.org/news/IFPI-releases-music-listening-2019. 
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consumers to unwanted activity that could harm them, harm our nation's industries and ultimately harm 
the ability to provide new creative and innovative offerings to consumers. 

The significant relevance, importance and value of music and the other products and services offered by 
IACC members to both consumers and the online platforms that use music, entertainment or hard goods 
to engage consumers on their platforms ( whether those platforms are licensed or infringing, or offering 
authentic or counterfeit products) gives us a unique and important perspective in considering rules of the 
road for consumer privacy. 

Suggested Changes to Proposed Regulations 

One of the main tenets of a privacy and consumer protection framework is that there should be 
transparency around who is engaging the consumer online - i.e., who is on the other side of the screen. 
Providing for such transparency, and with it attendant accountability, along with disclosures about the 
collection and use of personal information, helps build trust and provides incentives for players in the 
online ecosystem to create a safe and vibrant Internet. 

Sometimes, however, privacy regimes are misconstrued to prohibit disclosure of personal information at 
all costs, even where such disclosure is appropriate to know who is on the other side of the screen, such as 
when that actor is engaged in illegal behavior. For example, it was recently reported that a European Data 
Protection Authority (DPA) asked a registrar for information about a domain name registrant in 
connection with a website that was improperly using personal information. 10 Unfortunately, that registrar 
refused to provide the information requested to the DPA absent a court order because the DPA was not 
law enforcement, even though the DPA was in fact trying to investigate and enforce its privacy laws. We 
and others have also been denied access to registrant or online operator data in the name of privacy law 
constraints when attempting to legitimately investigate and enforce against infringing, fraudulent or other 
illegal behavior online. This shows that taking protection of personal information to extremes can 
sometimes exacerbate, rather than protect against, consumer harms. 

We urge the California Attorney General to consider such unintended consequences in connection with its 
proposed regulations, and to modify its proposed regulations to avoid such results. Specifically, we ask 
that the proposed regulations obligate service providers to include a disclosure in their privacy policies 
that they may disclose personal information to third parties if the third party has reason to believe the 
person at issue has violated the rights of that third party or has engaged in other illegal or unlawful 
behavior, whether in terms of cybersecurity issues, identity theft, fraud, infringement or other harm. We 
would add such a disclosure obligation to Section 999.305(b) and Section 999.308(b)(l)(e). 

Such a privacy policy disclosure does not foreclose the possibility of third parties getting reasonable 
access to personal information in cases oflegitimate need to deter such harms, while at the same time 
does not mandate disclosure upon any bald request. This provides breathing room for a more mature, 
nuanced approach that helps reconcile and balance the various interests at stake in relation to privacy, 
accountability and transparency. It ensures that rights holders and others are not unnecessarily stymied in 
their efforts to protect their rights or investigate consumer harms, while ensuring that a person's 
legitimate interests in his or her personal information are preserved. 

* * * 

10 Source: Internet Coalition of Assigned Names and Numbers (ICANN) public meeting 66, GNSO - EPDP Phase 2 
meeting, Nov. 2, 2019, audio recording available at http://audio.icann.org/meetings/yul66/yul66-0PEN-2019-ll-02-
Tl 150-51 lc-en-GNSO--EPDP-Phase-2-Meeting-l-of- .m3u. 
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Thank you for the opportunity to submit our comments on this important topic. 

Sincerely, 

The International AntiCounterfeiting Coalition 

The National Music Publishers' Association 

The Recording Industry Association of America 
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Message 

From: Fisher, Katherine 
Sent: 12/6/2019 6:14:36 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Fisher, Katherine ] 
Subject: Commercial Finance Coalition CCPA Proposed Regulations Comments (Dec. 6, 2019) 
Attachments: Commercial Finance Coalition CCPA Proposed Regulations Comments (Dec. 6, 2019).pdf 

Hello. I am submitting the attached written comments regarding the proposed CCPA regulations on behalf of the 
Commercial Finance Coalition. Please let me know if you have issues opening the attachment or have any questions. 

Thank you, 

Kate Fisher 

Katherine C. Fisher 
Partner I Admitted in Maryland and Oregon 
Hudson Cook, LLP 
Direct: I Cell: 
7037 Ridge Road I Suite 300 I Hanover, Maryland 21076 

HUDSO 
COOK 

The information contained in this transmission may be privileged and may constitute attorney work product. Any 
unauthorized review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact 
Katherine C. Fisher at kfisher@hudco.com or 410.782.2356 and destroy all copies of the original message and any 
attachments. 
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Comments to the California Office of the Attorney General 
On Proposed Regulations for the California Consumer Privacy Act 

The Commercial Finance Coalition ("CFC") is comprised of responsible finance companies that provide 
needed capital to small businesses through innovative methods. CFC members offer accounts 
receivable purchase financing to small businesses (also known as merchant cash advance or "MCA"), 
and some also engage in lending, specifically in the state of California through a California Finance 
Lender's license. Our members also include select vendors that provide technology services to the small 
business finance industry. 

This letter responds to the invitation of the California Office of the Attorney General ("OAG") for written 
comments on proposed regulations implementing the California Consumer Privacy Act ("CCPA"), Cal. 
Civ. Code§§ 1798.100 et seq. 

The CFC appreciates the work of the OAG to further the privacy rights of Californians. We offer the 
comments in this letter in the hope that these regulations may be clear and effective in implementing 
the CCPA. 

The CFC is specifically concerned about the amount of work needed for a business to properly 
implement compliance processes for these regulations. Therefore, we strongly urge the OAG to adopt 
an effective date for the regulations at least 6 months after publication of the final rule. This will 
provide businesses with adequate time to prepare to comply with the regulations. To compare with the 
European Union's General Data Protection Regulation, businesses subject to that law had two years to 
prepare before the compliance deadline. 

Additionally, CFC members are concerned about how to comply on day 1 with prov1s1ons of the 
regulations that require notices to have been provided before the law is effective. For example, 
proposed section 999.305(d) requires businesses that obtain personal information from a source other 
than the consumer to confirm that the source provided a Notice at Collection to the consumer. In this 
case, such a source would not have provided a Notice at Collection before the CCPA was effective. 
Therefore, we strongly urge the OAG to provide expressly that no provision of these regulations will be 
construed to have retroactive effect or to expect compliance with the law before the law's effective 
date. 

CFC provides the following specific comments about the proposed regulations: 

1. Define the term "disability." 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 2 

Proposed sections 999.305(a)(2)(d), 999.306(a)(2)(d), 999.307(a)(2)(d), and 999.307(a)(2)(d) require that 
businesses make-or be able to make-various notices available to consumers with a "disability." 
However, the term "disability" is not defined. 

The CFC reads the term "disability" as relating to the medium of communication of notices, which is in 
writing or electronically. Therefore, a relevant "disability" for these notices would be a visual disability. 

Recommendation: Define the term "disability" to refer to visual disabilities. 

2. Define the term "conspicuous." 

Proposed sections 999.305(a)(2)(e), 999.308(a)(3), and 999.315(a) require businesses to post links 
"conspicuously." However, the term "conspicuous" is not defined, so it is not clear how the OAG 
expects a "conspicuous" link to be presented. 

Recommendation: Define the term "conspicuously," or alternatively, give examples of what the OAG 
would deem to be a "conspicuous" link. 

3. Remove the requirement that businesses obtain "explicit consent" to use personal 
information for additional purposes. 

Proposed section 999.305(a)(3) requires businesses to obtain "explicit consent" before using personal 
information for a purpose that was not previously disclosed to the consumer in the Notice at Collection. 

The CCPA does not require businesses to obtain affirmative consent before using personal information 
for a new purpose. CCPA section 1798.lOO(b) simply provides that a business may not use personal 
information previously collected for additional purposes "without providing the consumer with notice 
consistent with" section 1798.100. At most, the law requires a business to provide notice to use 
previously-collected information for additional purposes; consent is never contemplated. For 
information collected from the consumer, consumers can request deletion of personal information at 
any time. 

Recommendation: Remove the requirement that a business obtain "explicit consent" to use personal 
information for purposes not disclosed in the Notice at Collection. 

4. Eliminate or revise the sale restriction from non-consumer sourced personal information. 

Proposed section 999.305(d) provides that in order to sell personal information collected from a source 
other than the consumer, a business must either (1) provide notice to the consumer or (2) obtain the 
notice at collection the source gave the consumer along with signed attestations describing how the 
source gave the notice. 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 3 

This sale restriction is not provided for in the CCPA, and so it goes beyond what the OAG is authorized to 
require. The CCPA requires a notice at collection only when collecting personal information directly 
from consumers, and no other provision of the CCPA imposes any requirement other than honoring opt
out requests for a business to sell personal information. 

Even if the CCPA contemplated this sale restriction, this provision assumes than either the business or 
the source will have a direct relationship with the consumer. However, this is not always the case, and 
this restriction, if finalized, would have a chilling effect on data transfers across the country. 

Finally, given that this sale restriction does not appear in the CCPA, it is not clear whether this restriction 
is meant to apply to personal information that is exempt from some, but not all, of the CCPA. For 
example, it is not clear whether this sale restriction is meant to apply to employee data, for which a 
notice at collection is required. See Cal. Civ. Code§ 1798.145(h). 

Recommendation: Eliminate this sale restriction. Alternatively, require businesses to obtain 
certifications of compliance with the CCPA from their sources. 

5. Clarify that businesses are only required to provide notice of those consumer rights available 
to consumers with the business. 

Proposed section 999.308 requires a business to disclose, in a business' online privacy policy, that 
consumers have various rights under the CCPA. 

Businesses are not required to comply with the CCPA for a number of types of personal information, as 
set out in section 1798.145 of the law. The proposed regulations do not make it clear that businesses 
are not expected to provide privacy policy disclosures for consumer rights that are not ever available 
with a particular business, considering the exemptions available to the business. 

It would risk consumer confusion for a business to explain that a consumer has certain rights with the 
business under the CCPA when the business is not, in fact, required to honor consumer rights because of 
one or more exemptions. 

Recommendation: Clarify that businesses are only required to provide notice of consumer rights that 
are available to consumers with the business. 

6. Clarify that a business may describe its verification process in general terms. 

Proposed sections 999.308(b)(l)(c), 999.308(b)(2)(c), and 999.313(a) require businesses to describe the 
business' verification process for right to know and delete requests, either in the business' online 
privacy policy or in the letter describing receipt of a consumer request. 

Among other things, a verification process is needed to prevent the release of personal information to 
fraudsters. Therefore, it will be important to the efficacy of the verification process-and the protection 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 4 

of personal information against identity theft-to keep the details of a particular business' verification 
process confidential. 

Therefore, it would be helpful for the regulations to specify that a business may describe its verification 
process in general terms. 

Recommendation: Amend all requirements to describe a business' verification process to clarify that 
such a description may be made "in general terms." 

7. Eliminate two-step process to delete. 

Proposed section 999.312(d) requires a business to use a two-step process for online requests to delete 
where the consumer must first clearly submit the request to delete and then separately confirm that 
they want their personal information deleted. 

A two-step process does not provide any particular benefit to consumers, so long as a business confirms 
that the requestor is who they say they are and the request is unambiguous. With a two-step process, 
consumers may fail to confirm their request after making it, which would prevent businesses from 
honoring a clear consumer request. 

Recommendation: The OAG could require that deletion requests be made in writing or that businesses 
must take steps to confirm the requestor is the consumer about whom the request is being made. 

8. Remove the requirement for a business to respond to a consumer request submitted by a 
non-designated method. 

Proposed section 999.312(f) requires that a business in receipt of a Right to Know or deletion request 
submitted by a method other than one of its designated methods of submission must either treat the 
request as if it had been submitted in accordance with a designated method or provide the consumer 
with specific directions on how to submit the request or remedy any deficiencies with the request, if 
applicable. 

The CCPA does not require businesses to accept or redirect a request made to a business by any 
method. Section 1798.130(a)(l) of the CCPA requires businesses to establish one or two designated 
methods, depending on the way in which the business interacts with consumers. Therefore, the OAG 
exceeds its authority in requiring businesses to respond to a request submitted by any method. 

Compliance with this requirement will prove difficult for businesses. Businesses may not be able to 
monitor and respond to all possible channels by which a request may be provided. For example, 
businesses may have email addresses by which they email consumers, but those businesses do not 
monitor those email addresses for incoming traffic. A consumer may attempt to place a request to such 
an email address, but since the business does not monitor the email address, the business would not 
receive the request. 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 5 

Consumers will be provided one or two methods by which they can submit requests. Businesses will 
have to explain these methods in the business' online privacy policy. 

Recommendation: Remove the section 999.312(f) requirement that a business respond to consumer 
requests submitted by non-designated methods. 

9. Modify the requirement that business provide categories of personal information to only 
where consumer requests the categories. 

Proposed section 999.313(c)(l) requires that if a business cannot verify a consumer for a request to 
know specific pieces of personal information about a consumer, it must consider whether it can verify 
the consumer as if the consumer requested the categories of personal information about the consumer. 

The CCPA permits a consumer to request to know the categories of personal information a business 
collected, sold, or disclosed for a business purpose about the consumer, and it permits a consumer to 
request the specific pieces of personal information the business collected, sold, or disclosed for a 
business purpose. The CCPA requires businesses to comply with these consumer requests. See Cal. Civ. 
Code §§ 1798.110 and 1798.115. The CCPA does not, however, require a business to comply with a 
Right to Know request by providing information to a consumer that a consumer does not request. 

As a result, the OAG exceeds its authority under the CCPA in requiring businesses to provide a consumer 
with categories of personal information when the consumer only requests the specific pieces of 
personal information. 

Recommendation: Amend this requirement to apply only where a consumer specifically requests 
categories of personal information in addition to the specific pieces of information. 

10. Remove the requirement that a business respond to a consumer request relating to exempt 
personal information. 

Proposed sections 999.313(c)(5) and 999.313(d)(6)(a) provide that a business declining to honor a 
consumer's request to know or delete on the basis of an exemption under the CCPA must inform the 
consumer that it will not honor the request and explain the basis for the denial. 

However, section 1798.145 of the CCPA provides that businesses are not required to comply with CCPA 
consumer rights for certain kinds of exempt data. Therefore, the OAG is not authorized to require 
businesses that are exempt from the CCPA to comply with CCPA obligations, including responding to 
consumer requests in a particular way. 

Recommendation: Eliminate the requirement that a business respond to a consumer request relating 
only to exempt personal information. 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 6 

11. Eliminate the deletion request waterfall requirement. 

Proposed section 999.313(d)(l) requires a business that cannot verify a consumer for a deletion request 
to treat the request as an opt-out request. 

The CCPA requires businesses to honor a consumer's deletion request and a consumer's opt-out 
request, but it does not provide a sale opt out where the consumer requested deletion. Consumers 
have the ability to request one or both of these rights, and different processes govern receipt and 
consideration of each of these rights. Consumers may, for example, want to request deletion, but not 
sale opt-out. 

Recommendation: Eliminate the waterfall requirement that a non-verifiable deletion request be treated 
as an opt-out request. 

12. Permit businesses to delete archived personal information on set purge schedules. 

Proposed section 999.313(d)(3) permits a business to delay deletion of personal information maintained 
on archived or backup systems until the archived or backup data is next accessed or used. 

Businesses may access archived databases regularly, as new information is archived or the database is 
managed. However, businesses regularly set purge schedules for archived data. Businesses should be 
permitted to utilize regular purge schedules for information that the business no longer accesses or uses 
in its ordinary course. 

Recommendation: Permit deletion to be made consistent with a business' preestablished purge 
schedule. 

13. Clarify that businesses are required only to note generally the method by which personal 
information is deleted. 

Proposed section 999.313(d)(4) requires businesses to specify to the consumer the manner in which it 
deleted personal information upon the consumer's request. The same section permits businesses to 
delete information by erasing it, deidentifying it, or aggregating it. 

It would be helpful for the OAG to clarify that the expectation under proposed section 999.313(d)(4) is 
that businesses are required to note whether deletion is made by erasure, or deidentification, or 
aggregation, but a business is not expected to explain the process by which it deidentified the 
information, for example. Safeguarding the particular deidentification or aggregation processes is 
necessary for a business to protect its information security. 

Recommendation: Clarify that section 999.313(d)(4) requires that businesses state whether deletion 
was made by erasure, deidentification, or aggregation. 
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14. Clarify that a business may use personal information for any exempt purpose after declining 
to honor a deletion request. 

Proposed section 999.313(d)(6)(c) prohibits a business that denies a consumer request to delete on the 
basis of a particular exemption under the CCPA from using that personal information for any purpose 
other than provided for by that exception. 

The CCPA provides various exceptions from the law, without imposing any kind of a restriction on a 
business only using personal information under one exception. Prohibiting a business from using 
personal information for an exempt purpose after it used it for-and denied a deletion request on the 
basis of-a separate exempt purpose defeats the purposes of having multiple exceptions, frustrates 
compliance with federal law, and is contrary to the purposes of the CCPA. 

Recommendation: Clarify that a business may use personal information that the business declined to 
delete under any exemption. 

15. Clarify website placement of "Do Not Sell" button. 

Proposed section 999.315(a) requires that businesses place the "Do Not Sell My Personal Information" 
or "Do Not Sell My Info" link "on the business's website or mobile application." 

CCPA section 1798.135(b) permits businesses to include this link on a California-specific homepage, so 
long as California residents are directed to this homepage. It would be helpful for the regulations to 
specifically permit use of a California-specific homepage as well. 

Recommendation: Amend proposed section 999.315(d) to clarify that businesses can comply with the 
requirement by placing the "Do Not Sell" button on a California-specific website homepage. 

16. Remove the requirement to treat user-enabled privacy controls as valid opt-out requests. 

Proposed section 999.315(c) requires that businesses treat user-enabled privacy controls that 
communicate or signal a consumer's choice to opt out of the sale of their personal information to third 
parties as a valid request to opt out for that browser or device or, if known, for the consumer. The CCPA 
protects "personal information," which means information that reasonably may be linkable to a 
particular individual or household, not merely a device. See Cal. Civ. Code§ 1798.140(0)(1). 

The CCPA protects information that is reasonably able to be linked with a person or household, not 
merely a device. To the extent that this section regulates information that is not reasonably linkable 
with a person or household, the OAG exceeds its authority in proposing this requirement. 
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Furthermore, to the extent that this opt-out requirement applies to information reasonably linkable to a 
particular consumer or household, the CCPA does not require businesses to accept the signal of a user
enabled privacy device as an opt out request. Businesses selling personal information must provide that 
right in other ways under the statute. 

Consumers may install a privacy device for many reasons, not just to prevent personal information from 
being sold to third parties. This technology is also evolving, and there will likely be compatibility issues 
between systems. 

Recommendation: Remove the requirement that businesses treat user-enabled privacy controls as a 
valid opt-out request. 

17. Eliminate the requirement that business notify third parties upon sale opt out. 

Proposed section 999.315(f) requires that, after accepting an opt out request, a business must notify all 
third parties to whom it sold the personal information within the last 90 days and instruct them not to 
sell the information. 

The CCPA does not impose any retroactive third party opt-out notification requirement, nor does it 
prohibit third parties from selling personal information after the instruction of another entity. Rather, 
the right to opt-out runs to future sales. Therefore, the OAG does not have the authority to impose this 
requirement. 

Even if a business did instruct a third party not to sell personal information, many businesses may not 
have a current contractual relationship with that third party that would permit it to control the third 
party's sale of that information. 

Further, this provision would require businesses to exchange personal information to instruct third 
parties, so if finalized, it could increase the risk of data breaches and identity theft. 

Recommendation: Eliminate this third party opt-out notification and instruction requirement. 

18. Eliminate the two-step process to opt-in to sale. 

Proposed section 999.316(a) requires that businesses utilize a two-step process to opt-in consumers to 
the sale of personal information after their opt-out. 

A two-step process does not provide any particular benefit to consumers, so long as a business confirms 
that the requestor is who they say they are and the request is unambiguous. With a two-step process, 
consumers may fail to confirm their request after making it, which would prevent businesses from 
honoring a clear consumer request. 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 9 

Recommendation: The OAG could require that opt-in requests be made in writing or that businesses 
must take steps to confirm the requestor is the consumer about whom the request is being made. 

19. Eliminate standalone data security requirement. 

Proposed section 999.323(d) provides that businesses must implement "reasonable security measures 
to detect fraudulent identity-verification activity and prevent the unauthorized access to or deletion of a 
consumer's personal information." 

The CCPA does not include any requirement to implement data security protections. The only related 
provision in the CCPA provides certain defenses to private suits in the event that a data breach results 
from a business' "violation of the duty to implement and maintain reasonable security procedures and 
practices." As a result, the OAG exceeds its authority in this proposed requirement. 

Furthermore, federal and state law already impose data security requirements. Federal law, including 
the Safeguards Rule promulgated under the Gramm-Leach-Bliley Act and prohibitions against unfair, 
deceptive, and abusive acts and practices, already imposes data security requirements. Preexisting 
California law requires a business that owns, licenses, or maintains personal information about a 
California resident to implement and maintain reasonable security procedures and practices appropriate 
to the nature of the information, to protect the personal information from unauthorized access, 
destruction, use, modification, or disclosure. Cal. Civ. Code § 1798.81.S(b). Overlapping data security 
expectation are, at best, redundant, and at worst, may result in conflicts in implementation. 

Recommendation: Eliminate the data security requirement in proposed section 999.323(d). 

20. Do not require signed declaration for request to know specific pieces of personal information. 

Proposed section 999.325(c) provides that a business may comply with a consumer's request to know 
specific pieces of information by matching three pieces of personal information and obtain a signed 
declaration under penalty of perjury that the requestor is the consumer whose personal information is 
the subject of the request. 

The CCPA gives business broad discretion in verifying that a requestor is the consumer that it claims. It 
is not clear whether this signed declaration is expected of all businesses verifying requests to know 
specific pieces of information on a consumer who does not have a password-protected account with the 
business, since the combination of three identifiers and the signed declaration is presented as one way 
that a business "may" match to a reasonably high degree of certainty. 

To the extent that a signed declaration is expected when a business matches on three identifiers, 
requiring a signed declaration would be unduly burdensome to businesses. Businesses will likely process 
requests electronically, so requiring consumers to provide a signed declaration would be problematic to 
both businesses and consumers. Such a declaration is also not likely to protect consumers, as fraudsters 
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Comments to the California Office of the Attorney General 
CCPA Proposed Regulations 
December 6, 2019 
Page 10 

would not likely be warded off by the requirement of a signed declaration and consumers would have to 
work harder to exercise their rights under the CCPA. 

Recommendation: Explain that a "reasonably high degree of certainty" means matching on three pieces 

of personal information and remove the mention of a signed declaration. 

* * * * * 

Thank you for the opportunity to provide comments on the OAG's proposed CCPA regulations. 
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Message 

From: 
Sent: 
To: 
Subject: 

Flag: 

Pedro Gonzalez [ 
12/4/2019 10:20:22 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Consumer privacy law 

Follow up 

Dear Att. Gen. Xavier Becerra, 

I tried to be present this morning at the meeting in San Francisco, but heavy traffic held me back. The reason 
for my visit was to oppose the CCPA from becoming a law. I used to tell my insurance not to release any of my 
or my wife's personal information to other business. Of course I have to sign a letter prohibiting them from 
releasing any of our personal information. I fear that our identity might be stolen. The general public does not 
read all documents that these business send them, we only see the figure that we have to pay. Many people do 
not read English. People need to be educated on this CCPA AB375. I appreciate it if you can hold this decision 
on this Assembly Bill 375. 

Sincerely, 

Pedro Gonzalez, 
Former City Council/Mayor of 
City of South San Francisco 
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Message 

From: 
Sent: 

To: 

Rachel Nemeth 
12/6/2019 6:39:38 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CTA comments on proposed privacy regulations 
Attachments: CTA CA AG CCPA Proposed Regulations Comments FINAL.pdf 

See attached for comments from the Consumer Technology Association. 

Thank you, 
Rachel 

Rachel Sanford Nemeth 
Director, Regulatory Affairs 
Consumer Technology Association, producer of CES® 

d: 
m: 
CT A. tech I CES. tech 

Disclaimer 

The information contained in this communication from the sender is confidential. It is intended solely for use by the recipient and 
others authorized to receive it. If you are not the recipient, you are hereby notified that any disclosure, copying, distribution or 
taking action in relation of the contents of this information is strictly prohibited and may be unlawful. 

This email has been scanned for viruses and malware, and may have been automatically archived by Mimecast Ltd, an innovator in 
Software as a Service (SaaS) for business. Providing a safer and more useful place for your human generated data. Specializing in; 
Security, archiving and compliance. To find out more Click Here . 
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In the Matter of 

Before the 
CALIFORNIA OFFICE OF THE ATTORNEY GENERAL 

Los Angeles, CA 90013 

Proposed Adoption of California Consumer 
Privacy Act Regulations 

) 
) 
) 
) 
) 

COMMENTS OF 
CONSUMER TECHNOLOGY ASSOCIATION 

I. INTRODUCTION 

Consumer Technology Association® ("CTA'')® submits these comments on the proposed 

California Consumer Privacy Act ("CCP A")1 regulations issued by the California Attorney 

General ("AG"). 2 As North America's largest technology trade association, CTA ® is the tech 

sector. Our members are the world's leading innovators - from startups to global brands -

helping support more than 18 million American jobs. CTA owns and produces CES® - the 

largest, most influential tech event on the planet. CTA and its members thus have a substantial 

interest in the CCP A and its implementing regulations. 

Since the CCPA was signed into law a year and a half ago, companies of all sizes that are 

subject to CCPA's requirements have raced to establish processes, policies, and systems to come 

into compliance with the law before it takes effect. For many companies, particularly small 

businesses that just got through investing in systems to come into compliance with Europe's 

1 Cal Civ. Code § 1798 .100 et. seq. 

2 See California Department of Justice, Notice of Proposed Rulemaking Action (Oct. 11, 2019), 
https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-nopa.pdf; Text of Proposed 
Regulations, https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf; 
Initial Statement of Reasons, https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa
isor-appendices.pdf ("ISOR"). 
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General Data Protection Regulation ("GDPR") as well as U.S.-focused businesses that were not 

subject to the GDPR and therefore had not yet deployed new data governance processes and 

systems, building CCPA-compliant programs already has been a significant, challenging, and 

expensive initiative. 

To that end, CTA welcomes the AG's efforts to clarify certain ambiguous or conflicting 

aspects of the CCP A through the proposed regulations. CTA is concerned, however, that a 

number of the proposed regulations would add to the significant compliance burdens and 

operational challenges already imposed by the CCP A - and would do so without a 

commensurate benefit to privacy. CTA addresses such proposals below. 

II. THE AG SHOULD EXERCISE CAUTION IN EXPANDING THE CCPA'S 
DISCLOSURE REQUIREMENTS 

As described below, requiring businesses to provide overly detailed and specific 

information in their privacy notices and disclosures can make such notices and disclosures more 

complicated, less comprehensible, and, ultimately, less useful for consumers. 

A. Notice at Collection and Disclosures in Businesses' Privacy Policies - Sections 
999.305 and 999.308 

The CCP A already includes extensive notice requirements to inform consumers about the 

collection, use, and disclosure of their personal information.3 Though some of the clarifications 

regarding notice in the proposed regulations provide welcome guidance to industry - e.g., that 

notice at collection can be included as part of a privacy policy4 
- the proposed regulations in the 

aggregate, as currently drafted, will ultimately lead to longer, more complex notices and privacy 

3 See, e.g., Cal Civ. Code§ l 798.130(a)(5) (requiring specific disclosures in a business's online 
privacy policy or policies). 

4 Proposed 20 CCR§ 999.305(a)(2)(e); ISOR at 9. 
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policies. Regulations governing privacy policies and other notices should ensure that disclosures 

provide meaningful and clear information to consumers, consistent with the statutory 

requirements set forth in the CCPA, but they should not require a level of detail and complexity 

that can create additional operational challenges and overwhelm consumers. 

Sections 999.305(b)(2) and 999.308(b)(J)(d)(2). Section 999.305(b)(2) would require 

that a notice at collection state "[f1or each category of personal information, the business or 

commercial purpose(s) for which it will be used." 5 Similarly, section 999.308(b)(l)(d)(2) would 

require that a privacy policy state "[f1or each category of personal information collected," the 

"categories of sources from which that information was collected, the business or commercial 

purpose(s) for which the information was collected, and the categories of third parties with 

whom the business shares personal information."6 No matter the outcome of the AG's proposed 

regulations, notices and privacy policies inevitably will become more complex as businesses 

draft their policies to comply with myriad existing and emerging legal regimes. There is no need 

to make these notices and policies even more complicated. The requirement to not only list the 

categories of personal information collected and shared as the CCPA requires, but also list for 

each the "business or commercial purpose(s)" for which the information was collected and/or 

shared, will add detail and complexity not meaningful to consumers, in turn making notices and 

privacy policies less consumer-friendly.7 

5 Proposed 20 CCR§ 999.305(b)(2). 

6 Id § 999.308(b)(l)(2)(d). 

7 In addition, use of the word "shares" here as it relates to third parties should actually be "sells" 
for consistency with section l 798.130(a)(5)(C)(i) of the CCP A See Cal. Civ. Code 
l 798.130(a)(5)(C)(i). 

-3-
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The proposed regulations also would be an operational challenge, even for well

intentioned companies. Companies may need to continuously update their privacy policies to 

ensure that the appropriate "business or commercial purpose(s)" for each category of personal 

information they collect or disclose remains up to date, even when they already have disclosed 

more generally the information they collect and the purposes for which they collect and share it -

i.e., they already provide consumers the information needed to understand the businesses' 

information practices. Worse, companies that wish to avoid a constant review of their privacy 

policy may instead indicate that each category of data collected or shared is done so broadly for 

multiple business or commercial purposes - even if not currently - actually providing fess 

precise information to consumers, contravening the purpose of the requirement. 

Section 999.308(a)(3). Subsection (a)(3) similarly risks forcing companies to draft 

broader, less specific disclosures. The subsection would require a business to obtain "explicit 

consent" before using collected personal information for a new purpose, 8 regardless of whether 

that purpose is consistent with consumer expectations as well as the purpose for which the 

information was collected. As a result, companies would need to ensure that the disclosures they 

make when they first collect personal information are broad enough to capture potential future 

uses so that they lower the chance they need to obtain subsequent "explicit consent." 

Section 999.308(b)(J)(c). Subsection (b)(l)(c) would require businesses to have privacy 

policies that "describe the process the business will use to verify the consumer request, including 

any information the consumer must provide."9 Such a requirement would prove confusing for 

8 Proposed 20 CCR§ 999.308(a)(3). 

9 Id § 999.308(b)(l)(c). 

-4-
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consumers, as companies may employ different verification methods for different types of 

information. It also is unnecessary, as the verification process can be sufficiently explained as 

part of any given consumer request in the request interface and response flow. 

Section 999.308(a)(2)(d). Subsection (a)(2)(d) would require that a business's privacy 

policy "[b ]e accessible to consumers with disabilities" by, at a minimum, "provid[ing] 

information on how a consumer with a disability may access the policy in an alternative 

format." 1° CTA is a strong supporter of ensuring that people with disabilities have access to 

innovative technology, and actively works with the accessibility community to achieve that goal. 

CTA is concerned, however, that the proposed requirement as drafted goes beyond what may be 

reasonable in every circumstance, particularly for small and medium businesses with fewer 

resources. To that end, CTA encourages the AG to clarify the accessibility requirement and 

make clear that business' efforts to make their privacy policy and other notices accessible need 

be reasonable, but not infallible. 

B. Notice of Financial Incentive - Section 999.307(b)(5) 

Section 999.307(b)(5) is infeasible, overly complicated, and unnecessary. This section 

would require a business to provide: "[a]n explanation of why the financial incentive or price or 

service difference is permitted under the CCPA," including: (a) a good faith estimate of the value 

of the consumer's data that forms the basis for offering the financial incentive or price or service 

difference; and (b) a description of the method the business used to calculate the value of the 

10 Id § 999.308(a)(2)(d). Equivalent requirements would apply to the notice at collection, see id 
§ 999.305(a)(2)(d); notice of right to opt-out of sale, see id § 999.306(a)(2)(d); and notice of 
financial incentive, see id § 999.307(a)(2)(d). 
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consumer's data. 11 Companies have no practical way to estimate the value of an individual 

consumer's data, regardless of whether they provide a financial incentive that relates to the use 

of such data. Additionally, given that there is no uniform, widely-accept method to calculate the 

value of consumer data, the estimates offered by businesses in turn likely will be wide-ranging 

and inconsistent. These various "good faith" estimates will only confuse consumers and will not 

provide them with any additional helpful information to make decisions about accepting a 

customer rewards or other financial incentive-based service or feature. 12 

Ill. THE PROPOSED REGULATIONS ON CONSUMER REQUESTS ARE OVERLY 
BURDENSOME 

The requirement to receive, verify, and respond to consumer requests under the CCPA 

already poses significant operational challenges and burdens; the AG's proposed regulations, as 

currently drafted, would add more. 

A. Timeline to Respond to Requests to Know or Delete - Section 999.313 

Section 999.313(a). This section would require that, "[u]pon receiving a request to know 

or a request to delete, a business shall confirm receipt of the request within 10 days and provide 

information about how the business will process the request. The information provided shall 

describe the business's verification process and when the consumer should expect a response, 

except in instances where the business has already granted or denied the request." 13 A 10-day 

turnaround time for receipt confirmation, however, would pose significant operational challenge 

11 Id § 999.308(b)(5). 

12 Should the AG ultimately decide to adopt this requirement, it should ensure that the 
requirement does not force companies to publicly reveal trade secrets or proprietary information. 

13 Proposed 20 CCR§ 999.313(a). 
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to businesses. In addition, this requirement will be particularly challenging for small businesses 

that, though subject to the CCP A, may not have the resources to customize and deploy 

automated systems in order to avoid manual processing. At a minimum, the lO days should be 

modified to l O business days. 

Section 999.313(b). Separately, under the proposed regulations, the 45-day trigger for 

responding to a request begins upon receipt of the request regardless of the time required to 

verify the request. 14 The CCP A, however, consistently refers to any such request as a "verifiable 

consumer request" 15 
- i.e., the statute itself suggests that a request only needs to be acted on 

when it qualifies as "verifiable." Therefore tying the timeline for a response to when the request 

is made, regardless of when it is verified, is inconsistent with the statute. It also may be 

unreasonable in situations where verification of a particular consumer takes more time. Instead, 

any timing requirements to respond should be based on when the request was verified, which is 

when the "verifiable request" is actually first made. 

B. Requests to Delete Personal Information - Section 999.313(d) 

Section 999.313(d)(6). Subsection (d)(6) presents unnecessary operational challenges. 

The proposed regulation would require a business denying a consumer's request to delete 

information to (a) inform the consumer that it will not comply with the consumer's request and 

describe the basis for the denial, including any statutory and regulatory exception; (b) delete the 

consumer's personal information that is not subject to the exception; and (c) not use the 

consumer's personal information retained for any other purpose than provided for by that 

14 1d §999.313(b). 

15 E.g., Cal. Civ. Code 1798. lOO(c) (emphasis added). 
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exception. 16 The first part of the requirement, disclosing the reason for a denial, would not be 

feasible in many instances, such as where the denial is related to a law enforcement investigation 

or to exercise or defend a legal claim. 17 The last part of the proposed requirement, which in 

effect institutes processing limitations for some of the personal information that must be 

maintained, raises substantial operational challenges in the short-term. The AG instead should 

afford more flexibility for businesses, including by allowing them to refer to general disclosures 

in their privacy policy regarding why they may deny a request. 

Section 999.313(d)(J). Subsection (d)(l) would require businesses that are unable to 

verify a deletion request to treat such request as an "opt-out of sale." 18 Businesses that cannot 

verify a deletion request, however, may not have sufficient data to identify the consumer and 

therefore execute a sale opt-out. Moreover, treating an unverified deletion request as an opt-out 

request conflicts with the purpose of verifying the consumer in the first instance - to ensure that 

the consumer actually is the person making the request. This proposed requirement goes well 

beyond the statutory requirements set forth in the CCP A, and is, at best, a substantial stretch of 

the AG's rulemaking authority. 

16 Proposed 20 CCR§ 999.313(d)(6). 

17 See Cal. Civ. Code§§ 1798.105(d)(8) (deletion exception to comply with a legal obligation), 
l 798.145(a)(2)-( 4) (CCPA obligations should not restrict a business's ability to comply an 
investigation, cooperate with law enforcement, or exercise or defend legal claims). 

18 Proposed 20 CCR§ 999.313(d)(l). 
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C. The Proposed Service Provider Regulations Contradicts the Statute - Section 
999.314 

Section 999.314(c). Subsection (c) would impose limitations on service providers' 

permissible uses of data in a way that contradicts and goes beyond the statutory definition of 

"business purpose" and "service provider." Specifically, subsection (c) would restrict service 

providers from using personal information it receives from a person or entity it services "for the 

purpose of providing services to another person or entity." 19 

This restriction conflicts with the statute. The CCPA explicitly exempts from the 

definition of "sale" disclosures to "service providers" for a broad list of enumerated "business 

purposes. "20 In turn, the law defines "business purpose" to include both "the business's or a 

service provider's operational purposes or other notified purposes."21 Further, the statutory text 

appears to contemplate a service provider using the personal information it receives from a 

business for business purposes of both that business and where the use is otherwise consistent 

with the CCPA, such as on behalf of more than one business.22 

The draft regulations, however, improperly focus on the business purpose solely of the 

business, and ignore the fact that the statutory definition of "business purpose" also includes the 

use of personal information for the "service provider's operational purposes or other notified 

19 Id § 999.314(c). 

2° Cal. Civ. Code§ l 798.140(t)(2)(c). 

21 Id § l 798.140(d). 

22 See id § l 798.140(v). 
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purposes."23 Indeed, other provisions of the statute make clear that the legislature contemplated 

service providers using information on behalf of more than one business. Several of the 

activities included in the statute's enumerated list of business purposes - in particular 

"performing services on behalf of the business or service provider, including providing 

advertising or marketing services, providing analytic services, or providing similar services on 

behalf of the business or service provider"24 
- typically require the combination and use of 

personal information received from and for the benefit of multiple businesses in order to provide 

those services to the business that provided the data. Focusing solely on the business purposes of 

the business, as the proposed regulations do, would both render the balded language surplusage, 

as well as potentially render impermissible a number of the activities explicitly included on the 

list of permissible business purposes. 

Because business purposes may include using personal information received from one 

business in a way that might also provide some benefit to other businesses, the CCP A should be 

interpreted to permit the service provider to use the personal information that it receives in a way 

that might provide some benefit to itself or to its business partners, as long as such use is 

consistent with the business purposes identified in the written agreement between the business 

and the service provider and otherwise permitted by the CCP A 

Section 999. 31-f.(d). Subsection ( d) would require that a service provider that receives but 

"does not comply" with a consumer's request to know or delete must inform the consumer of the 

23 Proposed 20 CCR§ l 798.140(d). 

24 Cal. Civ. Code§ l 798.140(d)(5) (emphasis added). 
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reason for the denial, explain that the consumer should submit the request directly to the 

business, and when feasible, provide the contact information for the business. 25 This 

requirement creates new burdensome obligations for service providers that are beyond and 

unsupported by the statutory text. 

D. Requests to Opt Out of the Sale of Personal Information - Section 999.315 

Section 999.315(c). Subsection (c) would require that a business "treat user-enabled 

privacy controls, such as a browser plugin or privacy setting or other mechanism, that 

communicate or signal the consumer's choice to opt-out of the sale of their personal information 

as a valid request submitted pursuant to Civil Code section 1798.120 for that browser or device, 

or, if known, for the consumer."26 But no such signals currently exist, and efforts to establish 

industrywide signals historically have had significant limitations, preventing them from being 

effective. There is no reason to expect CCPA-based signals would be anything but of limited use 

to the extent they are feasible at all. Moreover, the CCP A never contemplates such a 

requirement, raising significant questions about whether the AG has authority to adopt it. 

Section 999.315(g). Subsection (g) is also unworkable as well as overly burdensome. 

This subsection would enable a consumer to use "an authorized agent to submit a request to opt

out on the consumer's behalf if the consumer provides the authorized agent written permission to 

do so."27 CTA members' experiences in Europe suggest that this "authorized agent" provision 

has the potential to result in huge volumes of requests generated by third parties acting as 

25 Proposed 20 CCR§ 999.314(d). 

26 Id § 999.3 lS(c). 

27 Proposed 20 CCR§ 999.3 lS(g). 
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"authorized agents." That volume will create huge burdens, especially for small businesses, 

which would be particularly exacerbated by any limit in the time afforded to businesses to 

respond in the proposed regulations.28 

IV. THE PROPOSED REGULATIONS SHOULD AFFORD FLEXIBILITY IN 
ESTABLISHING VERIFICATION PROCEDURES - Sections 999.323-999.325 

While CTA supports the notion of a risk-based approach to verification, the proposed 

regulations are far too prescriptive. 29 As a practical matter, prescriptive verification 

requirements risk requiring companies to maintain security practices that have been superseded 

by later technological advances.3° Further, general security policy favoring reasonable data 

security safeguards takes into account, among other things, a business's resources and 

capabilities. A large business, for example, may be able to institute a complex verification 

procedure that requires different pieces of information for different requests. A smaller business, 

however, may need a uniform approach, and in so doing, must balance making that process 

seamless enough that consumers can easily exercise their rights, but also establish sufficient 

safeguards to protect consumers from pretexting and other frauds. 

In this regard, section 999.323(b)(3), which requires businesses to consider a number of 

specific factors in determining the method by which the business will verify the consumer's 

28 CTA also has concerns about section 999.315(£), which would require that a business notify all 
third parties to whom it sold data to in the 90 days prior to a consumer's opt out request, and 
instruct them to not further sell the information. This requirement, which is not supported by the 
statute's text, can invalidate agreements under which the data was sold. It therefore may raise 
concerns about an unconstitutional taking. 

29 See generally Proposed 20 CCR§§ 999.323(b)-(c), 999.324, 999.325. 

3° For instance, regulations that require a "password" raise questions about whether 
authentication through biometrics or other cutting-edge verification techniques suffice. 
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identity,31 is unworkable in practice for many companies. This level of customization and 

specificity may be feasible for a business that only holds the same type of personal information 

about each consumer. But very large businesses hold different types of data about different 

consumers and, to that end, the proposed regulation as drafted would imply that a business must 

have a verification process that can be tailored for each request - based on the types of personal 

information the business holds about the relevant consumer. This would be impossible to 

implement at scale. 

Rather than introduce additional uncertainty into what verification mechanisms would be 

appropriate in particular contexts by listing the delineated factors, the regulations should simply 

require businesses to employ a reasonable, risk-based verification method that aims to protect the 

consumer and prevent malicious and fraudulent from obtaining information about a consumer. A 

requirement based on risk and reasonableness also has the added advantage of effectively 

requiring companies to adapt as the risks change and verification methods improve. 

The best approach to verification is to require companies to impose reasonable 

verification safeguards, offering guidance about the factors the AG would consider in 

determining whether a business's practices were reasonable, but avoiding actual prescriptive 

requirements. 

V. PARENTAL CONSENT METHODS SHOULD TRACK FEDERAL LAW AND 
REGULATION - Section 999.330(a) 

Section 999.330(a) would establish the process for parents to consent to the sale of 

personal information of their children under 13.32 Rather than promulgate specific (and 

31 Proposed 20 CCR§ 999.323(b)(3). 

32 Id. § 999.330(a). 
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potentially California only) parental consent and opt-in mechanisms, the CCP A regulations 

instead should refer to, and incorporate by reference, consent mechanisms already approved by 

the Federal Trade Commission ("FTC") under the Children Online Privacy Protection Act 

("COPP A") and the agency's COPPA Rule.33 This approach would ensure that the CCPA 

regulations stay consistent and current, as it would incorporate for the CCP A any new methods 

later approved by the FTC - and it would do so without the need for a new rulemaking process. 

And importantly, allowing businesses to rely on the same parental consent mechanisms for 

COPP A as for the CCP A ensures that the businesses can provide parents one, consistent way in 

which they can control and provide consent regarding the use and disclosure of their children's 

information. 

VI. THERE IS NO NEED TO ADOPT OVERLY BURDENSOME 
RECORDKEEPING REQUIREMENTS - Section 999.317 

The proposed regulations include recordkeeping requirements that are burdensome and 

unnecessary. 

Section 999. 317 (b). Subsection (b) requires business to "maintain records of consumer 

requests made pursuant to the CCPA and how the business responded to said requests for at least 

24 months."34 There is no reason for businesses to maintain consumer requests for that long a 

33 See https ://www.ftc.gov/ti ps-advi ce/business-center/pri vacy-and-securi ty/verifiabl e-parental
consent-chil drens-online-pri vacy-rul e. 

34 Proposed 20 CCR§ 999.3 l 7(b ). 
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time period, which conflicts with the CCPA' s typical 12-month timeframe for many of its 

personal information collection and disclosure lookback requirements. 35 

Section 999.317(g). Subsection (g) requires a business that "alone or in combination, 

annually buys, receives for the business's commercial purposes, sells, or shares for commercial 

purposes, the personal information of 4,000,000 or more consumers" to compile various 

"metrics" from the previous calendar year. 36 As an initial matter, however, the metrics 

calculation provides little value because there's no distinction between valid and invalid requests 

and these channels tend to have a high spam rate. Further, the proposed regulation does not 

make clear - nor would it be clear in all instances in practice - whether a business "complied 

with" or "denied" a request. For instance, would an unverified request be "complied with" or 

"denied"? 

In light of these issues, any required metrics may not actually yield useful information 

about how well a business is processing requests. Moreover, such data could be misleading, 

particularly if a particular business ends up receiving a significant number of fraudulent opt-out 

requests. Concerns about misleading data could force businesses in tum to needlessly spend 

time and resources justifying large denial rates. 

In the end, there is no justification for adopting this burdensome requirement, which has 

no basis in the law itself Rather than adopt a metrics requirement, the AG should focus on 

35 E.g., Cal. Civ. Code§ 1798.130(2) (disclosure in response to a request to know shall cover the 
preceding 12-month period). 

36 Proposed 20 CCR§ 999.3 l 7(g). 
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ensuring business' compliance through investigations and enforcement, as the CCPA 

contemplates. 

vn. CONCLUSION 

CTA is concerned that certain of the proposed regulations add to the significant 

compliance burdens and operational challenges already imposed on businesses by the CCP A, 

and do so without a commensurate benefit to privacy. Rather than impose additional burdens, 

given the extensive efforts already underway for companies to comply with the CCP A, CTA 

encourages the AG to provide clarifications to remaining ambiguous or conflicting aspects of the 

law as well as afford additional flexibility that will ease the compliance burdens of well-

intentioned companies, including in particular small businesses. 

December 6, 2019 

Respectfully submitted, 

CONSUlvIER TECHNOLOGY ASSOCIATION 

By: ls/Michael Petricone 
Michael Petricone 

Sr. VP, Government and Regulatory Affairs 

Isl Rachel Nemeth 
Rachel Nemeth 

Director, Regulatory Affairs 

1919 S. Eads Street 
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From: Melanie Tiano [ 
Sent: 12/6/2019 10:15:39 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CTIA Comment in Response to Proposed CCPA Regulations 
Attachments: 12.6.19 CTIA CA AG CCPA Proposed Regulations Comment.pdf 

To Whom It May Concern, 

Attached please find CTIA's comments in response to the Attorney General's proposed CCPA 
regulations. Please let me know if you have any questions. 
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Melanie 
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Director, Cybersecurity and Privacy 
1400 l 61

h Street, NW 
Washington, DC 20036 

(office) 
(mobile) 
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In the Matter of 

Before the 
CALIFORNIA OFFICE OF THE ATTORNEY GENERAL 

Los Angeles, CA 90013 

) 

California Consumer Privacy Act Regulations 
) 45-Day Comment Period for 
) Proposed Regulations 
) 

COMMENTS OF CTIA 

INTRODUCTION 

CTIA 1 welcomes the opportunity to provide comments on the California Attorney 

General's proposed regulations to implement the California Consumer Protection Act of 2018 

("CCP A" or "Act"). 2 CTIA appreciates that the Attorney General is working under demanding 

statutory deadlines and commends the efforts of the Attorney General's Office to clarify many of 

the Act's provisions. CTIA members are committed to protecting the privacy of their customers. 

Consumer trust is essential for the continued growth of the mobile ecosystem, and appropriate 

privacy protections are integral to building and maintaining this trust. Members of the 

wireless industry therefore have strong incentives to develop robust privacy programs and 

1 CTIA@ (www.ctia.org) represents the U.S. wireless communications industry and the companies throughout the 
mobile ecosystem that enable Americans to lead a 21st-century connected life. The association's members include 
wireless carriers, device manufacturers, suppliers as well as apps and content companies. CTIA vigorously 
advocates at all levels of government for policies that foster continued wireless im1ovation and investment. The 
association also coordinates the industry's voluntary best practices, hosts educational events that promote the 
wireless industry, and co-produces the industry's leading wireless tradeshow. CTIA was founded in 1984 and is 
based in Washington, D.C. 

2 See generally Cal. Civ. Code § 1798.100 et seq. 
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practices.3 As a result, for years, recognizing that protections must not stop at compliance with 

existing regimes, the wireless industry has embraced a leadership role on privacy. 

Nonetheless, CTIA's view is that many of the proposed regulations are impermissible 

under the CCPA and California law more generally. As detailed in these comments, several 

provisions are outside the CCPA's grant of rulemaking authority, inconsistent or in conflict with 

the CCP A, or either unnecessary or unduly burdensome to effectuate the purpose of the statute. 

Some proposals suffer from more than one of these flaws. 

In addition, CTIA is concerned that several of the proposed regulations, if adopted in the 

form of the current proposal, would cause widespread harm to consumers and companies. CTIA 

takes as a guiding principle that the Legislature intended to strengthen California consumers' 

privacy by requiring stronger safeguards for personal information and enabling consumers to 

exercise greater control over their information. 4 CTIA is concerned, however, that many of the 

proposed regulations will have the opposite effect and will instead undermine existing privacy 

and data security protections. Moreover, several proposed regulations would require disclosures 

based on underlying requirements that are poorly defined or require companies to reveal 

information that they would otherwise be entitled to keep confidential. These proposals will 

cause consumer confusion, expose companies to an array of new legal risks, and create 

3 See Comments of CTIA, In the ,Hatter of Developing the Administration 's Approach to Consumer Privacy, Nat'l 
Telecoms. and Info. Admin("NTIA"), Request for Comments, Docket No. 180821780-8780-0l (Nov. 8, 2018) 
("CTIA's Nov. 8 Comment to NTIA"). 

4 See An Act To Add Title 1.81.5 (commencing with Section 1798.100) to Part 4 of Division 3 of the Civil Code, 
Relating to Privacy (AB 375), at§§ 2(h)-(i) (approved on June 28, 2018) (stating that "California consumers should 
be able to exercise control over their personal information, and they want to be certain that there are safeguards 
against misuse of their personal infonnation" and "it is the intent of the Legislature to further Californians' right to 
privacy by giving consumers an effective way to control their personal information"). 

Unless otherwise indicated, these comments cite to the codification of the CCP A at Civil Code section 1798.100 et 
seq. prior to codification of the amendments that were approved by the Governor on October 11, 2019. 
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unnecessary operational challenges for many companies - all without substantially advancing the 

CCPA' s purposes. 

CTIA' s most urgent concerns pertain to the following sections and subdivisions of the 

proposed regulations: 

• 999.307 - Notice of financial incentives. 

• 999.313 - Responding to requests to know and requests to delete. 

• 999.3 lS(c)- Requests to opt out and treatment of user-enabled privacy controls to 
communicate opt-out choices. 

• 999.317(g) - Recordkeeping and reporting requirements for certain businesses. 

• 999.337- Calculation of value of consumer data. 

However, to facilitate review by the Attorney General's Office, CTIA provides its 

comments on the proposed regulations in the order in which they were published. In addition, 

where appropriate, CTIA provides proposed regulatory language to address some of the issues 

identified. 

l. 999.305 - NOTICE AT COLLECTION OF PERSONAL INFORMATION 

CTIA asks the Attorney General to withdraw subdivision 305(a)(3) from the proposed 

regulations. This proposal requires a business that intends to use personal information for 

purposes not disclosed in the notice given to consumers at collection to meet two conditions: (1) 

provide direct notice to affected consumers; and (2) obtain explicit consent for the new purpose. 

To start, this proposed consent requirement is an impermissible extension of the CCPA's 

requirements. Specifically, Civil Code section 1798. lOO(b) requires only notice to use personal 

information for purposes beyond those disclosed to the consumer at the time of collection. 5 This 

5 See Cal. Civ. Code § 1798. lOO(b) ("A business shall not collect additional categories of personal information or 
use personal information collected for additional purposes without providing the consumer with notice consistent 
with this section."). 
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statutory provision does not include any indication that a business must obtain consent for such 

additional purposes, and it is beyond the Attorney General's authority to create one. 

Moreover, the Attorney General's proposal to require consent to use personal information 

for purposes beyond those disclosed at the time of collection is unnecessary. The Federal Trade 

Commission ("FTC") advises companies to obtain "affirmative express consent" before making 

"material retroactive changes" to their uses of personal information, i.e., using personal 

information in a "materially different manner than claimed when the data was collected."6 This 

standard fully protects consumers' privacy without requiring them to give "explicit consent" for 

all changes to the use of previously collected personal information - even insubstantial changes 

that have no impact on their privacy interests, such as internal uses to improve services. 

Subdivision 999.305(b) could also have the unintended and unfortunate effect of 

encouraging companies to be vague in their privacy notices. This subdivision would require a 

business to disclose "the business or commercial purpose( s )" for which it will use the categories 

of personal information that it collects; requiring explicit consent to use personal information for 

any additional purpose will likely encourage businesses to state these purposes in terms that are 

as broad and general as is permissible. 

II. 999.306 - NOTICE OF RIGHT TO OPT OUT OF THE SALE OF PERSONAL 
INFORMATION 

CTIA asks the Attorney General to clarify subdivision 999.306(d)(2) of the proposed 

regulations. As drafted, this provision could be interpreted to prohibit businesses from selling 

the personal information of a set of consumers whose information was collected during periods 

when the business has posted a notice of opt-out of sale. This would be an impermissible 

6 See Fed. Trade Comm'n, Protecting Consumer Privacy in an Era ofRapid Change viii, 57 (2012); 15 U.S.C. §§ 
45(a), (n) (stating unfairness standard). 
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extension of the CCPA' s requirements, which allows the sale of consumers' information (for 

consumers over the age of 15) pursuant to notice of the right to opt out, and costly to businesses 

that would be prevented from using consumers' information in ways the CCPA allows. 

Specifically, Civil Code l 798.120(b) requires businesses, which sell consumers' personal 

information to third parties, to provide notice to consumers of their right to opt out of the sale of 

their information. Civil Code section 1798.135 specifies the requirements of that notice and 

requires businesses to honor the request of any consumer who exercises their opt-out rights. 

These sections do not apply to businesses that do not sell consumers' information to third parties. 

Subdivision 999.306(d)(2) addresses treatment of consumers who are not provided with a 

notice of right to opt out. The proposed regulation would require that any such consumer be 

"deemed to have validly submitted a request to opt out," (and therefore a business could not sell 

personal information about that consumer). While this provision makes sense for information 

collected during any period of time when a consumer was not provided with an opt-out notice, it 

does not account for situations where a business that initially does not sell a consumer's personal 

information to third parties, but later changes its business practices and begins to sell consumers' 

personal information. 

In such a situation, although the CCPA would allow for the sale of information collected 

about a consumer after a notice of opt-out was posted, subdivision 999.306(d) could be 

interpreted to apply to any information collected regardless of whether it was before or after an 

opt-out notice was posted. 

To address this conflict with the CCPA, the Attorney General should revise subdivision 

999.306(d) to read as follows: 

999.306( d) A business is exempt from providing a notice of right to opt-out if: 
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(1) It does not, and will not, sell personal information collected during the 
time period during which the notice of right to opt-out is not posted; and 

(2) It states in its privacy policy that that it does not and will not sell personal 
information. A consumer whose personal information is collected while a notice of 
right to opt-out notice is not posted shall be deemed to have validly submitted a 
request to opt-out, with respect to personal information collected during such 
time that the opt-out notice did not appear. 

III. 999.307 - NOTICE OF FINANCIAL INCENTIVES AND 999.337 -
CALCULATING THE VALUE OF CONSUMER DATA 

CTIA asks the Attorney General to revise the proposed regulations that relate to financial 

incentives. In their current form, these proposals exceed the Attorney General's rulemaking 

authority and would require businesses to disclose information that will likely mislead 

consumers and may implicate proprietary information for businesses. 

As an initial matter, subdivision 999.307(b)(5)'s requirement to disclose (i) "a good-faith 

estimate of the value of the consumer's data that forms the basis for offering the financial 

incentive or price or service difference" and (ii) the basis of that estimate, goes beyond the 

bounds of the CCP A Civil Code section 1798.125 requires a business that offers consumers 

financial incentives to notify them of those incentives, and section l 798.185(a)(6) limits the 

Attorney General's rulemaking authority to "establishing rules and guidelines regarding financial 

incentive offerings," with an emphasis on the understandability, language, and accessibility of 

the notice. 7 Nothing in these statutory provisions - or other provisions of the CCPA- authorizes 

the Attorney General to create new elements that would be required to be disclosed under 

subdivision 999.307(b )(5). 

7 See Cal. Civ. Code § 1798.185 (granting the Attorney General authority to issue regulations that require businesses 
to provide notices "in a manner that may be easily understood by the average consumer, are accessible to consumers 
with disabilities, and are available in the lan.!:,'Uage primarily used to interact with the consumer, including 
establishing rules and guidelines regarding financial incentive offerings .... "). 
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Additionally, the disclosures contemplated under subdivision 999.307(b)(5) are 

impracticable and potentially misleading to consumers. As the Initial Statement of Reasons 

("JSOR") published in conjunction with the proposed regulations acknowledges, methods for 

calculating the value of personal information vary widely, and consumers tend to value their 

information in subjective, context-specific ways, which makes it effectively impossible to assign 

a meaningful value to an individual's personal information. 8 At the same time, personal 

information typically gains value as part of a larger collection of information. In addition, the 

financial incentives that businesses offer may bear a closer relationship to the cost of providing 

services, rather than the value of personal information. The fact that, from the consumer 

perspective, the value of personal information is subjective - such that no uniform value can be 

assigned to it - is borne out by the fact that, for any incentive of a fixed amount, some consumers 

will accept the incentive and others will decline it. Given this inherent subjectivity on the 

consumer side, the only way to determine a fixed value of personal information is to consider it 

from the perspective of the company offering the incentive. And this is a simple analysis: for the 

company offering the incentive, the value of the personal information is the value of the 

incentive. The company sets the amount of the incentive knowing that some consumers will 

decline the offer, a result the company is willing to accept because it is unwilling to assign any 

greater value to the personal information. Thus, the value of the incentive and the value of the 

personal information are the same. Still, the Attorney General proposes to require companies to 

disclose specific monetary valuations of personal information to put consumers "in a position to 

8 See Initial Statement of Reasons (!SOR) for Proposed Adoption a/California Consumer Privacy Act Regulations 
38 (2019). 
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make informed decisions on whether to opt in to the offered financial incentives."9 At best, this 

information will overwhelm and confuse consumers. At worst, in some instances, it could 

mislead consumers by creating a false sense of certainty about the value of their personal 

information. 

CTIA also objects to subdivision 999.307(b )(5) because it requires businesses to publish 

their own legal analysis of the financial incentives they offer. Specifically, under the proposal, a 

business must explain in its notice the basis on which it concluded that its financial incentive "is 

permitted" under the CCP A. This determination requires a business to apply Civil Code section 

1798. 125, among other provisions of the CCPA, to its specific financial incentive practices. In 

certain circumstances, this analysis may be subject to attorney-client privilege and, as a result, 

exempt from any disclosure requirement under the CCP A. 10 In addition, subdivision 

999.307(b)(5)'s disclosure requirements would likely require businesses to reveal trade secrets 

and proprietary information. Requiring businesses to reveal such information likely constitutes 

an impermissible taking of property.11 Therefore, the regulations should specifically relieve 

businesses of complying with this requirement to the extent that doing so would reveal trade 

secrets or proprietary information, or any information subject to attorney-client privilege. 

9 !SOR at 12. 

10 See Cal. Civ. Code§ 1798.I45(b) ("The obligations imposed on businesses by Sections 1798.110 to 1798.135, 
inclusive, shall not apply where compliance by the business with the title would violate an evidentiary privilege ... 
. "). 

11 See, e.g., Ruckelshaus v. Monsanto Co., 467 U.S. 986, 1012-13 (1984) (holding that a federal statute requiring 
public disclosure of trade secrets contrary to re.!:,'Ulated companies' "reasonable investment-backed expectation" was 
a taking under the Fifth Amendment). 
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IV. 999.308 - PRIVACY POLICY 

CTIA asks the Attorney General to revise the detailed disclosures proposed under 

subdivision 999.308(b)(l)(d)(2) to better align with CCPA. To start, as drafted, this provision 

would require businesses to disclose in their privacy policies the categories of sources, the 

purposes of collection, and categories of third-party recipients for each category of personal 

information that they collect. This prescription goes far beyond the specific, limited categories 

of information that the CCPA requires businesses to disclose in their privacy policies and 

therefore exceeds the Attorney General's rulemaking authority. 

Subdivision 999. 3 08(b )(1 )( d)(2) also creates the potential for businesses to inadvertent! y 

disclose inaccurate information in their privacy policies. For many businesses, some of the 

details that are subject to disclosure (e.g., the linkage between the type of personal information 

collected and the categories of third-party recipients) under this proposal may change frequently. 

It may be infeasible for businesses to update their privacy policies after each such change. To 

eliminate a significant burden and potential exposure of businesses to claims that they are 

deceiving consumers, the Attorney General should revise this proposal to better align with the 

CCPA. 

Additionally, to ensure consistency with the statute, the Attorney General should be 

careful to use language that aligns with the statute. For example, to the extent that it remains in 

the final version, subdivision 999.308(b)(l)(d)(2) should be revised to use the word "sells" as 

opposed to "shares" as it is drafted in the current proposal. 

V. 999.312 -1\iIETHODS FOR SUBMITTING REQUESTS TO KNOW OR 
REQUESTS TO DELETE 

CTIA asks the Attorney General to revise subdivision 999.312(a) to reflect statutory 

amendments that were signed into law in October 2019. Among other things, this subdivision 
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specifically requires businesses to provide "two or more designated methods for submitting 

requests to know, including, at a minimum, a toll-free number .... " 

This toll-free number requirement directly conflicts with Civil Code section 

l 798.130(a)(l). As amended by AB 1564, this statutory provision permits a "business that 

operates exclusively online and has a direct relationship with a consumer from whom it collects 

personal information" to provide an email address as the sole means by which consumers may 

submit requests to know. Accordingly, the Attorney General must revise subdivision 999.312(a) 

to exclude such businesses from the proposed toll-free number requirement. 

In addition, the Attorney General should revise the two-step process that subdivision 

999.312(d) would require in connection with requests to delete. It would require consumers first 

to submit a request that the business must verify. Only after a subsequent step in which 

consumers "confirm that they want their personal information deleted" would the proposed 

regulation allow the business to execute those requests. 

This two-step process would impose unreasonable burdens on consumers and businesses. 

According to the !SOR, the intent behind the proposed regulation is twofold: to provide 

consumers with the opportunity to correct an accidental deletion request that may lead to an 

irrevocable deletion of personal information, and to provide businesses with additional assurance 

that consumers have made a clear choice to exercise their right to delete. 12 This intent is largely 

achieved through the requirement in subdivision 999.313 to confirm receipt of the request and 

provide information about how the request will be processed. This confirmation should provide 

sufficient notification to consumers about what was requested and provide an opportunity to 

change their minds if necessary. Mandating a two-step process, however, would disempower 

12 See !SOR at 16. 
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and frustrate consumers by adding steps that consumers must follow to exercise control over 

their personal information. Moreover, many companies have already developed interfaces 

through which consumers can request the deletion of personal information. For instance, some 

companies have developed "self-serve" dashboards and similar facilities for these purposes. 

Subdivision 999.312(a) should not wipe out the investments that businesses have made in these 

interfaces. The regulation should provide businesses with flexibility to implement these 

consumer-friendly approaches for requests to delete personal information, rather than mandating 

a rigid, two-step process. 

VI. 999.313 - RESPONDING TO REQUESTS TO KNOW AND REQUESTS TO 
DELETE 

CTIA urges the Attorney General to revise the unnecessarily and unreasonably stringent 

timing requirements proposed under subdivision 999.313. The Attorney General should also 

revise the impractical and burdensome requirements governing the substance and process of 

businesses' responses to consumers' requests to delete and requests to know. 

Subdivision 999.313(a) would require businesses to confirm receipt of a request to know 

or request to delete within ten days of receipt. This time-period is too short and unnecessarily 

burdensome. The Attorney General should allow at least 10 business days to confirm requests to 

know or delete. 

Subdivision 999.313(b) would also impose an unreasonably short deadline to respond to 

a request to know or request to delete. Specifically, this proposal would allow businesses 45 

days.ft·om the day of receipt to respond to requests to know and requests to delete, irrespective of 

the time required to verify the request. Although the !SOR notes that 45 days is longer than historical 
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response times for notifying consumers of a breach, 13 this comparison is inapposite. In the context 

of a breach, verification of an individual consumer's identity before providing notice is typically 

unnecessary. This process differs significantly from responding to consumer requests to know 

and requests to delete. In the context of requests to know and requests to delete, individual 

identification is mandatory and an essential part of ensuring that consumer requests under the CCPA 

do not expose consumers to additional privacy and security risks. Moreover, the time required to 

verify requests will vary widely. It is reasonable to expect that verification for requests will take 

longer when a request implicates sensitive personal information. 14 The 45-day timeline under 

subdivision 999.3] 3(b) would place businesses in the position of balancing an artificial regulatory 

deadline with conducting verification to protect consumers' privacy and security in connection with 

requests to know or delete. Accordingly, the Attorney General should amend the response period in 

subdivision 999.313(b) to run from the date the consumer is verified. 

In addition, CTIA has two concerns about the substance of responses to consumers that 

the Attorney General proposes to mandate. First, subdivision 999.313(c)(5) would require a 

business that denies a request for specific pieces of information to "inform the requestor and 

explain the basis for the denial." Similarly, subdivision 999.313(d)(6) requires a business to 

provide notice and an explanation of the basis of denial of a request for deletion. In many 

circumstances, however, it would be infeasible for businesses to provide such specific responses, 

and requiring specific responses could harm the public interest. Civil Code section 1798.145 

makes clear that businesses' obligations under the CCPA do not restrict their ability to comply 

13 See !SOR at 17. 

14 See, e.g., § 999 .323(b )(3) (indicating that "more stringent verification process shall be warranted" when a request 
to know or a request to delete involves "[s]ensitive or valuable personal information" or a "greater risk of harm to 
the consumer"). 
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with requests relating to law enforcement investigations, cooperate with law enforcement 

agencies, or exercise or defend legal claims. 

Subdivisions 999.313(c)(5) and (d)(6) not only conflict with this statutory provision but 

also call for companies to disclose information that could reveal the existence of, or compromise, 

law enforcement investigations. To address these concerns, the Attorney General should permit 

businesses to respond to denials of requests to know and requests to delete by directing the 

consumer to relevant information in the businesses' privacy policies. 

CTIA's second concern about responses to consumers arises in connection with 

responses to requests to delete under subdivision 999.3 l3(d)(1 ). This subdivision would allow a 

business that cannot verify a consumer who requests deletion to treat the request as a request to 

opt out of sale. According to the !SOR, "requiring a business to treat the request as a request to 

opt out of the sale of their personal information benefits the consumer by at least preventing the 

further proliferation of the consumer's personal information in the marketplace." 15 

This proposal is infeasible. If a business cannot verify the identity of a consumer who 

requests deletion, it necessarily lacks sufficient assurance to identify the consumer to whom to 

apply the opt-out request. Moreover, subdivision 999.3 l3(d)(l) is phrased in a permissive 

manner: a business "may deny" a request to delete if the business cannot verify the identity of 

the requestor. This proposal conflicts with Civil Code section 1798. lOS(c), which requires 

compliance with a request to delete only if the request is verifiable. It is also inconsistent with 

consumer choice, which is a key purpose underlying the right of deletion. These aspects of 

subdivision 999.3 l3(d)(1) leave this provision open to a significant potential for abuse and 

would impose serious operational burdens on businesses. 

15 !SOR at 20. 
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VU. 999.314 - SERVICE PROVIDERS 

CTIA urges the Attorney General to revise subdivision 999.314(c) to remove 

inconsistencies with the CCPA and the unreasonable burdens that this proposal would impose on 

service providers. As proposed by the Attorney General, subdivision 999.314(c) flatly prohibits 

service providers from using personal information obtained from different businesses or 

collected from direct interactions with consumers, unless the use is to "detect data security 

incidents" or "protect against fraudulent or illegal activity." 

This proposal conflicts with the CCPA in two ways. First, it conflicts with how the 

CCPA defines the relationship between businesses and service providers. A fundamental 

characteristic of a "business" is that it determines the "purposes and means of the processing of 

consumers' personal information." The absence of authority to determine the purposes and 

means of processing is equally fundamental to the definition of "service provider." Subdivision 

999.3 l4(c), however, would preclude service providers from entering into contracts to serve 

multiple businesses, even if the businesses have given their approval for such arrangements 

(unless the purpose of processing fits within either of the subdivision's exceptions). 

In addition, subdivision 999.314(c) precludes consumers from providing consent to use 

their personal information in arrangements in which a service provider processes personal 

information on behalf of more than one business. The Legislature chose specific circumstances 

in which consumers may exercise consent, e.g., the right to opt out ( or opt in for consumers 

under the age of 16) of sale and the right to opt in to financial incentive programs. 16 Other uses 

of personal information by businesses are not subject to limitations based on consumer consent. 

16 See Cal. Civ. Code§§ 1798.120 and .125. 
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The Attorney General proposes impermissibly to override this statutory scheme by prohibiting a 

separate set of practices and leaving consumers with no ability to consent to those practices. 

Moreover, subdivision 999.3 l4(c) could have far-reaching negative effects on a 

company's ability to use personal information for beneficial data analytics applications ( other 

than data security and anti-fraud). It also appears to prohibit service providers from combining 

personal information received from different entities to facilitate internal operations or improve 

the quality of their services. The Attorney General should not ban such uses, which generally 

benefit consumers and create little, if any, privacy risk. 

To address conflicts with the CCPA and reduce operational and practical harms, the 

Attorney General should revise subdivision 999.314(c) to read as follows: 

999.314(c). A service provider shall not use personal information received either 
from a person or entity it services or from a consumer's direct interaction with the 
service provider for the purpose of providing services to another person or entity. 
A service provider may, however, combine personal information received from 
one or more entities to which it is a service provider, in order to provide the 
services specified in a contract with the business, or to the extent necessary to 
detect data security incidents, or protect against fraudulent or illegal activity. 

CTIA also asks the Attorney General to withdraw subdivision 999.314(a) from the 

regulations. The CCPA defines a specific statutory boundary for entities that provide personal 

information processing services to other entities: only processing that is performed on behalfqf 

a business is within this boundary. 17 The processing of personal information of entities that are 

not businesses does not fall within the ambit of the CCP A. The Attorney General cannot redraw 

this clear statutory boundary, as subdivision 999.314(a) would do. 

17 See Cal. Civ. Code§§ l 798.140(c) (specifying that a "business" must be operated "for the profit or financial 
benefit of its shareholders or other owners," among other requirements) and 1798.140(v) (providing that a "service 
provider" "processes information on behalf of a business," among other requirements) (emphasis added). 
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VIII. 999.315 - REQUESTS TO OPT OUT 

A. 999.315(c)-OPT-OUTMECHANISMS 

CTIA asks the Attorney General to withdraw proposals to expand the right to opt out 

under section 999.315 of the proposed regulations. Subdivision 999.3 lS(c) would require 

businesses to treat user-enabled privacy controls, such as browser plug-ins, privacy settings, or 

other mechanisms, as valid requests to opt out. This mandate is a significant extension of, and is 

inconsistent with, the requirements of the CCP A Civil Code section l 798.135(a)(l) specifies 

the one and only method by which consumers can convey their requests to opt out- through the 

"Do Not Sell My Personal Information Link" - as well as the processes that businesses must 

follow in response to such requests. 

This statutory provision is unambiguous in its requirement and does not leave room for 

the Attorney General to mandate an entirely separate opt-out mechanism. Section 

l 798.135(a)(l)'s singular prescription stands in contrast to provisions governing the treatment of 

other consumer requests under the CCP A For example, Civil Code section l 798.130(a) requires 

businesses to provide "two or more designated methods for submitting requests" in connection 

with the right to know or right to delete. Consequently, there is simply no support in the text of 

the CCP A for the Attorney General to create other mandatory opt-out mechanisms. 

B. 999.315(F)- OPT-OUTRESPONSE YJMEIJNE 

For similar reasons, proposed subdivision 999 .31 S(f) exceeds the Attorney General's 

rulemaking authority and is inconsistent with the CCP A This proposal requires that, upon 

receipt of an opt-out request, a business must notify third parties to whom it sold the consumer's 

information within the previous 90 days and instruct those third parties not to further sell the 

information. The business must also notify the consumer when the business has completed third

party notification. 
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These requirements are not only highly burdensome, but also conflict with the CCPA in 

two ways. First, Civil Code section l 798.135(a)( 4) is forward-looking and, on its face, does not 

apply to sales of personal information that occur prior to the receipt of an opt-out request. 

Second, Civil Code section l 798.135(a)(4) clearly and expressly applies only to the business that 

receives the opt-out request. There is no suggestion here or elsewhere in the CCPA that 

businesses may have an obligation to forward these requests to entities to which they sold 

personal information. 

CTIA also asks the Attorney General to extend the time within which businesses must 

execute opt-out requests. Subdivision 999.315(e) would require businesses to act on opt-out 

requests as soon as feasibly possible, but no later than 15 days from the date the business 

received the request. This time frame would create serious compliance challenges. Moreover, 

aside from stating that the 15-day deadline was chosen to "provide[] clarity" about a detail that is 

missing from the CCP A, the Attorney General offers no explanation for imposing such a short 

deadline. The Attorney General should consider a more flexible standard to define the deadline 

for executing opt-out requests, which would allow businesses to adapt their response times as 

opt-out technologies develop. 

C. 999.315 RELATIONSHIP TO DEIDENTIFICATION 

Finally, CTIA urges the Attorney General to amend section 999.315 to clarify that none 

of its provisions require businesses to reidentify information. Civil Code section 1798.145(i) 

provides that the CCP A "shall not be construed" to require a business to "reidentify or otherwise 

link information that is not maintained in a manner that would be considered personal 

information." 18 Although this rule of construction applies to the CCPA as a whole, it is 

18 AB 1146 amended Civil Code section l 798.145(i) (to be recodi:fied as section 1798.145(1)) to provide that a 
business does not need to "collect personal information that it would not otherwise collect in the ordinary course of 

-17-

CCPA_ 45DAY _01156 

LuongH
Line

LuongH
Line

LuongH
Line

hannahfolsomchan
Typewritten Text
W148-15cont

hannahfolsomchan
Typewritten Text
W148-16

hannahfolsomchan
Typewritten Text
W148-17



especially important in connection with the right to opt out - particularly given the proposal to 

require businesses to recognize additional opt-out mechanisms, as that could create greater 

privacy harms to consumers. 

IX. 999.316 - REQUEST TO OPT IN AFTER OPTING OUT OF THE SALE OF 
PERSONAL INFORMATION 

CTIA asks the Attorney General to withdraw subdivision 999.316(a) from the proposed 

regulations. Under this proposal, a consumer who wants to opt in to the sale of personal 

information (after previously opting out) must go through a two-step confirmation process. In 

the first step, the consumer would submit a request to opt in and, in a separate step, the consumer 

would have to confirm his or her request. The Attorney General asserts that this requirement is 

necessary "to correct an accidental choice to opt back into the sale of ... personal information" 

and to "provide businesses with additional assurance that the consumer has made a clear choice 

to exercise their right to opt-in." 19 

The Attorney General's assertion of necessity does not justify this burdensome proposal. 

The Attorney General provides no support for the contention that customers will "accidentally" 

opt in to the sale of their personal information, or that businesses are in need of "additional 

assurances" about consumers' opt-in choices. 

Moreover, the two-step process proposed under subdivision 999.316(a) is inconsistent 

with the simple one-step process to opt out of sales provided under section 999.315. To respect 

consumers' choices about sales of personal information - whether the choice is to opt in or opt 

out - the regulations should treat the two processes equally. 

its business, [ or] retain personal information for longer than it would otherwise retain such information in the 
ordinary course of its business" to comply with the CCP A. This amendment does not affect the provision 
concerning reidentification discussed above. 

19 See !SOR at 26. 
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X. 999.317 - TRAINING AND RECORD KEEPING 

CTIA asks the Attorney General to withdraw subdivision 999.3 l 7(g) from the proposed 

regulations. This provision would require businesses that annually buy, receive for commercial 

purposes, sell, or share for commercial purposes the personal information of four million or more 

consumers to compile and publish specific metrics in their privacy policies. These metrics 

include the following: 

• The number of requests to know that the business received, complied with in whole or in 
part, and denied; 

• The number of requests to delete that the business received, complied with in whole or in 
part, and denied; 

• The number of requests to opt out that the business received, complied with in whole or 
in part, and denied; and 

• The median number of days within which the business substantively responded to 
requests to know, requests to delete, and requests to opt out. 

The requirements in this section are burdensome, ill-defined, and do not advance the 

objectives of the CCPA. 

Without identifying a specific source of statutory authority to mandate these reporting 

requirements, the !SOR simply asserts that subdivision 999.3 l 7(g) "is necessary to inform the 

Attorney General, policy makers, academics, and members of the public about business' 

compliance with the CCP A" Although the Attorney General may "fill in the details" of the 

CCPA through regulations, these proposed reporting requirements do not relate to any 

identifiable provision in need of clarification or elaboration. They are simply new requirements. 

Additionally, these burdensome requirements are a poor fit for the ISOR's stated goal of 

informing the Attorney General and various stakeholder groups about businesses' compliance 

with the CCPA. The CCPA already provides the Attorney General with broad enforcement 

authority as the means to ensure that businesses comply with the law. Moreover, the high-level 
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statistics that businesses are required to report will shed little, if any, light on the many detailed 

judgments that will be necessary to determine compliance with any given provision of the 

CCPA. 

Disclosing the metrics as required by this provision would undoubtedly lead to consumer 

confusion. For example, it is not clear what would constitute a request that is "complied with" or 

"denied." Suppose that a business receives voluminous deletion requests from consumers but 

determines that the personal information covered by these requests is necessary to provide a 

service requested by the customer in the context of an ongoing business relationship, and the 

business therefore denies these requests. Under the proposed regulation, these decisions would 

be reported as blanket denials of consumers' requests. As this example illustrates, subdivision 

999.3 l 7(g)'s reporting requirements are likely to create a picture of CCPA compliance that is, at 

best, incomplete and, at worst, misleading. 

To the extent that the Attorney General adopts subdivision 999.3 l 7(g), despite a lack of 

statutory authority, subdivision 999.3 l 7(g)(l)(d) should be modified to require disclosure of the 

"average" number of days within which the business substantively responded to requests to 

know, requests, to delete, and requests to opt out rather than the "median" number of days as the 

current proposal requires. The average is significantly easier to compute and provides a more 

accurate representation of how quickly a business responds to requests. 

XI. 999.325 - VERIFICATION OF NON-ACCOUNT HOLDERS 

Although section 999.325 helpfully clarifies how businesses can comply with verification 

requests from consumers who do not have password-protected accounts with the business, CTIA 

suggests that the Attorney General revise or eliminate the illustrative scenario described in 

subdivision 999.325(e)(l). This example involves retention practices that would violate industry 

standards. 
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Specifically, the scenario presumes that businesses may have payment card information 

on file and suggests that a business could conduct verification by requiring a consumer to 

"provide the credit card's security code and identify a recent purchase made with the credit card 

to verify their identity to (sic) reasonable degree of certainty." This verification method would 

require businesses to maintain credit card security codes (referred to as Cav2, CVC2, CVV2, or 

CID, depending on the payment brand). The Payment Card Industry Data Security Standard 

Council strictly prohibits this practice because of the extreme sensitivity of card security code 

data. 20 In addition, the retention practices that inform this example would violate best practices 

for data minimization and data segmentation. 

Although the specific example provided in subdivision 999.325(e)(l) relies on and 

implicitly endorses poor data security practices, CTIA strongly supports the Attorney General's 

use of examples to illustrate how businesses can comply with certain provisions of these 

proposed regulations. Indeed, the Attorney General should provide examples in additional 

sections of the regulations. For example, it would be extremely useful to provide examples that 

illustrate how the Attorney General will assess security and privacy risks when evaluating 

consumers' requests to know or requests to delete information, as described in subdivision 

999.323(b). 

In addition, CTIA recommends that the Attorney General revise subdivision 999.325(c) 

to eliminate the suggestion that businesses must obtain declarations signed under penalty of 

perjury from consumers who request to know the specific pieces of personal information the 

business has collected about them. The proposed regulation imposes a high bar on businesses 

verifying such requests by subjecting them to a verification standard of a "reasonably high 

20 See https://www.pcisecuritystandards.org/faqs. 

-21-

CCPA_ 45DAY _01160 

LuongH
Line

LuongH
Line

LuongH
Line

hannahfolsomchan
Typewritten Text
W148-20cont

hannahfolsomchan
Typewritten Text
W148-21

hannahfolsomchan
Typewritten Text
W148-22



degree of certainty," which may include matching at least three pieces of personal information 

provided by the consumer together with a signed declaration under penalty of perjury that the 

requestor is the consumer whose personal information is the subject of the request. Obtaining 

and maintaining a declaration from the individual making the request would be a costly burden 

on businesses, and would not provide additional protections for consumers, given that fraudsters 

are unlikely to be deterred by providing a declaration; the actual protection under this provision 

would come from the suggested information-matching process. The Attorney General should 

therefore revise subdivision 999.325(c) as follows: 

999.325(c)- A business's compliance with a request to know specific pieces of personal 
information requires that the business verify the identity of the consumer making the request 
to a reasonably high degree of certainty, which is a higher bar for verification. A reasonably 
high degree of certainty mav include matching at least three pieces of personal information 
provided by the consumer with personal information maintained by the business that it has 
determined to be reliable for the purpose of verifving the consumer. together vrith a signed 
declaration ooder penalty of perjury that the requester is the consumer whose personal 
information is the subject of the request. Businesses shall maintain all signed declarations as 
part of their record keeping obligations. 

XII. 999.330 AND 999.331 - RULES REGARDING l\UNORS 

CTIA requests that the Attorney General revise subdivision 999.330(b) to allow 

businesses to obtain verifiable parental consent for the sale of personal information of children 

under 13 by using any of the methods for obtaining parental consent specified in the Federal 

Trade Commission's (FTC) Children's Online Privacy Protection Act Rule ("COPP A Rule"). 21 

Subdivision 999.330(a)(2) includes some, but not all, of the methods to obtain consent permitted 

by the COPP A Rule. 

21 See generally 16 C.F.R. part 312; see also 16 C.F.R. 312.5 (defining verifiable parental consent standards under 
COPPA). 
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Modifying the proposed regulation to track the COPP A Rule promotes consistency and 

efficiency for businesses that have already developed and maintain COPP A compliance 

programs. Moreover, tying the California regulation to COPPA' s permitted methods would 

allow businesses to utilize any additional innovative verification methods for obtaining consent 

approved by the FTC. Indeed, the FTC is currently conducting a review of the COPP A Rule, 

and specifically asks whether "there are additional methods to obtain verifiable parental consent, 

based on current or emerging changes which should be added" to the Rule. 22 Therefore, CTIA 

recommends replacing subdivision 999.330(a)(2) with the following proposed regulatory 

language: 

999.330(a)(2). Methods that are reasonably calculated to ensure that the person 
providing consent is the child's parent or guardian include any of the methods 
enumerated in the Children's Online Privacy Protection Rule at 16 C.F.R. § 
312.5. 

CTIA also requests that the Attorney General clarify that subdivision 999.33 l(a)'s 

provision for opt-in consent by minors between the ages of 13 and less than 16 only applies if the 

business intends to sell such personal information. CTIA offers the following proposed 

regulatory language to address this issue: 

999.313(a). A business that has actual knowledge that it collects or maintains the 
personal information of minors at least 13 and less than 16 years of age, and 
intends to sell such personal information, it shall establish, document, and 
comply with a reasonable process for allowing such minors to opt-in to the sale of 
their personal information, pursuant to section 999.316. 

22 See Request for Public Comment on the Federal Trade Conunission's Implementation of the Children's Online 
Privacy Protection Rule, 84 Fed. Reg. 35,842, 35,845 (July 25, 2019). 
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CONCLUSION 

CTIA appreciates the Attorney General's consideration of these comments and stands 

ready to provide any additional information that would help to inform the development of final 

regulations. 

December 6, 2019 
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Message 

From: Else Feikje van der Berg [ 
Sent: 12/6/2019 5:50:29 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Datawallet comments on draft regulations pursuant to the CCPA 
Attachments: Datawallet comments on draft regulations pursuant to the CCPA.pdf 

Dear Mr. Becerra, 

Please find attached comments from Datawallet Inc., regarding the Proposed Regulations from Oct. 10th. 

Sincerely, 

Else Feikje van der Berg 

Else Feikje van der Berg 
Head of Policy & Product Strategy 
www.datawallet.com 

About Datawallet 

The Datawallet Consumer First Compliance platform is a comprehensive solution to help you easily and 
quickly achieve compliance with privacy regulations, including but not limited to CCP A and 
GDPR. Simultaneously, our platform provides a compelling experience for the consumer with Transparency 
and Control of the data they create with you. This builds Trust in your brand, a deeper relationship and long 
term Customer Retention. 

Datawallet is: 

1. A centralized single source of truth for both the consumer and the enterprise backed by immutable 
record Blockchain technology. 

2. Simple to understand for the consumer and simple for the Enterprise to manage. 
3. An architecture to capture Data Subject Requests (View, Download, Delete, Do Not Sell), create a 

workflow ticket and deliver the requested data in a secure manner, all recorded to the immutable 
Blockchain record. 

4. An architecture to provide the consumer a transparent view into the Sources, Data and use cases for 
your Enterprise. 

5. A Consumer Data Permissioning system where you provide a notification (no choices), a default 
opt/out, or default opt/in with the ability for the consumer to make an informed choice at a granular 
level. 

6. A single source of Truth with Immutable Blockchain technology to very effectively facilitate audits 
and defend lawsuits. 

The information contained in this email is intended only for its addressee and may contain confidential and/or privileged information. If the reader of this email is 
not the intended recipient, you are hereby notified that reading, saving, distribution or use of the content of this email in any way is prohibited. If you have received 
this email in error, please notify the sender and delete the email. We use updated antivirus protection software. We do not accept any responsibility for damages 
caused anyhow by viruses transmitted via email. 

Diese Information isl ausschliesslich fuer den Adressaten bestimmt und kann vertrauliche oder gesetzlich geschuetzte lnformationen enthalten. Wenn Sie nicht der 
bestimmungsgemaesse Adressat sind, unterrichten Sie bitte den Absender und vernichten Sie diese Mail. Anderen als dem bestimmungsgemaessen Adressaten 
isl es untersagt, diese E-Mail zu lesen, zu speichern, weiterzuleiten oder ihren lnhalt auf welche Weise auch immer zu verwenden. Wir verwenden aktuelle 
Virenschutzprogramme. Fuer Schaeden, die dem Empfaenger gleichwohl durch von uns zugesandte mil Viren befallene E-Mails entstehen, schliessen wir jede 
Haftung aus. 
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[ ... : J Datawallet 

The Honorable Xavier Becerra 

Attorney General 

ATTN: Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Comments on draft regulations pursuant to the CCPA 

Dear Mr. Becerra, 

December 5th, 2019 

I represent Datawallet, a consumer first compliance platform that helps businesses easily achieve 

compliance with EU-GDPR, CCPA, and other US-privacy laws. We believe that the CCPA was 

born from a clear consumer-demand for disruption of the broken data-ecosystem, and the only 

approach to privacy is a consumer-centric approach. In the 21st century, businesses must go 

beyond the bare minimum of compliance and ensure an excellent customer journey-from the 

first contact, to DSR handling, and more-in order to succeed. We help businesses exceed 

consumer demands by providing real transparency and control about personal data. 

I am writing to you to submit our comments and ask for clarification regarding the proposed 

Regulations. But first, I would like to commend you on the strong stance that has been taken on 

the protection of consumer data and privacy. On that note, here are two parts of the CCPA and 

the Draft Regulation that have our full support as consumers and personal data advocates. 

1. Opt-in for new purposes (§999.305 (3)) 

We believe the opt-in provision to be absolutely essential because it removes the otherwise 

ever-present loophole that allows companies to simply collect and keep as much data as possible 

and-without the consumer's knowledge or consent-use that data in any number of ways, at 

any future time. Forcing companies to be explicit about the reasons and purposes at collection, 

and forcing them to ask for explicit opt-in consent for any new purposes, gives consumers the 

effective control over their personal data they deserve and need. We applaud this clause as real 

progress in terms of privacy and personal data protection. 

Datawallet, Inc., 511 Ave of the Americas, Unit #967, New York, NY 10011 
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2. Wide scope of the definition of personal information (1798.140) 

With many data privacy initiatives, we've seen the focus on very specific verticals touching only 

certain parts of consumer data or strong lobbying efforts working to exclude whole industries. 

The addition of the caveat "capable of being associated with" in the definition of PI is laudable 

and important. A broad scope of defining PI ensures that the CCP A is, in fact, protecting all 

consumer's data. We believe that a limitation of the definition of personal information in the 

Regulations, as has been requested by some commenters at the hearings, would reduce the 

effectiveness and broad level of protection of the CCP A 

In several recent proposals for federal privacy legislation (both from the Democratic and 

Republican sides), we have seen an explicit inclusion of content from messaging in the definition 

of personal information. By including these data, consumers would be better protected from 

messaging services, especially those that monetize data within "walled gardens" such as 

Facebook (which controls Facebook Messenger, WhatsApp, and Instagram). Among other 

benefits, it would put an end to businesses using private messages to serve consumers 

personalized ads without proper notice or recourse. 

Below we list the issues where we believe clarification would strengthen the protection of 

consumers. 

3. Service providers 

One point that we would be happy to see clarified is regarding the obligations facing service 

providers that are not also businesses. They are described in several provisions in the CCPA Bill 

Text and the Draft Regulations: 

• Only one exemption in 1798.145 seems to be directed at service providers ("(3) 

Cooperate with law enforcement agencies concerning conduct or activity that the 

business, service provider, or third party reasonably and in good faith believes may 

violate federal, state, or local law"), other global exemptions seem to only apply to 

businesses (" The obligations imposed on businesses by this title shall not restrict a 

business's ability to ... ") 

• Service providers may receive DSRs to know or to delete. If they choose not to comply 

with this request, they must explain the basis for the denial(§ 999.314 (d)) and inform the 

consumer to contact the business on whose behalf they operate. 

Datawallet, Inc., 511 Ave of the Americas, Unit #967, New York, NY 10011 

CCPA_ 45DAY _01166 

LuongH
Line

LuongH
Line

hannahfolsomchan
Typewritten Text
W149-2

hannahfolsomchan
Typewritten Text
W149-3



(~:J Datawallet 

• Service providers are liable for the fines for intentional violations ($7,500, 1798.155) and 

for unintentional fines ($2,500, 17206 of the California Business and Professions Code). 

• Service providers do not seem to be liable for data breaches. 1798.150: "Any consumer 

whose non-encrypted or non-redacted personal information (..) is subject to an 

unauthorized access and exfiltration, the.ft, or disclosure as a result of the business' 

violation of the duty to implement and maintain reasonable security procedures and 

practices appropriate to the nature of the infbrmation to protect the personal information 

may institute a civil action for any of the following(..)". 

All clauses regarding notice rights, maintaining reasonable security measures. verification of 

requests, privacy policy, making available 2 methods for submitting requests, etc. seem to be 

only directed at businesses. Businesses are explicitly mentioned in these clauses, service 

providers are not. 

We do not believe it would be acceptable if service providers do not need to verify the identity of 

data subjects (as per Article 4 of the Draft Regulations) nor check for exceptions (as per§ 

999.313 (c)(3)), but still have the freedom to deny or comply with requests for information, as 

per§ 999.314 (d). It would also be unacceptable if they do not have to honor the 

non-discrimination clause nor need to maintain reasonable security measures, nor would they not 

be held accountable in case of data breaches (the $100-$750 fines do not seem to apply for 

them). 

It would be helpful to clarify in the final regulations exactly which obligations service providers 

face, and what they need to do to achieve compliance. 

4. User-enabled privacy controls as requests to opt-out 

$999.314 (a) states that user-enabled privacy controls, such as a browser plugin or privacy 

setting or another mechanism, could be used by consumers to communicate an opt-out of sale 

request. These signals can be quite ambiguous. Many questions come to mind: Should "Do Not 

Track" signals, sent by browsers or plugins, be interpreted as opt-out of sale requests? What 

happens in case multiple settings are sending mixed signals (for instance: the Do Not Track 

signal is enabled, but cookie settings allow all cookies)? How should businesses handle the fact 

that there are no operational standards for these signals? 
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5. Exceptions to deletion requests 

We would like to express concern about the broad exceptions a business may invoke to deny 

deletion-requests. The range of exceptions that can be invoked stands the risk of being abused for 

many different practices. Especially 1798.105 (d)(l), stating that a business does not need to 

delete information that is needed to provide a good or service requested by the consumer, is 

unnecessary. In this case, businesses should be obliged to point out that the data is needed to 

provide the service, however, if consumers insist they want their data deleted, the business 

should be forced to comply. 

1798. 105 (9) could also be interpreted widely ("Otherwise use the consumer's personal 

information, internally, in a lawful manner that is compatible -with the context in which the 

consumer provided the information.") and therefore runs the risk of being used as a loophole. A 

narrower definition of these exceptions in the Regulations could help to avoid such abuse. 

6. Purpose, business and commercial purpose 

§999.305 (a)(3) and 1798.100 both mention that a business shall inform consumers of the 

purposes for the usage of personal information. This term "purpose" seems not to be related to 

the terms "commercial purpose" or "business purpose" as defined in 1798. 140, and is therefore 

left rather open. An unambiguous clarification in the Regulations would be helpful. 

We are pleased to see that the CCP A includes an exhaustive list of the term "business purpose" 

and defines "commercial purposes", to leave little room for doubt about which use-cases are 

covered. However, the inclusion of the wording "providing advertising or marketing services" in 

1798.140 ( d)(5) gives businesses a lot of leeway in using personal information in ways that are 

usually not necessary for the business to operate, and that can have a massive negative impact on 

the consumer. The next problem is that taking "advertising or marketing services" out of the 

definition of a "business purpose" would offer the consumer less, instead of more, protection. 

The CCP A and Regulations only state that information about business purposes or commercial 

purposes must be granted upon a data subject request. It is unclear what should be done with 

purposes that don't fall under either definition. We would propose allowing consumers to opt-out 

of the usage of their information for purposes that can't be considered business purposes or 

commercial purposes. The term "purpose" in §999.305 (a)(3) and 1798.100 should remain broad 

so that consumers will always be notified of all purposes of PI usage. 
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7. Lack of clarity about Real-Time Bidding practices and "walled garden" personalized 
targeting for advertising 

There is an ongoing debate about whether Real-Time Bidding practices, as often used by 

publishers, constitute a "sale". Publishers submit certain pieces of specific information (such as 

IP addresses) to ad networks, this information flows to multiple downstream parties. The use of 

this PI increases the value of the impression, and therefore could be considered a "sale". On the 

other hand, the information is not being sold directly and the publisher is not earning revenue 

due to the ad network paying for the information. Clarifying this point would give much-needed 

certainty to businesses in the ad industry. The same question should be asked regarding "walled 

garden" advertising platforms such as Facebook, Linkedln, etc. - in most cases, these platforms 

make money by selling an advertisement to other companies utilizing the personal information 

they have gotten from their customers. They also allow other companies to upload personal 

information (including, but not limited to phone numbers, home addresses, email addresses, full 

names or birthdays) which is then matched to the relevant person on the platform so that a 

personalized and targeted advertisement can be sold. There is a case to be made, that this does 

constitute a sale of PI even if the data does not leave the platform itself 

We look forward to seeing the Final Regulations and want to thank you for all your work on the 

important topic of privacy and data protection. 

Sincerely, 

Dr. Else Feikje van der Berg 

Head of Policy & Product Strategy 
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Message 

From: 
Sent: 

To: 

PJ Hoffman [ 
12/6/2019 3:02:20 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Electronic Transactions Association - Comment Letter - Privacy Regs 
Attachments: ETA Comments - Privacy - AG Proposed Regulations.pdf 

Good morning, 

Please accept these comments on behalf of the Electronic Transactions Association. 

PJ Hoffman 
Director of Regulatory Affairs 
Electronic Transactions Association 

irect 

Join Conversations and Make Connections On: Linkedin Facebook Twitter 
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eta ELECTRONIC 
TRANSACTIONS 
ASSOCIATION 

1620 L Street NW, Suite 1020 
Washington, DC 20036 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 S. Spring Street, First Floor 
Los Angeles, CA 90013 
Email: Privacy Regual ti ons@doj . ca. gov 

202.828.2635 
electran.org 

RE: Strengthening Fraud Prevention Under the California Consumer Privacy Act 
("CCPA") 

Dear Attorney General Becerra: 

On behalf of the Electronic Transactions Association ("ETA"), we appreciate the opportunity to 
comment on the California Consumer Privacy Act of 2018 ("CCPA"). The payments industry 
makes dedicated efforts to use innovation to fight fraud and ensure that consumers have access to 
safe, convenient, and affordable payment services. ETA and its members strongly support privacy 
laws that allow companies to implement innovative tools to protect consumer privacy and data 
while fighting fraud. ETA supports efforts by policymakers to strengthen the fraud prevention 
components of the CCP A including through an express exception for use of data for purposes of 
fraud prevention. 

ETA is the leading trade association for the payments industry, representing over 500 payments 
and financial technology ("FinTech") companies that offer electronic transaction processing 
products and services and commercial loans, primarily to small businesses. During 2018 in North 
America alone, ETA members processed over $7 trillion in consumer purchases. ETA members 
include financial institutions, payment processors, Fin Tech companies, and all other parts of the 
payments ecosystem. 

Executive Summary 

ETA and its members support U.S. and international efforts to strengthen privacy laws to not only 
help industry combat fraud and but also disclose to consumers how their data is being used. As 
lawmakers and regulators explore additional ways to protect consumers, it is critical that 
government coordinate with the payments industry so that companies can continue to combat fraud 
and cybercrime and ensure consumers have access to safe, convenient, and affordable payment 
options and other financial services. 

There are numerous existing consumer protection laws in the U.S. and around the globe that 
address data security and privacy, and which align with the payments industry's fraud fighting 
efforts. In the U.S., for example, financial information data is governed by federal laws, including 
the Gramm-Leach-Bliley Act and related Federal Trade Commission's Safeguards Rule and 
Consumer Financial Protection Bureau's Privacy Rule, as well as robust self-regulatory programs 
like the Payment Card Industry Data Security Standard, which sets forth requirements designed to 
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ensure companies that process, store, or transmit credit card information maintain a secure 
environment for such data. All of these laws and self-regulatory efforts recognize the critical role 
played by industry in combatting fraud, and they include provisions that allow for the targeted use 
and sharing of information by financial institutions and payments companies to protect consumers 
and to prevent fraud from occurring in the first instance. 

Moving forward, ETA encourages policymakers to consider ways that law enforcement and 
industry stakeholders can continue to work together to develop new ways to combat rapidly 
evolving and increasingly sophisticated fraud and cybercrime. Working together, lawmakers, 
regulators, and the payments industry have kept the rate of fraud on payment systems at remarkably 
low levels. By continuing to collaborate, government and industry can provide consumers with 
access to safe and reliable payment services. Additionally, as different states and the federal 
government consider this important issue, it is important for policymakers to work together across 
state-lines to provide a consistent privacy framework without creating a patchwork of conflicting 
regulations. 

Specific Comments 

Notice at Collection of Information - §999.305(a)(3) 

The proposed rule would add a new requirement that is above and beyond the statutory 
requirements laid out in the CCP A Section 999.305(a)(3) of the proposed rule requires that if a 
company intends to use a consumer's personal information for a purpose that was not previously 
disclosed to the consumer in the notices at collection, the business must directly notify the 
consumer of this new use and obtain explicit consent from the consumer to use it for this new 
purpose. 

This requirement to obtain "explicit consent" for a new use goes well beyond the requirements of 
the CCPA which only requires, "A business shall not collect additional categories of personal 
information or use personal information collected for additional purposes without providing the 
consumer with notice consistent with this section." 1798.1 OO(b). In fact, this requirement could 
result in less specificity in privacy policies which goes against the purpose of the law. 

Notice of Right to Opt-Out of Sale of Personal Information - §999.306 

Section 999.306(d)(l) of the proposed rule allows for a business to be exempt from providing a 
notice of right to opt-out if it states in its privacy policy that it does not and will not sell personal 
information. A consumer whose personal information is collected while a notice of right to opt
out notice is not posted shall be deemed to have validly submitted a request to opt-out. 

This requirement means that if a business did not sell personal information, and then did not have 
a "Do Not Sell" button, if it then chooses to sell personal information and has a button, then 
personal information collected about consumers during the time the button was not shown will be 
automatically subject to the opt-out. Accordingly, businesses will then have the option to request 
that consumers authorize the sale pursuant to 1798.135. First, this is counter to the text of the 
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CCPA, which allows for new uses of data pursuant to notice, whereas explicit consent is required 
under the proposed regulations. This is in contravention to the statute. In addition, there is lack of 
clarity as to when businesses will be able to seek authorization from these consumers who will 
have been "deemed" to have opted out. 

Notice of Financial Incentive - §999.307(b)(5) 

Section 999.307(b)(5) of the proposed rule requires an explication of why the financial incentive 
or price or service difference is permitted under the CCPA including: 1) An estimate of the value 
of the consumer's data that forms the basis for offering the financial incentive or price or service 
difference; and 2) A description of the method the business used to calculate the value of the 
consumer's data. This requirement is well above and beyond the requirements of the CCPA. ETA 
believes these requirements should not be included in the final rule, however, if these requirements 
are to be retained, this regulation should specifically relieve companies from having to reveal any 
trade secrets or proprietary information. 

PrivacyPolicy- §999.308 

The proposed regulations have inconsistent phrasing when compared to the statute. In Section 
999.308(b)(l)(d)(2), the word "shares" is used when in the same context in the statute 
(l 798.130(a)(5)(C)(i)) it refers to the work "sells". 

ETA recommends the following changes to the language to ensure consistency with the statute. 

Section 999.308(b)(J)(d)(2) - "For each category of personal information collected, provide the 
categories of sources from which that information was collected, the business or commercial 
purpose(s) for which the information was collected, and the categories of third parties to with 
whom the business sells sh€fres personal information. The notice shall be written in a manner that 
provides consumers a meaningful understanding of the categories listed " 

Methods for Submitting Requests to Know and Requests to Delete - §999. 312 

The proposed regulation needs to be revised to allow for businesses that interact with consumers 
online only to not have to have the toll-free number requirement, but instead to have an email 
option. This is specifically addressed in California Assembly Bill 1564 which passed in October 
2019, which provides that a business that operates exclusively online and has a direct relationship 
with a consumer from whom it collects personal information is only required to provide an email 
address for submitting requests for information required to be disclosed. 

In proposed regulations Section 999.312(d), a business is required to use a two-step process for 
online requests to delete where the consumer must first, clearly submit the request to delete and 
then second, separately confirm that they want their personal information deleted. Mandating a 
two-step process disempowers the consumer as many companies may operate a "self-serve" type 
process where consumers can make their choices as to information to be deleted. Requiring this 
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two-step process could frustrate consumers. Companies should have the flexibility on process 
flow; in some cases, it may make sense to have a two-step process, in other cases it may not. 

Responding to Requests to Know and Requests to Delete - §999. 313 

Under the proposed regulations Section 999.313(a), a business must confirm receipt of a request 
within 10 days. Given the challenges with providing information on demand, ETA recommends 
that businesses have up to IO business days rather than just IO days. 

In proposed regulations Section 999.313(c)(5), if a business denies a consumer's verified request 
to know specific pieces of personal information, in whole or in part, because of a conflict with 
federal or state law, or an exception to the CCPA, the business shall inform the requestor and 
explain the basis for the denial. If the request is denied only in part, the business shall disclose the 
other information sought by the consumer. Several exceptions relate to issues where disclosing the 
basis for the denial is not feasible: such as for law enforcement purposes, exercising or defending 
legal claims, regulatory investigation, or criminal inquiry. ETA asks that the regulations include 
clarification that if a company includes the CCP A exemptions in their privacy policy they can just 
point consumers to those exemptions on their privacy policy and note that they are not responding 
because of an exemption listed in the privacy policy per CCP A 

In proposed regulations Section 999.313(d)(l), for requests to delete, if a business cannot verify 
the identity of the requestor, the business may deny the request to delete. The business must inform 
the requestor that their identity cannot be verified and shall instead treat the request as a request to 
opt-out of sale. This requirement goes above and beyond the statutory language in the CCP A 
Additionally, if a business can't identify identity for purposes of deletion, how can it effectuate an 
opt-out? This entire requirement runs counter to the verification requirements in the regulation. 

In proposed regulations Section 999.313(d)(6)(a), where a business denies a consumer's request 
to delete the business must inform the consumer that it will not comply with the consumer's request 
and describe the basis for the denial, including any statutory and regulatory exception therefor. A 
company is simply not required to comply with the law if an exemption applies and therefor it is 
not a "denial." This requirement should be clarified to allow for companies to direct consumers to 
their policies explaining possible exemptions. 

Service Provider~ Protecting Against Fraud - §999. 3 J 4(c) 

In proposed regulations Section 999.314(a), a person or entity that provides services to a person 
or organization is not a business so long as it would otherwise meet the requirements of a "service 
provider" under Civil Code section l 798.140(v), that person or entity shall be deemed a service 
provider for the purposes of CCP A When a person or entity is providing services to an 
organization that is not a business under CCPA, it is illogical for any requirements to be imposed 
on such service providers. As such, ETA recommends the following language to replace Section 
999.314(a): 
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To the extent that a person or entity provides services to a person or organization that is not a 
business, no obligations under CCP A shall apply to such person or entity. 

In proposed regulations Section 999.314(c), a service provider may combine personal information 
received from one or more entities to which it is a service provider, on behalf of such business, to 
the extent necessary to detect data security incidents, or protect against fraudulent or illegal 
activity. ETA supports efforts to provide additional clarity and flexibility for the payments industry 
to use data to protect consumers by fight fraud. These types of clarifications help payments 
companies to continue to innovate and find new ways to detect, deter, and eliminate fraud on behalf 
of consumers and merchants. However, the proposed language is limiting as currently written and 
could be interpreted to not allow certain internal operations for the service provider that might 
require the combining of data, including improving the quality of the service providers services 
that it provides for businesses generally. To that end, the text should be modified as recommended 
below: 

Section 999.314(c) A service provider shall not use personal information received either from a 
person or entity it services or from a consumer's direct interaction with the service provider for 
the purpose of providing services to another person or entity. A service provider may, however, 
combine personal information received.from one or more entities to which it is a service provider, 
on behalf af such businesses, in order to provide the services specified in a contract with the 
business, or to the extent necessary to detect data security incidents, or protect against fraudulent 
or illegal activity. 

In proposed regulations Section 999.314(±), a business must notify all third parties to whom it has 
sold the personal information of the consumer within 90 days prior to the business's receipt of the 
consumer's request that the consumer has exercised their right to opt-out and instruct them not to 
further sell the information. The business shall notify the consumer when this has been completed. 
This requirement is beyond the scope of CCP A The CCP A does not have this requirement to 
notify anyone to whom data was sold in the prior 90 days. Additionally, this is not feasible in that 
businesses would not have control over how third parties treat the data. 

Training- Record-Keeping - §999. 317 (g) 

In proposed regulations Section 999.3 l 7(g), a business that alone or in combination, annually buys, 
receives for the business's commercial purposes, sells, or shares for commercial purposes, the 
personal information of 4,000,000 or more consumers, must compile a number of metrics from the 
previous calendar year and disclose that information in their privacy policy. 

This is a new onerous requirement is outside of the scope of the CCP A's statutory language. It is 
also unclear what would constitute a request that is "complied with" or "denied." For example, if 
a consumer could not be verified, how would that be characterized? What about statutory 
exemptions? This requirement would be very hard to comply with and could produce numbers that 
do not accurately represent accurate numbers for consumers. 

Verification for Non-Accountholders - §999.325 
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In proposed regulations Section 999.3 l 7(g), one illustrative scenario which is used is for a business 
to maintain the consumer's name and credit card number, the business may require the consumer 
to provide the credit card's security code and identifying a recent purchase made with the credit 
card to verify their identity to reasonable degree of certainty. However, according PCI Security 
Standards, it is prohibited for companies from maintaining the CVV code and storing it for future 
use. 

When it comes to card data protection, the payments industry took the lead in developing the 
Payment Card Industry Data Security Standards ("PCI-DSS") to ensure the safety of cardholder 
data. The PCI-DSS sets forth requirements designed to ensure companies that process, store, or 
transmit credit card information maintain a secure environment for such data. In addition, the PCI
DSS establishes a framework for implementation of those data security standards, such as 
assessment and scanning qualifications for covered entities, self-assessment questionnaires, 
training and education, and product certification programs. 

According to the PCI-DSS FAQ, "PCI DSS does not prohibit the collection of card verification 
codes/values prior to authorization of a specific purchase or transaction. However, it is not 
permitted to retain card verification codes/values once the specific purchase or transaction for 
which it was collected has been authorized ... All card verification codes/values must be completely 
removed from the entity's systems ... A customer's request or approval for an entity to retain the 
card verification codes/values has no validity for PCI DSS and does not constitute an allowance to 
store the data." 1 

ETA recommends that this scenario be removed from the final rule as it could be interpreted as a 
requirement. 

The Role of the Payments Industry in Fighting Fraud 

The payments industry is committed to providing consumers and merchants with a safe, reliable, 
and modern payments system. Indeed, consumers continue to choose electronic payments over 
cash and checks because of the protections afforded by electronic payments. These protections 
include, for example, zero liability for fraudulent charges, making electronic payments the safest 
and most reliable way to pay. 

When it comes to credit cards, for example, a consumer can submit a chargeback request to his or 
her card issuing bank disputing a particular transaction. This process protects consumers and 
ensures that the financial institution bears ultimate responsibility for fraudulent transactions, 

1 PCI Security Standards Council FAQ, Can Card Verification Codes/Values Be Stored On-File Or Recurring 
Transactions?, Available at https://www.pcisecuritystandards.org/fags. The PCI Security Standards Council is a 
global forum for the industry to come together to develop, enhance, disseminate and assist with the understanding of 
security standards for payment account security. The Council maintains, evolves, and promotes the Payment Card 
Industry Data Security Standards ("PCI DSS"). 
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demonstrating the industry's strong interest in making sure fraudulent actors do not gain access to 
payment systems. 

In addition, the payments industry has a long history of fighting fraud through robust underwriting 
and monitoring policies and procedures, and the use of advanced authentication technologies. With 
the benefit of decades of expertise, ETA members have developed effective due diligence 
programs to prevent fraudulent actors from accessing payment systems, monitor the use of those 
systems, and terminate access for network participants that engage in fraud. Working with its 
members and industry and government stakeholders, ETA has published various guidelines that 
provide underwriting and diligence best practices for merchant and risk underwriting, including 
the "Guidelines on Merchant and ISO Underwriting and Risk Monitoring" and "Payment 
Facilitator Guidelines," which provide information on anti-fraud tools, security, and related issues. 

ETA members are constantly developing and deploying new technology and tools to detect, deter, 
and eliminate fraud. Just a few examples of these efforts include the following: 

• Data Encryption. The payments industry has introduced point-to-point encryption (P2PE) 
and the tokenization of data to minimize or eliminate the exposure of unencrypted data in 
connection with a purchase. 

• Improved Authentication. The use of new authentication methods to verify and 
authenticate transactions helps minimize potentially fraudulent transactions. These new 
tools include the use of the following types of advanced tools: 

o biometric authentication, including the use of thumbprints, facial, and voice 
recognition 

o geolocation that compares the merchant's location with the location of the 
consumers phone 

o behavioral biometrics (e.g., monitoring keystrokes) 

• Fraud Scoring / Suspicious Activity Monitoring. The payments industry continues to 
refine tools for monitoring and analyzing payment data for suspicious activity. With 
improvements in machine learning and artificial intelligence, the payments industry gains 
additional tools for identifying suspicious patterns in transaction data. 

• Chip Cards and EMV. The payments industry has worked to replace magnetic stripes for 
credit and debit cards with a computer chip card, also called EMV. Chip cards make our 
payments system stronger by protecting against theft, counterfeit cards, and unauthorized 
use of cards in stores. 

These are just some of the tools that the payments industry has developed in recent years to fight 
fraud, protect consumers, and ensure the integrity of the payments ecosystem. These efforts have 
been remarkably successful in reducing fraud while ensuring that consumers have access to fast, 
reliable, and safe payment options. 
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ETA Supports a Regulatory Framework that Recognizes the Efforts of Industry to Fight 
Fraud and Protect Privacy 

ETA and its members support U.S and international regulatory efforts that encourage and respect 
industry efforts to combat fraud and disclose to consumers how their personal information is being 
used. Working together, lawmakers, regulators, and the payments industry have had remarkable 
success in protecting consumers and providing them with access to safe and convenient payment 
systems. This is achievable because the existing legal framework for protecting consumer privacy 
recognizes the important role of industry efforts in preventing and fighting fraud. 

In the U.S., for example, laws have been passed to protect health information (HIPAA) and 
financial information (Gramm-Leach-Bliley Act and Fair Credit Reporting Act), and marketing 
activities are regulated through federal and state competition laws, as well as industry and activity 
specific laws, such as the Telephone Consumer Protection Act, Telemarketing Sales Rule, and 
CAN-SP AM regulations. These laws recognize the important role that industry plays in 
combatting fraud and provide provisions that allow for the targeted use and sharing of data to 
protect consumers and to prevent actual or potential fraud from occurring in the first instance. 

Just a few of these U.S. laws include: 

Consumer Protection Laws and Provisions Related to Industry Fighting Fraud 

Gramm Leach Bliley Act ("GLBA''): The GLBA requires financial institutions to explain 
their information-sharing practices to customers and safeguard sensitive data. The GLBA has 
an exception to its information-sharing restrictions for information disclosed to "protect against 
or prevent actual or potential fraud, unauthorized transactions, claims, or other liability." 2 

Bank Secrecy Act ("BSA"): The BSA establishes various requirements for covered financial 
institutions to assist the government in identifying and combatting money laundering and 
terrorist finance. The BSA includes numerous provisions governing the sharing of information 
between covered financial institutions and law enforcement, as well as sharing of information 
between financial institutions in order to identify and report activities that may involve 
terrorist activity or money laundering. 

Health Insurance Portability and Accountability Act of 1996 ("HIPAA"): This law 
provides data privacy and security provisions for safeguarding medical information. Under the 
HIP AA Privacy Rule, a covered entity can disclose protected health information to detect fraud, 
abuse, or compliance violations. 

California Financial Information Privacy Act ("CFIPA"): The CFIP A governs financial 
institutions in California handling nonpublic personal information of the State's residents, 
including provisions related to consumer notice and the sharing of this personal information. 
The CFIPA creates an exception to its restrictions to allow sharing of consumer information 

2 12 C.F.R. § 1016.IS(a). 
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Consumer Protection Laws and Provisions Related to Industry Fighting Fraud 
with nonaffiliated third parties "to protect against or prevent actual or potential fraud, identity 
theft, unauthorized transactions, claims, or other liability." 3 

Federal Trade Commission ("FTC") Act: Section 5 of the FTC Act prohibits unfair or 
deceptive business acts or practices, including those relating to privacy and data security. The 
FTC has recognized the need for industry to share information in order to fight fraud. In a 2012 
privacy report, the FTC identified "fraud prevention" as a category "of data practices that 
companies can engage in without offering consumer choice" because they are "sufficiently 
accepted or necessary for public policy reasons." 4 

The Fair Credit Reporting Act ("FCRA"): The FCRA establishes a framework for the use 
and sharing of consumer reports and requires covered entities to develop and implement an 
identity theft prevention program. While not an explicit exemption, it has traditionally been 
understood that consumer information disclosed for the purposes of fraud prevention is not 
"consumer report information" subject to the restrictions of the FCRA. 5 

Telephone Consumer Protection Act ('TCPA"): The TCP A was designed to safeguard 
consumer privacy by regulating telemarketing using voice calls, text messaging, and faxes. In 
2015, the Federal Communications Commission exempted from the TCPA calls from financial 
institutions intended to prevent fraudulent transactions, identity theft, or data breaches. 6 

Likewise, the legal frameworks in Europe and Canada respect the need for industry to share 
personal information in order to protect consumers from fraud. In Europe, the recently enacted 
General Data Protection Regulation (GDPR) recognizes the important role that industry plays in 
fighting fraud and expressly permits (a) "processing of personal data strictly necessary for the 
purposes of preventing fraud," 7 and (b) decision-making based on profiling that is used for fraud 
monitoring and prevention consistent with law. In Canada, the Personal Information Protection 
and Electronic Documents Act (PIPED A) allows for the sharing of personal information without 
consent if it is "made to another organization and is reasonable for the purposes of detecting or 
suppressing fraud or of preventing fraud that is likely to be committed and it is reasonable to expect 

3 Cal. Fin. Code§ 4056. While the CCPA does not contain an express fraud prevention exception from the substantive rights and 
protections in the law as a whole, for purposes of the opt-out requirement for the sale of a consumer's personal information, there 
is an argument that a business's disclosure of personal information to prevent fraud affecting the consumer would not amount to 
the "sale" of such information because the information is not being disclosed "for monetary or other valuable consideration." As 
discussed further in this letter, such language should indeed be clarified in the CCPA to preserve this vital consumer protection. 

4FTC, Protecting Consumer Privacy m an Era of Rapid Change, available at 
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era
rapid-change recommendations/120326privacyreport.pdf at 36 (2012); see also id. at 39 (reaffirming this preliminary conclusion 
following review of public comments). 

5 This view was supported by the court's decision in Kidd v. Thomson Reuters Corp., 299 F. Supp. 3d400 (S.D.N.Y. 2017), which 
concluded that Thomson Reuters was not a "consumer reporting agency" by virtue of a service that disclosed information to 
customers for fraud prevention purposes. 

6 See In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Act of 1991 et 
al<https://www.fcc.gov/document/tcpa-onmibus-declaratory-ruling-and-order>., CG Docket No. 02-278, July 10, 2015 at ,r 129. 

7 European Union, GDPR, Recital 47. 
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that the disclosure with the knowledge or consent of the individual would compromise the ability 
to prevent, detect or suppress the fraud .... " 8 

As lawmakers and regulators continue to explore new ways to protect consumers, ETA and its 
members encourage them to collaborate with industry to ensure that new laws and regulations are 
appropriately tailored to address specific needs - this ensures a balance between protecting 
consumers and allowing industry room to innovate and develop new and beneficial security 
practices and fraud detection and mitigation tools. 

Conclusion 

The payments industry never rests. We work tirelessly to fight fraud and protect consumers, 
including by developing new tools and solutions to prevent, identify and fight fraud by analyzing 
data. Privacy laws, such as the CCPA, should recognize these goals and the important role the 
payments industry plays in combatting fraud. By working together, lawmakers, regulators, and 
industry can protect consumers while providing them with access to the safest and most convenient 
payments system in the world. 

* * * 

Thank you for the opportunity to participate in the discussion on this important issue. If you have 
any additional questions, you can contact me or ETA Senior Vice President, Scott Talbott at 

Sincerely, ,~ 
PJHoffman 
Director of Regulatory Affairs 
Electronic Transactions Association 

8 PIPEDA, Available at https://www.canlii.org/en/ca/laws/stat/sc-2000-c-5/118084/sc-2000-c-5.html. 
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Comments to the California Department of Justice's (DOJ) Draft Regulations 
for the California Consumer Protection Act (CCPA) 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

By email: PrivacyRegulations@doj .ca.gov 

I am a tenured law professor at Santa Clara University School of Law, where I teach Internet 
Law. I submit these comments on the "proposed text of regulations" (the "regulations") 
published by the California Department of Justice (DOJ) on October 11, 2019. These comments 
represent only my views and not the views of my employer or any third party. 

The "Average" Consumer 

Echoing California Civil Code l 798.185(a)(5), the regulations use the term "average consumer" 
five times (999.305(a)(2), 999.306(a)(2), 999.307(a)(2), 999.308(a)(2), and 999.3 lS(b )). 
However, the term "average consumer" isn't defined. 

The "average consumer" standard does not represent the prevailing national approach in 
consumer protection law. The FTC expressly considered the appropriate standard for measuring 
consumer confusion in its 1983 Policy Statement on Deception. In that statement, the FTC 
adopted the standard of "a consumer acting reasonably in the circumstances." This standard has 
served consumers and the FTC well for over three decades. Among other advantages, it avoids 
the indeterminacy of defining what constitutes an "average" consumer when a business caters to 
multiple heterogeneous consumer segments. The DOJ should define the term "average 
consumer" to track the FTC's reasonable consumer standard. 

999.30l(s) defines a "typical consumer," but its definition does not acknowledge either the 
"average" or "reasonable" consumer standard. The "typical consumer" definition should be 
harmonized with the "average consumer" definition and, like "average consumer," should reflect 
the FTC's "reasonable consumer" standard. 
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Exceptions to Requests to Know 

999.313( c )( 4) provides a list of items that pose too great a privacy/security risk if disclosed in 
response to a bogus request to know. The DOJ should consider expanding the list of 
undisclosable items that pose a heightened security risk. 

Verifiable Consumer Requests and Rules vs. Standards 

The legal requirements for verifiable consumer requests play a critical role in the CCP A 
Businesses are legally required to honor verifiable consumer requests, but illegitimate requests 
can lead to major security violations that severely harm targeted victims. The regulations create 
legal liability for businesses in both directions: they face liability for dishonoring valid requests 
and liability for honoring some invalid requests. Because every consumer request creates 
potential legal exposure, businesses frequently will feel compelled to route consumer requests 
through customized legal review at substantial expense. 

The DOJ can ameliorate the need for these expensive individualized determinations by providing 
concrete and specific bright-line rules of exactly what constitutes a verifiable consumer request, 
instead of requiring businesses to conduct fact-intensive, potentially irresolute, and expensive 
evaluations of legal "standards," such as requiring "reasonable" behavior or balancing multi
factor tests. 

The regulations for verifiable consumer requests represent a mix of rules and standards. The 
portions that are "rules" are helpful. For example, 999.325(b) and (c) provide bright-line rules 
for when businesses must disclose categories and specific pieces of personal information 
(indeed, these bright-line rules ought to apply to all consumer requests). Business' ability to rely 
on password authentication is another helpful rule. 

Elsewhere, the regulations adopt legal standards that will create substantial dilemmas for 
businesses trying to do the right thing. Most conspicuously, 999.323(b )(3) requires businesses to 
navigate a multi-factor test when evaluating consumer requests. The commentary in the Initial 
Statement of Reasons reinforces the imperative to get it right; the commentary says that 
"businesses have the responsibility to establish a reasonable method for verifying the identity of 
the person making the request." 

999.323(b)(3)'s multi-factor test creates many scenarios where well-meaning businesses won't 
be sure what is the right decision. Further, those circumstances lend themselves to second
guessing by the DOJ. These dynamics will cause businesses to over-spend on these decisions. 
Thus, as a general proposition, with respect to what constitutes a "verifiable consumer request," 
the DOJ should rely less on multi-factor tests and rely more on bright line rules. 

Alternatively, the DOJ can provide more bright-line safe harbors, such as those in 999.325(b) 
and ( c ). As just one example, the DOJ could add a safe harbor for businesses that rely on an 
opinion of counsel about the reasonableness of their actions. However, opinions of counsel are 
expensive. Other safe harbors that businesses could implement at lower cost would benefit 
everyone. 

2. 
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Two other places where the DOJ imposes standards that should be converted to bright-line rules 
or subject to bright-line safe harbors: 

• 999.313(c)(3) says that businesses should not honor a consumer request when disclosure 
creates a "substantial, articulable, and unreasonable" security risk. All three adjectives are 
standards, not rules, and they require substantial ( and expensive) expertise and judgment 
to implement properly. 

• 999.325(b) and (c) require businesses to verify a consumer's identity with a "reasonable" 
and "reasonably high" degree of certainty. 999.325(d) then requires businesses to 
determine the applicable level of scrutiny "in good faith." While many businesses will act 
in good faith, the indeterminacy of the "good faith" standard and fear ofDOJ second
guessing will cause businesses to spend time and money preparing unnecessary 
documentation validating the good faith of their decision. 

Note: 999.325(a) makes a cross-reference to a subsection (g) that does not exist. 

999.325(b) requires some consumer requests to be made under "penalty of perjury." In theory, 
this encourages submitters to submit only valid requests. However, will the DOJ devote any 
resources to prosecuting any perjured declarations? If not, the perjury declaration requirement 
will not adequately deter bogus requests. We've seen a similar dynamic with 17 U.S.C. § 
512(c)(3), which specified the elements of proper copyright takedown notices. Per 17 U.S.C. § 
512(c)(3)(A)(vi), the takedown notice sender must declare under penalty of perjury that he or she 
is the copyright owner or its authorized representative. However, in the two decades since the 
law's enactment, I am not aware of any perjury prosecutions for misdeclarations. Perhaps not 
surprisingly, bogus copyright takedown notices are rampant. E.g., Jennifer Urban et al, Notice 
and Takedown in Everyday Practice, Mar. 22, 2017, 
https://papers.ssrn.com/sol3/papers.cfm?abstract id=2755628. If the DOJ expects the "penalty of 
perjury" declaration to discourage bogus consumer requests, it will need to commit resources to 
enforcement. 

Rejecting Deletion Requests 

999.313(d)(l) says that an unverifiable request to delete shall be treated as a request to opt-out of 
data sales. However, like other unverifiable consumer requests, the only proper outcome should 
be to disregard it. Otherwise, unrelated third parties-including malicious actors-can disrupt a 
consumer's relationship with a business. 

999.3 lS(h) does not adequately mitigate this problem. A business can dishonor any request that 
it "has a good-faith, reasonable, and documented belief' is fraudulent. Unfortunately, there is a 
significant gap between dubious unverified requests and obviously fraudulent requests, even 
though dubious unverified requests may be pernicious. Due to 999.3 lS(h)'s high legal standards 
and 999.313(d)(l)'s low legal standards, businesses will feel pressured to treat requests in that 
gap as opt-out requests even when pernicious to the victim. 

3. 
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The regulations could fix this by lowering the 999.3 lS(h) standard or raising the 999.313(d)(l) 
standard. The better approach would be to scrap the concept entirely. The DOJ has assumed, 
without any supporting empirical evidence, that deletion requests are perfectly correlated with 
consumers' desire to opt-out of data sales. Unless and until the DOJ validates this assumption, 
the DOJ should not codify it. 

Applying Deletion Requests to Archival Information 

999.313(d)(3) says that businesses must process deletion requests on archival material upon its 
access or use. How will this work in practice? If a business wants to consult archival material for 
any reason, including for reasons that will never involve the data of consumers who have made 
deletion requests, the business must first process all prior deletion requests before doing anything 
else. This could add substantial and problematic time delays and expense to any attempts to 
access archival materials. Instead, the regulations should require businesses to process past 
deletion requests on archival materials only when the business' engagement with the archival 
materials relates to such consumers or when the business is converting archival materials into 
active usage. 

"User-Enabled Privacy Controls" 

999.3 lS(a) and (c) require businesses to honor opt-out signals communicated by "user-enabled 
privacy controls," an undefined term. Unfortunately, this proposal misunderstands the 
technology in two key ways. 

First, though most consumers use one of only a few browser software programs, there are dozens 
or hundreds of other browser software programs in use, and new versions are constantly issued. 
Further, each software program independently decides how to indicate user preferences. 
Businesses cannot easily keep abreast of the complete universe of browsers and their 
idiosyncratic indications of consumer intent. Plus, honoring any new or changed browser signal 
takes time and money; it can't be implemented instantly. 

Second, the browser software programs may ambiguously indicate consumer intent. The 
programs may give consumers a range of options, not just a binary yes/no to data sales. Or the 
program's way of characterizing its options to consumers may not clearly specify that it governs 
data sales, or the option may cover multiple unrelated topics. 

Because the "user-enabled privacy controls" concept involves too much speculation about how 
browser software programs work, it's premature for the DOJ to adopt it. If the DOJ nevertheless 
retains the concept, it should (1) precisely define "user-enabled privacy controls," (2) implement 
a formal certification process run by the DOJ (or DOI-approved third party certification bodies) 
to validate which precise versions of browser software programs contain a "user-enabled privacy 
control" that unambiguously indicates its users' opt-out desires, (3) specify the technological 
details of each certified program so that businesses can accurately recognize and interpret the 
program's signals, and ( 4) provide a phase-in window for businesses to implement any newly 
certified programs. 

4. 
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Transparency Reports 

999.3 l 7(g) creates a new obligation for bigger businesses to disclose various statistics about 
consumer requests. Disclosures like these are sometimes called "transparency reports." 

In general, I support transparency efforts. Transparency can encourage businesses to improve 
their behavior (because "what gets measured gets done") and provide helpful data to researchers 
and government enforcers to identify problems with the existing laws and advocate for reform. 

Unfortunately, I do not see how the regulation's transparency report obligations will advance 
those goals. The regulations aren't likely to improve business behavior (businesses are already 
obligated to comply with the law), nor is it clear who plans to mine the disclosed data and how 
the required disclosures will be helpful to them. Meanwhile, the transparency report obligations 
impose substantial additional expenses on businesses. The fact that larger businesses might have 
better financial capacity to bear the costs doesn't obviate the need for cost/benefit justification. 

The DOJ should eliminate the transparency report requirement from this version of the 
regulations and possibly reconsider it in future drafts when it's clearer who plans to use the 
transparency reports and exactly what information those users need. If the DOJ nevertheless 
retains the requirement, it should include a phase-in requirement for businesses that newly cross 
the 4 million consumer threshold. 

"Aggregate Household Information" 

The DOJ should define the phrase "aggregate household information" as used in 999.318(a). 

Non-Discrimination Provisions 

Example 2 (999.336(c)(2)) did not make sense. How can a business keep providing price 
discounts to a consumer who deletes their identifying information? 

Also, while the options in 999.337(b) are helpful, the validation requirements remain onerous 
overall. Many businesses, especially smaller businesses, lack precise data to take advantage of 
any of the options. 

A GDPR Safe Harbor 

In its Notice of Proposed Rulemaking Action, the DOJ indicates: 

A less stringent regulatory alternative would, among other things, allow limited 
exemption for GDPR-compliant firms. Limitations would be specific to areas where 
GDPR and CCPA conform in both standards and enforcement, subject to auditing as 
needed. This approach could achieve significant economies of scale in both private 
compliance and public regulatory costs. The Attorney General rejects this regulatory 
alternative because of key differences between the GDPR and CCPA, especially in terms 

5. 
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of how personal information is defined and the consumer's right to opt-out of the sale of 
personal information (which is not required in the GDPR). 

The GDPR offers many protections for California consumers that the CCPA does not. Thus, it's 
likely that if consumers actually understood both laws, many California consumers would regard 
the GDPR as equal or superior to the CCP A at protecting their interests. Meanwhile, everyone
including consumers-would benefit from the "significant economies of scale" and associated 
cost reductions that would come from a GDPR-compliance safe harbor to the CCP A 

What's Missing 

The following two suggestions, related to the definition of "business" in California Civil Code 
1798.140( c )(1 ), would help reduce unnecessary compliance costs. 

First, the regulations should specify that the DOJ will only enforce the CCPA against businesses 
that generate $25M revenue in California. As currently drafted, the law requires full compliance 
from out-of-state businesses that have $25M in global revenue and "do business in California" (a 
notoriously ambiguous phrase) but derive minimal or no revenue from California residents. 

Second, the regulations should provide a phase-in period for businesses that cross the CCP A's 
quantitative thresholds, such as a business approaching $25M in annual revenue. Right now, the 
law functionally requires that business to implement the law before reaching the threshold so that 
it will be in compliance if revenues actually cross the threshold. However, this means the CCPA 
affects companies expressly outside its scope. To avoid this outcome, the regulations should 
specify that CCPA compliance is only required 6 or 12 months after the business crosses the 
applicable threshold. The same issue arises with the 50,000 consumer threshold in (c)(l)(B) and 
the 50% threshold in ( c )(1 )(C). 

Thank you for considering my comments. 

Professor Eric Goldman 
Co-Director, High Tech Law Institute 
Supervisor, Privacy Law Certificate 
Santa Clara University School of Law 
500 El Camino Real 
Santa Clara, CA 95053 

http ://www.ericgoldman.org 
http ://twitter.com/ericgoldman 

6. 
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Message 

From: Tengel, Brian R. [ 
Sent: 12/6/2019 5:16:38 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Experian Comments to the California Attorney General on CCPA Proposed Regulations 
Attachments: Experian Comments to the California Attorney General on CCPA Proposed Regulations.pdf 

Attorney General Becerra: 

On behalf of Experian, please find attached comments on the proposed CCPA regulations. 

Thank you, 

Brian Tengel 

Brian R. Tengel, Esq. I Venable LLP 
t I t 202.344.8300 I m 
600 Massachusetts Avenue, NW, Washington, DC 20001 

I www.Venable.com 

************************************************************************ 
This electronic mail transmission may contain confidential or privileged information. If 
you believe you have received this message in error, please notify the sender by reply 
transmission and delete the message without copying or disclosing it. 
************************************************************************ 
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December 6, 2019 

Via electronic filing 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: The California Consumer Privacy Act Proposed Regulations 

Attorney General Becerra: 

I am pleased to offer the enclosed comments on behalf of Experian regarding the proposed 
regulations to implement the California Consumer Privacy Act of 2018 ("CCP A"). 

As we noted in our previous comments dated March 8, 2019, Experian is comprised of a 
family of companies that are tied together by two simple objectives: (1) helping organizations 
protect, manage, and understand their data; and (2) helping consumers make informed choices and 
live smarter lives. Among the many products and services we offer, we facilitate consumers' 
access to credit, protect families from identity theft, provide consumers expert education on credit 
management, and provide numerous anti-fraud tools to businesses. 

The success of our business relies strongly on consumer trust and being good stewards of 
information. Consumer privacy is central to Experian' s corporate values, and we applaud the 
California legislature's goal of increasing consumer privacy and transparency with the passage of 
the CCP A, as well as the Attorney General's recent efforts to further the CCP A's purposes through 
the subject regulations. We believe, however, that certain provisions of the proposed regulations 
need to be clarified by the Attorney General to further the objectives of the CCPA and to ensure 
that the law does not result in harmful, unintended consequences to consumers or impose 
unnecessary burdens on California's business community. In addition to these clarifications, we 
also highlight issues below that, in our view, should be addressed by regulation. 

1. Businesses Holding Exempt Data Should Not Be Required to Inform Consumers that 
Their Personal Information Is Subject to an Exemption Under the CCPA 

Under Section 999.313(c)(5) of the proposed regulations, if a business denies a consumer's 
verified request to know specific pieces of personal information because of an exception to the 
CCP A, the business must "inform the requestor and explain the basis for the denial." 1 We 

1 Cal. Code Regs. tit. 11, § 999.313(c)(5) (proposed Oct. 10, 2019). 
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Experian Comments to the California AG 
December 6, 2019 

respectfully contend that, by requiring businesses to inform consumers that they hold data subject 
to an exception under the CCPA, this proposed regulation directly contravenes the plain language 
of the law. While certain types of personal information are wholly exempted from the CCPA, the 
effect of the proposed regulation will be to read them back in to the CCP A to subject them to 
burdensome CCP A disclosure requirements. 

The CCP A provides that certain kinds of data are exempt from its requirements, including 
data subject to federal statutes like the Fair Credit Reporting Act ("FCRA"), the Gramm-Leach
Bliley Act ("GLBA"), and the Health Insurance Portability and Accountability Act ("HIPAA"). 2 

In creating these exemptions, the California legislature recognized that sufficient protections 
already exist for such data in the form of comprehensive and robust federal laws and regulations. 
By requiring a business to disclose to consumers that their data is subject to an exception under 
the CCPA, Section 999.313(c)(5) would impose on certain businesses otherwise exempt from the 
law a new disclosure requirement of the type from which the legislature sought to relieve these 
businesses. Moreover, because many of the federal data statutes do not provide consumers with 
access, deletion, or opt-out rights, consumers would gain no additional benefit from a notice 
explaining that their CCPA request was denied because their data is subject to one of these federal 
statutes. 3 The most likely result will be consumer confusion-as the number of disclosures 
proliferates, there will be increased uncertainty about where consumer rights do and do not apply 
and burdens upon businesses to resolve consumer confusion as to rights not available to consumers 
under the exempt laws. 

Section 999.313(c)(5) would also prove extremely burdensome for businesses to 
implement. If this proposed regulation were adopted, businesses otherwise exempt from the CCPA 
would have to expend considerable resources developing and implementing brand new tracking 
mechanisms and recordkeeping systems to disclose to consumers information about data to which 
CCPA rights do not apply. Many businesses, indeed, have relied upon the substantive 
requirements of the CCPA and invested significant resources in developing and implementing 
compliance systems with certain capabilities, but that do not have the ability to query data sets 
with exempt data without potentially undermining or compromising nearly completed systems. 
The proposed regulation would thus require businesses to create a new class of systems and 
processes to report on exempt data. 

We request that the Attorney General not require in Section 999.313 that businesses 
holding exempt data inform consumers that their personal information is subject to an exemption 
under the CCPA. This would honor the intent of the CCPA while protecting businesses from 
unnecessary compliance obligations. At a minimum, the Attorney General should clarify that 

2 Cal. Civ. Code§§ 1798.145(c)-(e). 
3 We would note that, under the FCRA, consumers do have robust access, correction, and other rights with respect to 
their information, and Experian fully intends to guide consumers to the facilities it maintains where consumers can 
exercise those rights under the FCRA. 

2 
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Experian Comments to the California AG 
December 6, 2019 

businesses may comply with this disclosure requirement through a standard disclosure in their 
privacy policies stating that they maintain data that is not subject to the CCPA. 

2. Businesses Should Not Be Required to Share Opt-Out Requests with Third Parties 

Section 999.315(f) of the proposed regulations requires a business to notify all third parties 
to whom it has sold consumers' personal information (within 90 days prior to the business's receipt 
of the consumer's opt-out request) that the consumer has exercised this opt-out right and instruct 
the third parties not to further sell the information. 4 In addition, the business must notify the 
consumer when this has been completed. We respectfully submit that these requirements-to 
share opt-out requests with third parties and to notify consumers of the same-exceed the scope 
of the CCPA and would prove extremely burdensome for businesses while producing few benefits 
for consumers. 

The CCPA provides in relevant part only that "[a] business that has received direction from 
a consumer not to sell the consumer's personal information ... shall be prohibited ... from selling 
the consumer's personal information after its receipt of the consumer's direction, unless the 
consumer subsequently provides express authorization for the sale of the consumer's personal 
information." 5 The proposed regulation thus exceeds the law's scope, imposing substantive 
obligations with no textual foundation in the CCP A, and does nothing to "further the purposes" of 
the law-as the California legislature has required of any regulations that the Attorney General 
promulgates. 6 

This proposed regulation would prove burdensome for businesses by imposing new 
tracking and disclosure obligations. It would require businesses to expend considerable resources 
to develop and implement new systems, processes, and delivery mechanisms to manage and track 
opt-requests sent to third parties while ensuring that consumers receive adequate notice of this 
process. 

Finally, the proposed regulation provides no additional benefits for consumers, who 
already have ample notices and means to exercise opt-out of the sale of their personal information 
and can expect businesses to honor these opt-out requests promptly within CCPA-required 
timeframes. The result of this proposed regulation-major burdens on businesses with few 

4 Cal. Code Regs. tit. 11, § 999.315(:f). 
5 Cal. Civ. Code§ 1798.120(d); see also id. § l798.I35(a)(4) (providing that a business shall "refrain from selling 
personal information collected by the business about the consumer" for consumers "who exercise their right to opt
out of the sale of their personal information"). 
6 Id. § l 798.185(a) (providing that the Attorney General "shall ... adopt re.!:,'Ulations to further the purposes of this 
title"); id. § 1798.185(b )(2) (providing that the Attorney General "may adopt additional regulations ... [a]s necessary 
to further the purposes of this title"). 
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meaningful benefits for consumers-is at odds with the California legislature's intent to 
appropriately balance the costs to businesses and benefits for consumers. 

We request that the Attorney General revise Section 999.315 to clarify that businesses are 
not required to share consumers' opt-out requests with third parties and to notify consumers when 
this has been completed. Such a clarification would accord with the CCPA' s aims and would spare 
businesses from having to comply with onerous new requirements that do not meaningfully 
enhance consumer privacy. 

3. Businesses Should Be Able to Satisfy Requirements for Third-Party Notice of Collection 
Through Contractual Provisions for Compliance 

The CCPA does not address how a business that does not collect data directly from a 
consumer, but instead from another business, can provide the required notice at the point of 
collection. Section 999.305(d) of the proposed regulations seeks to clarify this issue by allowing 
a business to either (i) contact the consumer directly to provide notice that the business sells 
personal information about the consumer and provide the consumer with a notice of right to opt
out,7 or (ii) contact the source of the personal information to (a) confirm that the source provided 
a notice at collection to the consumer and (b) obtain signed attestations from the source describing 
how the source gave the notice at collection and obtain an example of the notice. 8 The business 
must retain these attestations for at least two years and must make them available to consumers 
upon request. 

We respectfully submit that this approach to providing notice would pose serious 
implementation challenges for businesses that make this requirement unworkable in practice. As 
an initial point, both options-contacting the consumer directly or contacting the source to obtain 
a signed attestation and an example of the notice provided-presume that the business has a direct 
relationship with either the consumer or the precise entity that acquired the data from the consumer. 
As a practical matter, however, businesses are often several steps removed from both the consumer 
and the initial data collector. Requiring businesses to contact them directly would thus prove 
administratively burdensome, if not impossible. 

Even if businesses could identify the initial data source, moreover, requiring them to obtain 
signed attestations describing how the source gave notice and including an example of the notice 
would pose a separate set of implementation challenges. Requiring businesses to provide these 
attestations to consumers upon request would burden businesses but deliver no corresponding 
benefits to consumers, who cannot go back in time to when the personal information was collected 
to make a different choice. The net effect of these and other obligations would be to cut off data 
transfers in the marketplace, resulting in unintentional and unnecessary restrictions on legitimate, 

7 Cal. Code Regs. tit. 11, § 999.305(d)(l). 
8 Id. § 999.305(d)(2). 
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lawful, and beneficial data transfers that have limited bearing on consumer privacy and serve as a 
crucial part of the digital economy. 

We request that the Attorney General revise the proposed regulation to provide that 
businesses may comply with the notice requirement through contractual commitments with their 
direct data source-as opposed to the original source-that all CCPA requirements have been met. 
For example, businesses could be required as an initial matter to conduct reasonable due diligence 
of their data sources to ensure they have the background and qualifications necessary to comply 
with the law. Businesses could then enter into written agreements with their data sources 
restricting improper or unlawful data practices and requiring the sources to develop, implement, 
and maintain a comprehensive data security program meeting CCPA requirements. Businesses 
would conduct reasonable monitoring of the data sources to ensure compliance with the written 
agreement. And to the extent businesses serve as data sources for other businesses, the 
requirements for data sources would apply to them as well. 

Alternatively, we request that the Attorney General consider other options for providing 
the required notice. For example, businesses could meet the requirements in Section 999.305(d) 
through providing notice to consumers in widely distributed media throughout California, 
including through an annual advertisement. Another option could be permitting businesses to 
satisfy the notice requirements through their data broker registration database and set of disclosures 
to the public. These options illustrate the kinds of practical alternative notice that could provide 
transparency and choice for consumers while preserving the flow of lawful and beneficial data 
transfers critical to the digital economy. 

At a minimum, given the challenges that the proposed regulation would present, we request 
that the Attorney General consider delaying the effective date of Section 999.305(d) for at least 
one year while also clarifying that the regulation does not extend to existing or past data collected 
by businesses. This would give businesses the time they need to adapt to these new requirements 
and to develop and implement processes for compliance, which are time-consuming and resource
intensive tasks given that the requirements are generally inconsistent with current data marketing 
practices. 

4. Businesses Should Be Able to Satisfy Category-Disclosure Requirements by Providing 
Disclosures About General Business Practices and Categories 

Section 999.313(c)(9) of the proposed regulations provides that, in responding to a 
consumer's verified request to know categories of personal information, categories of sources, 
and/or categories of third parties, a business must provide an individualized response to the 
consumer as required by the CCP A.9 This section further states that the individualized response 
shall not refer the consumer to the business's general practices outlined in its privacy policy unless 

9 Cal Code Regs. tit. 11, § 999.313(c)(9). 
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its response would be the same for all consumers and the privacy policy discloses all the 
information that is otherwise required to be in a response to a request to know such categories. 
For its part, Section 999.313(c)(10) states that a business responding to requests to know categories 
of personal information shall provide for each identified category of personal information it has 
collected about the consumer (a) the categories of sources from which the personal information 
was collected; (b) the business or commercial purpose for which it collected the personal 
information; (c) the categories of third parties to whom the business sold or disclosed the category 
of personal information for a business purpose; and (d) the business or commercial purpose for 
which it sold or disclosed the category of personal information. 10 

We respectfully submit that requiring businesses to provide an "individualized response" 
to each consumer about categories of personal information, categories of sources, and categories 
of third parties, rather than disclosing to consumers general business practices and categories, 
exceeds the scope of the CCP A and would prove unduly burdensome while providing at best 
marginal benefits for consumers. Because many businesses do not track personal information 
elements in this manner, businesses would have to expend significant time and resources, including 
substantial coding efforts, to build out the technical capabilities to associate personal information 
by source, customer, and uses in order to enable businesses to provide responses specific to each 
individual consumer. And this assumes that such efforts would prove successful-it is very 
difficult to align generalized categories to what is happening with a specific consumer, and so it 
remains unclear whether and to what extent any coding efforts could reliably produce the type of 
individualized category response that the proposed regulation would demand. The expenditure of 
time and resources required to pursue this difficult goal would serve only to disrupt the important 
work that many businesses do every day to help organizations and consumers protect, manage, 
and understand their data. 11 

Further, these burdensome requirements could omit information that is meaningful to 
consumers. For example, if a business sells data to 15 categories of third parties as a general 
practice but a particular consumer receives an "individualized" disclosure showing that his or her 
data has only been sold to five of those categories in the past 12 months, that consumer may not 
have a complete understanding of the possible uses of their data. He or she would only be aware 
of the categories to whom their data has been sold but unaware of the 10 other categories of third 
parties to whom their data could be sold. Providing a disclosure of all of the categories of third 
parties to whom a business sells data as a general practice would provide a more meaningful 
disclosure about the possible uses of that consumer's data, allowing her to make a more informed 
decision regarding her rights under the CCP A 

10 Id.§ 999.3I3(c)(l0). 
11 At a minimum, if this proposed re.!:,'Ulation were to become final, businesses would need additional time to comply. 
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We request that the Attorney General revise Sections 999.313(c)(9) and (c)(lO) to clarify 
that businesses may satisfy the category-disclosure requirements by providing consumers with 
disclosures about general business practices and categories. 

5. CCPA Access Requests Extend Only to Data that a Business Has Collected 

The CCP A grants a consumer the right to request that a business that collects personal 
information about the consumer disclose to the consumer certain information about its data 
practices, including the "categories of personal information it has collected about that consumer," 
the "categories of sources from which the personal information is collected," and the "specific 
pieces of personal information it has collected about that consumer." 12 The CCPA thus makes 
clear by its terms that consumer access requests extend only to personal information that has been 
"collected." As a result of imprecise drafting, however, Section 999.30l(n)(l) of the proposed 
regulations defines "request to know" in a manner that could be construed to sweep more broadly. 
That provision states that "request to know" includes a request for "[s]pecific pieces of personal 
information that a business has about the consumer." 13 

By omitting the word "collected" in this provision, the proposed regulation could be read 
to mean that a business must disclose in response to an access request not only data that the 
business has "collected" about a consumer but also data that a business "has" about a consumer
potentially a far broader category of data that could include internally generated data that does not 
necessarily qualify as data that the business has collected. Such an interpretation would disrupt 
the reporting systems of companies that rely on internally generated data about consumers for 
business purposes and would create additional compliance burdens that the CCPA itself does not 
impose. 

We request that the Attorney General revise Section 999.301(n)(1) to clarify that requests 
to know extend only to specific pieces of personal information that a business has collected about 
the consumer. Such a clarification would accord with the purposes of the CCPA while shielding 
companies from onerous requirements that the law does not intend. 

6. Cl'PA Deletion Requests Extend Only to Data that a Business Has Collected 

The CCPA gives consumers the right to request that a business "delete any personal 
information about the consumer which the business has collected from the consumer." 14 

Consistent with this provision, the CCPA proposed regulations define "request to delete" as "a 
consumer request that a business delete personal information about the consumer that the business 

12 Cal. Civ. Code§ 1798.1 lO(a)(l)-(2). (a)(S) (emphases added). 
13 Cal. Code Regs. tit. 11, § 999.301(n)(l) (emphasis added). 
14 Cal. Civ. Code§ 1798. lOS(a) (emphasis added). 
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has collected from the consumer, pursuant to Civil Code section 1798.105."15 The privacy policy 
provisions of the proposed regulations, however, describe the right to deletion in a manner 
inconsistent with the CCPA. Section 999.308(b )(2)(a) provides that, in explaining the right to 
deletion, businesses' privacy policies must"[ e ]xplain that the consumer has a right to request the 
deletion of their personal information collected or maintained by the business." 16 

In light of this inconsistency with the statutory language, the Attorney General should 
revise Section 999.308(b)(2)(a) to clarify that requests to delete extend only to personal 
information that a business has collected about the consumer. 

7. Businesses Should Not Be Required to Compile and Publicly Disclose Metrics About 
Consumer Requests Under the CCPA 

Section 999.3 l 7(g) of the proposed regulations provides that a business that alone or in 
combination annually buys, receives for the business's commercial purposes, sells, or shares for 
commercial purposes the personal information of 4,000,000 or more consumers must compile and 
disclose within its privacy policy or on its website certain metrics about requests to know, requests 
to delete, requests to opt-out, and the median number of days within which the business 
substantively responded to these requests.17 By requiring businesses to compile and publicly 
disclose detailed information like the number of requests to know they have received, complied 
with in whole or in part, and denied, this proposed regulation would create new public 
recordkeeping requirements with no textual basis in the CCP A that impose substantial obligations 
and add an extra layer of complexity to CCPA compliance. To compile and report the metrics that 
this regulation would demand, businesses would need to expend considerable resources 
developing and implementing internal tracking and monitoring systems to enable them to 
categorize and publicize each consumer request they receive and the disposition of the request. 
These requirements would create major costs for businesses while producing few meaningful 
benefits for consumers. 

We request that the Attorney General revise Section 999.317 to clarify that businesses need 
not compile and publicly disclose these metrics about consumer requests. This clarification would 
accord with the CCP A, which does not provide authority for such a requirement, and would have 
no discernible effect on consumer privacy but would spare businesses from having to comply with 
additional requirements not intended by the CCP A. 

* * 

15 Cal. Code Regs. tit. 11, § 999.301(0) (emphasis added). 
16 Id.§ 999.308(b)(2)(a) (emphasis added). 
17 Cal. Code Regs. tit. 11, § 999.317(g). 

* * 
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In addition to requesting that the Attorney General clarify the proposed regulations as set 
forth above, we also request that the Attorney General promulgate new regulations to address 
certain unintended consequences that could result from reasonable interpretations of the CCP A 
As noted in our previous comments and as we have discussed, these new regulations would further 
the CCP A's purposes and ensure that businesses like Experian have the information they need to 
provide commercial credit reports as well as anti-fraud tools and services. Promulgating these 
regulations would also be consistent with the recent actions of the California legislature, which 
likewise recognized and sought to address certain unintended CCPA consequences for businesses 
when it amended the law earlier this fall to exclude personal data collected in the employment 
context and in a business-to-business context, until January 1, 2021. 18 

8. Promulgate a New Regulation Clarifying that the CCPA 's Reference to "Professional 
or Employment-Related Information" Excludes Business-Related Information in 
Commercial Credit Reports 

The CCPA' s definition of "personal information," which helps set the boundaries for the 
scope of the law, includes the undefined concept of "professional or employment-related 
information." 19 This language presumably reflects the judgment that sometimes an individual's 
profession or job helps define that person when marketers, retailers, or others offering consumer 
products or services are seeking to segment the consumer market. For example, certain 
generalizations made about blue-collar workers versus white-collar workers may hold true and be 
helpful for marketing purposes. However, as a result of imprecise drafting, this phrase in the 
CCPA could be construed to include any business or employment-related data regardless of 
whether or not the individual to whom the data is linked is acting in a consumer capacity. Such 
an interpretation would mean that all business-related information about an individual, and any 
associated information about the business (including financial information, business records, and 
other non-consumer information), potentially could be deleted or prevented from being shared 
under the CCP A 

There is a difference between the professional and consumer lives of individuals. The 
professional activities of Sally Smith, a hypothetical senior executive at Experian, need no privacy 
protection. Nor do the business activities of her spouse, Anthony Acosta, the sole proprietor of 
the Main Street Bike Shop. On the other hand, the CCPA reflects a consensus that the consumer 
activities of both Sally Smith and Anthony Acosta deserve privacy protection. Yet, commercial 
credit reports that Experian and other companies have provided to the market for decades include 
business and employment-related information and, therefore, may have inadvertently been swept 

18 Cal. Civ. Code§ l 798.145(h)(l)(A)-(C), (n)(l). 
19 "Personal information" means "information that identifies, relates to, describes. is reasonably capable of being 
associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household," 
including "[p Jrofessional or employment-related information." Cal. Civ. Code § 1798.140( o )(] )(I). 
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into the law.20 If commercial credit reports are covered by the CCPA, all data within those reports 
would be jeopardized because individuals and businesses may be able to use rights afforded by the 
CCPA to delete information in or prevent the sharing of information contained in them. 21 

The following are just a few of the many examples of the unintended consequences of 
interpreting the CCPA to cover the business-related information in commercial credit reports: (l) 
federal and state government agencies that use commercial credit reports (and their service 
providers) will not be able to conduct proper due diligence on their private sector contractors; (2) 
private sector efforts to fight fraud and money laundering through knowledge of banking 
customers gleaned through commercial credit reports will be hindered; (3) bank regulators that use 
commercial credit reports to understand banking relationships will not be able to reliably undertake 
safety and soundness checks; (4) businesses that use commercial credit reports for due diligence 
purposes will struggle to make informed decisions about service providers and partners; and (5) 
furnishers of business credit information may stop providing data, a move that would potentially 
result in unintended consequences for businesses, particularly small businesses and sole 
proprietors, whose good business credit histories afford opportunities that may otherwise be 
unavailable. 

While we note, and applaud, the limited exceptions (until 2021) for personal information 
reflecting communications between the business and the consumer, and for personal information 
collected about a natural person in the employment context,22 we further request that the Attorney 
General promulgate a new regulation to clarify that the phrase "[p]rofessional or employment
related information" in the CCPA's definition of personal information excludes information about 
individuals acting in their business capacities, i.e., personal and related business information used 
in commercial credit reports. In particular, the Attorney General has specific authority to adopt 
rules to "updat[e] as needed additional categories of personal information."23 Clarifying through 
a new regulation that the phrase "[p]rofessional or employment-related information" excludes 
business representatives and sole proprietors listed in commercial credit reports creates an 
additional category of personal information pursuant to the law, as it delineates clearly the type of 
professional and employment information covered by the CCP A. 24 

20 This information includes data elements such as an individual's name, address, birthdate, and tax ID number, as 
well as any judgments instituted against the individual, d/b/a information, and information from various Secretaries 
of State on commercial licenses the individual may hold, among other data points. 
21 Although personal information contained in consumer credit reports is expressly exempted from the ambit of the 
CCPA, no such exception is made for data in commercial credit reports. Cal. Civ. Code§ l 798.145(d). 
22 Cal. Civ. Code§ l 798.145(h)(l)(A)-(C), (n)(l). 
23 Id.§ l 798.185(a)(l). As previously noted, the California Attorney General also has general authority to adopt rules 
to "further the purposes of this title." Id.§§ 1798.185(a), (b)(2). 
24 Although there are material differences between the two statutes, it is noteworthy that California law already 
distinguishes between consumer and business data and the protections each deserves, insofar as the California 
Consumer Credit Reporting Agencies Act also makes a distinction between consumer data and business data, 
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9. Promulgate a New Regulation Clarifying that the CCPA Exempts Data Processing for 
Anti-Fraud Purposes and Protects the Ability to Create Legitimate Fraud Prevention 
Tools 

The CCP A's exemptions do not fully exempt data processing for anti-fraud purposes. First, 
although the fraud exemption in the CCP A's data deletion requirement clearly covers users of 
fraud tools (who "maintain the consumer's personal information in order to ... protect against 
... fraudulent ... activity"),25 arguably, the exemption does not cover Experian's data suppliers 
that provide information necessary to create those fraud tools because those data suppliers do not 
necessarily maintain the information in order to protect against fraudulent activity. The exemption 
also may not enable Experian's use of data to create and enhance anti-fraud tools because Experian 
does not just use these tools to protect Experian from fraud, but sells these tools in the marketplace 
for gain to enable businesses to protect themselves from fraud. Second, even though the CCP A 
clearly exempts data processing for anti-fraud purposes from the scope of the deletion right, the 
law is far less clear regarding an analogous exemption to the opt-out right for such anti-fraud data 
processing. As a result of the imprecise drafting in the CCPA, the law could inadvertently restrict 
the ability to gather the information needed to create, provide, enhance, or deliver anti-fraud tools 
and services, impacting the government and private sector actors that rely on these tools. 

Since the CCPA provides consumers the right to request deletion of their personal 
information and/or opt-out from having a business share their personal information, consumer 
personal information that would otherwise be included in these fraud prevention tools may be 
deleted or prevented from being shared and used for anti-fraud activities that the CCP A endeavors 
to protect. Without the data needed to create, enhance, and update anti-fraud tools, users of these 
tools may not be able to prevent fraud. As an example of the many uses of these tools, the State 
of California uses Experian's fraud prevention tools to verify the age of lottery participants for the 
California Lottery and to review the California DMV' s list ofindividuals owning a disabled person 
parking placard to ensure deceased individuals are removed from the program. Similarly, 
California hospitals and health providers use Experian's anti-fraud tools to perform identity checks 
on persons who use online patient portals to interact with California healthcare providers. These 
tools also underpin important federal programs: the Internal Revenue Service, for instance, uses 
Experian's tools to prevent fraud in its disbursement of tax refunds. Lenders and online merchants 
across the country also use the tools to reduce financial and marketplace fraud, including identity 
theft. If data about a particular consumer is not available to allow an entity to validate the identity 
of that consumer, this may impede the consumer's access to those services or benefits. 

We request that the Attorney General promulgate a new regulation to clarify (1) the scope 
of the fraud exemption to the deletion right and (2) that such an exemption also exists for the opt-

classifying commercial credit reports as separate from consumer data in consumer credit reports. See Cal. Civ. Code 
§ 1785.41. 
25 Cal. Civ. Code § 1798.105(d)(2). 
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out right in the CCP A. In particular, we request that the Attorney General clarify that the CCPA 
fraud exemption to the consumer deletion right covers the collection, use, and sharing of personal 
information to create and distribute fraud prevention and detection tools. We also ask the Attorney 
General to clarify that a parallel exemption exists for the opt-out right so consumers may not opt 
out of a business's sharing of personal information for fraud prevention purposes. We submit that 
these clarifications would further the purposes of the CCP A, as the CCP A already recognizes the 
importance of fraud prevention, the clarifications would ensure this policy outcome is achieved, 
and they would create a consistent policy position on anti-fraud data processing and tools 
throughout the CCP A. 

* * * * 

Thank you for this opportu~input on the California Consumer Privacy Act 
rulemaking. Please contact me at - or by email at ith 
any questions or requests for additional information. We look forward to continuing to work with 
your office on these important matters. 

12 

Regards, 

Jason Engel 
Senior Vice President and General Counsel 
Experian North America 
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Message 

From: M. Forer [ 
Sent: 12/7/2019 12:55:28 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: privacy [privacy@doj.ca.gov] 
Subject: Final Comments to State of CA, Dept. of Justice, Offices of the Attorney General - -Consumer law Section-Privacy 

Unit before 12/6/19@5:00pm(PT) 

To: Privacy Regulations Coordinator 
California office of the Attorney General 
300 s. Spring St., Ste. 1702 
Los Angeles, CA 90013 
E: PrivacyRegulations@doj.ca.gov 

cc: Privacy Enforcement and Protection Unit 
E: privacy@doj.ca.gov 

Fri, December 6, 2019@4:SSpm(PT) 

To Whom It May Concern: 

This last comment, by the undersigned, and a safe at Home member, but also a member who is a "Former: 
Judge Pro Tern, Practicing Attorney w/Admission to the U.S. Supreme court," is carefully, thoughtfully 
and factually supported and intended to convey and communicate before the strike of five o'clock Pacific 
Time occurs- -when comments to the DOJ are no longer allowed and welcomed by members of the public 
regarding AB 375 or the California Consumer Privacy Act- -the critical importance of reigning in, 
controlling and enforcing Alphabet, Inc. and Google, Inc. to respect and obey CA' s Government code 
Sections 6205-6217, on behalf of the safe at Home program participants throughout the State of 
California. 

call To Action by DOJ to Alphabet, Inc. and Google, Inc. for safe at Home Program Participants: 

With many concrete examples of written evidentiary proof over the years that the undersigned has 
collected and has in her possession, that could be shared with the DOJ, Google has shown a universal 
mi ti gated ga 11 , lack of respect, and a failure to both respect the applicable CA Government code Sections 
(see above) on behalf of safe at Home members and/or keep the personally identifiable information C "pn" 
) of safe at Home members protected from being shared online for their security, safety, privacy for the 
protection of the individual members and also the members' family and/or relatives. 

Enough disrespect and illegalities is enough. 

With Google, the burden is on the safe at Home members and never with Google. With Google, there are too 
many exhausting steps with overwhelming script to read, follow and adhere to. With Google, it's always 
contact the site host." With Google, it's never what's in the best interests of the safe at Home 
members, but what's in the best interest of Google (& accordingly Alphabet, Inc.). 

Google is disrespectful toward a class of members that is legally protected to be physically and 
telephonically protected. 

Google is negligent. Google is definitely not following the letter of the law or the substantive of the 
law in the applicable CA Government code Sections. 

Google must be reigned in and made mandatory to change their universal behavior in California, but also 
for each and every state in the USA on behalf of ALL safe at Home members. Consider a class action 
lawsuit, if necessary. 

Thank you for your time and anticipated thoughtfulness reading this comment and then taking illustrative 
steps for enforcement. Feel free to contact me for further information if you wish. 

Enough is Enough. 

Respectfully, 
Michele Forer, JD 
safe at Home Member 

submitted on Fri, December 6, 2019@4:SSpm(PT) 
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Message 

From: Celine M. Guillou [ 
12/6/2019 7:36:02 PM Sent: 

To: 

CC: 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Chiara Portner 

Subject: General Comments on CCPA Proposed Text Regulations 

Dear Attorney General Becerra: 

As data privacy attorneys representing a range of technology and non-technology clients, we seek additional guidance 
on the following points based on current feedback from many of our clients: 

• With respect to the private right of action in the event of a data breach where a business fails to maintain 
reasonable security procedures and practices appropriate to the nature of the information being protected, 
there is a great deal of uncertainty as to how "reasonable security procedures and practices" will be measured. 
Clearly, the AG's 2016 report drew relevant conclusions, but this report is more than 3 years old. We would 
appreciate (a) confirmation of the 2016 report conclusions or (b) additional clarifications with specific and 
practical guidance for companies of all sizes. 

• With respect to the submission of requests to know by CA consumers, it would be helpful to clarify once and for 
all what methods must be made available by businesses that operate online or via mobile apps. The current 
language contained in s. 999.312 of CCPA Proposed Text Regulations is ambiguous at best. 

• With respect to s. 999.314(c), additional clarifications would be extremely helpful. In addition, the use of Pl by a 
service provider for internal analytics purposes only is not just common in current business arrangements, but a 
necessity for software platforms, which rely on internal analytics in order to improve their business and measure 
the effectiveness of certain tools. 

• The definitions of "business", "service provider" and "third parties" really ought to be further clarified and 
delineated, as many businesses operate on multiple levels. I draw your attention to the GDPR which provides for 
data controllers and data processors and lays out their respective obligations, while making clear that some 
companies may operate as both depending on their processing operations. Under CCPA, if a platform operates 
primarily as a service provider and collects Pl on behalf of its multiple customers (and otherwise meets the first 
or second threshold), it is not clear where it stands. 

• Some companies that operate on a B2B level feel that their collection of Pl in connection with those 
relationships is exclusively subject to the limited exemption in section 1798.145(0). We would appreciate further 
clarification on the parameters of this exception. 

• Finally, the multiple notice requirements appear to negate the intention of CCPA to provide clarity and an ease 
of understanding to consumers. If we follow the letter of the proposed regulations, the number of privacy 
notices to be posted will multiply and the length of these notices will double. Many of our clients operate on a 
global level and therefore subject to various privacy regulations. With CCPA, they now find themselves having 
20+ pages of privacy-related language in order to comply. Any additional clarity on simplifying the notice 
requirements would be much appreciated. 

Respectfully, 

Celine Guillou, CIPP/E 
Of Counsel 

DQRkins carley 
Hopkins & Carley I A Law Corporation 
San Jose I Palo Alto 
200 Page Mill Road, Suite 200 I Palo Alto, CA 94306 
Direct: I Main: 650.804.7600 
Fax: 650.804.7630 
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hopkinscarley.com 

Any tax advice contained in this correspondence (including any attachments) is not intended or written to be 
used, and cannot be used, for the purpose of (i) avoiding tax-related penalties under federal, state or local tax 
law or (ii) promoting, marketing or recommending to another party any transaction or matter addressed herein. 
This email and any attachments thereto may contain private, confidential, and privileged material for the sole 
use of the intended recipient. Any review, copying, or distribution of this email (or any attachments thereto) by 
others is strictly prohibited. 
If you are not the intended recipient, please contact the sender immediately and permanently delete the original 
and any copies of this email and any attachments thereto. For more information about Hopkins & Carley, visit 
us at http://www.hopkinscarley.com/. 
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Message 

From: Famigletti, Rob [ 
Sent: 12/6/2019 11:45:13 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Wugmeister, Miriam [ ; Rich, Cynthia [ 
Subject: Global Privacy Alliance's Comments on Proposed CCPA Regulations 
Attachments: Global Privacy Alliance - Comments on Proposed CCPA Regulations - December 6, 2019.pdf 

To Whom It May Concern: 

Attached please find comments on the Attorney General's proposed implementing regulations for the California 
Consumer Privacy Act, submitted on behalf of the Global Privacy Alliance. 

We appreciate the opportunity to submit this comment letter and welcome the opportunity to discuss any issues raised 
herein. 

Best Regards, 
Rob Famigletti 

ROBERT FAMIGLETTI 
Privacy Analyst I Morrison & Foerster LLP 
250 West 55th Street I New York, NY 10019-9601 
P: 
mofo.com I Linkedln I Twitter 

This message may be confidential and privileged. Use or disclosure by anyone other than an intended addressee 
is prohibited. If you received this message in error, please delete it and advise the sender by reply email. Learn 
about Morrison & Foerster LLP's Privacy Policy. 
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MORRISON I FOERSTER 

December 6, 2019 

250 WEST 55TH STREET 

NEW YORK, NY 10019-9601 

TELEPHONE: 212.468.8000 

FACSI.l\1ILE: 212.468. 7900 

WWW.MOFO.COM 

Via E-mail~ PrivacyRegulations@doi.ca.gov 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

GLOBAL PRIVACY ALLIANCE 
COMMENTS ON PROPOSED 

M OR RI SON & F O ER STER LLP 

BEIJING, BERLIN, BRUSSELS, 

DENVER, HON G KONG, LONDON, 

LO S AN G ELE S, NEW YORK, 

NORTHERN VIR G INIA, PALO ALTO 

S AN DIEGO, S AN FRAN C I SCO, S HAN G HJ 

S INGAP OR E , TOKYO, WASHINGTON, D. 1 

Writer's Direct Contact 

CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS 

We write on behalf of the Global Privacy Alliance (GPA). We welcome the opportunity to 
submit comments on the implementing regulations ("Proposed Regulations") for the California 
Consumer Privacy Act of 2018 (CCP A) proposed by the California Attorney General (AG). 

The GPA is comprised of a cross-section of global businesses from the automobile, aerospace, 
communications, computer and computer software, consumer products, financial services, 
logistics, retail and e-commerce, and travel/tourism sectors. The GPA works to encourage 
responsible global privacy practices that enhance consumer trust. Members of the GP A take their 
privacy obligations very seriously. The views expressed herein generally represent the views of 
the members of the GP A While all members support the overall approach presented in this 
letter, some of the individual points raised may not be relevant to all members. 

The California Consumer Privacy Act of 2018 

The CCPA is the most expansive generally applicable consumer privacy law in U.S. history. It 
established several core privacy rights for California residents ("consumers") and imposes 
corresponding obligations on businesses. The CCP A was the product of an expedited legislative 
process and, as a result, contains errors, ambiguities, and contradictions. While several of these 
were subsequently corrected or clarified by legislative amendments, a number of uncertainties 
remain, rendering the AG' s implementing regulations particularly important. 

ny-1800171 
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The California Attorney General's Proposed Implementing Regulations 

The AG's Proposed Regulations, released on October 10, 2019, clarify certain aspects of the law 
and provide some helpful operational guidance, including with respect to the required contents of 
a business's privacy policy and the mechanics of handling consumers' requests. The Proposed 
Regulations, however, introduce several new ambiguities and, perhaps more troubling, several 
entirely new obligations not contemplated by the CCPA that will significantly affect businesses' 
compliance burdens without conferring added consumer benefits or protections. 

These comments address provisions of the Proposed Regulations that the GP A recommends the 
AG revise or remove prior to issuing final regulations. 

EXECUTIVE OVERVIEW 

Consent 
Imposing a blanket opt-in consent requirement for all new uses of personal information runs 
counter to the global trend in data protection law - away from a reliance on consent as the 
primary legal basis for processing and toward providing reasonable exceptions to consent for 
uses of data that consumers would reasonably expect to occur. This approach places a substantial 
burden on organizations without conferring added privacy protections on individuals. The final 
regulations should provide for common-sense exceptions to consent for certain new uses of 
individuals' personal information, consistent with other global privacy laws. 

Consumer Requests 
The Proposed Regulations' designated methods and processes for handling consumer requests 
create entirely new obligations that are logistically impossible and/or commercially nonviable. 
For example, 

• Businesses are not equipped to implement mechanisms to receive consumer requests at 
each point of consumer interaction. Instead, businesses should be permitted to centralize 
the mechanisms by which they receive consumer requests. This approach will reduce 
businesses' barriers to compliance and help to ensure that consumers receive prompt 
responses to their requests. 

• The proposed new and untenable, 10-day timelines by which businesses must respond to 
consumer rights requests. The timelines should instead adhere to the 45-day statutory 
requirement. 

• The requirement to communicate a consumer's do-not-sell request to third parties to 
which the business sold the consumer's personal information is impractical and at odds 
with the concept of "sale." When data are sold, the seller does not maintain authority over 
the buyer's use of the data and should not be subjected to additional obligations. 
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Service Providers 
The Proposed Regulations' provisions regarding service providers' use of personal information 
will burden businesses and have unintended consequences that adversely impact both industry 
and consumers. A business and its service providers should have flexibility to contractually agree 
to uses of personal information, especially in light of the fact that those uses must be disclosed to 
consumers and with respect to which consumers have certain choices. Moreover, the requirement 
on service providers to respond directly to a consumer's CCPA request is overly burdensome and 
likely contrary to businesses' wishes. The final regulations should make clear that an entity 
responding as a service provider rather than a business has fewer obligations to respond to 
consumers and need only notify the consumer of the categories of sources of the personal 
information. 

Notice 
Several of the Proposed Regulations' notice obligations are unworkable and counterproductive to 
the notice principle. In particular, with respect to the timing of offline businesses' required 
notices to consumers, the Proposed Regulations' notice obligations will disproportionately 
burden retailers and other businesses that operate traditional "brick-and-mortar" establishments. 
The offline world is very diverse, and it is far from clear how offline companies could effectively 
provide notice at or before the collection of personal information ( other than via an online 
privacy notice). Moreover, requiring a business to provide separate disclosures for each category 
of personal information it collects, and to include a forward-looking commitment not to sell 
consumers' personal information in its privacy policy to avail itself of the opt-out notice 
exemption, run counter to the notice principle. 

Big Buyers/Sellers 
Requiring big buyers and sellers of personal information to publish statistics is prone to error and 
not consumer-protective. The final regulations should eliminate this requirement or, at most, 
require such businesses to maintain the statistics and furnish them to the AG upon request. The 
final regulations should also clarify the method for calculating the statistics that big buyers or 
sellers must maintain and/or publish. 

Verification Methods 
The final regulations should give businesses the flexibility to craft risk-based approaches tailored 
to the types of personal information that the businesses collect. 

Minors' Personal Information 
The final regulations should specify that only businesses that intend to sell the personal 
information of minors should be required to establish opt-in processes for the sale of such 
information. 
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Effective Date 
The AG should exercise its statutory authority to provide for a later effective date for the final 
regulations. 

Exceptions 
The final regulations should establish exceptions necessary to comply with state or federal law 
relating to trade secrets, proprietary information, and intellectual property rights. 

DETAILED COMMENTS 

1. Imposing a blanket opt-in consent requirement for all new uses of personal information 
runs counter to the global trend in data protection law. 

The CCPA dictates that "a business shall not collect additional categories of personal 
information or use personal information collected for additional purposes without providing the 
consumer with notice consistent with this section." § 1798.1 OO(b ). The Proposed Regulations 
expand this use limitation, requiring that "if the business intends to use a consumer's PI for a 
purpose that was not previously disclosed to the consumer in the notice at collection, the 
business must directly notify the consumer of this new use and obtain e.xplicit consent from the 
consumer to use it for this new purpose." §999.305(a)(3). 

In this respect, the Proposed Regulations mark a problematic departure not only from the CCP A, 
but also from the global trend away from a reliance on consent as the primary legal basis for 
processing and toward providing reasonable exceptions to consent for uses of data that 
consumers would reasonably expect to occur. Other jurisdictions have correctly concluded that 
an overreliance on consent results in "consent fatigue" (whereby individuals simply click "yes" 
without reading the underlying information) and, consequently, places a substantial burden on 
organizations without conferring added privacy protections on individuals. Most privacy laws 
worldwide, including the EU General Data Protection Regulation (GDPR), therefore provide for 
common-sense exceptions to consent for certain new uses of personal information. 

For example, numerous global privacy laws, including the GDPR, do not require organizations to 
obtain an individual's consent where his or her personal information is used for scientific 
research purposes. Under these laws, a company in the healthcare sector would not be required to 
obtain an individual's consent to use his or her personal information, collected in the context of a 
clinical trial years ago, to subsequently use that data in a longitudinal study assessing the efficacy 
of pharmaceutical drugs and other treatment modalities. As drafted, the Proposed Regulations 
would require new consent in this context. This would often prove logistically impossible and 
detrimental to both public health and scientific innovation. 
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The current provision would incentivize businesses to provide consumers with detailed and 
exhaustive lists of all theoretical uses of their personal information, solely in order to avoid the 
risk of having to obtain new consent. For example, consumers would not be able to identify the 
actual uses that the business plans for the information, as distinct from the theoretical uses that 
the businesses disclose in order to ensure that a future use would not be foreclosed. 

Moreover, obtaining explicit consent for any new use of personal information is logistically 
difficult, given that a business may not have more than one opportunity to interact with a 
consumer. For example, a business that collected personal information in the context of a clinical 
trial and wishes to use that information for a related study would need to locate the individual, 
provide a new notice, and obtain a new consent. Similarly, a business might place a pop-up 
window on its website to solicit consent for a new use of a consumer's personal information, but 
not every consumer will visit the website after the consumer's initial interaction with the 
business. In addition, a business may not have current or accurate contact information for every 
consumer and may thus be unable to seek consent. 

Finally, the Proposed Regulations' consent regime would require businesses to implement and 
maintain systems and processes to treat different consumers' personal information differently, 
not based on the sensitivity or classification of personal information, but based on the purposes 
of use to which each consumer consents. Such a standard is unreasonably onerous and 
unworkable in light of the negligible protection that it would afford consumers. 

Accordingly, this provision of the Proposed Regulations should be revised for consistency with 
other prevailing privacy laws to provide for other permitted uses of personal information, 
including where such use is necessary to fulfill contractual obligations to the individual, required 
or authorized by law, or necessary to protect the individual or a third party's vital interests (see, 
e.g., GDPR Articles 6 and 9). There should also be exceptions for scientific research or other 
uses that are in the public interest. 

2. The Proposed Regulations' designated methods and processes for handling consumer 
requests create entirely new obligations that are logistically impossible and/or 
commercially unviable. 

a. Businesses are not equipped to implement mechanisms to receive consumer requests at each 
point of consumer interaction. 

While the CCPA dictates that a business must "make available to consumers two or more 
designated methods for submitting requests for information required to be disclosed, including, 
at a minimum, a toll-free telephone number"(§ l 798.130(a)(l )(A)), the Proposed Regulations 
would require some businesses to implement additional methods. Specifically, "at least one 
method offered shall reflect the manner in which the business primarily interacts with the 
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consumer, even if it requires a business to offer three methods for submitting requests to 
know." §999.312(c). 

As an introductory matter, the CCP A's requirement that every business ( save for those that 
operate "exclusively" online) 1 maintain a toll-free telephone number to receive consumers' 
requests will create issues for many companies. Implementing and maintaining a call center 
solely for receipt of consumer requests under the CCPA will prove prohibitive for many 
businesses, with respect to both cost and resources. The regulations should, instead, stipulate that 
if a business maintains a call center for other purposes, a toll-free number must be one of its 
designated methods for receiving consumer requests, and if not, the business may designate two 
other methods. 

The Proposed Regulations only compound this burden by additionally requiring that a business's 
designated methods reflect the nature of its interactions with consumers. Indeed, most businesses 
are not equipped to receive individual rights requests at each point at which they interact with 
consumers. For example, many businesses do not have the technological capabilities to create 
and implement fillable web forms by which to receive consumer requests. Also, as drafted, a 
consumer would be permitted to make an individual rights request at the cash register in a retail 
establishment. Such an approach is not contemplated by the CCPA nor by any other privacy law 
in the world. Instead, businesses should be permitted to centralize the mechanisms by which they 
receive consumer requests. Under the GDPR, for example, businesses are permitted to direct 
individuals to centralized methods for exercising their individual rights, regardless of whether 
those are the methods by which the consumer primarily interacts with the business. The benefits 
of such a model are twofold: it reduces businesses' barriers to compliance and helps to ensure 
that consumers receive prompt responses to their requests. On the other hand, requiring 
businesses to implement individual rights request processes at each consumer touchpoint is 
nearly certain to result in some of those requests slipping through the cracks due to the volume of 
incoming requests, employee training and turnover, and human error, among other factors. 

b. Businesses should not be required to monitor consumer requests submitted outside of their 
designated channels. 

The Proposed Regulations introduce a burdensome requirement regarding businesses' responses 
to non-compliant and possibly unexpected consumer requests. Specifically, "if a consumer 
submits a request in a manner that is not one of the designated methods of submission, or is 
deficient in some manner unrelated to the verification process, the business shall either: (1) Treat 
the request as if it had been submitted in accordance with the business's designated manner, or 
(2) Provide the consumer with specific directions on how to submit the request or remedy any 
deficiencies with the request, if applicable." §999.312(±). 

1 Assem. Bill 1564, 2019-2020 Reg. Sess., ch. 759, 2019 Cal. Stat. 
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Functionally, this will require businesses to monitor every channel through which a consumer 
could conceivably submit an individual rights request or contact the business. This requirement 
essentially reads out of the statute the obligation to have two designated methods of submission 
and imposes a new obligation on a business to honor every request, no matter how it is received. 
Establishing two designated methods for consumer requests is adequate; businesses should not 
be further required to staff and monitor all possible communications channels to recognize and 
route these requests or otherwise face liability. 

c. The Proposed Regulations introduce new, untenable timelines by which businesses must act 
upon consumer rights requests. 

The Proposed Regulations introduce an entirely new requirement that a business, upon receipt of 
a consumer's request to know or a request to delete, "confirm receipt of the request within 10 
days and provide information about how the business will process the request." §999.313(a). 
Similarly, upon receipt of a consumer's request to opt of the sale of his or her personal 
information, a business must "act upon the request as soon as feasibly possible, but no later than 
15 days from the date the business receives the request." §999 .315( e ). 

There is no basis to add additional response steps and timelines to businesses' existing 
obligations under the CCP A The new timeframes should be omitted from the final regulations, 
which should instead adhere to the statutory requirement that a business "disclose and deliver the 
required information to a consumer free of charge within 45 days of receiving a verifiable 
request from the consumer." § l 798.130(a)(2). At a minimum, the final regulations should 
express any timelines by which a business must confirm and/or act upon consumer requests in 
business days. 

Additionally, the requirement that a business provide a consumer with information about how it 
will process his or her request provides no value to the consumer and does not further the intent 
of the Act. The business's compliance with the Act should suffice; the business should not be 
further required to explain its method of compliance to the consumer. 

d Requiring businesses to communicate consumers' do-not-sell requests to other businesses is 
impractical and at odds with the concept of "sale. " 

The Proposed Regulations introduce another new requirement that "a business shall notify all 
third parties to whom it has sold the personal information of the consumer within 90 days prior 
to the business's receipt of the consumer's request that the consumer has exercised their right to 
opt-out and instruct them not to further sell the information." §999.3 l5(f). 

Imposing an obligation to inform other businesses of a consumer's do-not-sell request is 
impractical and inconsistent with the concept of a sale of data. When data is sold, the seller does 
not maintain authority over the buyer's use of the data. Furthermore, the CCP A already accounts 
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for the scenario that likely inspired this new provision; the statute requires businesses to respond 
to a consumer's right to know request by disclosing the third parties to which it has sold the 
consumer's personal information. Once the business so informs the consumer, the consumer may 
submit a do-not-sell or a deletion request to any such third party. 

e. The final regulations should require verification of consumers' opt-out requests. 

The Proposed Regulations specify that "a request to opt-out need not be a verifiable consumer 
request," but a business may deny such a request if it has a "good-faith, reasonable, and 
documented belief' that the request is fraudulent and notifies the requestor of the denial. 
§999.3 IS(h). 

This standard is ill advised and should be omitted from the final regulations. The CCPA' s opt
out rights extend to data sales that are, in fact, vital fraud prevention or identity authentication 
services. As such, limiting a business's ability to verify or authenticate an opt-out request will 
allow malicious actors to fraudulently opt planned victims out of data services designed to 
protect the actual consumer. 

f Requiring a two-step process for consumers' online deletion requests is unduly burdensome 
on businesses and disempowers consumers. 

The Proposed Regulations require a business to use "a two-step process for online requests to 
delete where the consumer must first, clearly submit the request to delete and then second, 
separately confirm that they want their personal information deleted." §999.312(d). 

This two-step requirement should be removed from the final regulations. Dictating a business's 
process flow is beyond the scope of the regulations. Further, mandating a two-step process 
actually disempowers consumers, as many companies may operate a "self-service" process 
whereby consumers can make their own choices regarding the information to be deleted. 
Consequently, as drafted, the current requirement will likely frustrate consumers. Businesses 
should instead have the flexibility to determine process flows; a two-step process may be 
appropriate in certain instances and not in others. 

g. Requiring businesses to convert unver?fiable deletion requests into do-not-sell requests has 
no basis in the CCP A. 

The CCPA requires a business that receives a verifiable deletion request to delete the personal 
information from its records and direct any service providers to do the same. § 1798.105( c). The 
Proposed Regulations go one step further and impose an obligation not found in the CCP A, 
requiring that "when a business cannot verify the identity of an individual for the purpose of 
deletion, the business shall treat the request as an opt-out of sale." §999.313(d)(l). 
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This requirement does not honor consumers' intent or their ability to control how their personal 
information is used. Indeed, it may result in the wrong consumer being opted of sales if, for 
instance, a consumer with a similar name submits an unverifiable deletion request. The first 
consumer may appreciate a business's discounts, interest-based advertising, and other benefits 
attendant to the sale of his or her data, but be opted-out of sale on the basis of another 
consumer's request. In this respect, conflating the right to deletion and the right to opt out of sale 
subverts consumers' ability to make granular choices regarding their personal information and 
thus runs counter to the CCP A's overall objective (see, e.g., §2(h-i ), which states that "California 
consumers should be able to exercise control over their personal information" and outlines 
consumers' specific rights under the law, including separate rights to opt out of the sale of their 
personal information and to direct a business to delete their personal information). 

h. Requiring a business to notify consumers of its def etion methods is duplicative. 

The Proposed Regulations dictate that "in its response to a consumer's request to delete, the 
business shall specify the manner in which it has deleted the personal information." 
§999.313(d)(4). The issues with such a requirement are manifold. First, it is immaterial to 
consumers, who are likely concerned primarily with the outcome of deletion rather than the 
method<; by which such deletion is achieved. Second, it represents regulatory overreach. The 
CCPA' s preamble specifies that the law "would grant a consumer the right to request deletion of 
personal information and would require the business to delete upon receipt of a verified request." 
The business's obligation is to delete the consumer's personal information, not to respond to the 
deletion request or to explain to consumers how it will comply with the request. Finally, the 
requirement is vague, as it is unclear what is being sought; is the question whether the data was 
shredded or a physical disk was degaussed? What would be a reasonable response with respect to 
data in a database? What is the "method" for deleting data from a database? And what if the 
business's deletion methods change over time? 

i. Treating browser signals as opt-out requests is premature. 

The Proposed Regulations introduce a new requirement that "if a business collects personal 
information from consumers online, the business shall treat user-enabled privacy controls, such 
as a browser plugin or privacy setting or other mechanism, that communicate or signal the 
consumer's choice to opt-out of the sale of their personal information as a valid request ... for 
that browser or device, or, if known, for the consumer." §999.3 lS(c). Such a requirement is 
premature. The AG should wait until industry framework is further developed, and possible 
technical solutions clarified, before drafting a regulation to this effect. Notably, the Interactive 
Advertising Bureau (IAB) and its standard-setting organization, the IAB Technology Laboratory, 
have already issued a draft CCP A compliance framework for publishers and technology 
companies to address the challenges of the CCP A's do-not-sell requirements as they relate to 
interest-based advertising, as well as initial technical specifications to implement that 
framework. Likewise, in late November 2019, the Digital Advertising Alliance (DAA) amended 

9 
ny-1800171 

CCPA_ 45DAY _01214 

LuongH
Line

LuongH
Line

LuongH
Line

hannahfolsomchan
Typewritten Text
W155-8cont

hannahfolsomchan
Typewritten Text
W155-9

hannahfolsomchan
Typewritten Text
W155-10



MORRISON I :FOERSTER 

December 6, 2019 
Page Ten 

its "Self-Regulatory Principles and Guidelines" to address how companies in the digital 
advertising supply chain should address consumers' do-not-sell requests, and announced web
and app-based tools to effectuate such requests. 

j. A business should not be required to explain the specific basis for denying a consumer 's 
access or deletion request. 

The Proposed Regulations state that, "if a business denies a consumer's verified request to know 
specific pieces of personal information, in whole or in part, because of a conflict with federal or 
state law, or an exception to the CCP A, the business shall inform the requestor and explain the 
basis for the denial." §999.313(c)(5). The Proposed Regulations similarly require a business that 
denies a consumer's request to delete his or her personal information to "inform the consumer 
that it will not comply with the consumer's request and describe the basis for the denial, 
including any statutory and regulatory exception therefor." §999.313(d)(6). 

Several statutory exceptions relate to circumstances that would prevent disclosing to the 
consumer the specific basis for denying his or her request, including: cooperation with law 
enforcement; the exercise or defense of legal claims; or compliance with a regulatory 
investigation or criminal inquiry (see CCPA § 1798.145(a)). Requiring businesses to disclose the 
specific bases for denying consumer requests will cause them to violate their confidentiality 
obligations and, in many instances, undercut their legal positions. Accordingly, the final 
regulations should require a business to list the statutory exceptions in its privacy policy and 
specify that thereafter, the business need only include in its notice of denial that an exception 
applies, directing the consumer to the relevant provision of the privacy policy. 

3. The Proposed Regulations' provisions regarding service providers' use of personal 
information will burden businesses and have unintended consequences that adversely 
impact both industry and consumers. 

a. Requiring a person or entity to comply with the CCP A 's requirements for service providers 
when the business it services does not constitute a "business" under the CCPA is illogical. 

The Proposed Regulations state that, "to the extent that a person or entity provides services to a 
person or organization that is not a business, and would otherwise meet the requirements of a 
"service provider" under Civil Code section l 798.140(v), that person or entity shall be deemed a 
service provider for purposes of the CCPA and these regulations. §999.314(a). 

This provision is illogical and should be removed from the final regulations. When a person or 
entity provides services to an organization that is not a business as defined by the CCPA, that 
person or entity should not be subject to the obligations that the CCP A imposes on service 
providers. 
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b. The Proposed Reguf at ions excessive! y limit service providers' use of personal information. 

The Proposed Regulations state that "a service provider shall not use personal information 
received either from a person or entity it services or from a consumer's direct interaction with the 
service provider for the purpose of providing services to another person or entity" except to 
detect security incidents or prevent fraudulent or illegal activity. §999.314(c). 

This limitation is inconsistent with the CCPA, which is, in its essence, a notice and individual 
rights regime. Accordingly, a business and its service providers should have flexibility to 
contractually agree to uses of personal information, especially in light of the fact that those uses 
must be disclosed to consumers and with respect to which consumers have certain choices. The 
limitation is also too narrow and does not reflect business realities. Instead, the regulations 
should be amended to reflect that service providers may use personal information for multiple 
clients and for circumstances beyond detecting security incidents or fraud, provided that such use 
is consistent with their service offerings and permitted by their agreements with their clients. For 
example, a service provider should be able to use information for benchmarking or analytics 
purposes or for improving its products or services. These are standard uses of personal 
information and should not be limited by the CCP A. Such services are central to certain 
industries' business models, and the Proposed Regulations' narrow drafting would have dramatic 
and likely unintended consequences for businesses in those industries. By way of example, 
service providers in the consulting and human resources sectors use personal information to 
provide clients with valuable benchmarking including, for example, advising on industry 
standards for executive search timelines. And, as aforementioned, service providers in the 
healthcare sector provide personal information to entities that use the data to assess the efficacy 
of medical treatments. These service providers use data received from one person or entity to 
provide services to another, and while their services do not constitute incident detection or fraud 
prevention, they are often central to the service provider's businesses and, in many instances, 
produce cross-industry and/or societal benefit. 

c. Requiring service providers to respond directly to consumers is overly burdensome on the 
service providers and likely contrary to businesses' wishes. 

The Proposed Regulations introduce a new requirement that "if a service provider receives a 
request to know or a request to delete from a consumer regarding personal information that the 
service provider collects, maintains, or sells on behalf of the business it services, and does not 
comply with the request, it shall explain the basis for the denial. The service provider shall also 
inform the consumer that it should submit the request directly to the business on whose behalf 
the service provider processes the information and, when feasible, provide the consumer with 
contact information for that business." §399.314(d). 

This provision suggests that a service provider must respond directly to a consumer's CCPA 
request and redirect the consumer to the appropriate business (i.e., the appropriate customer of 
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the service provider). Practically speaking, this would require a service provider to implement a 
process by which to tie individual consumers to the applicable customer. Most customers do not 
wish to have their service providers interact directly with their consumers and contractually 
prohibit them from doing so, so that the business is able to maintain a single point of contact 
with consumers and control over its communications with them. 
Instead, the regulations should make clear that an entity responding as a service provider rather 
than a business has fewer obligations to respond to consumers and need only notify the consumer 
of the categories of sources of the personal information. This is consistent with how the CCP A 
treats service providers. Specifically, a business that receives a delete request must pass it on to 
the business's service providers. A service provider has no obligation under the law to direct its 
customer to delete personal information. 

4. Several of the Proposed Regulations' notice obligations are unworkable and 
counterproductive to the notice principle. 

a. The Proposed Regulations' notice obligations will disproportionately burden businesses that 
operate predominantly offiine. 

In their current form, the Proposed Regulations would significantly expand the CCPA's 
obligations with respect to the timing of offline businesses' required notices to consumers. The 
CCP A states that "a business that collects a consumer's personal information shall, at or before 
the point of collection, inform consumers as to the categories of personal information to be 
collected and the purposes for which the categories of personal information shall be used." 
§ 1798.1 OO(b ). Departing from this standard, the Proposed Regulations stipulate that "the notice 
at collection ... shall be visible or accessible where consumers will see it before any personal 
information is collected." §999.305(a)(2)(e). The Proposed Regulations impose a similar 
obligation with respect to offline businesses' opt-out notices. They stipulate that such notices 
must be provided "by an offline method" that may include "printing the notice on paper forms 
that collect personal information, providing the consumer with a paper version of the notice, and 
posting signage directing consumers to a website where the notice can be found." 
§999.306(b )(2). 

On its face, the proposed obligation represents a significant and unworkable expansion of the 
CCPA's notice obligation for retailers and other businesses that operate traditional "brick-and
mortar" establishments. As a practical matter, the only way that such businesses can feasibly 
provide a privacy notice to all consumers in all contexts would be to post the notice on its 
website. As an illustrative example, expecting a retailer or fast food establishment to distribute a 
privacy notice to each point-of-sale customer from whom it collects personal information would 
be impractical and unrealistic. Such an obligation would dramatically increase the duration of 
transactions and prove prohibitive from both staffing and employee training perspectives. In fact, 
imposing such an obligation would result in a requirement similar to that under HIP AA, whereby 
covered health care providers must distribute a notice explaining individuals' rights with respect 
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to their personal health information prior to the provision of services. While it may be reasonable 
to require such notice in connection with the collection of sensitive health information, 
information collected in connection with retail transactions does not raise the same privacy 
concerns. Accordingly, retailers should not be subject to the same level of notice obligations 
applicable to HIP AA-covered entities. 

The Proposed Regulations provide that posting conspicuous signage that directs consumers to the 
business's online privacy notice-as opposed to distributing the notice itself-will satisfy the 
CCPA's notice requirement. §999.305(2)(e). While this would provide a theoretical solution for 
businesses looking to address the challenges of providing notice before in-person interactions, it 
is arguable whether this would provide a meaningful benefit to consumers, who likely already 
know to look to a business's website for the business's privacy policy. 

Moreover, the "offline" world is very diverse. It is far from clear how companies could 
effectively provide notice at or before the collection of personal information ( other than via an 
online privacy notice) with respect to personal information that is obtained over the telephone, 
by fax, or by mail. In many contexts, the provision of notice would be impossible. 

If the Proposed Regulations are finalized in their current form, businesses would necessarily 
come up with different and creative solutions to the notice obligation, to the extent possible. The 
manner in which notice is presented would thus be likely to differ dramatically across 
businesses. Ultimately, we believe that consumers would benefit from having a single, uniform 
place to find a company's CCPA disclosure (i.e., its online privacy policy). This approach would 
be consistent with what we understand to be consumers' existing understanding that they should 
check the footer of a company's website to find its privacy policy. While some small businesses 
may not maintain websites, a solution targeted at those exceptions would be more appropriate 
than allowing the exception to define the rule. 

b. Requiring businesses to provide separate disclosures for each category of personal 
information that they collect runs counter to the notice principle. 

The Proposed Regulations expand upon the CCPA's notice requirement by specifying that a 
business's notice at collection must contain, ''.for each category of personal information, the 
business or commercial purpose(s) for which it will be used." §999.305(b )(2). They further specify 
that a business's privacy policy must include, ''.for each category of personal information 
collected ... the categories of sources from which that information was collected, the business or 
commercial purpose(s) for which the information was collected, and the categories of third parties 
with whom the business shares personal information." §999.308(b)(l)(d)(2). 

These requirements run counter to the general notice principle: that individuals should receive 
easy-to-understand notices regarding the collection of their personal information. A notice that 
includes the required information for each category of personal information will likely be 
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duplicative, unnecessarily long, and difficult for consumers to understand. Moreover, a single 
piece of information, even just a consumer's name, may fall within multiple of the statutorily 
prescribed categories of personal information, making the notice even more unwieldy and difficult 
for a consumer to understand. Moreover, consumers are likely interested in in the sources of their 
personal information in general, not broken down by category. 

Accordingly, these provisions of the Proposed Regulations should be revised to require that the 
notice at collection and privacy policy include the categories of personal information to be 
collected and, as applicable, the cumulative categories of sources from which personal information 
are collected; business or commercial purposes for which personal information will be used; and/or 
categories of third parties to whom personal information may be sold (note that the reference to 
"shared" in the Proposed Regulations should be replaced with "sold," for consistency with the 
CCPA's other provisions). 

Similarly, the Proposed Regulations require a business to provide, in response to a verified access 
request, the following information/or each category of personal information it has collected about 
a consumer: "the categories of sources from which the personal information was collected; the 
business or commercial purpose for which it collected the personal information; the categories of 
third parties to whom the business sold or disclosed the category of personal information for a 
business purpose; and the business or commercial purpose for which it sold or disclosed the 
category of personal information." The final required element-the business or commercial 
purpose for which the business sold or disclosed the category of personal information-is a new 
requirement not included in the CCP A itself It should be struck from the final regulations, which 
should focus on clarifying the law, not substantively amending it. Additionally, and for the reasons 
identified above, the final regulations should permit a business to include the required contents of 
its response on a cumulative basis; it should not be required to segment its response according to 
the category of personal information collected. 

c. A business should not be required to include a forward-looking commitment not to sell 
personal information in its privacy policy to avail itself of the opt-out notice exemption. 

The Proposed Regulations dictate that "a business is exempt from providing a notice of right to 
opt-out if it states in its privacy policy that that it does not and will not sell personal information. 
A consumer whose personal information is collected while a notice of right to opt-out notice is 
not posted shall be deemed to have validly submitted a request to opt-out." §999.306(d)(2). The 
forward-looking ("and will not sell") clause of this provision should be removed from the final 
regulations. 

First, this additional requirement extends beyond the scope of the CCP A, which only requires a 
business to provide a consumer with notice of his or her right to opt-out of the sale of his or her 
personal information if the business in fact "sells" personal information. § l 798.120(a). There is 
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no statutory requirement for a business to provide notice if it does not presently sell a consumer's 
personal information but may do so in the future. 

Second, requiring a business to treat a consumer whose personal information was collected when 
a notice of right to opt-out of sale is not posted as having opted out is unreasonable for 
businesses, forcing those that do not sell personal information to be prescient as to their future 
plans. This issue is further compounded by the CCPA's broad definition of "sale"; a businesses 
likely may not know today whether it will sell personal information in the future. Further, the 
requirement is not consumer-protective. If a business does not currently sell personal 
information, from what is the consumer opting out? The consumer has no information with 
which to determine whether he or she wishes to opt out. 

Third, the current provision incentivizes businesses to act as though they presently sell 
consumers' personal information even if they do not. Businesses are encouraged to post opt-out
of-sale links in order to future-proof their activity in the event their business model changes or 
the complex definition of sale is later determined to include an existing or future business 
practice. 

Lastly, and most importantly, consumers are harmed by this expansion of the opt-out notice 
requirement. Because a business that does not currently sell consumers' personal information is 
essentially forced to behave as though it does and provide the requisite notice, its consumers who 
exercise their right to opt out will be taking a futile and hollow action. The consumers will be 
opting out of a sale that does not take place and will need to be informed, when opting out, that 
the business does not sell their personal information and their opt out has no impact. This will 
create confusion for consumers who think they are exercising a right under the statute when they 
are essentially opting out of nothing, and also undercut the efficacy of the opt-out regime, 
causing consumers to view the CCP A as devoid of substance. 

If the AG does not strike the clause in question, he should, at a minimum, clarify it to make clear 
that a consumer whose personal information is collected while a notice of right to opt-out notice 
is not posted shall be deemed to have validly submitted a request to opt-out with respect to 
personal information collected during such time that the opt-out notice did not appear. 

d Requiring a business to quantify the value of consumers 'personal information in its notice of 
financial incentives will result in inconsistencies and confusion. 

The Proposed Regulations introduce a new requirement that a business include in its notice of 
financial incentives "an explanation of why the financial incentive or price or service difference 
is permitted under the CCP A, including a good-faith estimate of the value of the consumer's data 
that forms the basis for offering the financial incentive or price or service difference; and a 
description of the method the business used to calculate the value of the consumer's data." 
§999.307(b )(5). 
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Not only would this requirement impose an obligation not contemplated by the CCPA, but it is 
difficult to see how the requirement would advance the CCPA' s goal of giving consumers 
control over their personal information. A business's compliance with the law should suffice; 
requiring it to further justify to consumers why its offering is permitted under the law is an 
overreach that does not comport with the CCP A's stated aim. Furthermore, quantifying the value 
of personal information is subjective, and each business will thus likely derive a different way to 
quantify the value, leading to inconsistency among businesses and corresponding confusion
rather than benefit-to consumers. In addition to removing this new requirement, the regulations 
should be re-drafted to permit businesses to rescind a financial incentive, or a pro rata portion 
thereof, in the event that that a consumer revokes his or her consent to the collection or sale of 
his or her personal information. 

5. Requiring big buyers and sellers of personal information to publish statistics is prone to 
error and not consumer-protective. 

The Proposed Regulations introduce an entirely new requirement for businesses that annually 
buy, sell, or receive or share for commercial purposes, the personal information of four million 
or more consumers. Such businesses must publish the following metrics in their privacy policies 
or on their websites: the number of requests to know, requests to opt out, and requests to delete 
that the business has received, complied with in whole or in part, and denied; and the median 
number of days within which the business substantively responded to such requests. 
§999.3 l 7(g). 

This requirement has no basis in the CCPA, and publishing such metrics in a business's privacy 
notice is prone to error and therefore misrepresentation claims. Further, while such aggregate 
metrics may be of interest to the AG in connection with its enforcement efforts, it is unclear 
what, if any, value they would provide to consumers. Similarly, requiring a business to furnish 
such statistics to consumers does not further the CCP A's overarching purpose of giving 
consumers greater control over their personal information. Accordingly, the regulations should 
either eliminate this requirement or require big buyers and sellers of personal information to 
maintain statistics and furnish them to the AG upon request. 

If the AG ultimately determines that big buyers or sellers must publish certain statistics or 
maintain and furnish them to the AG upon request, the methods of calculating such statistics 
should be clarified. Specifically, it is unclear what would constitute a request that is "complied 
with" or "denied," particularly in relation to unverifiable consumer requests or those that are 
subject to a statutory exception. These should not count toward a business's total number of 
requests received, and thus not require classification as having been complied with or denied. 
Additionally, the final regulations should replace "median" to "average" with respect to the 
number of days within which a business responds to consumer requests. 
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6. The verification methods set forth in the Proposed Regulations are insufficient and 
ineffective. 

The Proposed Regulations set forth required methods for verifying a consumer's request. 
Specifically, with respect to verifying consumers who do not maintain an account with a 
business, the business would be required to verify the identity of a consumer making a request to 
know categories of personal information to a reasonable degree of certainty (such as by matching 
at least two data points provided by the consumer with data points maintained by the business). 
By contrast, a business would be required to verify a consumer's request to know specific pieces 
of personal information to a reasonably high degree of certainty (such as by matching at least 
three data points provided by the consumer with data points maintained by the business, together 
with a signed declaration). §999.325(b)- (c). 

As an initial matter, we believe that the Proposed Regulations fail to clearly articulate that the 
process for verifying a consumer's request should involve two separate steps: (1) verifying the 
identity of the individual making the request; and (2) verifying that the business maintains 
personal information relating to that individual. In our view, the first step is critical for 
consumer protection. It is an unfortunate reality that malicious actors will attempt to abuse the 
new access right. While "matching" standards may be appropriate for verifying that the business 
maintains personal information relating to an individual, "matching" standards are an ineffective 
tool for verifying identity generally. Although the Proposed Regulations would not mandate that 
a business follow its "matching" standard, many businesses seeking to ensure compliance with 
the rules would likely follow the verification examples provided by the AG. Moreover, 
notwithstanding proposed §999.325(c), the Proposed Regulations fail to effectively account for 
the fact that businesses will have to process requests from individuals with whom they do not 
have a relationship or have not had meaningful interactions-scenarios that create significant 
challenges for identity verification. 

The Proposed Regulations imply that a business should be able to verify a consumer's request 
(presumably including verifying that the consumer is who he or she purports to be) simply by 
matching data provided by the requestor with data maintained by the business. This type of 
standard may be effective in contexts in which the business has previously collected from a 
consumer information that only the consumer should know (e.g., name, Social Security number, 
and account balance). However, this type of standard is inappropriate in many, if not most, 
scenarios, particularly where the business has limited identifiers relating to an individual. For 
example, many types of logical data elements used for matching purposes are easily obtained 
from public sources, such as name, name, zip code, and phone number. Such an arbitrary 
standard is ripe for fraud and abuse, which is harmful both to consumers and to businesses. In 
fact, in many contexts, a business will not have three data points that are not publicly available 
that would serve as useful identifiers. Regardless, it is unclear how matching three data elements 
versus matching two data elements somehow provides a meaningfully higher degree of certainty 
that the requestor is who she says she is. 
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In this regard, the Proposed Regulations also would provide that businesses should "generally 
avoid requesting additional information from the consumer for purposes of verification." The 
AG should remove this statement from the final rules; it ignores the reality that logical data 
elements that a business will have to use for verification in many contexts will be publicly 
available information, such as name and contact information. Moreover, this statement would 
disincentivize businesses from using third-party identity verification services that ask consumers 
"out-of-wallet" questions and that typically require the consumer making the request to provide, 
for example, her name and Social Security number. In addition, at the time that a consumer 
submits a request, a business may not know the types of information that it maintains about the 
consumer (if any) in order to take steps to "match" data elements at the time the request is made. 
The AG should not create standards that require the businesses to adopt consumer-specific 
verification processes based on the type of information that they maintain about separate 
consumers and that have the effect of prolonging the verification process because businesses will 
not know what information they maintain about a consumer at the time of the request. This type 
of process will not accrue to the benefit of either consumers or businesses. 

Moreover, a signed attestation is functionally useless and does nothing to heighten the 
verification standards, given that most of these documents will be submitted electronically and 
most businesses do not have consumer signatures on file with which to compare them. In this 
regard, a signed attestation will not provide a practical deterrent to fraudsters who will be more 
than willing to provide such an attestation. Moreover, while the AG' s Initial Statement of 
Reasons indicates that the signed attestation will allow businesses recourse against fraudsters, a 
business will have significant practical challenges in pursuing fraudsters (assuming it has the 
appetite for such litigation), including challenges in identifying the fraudsters and because, in 
many cases, the fraudsters will be located in non-US. jurisdictions. Regardless, the standards for 
verifying consumer's requests should be aimed at protecting consumers from fraudulent access 
to their personal information and not at providing recourse for businesses to pursue fraudsters 
who are able to abuse inadequate, but compliant, verification processes. 

Ultimately, the AG should instead give businesses the flexibility to craft risk-based approaches, 
whereby they utilize verification methods designed to address the relative risks associated with 
providing access to, deleting, or selling the types of personal information that they process to an 
imposter. 

7. Only businesses that intend to sell the personal information of minors should be 
required to establish opt-in processes for the sale of such information. 

The Proposed Regulations state that "a business that has actual knowledge that it collects or 
maintains the personal information of minors at least 13 and less than 16 years of age shall 
establish, document, and comply with a reasonable process for allowing such minors to opt-in to 
the sale of their personal information." §999.33 l(a). 
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This provision should be re-drafted to specify that only businesses that collect or maintain the 
personal information of minors at least 13 and less than 16 years of age and intend to sell such 
personal information are required to implement opt-in procedures for such sales. A business 
should not be required to implement and maintain an onerous opt-in procedure if it does not plan 
to sell minors' personal information. 

8. The AG should provide for a later effective date than that which would apply under the 
California Code. 

When an agency's implementing regulations are finalized, the California Code provides that they 
become effective on one of four quarterly dates, depending on when the regulations are filed 
with the California Secretary of State. Namely, absent an exception, the regulations take effect 
on: 

• January 1st, if filed between September 1st and November 30th; 
• April 1st, if filed between December 1st and February 29th; 
• July 1st, if filed between March 1st and May 31st; or 
• October 1st, if filed between June 1st and August 31st. Cal. Gov't Code §l 1343.4(a). 

Accordingly, the earliest date on which the AG's implementing CCPA regulations could become 
effective, based on the timing of the current comment period, is April l, 2020. However, the 
standard quarterly approach would not apply if a later date is prescribed by the state agency in a 
written instrument filed with, or as part of, the regulation. § 11343 .4(b )(2). In light of the onerous 
obligations that the AG's regulations are likely to impose, a two-to-four-month compliance 
window from the date such regulations are finalized is inadequate. The AG should provide for a 
later effective date-no earlier than January 1, 2021-in its final regulations. 

9. The AG should establish additional exceptions to the CCPA. 

The CCPA provides that the AG shall adopt regulations, including "establishing any exceptions 
necessary to comply with state or federal law, including, but not limited to, those relating to trade 
secrets and intellectual property rights." § l 798.185(a)(3). The Proposed Regulations are, 
however, devoid of such exceptions. The AG should confirm via its final regulations that the 
CCPA does not require the forfeiture of trade secrets, proprietary information, or intellectual 
property rights. For example, information related to customer preferences, which would 
otherwise fall within the scope of a business's disclosure requirement, often constitutes a 
retailer's most valuable and heavily guarded trade secret information. 
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Once again, the GP A appreciates the opportunity to submit comments on the AG' s proposed 
implementing regulations for the CCP A, and we would be happy to discuss further any of the 
issues we have raised. 

Very truly yours, 

Miriam H. Wugmeister. 
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HERE TECHNOLOGIES - COMMENTS ON DRAFT REGULATIONS FOR THE 
CALIFORNIA CONSUMER PRIVACY ACT 

This document outlines the comments of HERE Technologies regarding key aspects of the 
California Consumer Privacy Act (the "CCPA") draft regulations. It expresses our concerns about 
some crucial elements of the CCPA draft regulations and the negative impact they might have on 
the functioning of the location services provided by HERE Technologies, their impact on innovation 
and therefore on the benefits of these services for end users. 

About HERE Technologies 

HERE Technologies ("HERE") is a global leader in digital location technology. Our products and 
services enable people, enterprises and cities around the world to harness the power of location 
and create innovative solutions that make our lives safer, more efficient, productive and 
sustainable. We transform information from devices, vehicles, infrastructure and many other 
sources into real-time location services that play a key role in how we move, live and interact with 
one another. HERE's vision is to create an autonomous world for everyone, based on open 
availability of the vast amounts of data that will be generated by the hundreds of billions of 
connected devices in our increasingly connected world. 

HERE Technologies is fully committed to respect privacy and to comply with all applicable laws 
covering data protection and privacy. As a company which is already subject to robust privacy 
regulations such as the European General Data Protection Regulation (the "GDPR"), we support and 
are prepared to comply with consumer privacy protections like those represented in the CCPA. We 
are, however, concerned that some elements of the proposed CCPA regulations will have 
detrimental effects on the functioning of our location services and on the benefits of these services 
for our end users. Moreover, some of the proposed requirements risk hampering innovation and 
may therefore have a negative impact on the further development and maximization of location 
services in California. 

We wish to highlight the following key aspects of the CCPA draft regulations that are of particular 
concern to HERE Technologies and the location services we provide: 

I. Alignment of CCPA Program with Global Program Requirements 

As a company that has already implemented the GDPR globally, which includes extending right such 
as access and deletion to all users of our services, in California and elsewhere, we have encountered 
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a number of problems in trying to align the requirements of the CCPA with the need to operate a 
global privacy program. 

One challenge for businesses that operate globally and are implementing the CCPA is that in many 
instances the business will not know or will not need to know whether the request relates to a 
California consumer. This is particularly the case for businesses that operate online only, and 
frequently will not collect information from users relating to their state of residence, as such 
information is often not relevant to provide the service. We do not believe that the intent of the 
CCPA would be to collect additional information solely to be able to identify the user or their 
residency in situations where such information is not required in the first place to provide the 
service. State residency information is frequently not collected due to an interest in minimizing the 
collected data to what is necessary to provide the relevant service. 

There are several requirements within the draft regulations which require specific actions to be 
taken that are unique to responding to requests from California. These requirements become 
problematic because in some cases they will directly conflict with mandatory legal obligations in 
other jurisdictions. As an example, the two-step deletion process required by§ 999.312(d) would 
not permit deletion of an account, while under other laws such as the GDPR a single step deletion 
request is valid and mandatory. Other examples are requirements that responses specifically cite 
to California law, restrictions on types of data that can be disclosed, varying required periods for 
maintaining evidence of compliance, and differing notification and communication requirements. 

Because these requirements directly conflict with data protection laws of other jurisdictions, 
businesses cannot apply them globally. One workable solution would be to permit businesses to 
establish California-specific designated methods for submitting requests, and then only apply the 
CCPA requirements where the request is sent to those designated methods or the consumer has 
otherwise indicated that they are from California, or through other reasonably designed 
mechanisms for differentiating requests from California consumers from those related to other 
jurisdictions. HERE respectfully requests that regulatory guidance be provided regarding what a 
business's responsibilities are with regard to identifying requests related to California consumers. 

II. Restrictions Regarding Service Providers 

Section § 999.314(c) of the draft regulations imposes restrictions on a service provider's ability to 
use personal information it processes on behalf of a business. HERE is concerned that the 
restrictions put in place in this section of the draft regulations exceed what is required by the 
statutory language of the CCPA in a way that would excessively burden multitenant on line platform 
providers, without providing a commensurate benefit to consumers. 

The draft regulations place restrictions on use of personal information collected in the context of 
providing services to one customer in a way which benefits other customers, except that a business 
may aggregate personal information to the extent necessary to detect data security incidents or 
protect against fraudulent or illegal activity. Providers of on line platforms typically architect their 
platforms in such a way that error events, usage behaviors, and other interactions with the on line 
platform generate operational data which may contain personal information. The specific content 
of this operational data may vary, but would typically include usage events for individuals on the 
platform such as actions taken and queries sent. 
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HERE believes it would be beneficial both to consumers and businesses to clarify that broader 
internal usage of platform services' operational data is permissible for purposes of operating, 
maintaining, and improving the platform services. The narrow focus on security and fraud excludes 
potential threats such as IT incidents that impact the accuracy and availability of the personal 
information, which like security threats are more readily addressed on a platform-wide basis. 

HERE recommends modifying the draft regulations to permit service providers to use operational 
data for some or all of the additional "business purposes" described in § 1798.140(d) of the CCPA, 
while still prohibiting service providers from reselling or using the data for any "commercial 
purpose". HERE believes that this broader usage is consistent with the statutory text of the CCPA, 
because maintaining a platform in good operating condition is inherently part of performing a 
service for a customer. Additionally, the CCPA permits disclosure to service providers to perform a 
business purpose, which as defined by the CCPA includes using the information for additional 
internal operational purposes such as "debugging to identify and repair errors that impair existing 
intended functionality". 

Further, if service providers are expected to implement additional segmentation of operational 
information, this will require fundamental changes to how their platforms operate. These types of 
fundamental changes take significant time to implement, which may not be possible within the 
short timeline between when the regulations are adopted and when they are effective. HERE urges 
that any issuance of regulations which will require significant re-architecting of on line platforms be 
done in a way which permits businesses adequate time to implement the required technologies. 

Ill. Verification of Sale Opt-Out Requests 

HERE has concerns regarding the requirement that a request to opt-out does not need to be a 
verifiable consumer request. Without information beyond the initial request, a business may not 
have sufficient information to determine whether or not the request is fraudulent. 

As an example, HERE maintains directories of business names and addresses. If a business must 
document an affirmative reason to believe that a particular request is fraudulent, it would be easy 
for an individual to take down a competitor's business listing, sale solicitation, or directory 
information simply by submitting an opt out request in the other person's name. 

This issue applies broadly to any kind of directory or sale listing service, where the impact of an 
opt-out request and a deletion request are functionally indistinguishable (i.e. they result in the 
individual's removal from the directory), yet under the draft regulations opt-out requests are not 
subject to any of the protections granted for deletion requests. 

Due to the potential adverse impacts to consumers, HERE respectfully requests that businesses be 
permitted to conduct reasonable verification of an opt out request following similar risk-based 
procedures as those for other consumer requests, particularly as it pertains to directory or listing 
services. 

IV. "Browser Setting" as Opt-Out Request 
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HERE has concerns regarding the requirement in § 999.315(c) related to treating a browser plugin or 
privacy setting as an effective opt-out request due to status of currently available technologies. 
While multiple industry groups are currently working towards "do not sell" technology frameworks 
that are designed to address user requests in the online advertising environment, there are 
significant issues with these frameworks both in terms of scope and timing. 

In terms of scope, a direct reading of the current draft regulations seems to indicate that a browser 
setting would have opt-out effects beyond the information transferred in that browsing session. 
Specifically, that if the specific consumer can be identified, that browser setting would need to be 
respected as a general request to opt-out of data sales. To the extent that this opt-out is intended 
to apply beyond information transferred in that specific browsing session, this is not addressed 
either in current or planned technologies, and would be a massive undertaking to design and 
implement. There are also significant user transparency and choice problems with this approach, 
such as where a user may inadvertently exercise an opt-out simply due to a global setting with their 
browser. 

Even within the context of information transferred within a particular browsing session there are 
numerous problems with this requirement. There is currently not an agreed technological 
framework or standard for transmitting an opt-out request. Without an agreed standard, 
businesses would be potentially subject to multiple competing standards which would be 
impractical to track and implement. 

HERE respectfully requests that this requirement be withdrawn. 

V. Opt-Out Time Limits 

HERE believes that the 15 day opt-out request fulfillment period set out in§ 999.315(e) of the draft 
regulations is too short for many businesses to feasibly implement, particularly those which 
maintain publishing and quality function for versioned data sets. To maintain quality processes 
(such as under ISO 9001 industry standards) for their products, businesses must have defined 
procedures for creation and publication of their products, which can frequently take more than 15 
days to operate. The difficulty is further extended for businesses which create physical products or 
other goods which must work through a chain of publication processes. For example, if a directory 
is printed on media and then sold, it would not be possible to issue a new version within 15 days of 
each request. This also raises the issue of what would be done with existing but unsold inventory 
following the receipt of an opt-out request. 

Even outside the concerns of data publishers, 15 calendar days will frequently be too short for 
businesses to comply, and in particular for small and midsize businesses that do not have the 
capacity to staff during weekends and holidays to address privacy requests. Maintaining separate 
time periods for opt-out requests also adds complexity to businesses' internal processes where 
they have to track multiple different fulfillment periods, in some cases relating to the same request 
where an individual exercises multiple rights simultaneously. 

HERE respectfully requests that this 15 day opt-out request fulfillment period be extended to 45 
days in all cases for operational simplicity and to provide adequate processing time, and for 
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versioned published data sets, allowance should be made for businesses to update subsequent 
versions of the data set to omit the data in question. 

VI. Metrics Collection and Publication 

HERE requests additional clarity regarding the metrics collection requirements of § 999.317(g). 
Specifically: 

• What update cadence is required for compilation of these metrics. HERE would propose that 
they be updated on an annual basis in accordance with § 1798.130(a)(5) of the CCPA. 

• When the initial publication of these metrics will be required. For businesses with a high 
volume of requests, it will take time to implement the required tracking and reporting 
elements. Because this requirement for metrics collection does not exist within the CCPA 
statutory text and the regulations imposing this requirement have not yet been finalized, 
HERE respectfully suggests that an implementation period be defined in the regulation to 
permit businesses to establish the systems and procedures for collecting this information. 

• Whether these metrics are to be based off of requests sent to the business's CCPA 
designated method for submitting requests, or some other metric. Many businesses offer 
customers multiple methods for deleting their information, such as self-service portals, or 
contact channels for requests related to other global privacy laws. Because of this difficulty 
in attributing requests to a California consumer (particularly where the business may not 
know that the individual making the request is a California resident), HERE would propose 
that these metrics should be based only on requests sent to the business's designated 
methods for submitting requests under the CCPA, or by other reasonably designed 
mechanisms for differentiating requests from California consumers from those related to 
other jurisdictions. 

VII. Additional Opportunities to Provide Clarification 

There are several areas where we believe businesses would benefit from additional clarifications 
in the regulations. These include: 

• "Categories of third parties": HERE seeks clarification that any entity which qualifies as a 
"service provider" under the CCPA is not considered a "third party" with respect to the 
regulations. Several of the examples provided for third parties, such as operating systems 
and platforms, typically act as a service provider. This would help address an ambiguity in 
the CCPA statutory language where the definition of "third party" appears to exclude entities 
under the type of contract that is required for "service providers" but does not directly state 
that "service providers" are not "third parties". 

• Alignment to updated statute: It has been assumed in submitting these comments that the 
regulations will be updated to take into account the amendments to the CCPA which were 
signed into law in October 2019. 

• Obligations regarding purchasers in event of an opt out request: The requirement in § 

999.315(f) to inform purchasers of personal information of a consumer's request to opt-out 
of sale does not include a required time line for informing those purchasers of the opt-out 
request. It is also unclear what impact this notification to those purchasers is intended to 
have, since the purchasers are in any event subject to restrictions related to resale. If this 
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requirement remains within the regulations, HERE respectfully requests that a reasonable 
timeline, such as the 45-day timeline permitted for other types of requests, be applied to 
this communication requirement. 

• Safe Harbors: Given the ambiguities present in the CCPA statutory text, both businesses and 
consumers would benefit from establishment of "safe harbors" or similar defined examples 
of compliant behavior. In particular, the following would be beneficial: 

o Examples or guidance related to description of the categories of personal 
information. The draft regulations require that the categories be described in a way 
that is clear and not legalistic, but the statute requires businesses to use the 
specific categories described in the statutory text, which overlap each other in a 
way that will be confusing to consumers (e.g. multiple categories can include 
contact information or electronic information), or are a bare reference to other 
bodies of law. These requirements are in clear tension which could be alleviated 
through additional guidance, examples of practices which are deemed to be 
compliant, or even re-definition of the categories of personal information. 

o Guidance for businesses in the event of inadvertent or erroneous sale of personal 
information. If a business seeks not to sell personal information and has 
implemented reasonable measures to prevent such sales, inclusion of a "do not 
sell" link provides a misleading impression to consumers about how the business 
uses and discloses their data. One option to address this instance is to establish 
regulations stipulating that a business which takes reasonable measures to not sell 
personal information, and promptly acts to correct any identified or reported 
instances, is not treated as "selling" personal information. 

o Establishment of criteria for "reasonable security procedures", such as through 
reference to commonly accepted industry standards (e.g. ISO 27001 or NIST). This 
would encourage businesses to increase their level of security through adoption of 
these standards. 

HERE is pleased to submit these comments on the Draft Regulations for the California Consumer 
Privacy Act and we would be happy to provide additional information or to answer any questions 
the Attorney General's Office may have. 

For further information or queries, please contact Leo Fitzsimon at 
HERE Technologies at privacy@here.com. 
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Message 

From: K. Stout[-
Sent: 12/6/2019 9:07:26 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Alec Stapp [ ■■■■■■■■-; Julian Morris 
Subject: ICLE Comments on CCPA Rulemaking Proceeding 
Attachments: ICLE - CCPA Implementation Comments-final.pdf 

Dear Privacy Regulations Coordinator, 

Please find attached the comments of the International Center for Law & Economics on the pending rule 
making process for the California Consumer Privacy Act regulations currently being undertaken by the Office 
of the Attorney General. Please feel free to reach out to us with any comments or questions. 

Thank you, 

Kristian Stout 
Associate Director I International Center for Law & Economics 

@kristianstout 
laweconcenter. org I truthonthemarket. com 
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Executive Summary 

We thank the Attorney General's Office ("AG's Office") for the opportunity to comment on this 

tin1ely and highly relevant policy discussion. We begin our analysis of the California Consumer 

Privacy Act ("CCPA") with a discussion of the standardized regulatory impact assessment (SRIA) 

prepared for the AG's Office by Berkeley Economic Advising and Research, LLC. 1 The bottom-line 

cost figures fron1 this report are staggering: $55 billion in upfront costs and $16.5 billion in addi

tional costs over the next decade. 2 The analysis includes large benefits as well, but as we will show 

below, the actual costs are even higher than the SRIA estimates and the benefits fall far short of 

making up for those costs. 

Related, the AG's Office should take note of some of the early evidence of how the EU's General 

Data Protection Regulation ("GDPR") is faring. 3 After its first twelve month period in force, the 

compliance costs were astronomical; enforcement of individual "data rights" led to unintended con

sequences; "privacy protection" seems to have undermined n1arket competition; and there have been 

large unseen - but not unmeasurable - costs in forgone startup investrnent.4 

In one exan1ple of the ultimate scale of the compliance costs, Google reportedly spent "hundreds of 

years of human time" in order to be compliant with GDPR. 5 Nonetheless, France still found it 

noncompliant, levying a $57 million fine against the company for noncompliance.6 A report by the 

Internet Association of Privacy Professionals estimated that roughly 500,000 firms in the EU regis

tered a data protection officer. 7 Data protection officers can serve more than one organization, but 

the number of actual officers is undoubtedly large, and at an average salary of $88,000,8 amount to 

a huge ongoing cost. 

Consider this in the context of the SRIA's findings. The SRIA provides a very rough estimate of 

affected businesses based on assumptions about revenue per employee in order to arrive at a range 

1 Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations, August 

2019, ':'.:.:.(.:.C ..-'...·.: .."··"··'·''·::.:.:.c.:':C,,::.'.' ... : ..:..':.c.:::: .. :.'.:.:.Oic.C.:.:.:.::.:.•.::.:.:.:'.: .... -'..:.:.•'::.:.:.:.: .... ':.:.::\,.:.:.:: .. :.:.•:'.'.: ... c.. :.:.: ..:.:.: .. ': .... : ..c.:.::,:.'.':':'.:.::::.:.: ....... : ..':'.::.•.:.' ... c.·::.:::::.:.:"::.c ..:'.:.:.' .... :: ..c.:.• ..:..: .... : ..c 

2 Id. 
3 See, e.g., Alec Stapp, GDPR After One Year: Costs and Unintended Consequences, TRUTH ON THE MARKET, May 24, 2019, 
https:// truthonthemarket.com/2019/ 0 5 /24/gd pr-after-one-year-costs-and-unintended-consequences/. 

4 Id. 
5 Ashley Rodriguez, Google Says It Spent "Hundreds of Years of Hu.man Time" Complying With Eu.rope's Privacy Rules, QUARTZ, 
Sep. 26, 2018, https://qz.com/1403080/google-spent-hundreds-of.years-of-human-time-complying-with-gdpr/. 
6 'fony Romm, France Fines Google Nearly $57 Million for First Major Violation of New European Privacy Regime, WASHINGTON 
POST, Jan. 21, 2019, https://www.washingtonpost.corn/world/europe/france-fines-google-nearly-57-million-fodirst--major
violation-of.new-european-privacy-regime/2019/01/2 l/89e7 ee08- ld8f- l 1e9-a759-2b8541 bbbe20_story.html. 

7 Approaching One Year GDPR Anniversary, IAPP Reports Estimated 500,000 Organizations Registered DPOs in Europe, Internet 
Association of Privacy Professionals, May 16, 2019, https://iapp.org/about/approaching-one-year-gdpr-anniversary-iapp
reports-estimated-500000-organizations-registered-dpos-in-europe/. 
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of between 9,858 and 570,066 affected businesses.9 Already this rough estimate exceeds the number 

of firms that registered data protection officers in the EU, but the SRIA further opines that "[a] lack 

of data prevents us from estimating with precision the number of businesses that n1eet the other 

threshold requirements in the CCPA" 10 
- suggesting that the actual compliance costs of all affected 

firms could be significantly higher. And this is just for firms within California, leaving aside the 

compliance costs to extraterritorial firms that reach the statutory thresholds for California customers 

or users. 

Implementation of GDPR also led to a host of unintended consequences. Although GDPR was 

designed to reign in the power of large ad-tech companies, like Google and Facebook, it pe1Versely 

resulted in smaller vendors suffering n10re harm than the large conipanies. 11 Venture funding also 

appears to have taken a hit, with a "17 .6% reduction in the number of weekly venture deals, and a 

39.6% decrease in the amount raised in an average deal following the rollout of GDPR." 12 And it is 

the latter sort of unintended consequence that should be most troubling to regulators, as all too 

often there do not even exist proxies like VC funding by which to judge the pro-social behavior (like 

starting new companies) that laws like GDPR and the CCPA silently deter. 

Finally, despite the DC Circuit trimming the FCC's 2018 Restoring Internet Freedom Order ("RIF 

Order"), 13 the fact remains that the FCC still retains a conflict-preemption authority to specifically 

preempt state laws that are incompatible with its regulations. 14 To wit, 

Conflict preemption applies to "state law that under the circumstances of the 
particular case stands as an obstacle to the accomplishment and execution of 
the full purposes and objectives of Con6rress-whether that 'obstacle' goes by 
the name of conflicting; contrary to; repugnance; difference; irreconcilability; 

inconsistencv: violation; curtailment: interference, or the lil-:e." 15 
,I ., . ~ -

The DC Circuit only limited the FCC's ability to generaUy preempt all potentially conflicting state 

laws, requiring that each preemption be challenged in a fact-intensive inquiry. 16 

9 See SRIA, supra, note 1, pp. 20-21 and Table 2. 
10 Id. at 20. 
11 See, e.g., Oreg Ip, Beware the Big Tech Backl.ash, WALL STREET JOURNAL, Dec. 19, 2018, 
https://www.wsj.com/ articles/beware-the-big-tee h--backlash-1154522 7197 .; see also Jessica Davies, 'The Google Data Protection 

Regulation': GDPR is Strafing Ad Sellers, DIGJDAY, June 4, 2018, https://digiday.com/media/ google-data•protectiornegulation• 
gdpr•straf ing-ad-sellers/. 
12 J ian J ia, Ginger Zhe Jin, and Liad Wagman, The Short Run Effects of GDPR on Technology Venture Investment, NEER Working 
Paper No. 25248 (2018) available at https://www.nber.org/papers/w25248 
13 Mozilla Corp. v. Fed. Corn.rn.c'ns Corn.rn.'n, 940 F.3d 1, 18 (D.C. Cir. 2019). 
14 Id. at 81. 

1s Id. 

t6 Id. 
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Similarly, it is also possible that the broad extent of the CCPA's rules, and their impositions on 

firms outside of California's borders could lead to Dormant Commerce Clause challenges. 17 Activi

ties that "inherently require a unifom1 system of regulation" or that "in1pair the free flow of niaterials 

and products across state borders" violate the Dormant Commerce Clause. 18 As the FCC noted in 

its RIF Order, Internet-based communications is such a type of activity. 19 

The AG's Office should take great care in implementing the CCPA as both the known and the 

unknown costs are very large, and the law, if incorrectly implemented, will be subject to serious 

federal challenge. There are a handful of modifications that we believe may help navigate these 

shoals. Each suggestion is discussed in more depth, infra. 

1- Clarify the definition of "personal information" so that it is not overinclusive of incidental in

formation and also does not allow third-parties to claim rights over others' data; 

2- Stress that the "valuation" of data is a difficult exercise, and the requirements to value data when 

offering different tiers of service shall be interpreted liberally; 

3- Clarify that the definition of a "business" does not mean that any firm that "receives for the 

business's commercial purposes" an individual's personal information includes firms that merely 

"receive" information on consumers as a normal part of operations. For example, a website that 

logs a user's behavior through its site "receives" location, IP Address, and other information 

about that user, but should not be included in such a broad definition; 

4- Delay implementation until there is a broadly available means of ensuring that firms can reliably 

ascertain the validity of user data requests (i.e. that, as is happening under the GDPR, third

parties are not able to obtain information on the customers of firms by representing themselves 

as those customers); and 

5- Use the authority granted by the CCPA to establish a necessary exception in order to comply 

with applicable federal law to temporarily delay implementation until (1) it is determined that 

the law does not violate the Dormant Commerce Clause, and (2) the AG's Office has the oppor

tunity to consult with the FCC and ensure that the CCPA is not subject to conflict-preemption 

in light of the FCC's authority over Internet communications. 

17 See, e.g., Jennifer Huddleston and Ian Adams, Potential Constitutional Conflicts in State and Local Data Privacy Regulations, 

Regulatory Transparency Project (2019) available at https://regproject.org/wp-content/uploads/RTP-Cyber-and-Privacy
Paper-Constitutional-Conflicts-in-Data-Privacy-final.pdf; see also Graham Owens, Federal Preemption, the Dormant Commerce 

Clanse, and State Regulation of Broadband: Why State Attempts to Impose Net Neutrality Obligations on Internet Service Providers Will 

Likely Fail, TechFreedom (2018) available at _,_,., ..,.: ...,i.. ,·: .. :,·:s:.:.:: •. •.,:.·..:,:.,.•.:.-.: •.,,·cc.:c...:c•c.• :.-' .. ,.:•,,t:c.., .•.,,_._._._,,_._._,.:,::.,.,,.:,.:•....s:.• .......-.,,,_,,_:.:c:.,.-.•... 

18 Ark. Elect. Co-op. Corp. v. Arkansas Pub. Serv. Comm'n, 461 U.S..375, 384 (1984). 
19 In the Matter of Restoring Internet Freedom, WC Docket No. 17-108, Declaratory Ruling, Report and Order, and Order, FCC 

17,166 Qan. 4, 20 18) available at ,.,:.:..c:.,:.L.,.,_,,_,.,,:.s:.•.,_.•.c•.,.:c.,..,:L..-_:L.,:.c.'.cs.:.:.... ::,,.......,.___, __J_,,_,_,:_:.::,.____,,,_._,_:_,,.,,_,__,_,::__,,_,___:_:.:"-.,.s:.:.,:.•,.:., . .<L' ..> .. , •.___: _ _;___ 

_,,_,, ____ ,__ ,__ ,_, __,,_,_,_, [hereinafter RIF Order]. 
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I. The SRIA analysis shows costs exceeding benefits 

To start, there is a lot of uncertainty in estimating the benefits of privacy regulations to consumers, 

as well as the costs of compliance. Among other things, no one actually knows how many businesses 

the CCPA will cover, even though it will go into effect in less than a month. Indeed, the SRIA 
estimates that somewhere between 9,858 and 570,066 California businesses will be covered by the 

new law. 20 That is, to say the least, quite a margin of error. Such uncertainty inevitably chills business 

activity and can even pose rule of law issues (e.g., a conscientious entrepreneur may reasonably be

lieve their business falls outside the scope of the CCPA when in fact it does not). 

As Daniel Castro and Alan McQuinn point out, these higher estimates arise because, in addition to 

gross annual revenue thresholds, "businesses with websites that receive traffic from an average of 

13 7 unique Californian IP addresses per day could be subject to the new rules." 21 Even the Notice 

of Proposed Rulemaking Action ("NPRMA") in this matter demonstrates the ambiguity in the law. 

In its summary of the law, the NPRi\1A describes one of the categories ofbusinesses subject to CCPA 

requirements as those that "[bluv[l, receive[], or selUl the personal information of 50,000 or more 

consun1ers, households, or devices[.]" 22 And, according to the text of the law, the statute applies to 

any firm that 

Alone or in combination, annually buys, receives for the business's commer
cial purposes, sells, or shares for commercial purposes, alone or in combina-
tion, the personal information of S0J)00 or more consumers, households, or 

devices. 23 

Yet, later in the NPRMA, the same class of businesses is described as "businesses that buy, sell, or 
share the personal information of more than 50,000 consumers, households, or devices per year[.]" 24 

It may seem. a minor distinction, but the difference between a business that merely "receives" con

sumer information and one that "buys," "sells," or "shares" consumer information is very different 

and goes back to Castro and McQuinn's point. A website that passively logs information on all of 

its visitors for completely innocuous purposes certainly "receives" information on consumers. But 

this is very different than a website that actively scrapes user information, purchases it for integration 

with data sets, or sells large amounts of consumer data as part of its regular course of business. Yet, 

under the highly ambiguous definitions in the law, these behaviors are treated equally. 

20 SRIA, supra, note 1 at 22. 
21 Daniel Castro and Alan McQuinn, Comments on the California Consumer Privacy Act, A1sembly Bill 3 75, Rulemaking Process, 
Information Technology & Innovation Foundation 4, Mar. 8, 2019, available athttp://www2.itif.org/2019-comments
ccpa.pdf 
22 Notice of Proposed Rulemaking Action, California Department of Justice, 3 (Oct. 11, 2019) available at 

"-'-''·"-"'--'---""-'"··'···"·''"·'.L.-"-'·'·'---"--"-'""--"--'-'-'-""'-'"··"-''""·"'''··'·'"'·.L.-''··'-'-"-'"''L.'--'·"-·'--'-'-"·'·"-"·'··'·'"' (emphasis added) [hereinafter N PRMA.]. 
23 California Consumer Privacy Act, California Civil Code§ l 798.140(c)(l)(B). 
24 Id. (emphasis added) 
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Notably, the SRIA uses the conservative, low end of its range for its "baseline" estimates. But the 

report also includes estimates for scenarios in which up to thirty times more companies are covered 

than in the conservative baseline. For reference, according to a survey by the International Associa

tion of Privacy Professionals ("IAPP"), 79 percent of respondents believe their employer must comply 

with the CCPA, so the higher end of the range is likely closer to reality than the lower end. 25 Also, 

it must be noted, the report looks at only the incremental effects of the CCPA So, all of these costs 

are in addition to - not in lieu of- the costs companies already incur to comply with privacy rules. 

According to the SRIA, the CCPA will impose on California businesses approximately $55 billion 

in initial compliance costs, or 1.8 percent of California's 2018 Gross State Product (GSP): 

Assume that smaller firms ( <20 employees) will incur $50,000 in initial costs (the median 

of the lowest cost category), medium-sized firms (20-100 employees) incur an initial cost 

of $100,000 (the maximum of the lowest cost category in the survey), medium/large 

firms ( 100-500 employees) incur an initial cost of $450,000, and firms with greater than 

500 employees incur, on average an initial cost of $2 million. Also assun1e that 75% of 

all California businesses will be required to comply with the CCPA (see Section 2.1 for 

detailed estimates of the number of firms affected by firm size and industry). The total 

cost of initial compliance with the CCPA, which constitutes the vast majority of compli

ance efforts, is approximately $55 billion. This is equivalent to approximately 1.8% of 

California Gross State Product in 2018. 26 

In addition, the CCPA will impose on California businesses up to another $16.45 billion in costs 

over the next decade, as this table fron1 the SRIA shows: 

25 Ready or Not, Here It Comes: How Prepared are Organizations for The California Consumer Privacy Act?, Internet Association of 

Privacy Professionals, 8 (2019) available at https://www.onetrust.corn/wp-content/uploads/2019/04/onetrust-iapp_ ccpa
benchrnarking-report.pd f. 
26 SRIA, supra, note 1 at 11. 
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Table 3: Total Estimated Compliance Costs (million 2019$) 

Mining. Quarrying. and OIi and Gas 
Elrtractlon 

2.1 9.0 12.6 

Utilltles 

- Construction

Elm M1nufacturlnI 

- Wholesale Trade mm Retail Trade 

£m Transportation & Warehousing 

- Information 

- Finance and Insurance

U. Real Estate, Rental, Leasing 

■ Professional, Scientific, and Technical 
Services 

■ MInIIement of Companies and 
Enterprises 

■ Administrative/Support/Waste Mgmt. 
Svs. 

■ Educational Services 
Health Care and Social Assistance 

IJIIII Arts, Entertainment, and Recreation 

EJII Accommodation and Food Services 

■ Other Services (except Publk 
Administration) 

Total 

1A 

16.9 

48.1 

49.5 

32.2 

25.0 

20.3 

24.6 

13.8 

51.6 

46.2 

33.5 

12.2 

34.5 

8.3 

29.2 

l&A 

466.9 

8.3 

1,026.8 

530.8 

755.3 

1.021.3 

293.8 

248.1 

429.0 

624.2 

1,686.0 

65.2 

551.9 

184.5 

1,329.6 

340.7 

953.0 

984.8 

11,069.4 

11.8 

1,536.1 

780.7 

1,116.5 

1,522.0 

431.3 

365.1 

634.3 

931.6 

2,511.6 

80.0 

816.9 

273.7 

1,986.0 

508.7 

1,422.4 

1,472.5 

16,454.2 

While these cost estimates are indeed significant, there remains one major problem with the SRIA 

analysis. As the report itself notes, none of these estimates includes the costs incurred by the hun

dreds of thousands of companies outside of California to which the regulation applies: 

The SRIA requires an analysis of the impact of proposed major regulations on California 

businesses. However, the CCPA will also affect businesses that provide goods and ser

vices to California consumers. There are likely to be many businesses that are not located 

in California (and therefore not captured in SUSB statistics) but serve California cus

tomers. The economic impact of the regulations on these businesses located outside of 

California is beyond the scope of the SRIA and therefore not estimated.27 

Interestingly, an independent analysis by IAPP estimated that 507,280 businesses (including those 

outside of California) would be liable under the CCPA - about the same as the report's high-end, 

California-only number. 28 The reality is likely higher given IAPP's conservative calculations. And, of 

course, neither of these estimates counts non-US firms. Most importantly, the foregoing includes 

only direct costs; there are large indirect costs as well that need to be taken into account. 

27 Id. at 21. 
28 Rita Heimes and Sam Pfeifle, New California Privacy Law to Affect More Than Half A Million US Companies, Internet 

Association of Privacy Professionals, Jul. 2, 2018, available at https://iapp.org/news/a/new-california-privacy-law-to-affect
more-than-half-a-million-us-companies/ 

- 8 -
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B. Indirect Costs 

The SRIA points to GDPR compliance for reference, noting that, in addition to a substantial in

crease in IT budgets, the GDPR has also likely led to reduced productivity: 

Collectively, these costs represent a 16-40% increase in annual IT budgets ( Christensen 

et al 2013). In addition to compliance costs, there is also evidence that the GDPR's 

stricter data policies have reduced firm productivity in sectors that rely heavily on data 

(Ferracane et al 2019) with the biggest impacts found in firms devoted to data profiling 

(Cave et al 2012). 29 

The report provides some estimates of the CCPA's likely macroeconomic effects but dismisses them 

as "completely negligible in relation to the economy as a whole."30 But are they really negligible? 

Here is the relevant table from the SRIA: 31 

Table 6: Economy-Wide Impacts of CCPA Regulations 
(billion$ differences from baseline, 2015 dollars unless otherwise noted) 

$25 Mllllon Revenue Threshold 

2030 

Real G5P -0.070 -0.110 -0.140 

Employment (1,000 FTE) -0.180 -0.310 -0.430 

Real Output -0.070 -0.120 -0.170 

Investment -0.030 -0.030 -0.040 

Household Income -0.040 -0.060 -0.080 

I ', 

2030 

RealG5P -1.680 -2.380 -3.090 

Employment (1,000 FTE) -4.550 -7.190 -9.520 

Real Output -1.560 -2.630 -3.740 

Investment -0.590 -0.690 -0.770 

Household Income -0.890 -1.310 -1.750 

2030 

Real GSP -2.500 -3.530 -4.600 

Employment (1,000 FTE) -6.770 -10.690 -14.150 

Real Output -2.320 -3.900 -5.560 

-0.880 -1.030 -1.140 

Household Income -1.320 -1.950 -2.610 

This table shows that, over the next ten years, the CCPA could result in a loss of $4.6 billion in gross 

state product (GSP), 14,000 jobs, and $9.3 billion in output, investment, and income. Given Cali

fornia's size, these estimates are small on a relative basis but large on an absolute basis. And, in 

29 SRIA, supra, note 1 at 12. 
30 Id. at 39. 

31 Id. 

- 9 -
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comparison to the low value consumers place on privacy,32 the costs to productivity and employment 

are unacceptably high. 

The SRIA also does not count the higher costs of advertising and lost advertising revenue. A com

pelling estimate by Catherine Tucker, a professor of marketing at the Massachusetts Institute of 

Technology, and Avi Goldfarb, a professor of marketing at the University of Toronto - based on 

their research on the effects of EU privacy regulations on advertising effectiveness - suggests this 

cost is also well into the billions of dollars:33 

[S]eeing one plain banner ad increases purchase intent by 2.63 percent-age points. The 

introduction of privacy laws in the EU was associated with a decrease in this effectiveness 

of 1.71 percentage points, or around 659lr1. Therefore, for an advertiser to achieve the 

same lift in likely intent as they did prior to the law, they would have to buy 2.85 times 

as much advertising. 

Currently in the United States, $8 billion is spent per year on the type of display-related 

advertising that we study (Interactive Advertising Bureau (IAB) 2010). If prices and de

mand of advertising did not change, that would mean that advertisers would have to 

spend $14.8 billion more than they are currently doing to achieve the same increase in 

purchase intent after the introduction of privacy regulation. 34 

This is a positive result for the incumbent advertising platforms, which have the resources necessary 

for compliance and the direct relationship with end users necessary to secure consent. As Antonio 

Garcia Martinez wrote recently, 

Facebook and Google ultimately are not constrained as much by regulation as by us

ers. The first-party relationship with users that allows these companies relative free

dom under privacy laws comes with the burden of keeping those users engaged and 

returning to the app, despite privacy concerns.35 

The benefits to dominant advertising platforms come at a high cost to consumers and advertisers. 

Moreover, this kind of differential impact is anathema to the goals of public policy. Regulatory ben

efits accruing to particular firms - at the expense of consumers - are anti-competitive in nature and 

32 See discussion, infra, at notes 45 -55 and accompanying text; see also Will Rinehart, Hearing on Data Ownership: Exploring 
Implications for Data Privacy Rights and Data Valuation, American Action Forum, Oct. 24, 2019, available at 
https://www.americanactionforum.org/testimony/hearing-on-data-ownership-exploring-implications-for-data-privacy-rights• 
and-data-valuation/ 
33 N .B., further data is needed to reach a more precise estimate. 

34 Avi Goldfarb and Catherine E. 'fucker, Privacy Regulation and Online Advertising, 1 M'\NAGEMENT SCIENCE 57, 68, available 

at ,.,.·,.·,.,.-.,."..""'·'·''·•··'·:., ..,,·.,·:.,.,:.'.'., ..:.,.','., .. '.,,,.,.,.,,.,.:,.•' ....>..',.,.,,,,: ..,.-.,:., ..,, ..,.. :.,·.. ,.:.-.,.:.. :·.,.,,.,·.,., ....,..,,:,,.,.. ·.,·..,..... ,'........ .t.·.,.,...,:....,.,.:..,.·.,·.,..t'.,.,., (emphasis added) 
35 Antonio Garcia Martinez, Why California's Privacy Law Won't Hurt Facebook or Google, WIRED, Aug. 31, 2018, 

Li.'.L'..:,-'.I.•·•:.:'.'':'.•L:·,., ..•.,'L.'L.'.''c'L::L''.LY:Q.'.'"""'-'·'·'·'.L:J:'.U.:.'.S,.:1'.'','·'·''··'·"''L'.'.LL'.''.'.CS•::'.''5'.1',:'L'.1L.•'i\'.I•:L (emphasis added) 
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can become self-reinforcing, biasing market competition in favor of incumbents and against new 

entrants. 

First, researchers still debate the degree to which consumers actually value privacy, so assessing the 

benefits under the CCPA is difficult. The bulk of the empirical research on the economics of privacy 

shows that, while consumers' privacy valuations are highly context-dependent, they tend to be ex

tremely low and often pale in comparison to other considerations such as cost and convenience.36 

Furthermore, the measurement problems with this endeavor are significant, with the SRIA even 

acknowledging the extreme uncertainty of any estimates of the regulation's benefits. Nevertheless, it 

offers a couple of possible measures for benefits: $1.6 to $5.4 billion based on consumers' willingness 

to pay ("WTP") for more app privacy; $169 million based on the implied value of firms' WTP for 

consumers' basic information; $9.7 billion based on the implied value of firms' WTP for more

sensitive information; and $12 billion based on the average revenue per user ("ARPU") of personal 

information used for advertising in California. 

Despite the report's assumption to the contrary, other than the first of these, none of these metrics 

estimates the value to consumers of increased privacy regulation. Rather, they estimate the value to 

firms of the underlying data. In no sense does the CCPA somehow transfer this value to consun1ers. 

Some of the CCPA's costliest rules require disclosure, but this does not inherently preserve value. It 

might trigger additional expense to claw data back, but it does not simply confer its value on con

sumers. 

Indeed, much of the value of this data - and presumably all of its value to businesses - arises from 

its use by businesses. Therefore, keeping it out of firms' hands does not transfer that value to con

sumers - it destroys that value. The CCPA's opt-out rules will impede firms' ability to offer targeted 

ads and publishers' ability to finance content with advertising. This limitation will likely lead to 

significant consumer costs, including higher product prices, less information flow, and subscription 

fees. 37 

All of these issues are ignored by the SRIA. 

Based on the report's one arguably valid measure of the regulation's benefits (i.e., consumer WTP 

for more privacy), the CCPA would confer between $1.6 to $5.4 billion per year in benefits at a cost 

- induding both annualized up-front costs and ongoing costs over ten years - of$ 7.2 billion per 

year. Even ignoring the problems with these estin1ates, this is a poor outcon1e for California con

surners. 

36 See, infra, at notes 38- 55 and accompanying text. 
37 See generally Avi Goldfarb and Catherine E. Tucker, supra, note 34. 
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II. The economics of valuing user data 

Under § 1798.125, businesses are permitted to discriminate between consumers that allow data 

collection and those who choose to opt-out. 38 There is an important proviso, however. Nothing in 

the CCPA, "prohibits a business from charging a consumer a different price or rate, or from provid

ing a different level or quality of goods or services to the consumer, if that difference is reasonably 

related to the value provided to the consumer by the consumer's data."39 

The manner in which the AG's Office plans to interpret this rule is potentially problematic and 

requires careful consideration of the econon1ics of user data. The AG's Office proposes to require 

the following pursuant to§ 1798.125: 

To estimate the value of the consumer's data, a business offering a financial incentive or 
price or service difference subject to Civil Code section 1798.125 shall use and docu
ment a reasonable and good faith method for calculating the value of the consumer's 
data. The business shall use one or more of the following: 

(1) The marginal value to the business of the sale, collection, or deletion of a consumer's 
data or a typical consumer's data; 

(2) The average value to the business of the sale, collection, or deletion of a consumer's 
data or a typical consumer's data; 

(3) Revenue or profit generated by the business from separate tiers, categories, or classes 
of consumers or typical consumers whose data provides differing value; 

(4) Revenue generated by the business fron, sale, collection, or retention of consumers' 
personal information; 

(5) Expenses related to the sale, collection, or retention of consumers' personal infor
mation; 

(6) Expenses related to the offer, provision, or imposition of any financial incentive or 
price or service difference; 

(7) Profit generated by the business from sale, collection, or retention of consumers' 
personal information; and 

(8) Any other practical and reliable method of calculation used in good-faith. 40 

38 California Civil Code 1798.125 (a)(2). 
39 Id. (emphasis added). 

4-0 Proposed California Consumer Privacy Act Regulations § 999 .33 7. Calculating the Value of Consumer Data, available at 
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There are, broadly speaking, two classes of "calculation" this rule contemplates: one performed by firms 

that explicitly traffic in data as a comn10dity (e.g. data brokers, and, possibly, some advertising networks) 

on the one hand, and firms that otherwise use data as part of their operations (everyone else). 

Data as a commodity is worth very little - so little it is potentially onerous to generally require firms 

to maintain an accounting of it. Moreover, it is very difficult to actually put a price on data. 41 When 

data brokers and other intermediaries in the digital economy do try to value data, the prices are 

almost uniformly low. For example, according to the Financial Times, 

[g]eneral information about a person, such as their age, gender and location is worth a 
mere $0.0005 per person, or $0.50 per 1,000 people. A person who is shopping for a 
car, a financial product or a vacation is more valuable to companies eager to pitch those 
goods. Auto buyers, for instance, are worth about $0.0021 a pop, or $2.11 per 1,000 
people ... Knowing that a woman is expecting a baby and is in her second trimester of 
pregnancy, for instance, sends the price tag for that information about her to $0. l l... 
For $0.26 per person, buyers can access lists of people with specific health conditions or 
taking certain prescriptions ... [T]he sum total for most individuals often is less than a 
dollar. 42 

The reason for these low valuations is because data is a specific asset, meaning it has "a significantly 

higher value within a particular transacting relationship than outside the relationship." 43 Data only 

appears valuable because the firms that use the data are so valuable. In reality, it is the combination 

of high-skilled labor, large capital expenditures, and cutting-edge technologies (e.g., machine learn

ing) that makes those companies so valuable. 44 Yes, data is an important component of these pro

duction functions. But, in reality, it makes little sense to claim that the data possessed by firms have 

little, if any, independent value. 

Thus, where data itself is a commodity the price is close to zero. 

41 Will Rinehart, How Do You Value Data? A Reply To ]aron Lanier's Op-Ed In The NIT, THE TECHNOLOGY LIBERATION 

FRONT, Sep. 23, 2019, https:// techliberation.com/2019/09 /23 /how-do-you-value-data-a-reply-to-jaron-laniers-op-ed-in-the

nyt/. 

42 Emily Steel, Financial worth of data comes in at under a penny a piece, FINANCL'\LTIMES, June 12, 2013, 

43 Benjamin Klein, Asset Specificity and Holdups in THE ELGAR COMPANION TO TRANSACTION COST ECONOMICS (Peter 0. 
Klein & Michael E. Sykuta, eds.) available at http://masonlec.org/site/files/2012/05/WrightBaye_klein-b-asset-specificity
and-holdups.pdf 

44 See, e.g., Dan Gallagher, Data Really Is the New Oil, WALL STREET }OlJRNAL, Mar. 9, 2019, 
https://www.wsj.corn/articles/data-really-is-the-new-oil-11552136401 
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Although the proposed allowance for "[a]ny other practical and reliable method of calculation used in 

good-faith"45 allows the AG's Office a degree of latitude when confronted with the inevitably vast differ

ences across use cases for data that will surely arise, even such an extremely liberal potential allowance will 

do little to mitigate the chilling effect that this regulation will impose on general firms. 

When data, as noted above, either eludes valuation or is practically worthless in isolation, firms face a 

stark choice: collect only the minimum data required to operate in an effort to comply with the CCPA, 

or take a legal risk by collecting more than is strictly necessary where that data might be useful to later 

innovations developed by the firm. 

If the problem is framed strictly from the perspective of maximizing a social value of privacy, this may 

not sound like a problem at all. But, of course, the real world is not so simple. "Privacy" is only one value 

in a network of competing values that are implicated by technology and the use of data. 

To begin with, there are clear benefits to information sharing that must be taken into account. Since the 

dawn of the Internet, free digital services have created significant consumer surplus and this trend con

tinues today: Recent research using both survey and experimental n1ethodologies has consistently found 

substantial benefits for consumers from sharing information in exchange for free (or subsidized) digital 

products. 

Allcott et al., for example, studied the price that Facebook users were willing to accept in order to abstain 

from using the service for four weeks. 46 In the study, the median willingness-to-accept ("WTA") from 

participants was $100. 47 The WTA estimate means that "[a]ggregated across an estimated 17 2 million 

US Facebook users, the mean valuation implies that four weeks of Facebook generates $31 billion in 

consumer surplus in the US alone. "48 

Corrigan et al. reported similar results of "a series of three non-hypothetical auction experiments where 

winners are paid to deactivate their Facebook accounts for up to one year. "49 In their conclusion, the 

researchers said, "Though the populations sampled and the auction design differ across the experiments, 

we consistently find the average Facebook user would require more than $1,000 to deactivate their ac-
e nSOcount ior one year. 

Brynjolfsson et al. reviewed the benefits of "several empirical examples [of technology that implicates 

privacy concerns] including Facebook and smartphone cameras" and then "estimate[d] their valuations 

45 Proposed California Consumer Privacy Act Regulations§ 999.337(b)(8). 

46 Hunt Allcott, Luca Braghieri, Sarah Eichmeyer, and Matthew Oentzkow, The Welfare Effects of Social Media, NBER 
Working Paper No. 25514 (2019). 

47 Id. at 5. Note, this was not just cheap talk-the study followed through and paid a randomly-selected portion of the users to 
deactivate their accounts for four weeks. Id. 

4s Id. 

49 Jay R. Corrigan et al., How much is social media worth7 Estimating the Value of Facebook by Paying Users to Stop Using It, PLOS 
ONE (2018). 

so Id. 
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through incentive-compatible choice experiment~."51 The study found considerable benefits that are cur

rently excluded fron, national accounts: "For example, including the welfare gains from Facebook would 

have added between 0.05 and 0.11 percentage points to GDP-B growth per year in the US. "52 

In a literature review of the economics of privacy, Acquisti et al. concluded that: 

Extracting economic value from data and protecting privacy do not need to be antithet

ical goals. The economic literature we have examined clearly suggests that the extent to 
which personal information should be protected or shared to maximize individual or 

societal welfare is not a one-size-fits-all problem: the optimal balancing of privacy and 
disclosure is very much context-dependent, and it changes from scenario to scenario.53 

Moreover, what we think of as privacy is actually an umbrella covering many related concepts, each with 

their own separate complicating factors. 54 As some economists have aptly pointed out: 

If our perusal of the theoretical economic literature on privacy has revealed one robust 

lesson, it is that the economic consequences of less privacy and more information sharing 
for the parties involved (the data subject and the actual or potential data holder) can in 
some cases be welfare enhancing, while, in others, welfare diminishing. 55 

With this in mind, digital privacy regulations can have important unintended consequences that could 

significantly harm consumer welfare in the long run. These include misunderstanding consumer prefer

ences, requiring excessive data protection, mandating business models, imposing compliance costs that 

potentially exceed benefits of those regulations, crowding out superior privacy offerings stemming from 

the private sector, and protecting some companies' market power. 

Further, it's important to underscore that, even in the face of all the potential innovation that can come 

from new uses of data, it is typically out of the reach of firms to be able to actually place a value on any 

piece of data. The studies noted above refers to a WTA as expressed by consumers. The asymmetry of the 

relationship between consumers and providers means that providers generally will not have access to any 

particular user's WTA. 

But more to the point, as noted above, it is the combination of the business's processes with data that 

enable it to generate value, and that revenue generation will not be even across all users' data. Some data 

will end up being more valuable in a given business process, and other data valuable in a different con

text. Thus, the actual value of the data won't actually emerge until the data is employed. 

51 Erik Brynjolfsson et al., GDP.B: Accounting for the Value of New and Free Goods in the Digital Economy, NBER Working Paper 
No. 25695 (2019). 

52 Id. 

53 Alessandro Acquisti, Curtis R. Taylor, and Liad Wagman, The Economics of Privacy, 52(2) J. ECON. LIT. 48 (2016) (emphasis 
added). 

54 Alessandro Acquisti, Curtis R. Taylor, and Liad Wagman, The Economics of Privacy, 54 J. ECON. LIT 442, 443 (2016). 
55 Id. at 462. 
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The implications for the present regulation are complicated. In some cases, firms will be able to produce 

outputs with data inputs that are very valuable, and in other cases the data will never end up being 

valuable at all. Thus, in order to anticipate potential value that might be realized, a firm faces two choices. 

First, it can report average revenue per user, and smooth the differences in revenue generation over its 

entire user base where it expects large outliers (extren1ely high value and extren1ely low value users) to be 

rare. Second, if it anticipates that a small group of users will end up generating a large amount of its 

revenue, it has a reasonable incentive to report a very large "valuation" of every piece of data, despite the 

fact that most of its users' data will be nearly worthless. 

The choice is essentially arbitrary from the firm's perspective and doesn't actually provide real infor

mation about a particular user's data. Nonetheless, regulators should be careful not to read too much 

into the numbers, and likely, should treat an extren1ely wide range of potential valuations as having been 

reasonably made in "good faith." 

Ill. Recommendations 

We offer the following suggestions as points where implementation of the CCPA could be improved. 

Under the CCPA protected "personal information" 

means information that identifies, relates to, describes, is capable of being associated 
with, or could reasonably be linked, directly or indirectly, with a particular consumer 
or household. Personal information includes, but is not limited to, the following if it 
identifies, relates to, describes, is capable of being associated with, or could be reasonably 
linked, directly or indirectly, with a particular consumer or household[.]56 

As Professor Goldman has observed, under this definition "what doesn't qualify as personal infor

mation in the CCPA?"57 Outside of one narrow exception for information provided publicly by the 

government, essentially aU information remotely related to an individual qualifies as "personal in

formation" because every such piece of information is "capable of being associated with, or could 

reasonably be linked" with that individual. 

Moreover, since the definition of "personal infom1ation" includes both information about an indi

vidual as well as information about his or her household, conflicts in how to apply the law are 

inevitable. Different individuals in a single household do not always (or usually) have strictly aligned 

interests.58 Therefore, the AG's Office needs to carefully consider how to avoid allowing one member 

of a household to access or modify the private information of other members of the household. 

56 California Civil Code§ 1798.140(0) (1) (emphasis added). 

57 Eric Goldman, An Introduction to the California Consumer Privacy Act (CCPA), Santa Clara Univ. Legal Studies Research 
Paper 3 (2019) available at https://papers.ssrn.corn/sol3/papers.cfrn?abstract id=3211013 

58 Id. ("TI1ese people's interests may diverge, such as with separating spouses, multiple generations under the same roof, and 
roon1n1ates"). 
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In order to avoid overinclusive enforcement, as well as data breaches and privacy invasions by mem

bers of households against each other, the definition of "personal information" needs to be inter

preted more narrowly. 

If the definition is to have a reasonable meaning, it cannot be interpreted to mean any information 

at all that could remotely be used to identify an individual. For example, entries of user activity in 

various web site logs, and other observational data about the behavior of website users should not 

be interpreted as "personal information." At the same time, the AG's Office should clarify that 

different members of households do not have access or modification rights to the information of 

other members of the household. Further, and related to the broader point about over-inclusivity, a 

household member's web activity that generates observations about, for instance, the behavior of 

certain IP Addresses should not be treated as the "personal information" of all members of the 

household. 

As noted above, placing a realistic estimate of value on any particular piece of data is a fraught 

exercise. In proposed regulation 999.337 ("Calculating the Value of Consumer Data") the AG's 

Office should include an acknowledgement that any estimates provided will be understandably im

precise. Further, given the highly imprecise nature of performing such calculations, the AG's Office 

should emphasize that it will interpret "good faith" compliance liberally. 

The difference between a business that merely "receives" consumer information and one that "buys," 

"sells," or "shares" consumer information is large. Further, even the ostensibly large threshold of 

"50,000 or more consumers" is trivial to reach under the existing interpretations. Any service that 

passively recorded information on at least 13 7 residents of California per day becomes subject to the 

law. There should be a meaningful distinction between firms that buy and sell information as a 

commodity, and those that merely collect information about user behavior as an aspect of their 

business. 

Therefore, the AG's Office should clarify that § 1 798. 140(c)( l)(B) does not mean that any firm that 

"receives for the business's con1mercial purposes" an individual's personal information includes 

firms that merely "receive" information on consumers as a normal part of operations. For example, 

a service that logs a user's behavior through a site "receives" location, IP Address, and other infor

mation about that user, but should not be included in such a broad definition. 
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In order to work properly, the CCPA depends on the AG's Office requiring that firms use systems 

that can validate "verifiable consumer requests." 59 A "verifiable consumer request" is defined as 

a request that is made by a consumer, by a consumer on behalf of the consumer's minor 
child, or by a natural person or a person registered with the Secretary of State, authorized 
by the consun1er to act on the consumer's behalf, and that the business can reasonably 
verify ... to be the consumer about whom the business has collected personal information. 
A business is not obligated to provide information to the consumer. .. if the business 
cannot verify, pursuant this subdivision and regulations adopted by the Attorney Gen
eral... that the consumer making the request is the consumer about whom the business 
has collected information or is a person authorized by the consumer to act on such con
sumer's behalf. 60 

This is a critical piece of the law. If the verification procedures are not carefully designed, the CCPA 

transforms from a law designed to protect privacy into a law that facilitates identity theft, hacking, 

and fraud. And, particularly given the very broad definition of "personal information" noted above, 

businesses will have a difficult tin1e verifying many consumer requests without requiring consumers 

to disclose more information about themselves to the firms. 

For example, if the broad definition of a business that merely "receives" information remains as-is, 

and the broad definition of "personal information" similarly remains, websites with little or no direct 

relationship with a given individual have no internal n1eans for validating a particular consumer's 

request. Faced with this dilemma, businesses either need to require that consumer to provide exten

sive enough documentation to allow validation - thus paradoxically requiring consumers to expose 

even more sensitive information to discover if any infomiation on them exists at all - or the businesses 

need to err on the side of disclosure. But erring on the side of disclosure introduces the risk of 

leaking information to malicious third parties. 

This is a very real concern. In the wake of GDPR, faced with ambiguity around validating users 

requesting data, some firms have been shown to improperly provide information on their users. In 

one highly publicized incident, a security researcher set about to find out how much of his fiancee's 

information he could fraudulently obtain using GDPR requests. 61 Although large tech companies 

tended to field his requests as expected, mid-sized businesses with less resources to handle GDPR 

requests performed poorly.62 Ultimately, out of 83 firms that the researcher attempted to exploit: 

59 See California Civil Code § 1798. lO0(c). 
60 California Civil Code§ 1798.140(y). 
61 Leo Kelion, Black Hat: GDPR Privacy Law Exploited to Reveal Personal Data, BBC NEWS, Aug. 8, 2019, 
https://www .bbc.com/ news/technology-49252501 

62 Id. 
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■ 24% supplied personal information without verifying the requester's identity 

■ 16% requested an easily forged type of ID that he did not provide 

■ 39% asked for a "strong" type of ID 

■ 5% said they had no data to share, even though the fiancee had an account controlled by 

them 

■ 3% n1isinterpreted the request and said they had deleted all her data 

■ 13% ignored the request altogether63 

California would be well advised to avoid exposing the infom1ation of its citizens to similar data 

security risks. The AG's Office should therefore delay implementation of the CCPA until such time 

as it can verify that there are adequate, widely available means for firms of all sizes to validate con

sun1er information requests. At the same time, it would be advisable to seek an1endn1ents from the 

California legislature that create better guidelines around how such verification procedures should 

work given the troubling evidence emerging from the EU around its similar privacy program. 

Finally, despite the DC Circuit trimming the FCC's 2018 Restoring Internet Freedom Order,64 the 

fact remains that the FCC still retains a conflict-preemption authority to specifically preempt state 

laws that are incompatible with its regulations. 65 To wit, 

Conflict preemption applies to "state law that under the circumstances of the 
particular case stands as an obstacle to the accomplishment and execution of 
the full purposes and objectives of Congress-whether that 'obstacle' goes by 
the name of conflicting; contrary to; repugnance; difference; irreconcilability; 
inconsistency; violation; curtailment; interference, or the like.'' 

The DC Circuit only limited the FCC's ability to generaHy preempt potentially conflicting state laws, 

requiring that each preemption be challenged in a fact-intensive inquiry.66 

Similarly, it is also possible that the broad extent of the CCPA's rules, and their impositions on 

firms outside of California's borders could lead to Dormant Commerce Clause challenges.67 Activi

ties that "inherently require a uniform system of regulation" or that "impair the free flow of materials 

63 Id. 

64 Mozilla Corp. v. Fed. Corn.rn.c'ns Corn.rn.'n, supra, note 13. 
65 Id. at 81. 

66 Id. 

67 See, e.g., Graham Owens, supra, note 17. 
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and products across state borders" violate the Dormant Commerce Clause.68 As the FCC noted in 

its Restoring Internet Freedom Order, Internet-based communications is such a type of activity. 69 

Therefore, the AG's Office should consider using its authority to "[elstablish[J any exceptions necessary 

to comply with state or federal law"70 to temporarily delay implementation of the CCPA until latent 

federal preemption issues can be resolved. In particular, the AG's Office should determine that (1) the 

contemplated implementation of the CCPA does not violate the Dormant Commerce Clause and (2) 

the AG's Office has the opportunity to consult with the FCC and ensure that the implementation of the 

CCPA is not subject to conflict-preemption in light of the authority of the FCC's over Internet commu

nications. 

On a related note, the AG's Office should also consider harmonizing implementation of the law 

with other broadly applicable privacy laws, even where not legally compelled to do so. With the 

current structure of the CCPA, for example, businesses are not able to recycle their GDPR compli
71 ance programs. If there must be a state level data protection law, then it would be desirable to 

harmonize it with existing regulations elsewhere (in a manner that is less - not more - restrictive) 

in order to promote efficiency and clarity for consumers. 

IV. Conclusion 

Attached is a comment our center submitted to the National Telecommunications and Information 

Administration on the subject of developing a regulatory approach to privacy. The comment goes 

into the law and economics of privacy regulation in depth, but some high-level thoughts are appro

priate to note here as the AG's Office considers its implementation of the CCPA. 

Although the US does not have a single, omnibus privacy regulation, this does not mean that the 

US does not have "privacy law." In the US, there already exist generally applicable laws at both the 

federal and California level72 that provide a wide scope of protection for individuals, including con

sumer protection laws that apply to companies' data use and security practices, as well as those that 

have been developed in common law (property, contract, and tort) and criminal codes. 

68 Ark. Elect. Co-op. Corp. v. Arkansas Pub. Serv. Comm'n, 461 U.S. 375,384 (1984). 
69 RIF Order, supra, note 19, ,r 200. 
7°California Civil Code§ 1798.185(3) 
71 Lothar Determann, Analysis: The California Consumer Privacy Act of 2018, Internet Association of Privacy Professionals, Jul. 
2, 2018, https://iapp.org/news/a/analysis-the-california-consumer-privacy-act-of-2018/ 
72 See, e.g., California Civil Code§ 1798 et seq. (California data breach law). 
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In addition, there are specific regulations pertaining to certain kinds of information, such as medical 

records, 73 personal information collected on line from children, 74 credit reporting, 75 as well as the use 

of data in a n1anner that might lead to certain kinds of illegal discrimination. 76 

Getting regulation right is always difficult, but it is all the more so when confronting evolving tech

nology, inconsistent and varied consumer demand, and intertwined econon1ic effects - all condi

tions that confront online privacy regulation. Given this complexity, and the limits of our knowledge 

regarding consun1er preferences and business conduct in this area, the proper method of regulating 

privacy is, for now at least, the course that the Federal Trade Commission has historically taken: case

by-case examination of actual privacy harms, without ex ante regulations, coupled with narrow legis

lation targeted at problematic uses of personal infom1ation. 

Many (if not most) services on the Internet are offered on the basis that user data can, within certain 

lin1its, be used by a firm to enhance its services and support its business model, thereby generating 

benefits to users. To varying degrees (and with varying degrees of granularity), services offer consum

ers the opportunity to opt-out of this consent to the use of their data, although in some cases the 

only way effectively to opt-out is to refrain from using a service at all. 

U.S. privacy regulators have generally evidenced admirable restraint and assessed the relevant 

tradeoffs, recognizing that the authorized collection and use of consumer information by data com

panies confers enormous benefits, even as it entails some risks. Indeed, the overwhelming conclusion 

of decades of intense scrutiny is that the application of ex ante privacy principles across industries is 

a fraught exercise as each firm faces a different set of consumer expectations about its provision of 

innovative services, including privacy protections. 

This does not mean that privacy regulation should never be debated, nor that a more prescriptive 

regime should never be considered. But any such efforts must begin with the collective wisdom of 

the agencies, scholars, and policy makers that have been operating in this space for decades, and 

with a deep understanding of the business realities and consumer welfare effects involved. 

Thank you again for the opportunity to comment on these timely and important topics. 

73 See, e.g., TI1.e Health Information Portability and Accountability Act ("HIPM"), 45 CFR Parts 160 and 164. 
74 See, e.g., Children's Online Privacy Protection Act ("COPPA"), 16 CFR Part 312. 
75 See, e.g., Oramm-Leach-Bliley Act, 15 USC§ 6801. 
76 See. e.g., Civil Rights Act of 1968, Title VIII ("Fair Housing Act"), 42 U.S.C. 3601, et seq. 
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I. Introduction 

We thank NTIA for the opportunity to comment on this timely and highly relevant policy discus

sion. Digital privacy and data security are important ongoing concerns for lawmakers, particularly in 
light of recent, high-profile data breaches and allegations of data misuse. Understandably, in the 
wake of such incidents advocates regularly call for tighter restrictions on data collection and use. 
But, as we detail below, privacy is a highly complex topic comprising a wide variety of differing, and 
often conflicting, consumer preferences. While undoubtedly in need of ongoing assessn1ent in the 

face of new challenges, the US federal government's sectoral, tailored model of privacy regulation 
remains the soundest method of regulating privacy. 

We have seen other jurisdictions recently experimenting with different methods of arranging and 
deploying privacy regulations: most notably, the EU's General Data Protection Regulation 

("GDPR") 1 and the California Consumer Privacy Act ("CCPA"). 2 In the course of this Request for 
Comn1ent ("RFC") (and for some time before it), advocates have sought to influence the US to 
follow the lead of these jurisdictions and enact legislation mandating tight controls on private con,
panies' use of consumer data akin to those of the GDPR. 3 We believe it would be a mistake to take 

this approach. 

Although the US does not have a single, omnibus, privacy regulation (like the GDPR), this does 
not mean, that the US does not have "privacy law." In the US, there already exist generally applicable 
laws at both the federal and state level that provide a wide scope of protection for individuals, in
cluding consumer protection laws that apply to companies' data use and security practices, 4 as well 
as those that have been developed in common law (property, contract, and tort) and criminal codes.5 

In addition, there are specific regulations pertaining to certain kinds of information, such as medical 
records, personal information collected online from children, credit reporting, as well as the use of 
data in a manner that might lead to certain kinds of illegal discrimination. 6 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 2 7 April 2016, ,.,:.:.,.'..:..,J.o:,,.,.. 

al Stats. ch. 5 5, available at 

3 See, e.g., Letter of Johnny Ryan, Chief Policy & Industry Relations Officer, Brave, to David J. Redl (Nov. 6, 2018), available 

,..,....,...... ,., ..,...,...,.. ,., .. ,., ...,.......,............,.. ,.,., ....,..............,........ ; Justin Joffee, Appl.e's Tim Cook Proposes U.S. Version of GDPR at Data Protection 

Conference, PR NEWS, Oct. 10, 2018, available at•·•·•··•'•···•'·-'--·•···..····•·•·'·•··"·•··..··•···•·•·•·••·•·•···•·•···•·•·•"'·..·'·•'·••...........,..•....•.,............................................,.........." •..,.•.•.• 
4 See, e.g., FTC Act, 15 U.S.C. § 45(a) et seq. 

6 As the Association of National Advertisers notes: "[T]he Health Information Portability and Accountability Act 
("HIPAA") regulates certain health data; the Fair Credit Reporting Act ("FCR.i\") regulates the use of consumer 
data for eligibility purposes; the Children's Online Privacy Protection Act ("COPPA") addresses personal 
information collected online from children; and the Oramm-Leach-Bliley Act ("OLBA") focuses on consumers' 
financial privacy; the Equal Employment Opportunity Commission ("EEOC") enforces a variety of anti
discrimination laws in the workplace including the Pregnancy Discrimination Act ("FDA") and American with 
Disabilities Act ("ADA"); the Fair Housing Act ("FHA") protects against discrimination in housing; and the Equal 

J 
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In principle the EU's aggressive new data regulations are based on distinct cultural realities: The EU 

and its member states have long recognized a fundamental right to privacy and data protection that 
does not have an analog in the US. 7 Yet, even before adoption of the GDPR in 2016, the EU and 

its member states operated for the last several decades under the same Charter of Fundamental 
Rights, but with less restrictive privacy regulations. As the Internet grew in popularity, the EU passed 

the ePrivacy Directive and the E--Commerce Directive, which established a more or less comprehen

sive framework of privacy principles that members states would have to implement. 

But the GDPR is not a mere extension from the previous practice of the EU; rather, 1t 1s a new 

venture in comprehensive, centralized privacy regulation. It is certainly possible that such a new 

regulatory venture is wise and warranted, particularly as a manifestation of the EU Charter on Fun
damental Rights. But it is also true that-as evidenced by EU practice before the GDPR and under 

each member state's national data protection authority-the protection of even a fundamental right 
to privacy does not necessarily dictate any particular form of regulation. Indeed, the Court of Justice 

of the EU (CJEU) has declared that "[t]he right to the protection of personal data is not, however, 

an absolute right, but must be considered in relation to its function in society."8 Further, the CJEU 
held that 

Article 52(1) of the Charter accepts that limitations may be imposed on the exercise of 
rights such as those set forth in Articles 7 and 8 of the Charter, as long as the limitations 
are provided for by law, respect the essence of those rights and freedoms and, subject to 
the principle of proportionality, are necessary and genuinely n1eet objectives of general 
interest recognised by the European Union or the need to protect the rights and free
doms of others. 9 

It thus would seem that, even in the EU, competing and pragmatic considerations must be weighed 
against any particular data protection regime. 

This is only more true in the US. In contrast to the EU, a fundamental right to privacy does not 

exist in the US. 10 The US has, in some circumstances, regarded certain types of privacy as 

Credit Opportunity Act ("ECOA") protects against discrimination in mortgage and other forms of lending." 
Comments of the Association of National Advertisers on the Competition and Consumer Protection in the 21 st Century 

.....,..,:..•.:., ..,... :...............,............·.: ..,.,.........,.·.,.: ......:......·.•.,•..·., .......,.·.•.•··Hearings, Project Number P181201, at 6, amilabl.e at •... ,., ..,,., ...•...•...,., ......,__,..... ,...........,., ... ·.,.... :......,.......: 

7 Article 8.1 of the European Charter of Fundamental Rights, entered into force in 2009, provides that "[e]veryone has the 
right to the protection of personal data concerning him or her." Charter of Fundamental Rights of the European Union art. 

8.1, 2000 O.J. C 364/10, available at··•·•·•·'•·.. ··•····•···• ..............,........,...•..•....•.....•.•.•... ,. ................... ·.•··•·..•·•·"·' ..···'·· ..•·• .......,...................,.........,., 8.1 of the European 
Convention for the Protection of Human Rights and Fundamental Freedoms, signed into in 1950, provides that 
"[e]ve1yone has the right to respect for his private and family life, his home and his correspondence."_European Court of 

Human Rights, •.:.•.,.s:.•.,.•..L:.,.:.,.ce...,.., . .c•.:...,.:.•.,... •.,.•.,,...'..•:s:...:L:.,Y.,.·,.,,..,•:.::y•.:..I:....'.''.•·•·•'··•·..·····•··Y•'•·.. (last visited Nov. 9, 2018). 
8 Volker und Markus Schecke ObR & Harmut Eifertv. Land Hessen, Joined Cases C-92-93/09, [2009] E.C.R. 1-11063, 'l! 
48, available at ,.,... ,....., . .c..• •. :.,........,.,..•, ........ , •.•, ....... , ..._L•,.: .•. •c....:.•.•··•····'·'····'·•"-·•·•····'··'·'·•·..•··'··.....L •. • •... , •., ••.•. :c,........................................,........"-.,•.,., 
9 Id. 'll 50. 
10 More accurately, American and European traditions with respect to the role and understanding of privacy in society are 
significantly divergent: Whereas "Continental privacy protections are, at their core, a form of protection of a right to respect 
and personal dignity[,]. ... America, in this as in so many things, is much more oriented toward values of liberty, and especially 
liberty against the state." Q. Whitman, The Tivo Western Cultures of Privacy: Dignity Versus Liberty, 113 YALE L.J. 1151, 

1161 (2004), available at •"'-'''•.........L..•, ....................,"'"',,....., ....,..,.·····••">·•···'·""···'·'·'·'·'·'·•"'-·'·'·•·····•·"··'···"·''""·•·'····•·•·'·"'··"·..·'·'·'···•·•...,..,.:•..•.•·"·'·•··"'·'•'•'·..·'···'--·•·'··'·'..-"·····"·'·"··'·...·'·' 
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fundamental, typically as against intrusion by the government, 11 but it has generally developed a 

culture of toleration for what may in other countries constitute privacy invasions by private persons 
or firms. 12 

This distinction, among others, counsels strongly against the emulation of the EU's privacy regula

tory regime in the US. 

Before engaging in a deeply interventionist regulatory experiment, there should be empirically justi

fiable reasons for doing so; in the language of economics, there should be demonstrable market 

failures in the provision of "privacy" (however we define that term), before centralized regulation co

opts the voluntary choices of consumers and firms in the economy. 

But neither the GDPR nor the CCPA provide any detailed analysis demonstrating that firms are 

failing to deliver the optimal level of privacy protections based on the various tradeoffs that consum

ers actually face. It surely might be the case that some consumers, abstractly speaking, would prefer 

one-hundred percent perfect privacy and security. It is also a certainty that, faced with tradeoffs

including the price of services, the number of features, the pace of innovation, ease of use and 

convenience-consumers are willing to settle for some lesser degree of privacy and security. 

The responsibility of legislators who wish to write legislation that optimizes that set of tradeoffs is 

two-fold. First, there must be a demonstration that actual failures to provide optimal privacy and 
security exist, relative to consumers' revealed preferences. Second, there must also be a demonstration 

that new legislation will not introduce new costs that dwarf the value they are designed to create. 

As we detail below, the available evidence suggests that, at least at this time, there is no demonstrable 
failure in the market's provision of privacy protection or the existing legal regime's ability to regulate 

it. Moreover, the experimental and theoretical literature also demonstrates that many of the pro

posed regulatory interventions are at best useless, and at worst destructive. 

Getting regulation right is always difficult, but it is all the more so when confronting evolving tech

nology, inconsistent and heterogeneous consumer demand, and intertwined economic effects that 
operate along multiple dimensions - all conditions that confront online privacy regulation: 

[S]ecuring a solution that increases social welfare[] isn't straightforward as a practical 
matter. From the consumer's side, the solution needs to account for the benefits that 
consumers receive from content and services and the benefits of targeting ads, as well as 
the costs they incur from giving up data they would prefer to keep private. Then from 
the ad platform's side, the solution needs to account for the investments the platform is 
making in providing content and the risk that consumers will attempt to free ride on 

11 See, e.g., Griswold v. Connecticut, 381 U.S. 4 79 (1965); Lawrence v. Texas, 539 U.S. 558 (2003) (fundamental right to 
privacy in substantive due process); Carpenter v. U.S., 138 S. Ct. 2206 (U.S. 2018) (cell tower tracking violates expectation 
of privacy under Fourth Amendment). 
12 Compare Restatement (Second) of Torts§ 652B Comment c (1977) ("Nor is there liability for. .. taking [someone's] 
photograph while he is walking on the public highway, since he is not then in seclusion, and his appearance is public and 
open to the public eye.) with Elisabeth Logeais & Jean-Baptiste Schroeder, The French Right of Image: An Ambiguous Concept 
Protecting the Human Persona, 18 LOY. L.A. ENT. L.J. 511, 514-15 (1998) (Describing foundational French cases where 
permission from a subject must first be obtained before her image could be taken or displayed). 
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those investments without providing any compensation-in the form of attention or 
data-in return. Finally, the solution must account for the costs incurred by both con
sumers and the ad platform including the cost5 of acquiring information necessary for 
making efficient decisions. 13 

Given the complications confronting privacy regulation, and the limits of our knowledge regarding 
consumer preferences and business conduct in this area, the proper method of regulating privacy is, 

for now at least, the course that the Federal trade Commission (FTC) has historically taken, and 

which has, generally, yielded a stable, evenly administered regime: case-by-case examination of actual 
privacy harms and a minimalist approach to ex ante, proscriptive or prescriptive regulations, coupled 

with narrow legislation targeted at unambiguously problematic uses of personal information. Fol
lowing this approach will allow authorities to balance flexibility and protection. 

This approach to privacy protection matches the United States' historic preference for light-touch 

regulation when dealing with highly dynamic markets. The Internet in the United States grew up 
around an ethos of "permissionless innovation" 14 in which firms were free to experiment with busi

ness models and service offerings, and consumers were essentially free to interact with those services 
they found valuable relative to the costs, both in terms of money and, relevant here, in terms of 

personal data. 

This environment has been and continues to be essentially based on "opt-out." Many (if not most) 

services on the Internet are offered on the basis that user data can, within certain limits, be used by 

a firm to enhance its services and support its business model, thereby generating benefits to users. 

To varying degrees (and with varying degrees of granularity), services offer consumers the oppor
tunity to opt-out of this consent to the use of their data, although in some cases the only way effec

tively to opt-out is to refrain from using a service at all. Over time online services have generally 
increased the extent of user control over the use of user data, and the type of controls have evolved 

as both technology and consumer preferences have changed. This trend appears to mirror general 

consumer preferences with respect to privacy, 15 and this evolution of business practice has concom
itantly shaped user expectations regarding privacy online. 16 

U.S. privacy regulators have generally evidenced admirable restraint and assessed the relevant trade

offs, recognizing that the authorized collection and use of consumer information by data companies 

confers enormous benefits, even as it entails some risks. Indeed, the overwhelming conclusion of 

decades of intense scrutiny is that the application of ex ante privacy principles across industries is a 

13 David S. Evans, Mobile Advertising: Economics, Evolution and Policy at 45 (June 1, 2016), available at 

' 
14 See A. THIERER, PERlv1ISSIONLESS INNOVATION: THE CONTINUING CASE FOR COMPREHENSIVE TECHNOLOGICAL FREEDOM 
(Mercatus Center George Mason University. 2016). 
15 See Avi Goldfarb & Catherine Tucker, Shifts in Privacy Concerns, 102 AM. ECON. REV. PAPERS & PROCEEDINGS 349 (2012) 
(Reporting the results of empirical research demonstrating that: "(1) Refusals to reveal information have risen over time, and 
(2) Older people are much less likely to reveal information than are younger people. Our data further suggest that though 
younger respondents have become somewhat more private over time, the gap between younger and older people is 
widening"). 
16 See Adam Thierer, Public Interest Comment on Federal Trade Commission Report, Protecting Consumer Privacy in an 
Era of Rapid Change (Arlington, VA: Mercatus Center at George Mason University 2011, 25). (Thierer lists a number of 
areas where competition between firms has spurred privacy protection). 
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fraught exercise as each industry - indeed each firm within an industry - faces a different set of 

consumer expectations about its provision of innovative services and offering of privacy protections. 

This background reality does not mean that privacy practices and their regulation should never be 
debated, nor that a more prescriptive regime should never be considered. But any such efforts must 
begin with the collective wisdom of the agencies, scholars, and policy makers that have been operat
ing in this space for decades, and with a deep understanding of the business realities and consumer 

welfare effects involved. 

II. Privacy Regulation, Market Failures, and Regulatory Restraint 

In evaluating the contours of possible privacy legislation it is crucial first to ask why-and even 
whether-such legislation is needed. And before imposing regulatory burdens it is crucial to question 
the underlying n1erits of politicized claims and political movements that may purport to represent 
overwhelming consumer interests but that may, in fact, do nothing of the sort. 

Thus a vital question in the privacy protection space is whether and why markets operating without 
specific privacy regulation lead to a sub-optinial provision of privacy protection. Without starting 
with this inquiry, it is unclear what problems legislation is needed to address; and without knowing 

its purpose, any legislation is likely to be ineffective, at best, and may in fact make things worse, by 
increasing costs for consumers and businesses alike, mandating harmful prescriptions for alleged 
privacy harms, or exacerbating the risb of harm-or all of the above. 

Particularly in the US, where privacy is treated both legally and socially as more of a consumer pref
erence (albeit perhaps a particularly important one) than a fundamental right, 17 it is difficult to de

termine whether our current regime produces the "right" amount of privacy protection. It is not 
enough that advocates and particularly privacy-sensitive consumers think there should be more, nor 
is it enough that there have been some well-publicized violations of privacy. Indeed, the fact that 
revealed preferences in the market tend toward relatively Less privacy protection is evidence that ad
vocates (and some legislators) may be seeking to create privacy protection for which there is simply 

no demand, beyond their own idiosyncratic preferences. Absent a pervasive defect that suggests a 
broad disconnect between revealed and actual preferences, 18 and given the costs, we should be ex
tremely cautious about adopting n10re invasive regulation. 

With this in mind, it is important to look at the purported niarket failures that have been put for
ward to justify the adoption of privacy regulations. Doing so offers a hint as to whether privacy 
regulation is filling critical gaps in the market or whether, instead, certain elements of privacy regu

lation are white elephants that niay cost more to society than the limited benefits they bring. 

17 Except, of course, where it comes to government access to private information, e.g., under the Fourth Amendment. See supra 
notes 10-12 and accompanying text. 

18 And some of these have indeed been suggested, as we discuss in this section, infra. 
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One potential privacy failure stems from the fact that consumers niay be insufficiently informed 
about firms' use of their personal information and about the potential risks that this entails. If this 

were the case, we would likely expect to see either or both of the following scenarios unfolding: 
(Error! Reference source not found.) services offering relatively higher levels of privacy protection 

exit the market because of adverse selection; or (b) consumers offering "too much" private infor
mation because they underprice the cost<; associated with sharing data. Both of these outcon1es are 

unlikely to occur in practice. 

The notion that information asymmetries can lead to a "market for lemons" in which only lower 
quality goods or services are offered for sale was famously formalized by George Akerlof in his Nobel

winning article. 19 Akerlof argued that when products vary in quality but buyers are unable to ascer
tain the quality of a good before they make a purchase, potential sellers of higher quality goods will 
be unable to capture their investment in quality. As a result, such sellers will exit the market (or 

never enter) and the average quality of goods on the market will be lower than would be the case if 
buyers could ascertain quality in advance. 

This phenomenon is generally referred to as "adverse selection." The underlying intuition is that, 

because buyers cannot ascertain a good's actual quality, their reserve price is based on its expected 
quality. This discourages firms from selling high quality goods because they cannot obtain superior 
revenue from then,. In turn, this further decreases the average quality of the goods that are sold. 
This has a knock-on effect on the price that consumers are willing to pay and the pool of goods that 
is sold. 

Some authors have recently voiced concerns that something similar might be occurring in the case 
of personal data. 20 They argue that consumers are unable to ascertain the quality of a firms' privacy 
policy ex ante. A" a result, firms may have insufficient incentives to introduce consumer-friendly 

policies. 21 

There are problems with this story, however. First and foremost, firms' privacy policies are generally 
hidden in plain sight. For users that really care about privacy, all the information they require is 
readily available. And it is hardly any more of a secret when firms change their privacy policies: 
expert<; pay attention to these changes, summarize them, and pass them through to consumers in 

19 See George A. Akerlof, The Market for "Lenwns": Quality Uncertainty and the Market Mechanism, 84 Q. J. ECON. 488 (1970). 
20 See, e.g., Tony Vila, Rachel Oreenstadt & David Molnar, Why We Can't Be Bothered to Reacl Privacy Policies, ECONOMICS OF 

INFORMATION SECURITY 143 (2004). 

z1 Id. 
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more easily digestible formats. A recent example of this phenomenon occurred when the GDPR go

live date was approaching, and articles about privacy policy updates abounded. 22 

But even less obvious privacy policy changes have previously garnered popular attention. Electronic 
Frontier Foundation, a digital rights advocacy organization, has tracked changes to Facebook's pri
vacy policy for years, to take one example. 23 And in response to this scrutiny, Facebook has made 
changes over the years to accommodate user concerns. 24 Of course, Facebook has also made other 

mistakes in its handling of user data-Cambridge Analytica, to take one recent example-but even in 
that case, the failures that occurred were discovered after the company had already changed the way 

it altered data in order to alleviate user concerns. 

To the extent that consumers actually care about the privacy of their information, and short of fraud 
or deception (both of which are addressed by existing tort, consumer protection, and criminal laws), 
they are able to find out what policies apply to their information and to take steps to mitigate if 
needed. In some cases this means simply refusing to interact with a service that offers an insufficient 
take-it-or-leave it privacy policy. Indeed if concern for privacy is sufficiently strong, even a mere lack 
of information about a services' policies can induce users to exit the market, thus pushing against 
the market for lemons. 

In other cases, however, the reality of consumer knowledge means simply employing the widely avail
able self-help tools that address most users' concerns. Most users "pay" for online services by having 
their data collected and then seeing targeted ads or having that information sold for other uses. 
Those who wish to avoid such data collection or use must generally pay for the products directly, 
but often they have options to do just that. Among other things, those consumers can generally pay 
by purchasing services that don't collect or use data in objectionable ways (for example, self-hosted 

or other paid email services instead of Gmail) or by using services that may have lower quality or 
other, different characteristics, but that don't collect data (for example, search engines that don't 

collect data but may not be as effective as those that do). Similarly, there are a number of third-party 
mechanisms (like ad-block applications, VPNs, or incognito browsing) that can minimize the expo
sure of data at some cost to underlying product functionality. 

The entities that supply these third-party services, of course, have strong incentives to ensure that 
users are aware of the privacy practices of the primary services they frequent, and thus they, too, 
assist in overcoming any information asymmetries that may persist. Meanwhile, the FTC and other 

consumer protection regulators undertake to educate consumers regarding privacy and data security 

22 See, e.g., Arielle Pardes, What is GDPI-1. and Why Shonld You Care?, WIRED, May 24, 2018, avail.able at 

'"·'·'··'·"·"'··L·''··"··''··'·'·'·'·""·'·"''··'·"'····''''''·'""'··""'"·"··'·'·.c..·"·-'-'···'·"·'·"·'·'·'··'··'·'··'·''''"·'··"·'·"'·' Kurt Opsahl & Rainey Reitman, The Disconcerting Details: How 
Facebook Teams Up With Data Brokers to Show You Targeted Ads, ELECTRONIC FRONTIER FOUNDATION, Apr. 22, 2013, available 

at •·•·'"·'''·"..'-·••'·"·'·' ....•.•·'·'·•··'·'~··""·•··•~'··:.,cce.:c ..,c .•,c..•. c. ..•, .. ,,..,.,c:.:•.,.,,:co.o.:.oc•c.~.,.,:•. :•• :c.: .•,c.• o.,., ..:.::.•.o.o.oc .•,~..:o.:.,:c.•.•:...,.,:.::.. o..,...,.~:•. :•.•,.:.:.•.,•,c: .. c....o:..:.::c.~.•.:>•>•.. •> ..c ••,. 

24 Juliette Garside, Facebook bows to pressure on primcy setting for new users, THE OUARDL'\N, May 22, 2014, available at 
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risks and mechanisms to address them, 25 and have undertaken numerous enforcement actions 

against firms that they believe have misled or defrauded consumers with respect to the use of per
sonal information. 

The unlikelihood of a market for lemons in privacy is compounded by the fact that most online 

consumers are best viewed as repeat purchasers. Users of social networks, such as Facebook, Insta

gram, and Linkedln, generally provide new information on a regular basis. As soon as a platform 

uses consumers' data in a way that harms them, those same consumers are more likely to defect if 
they believe the firm is likely to continue its substandard protection of data. The #DeleteFacebook 

campaign in the wake of the Cambridge Analytica data breach demonstrates this consumer re
sponse.26 

Furthermore, it is not always the case that offering more privacy protective services is more expensive 

for firms, and thus they may in some cases have an incentive to offer them even without pressure 

from consumers. For example, retaining consumer data for long periods of time increases the costs 

of storage; collecting, storing, and processing more and different types of data is expensive, and in 

many cases it is not readily monetizable. 

Consider the manufacturer that exercises market power by skimping on quality in order 
to pad profits. Why do profits increase when, for example, a cookie maker uses less sugar 
or inferior cocoa powder, or an automobile manufacturer uses low quality paint or elec
tronics? Ceteris paribus, profits rise because inferior inputs tend to mean lower costs. In 
this manner, a reduction in quality with the price held constant is analogous to an in
crease in price. 

Contrast this situation with an online publisher that decides to collect and mine addi
tional consumer data. Distinct from the reduction in quality scenarios above, the online 
publisher does not profit automatically by reducing consumer privacy. Taking additional 
consumer data is not the same as skimping on quality, because collecting, storing, and 
analyzing data is an additional cost. 27 

While it is certainly true that this dynamic may have limited effect where data may simply be sold or 

where its very use is part of the services offered (e.g., many social networks), it remains the case that 

the adverse selection effect is dampened to the extent that "lower quality" does not equate with 
"lower price." 

It must be noted, however, that lack of full information can lead to a potential "moral hazard" prob
lem. In this case, the information that consumers may lack (or care sufficiently about) concerns other 

people or broader public goods. Under these conditions, users may share too much information or 

See, e.g., Federal Trade Commission Consumer Information, ....,.,., ..,.,.·,.-'-- ..·...·., ..·....,...'-."·•·····'·"·.-.,-.,.'- ..•.•·"'······-'--·'·'··''··•·"·''···''·''·'····'··''·'·····•'·'·'···•··'·'···'··''·""·'·'·'··· 
>•'.,>i'c\ (last visited Nov. 8, 2018). 
26 Tiffany Hsu, For Many Facebook Users, a 'Last Straw' That Led Them to Quit, N.Y. TIMES, Mar. 21, 2018, available at 

27 James C. Cooper, Privac-y and Antitrust: Underpants Gnomes, the First Amendment, and Subjectivity, 20 GEO. i\1ASON L. REV. 
1129, 1135 (2013). 
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willingly take on too much risk of information exposure-the so-called "moral hazard"-either be

cause they don't know of the effect beyond themselves, or because they don't internalize these costs. 

In the modern data economy it is often the case that data about one person can reveal information 
about other people; the Cambridge Analytica kerfuffle demonstrated this. A study by MIT students 
showed that men's sexual orientation can be predicted by an analysis of social network sites such as 
Facebook, even if they do not share information about their sexuality. In this case, the inference was 

possible because data analytics reveal that homosexual men have proportionally more gay friends 
than straight men, which allows one to predict sexual orientation based solely on the sexuality of 

their friends (information that the friends may have revealed, even if a particular user chose not 
to). 2s 

Given certain data that may correlate with certain personal characteristics, it is possible that infor
mation about a person can be gleaned, at least to some extent, from information shared by others. 
It may also be the case, for similar reasons, that national security or the protection of other interests 
(say, trade secrets) could also be compromised to some extent by the sharing of data, and thus that 

these interests may also not be sufficiently taken account of in individuals' data sharing decisions. 

This externality may be positive or negative, and, of course, the sign and magnitude of the effect can 
depend upon users' idiosyncratic privacy preferences with respect to each aspect of information. 
Which effect predominates overall or in any particular instance is unclear. While advocates of strong 
privacy protections assume that negative externalities predominate, there really is no reason to think 
this is correct, and there is no evidence that we know of to suggest it is. Indeed, while there may be 
externalities from the collection and use of personal information, there are also externalities from 
limits on them to the extent they contribute to innovation. As Jones and Williams have shown, the 

social benefits of R&D are significantly larger than the internalized, private benefits. 29 

And, at the same time, individuals' preferences to withhold information or otherwise prevent it being 
shared may not account for the benefits such sharing would confer, even in cases where most of us 
would agree that the information at issue seems precisely the sort that should be protected. To take 
one example from a recent FTC workshop on the issue, 30 consumers may (understandably) strongly 
prefer to keep hidden from their social network connections ads that could appear indicating that 
the user purchased a home HIV test kit, if such data is used by the network to target ads to the users' 
connections. It may be that the revelation that the user bought an HIV test imposes a high cost on 

the user. But it may also be that the revelation would alert the user's sexual partners to their risk of 
infection and cause them to take their own precautions. Under these circumstances, the net benefit 

from the sharing of the information may be quite positive, even though the user may not take ac
count of those external benefits. 

28 See Justin P. Johnson, Targeted advertising and advertising avoidance, 44 RAND J. ECON. 128 (2013). 
29 Charles I. Jones & John C. Williams, Measuring the Social Return to R&D, 113 Q. J. ECON. 1119 (1998) (estimating that the 
social return to R&D investment far exceeds the private return, meaning existing incentives for innovation are already lower 
than optimal). 
3°FTC Workshop on Informational Injury, Transcript at 84-86 (Dec. 12, 2017), available at 
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Relatedly, the ignorance of users regarding the purported importance of threats to their personal 

information has been suggested as another justification for relatively more-heavy-handed, mandated 

privacy protections. At the core of this concern is that it is not just that consumers are unable to 

properly ascertain whether a firm will protect their personal information, but, more fundamentally, 
they might not even be aware that privacy protection and data security are relevant or important 

issues. 31 Under this framing, mandating privacy disclosures and other default behaviors (like opt-in) 
by firms not only serves to inform consumers about each firm's specific privacy policy, but also to 

raise awareness about privacy issues in general and provide presumptive protections against over

sharing that runs counter to consumers' actual best interests. 

However, the idea that most (or even many) consumers are entirely ignorant of privacy issues seems 

at odds with current developments in the area of privacy protection. The fact that the Cambridge 

Analytica scandal occupied the front pages of newspapers for weeks, slowed user growth on the 

Facebook platform, and wiped billions off Facebook's market capitalization is a testament to the 

importance that consumers attach to privacy issues. 32 

Of course, a small minority of consumers may indeed be ignorant of privacy issues. Thankfully, they 

will almost certainly be protected by the operation of the relatively more privacy-conscious consum

ers existing in the same market. An analogy with the monopoly pricing of traditional goods is useful 
here. Just because one consumer has an exceedingly high valuation for a good does not mean that 

firms, even monopolists, will be able to extract that agent's entire consumer surplus. Monopolies 

almost systematically leave some buyers with consumer surplus. To attract marginal consumers, a 

monopolist must forgo profits on its inframarginal users (i.e. charge them a price that is lower than 

their reserve). 33 This ren1ains true so long as the monopolist cannot perfectly price discriminate at 
reasonable cost. A similar dynamic applies to so-called "contracts of adhesion," which, although 

typically unread and un-negotiated by the majority of consumers, nevertheless are found to offer 

largely efficient combinations of terms and prices because they must offer competitive terms to the 

particularly sensitive (marginal) consumers who do read them.34 

The same logic applies to privacy protection. Although a small subset of users may be totally ignorant 

of privacy issues, firms cannot cash in on this ignorance because they are unable to identity these ill
informed users and write-up a separate privacy policy for them. This applies a fortiori when there is 

competition between online firms to attract them. Just as consun1ers do not need to shop around to 
get competitive prices in markets for physical goods, each individual does not have to be aware of a 

firms' privacy policy to benefit from competitive terms. 35 In other words, a committed minority of 

See Alessandro Acquisti, Curtis Taylor & Liad Wagman, The Economics of Privacy, 54 J. ECON. LIT. 442 (2016). 
32 See Rupert Neat, Over $119/m wiped off Facebook's market cap after growth shock, THE GUARDIAN, 

33 See H.R. VARIAL"\J, MICROECONOMIC ANALYSIS 236 (W.W. Norton. 1992). 

34 See, e.g., Douglas 0. Baird, The Boilerplate Puzzle, 104 MICH. L REV. 933, 936 (2006) (noting that "[t]he sophisticated buyer 
provides protection for those that are entirely ignorant"). 
35 See Frank H. Easterbrook, Cybt.7space and the Law of the Horse, U. CHI. LEGAL F. 207, 214-15 (1996) (''[I]t is foolish to 
complain about contract terms. These all are mediated by price. 'Better' terms (as buyers see things) support higher prices, 
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privacy-conscious individuals enable relatively less informed agents to enjoy a competitive level of 

privacy protection. 

The virtuous influence that highly-informed consumers exert on their peers is likely to be even more 

pronounced when markets present network effects, as is often the case with online platforms. Net

work effects occur when a consumer's utility for a good is, at least in part, a function of the expected 

number (and quality) of other agents using the same product.36 Although it is often mentioned that 

network effects are self-reinforcing (adding users to a network will attract even more users), the in
verse is also true. One group of users leaving a network may cause the whole platform to enter a 

"death spiral." 37 For this reason, online platforms are likely to be particularly wary of losing users for 

privacy-related reasons. More generally, the self-reinforcing nature of network effects also explains 
why user adoption is such a crucial metric for firms operating in the digital economy.38 

Finally, even if it transpires that consumers are globally ignorant of privacy issues, top-down regula

tion is still unlikely to be the solution. Two scenarios are possible. A first possibility is that users do 

not attach any value to privacy matters, even when they are perfectly informed. If this is the case, 

then there is no scope for privacy regulations to improve consumer welfare; consumers are simply 
indifferent to the use that is made of their personal information. 

A second possibility is that users would attach some value to privacy matters if only they were 

properly informed-in other words, there is some latent demand for privacy protection. But, unless 

there are widespread monopoly market failures, firms have an incentive to ferret out this preference, 

seize upon this latent demand, and, because of the pressures of competition, provide the welfare

maximizing level of privacy protection. This second scenario seems to be supported by empirical 

evidence.39 

The upshot is that users being uninformed does not amount to a privacy market failure, so long as 

there is actual or potential competition for their patronage. 

It is also important to recognize that apparent indifference to a variety of potential privacy harms 
may not, in fact, be the result of ignorance, but rather an informed preference. When consumers do 

decide to join or remain on a platform, it may be safe to assume-especially now that several high

profile data breaches have occurred-that their decisions to do so account for the expected losses 

that they may suffer with regards to their personal information. 40 In other words, these consumers 

and sellers have as much reason to offer the terms consumers prefer (that is, the terms that consumers find cost-justified) as 
to offer any other ingredient of their products. It is essential to enforce these terms if markets are to work."). 
36 See, e.g., Michael L Katz & Carl Shapiro, Systems Competition and Network Effects, 8 J. ECON. PERSP. 93, 96 ( 1994). 
37 See David S. Evans & Richard Schmalensee, Debunking the Network Effects Bogeyman, 40 REGUUTION 36 (2017). See al.so, 

Joseph Farrell & Paul Klemperer, Coordination and lock-in: Competition with switching costs and network effects, 3 HANDBOOK OF 
INDUSTRIAL ORGANIZATION, 63 (2007). 
38 See Michael L Katz & Carl Shapiro, supra note 36, at 96. 
39 See generally Janice Y. Tsai, Serge Egelman, Lorrie Cranor & Alessandro Acquisti, The Effect of Online Privac-y Information on 
Purchasing Behavior: An Experimental Study, 22 lNFO. SYS. RES. (2011). 

4-0 It is demonstrably true inasmuch as consumers continue to use Facebook, Google et al now that they know more about 
the potential for data breaches "and misuse. However, in surveys consumers contradict themselves: Kimberly 
Collins, As consumers expectations rise, brands find new data to personalize experience, CLICKZ, Sept. 17, 2018, a11ailable at 
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are, at the very least, revealing that they value the services of a platform more than the expected 

"price" they might pay through the unauthorized revelation of their information. Barring severe 
information asymmetries (which seems implausible following the aforementioned data breaches),41 

it is likely reasonable to conclude that data security issues are priced into consumers' dealings with 
online platforms. 

Several of the dynamics discussed above turn on the presence of product market competition to 

ameliorate the effects of perceived defects like information asymmetry. Thus, the possibility that, at 

least in certain markets, "data monopolies" tend to emerge presents another potential justification 

for imposing relatively more onerous privacy requirements. The premise is that markets that rely 
heavily on consumer data are inherently prone to monopolization. This is notably said to stern from 

so-called "data network effects," and allegedly results in insufficient privacy protection for users.42 A 

closer inspection of numerous digital markets suggests that this concern is overstated, however. 

For a start, it is wrong to assume that data-intensive products necessarily lead to winner take all 

situations, akin to those that may occur in the presence of network effects. As Hal Varian aptly 

demonstrates, unlike network effects, data does not produce value in and of itself. 43 Instead, data 

must be analyzed to create value. As a result, companies cannot merely outcornpete their rivals by 

acquiring superior or larger datasets: they must also hire the best data engineers and "learn by do
ing. "44 Because of this, there is no necessary data "positive feedback loop" and an industry's heavy 

reliance on data does not necessarily lead to higher concentration. For instance, brick and mortar 

retailers make heavy use of their consumers data and yet there is no reason to believe that these 

markets are particularly prone to concentration. 

And, even where there are network effects, there is little reason to believe that this would make data

reliant markets less competitive. Although some scholars have voiced fears that network effects may 

lead to highly concentrated markets, not all markets with network effects will eventually tip towards 

a single winning firm. 45 Moreover, in those cases where network effects do lead to lopsided market 

distributions, potential competition from smaller competitors or new entrants may constrain the 

behavior of incumbents. In this case, the presence of network effects might merely substitute com

petition "in the market" with competition "for the market." 46 In other words, these effects do not 

41 See, supra, at notes 19-30, and accompanying text. 

42 See Maurice EStucke, Should We Be Concerned About Data-opolies?, 2 GEO. L. TECH. REV. 275,283 (2018). 
43 See Hal Varian, Artificial intelligence, economics, and industrial organization, in THE ECONOMICS OF ARTIFICLA.L INTELLIGENCE: 
AN AGENDA 15 (2018). 

44 Id. 
45 This is especially true in the presence of heterogeneous consumer preferences and differentiated products. See Shapiro & 
Katz, supra note 36, at 106. 
46 See Sarni Hyrynsalmi, Arho Suominen & Matti Mantymaki, The Influence of Developer Multi-homing on Competition Between 
Software Ecosystems, 111 J. SYS. & SOFTWARE 119, 119,27 (2016). 
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necessarily prevent entry by more-efficient and/or innovative rivals, 47 nor do they preclude the crea

tion of another market entirely through disruptive innovation.48 And, as the basic premise of this 
RFC demonstrates, privacy is certainly one dimensions along which these firms continue to com

pete. There exist privacy-oriented alternatives to browsers49 and search engines,50 for example, and 
even in the cellphone market-which is often characterized as a duopoly of iOS and Android51

-

Apple touts its more protective approach to security and privacy as a major feature of its iPhones.52 

The notion that network externalities may benefit user privacy is also backed by economic findings 
concerning two-sided markets. In a highly acclaimed paper, Mark Armstrong has shown that com

petition between multi-sided platforms may result in particularly intense competition to acquire sin

gle-homing users (who are present on only one of many competing platforms). 53 This is often, though 
not always, the case for users of social networks, search engines, game consoles and of online retail 

platforms. Because there will be intense competition to attract these exclusive consumers (often re
sulting in zero nominal prices), any latent demand for privacy protection is likely to be met by com

peting firms. 

There is thus little reason to believe that the presence of network effects would necessarily lead to 
inferior privacy protections for users. On the contrary, as has already been mentioned, network 

effects are a double-edged sword that are likely to result in platforms catering closely to the needs of 

privacy-conscious users and thus benefiting all other users on the network.54 

Moreover, there is reason to believe that the competitive process itself is fully capable of protecting 

privacy interests. In their empirical study of consumer preferences and firm behavior with respect to 

consumer privacy protections, Tsai et al. found that 

businesses may use technological means to showcase their privacy-friendly privacy poli
cies and thereby gain a competitive advantage. In other words, businesses may direct 
their policies and their information systems to strategically manage their privacy strate
gies in ways that not only fulfill government best practices and self-regulatory recommen
dations, but also maximize profits.55 

The niarket is the best disciplining force for correcting firms that stray from consumer preferences. 

Firms are driven by the profit motive, which is to say that if the non-ad supported, privacy-oriented 

products that already exist-and that comport with the notion of, for example, an opt-in regulatory 

requirement-were actually offering a service that consumers desired at a price they were willing to 

47 See E. Olen Weyl & Alexander White, Let the Best "One" Win: Policy Lessons from the New Economics of Platforms, 10 
COMPETITION PoL'Y lNT'L, 28 (2014). 
48 See, e.g., 111.ibault Schrepel, L'innovation de Rupture: De Nou:i•eaux Defis Pour l.e Droit de la Concurrence, 42 REVUE LAMY 
CONCURRENCE 141, 143 (2015). 
49 

See, e.g., About Us, BRAVE, ·''"·'·'·"'··'··'"-·'•'·'·''·'·''··'·'•'·•·'·'·'··'•·-•.-.,...,.·.•.c.. 
50 See, e.g., DucKDUCKOO, ......._,.•__._,_.__ _.___,,,:.,,,_._.,,"··•·'·•···•'.-.1:.,., ..•..• _,_._, __ ,,·_,_:_ •._, •..•. · 
51 Oreg Sterling, US Market Becoming a Smartphone Duopoly, MA.RKETING LAND, July 23, 2018. 
5z See, e.g., David Nield, All the Ways iOS 12 Will Make Your iPhone More Secure, WIRED, July 8, 2018. 
53 See Mark Armstrong, Competition in two-sided markets, 37 RAND J. ECON. 678 (2006). 
54 See Evans & Schmalensee, supra note 37. 
55 Janice Y. Tsai, et al., supra n. 39 at 266. 
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bear, those services would thrive, and the less privacy-sensitive options would be forced to shift their 

practices. No barriers to entry, regulatory impediments or the like prevent such services from oper
ating or succeeding, other than, it seems, lack of consumer demand (particularly in light of the re

search noted above suggesting that firms would be willing to profit from providing greater levels of 
privacy). 

Finns in technology-intensive industries, moreover, frequently find it difficult to maintain domi

nance in a market, which puts further pressure on those firms to compete on price and quality. The 
classic example is Schumpeterian competition, in which firms leapfrog one another in a series of 

short-lived monopolies, each achieved through technological advance and maintained only so long 

as the then- monopolist can maintain its advantage. While this may bear the superficial hallmarks 
of monopoly, such dynamic competition in technology markets is actually perfectly consistent with 

strong competition and procompetitive outcomes.56 Each successive "winning" firm must be com
mitted to investing its profits in developing new and better technologies in order to try to preempt 

or co-opt the next technological wave and maintain its position. 

Further, particularly in markets characterized by high degrees of technological change, potential 
competition can operate as effectively as-or even more effectively than-actual competition to gener

ate competitive market conditions: 

[I]n industries ... where technological change is rapid, competition for the market may 
provide more benefits to consumers than competition in the market. Where competition 
for the market is important, the number of competitors in the market at any point does 
not usefully measure the extent to which con1petitive processes underlie market behav
iour.57 

A" applied here, if privacy-protections are important to consumers, firms in technology-heavy indus

tries that are competing for the niarket have a sharp interest in meeting that consumer demand. The 

fact that at any given time only a single, or only a few, firms comprise an industry does not mean 
that the industry is not responsive to consun1ers' preferences-for privacy as for all other aspects of 

the products and services they consume. 

a. Exploitative and anticompetitive data usage 

Some scholars have argued that firms may use personal data to charge "exploitative" prices to con

sumers.58 The claim is that this allegedly undesirable practice is facilitated by access to personal 

56 See, e.g., 111.omas M. Jorde and David J. Teece, Antitrust Policy and Innovation: Taking Account of Performance Competition and 
Competitor Cooperation, 14 7 J. lNSTrr'L & THEORETICAL ECON. 118 (1991). Note also that "competition for the market" can 
be as constraining as within-market competition. See Harold Demsetz, Industry Strncture, Market Rivalry and Pnblic Policy, 16 J. 
L & ECON. 1 (1973). 
57 Neil Quigley, Dynamic Competition in Telecommunications: Implications for Regulatory Policy 17, C.D. HOWE INSTITUTE 

COMMENTARY, no. 194 Feb. 2004, available at ,.,.,.-..,...."··"···•-'··•-'····:.. ,., ..,....,.,_..,_...,,., ....,.,,:...,.......,,....,,.c:.,:,,•.,.,.,.,.s:c:,:,·,.•..... ,·,., ... ,... ,,·.. ,,.,.· See also A.E. Kahn, 
Telecommunications: The Transition from Regulation to Antitrust, 5 J. TELECOMM. & HIGH TECH. L 159 (2006); Jason Pearcey & 
Scott J. Savage, Actual and Potential Competition in International Telecommunications 4 (Working Paper, Oct. 21, 2015), available 

at .. ,.:.,.,,·.:.,.:..:... ,:.. ::.. :.: ...•.,.,.,.•:,·.,,:... ,_.,, ..:,.,., ... _... ,,., ..,,.,:.,.,,,...,.. ,,.,·-,, ..,..,...·_. .. ,·,,, ..:.. ,......::...,..,..,,, ..,:... ("Overall, these results suggest that incumbent firms reduce 
their price when potential competition increases .... "); Harold Demsetz, Id. 

58 See Stucke, supra note 42, at 293 (2018). See also, Curtis R Taylor, Consumer Privacy and the Market for Customer Information, 
RAND J. ECON. 631 (2004). 
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information that may allow firms to more effectively price discriminate, anticipate consumer de

mand, and charge supra-competitive prices despite there being ostensible competition in the market. 
There are important objections to these assertions. 

First and foremost, critics routinely miss the fact that, absent significant barriers to entry, no firm 
can expect to earn supra-competitive profits for an indefinite period of time. This includes profits 
derived from data-driven price discrimination. The reason for this is straightforward. One firm earn

ing high profits will inevitably attract entry from competitors and/or encourage consumers to switch 
towards rival firms. This arbitrage ultimately leads to lower prices and to more privacy practices that 

comport with user expectations as a quality dimension of competition. 

Second, even if a firm could price discriminate without the threat of arbitrage, high-value consumers 
would have huge incentives to withhold their personal information and/or send deceptive signals 
that they are low-value purchasers. When this is the case, the ability to acquire detailed consumer 
information may, counterintuitively, lead to lower prices and higher consumer welfare. 59 

m. The Costs of Departing From Current US Privacy Regulations 

All regulation comes at a cost. Even well-intentioned regulation designed to protect the privacy of 

individuals must be evaluated in terms of both the benefits it provides to individuals as well as the 
costs to those same individuals, the firms they contract with, and social welfare. Moreover, protecting 
"privacy" is not a straightforward task: What we think of as privacy is actually an umbrella covering 
many related concepts, each with their own separate complicating factors. 60 As some economists 
have aptly pointed out: 

If our perusal of the theoretical economic literature on privacy has revealed one robust 
lesson, it is that the economic consequences of less privacy and n1ore information sharing 
for the parties involved (the data subject and the actual or potential data holder) can in 
some cases be welfare enhancing, while, in others, welfare diminishing. 61 

With this in mind, digital privacy regulations, such as the GDPRand the CCPA, can have important 
intended and unintended consequences that could significantly harm consumer welfare in the long 

run. These include misunderstanding consun1er preferences, requiring excessive data protection, 
mandating business models, imposing compliance costs that potentially exceed to benefits of those 
regulations, crowding out superior privacy offerings stemming from the private sector, and protect
ing son1e companies' market power. 

The most significant and problematic deviation from existing US practice exhibited by the GDPR 

and CCPA approaches is the switching of the default presumption concerning data use fron1 "opt
out" to "opt-in" for a significantly expanded class of data. 

59 See Taylor, supra note 58, at 643 (2004). 
60 Acquisti, et al., supra note 31, at 443. 
61 Id., at 462. 
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The problem is that '"[o]pt-in' provides no greater privacy protection than 'opt-out' but imposes 

significantly higher costs with dramatically different legal and economic implications."62 In staunch
ing the flow of data, opt-in regimes impose both direct and indirect costs on the economy and on 

consumers, 63 reducing the value of certain products and services not only to the individual who does 
not opt-in, but to the broader network as a whole. Not surprisingly, these effects fall disproportion

ately on the relatively poor and the less technology-literate.64 

Furthermore, empirical research shows that opt-in privacy rules reduce competition by deterring new 
entry. Thus, the seemingly marginal costs imposed on consumers by requiring opt-in can have a 

significant cumulative effect on competition: "[R]ather than increasing competition, the nature of 

transaction costs implied by privacy regulation suggests that privacy regulation may be anti-competi
tive .... [I]n some cases where entry had been profitable without regulation, [some firms] will choose 

not to enter."65 

For these reasons, when data usage is consistent with "the context of the transaction or the com

pany's relationship with the consumer," regardless of the sensitivity of the data involved, the FTC 

does not generally require even choice, let alone affirmative consent, before a company collects or 
uses consumer data. 66 For those data uses that do fall outside the context of the transaction, the FTC 

requires "affirmative express consent" (opt-in consent) only for uses of particularly sensitive data. 67 

An op-in requirement effectively implies a determination that unauthorized data uses are presump

tively harmful. But the mere fact that a consumer's information may be used in ways that the user 

doesn't expect or understand does not mean that such use is harmful to consumers individually or 

in the aggregate. Whether such uses are desirable, or on net are beneficial or harmful to consumers, 

is enormously context- and person-specific. But it does seem to be the case that presumptively deter

ring these transactions does not benefit consumers: 

"Opt-in" is frequently portrayed as giving consumers greater privacy protection than"opt
out." In fact, the opposite is true. "Opt-in" provides no greater privacy protection than 
"opt-out" but imposes significantly higher costs with dramatically different legal and 
economic implications. 68 

6z Fred H. Cate & Michael E. Staten, Protecting Privacy in the New Millennium: The Fall.acy of "Opt-In" at 1, available at 

See also Nicklas Lundblad & Betsy Masiello, Opt-in Dystopias, 7 SCRIPTED 155 (Apr. 2010), avail.able 

63 Icl. at 5 ("[T]he 'opt-out' system sets the default rule to 'free information flow' and lets privacy-sensitive consumers remove 
their information from the pipeline. In contrast, an 'opt-in' system presumes that consumers do not want the benefits 
stemming from publicly available information, and thereby turns off the information flow, unless consumers explicitly grant 
permission to use the information about them.") (emphasis in original). 

64 See, e.g., Lucas Bergkamp, The Privacy Fallacy: Adverse Effects of Eu.rope's Data Protection Policy in an Information-Driven 
Economy, 18 COMPUTER LAW& SEC:URITI REPORT 31, 38 (2002); Opt-in Dystopias, supra note 62, at§ 5.1. 
65 James Campbell, A.vi Goldfarb & Catherine Tucker, Privacy Regulation ancl Market Structure, 24 J. ECON. & MGMT. 
STRATEGY 47, 48-49 (2015) (emphasis added). 
66 FTC Privacy Report at 48. 
67 Icl. at 60. 
68 See Cate & Staten, Protecting Privacy in the New Millennium: supra note 62, at 1. 

·······"·········· .. ·································· 
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Similarly: 

[T]he opt-out regime produces better welfare results than the anonymity regime, which 
in its turn is better than the opt-in regime. Therefore, from a social welfare point of view, 
it matters whether opt out or opt in is adopted as the privacy standard. 60 

And, of course, an opt-in regime is indeed more expensive than an opt-out regime. 70 As Fred Cate 

and Michael Staten detail, the costs can fall widely on both consumers and providers, can be signif

icant, and can deter valuable information exchange: 

[C]onsider the experience of U.S. West, one of the few U.S. companies to test an "opt
in" system. In obtaining permission to utilize information about its customer's calling 
patterns (e.g., volume of calls, time and duration of calls, etc.), the company found that 
an "opt-in" system was significantly more expensive to administer, costing almost $30 
per customer contacted.To gain permission to use such information for marketing, U.S. 
West determined that it required an average of 4.8 calls to each customer household 
before they reached an adult who could grant consent. In one-third of households called, 
U.S. West never reached the customer, despite repeated attempts. Consequently, many 
U.S. West customers received more calls than in an "opt-out" system, and one-third of 
their customers were denied opportunities to receive information about valuable new 
products and services. 71 

A" this example suggests, the crucial problem with an opt-in regime is that it staunches the flow of 

data, imposing both direct and indirect costs on the economy and on consumers: 

An "opt-out" system presumes that consumers do want the convenience, range of ser
vices, and lower costs that a free flow of personal information facilitates, and then allows 
people who are particularly concerned about privacy to block the use of their infor
mation. Put another way, the "opt-out" system sets the default rule to "free information 
flow" and lets privacy-sensitive consumers remove their information from the pipeline. 
In contrast, an "opt-in" system presumes that consumers do not want the benefits stem
ming from publicly available information, and thereby turns off the information flow, 
unless consumers explicitly grant permission to use the information about them. 

In other words, an "opt-in" system sets the default rule to "no information flow," thereby 
denying to the economy the very lifeblood on which it depends. Companies that seek to 
use personal information to enter new market5, target their marketing efforts, and im
prove customer service must rebuild the pipeline by contacting one customer at a time 
to gain their permission to use information. 

Consequently, an "opt-in" system for giving consumers control over information usage 
is always more expensive than an "opt-out" system. 72 

69 Jan Bouckaert & Hans Degryse, Opt In Versus Opt Out: A Free•Entry Analysis Of Privacy Pol.icies, available at 

70 See Cate & Staten, supra note 62; Lundblad & Masiello, Opt-in Dystopias, supra note 62, 
71 See Cate & Staten, supra note at 62, at 5. 

72 Id. (emphasis in original). 
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Finally, empirical research shows that opt-in privacy rules deter competition by deterring new entry. 

The seemingly marginal costs imposed on consumers by requiring opt-in can have a significant cu
mulative effect on competition: 

[M]ost privacy regulation requires firms to obtain one-time individual consumer consent 
to use consumer data (rather than the consent requests increasing with the amount of 
data used). Therefore, privacy regulation imposes transaction costs whose effect5 ... will 
fall disproportionately on smaller firms. Consequently, rather than increasing competi
tion, the nature of transaction costs in1plied by privacy regulation suggests that privacy 
regulation may be anti-competitive. 

* * * 
[In] competition between a generalist firm offering products that appeal to a variety of 
consumer needs and a specialist firm offering a product that serves fewer consumer 
needs, ... privacy regulation can preclude profitable entry by the specialist firm. Under 
regulation, the extra costs required to obtain consent mean that in some cases where 
entry had been profitable without regulation, the specialist firm will choose not to enter. 
The generalist firm then captures the whole market. This implies that privacy regulation 
can increase the advantage enjoyed by a large generalist firm. This deprives consumers 
of the higher-quality niche product offered by a specialist firm, which represents a loss 
that must be balanced against any gain to consumers due to the increased privacy. 73 

Mandating opt-in, on its own, can be dan1aging enough, but laws like the CCPA con1pound the 

injury by disallowing firms to shift their pricing models in response. Businesses are forbidden from 

refusing to deal with consumers who decline to opt-in, or of even from charging then, higher prices 

in spite of their lower overall profitability to the firm. 74 Such price controls effectively benefit those 

who choose to opt out of the use of their data, at the expense of those who do not opt out, and will 

inevitably result in lower levels of investment in innovation, to the detriment of all consumers. 

While it may be true that many consumers are ill-informed, 75 it is not clear that a government-im

posed mandate on companies to process information "lawfully, fairly and in a transparent manner" 76 

will do anything to make consumers better informed. First, if a company is not behaving lawfully, 

then it is unclear that a government regulation will do anything to stop such unlawful behavior. 

Second, fairness is a highly subjective term open to interpretation-and abuse. Third, and perhaps 

most important, government mandates for "transparent" information processing are often counter

productive. 77 Consider the example of mandatory disclosures of information on packaged food, 

which have resulted in an over-abundance of information, leading to a decline in the use of such 
labels by consumers-and leading to further attempts to provide more useful and useable 

73 Campbell, Goldfarb & Tucker, supra note 65, at 48-49. 
74 Cal AB 375 § 1798.125. (a) (1). 
75 But, see, supra, notes 31 -40 and accompanying text. 
76 GDPR at Article 5 (1). 
77 See generally, Geoffrey A. Manne, The Hydraulic Theory of Disclosure Regulation and Other Costs of Disclosure, 58 AIA. L. REV. 
473 (2007). 
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information on the part of food companies and governments, many of them also unhelpful. 78 Like

wise, consider the mandatory disclosure requirements for financial transactions, which have led to 
an explosion of form-filling but done little to improve consumer decision-making and may have 

undermined it, due to the great length of many such disclosures and resultant information pro
cessing fatigue. 79 

Further complicating matters, consumers' preference for privacy, and similarly the benefits they de

rive from sharing information or from less protective uses of their information by firms, vary 
throughout the population. 80 The relationship between privacy and quality is purely subjective: 

Saying that a publisher's decision to collect and analyze additional data reduces the qual
ity of its service is akin to saying that a restaurant's decision to replace corn with green 
beans on its menu lowers the quality of its food. These statements will likely be true for 
some, but are false for others. There is no right answer. 81 

This makes it problematic to adopt policies aimed at mandating increased privacy protections be

cause, for many people, these policies will harm them, even as the very same policies will benefit 

others. The upshot is that it is unclear what fairness entails for data processors, and thus what it 

means to comply with such a requirement. This introduces significant discretion on the part of 

enforcers into the system. Whether their sense of fairness better comports with overall social prefer

ences is perhaps even less likely. 

The enactment of privacy regulations will often involve substantial costs for firms. Compliance with 

legal requirements that go beyond optimal protection measures and may entail inefficient direct 

costs, and the costs of government reporting, erroneous enforcement, and vexatious litigation can 
be substantial. In general, at least some of these costs will be passed on to consumers, either in the 

form of higher prices, lower quality, or less innovation, and these costs can offset or wipe out any 

possible gains from greater privacy protections. 

In addition to these direct and indirect costs, privacy regulations may also entail substantial oppor

tunity costs. These costs include the redirection of firms' engineers, lost business opportunities, and 

forgone investments. 

78 J.E. Todd & J. N. Variyam, The Decline in Consumer Use of Food Labels, 1995-2006, Economic Research Report Nr. 63 
(2006), availabl.e at http://www.ers.usda.gov; J. N. Variyam & J. Cawley, Nutrition Labels and Obesity, NBER Working Paper 
No. Wl 1956 (2006); B. Wansink & P. Chandon, Can "Low-Fat" Nutrition Labels Lead to Obesity!, J. Marketing Res., 43: 605-
17 (2006); B. Wansink, S. T. Sonka, & C. M. Hasler, Front-label health claims: when less is nwre, 29 Food Policy 656-67 (2004). 

80 See,e.g., Kai-Lung Hui & I.P.L. Png, The Economics of Privac;, in HANDBOOKS IN INFORMATION SYSTEMS, VOL 1, 
ECONOMICS AND INFORMATIONAL SYSTEMS 489 (Andrew B. Whinston & Terrence Hendershott, eds., 2006) (noting that 
"the key policy issue is not whether individuals value privacy. It is obvious that people value privacy. What is not known is 
how much people value privacy and the extent to which it varies"). 
81 Cooper, Privacy ancl Antitrnst supra note 2 7, at 1138. 

79 Angela A. Hung et. al., EFFECTIVE DISCLOSURE IN FINANCIAL DECISIONMAKING (RAND Corp., 2015) available at 
' 

...... ' 
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It has been estimated that American S&P 500 companies and UK FTSE 350 companies spent a 

combined total of $9 billion to comply with the GDPR in the year running up to its entry into force 
alone, for example.82 These figures do not include the significant costs incurred by smaller firms, 

firms that originate from other countries, and the expenses that businesses will have to incur in the 
future to stay in compliance with the GDPR. 

But the costs do not stop there. The adoption of the GDPR has not magically conjured up an army 

of engineers to ensure compliance with its provisions. Instead, there is a vast opportunity cost in
volved, as many engineers have been forced to spend significant amounts of their time working on 

these issues. This is time that could otherwise be put to more productive uses, such as better manag

ing supply chains, improving existing products and user experiences, and developing new and inno
vative goods. It is impossible to put a precise number on this cost, though its potential breadth is 

significant (the GDPR has no de minimis carve outs, which means that even tiny companies must 
ensure they comply with its provisions).83 

It is also important to account for the effects of privacy regulation on firms' ability to adopt efficient 

business practices or to engage in data-based innovation. Data (information) regulation (as opposed 
to other types of regulation) is particularly likely to affect institutional structure. As Luis Garicano 

notes: 

Organizations exist, to a large extent, to solve coordination problems in the presence of 
specialization. As Hayek pointed out, each individual is able to acquire knowledge about 
a narrow range of problems. Coordinating this disparate knowledge, deciding who learns 
what, and matching the problems confronted with those who can solve then, are some 
of the most prominent issues with which economic organization must deal. 84 

Regulations that affect how firms can collect, store, use and disseminate information may thus have 

significant effect on firm governance and organization. 

This dynamic could manifest itself as companies simply choosing to collect and use less data, but it 
could mean a lot of other things as well. It could affect corporate organization (e.g., deterring vertical 

integration or creating "data firewalls" between different divisions of a company), encourage limits 

on the geographic scope of data collection or operation, affect the mechanisms for determining 

executive compensation, or (further) encourage jurisdictional considerations to dictate incorpora

tion and principal place of business decisions. While choosing second-best options is rational from 
the perspective of regulated parties, it is nevertheless costly to society, both in terms of the firm's 

efficient operation relative to its operation in a viable alternative regulatory regime and to consumer 

welfare generally. 

82 Oliver Smith, The GDPR Racket: Who's Making Mont')' From This$ 9 bn Business Shakednwn, FORBES, May 2, 2018, available 

83 See ODPRArt. 2. 
84 Luis Oaricano, Hierarchies and the Organization of Knowledge in Production, 108 J. POL ECON. 874, 874 (2000). 
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To take just one example, privacy regulations could arguably make it harder for companies to price 

discriminate, even in those instances where this would be welfare-enhancing. The most obvious ex
ample is that of insurance markets. 85 At the extreme, protecting users' privacy may prevent firms 

from obtaining information relevant to the setting of insurance premiums and compensation 
amounts. To the extent that this prevents insurers from better aligning premiums and risk, it im

pedes the role of premiums in accurately signaling risk and encouraging risk reduction. Moreover, 
to the extent that insurance companies would find it difficult or impossible to use subscribers' 
smartphone or GPS data and the like in assessing risk, it would increase these firms' administrative 

costs and may preclude them from offering lower premiums. 

At the same time, mandating opt-in consent before firms may use data in novel ways will, at the 
margins, deter experimentation and innovation by all firms. It will impede the ability of firms to 

offer innovative product improvements, but also even to monetize their current products and ser
vices through the use of consumer data. The end result may be higher direct prices for consumers as 

well as fewer quality improvements over time. 

Another unintended consequence of mandating certain modes of privacy protection is that regula
tion may preempt private entities from offering differentiated or even superior protection on their 

own. 

This pitfall is notably illustrated by Blockchain technology's rocky relationship with Europe's GDPR. 
Blockchain is the fruit of efforts by some of the most privacy-conscious individuals on the planet. At 

its core, blockchain technology usually implies partial or even total anonymity. While the most suc
cessful distributed ledgers, such as Bitcoin and Ethereum, are not fully anonymous (the ledger of 
completed transactions is public, though the contents of each transaction is private),86 other projects 

such as Monera and Zcash offer total privacy to their users. 87 Details aside, the distributed ledger 
industry is, in no small part, a reaction to fears about privacy and centralization in mainstream web 

services.88 

Given this, one could be forgiven for thinking that blockchain technology would obviously comply 
with the requirements set out in the GDPR. But nothing could be further from the truth. In fact, 

the GDPR could potentially present a significant stumbling block to the wider adoption of 

85 Acquisti, et al., supra note 31Error! Bookmark not defined., at 4 70. 

See Satoshi Nakamoto, Bitcoin: A peer-to-peer electronic cash system, at 6 (2008), at"'·'·'··'·'·'·'·········'·········'··'·'·'······'"·'···'·'·'·'·····"''·'··''·'··" 
necessity to announce all transactions publicly precludes this method, but privacy can still be maintained by 
flow of information in another place: by keeping public keys anonymous. The public can see that someone is sending an 
amount to someone else, but without information linking the transaction to anyone."). 

87 See Griffin Knight, Manero vs. Zcash and the Race to Anonymity, MEDIUM, Feb. 28, 2018, 

88 See, e.g., Vitalik Buterin, Privacy on the Blockchain, EnIEREUM BLOG, Jan. 15, 2016, 

CCPA_45DAY_01278 

86 

https://markets.85
Guest
Line

Guest
Line

Guest
FreeText
W157-1cont

Guest
FreeText
W157-8



distributed ledger technology. 89 Indeed, some of the GDPR's requirements, such as the right to eras

ure and amendment, are virtually incompatible with the immutable nature of the blockchain 
ledger. 90 

The fact that blockchain might not comply with the GDPR is a clear case of what Nassim Taleb calls 
"Wittgenstein's ruler." He observes that 

[u]nless you have confidence in the ruler's reliability, if you use a ruler to measure a table 
you may also be using the table to measure the ruler. The less you trust the ruler's relia
bility, the n1ore information you are getting about the ruler and the less about the table.91 

In the case at hand, the fact that blockchain technology does not comply with the strenuous require
ments of the GDPR says more about the regulation's rigidity and its inability to adapt to new tech

nology (even though it has only just entered into force) than it does about blockchain'slack of privacy 
protection. 

Privacy regulation may also crowd out self-help products. These technologies and companies enable 

consumers to withhold data, send signals they are low-value purchasers, and exert more granular 
control over data. High profile examples of these technologies include ad blockers and VPNs. By 

potentially negating the need (or the perceived demand) for these products, regulation may effec
tively drive these firms out of business-firms whose specialized research and development may po
tentially yield relatively more optimal degrees of protection. 

All of this has important downsides. In effect, regulation will shift the burden and decision-making 
regarding privacy protection from consumers, notably by using third-party products, onto online 
platforms operating under strict constraints. This may lead to both inadequate privacy protection 

and protection provided at a higher cost. 

Unlike government intervention, which can misread potential demand for a given set of protections, 
selfhelp technologies act as revealed preferences. Their success or failure conveys valuable infor
mation about the type and quantity of privacy protection that is actually important to users. In turn, 
firms can monitor the success of these products and incorporate valuable privacy features into their 

own offerings. Arguably this is what has happened with browsers incorporating ad blockers, for 
example. 

To make matters worse, by imposing command and control obligations on firms, regulation ignores 

the possibility that they might not be the least cost avoiders. In other words, it is plausibly more 
efficient for society to encourage users to withhold their personal information than to force firms to 
put in place costly measures designed to protect it. By legally preventing firms and consumers from 
reallocating the rights that exist between them, the strictest privacy regulations may ultimately harm 
consumers and firms alike. 

89 See Michele Finck, Blockchains and data protection in the european union, 4 EUR. DATA PROT. L. REV. 17, 33 (2018). 
90 Id. 
91 See N.N. TALEB, FOOLED BY RANDOMNESS: THE HIDDEN Rm.E OF CHANCE IN LIFE AND IN THE MARKETS 224 (Random 
House Publishing Group 2008). 
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Finally, the adoption of privacy regulation may also have a significant effect on competition. Not 
only do these regulations potentially favor large incumbents over innovative startup companies, they 
may also induce firms to make costly choices regarding the business models that will prevail in af

fected sectors. 

For a start, numerous economists have pointed out the privacy regulation tends to entrench estab
lished incumbents. For instance, Campbell, Goldfarb and Tucker show that "a potential risk in 

privacy regulation is the entrenchment of the existing incumbent firms and a consequent reduction 
in the incentives to invest in quality. These incentives are stronger when firms have little consumer

facing price flexibility, as is the case in online media."92 Indeed, "privacy regulation can shield a large, 
general incumbent from potential competition because regulation raises the threshold quality and 
scope for profitable entry by a challenger. ... This is more likely for relatively strong incumbents: the 

stronger the incumbent, the better the marginal entrant must be."93 This applies with even more 
force when privacy regulations rely on opt-in consent, because users are less likely to test the products 

of new entrants.94 

Another potential issue is that privacy regulations may lead firms to adopt differentiated business 
models (or advocate for regulations supporting them) not for their intrinsic value but for their ability 

to reduce their mvn costs relative to other firms, and to increase those of their rivals. Apple CEO, 
Tim Cook, appeared to evidence this dynamic in his reaction to the introduction of the GDPR. 
Cook publicly came out in favor of this type of regulation, calling for the United States to adopt 

similar provisions.95 Unsurprisingly, he forgot to mention that Apple's business model is far less 
reliant on personal data than those of its rivals, such as Google and Facebook, because it is not in 

the business of targeted advertising. 96 Apple thus stands to lose far less from the adoption of privacy 
regulations than its close rivals. 

This last issue would not be much of an issue if all consumers unambiguously preferred Apple's 

business proposition to that of its rivals, but this simply is not the case. Take smartphones, for in
stance. Whereas Apple offers the most high-end smartphones with more privacy protection (less 
exposure to targeted advertising), Google has differentiated itself by producing an OS that relies on 

targeted search engine advertising to generate profits (the Android OS).97 This type of differentiation 
is potentially valuable for consumers. Privacy-conscious users can pay extra money to obtain the most 

secure device, while targeted advertising on the Android OS decreases the direct cost of devices for 

9z See James Campbell, Avi Goldfarb & Catherine Tucker, supra note 65, at 68. 

93 Id. 

94 Id. at 49. See aha, Jan Bouckaert & Hans Degryse, Default Options ancl Social Welfare: Opt in Versus Opt Out, 169 J. 
INSTITUTIONAL AND THEORETICAL ECON. JITE 468-489 (2013). 
95 See Russell Brandom, 'Tim Cook wants a federal privacy law - but so do Facebook and Google", THE VERGE, Oct. 24, 
2018, available at ....... ,., ..,..,..,...,. ...,......,, ..,.........,..,....... .,.., ..,.•. ,.,., .... ,................,..........,,., .. ,,............,.,., ..,..,..,.. ,.,.., . ., ........., •..•. ,., .. ,.,...,.. ,.,..,..,.•.. -.,..,......,.. ,.,..,........,....,........,.... ,.,....... .,... ,.,.,.,.••.... .,... ,., ...,... . 
96 See, e.g., Mehreen Khan, "Apple and Facebook call for EU-style privacy laws in US", THE FINANCV\LTIMES, Oct. 24, 2018, 
available at ........,......•....................................................................................................................................................................·........ 
97 See Dirk Auer, Appropriabilicy and the European Commission's Android Investigation, 23 COLUM. J. EUR. L. 658 (2017). 
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more price-sensitive consumers. By arbitrarily preferencing a particular business model via privacy 

regulation, legislators may ultimately deprive consumers of valuable choices. 

An ex ante requirement of a particular privacy model may, in fact, do much to discourage competi

tion. Developing successful online platforms entails significant fixed costs; no magic switch exists to 

suddenly bring into existence a particular version of a software platform. Development of successful 

platforms entails hundreds or thousands of hours of engineering time-and mandating a platform 

that consumers don't seem to prefer means devoting that time to developing what the market has 
demonstrated to be an inferior product. Thus, the returns to such development will necessarily be 

less than the returns to development of the primary, ad-supported product possible under an opt

out default presumption, and, consequently, the ad-supported product will be forced to itself subsi
dize the legally-mandated paid version of the product. 

For large, established platforms this cost can be (more or less) easily absorbed (depending, of course, 

on the underlying technology of the platform). But for startups such a regulatory obligation would 

amount to a significant entry barrier. In particular, the ability to gain critical mass for its service 

would be significantly reduced as its upfront fixed costs will explode, and its users will be spread 
across multiple services. The net result will be less entry (especially by smaller firms) and less-effective 

competition: 

[A] specialist that fills a smaller niche and offers a smaller quality premium over the 
equivalent function of the generalist is more likely to earn lower revenue after entry in 
the case with regulation than in the case without.. .. Intuitively, absent regulation, en
trants offer a targeted product after entry, and if the content of the firm's product offer
ing has broad enough appeal, this generates enough revenue to allow them to profitably 
enter. With regulation ... [s]maller entrants and entrants that offer a smaller quality pre
mium in their niche are n1ore likely to off er an untargeted product in equilibrium after 
entry. Since an untargeted product generates less revenue, this means that, all else equal, 
the marginally profitable entrant must be larger than before to overcome the fixed cost 
of entry ... .98 

These foregone benefits must be accounted for in assessing the full implications of more invasive 

privacy regin1es. Imposing broad, general regulations regarding business models and privacy practices 

is a surefire way to curtail innovation and reduce overall competition. This inevitably will lead to a 

handful of large fim1s that are able to dominate a space as network effects will reinforce their success, 

and a lack of differentiation along privacy and advertising dimensions will discourage or outright 

forbid experimentation with novel business models. 

IV. Conclusion 

Thank you again for the opportunity to comment on these timely and important topics. Privacy is 

undoubtedly a critical topic for lawmakers to consider, and getting the mix of policies that best 
protect consumers, safeguard their expectations, and promote the growth of firms in the economy 

is challenging. Opportunities like these are invaluable for fully exploring this topic. 

98 Campbell, Goldfarb & Tucker, supra note 65. 
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Given the complications confronting privacy regulation, and the limits of our knowledge regarding 

consumer preferences and business conduct in this area, the proper method of regulating privacy is, 
for now at least, the course that the Federal Trade Commission (FTC) has historically taken, and 

which has, generally, yielded a stable, evenly administered regime: case-by-case examination of actual 
privacy harms and a minimalist approach to ex ante, proscriptive or prescriptive regulations, coupled 

with narrow legislation targeted at unambiguously problematic uses of personal information. For all 
its imperfections, following this approach will allow authorities to balance flexibility and protection, 
without stumbling into the unintended and harmful consequences that would surely arise from a 

more restrictive regulatory approach. 
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Message 

From: Joanne Cooper [ 
Sent: 12/6/2019 7:12:47 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: nicklas.akers@dog.ca.gov 

Subject: ID Exchange - CA DOJ CCPA Submission - 6 Dec 19 

Attachments: ID Exchange - CA DOJ - Proposed CCPA Legislation Submission 6 Dec 19.pdf 

Dear Privacy Regulations Co-ordinator, 

To the California Office of the Attorney General, ID Exchange is pleased to submit the following 
correspondence in relation to the proposed California Consumer Privacy Act of 2018. 

We also thank your Office for the opportunity to present at the San Francisco public hearing this week, it was 
greatly appreciated. 

We look forward to continued communications in due course. 

Kind regards, 
Joanne Cooper 
Founder - Managing Director 

ID Exchange Pty. Ltd. A/NZ Representative of digi.me Ltd. 
CBD Office I Stone & Chalk Incubator I Wynyard Green 
LS - 11 York Street - Sydney NSW 2000 - Australia 

E: 
M 
W: www.idexchange.me 

digi.me 
This email communication could withhold confidential data information of ID Exchange Pty Ltd ACN 161437681. As such we request that if you are not the correct recipient of this 
communication that you must not therefore copy, keep, relay or rely, use, copy, save or forward this email distribution or communication. Unauthorised actions relating to this 
communication is prohibited and therefore if by chance you have received this in error please immediately discard this email and reply to the email sender to advise of the incorrect address 
delivery. Again please delete the received email communication and reply upon sending. 
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ID Exchange Pty Limited 
Stone & Chalk Fin Tech Incubator 
Wynyard Green 
11 York Street 
Sydney NSW 2000 Austra lia 
E: advisory@idexchange.me 
P: 1300 002 678 
ABN: 99 161 437 681 

www.idexchange.me 

CONFIDENTIAL 
5thCalifornia Department of Justice December 2019 

Privacy Regulations Coordinator 
300 S. Spring St. 
Los Angeles, CA 90013 
CC: Office of Attorney General Xavier Becerra 
Email: privacyregulations@dog.ca.gov 

Dear CCPA Privacy Regulations, 

We write in relation to the proposed legislation of the California Consumer Privacy Act of 
2018 and in reference of the final public hearings held during December 2nd-5th 2019 to 
which I, Joanne Cooper of ID Exchange was pleased to present as speaker number three 
during the San Francisco December 4th hearing. 

This submission supports the interest of ID Exchange to formerly meet with the State of 
California Depart of Justice in order to table and discuss ID Exchange's portfolio of 
international trademarks/ IP distribution holdings. 

ID Exchange was established in 2012 to develop privacy enhancing technologies (PeTs) 
and digital rights management solutions to assist consumers to protect and mobilise 
their data for their benefit, this effort commenced well before the CA DOJ's position on 
assisting Californians to protect their personal data assets from misuse. 

Our IP and represented technology provides consumers with the means to control and 
manage their personal or sensitive data using methods such as unified instruments of 
consent management controls, which also utilise the form of OPT IN and OPT OUT® 
logos/buttons that activate various segments and specific compliance functionality. A 
representative image is provided below in our Alpha Opt Out® Mobile App for testing 
and pre-release refinement which is attuned to support the CCPA: 

- . . 
DO NOT se LI. HY PERSONAi. 
INFORMATION 
c...,._._._._~,...,.. .. ,,,...., 
.., ___. ___ 
z·=;::~=-"'"'UCO"i,i 

-• D I- - -- -
&oc:iill-.-tw,g 

" 0 0 0 
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Page 2/3 

A verified Opt Out® request actioned via ID Exchange's Opt Out® App would instruct 
the Business (data holder) to de-identify your Personally Identifiable Information (PII) in 
a manner aligned to the CCPA regulation. This notification asks for the deletion of your 
name, address, email, gender, date of birth, contact number and any other PII data as 
stipulated under Privacy legislation. Often for this to be accepted by the data holder it 
must be compliant with data-collection "Do not sell my personal information or Opt Out" 
rules and the terms specific jurisdictional law. The App will also log consent receipts for 
Opt Out notices so that the Consumer is presented with a centralised dashboard in order 
for self-management and evidence of their Opt Out choices. 

As previously informed, ID Exchange is the owner of U.S. Federal Trademark 
Registration No. 5,299,154 for the trademark OPT OUT and Design trademark depicted 
below for software related to Privacy, Digital Identity, Saas and data rights 
management. 

During January 2019 it came to ID Exchange's attention that the California Consumer 
Privacy Act of 2018 (CCPA) contains an early provision requiring the development of a 
uniform Opt Out logo. Section 1798.185(a)(4)(C) states that the Attorney General shall 
solicit comments on "[t]he development and use of a recognizable and uniform opt out 
logo or button by all businesses to promote consumer awareness of the opportunity to 
opt out of the sale of personal information." 

Since informing the CA DOJ's that ID Exchange was concerned that Section 
1798.185(a)(4)(C) may encourage the development of a logo or button that infringes 
upon its trademark rights in the Opt Out mark. This requirement then seemed to 
change to be re-stipulated as web site link - Do not sell my personal information. 

However, we note that the recently released CCPA proposed regulations continues to 
reference in Article 2 - page:6 - Section 999.306. Notice of Right to Opt-Out of Sale of 
Personal Information - item E - Opt-Out Button or Logo 

The commentary I presented at the San Francisco December 4th , 2019 hearing was to 
again seek more information about the continued reference of the CA DOJ's intention to 
activate an Opt Out logo/button and; 

• When is the CA DOJ planning to release the design of this Opt Out button design 
for public comment? (Clarification on this Opt Out logo/button was raised by 
other speakers at the SF public hearing.) 

• Is the CA DOJ interested in working with solution providers such as ID Exchange 
in the area of Privacy Enhancing technologies to provide consumer facing consent 
management services for citizens or the use of our Opt Out logo design/button 
technology? 

As an innovative firm ID Exchange is greatly encouraged that the technology, intellectual 
property, and privacy by design technology that ID Exchange has been developing over 
several years which integrates world leading partnerships in the area of private data 
sharing, duty of care standards orchestrated to deliver seamless consumer centric 
services can accelerate the timely availability of tools aligned to meet the CCPA's 
legislation objectives to benefit all Californians and business. 
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We feel our IP holdings potentially strengthens the best form of execution so that this IP 
is utilised in an ethical manner with governance that does not constitute the vested 
interests of one BigTech firm over another through a distributed human centric 
ecosystem design which supports the intentions of such vital legislation for citizens. 

Currently ID Exchange is engaged with the Australian Federal government and 
corresponding regulator as a stakeholder and working group participant due to the 
forming of the new Consumer Data Right Bill (CDR) which was recently passed by 
Parliament in an effort to deliver technologies aligned to emerging policy, privacy and 
data sharing legislation. 

ID Exchange looks forward to commencing dialog and receiving guidance on how our 
investment, knowledge and IP assets may be of benefit to shape the State of California 
Government as an exemplar for wider US Federal Privacy legislation by exploring 
pathways to collaborate with Agencies or US firms to successfully utilise our IP in tune 
with such cornerstone Privacy legislation. 

We strive to assure trusted personal information exchanges mobilise data as a raw 
material to compliantly flow within the Trillion-dollar personal data market. 

Please advise at your earliest convenience your availability to discuss our questions at a 
suitable time. 

Respectfully submitted, 

Joanne Cooper 
CEO, Founder 
ID Exchange Pty Limited 
M: 
E: 
W: www.idexchange.me 
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Message 

From: Jeff Lokey [ 
Sent: 12/6/2019 12:15:05 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CC: di Legal [Legal@infoblox.com] 
Subject: lnfoblox Inc. Comments re Notice of Proposed Rulemaking, Sections 999.300-341 
Attachments: lnfoblox NPRM Process Letter 12-05-19.pdf 

Please see the attached letter submitted in connection with the Notice of Proposed Rulemaking, Sections 999.300-341. 

Thank you in advance for your consideration. Please do not hesitate to contact us should you have any questions or wish 
to further discuss. 

Respectfully submitted, 

Jeff Lokey 
Vice President, Legal Affairs 
Direct -
Mobile -

www .infoblox.com 

lnfoblox ••:~ 
CONTROL YOUR NETWORK • 
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NEXT LEVEL N ETWORKING ♦ 

December 5, 2019 

The Honorable Xavier Becerra 
Attorney General of the State of California 
600 West Broadway, Suite 1800 
San Diego, CA 92101-3702 

RE: Notice of Proposed Rulemaking, Sections 999.300-341 

Dear Attorney General Becerra, 

Infoblox Inc. is a Santa Clara, California-based technology company. Infoblox's proprietary 
hardware and software solutions protect the networks and sensitive data of government agencies, 
banks, airlines, healthcare networks, network service providers, academic institutions, and a 
majority of Forbes 1000 companies. This letter is respectfully submitted by Infoblox to provide 
comment and context regarding the Office of the Attorney General's Notice of Proposed 
Rulemaking ("NPRM") and proposed adoption of Sections 999.300-341 of Title 11, Division 1, 
Chapter 20, of the California Code of Regulations ("CCR") concerning the California Consumer 
Privacy Act ("CCPA"). 

Specifically, we write to address the currently proposed definition of personal information under 
CCPA, which may be interpreted to include both static and dynamic IP addresses. Given that the 
CCPA is ultimately intended to protect California's citizens, our concern is that this current 
definition could have the unintended consequence of negatively impacting network security by 
limiting the ability of cybersecurity companies to use "Internet Protocol address( es)" to detect data 
security incidents or malicious activity. If this is allowed to occur, California's businesses and 
consumers will experience a decrease in their overall network security. 

The concerning definition currently reads as follows: 

(o) (I) "Personal information" means information that identifies, relates to, describes, is 
capable ofbeing associated with, or could reasonably be linked, directly or indirectly, with 
a particular consumer or household Personal information includes, but is not limited to, 
the following if it identifies, relates to, describes, is capable of being associated with, or 
could be reasonably linked, directly or indirectly, with a particular consumer or 
household: 
(A) Identifiers such as a real name, alias, postal address, unique personal identifier, online 
identifier, Internet Protocol address, email address, account name, social security number, 
driver 's license number, passport number, or other similar identifiers . ... 
(F) Internet or other electronic network activity information, including, but not limited to, 
browsing history, search history, and information regarding a consumer's interaction with 
an Internet Web site, application, or advertisement. 

See California Consumer Privacy Act of 2018, Cal. Civ. Code§ 1798.140(o)(l) (2018). 
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To put this into context, Infoblox protects Domain Name System ("DNS") (e.g., when you type in 
a website address name your browser then directs you to the actual internet protocol address), 
infrastructure, automates cloud deployments, and increases the reliability of enterprise and service 
provider networks around the world via Dynamic Host Configuration Protocol ("DHCP"), and 
internet protocol address management ("IPAM"). Collectively, DNS, DHCP, and IPAM are 
known as "DDI." 

Modern attackers do not rely on a single, easily identifiable registered domain name to carry out 
their bidding, and instead create complex systems that automatically register hundreds or 
thousands of domain names and configure them to point to web servers that then distribute 
malicious content. Attackers change their domain names constantly to make it difficult to block 
them at a DNS level. Infoblox' s DDI solution identifies and counters these malicious attacks. 

Since DNS and IPAM involve using "IP addresses" and "Internet or other electronic network 
activity" to enhance network security, cybersecurity companies including Infoblox are urging 
California to take into account the cybersecurity industry when it engages in this NPRM process 
for CCP A. The downside of not exempting business to business companies and cybersecurity 
providers from these regulations means that it will be far more difficult for these companies to 
operate in a manner that best protects the businesses and, by extension, the consumers of the State 
of California. 

It is instructive to observe the increased regulatory complexity and uncertainty facing 
cybersecurity companies and domain name verification companies, such as Internet Corporation 
for Assigned Names and Numbers ("ICANN"), as a result of the broad-based definitions of 
personal data currently in place under GDPR. To compound matters, the European Court ofJustice 
took an expansive view of personal data in relation to IP addresses in its ruling in Breyer, 
increasing administrative and financial burdens on the cybersecurity industry. We believe that the 
Breyer court did not have the opportunity to adequately consider and account for cybersecurity 
companies whose business it is to police and protect IP addresses to protect consumers and 
company networks. Ironically, there exists the very real threat the consumers will actually be 
rendered less safe. The goal of this letter is to ensure that California does not make the same 
oversight, and instead recognizes these important distinctions and carves out the exemptions 
necessary for cybersecurity companies to provide California consumers and businesses important 
network protections. 

In light of the currently proposed definition of personal information in the NPRM process for 
CCPA, which includes an unqualified reference to "Internet Protocol address," and the potentially 
detrimental consequences for critical network security created by such ambiguity, we respectfully 
request that the Attorney General take the following steps: 
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(a) Clarify whether "Internet Protocol ["IP"] address" in § ( o )(1) refers to static or dynamic IP 
addresses (or both)1; 

(b) Consider how California should interpret "identifies, relates to, describes, is capable of 
being associated with, or could reasonably be linked, directly or indirection, with a 
particular consumer or household" in relation to IP addresses and "Internet or other 
electronic network activity information"2 in light of the cybersecurity industry; and 

(c) Employ a balancing test for consumers' interests whereby certain data fields like "Internet 
Protocol address" and "Internet or other electronic network activity information" only 
become personal information" if consumer's privacy rights outweigh the benefit that 
consumers and/or society gain from the activity. 

We are hopeful that California will adopt a considered approach as it works to define personal 
information in the context of IP addresses and electronic network activity under the CCP A We 
are available at your convenience should you find it helpful to receive additional context or 
background on this letter or to answer any questions that you might have about our experience of 
navigating data privacy in the cybersecurity industry. We are available at your convenience and 
can be contacted via email at legal@infoblox.com or by telephone at (408) 986-4000. 

Thank you in advance for your time and consideration. 

Respectfully submitted, 
~ DocuSigned by: 

L!?!::!3~~=:~7 
Jeffrey J. Lokey 
Vice President, Legal Affairs 
Infoblox Inc. 

1 There are 2 different kinds of IP addresses available in the marketplace-static and dynamic addresses. "[I]nternet 
service providers allocate to the computers of internet users either a 'static' IP address or a 'dynamic' IP address, 
that is to say an IP address which changes each time there is a new connection to the internet. Unlike static IP 
addresses, dynamic IP addresses do not enable a link to be established, through files accessible to the public, 
between a given computer and the physical connection to the network used by the internet service provider." Case 
C-582/14, Patrick Breyerv Bundesrepublik Deutschland, 2016 E.C.R. 779, available at 
http://curia.europa.eu/juris/document/document.jsf?text=&docid=l84668&pageindex=O&doclang=en&mode=lst&d 
ir=&occ=first&part=l&cid=1116945 [hereinafter Breyer] at line 16. Indeed, dynamic IP addresses are "provisional 
addresses which are assigned for each internet connection and replaced when subsequent connections are made, and 
not 'static' IP addresses, which are invariable and allow continuous identification of the device connected to the 
network." Id. at line 36. 
2 California Consumer Privacy Act of 2018, Cal. Civ. Code§ 1798.140(0)(1) (2018), available at 
https ://leginfo.legislature.ca.gov/faces/codes displaySection.xhtml?lawCode=CIV&sectionNum=l 798.140. 
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Message 

From: Scott Stewart [ 
Sent: 12/6/2019 1:30:27 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Innovative Lending Platform Association Comments on Proposed CCPA Regulations 
Attachments: ILPA Comments on CCPA Proposed Regulations.pdf 

Please see attached. 
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:) Innovative Lending Platforni Association 

December 5, 2019 
Attorney General Xavier Becerra 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Dear Attorney General Becerra, 

I am writing on behalf of the Innovative Lending Platform Association ("ILPA"), a leading trade organization 
representing a diverse group of on line lending and servicing companies that provide financial products and services 
to small businesses, to share our concerns and requests for clarification of the proposed regulations for the 
California Consumer Privacy Act of 2018 ("CCPA"). 

Our members exclusively serve small businesses and are committed to expanding access to capital for small 
businesses across the country, particularly in areas underserved by traditional financial institutions. Between 2015 
and 2017, five major online lenders, including several of our member companies, funded more than $10 billion in 
loans to U.S. small businesses. In California, our member companies have provided over $3 billion in capital to 
more than 35,000 small businesses. 

Access to credit is critical for small businesses to grow. According to the annual 2019 small business credit survey 
conducted by 12 U.S. Federal Reserve, over half (53%) of small business credit applicants experienced a financing 
shortfall during the prior year. ILPA members fill this critical gap by leveraging technology, data and analytics to 
reduce transaction costs and power lending to small businesses. 

We strongly believe in protecting our customers' data and treating the personal information of our customers 
carefully. We are highly supportive of the principles behind CCPA but have concerns about certain provisions of 
the proposed regulations that may have unintended impacts on our ability to provide much-needed capital to 
California small businesses. 

Our concerns and recommendations are set forth below: 

Providing Notice to Consumers 

• Notice at Collection of Personal Information 
o As this is a legal notice, we request clarity on how we can accurately explain the required 

disclosures to the consumer without using at least some legal language. 
o Also, some categories of personal information, like cookies, are collected as soon as the consumer 

lands on the business's website, making it impossible to have this notice visible before any personal 
information is collected. 

• Privacy Policy 
o We request additional guidance on how to accurately explain legal rights and obligations without 

using at least some legal language. 
o Our members are tech companies and it will be very difficult to avoid using technical jargon to 

describe their processing. While larger companies are able to do this, our members do not have 
access to the same resources that larger companies do to interpret, distill and present in plain 
language to consumers the technical aspect of the processing. 

CCPA_ 45DAY _01292 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W160-1

Guest
FreeText
W160-2

Guest
FreeText
W160-3



o We request clarification of the requirement for a "conspicuous link." Does it need to be in large 
font? Is having it at the bottom of the page (today's standard) sufficient to meet the conspicuous 
requirement? 

Business Practices for Handling Consumer Requests 

• Methods for Submitting Requests to Know and Requests to Delete 
0 We believe that section (C)(2) goes beyond the scope of CCPA. The proposed regulations state 

that a consumer may request a covered entity delete any personal information collected or 
maintained by the business. We believe CCPA provides this right only to the extent that the 
information was collected directly from the consumer. 

0 The proposed regulations list mail as an acceptable method for submitting requests to know and 
delete, but overlook a critical issue of postal mail when responding to requests to know and delete. 
Mail can be easily intercepted or lost. We request a reexamination of this requirement as it would 
be impossible to submit personal information to a consumer in the mail while also observing 
reasonable security measures. 

0 We request clarity on the proposed regulation that would prevent, at any time, a business from 
disclosing certain specific pieces of information (e.g. social security numbers). Is it possible to 
disclose some portion of the information (e.g. partial social security numbers) or does this 
information need to be totally masked? 

0 Section (d)(3) requires the deleting of data from archives or backup drives. This is very difficult to 
do, and as such, we request clarity on what is meant by "until the archived or backup system is 
next accessed or used." Does this mean when data is next written to the archive or back-up, or 
when data is retrieved from the archive or backup? 

0 Section (d)(S) requires businesses to "maintain a record of the request." We request clarification of 
what this record would look like. Is it metadata around the request or is it a record of the actual 
retained personal information? 

General Rules Regarding Verification 
• Section (b)(2) states that the collecting of certain personal information should be avoided, (e.g., driver's 

license) unless necessary for the purpose of verifying the consumer's identity. We request clarity 
around how the necessity of collecting this information is determined. Our members require this type 
of information for non-account holders to verify their identity. 

Exclude Probabilistic Identifiers 
• We request that "probabilistic identifiers" be excluded from the definition of "unique identifier/unique 

personal identifier", one of the categories of "personal information," as these are, as their name 
suggests, merely predictive in nature and prone to inaccuracy. Identification of a particular consumer 
based on probabilistic identifiers is difficult, and businesses may find themselves inadvertently 
disclosing information of one consumer to another or deleting the wrong information. 

Classifying "inferences drawn" as personal information 
• It is currently unclear whether "personal information" includes non-public communications and content 

which uses or is based upon personal information, such as internally derived calculations (e.g., products 
and decisions generated by our member companies' proprietary underwriting algorithms to offer capital 
to customers). We request that this subdivision be clarified to exclude information that is internally 
derived or generated and necessary for the business purpose for which the information was collected, 
so our member companies can continue providing the products and services sought by our small 
business customers. 
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Metadata Around a Verifiable Consumer Request Must be Retained 
• When honoring a verifiable consumer request for deletion, it is essential that a business retain certain 

metadata from the request to document that the personal information has been properly deleted and ensure 
that particular customer's personal information is not re-stored in the future. If a business is not able to store 
such metadata, or unique identifiers or other information against which it can cross reference new data, it may 
inadvertently send marketing materials to a "new" customer that has previously asked to be deleted. 

Additional Guidance Needed on Verifying Requests 
• The CCPA allows consumers to lodge a verifiable consumer request with a business whether or not they 

maintain an account with the business. We request clarification on how a business is expected to verify 
requests from consumers that are not customers or accountholders of the business. For example, many of 
our members purchase marketing lists containing personal information about consumers that are candidates 
to receive direct mail about commercial lending products. If such a consumer submits a request to a business, 
the business may not be able to verify the request, as the only information the business has about the 
consumer is often publicly available and insufficient by itself to verify the consumer's identity. Additionally, 
marketing databases frequently contain inaccuracies and may be unreliable for verification. Businesses 
cannot comply with consumer requests without clearer guidelines on the scope of verifiable requests, as they 
otherwise risk sharing personal information with consumers that are unverified or not properly verified. 

Timeframe for Deleting Data Upon Consumer Request 
• CCPA and the proposed regulations provide for a very tight 60-day timeframe for businesses to respond to 

and act upon a request from a consumer to delete data. For smaller companies like ILPA members, 60 days 
is a very short window to respond. Unlike large internet and technology companies, our members have very 
limited resources to handle individual tech requests. We respectfully request expanding this timeframe to at 
least 90 days to give smaller businesses more flexibility to properly comply with consumer requests. 

We thank you for the opportunity to present our concerns with the proposed regulations for CCPA on behalf of our 
members and we would be happy to meet with you at your convenience to discuss these issues as you work towards 
clarifying guidance. 

Sincerely, 

Scott Stewart, CEO 
Innovative Lending Platform Association 
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Message 

From: Alex Propes [ 
Sent: 12/6/2019 9:05:43 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Interactive Advertising Bureau Comments on Proposed CCPA Regulations 
Attachments: IAB Comments on Proposed CCPA Regulations.pdf 

Please find attached written comments by the Interactive Advertising Bureau in response to the proposed CCPA 
regulations. We appreciate this opportunity to submit these comments and if you have questions, please contact us. 

Kind regards, 

Alex Propes 
Senior Director, Public Policy & International 
Interactive Advertising Bureau 
Office: 
Mobile: 
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iab. 
December 6, 2019 

California Office of the Attorney General 
ATTN: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Submitted via privacyregulations@doj .ca.gov 

RE: California Consumer Privacy Act Proposed Regulations 

The Interactive Advertising Bureau ("IAB") provides these comments on the proposed 
regulations issued by the California Attorney General ("AG") on October 11, 2019 to implement 
the California Consumer Privacy Act ("CCP A"). 

Founded in 1996 and headquartered in New York City, the IAB (www.iab.com) 
represents over 650 leading media and technology companies that are responsible for selling, 
delivering, and optimizing digital advertising or marketing campaigns. Together, our members 
account for 86 percent of online advertising in the United States. In California, we contribute 
$168 billion to the state gross domestic product and support over 478,000 full-time jobs in the 
state. 1 Working with our member companies, the IAB develops technical standards and best 
practices and fields critical research on interactive advertising, while also educating brands, 
agencies, and the wider business community on the importance of digital marketing. The 
organization is committed to professional development and elevating the knowledge, skills, 
expertise, and diversity of the workforce across the industry. Through the work of our public 
policy office, the IAB advocates for our members and promotes the value of the interactive 
advertising industry to policymakers and legislators across the country. 

The modem U.S. economy is dependent on data, and consumers derive substantial 
benefit from the data-driven economy. The free flow of data and information online benefits 
consumers by enabling access to innovative and informative content, as well as products and 
services. and by subsidizing the vast and varied offerings that are available to consumers through 
the Internet. Data-driven advertising plays a substantial role in this ecosystem by making it 
possible for businesses to provide low or no cost content and services to consumers through 
video, news, music, and much more. In fact, a recent study by Harvard Business School 
Professor John Deighton found that in 2016, the U.S. ad-supported Internet created 10.4 million 
jobs and the data-driven ad industry added 1.121 trillion to the U.S. economy, doubling its 
contribution over just four years and accounting for 6 percent of U.S. gross domestic product. 2 

Other studies and surveys show that consumers are aware that online products and services are 
enabled by data collected about their interactions and behavior online, and they support that 
exchange of value. For instance, a Zogby survey commissioned by the Digital Advertising 
Alliance found that 85 percent of consumers surveyed stated they like the ad-supported Internet, 

1John Deighton, The Economic Value ofthe Advertising-Supported Internet Ecosystem (2017), available at 
https ://www.iab.com/insights/ economic-value-advertising-supported-internet -ecosystem/. 
2 Id. 
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and 75 percent indicated that they would greatly decrease their engagement with the Internet if 
another model were to take its place.3 

IAB broadly supports the CCPA's, and the proposed regulations', purpose and intent to 
enhance consumer privacy by providing transparency and choice about the use of personal 
information. However, certain provisions of the proposed rules stray from or contradict the text 
of the CCP A itself Other provisions, as drafted, may ultimately reduce consumer choice and 
undermine privacy, rather than advancing it. Finally, a few provisions set forth entirely new 
obligations for businesses that will be excessively burdensome to implement. IAB urges the AG 
to consider consumers' support for the ad-driven Internet model and asks the AG to update the 
proposed rules so they empower consumers by giving them increased choices and control over 
online data. IAB provides the following comments below, addressing specific provisions of the 
proposed rules that should be updated or clarified to further consumer choice and privacy and 
enable business compliance with the law. 

I. Allow Businesses the Flexibility to Provide Effective Notices At or Before the 
Point of Personal Information Collection 

The proposed regulations provide information about how businesses must comply with 
the CCP A requirement to, "at or before the point of [personal information] collection, inform 
consumers as to the categories of personal information to be collected and the purposes for 
which the categories of personal information shall be used." 4 As described in more detail below, 
IAB asks the AG to update the proposed regulations so they better align with the text of the 
CCPA and allow businesses flexibility in the mechanisms they may use to meet this requirement. 

a. Clarify that notices may be visible at the time personal information is collected 

The CCPA requires businesses that collect personal information to provide a notice at or 
before the point of collection of the categories of personal information the business collects and 
the purposes for which the categories are used. 5 The proposed regulations helpfully state that 
businesses that collect personal information from consumers online may give such a notice by 
providing a link to the section of the business's privacy policy that contains the required 
information.6 However, the proposed regulations also state that the notice must "[b ]e visible or 
accessible where consumers will see it before any personal information is collected."7 This 
contradicts the CCPA, which clearly requires a notice at or before the point of personal 
information collection. We ask the AG to update this provision in the proposed regulations to 
reflect the statute. 

In addition, the AG' s draft rule does not align with common market practice online. A 
business typically begins collecting personal information when a consumer visits an online 

3 DAA, Zogby Analytics Public Opinion Survey on Value ofthe Ad-Supported Internet Summary Report (May 
2016), located at 
https :/ /digitaladvertisingalliance. org/ sites/aboutads/files/D AA files/Zogby AnalyticsConsumerValue Study2016. pelf. 
4 Cal. Civ. Code§ 1798.lO0(b). 
s Id. 
6 Cal. Code Regs. tit. 11, § 999.305(c) (proposed Oct. 11, 2019). 
7 Id. at§ 999.305(a)(2)(e) (emphasis added). 
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website, service, or mobile application owned by the business. It is therefore difficult to imagine 
how a business could serve a notice to a consumer before the point of personal information 
collection. As such, we ask the AG to modify Section 999.305(a)(2)(e) of the draft regulations 
to clarify that notice at or before the point of collection must be visible at the time ofor before 
any personal information is collected. This update would bring the proposed regulations into 
conformity with the CCPA' s text and better reflect what is possible given the realities of the 
online data-driven ecosystem. 

b. Clarifj; that businesses may make new uses ofcollected personal information by 
providing notice ofthe ne1-v use to the consumer 

The CCPA states that a business may not "collect additional categories of personal 
information or use personal information collected for additional purposes [ other than those 
identified in the notice at collection] without providing the consumer with notice" of such new 
categories of personal information or additional purposes. 8 However, the proposed regulations 
state that "[i]f the business intends to use a consumer's personal information for a purpose that 
was not previously disclosed to the consumer in the notice at collection, the business shall 
directly notify the consumer of this new use and obtain explicit consent from the consumer to 
use it for this new purpose."9 This "explicit consent" requirement in the proposed regulations 
does not align with the CCPA's text, which focuses exclusively on notice to the consumer and 
does not refer to explicit consent. This point is further supported by the CCPA's definition of 
one of the exceptions to the "sale" definition where a third party assumes control of a business 
and makes a material change to the privacy policy, noting a prominent notice requirement, but 
not mentioning a consent requirement. 10 We ask the AG remove the following language "and 
obtain explicit consent from the consumer to use it for this new purpose" as it exceeds the scope 
of the CCPA's statutory language. 

The requirement to obtain "explicit consent" for a new use of personal information 
moves beyond the CCPA's text and imposes a substantial requirement on businesses that was not 
intended by the California legislature when it considered and passed the CCP A. Such a 
requirement also would lead to an inconsistency in the CCP A requirements on when new data 
use occurs by a business versus a third party that assumes control of a business. Furthermore, 
this provision of the proposed regulations is clearly outside of the scope of the CCPA, as the law 
itself only requires businesses to notify consumers of a new use of data and does not require 
"explicit consent." IAB therefore asks the AG to revise the proposed regulation in line with the 
CCPA's text and remove the proposed requirement that businesses need to obtain "explicit 
consent" for such new uses. 

c. Allow third parties to rely on attestations from data suppliers stating that 
consumers were given notice and choice consistent with the CCPA 

According to the proposed regulations, although a business that does not collect 
information directly from consumers does not need to provide a notice at collection, such a 

8 Cal. Civ. Code§ 1798.lO0(b). 
9 Cal. Code Regs. tit. 11, § 999.305(a)(3) (proposed Oct. 11, 2019) (emphasis added). 
10 Cal. Civ. Code§ 1798.140(t)(2)(D). 
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business must take certain specific actions before selling personal information.11 Before selling 
personal information, a business that does not collect information directly from consumers must 
either: (1) contact the consumer to provide notice of sale and notice of the right to opt-out of 
sale, or (2) confirm that the source provided a notice at collection, obtain signed attestations 
describing how the source provided such a notice, obtain an example of the notice, retain the 
attestations and example notices for at least two years, and make them available to consumers 
upon request. 12 IAB asks the AG to amend the proposed regulations so that businesses may rely 
on signed attestations from their immediate data suppliers that the consumer was given notice of 
personal information sale and an opportunity to opt-out only, and need not obtain samples of the 
notices that were provided to consumers, retain them, or make them available to consumers upon 
request. IAB also asks the AG to confirm that the attestations companies receive, and the 
example notices they may be required to maintain do not need to be returned to consumers in 
response to CCP A access requests. 

Allowing entities to obtain contractual representations from their immediate data 
suppliers that the consumer was notified of personal information sale and the right to opt-out of 
such sale provides the same consumer benefits as requiring businesses to maintain an example of 
the notice that was actually provided to the consumer. The requirement to retain examples of the 
notice provided to consumers and to make them available at a consumer's request is 
unmanageable for businesses, as they could have to maintain thousands if not millions of notices. 
For example, in the programmatic advertising context where billions of data exchanges occur on 
a second-by-second basis, businesses would have no reasonable way to pass model notices to 
entities in the ecosystem that receive data. In addition, this provision could be interpreted to 
require businesses to pass example notices down the chain from the original source of data to 
other businesses who may receive personal information, which is an unrealistic and potentially 
impossible burden for businesses to meet. Consumers receive little if any additional benefits 
from the example notice requirement, as consumers receive the same level of transparency and 
choice through requiring businesses to obtain attestations that consumers were given such 
notices. Moreover, requiring businesses to obtain examples of the consumer notices that were 
provided and retain this information for two years would require companies to amend 
agreements that have recently been amended under prior interpretations of the CCP A. 

In addition, IAB urges the AG to update the proposed rules so that businesses are not 
obligated to return the sample notices they may be required to maintain or the attestations they 
receive from data sources to consumers in response to access requests. The California legislature 
determined that businesses are not required to disclose particular data sources to consumers in 
response to access requests by expressly stating that the access right requires the disclosure of 
categories of sources of personal information and not the particular data sources themselves. In 
addition, a requirement to return attestations and sample notices to consumers in response to an 
access request runs the risk of exposing confidential or proprietary business terms to the public. 
Moreover, in a practical sense, it is unworkable for businesses to have to link individual data 
points to consumers and contractual terms. 

11 Cal. Code Regs. tit. 11, § 999.305(d) (proposed Oct. 11, 2019). 
12 Id. 
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IAB asks the AG to clarify that businesses may rely on signed attestations from their 
immediate data suppliers that the consumer was given notice of the personal information sale and 
an opportunity to opt-out. IAB also asks the AG to clarify that a business is not required to 
produce the attestations it receives from data sources or sample notices it may be required to 
maintain to a consumer in response to an access request. 

To provide clarity on additional business cases, we would also ask that the AG clarify 
that a third party, without knowledge of presentation of an opt-out, may present the opt-out 
opportunity to the consumer, so long as the consumer has adequate notice of the third party's 
collection of the data at the time of collection. In this way, a third party may provide the opt-out 
service to its customers' consumers who are in the position of direct collection. 

II. Remove the Requirement to Provide an Estimate of the Value of Consumer Data 
and the Method of Calculating the Value of Consumer Data in a Notice of 
Financial Incentive 

If a business offers a financial incentive or a price or service difference to a consumer in 
exchange for the retention or sale of personal information, the proposed regulations require the 
business to provide a notice to the consumer that includes: (1) a good-faith estimate of the value 
of the consumer's data that forms the basis for offering the financial incentive or price or service 
difference; and (2) a description of the method the business used to calculate the value of the 
consumer's data. 13 IAB respectfully asks the AG to remove the requirement to provide an 
estimate of the value of the consumer's data and the method of calculating such value, as these 
obligations are not contemplated by the CCPA itself, would be difficult if not impossible for a 
business to provide, and could potentially reveal confidential or proprietary information about 
the business's internal practices and economic assessments. 

First and foremost, the requirement to provide an estimate of the value of the consumer's 
data and the method of calculating such data is extralegal. These provisions of the proposed 
regulations represent brand new business obligations that were not included in the text of the 
CCPA itself Businesses have spent over a year preparing for the CCP A's effective date of 
January 1, 2020. Adding substantial and disruptive new requirements to the CCPA, such as 
these requirements related to financial incentives, less than three months before the law will go 
into effect causes significant compliance complications and challenges for businesses of all sizes. 

Second, it may be impossible for businesses to comply with the requirement to provide 
an estimate of the value of the consumer's data, because data lacks clear, objective value. 
Academics have come up with wildly different estimates for the value of data-enabled services, 14 

and experts are likely to come up with differing values for these services in the future as well. 

Finally, the requirement to provide an estimate of the value of the consumer's data and 
the method for computing such value could expose confidential, proprietary business information 

13 Id. at§ 999.307(b)(5). 
14 Asha Saxena, What is Data Value and should it be Viewed as a Corporate Asset? (2019), located at 
https://www.dataversity.net/what-is-data-value-and-should-it-be-viewed-as-a-corporate-asset. 
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or put a business's competitive position at risk. 15 Despite the challenges of estimating the value 
of the consumer's data, the method by which a business values personal information associated 
with a consumer in order to comply with their obligations under the proposed rule may constitute 
proprietary information about the business's commercial practices. Forcing businesses to reveal 
such confidential, secret information could harm businesses' ability to compete in the 
marketplace, as competitors and customers would become aware of the value a business has 
assigned to the data it maintains. Obligating businesses by law to reveal this information could 
harm the economy and healthy business competition by forcing companies to reveal confidential 
information. 

For the foregoing reasons, IAB asks the AG to remove the proposed regulations' 
requirement that a business must, in a notice of financial incentive, provide an estimate of the 
value of the consumer's data and the method by which it calculated such value. This directive 
constitutes a requirement that goes far beyond the requirements of the CCP A itself 
Furthermore, the requirement could be impossible for businesses to effectuate and would risk 
distorting business competition. 

Ill. Ensure Requirements for Requests to Know and Delete Align with the CCPA's 
Text, Consider Real-World Implications, and Empower Consumer Choice 

Certain provisions in the proposed regulations set forth rules about consumer requests to 
know and requests to delete that do not align with the CCP A, and other portions of the proposed 
regulations fail to consider significant real-world outcomes associated with their requirements. 
Finally, some of the provisions thwart consumers' ability to make choices and require businesses 
to take action on personal information in ways that may not be approved by the consumer. IAB 
requests that the AG update the proposed rules, as further described below, to conform them with 
the CCPA' s text, better align them with practical realities, and empower consumers to make 
meaningful choices that businesses must respect. 

a. Consistent with the text ofthe CCPA, enable businesses that have direct consumer 
relationships and operate exclusively online to provide an email address only for 
consumers to submit CCPA requests to know 

The CCPA, as recently amended by California AB 1564,16 states that "[a] business that 
operates exclusively online and has a direct relationship with a consumer from whom it collects 
personal information shall only be required to provide an email address for submitting requests 
for information required to be disclosed pursuant to Sections 1798.110 and 1798.115."17 

However, the proposed regulations state that "[a] business shall provide two or more designated 
methods for submitting requests to know, including, at a minimum, a toll-free telephone number, 
and if the business operates a website, an interactive webform accessible through the business's 

15 IAB also respectfully disagrees with the AG's assessment that providing consumers with these calculations will 
provide meaningful information about the costs and benefits of the financial incentive to the consumer specifically. 
See Initial Statement of Reasons at 12. The calculations described in the proposed regulation reflect the value 
proposition to the business, not to the consumer. 
16 AB 1564 (Cal. 2019). 
17 Cal. Civ. Code§§ 1798.lOS(a), (c). 
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website or mobile application." 18 The CCPA and proposed regulations are therefore directly at 
odds, as the CCPA requires businesses with direct consumer relationships that operate 
exclusively online to provide an email address only for consumers to submit requests to know, 
while the proposed regulations require a toll-free number and an interactive webform for 
businesses to receive such requests. IAB asks the AG to conform the proposed regulations to the 
text of the CCPA and clarify that businesses who maintain direct relationships with consumers 
and operate exclusively online must provide only an email address or webform for receiving 
consumer requests to know. 

b. Extend the time period 1-v ithin -which businesses must confirm receipt ofa request 
to know or delete andprovide information about how the business will process 
the request 

The proposed regulations state that "upon receiving a request to know or a request to 
delete, a business shall confirm receipt of the request within 10 days and provide information 
about how the business will process the request." 19 This requirement is impractical for 
businesses, as it provides insufficient time for a business to decide how it will process a request. 
Ten days does not allow enough time for a business to fully vet a request, verify the identity of 
the requestor, ascertain whether it must avail itself of a permitted exception to fulfilling the 
request, or take any other due diligence steps necessary to be able to provide an accurate 
description of how it will process the request to the consumer. IAB therefore asks the AG to 
extend the time period within which businesses must confirm receipt of a request to know or a 
request to delete and provide information about how it will process a request. IAB suggests the 
AG extend the period to thirty days, which is a time period within which businesses must comply 
with consumer requests under other privacy regimes, such as the General Data Protection 
Regulation. 

Furthermore, we ask that a business's request for information to verify a consumer's 
identity before effectuating a consumer request tolls or pauses the 45-day window within which 
the business must respond to the request. Consumer verification is necessary for businesses to 
accurately effectuate consumers' CCP A rights. Robust and accurate verification is in the interest 
of consumers, because without it, businesses run the risk of erasing or returning data that does 
not pertain to the requesting consumer. 

c. Confirm that businesses need not delete personal information ifmaintaining it is 
necessary to provide expected subscription messages 

The CCP A requires businesses to delete "any personal information about the consumer 
which the business has collected from the consumer" upon receipt of a verifiable consumer 
request. 20 The law exempts businesses from the need to delete personal information if 
maintaining it is necessary for the business to "provide a good or service ... reasonably 
anticipated within the context of a business's ongoing business relationship with the consumer, 
or otherwise perform a contract with the consumer," 21 but it does not explain what conduct can 

18 Cal. Code Regs. tit. 11, § 999.312(a) (proposed Oct. 11, 2019). 
19 Id. at§ 999.313(a). 
2°Cal. Civ. Code§§ 1798.lOS(a), (c). 
21 Id. at § 1798. lOS(d)(l ). 
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be considered "reasonably anticipated" within an "ongoing business relationship" with a 
consumer. IAB asks the AG to clarify this CCPA exception to the deletion right so that 
businesses may continue to provide expected subscription messages to consumers that are 
reasonably anticipated within the context of the business's ongoing relationship with a consumer. 

We urge the AG to clarify what is "reasonably anticipated within the context of a 
business's ongoing business relationship with the consumer." Such a regulation should 
explicitly confirm that expected subscription messages are reasonably anticipated within an 
ongoing business relationship with a consumer that maintains a subscription with the company 
following a deletion request. If a consumer maintains a subscription with a company after 
requesting that the company delete the consumer's personal information, it is reasonable for the 
company to assume the consumer did not mean to cancel his or her subscription. As such, the 
AG should clarify that requests to delete personal information do not require businesses to delete 
information they would need to provide consumers with messages they expect to receive during 
the course of a subscription arrangement with a business. Such a rule would advance consumer 
privacy by reducing uncertainty around the kinds of data businesses must delete in response to a 
verifiable request. It would also provide further clarity for businesses with respect to their 
obligations under federal privacy laws on direct marketing. 

d. Remove the requirement to treat deletion requests as requests to opt-out ofthe 
sale ofpersonal information ifa requestor 's identity cannot be verified 

Per the proposed regulations, if a business cannot verify the identity of a requestor who 
has submitted a request to delete, the business may deny the request to delete. 22 The business 
must then "inform the requestor that their identity cannot be verified and shall instead treat the 
request as a request to opt-out of sale."23 This requirement essentially forces businesses to act in 
ways that may not align with consumer choices or preferences. A consumer request to delete 
personal information does not mean that the consumer would agree to the business transforming 
that request into a request to opt-out of the sale of personal information. Furthermore, the 
requirement to transform unverifiable requests to delete into requests to opt-out of personal 
information sale ignores the fact that if a business cannot verify a consumer request, it may not 
be able to associate the requestor with any personal information to opt-out from sale. As such, 
IAB asks the AG to reconsider the requirement to act on unverifiable requests to delete as if they 
are requests to opt-out of personal information sale, as this mandate does not honor consumer 
preferences or acknowledge practical realities associated with unverifiable consumer requests. 

The AG's proposed rule requiring businesses to pass opt-outs to third parties to whom 
they have sold personal information in the past 90 days would mean that unverified deletion 
requests that are converted into opt-out requests could have extremely broad and far-reaching 
implications for consumers. This result may not align with a consumer's expectation when 
submitting a request to delete. While a request to delete has effects for the business that receives 
the request, a request to opt-out has effects for third parties and the consumer, as third parties 
who receive consumer data may be providing consumers with products and services. If, as 
suggested in the Initial Statement of Reasons, the AG' s goal is to "at least [prevent] the further 

22 Cal. Code Regs. tit. 11, § 999.313(d)(l) (proposed Oct. 11, 2019). 
23 Id. 
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proliferation of the consumer's personal information in the marketplace," this can be solved 
through directing the consumer to opt-out of the sale of their personal information in 
correspondence with the consumer. 24 Otherwise, transforming consumer requests to delete into 
requests to opt-out if a request cannot be verified runs the risk of thwarting consumer choice and 
forcing businesses to act in ways that do not align with a consumer's wishes. 

In addition, if a business cannot verify a consumer request to delete, the business may not 
be able to associate that consumer with any personal information it maintains in order to 
facilitate an opt-out. If a business cannot verify a consumer, it cannot ascertain that the 
consumer making the request is a consumer about whom it maintains personal information in its 
systems. As such, the lack of verification presents a challenge for businesses in their efforts to 
effectuate both consumer requests to delete and requests to opt-out, as businesses must achieve a 
certain level of consumer verification for both requests to ensure they are acting on the correct 
consumer's data in their systems. As a result, the proposed regulations' requirement that 
businesses transform unverifiable consumer requests to delete into requests to opt-out of personal 
information sale does not take into account that the lack of verification could thwart the 
business's ability to opt the consumer out from personal information sale just as it thwarts the 
business's ability to delete consumer personal information. 

Because the requirement to tum unverifiable requests to delete into requests to opt-out of 
personal information sale could contradict consumer preferences, and because businesses will 
have the same difficulties effectuating unverified requests to opt-out as they will unverified 
requests to delete, IAB asks the AG to reconsider the provision that requires businesses to 
transform unverified requests to delete into requests to opt-out. Removing this requirement from 
the proposed regulations will ensure that consumer choices are not hindered by businesses taking 
unilateral actions to transform their requests. 

e. Retain the deletion exception for archival and backup systems and the ability for 
businesses to present consumers with granular deletion choices 

The proposed regulations helpfully clarify that a business can comply with a consumer's 
request to delete by "erasing the personal information on its systems with the exception of 
archived or back-up systems."25 IAB appreciates the AG' s recognition of the challenges 
associated with fulfilling consumer requests as they relate to data in archival and backup 
systems. As IAB highlighted in its pre-rulemaking comments to the AG in March, if consumer 
requests can reach data held on backup or archival systems, the costs associated with these 
requests would be excessive. In addition, if deletion requests were required to reach such 
systems, businesses' ability to rebound from data failures and comply with legal obligations 
would be severely limited. 

However, the proposed regulations state that a business "may delay compliance with [a] 
consumer's request to delete, with respect to data stored on the archived or backup system, until 
the archived or backup system is next accessed or used." While IAB supports the AG's 
consideration of the challenges associated with data deletion in certain storage scenarios, we 

24 See Initial Statement of Reasons at 20. 
25 Id. at§ 999.313(d)(3). 
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recommend that archived and backup systems be fully exempted from consumer deletion 
requests by removing the proposed obligations that apply when archived and backup systems are 
next accessed or used. 26 

In addition, the proposed regulations note that "[i]n responding to a request to delete, a 
business may present the consumer with the choice to delete select portions of the personal 
information only if a global option to delete all personal information is also offered, and more 
prominently presented than the other choices."27 IAB supports this provision, as it gives 
consumers the ability to delete granular pieces of personal information and does not force them 
to make all-or-nothing choices when it comes to personal information deletion. IAB 
recommends retaining this option when the AG finalizes its rules implementing the CCP A 

f Clarifj; that a business may provide only the data "as of" the date ofthe request 
instead of "as of" the date ofthe disclosure 

Businesses with large amounts of data to query to fulfill the consumer's data request 
cannot practically query their data and render it in real time. If the data is gathered that is on 
hand on the date the consumer makes the request and any new data would be similar, the 
consumer has received the transparency contemplated by the law. The AG should permit this to 
allow different types of businesses the ability to comply with the law. 

IV. Update the Service Provider Limitations to Conform with Permissible Business 
Purposes Enumerated in the CCPA 

The proposed regulations state that "[a] service provider shall not use personal 
information received either from a person or entity it services or from a consumer's direct 
interaction with the service provider for the purpose of providing services to another person or 
entity."28 This language is qualified by two exceptions: "A service provider may, however, 
combine personal information received from one or more entities to which it is a service 
provider, on behalf of such businesses, to the extent necessary to detect data security incidents, 
or protect against fraudulent or illegal activity."29 Taken together, these provisions could be read 
to prohibit service providers from using data for the full range of internal operations purposes for 
which they are permitted to use it under the CCP A As such, IAB requests that the AG revise 
these proposed rules to reflect that using personal information received from a person or entity a 
service provider services for the purpose of providing services to another person or entity is a 
permissible "business purpose" under the CCP A This change could be accomplished by adding 
an additional exception for a service provider "to perform services that fulfill a business purpose, 
so long as such use is for the benefit of the business, is described in the written contract between 
the business and service provider, and is consistent with the CCPA." 

The draft regulations limit service providers' permissible uses of data in ways that 
contradict the statutory definitions of "service provider" and "business purpose." The text of the 
CCPA explicitly permits disclosures to "service providers" for a list of enumerated "business 

26 Cal. Code Regs. tit. 11, § 999.313(d)(3) (proposed Oct. 11, 2019). 
27 Id. at§ 999.313(d)(7). 
28 Id. at§ 999.314(c). 
29 Id. 
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purposes" under the statute.3° The statute then defines "business purpose" to include both a 
business's or a service provider's operational purposes or other notified purposes. 31 As such, so 
long as a permissible service provider "business purpose" is authorized as part of the contracted
for "services" provided to the business, the CCPA permits a service provider to use the personal 
information it receives for such a business purpose. 

Because a service provider's business purposes may include using personal information 
for the benefit of one business in a way that may also benefit other businesses, the CCP A is best 
interpreted to permit a service provider to use personal information it receives to provide services 
to all of its business partners, as long as such use is for the benefit of the business that provides 
the information to the service provider, is performed for a valid business purpose, and is 
otherwise consistent with the CCPA. However, the proposed regulations depart from the CCPA 
text, as they seem to prohibit service providers from using personal information they receive 
from one entity to provide services to another entity, even if such use stands to benefit the 
business that provided the personal information to the service provider for a business purpose. 

Moreover, the draft regulations improperly read out of the statute that the definition of 
"business purpose" includes the use of personal information for the "service provider's 
operational purposes or other notified purposes."32 The activities included in the list of business 
purposes (i.e., performing services on behalf of the business or service provider, including 
providing advertising or marketing services, providing analytic services, or providing similar 
services) require the combination and use of personal information received from and for the 
benefit of multiple businesses. Focusing solely on the business purposes of the business renders 
the CCPA's text meaningless, and potentially invalidates several activities included in the 
definition of permissible business purposes under the law. As such, IAB asks the AG to clarify 
that a service provider may use personal information if the usage is within the scope of a 
"business purpose" as authorized as part of the contracted-for "services" provided to the 
business, or necessary for the service provider's own operational purposes and is otherwise 
consistent with the requirements of the CCP A 

Importantly, if the AG were to maintain the proposed restrictions on service providers, 
the AG has not conducted an adequate standardized regulatory impact analysis ("SRIA"). 33 The 
SRIA submitted with the draft regulations is entirely silent on the likely detrimental impact of 
restricting service providers from performing services for a business purpose. 34 As a result, the 
SRIA fails to consider possible "elimination of existing businesses within the state" or 
"competitive ... disadvantages for businesses currently doing business within the state," falling 
far short of the mandatory analysis required by the California Administrative Procedure Act. 35 

3 °Cal. Civ. Code§§ 1798.140(d), (v). 
31 Id. at§ 1798.140(d). 
32 Id. 
33 See Cal. Gov. Code§ ll346.3(c). 
34 See Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations (Aug. 
2019), at 17 (hereinafter "SRIA") (concluding with regard to the draft regulations pertaining to service providers, "all 
other economic impacts associated with language in Article 3 are assumed to be attributable to the CCP A and are 
therefore included in the regulatory baseline."). 
35 Cal. Gov. Code§ ll346.3(c)(l)(B), (C). 
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V. The AG Should Confirm That Section 999.314(c) Does Not Limit Businesses 
from Collectively Engaging Service Providers to Conduct Necessary Operational 
Activities Pursuant to "Business Purposes" 

Additionally, upon IAB's review of Section 999.314(c), we do not see that it applies to or 
otherwise conflicts with the ability of multiple "businesses" that have collectively engaged 
service providers through the same contract or otherwise to conduct certain operational activities 
pursuant to "business purposes" that involve the combination of personal information. In such 
circumstances, Section 999.314(c) does not apply because these activities fulfill the "commercial 
purposes" of the contracting businesses, rather than serve the "commercial purposes" of the 
service providers. While we see no conflict with the existing language in such circumstance, 
IAB respectfully requests that the following clarifying language be added to Section 999.314(c): 

Notwithstanding the above restrictions, sen,ice providers that are 
engaged jointly or collectively on beha(f of two or more businesses to 
fulfill necessary business purposes can combine, use, and share 
personal information as long as such activities are consistent with the 
commercial purposes of the businesses rather than the commercial 
purposes ofthe service providers. 

This clarification is consistent with the express language of the CCPA permitting service 
providers to use personal information for operational and permitted business purposes,36 and 
supports the CCPA's privacy objectives to restrict a service provider from using personal 
information for its own "commercial purposes.'m The clarification also satisfies the underlying 
goal stated in the Initial Statement of Reasons to prevent advancing the "commercial interest" of 
the service provider, rather than fulfilling the contracted "business purpose."38 

The impetus for this clarification is the prevalence of joint engagements, operations or 
co-venture business models that hire service providers to support their joint activities. For 
example, companies may offer co-branded services wherein two companies provide a single 
offering to consumers. Similarly, businesses may enter into a joint agreement to provide a 
consistent user experience across digital platforms, devices, or internet domains. In these 
examples, the businesses require the ability to contract with a common set of service providers 
that, on behalf of the businesses, use personal information to support the businesses' operations 
(i.e., the businesses' commercial purposes for providing the services). 

For these reasons and to avoid any confusion or unnecessary disruption of multiple 
industries that rely on service providers to work jointly to assist a business, IAB urges the AG to 
clarify that Section 999.314(c) does not prohibit businesses from collectively engaging service 
providers to perform operations necessary for the businesses' commercial purposes, such as in 
joint or co-venture arrangements. 

36 Cal. Civ. Code§§ 1798.140(d), (v). 
37 See Cal. Civ. Code§ 1798.140(v). 
38 Initial Statement of Reasons at 22. 
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VI. Consumer Opt-Outs Should Empower Consumers 

IAB recommends that the AG make changes to the draft regulations' provisions related to 
opt-out requests so that they conform with the CCP A's text, as requirements that are not 
supported by the law's text do not further the California legislature's intent in enacting the 
CCPA. 

a. Requiring businesses to honor browser plugins or settings goes beyond the scope 
ofthe CCP A and creates significant compliance challenges that could impede 
consumer choice 

The proposed regulations state that "[i]f a business collects personal information from 
consumers online, the business shall treat user-enabled privacy controls, such as a browser 
plugin or privacy setting or other mechanism, that communicate or signal the consumer's choice 
to opt-out of the sale of their personal information as a valid request submitted ... for that 
browser or device, or, if known, for the consumer."39 This proposed regulation exceeds the 
CCPA's scope, imposing new substantive requirements on businesses that the legislature has 
previously considered and elected to not include. 40 We request that the AG remove this 
requirement, or alternatively, where a business offers a "Do Not Sell My Info" link and a means 
to opt-out from sale, the business is not required to treat the proposed controls as an opt-out. 
Such an approach would be consistent with the approach taken by the legislature when it 
amended the California Online Privacy Protection Act. 

At this juncture, it would be premature to regulate in this area or mandate that every 
business comply with each type of signal developed to facilitate CCP A compliance. Given that 
no standard technology currently exists for such browser plugins or privacy settings, it is not 
clear what browser plugins or privacy signals should be honored or how they should be honored. 
Absent standard technical and policy protocols around how to honor such signals, the proposed 
regulations would give rise to different signals and interpretations and result in confusion among 
businesses and consumers alike. 

The AG takes the position that in the absence of mandatory support for privacy controls, 
"businesses are likely to reject or ignore consumer tools."41 As the CCPA comes into effect in 
2020, IAB expects to see market forces leading to strong demand for compliance solutions that 
can facilitate both consumer choice and business compliance. Throughout the online ecosystem, 
IAB also expects to see consumers take advantage of multiple compliance solutions, informed by 
privacy notices directing consumers on how to communicate their privacy choices. 

If the AG chooses to maintain this requirement, we suggest that the AG alter it so that a 
business engaged in the sale of personal information must either abide by browser plugins or 
privacy settings or mechanisms, or may not honor such settings if the business includes a "Do 
Not Sell My Personal Information" link and offers another method for consumers to opt-out of 
personal information sale by the business. This approach affords consumers with robust choice 
and control over the sale of personal information. Browser-based signals or plugins would 

40 See [CalOPPA & September 2018, 2019 amendments to CCPA] 
41 See Initial Statement of Reasons at 24. 
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broadcast a single signal to all businesses opting-out a consumer from the entire data 
marketplace. It is not possible through these settings for a consumer to make discrete choices 
among businesses allowing the consumer to restrict certain businesses while permitting other 
businesses to transfer data to benefit the consumer. In addition, it is not possible for a business 
to verify if a consumer set the browser setting or some intermediary did so without the 
authorization of the consumer. 

b. Remove the requirement to communicate opt-out requests to third parties that 
received the consumer's personal information within the prior ninety days 

As noted above in Section III( d), the proposed regulations require a business that receives 
an opt-out request to notify all third parties to whom it has sold personal information about the 
consumer making the opt-out in the past 90 days prior to the request that the consumer has opted 
out and instruct those third parties not to further sell the information. 42 IAB asks the AG to 
withdraw this proposal because it has no basis in the CCPA's statutory text and would result in 
negative consequences for consumers by amplifying, without a reasonable basis, the consumer's 
opt-out request aimed at just one business. 

The proposed rule is not supported by the CCPA's text and goes beyond the proper scope 
of the AG's rulemaking authority. The CCPA states that a consumer has "the right, at any time, 
to direct a business that sells personal information about the consumer to third parties not to sell 
the consumer's personal information."43 The plain language of the statute makes clear that the 
legislature intended the opt-out to apply to businesses only and did not grant consumers an opt
out right vis-a-vis third parties to whom personal information was already sold. Had the 
legislature intended the opt-out to have retroactive application to already sold personal 
information, it would have done so in the statute. 44 

The proposed rule also fundamentally changes the careful balancing of privacy rights 
with burdens on businesses, which the legislature decided upon with the CCPA Indeed, the 
definition of a "sale" indicates the sale takes place for "monetary or other valuable 
consideration." Obligating a business to later restrict a recipient from further selling personal 
information is a material retroactive change to the basis of the bargain upon which the personal 
information was "sold" for consideration. If the draft regulations impose obligations on the 
seller and buyer after the sale, the seller and buyer will essentially be required to agree to a 
contingent transfer subject to the receipt of do not sell requests. This contingency will impact 
the value of the personal information sold and the underlying consideration of the transaction. 
The legislature did not contemplate such an outcome. 

Additionally, the CCPA is structured in a manner that makes clear the legislature's intent 
that the opt-out applies to businesses and not to third parties. The CCPA only once refers to 

42 Cal. Code Regs. tit. 11, § 999.315(f) (proposed Oct. 11, 2019). 
43 Cal. Civ. Code§ 1798.120(a). 
44 See W Sec Bankv. Super. Ct., 933 P.2d 507,513 (Cal. 1997) (statutes will not "operate retrospectively unless the 
Legislature plainly intended them to do so."); see also Myers v. Philip Morris Cos., Inc., 50 P.3d 751, 759 (2002) 
("unless there is an express retroactivity provision, a statute will not be applied retroactively unless it is ver:v clear 
from extrinsic sources that the Legislature ... must have intended a retroactive application" (citations and quotation 
marks omitted; emphases in original)). 
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third party obligations regarding the handling of personal information that has been sold to the 
third party. 45 Otherwise, the CCPA focuses entirely on the obligations of businesses to provide 
the right to opt-out. 46 Through this emphasis on the obligations of businesses, the CCPA favors 
letting consumers make an opt-out choice up front before the personal information flows to third 
parties. 47 

The draft regulations are invalid to the extent that they exceed the scope of the AG' s 
statutory authority48 or read into the statute additional requirements that go beyond the statutory 
scheme of the CCPA. 49 It is true that the CCPA provides the AG with the ability to establish 
rules and procedures "to govern business compliance with a consumer's opt-out request."50 

However, that provision does not vest the AG with the authority to write rules that extend the 
scope of the opt-out beyond the plain language and clear intent of the statute such that the opt
out retroactively applies to third parties. 51 

In addition, the draft regulation will likely lead to consumer confusion around the 
meaning of the opt-out of sale request, with damaging economic effects. The proposal assumes 
that a consumer's desire to opt-out of one business's sale of personal information represents a 
request that the consumer would like to have this request applied retroactively to third parties to 
whom their personal information was already sold. It is not clear that a consumer would expect 
an opt-out of sale button to operate in this manner, and indeed, the consumer's actual intentions 
may be frustrated if the AG were to draw such an unfounded conclusion. Furthermore, 
obligating businesses to pass opt-out requests on to third parties and to instruct those third parties 
not to further sell information could have damaging effects on the Internet economy, as the free 
flow of data that powers the Internet will be stifled by a consumer expressing an opt-out choice 
aimed at one business only. 52 Consumers will receive fewer digital offerings and decreased 
access to products and services that interest them if this requirement becomes effective. 

45 See Cal. Civ. Code§ 1798.ll5(d). 
46 See Cal. Civ. Code§ 1798.120. 
47 See Cal. Civ. Code § l 798.120(b ). 
48 See In re JG., 159 Cal. App. 4th 1056, 1066 (2008) (invalidating correction department regulation which 
exceeded statutoiy authority). 
49 See Slocum v. State Bd. ofEqualization, 134 Cal. App. 4th 969, 981 (2005) (invalidating State Board of 
Equalization interpretative regulation because it acted to provide more relief than statutorily authorized); see also 
Sabatasso v. Superior Court, 167 Cal. App. 4th 791, 797 (2008) (invalidating penal regulation which went beyond 
scope of delineated statutoiy authority). 
5°Cal. Civ. Code§ 1798.185(a)(4)(B). 
51 See Home Depot, U.S.A., Inc. v. Contractors' State License Bd., 41 Cal. App. 4th 1592, 1600, 49 Cal. Rptr. 2d 
302, 306 (1996) ("A regulation cannot restrict or enlarge the scope of a statute" (citing Cal. Gov. Code§§ 11342. l, 
11342.2).); Ontario Cinty. Foundations, Inc. v. State Bd. ofEqualization, 35 Cal. 3d 811,816,678 P.2d 378,381 
(1984) ("[T]here is no agency discretion to promulgate a re.!:,'Ulation which is inconsistent with the governing 
statute."). 
52 The SRIA is also deficient on this point. See SRIA at 25-26. The SRIA indicates "[t]he incremental compliance 
cost associated with this regulation is the extra work required by businesses to notify third parties that further sale is 
not pemlissible." Id. at 25. Tllis comment overlooks the ripple effect as the opt-out of sale request will restrict uses 
of personal information including those generally occurring subsequent to the sale transaction. The SRIA should 
consider how restricting the sale of personal information by tllird parties in this way can "increase or decrease ... 
investment in the state." Cal. Gov. Code§ ll346.3(c)(l)(D). 
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Because the requirement to pass opt-out requests along to third parties is outside the 
scope of the CCP A and because of the negative effects such a requirement will have on 
consumers and the Internet economy alike, IAB asks the AG to remove this requirement from the 
proposed regulations. Doing so will help the CCPA better align with legislative intent and will 
stop the law from harming consumers by decreasing their ability to benefit from increased access 
to online products and services. 

VU. Provide Additional Flexibility for the Two-Step Requirement for Opting-In to 
the Sale of Personal Information 

Per the proposed rules, if a consumer wishes to opt-in to the sale of personal information 
after previously opting-out of such sale, the consumer must undertake a two-step process to 
confirm their choice to opt-in. 53 "Requests to opt-in to the sale of personal information shall use 
a two-step opt-in process whereby the consumer shall first, clearly request to opt-in and then 
second, separately confirm their choice to opt-in."54 This two-step requirement creates 
unnecessary friction in the user experience and makes it more difficult for businesses to take 
action to effectuate a consumer's valid choice to opt-in to personal information sale. Businesses 
should be able to accept a consumer's single communication of a desire to opt-in to personal 
information sale as a legitimate consumer preference and should be able to act on that validly 
communicated consumer choice. IAB therefore requests that the AG reconsider this requirement 
and provide additional flexibility for businesses and consumers for requests to opt-in to personal 
information sale after previously opting-out. 

VIII. Clarify that Businesses Need Not Keep Records About Opt-Out Requests Served 
on Other Businesses 

The proposed regulations require all businesses to "maintain records of consumer 
requests made pursuant to the CCPA and how the business responded to said requests for at least 
24 months."55 This requirement creates compliance challenges for businesses when it comes to 
retaining records about consumer opt-out requests depending on the actual entity that is 
effectuating the opt-out. For example, in many situations in the online Internet ecosystem, first
party publisher businesses may not have any control over or the ability to know how a third-party 
business responds to a consumer's opt-out choice. IAB therefore asks the AG to clarify that 
businesses only must keep records about the opt-out requests they receive directly from 
consumers and the actions the business itself took to respond to those requests and need not 
maintain information about other businesses' responses to consumer opt-out requests. 

IX. Clarify the Household Concept 

The CCP A gives consumers the right to access personal information, and the law's 
definition of personal information includes "household" data. 56 The proposed regulations define 
"household" to mean "a person or group of people occupying a single dwelling." 57 Moreover, 

53 Cal. Code Regs. tit. 11, § 999.316(a) (proposed Oct. 11, 2019). 
5-1 Id. 
55 Id. at§ 999.317(b). 
56 Cal Civ. Code§ 1798.140(0)(1). 
57 Cal. Code Regs. tit. 11, § 999.30 l(h). 
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per the proposed rules, if a consumer does not maintain a password protected account with a 
business, the business may respond to that consumer's request to know "household personal 
information" by providing "aggregate household information" so long as the requestor has been 
verified in accordance with the proposed regulations. 58 And if all consumers in a household 
jointly request to know "specific pieces of personal information for the household" or delete 
household personal information, the business must comply with the request if all the household 
members have been verified. 59 IAB asks the AG to clarify the household concept and provide 
instructions on how businesses can reasonably comply with the requirement to return household 
data in response to a consumer access request. 

Returning household data to a requesting consumer or consumers creates privacy 
concerns, because a business might provide a consumer's personal information to a household 
member who should not have access to such data, creating the potential for a data leakage 
facilitated by a legal obligation. In addition, returning "aggregate" data to a single consumer 
requesting information about a household could still reveal private information about another 
member of the household. For example, if a business maintains information in the aggregate 
about a household income, returning that information in response to a single consumer's request 
could present income information about other members of the household to the requesting 
consumer. IAB therefore asks the AG to clarify how businesses can comply with the 
requirement to return household data, especially when doing so could reveal private or sensitive 
information about other members of the household. 

* * * 

We appreciate the opportunity to submit these comments, and we look forward to 
working with the AG on developing final regulations to interpret the CCPA. If you have 
questions, please contact us. 

Respectfully submitted, 

David Grimaldi Michael Hahn 
Executive Vice President, Public Policy Senior Vice President & General Counsel 
Interactive Advertising Bureau Interactive Advertising Bureau 

58 Id. at§ 999.318(a). 
59 Id. at§ 999.318(b). 
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Message 

From: Kevin McKinley [ 
Sent: 12/6/2019 11:29:46 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Internet Association Comments on California Consumer Privacy Act of 2018 Proposed Regulations 
Attachments: IA Comments on CCPA Proposed AG Regulations.pdf 

Privacy Regulations Coordinator: 

I have attached Internet Association comments on the proposed CCPA Regulations. 

Thank you, 

. Kevin McKinley 
. 

Director, California Government Affairs 
< 

INTERNET ASSOCIATION 
1303 J Street, Suite 400, Sacramento, CA 95814 
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···
e The unified voice of the internet economy / www.internetassociation.o rgInternet Association 

-----==========--------------------------- · 
December 6, 2019 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 
Via email: privacyregulations@doj.ca.gov 

Re: Internet Association Comments on California Consumer Privacy Act of 2018 Proposed Regulations 

To Whom It May Concern: 

Internet Association ("IA") appreciates the opportunity to provide the Attorney General's 
Office ("AGO") feedback on the Text of Proposed Regulations for the California Consumer 
Privacy Act ("CCPA") Regulations ("Proposed Regulations"). IA is the only trade association 
that exclusively represents leading global internet companies on matters of public policy.1 Our 
mission is to foster innovation, promote economic growth, and empower people through the 
free and open internet. We believe the internet creates unprecedented benefits for society, 
and as the voice of the world's leading internet companies, IA works to ensure legislators, 
consumers, and other stakeholders understand these benefits. 

IA members are committed to providing consumers with strong privacy protections and control 
over personal information, as well as to compliance with applicable laws, and advocates for a 
modern privacy framework in the IA Privacy Principles. 2 Internet companies believe individuals 
should have the ability to access, correct, delete, and download data they provide to 
companies both on line and offline. It is essential that the U.S. enact a comprehensive, federal 
privacy law that provides Americans consistent protections and controls regardless of where 
they live, work, or travel. 

As expressed in IA's comments submitted to the Attorney General during the drafting period 
for these regulations,3 IA hoped that the AGO would use the regulations as an opportunity to 
clarify the CCPA in ways that would promote strong consumer privacy protections and 
businesses' ability to comply with the statute's legal requirements. IA is concerned that the 
proposed regulations place confusing and unnecessary burdens on businesses without 
providing meaningful privacy protections for consumers. The Proposed Regulations require 
significant new actions that go beyond the Legislature's original intent for CCPA. It will result in 
a confusing barrage of notices and disclosures that frustrate consumers and fail to provide 
stronger protections. Modern privacy controls emphasize contextual cues to help consumers 
make real time decisions about how their information is used. The Proposed Regulations 

1 IA's full list of members is available at: https://internetassociation.org/our-members/. 
2 IA Privacy Principles for a Modern National Regulatory Framework, available at: 
https://internetassociation.org/files/ia_privacy-principles-for-a-modern-national-regulatory-framework_full-doc/ (last accessed 
November 25, 2019). 
3 IA Comments on CCPA Initial Rulemaking begin at p. 857 of the CCPA Public Comments available at: 
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-public-comments.pdf (last accessed November 25, 2019). 
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-----==========--------------------------- · 
represent a leap backwards with new disclosure and notice requirements that don't provide 
consumers strong protections or controls and harm businesses. 

IA urges the AGO to use the remaining time available to amend the regulations in a manner 
consistent with the CCPA's provisions and that facilitates implementation and compliance with 
its terms. 

Section I. General Comments 

IA would like to share a few high level concerns that apply to the Proposed Regulations as a 
whole, before providing our comments on specific provisions: 

1. The Proposed Regulations introduce new requirements too close to the effective 
date of CCPA. 

The CCPA's provisions become operative on January 1, 2020 pursuant to Cal. Civil Code 
Section 1798.198(a). The Attorney General is able to bring enforcement actions beginning on 
July 1, 2020 (or sooner if the final regulations are published six months prior to July 1, 2020, 
which is also the date on which the regulations required by the CCPA are due to be final). 4 The 
AGO may bring enforcement actions for non-compliance with CCPA for actions going back to 
the January 1, 2020 effective date, regardless of whether the final regulations were available 
at the time the violation occurred. The comment period for the Proposed Regulations closes 
December 6, 2019. It is clear that final regulations will not be ready before the January 1, 
2020 effective date of CCPA, and it seems unlikely that the final regulations will be ready much 
before the enforcement date of July 1, 2020. 

Putting aside the wisdom of the implementation schedule in CCPA,5 the reality is that 
businesses subject to CCPA began assessing compliance needs and developing the required 
new tools, such as the capability to opt-out of sale, months ago to work toward the January 1, 
2020 effective date. Significant resources have already been put against understanding the 
legal requirements of the statute as they apply to a given business; hiring and training 
necessary staff across functional areas; and designing and coding a complex set of new 
capabilities. The implementation schedule in CCPA only makes sense to the extent that the 
AGO reads the requirements for regulations narrowly, as providing clarifications and detail 
consistent with the existing requirement as necessary to implement the requirements of the 
law.6 Such an approach would also be most consistent with the rulemaking mandate in the 

4 Cal. Civ. Code§ Section 1798.185(c). The August 2018 amendments (S.B. 1121) to CCPA revised the original time frame in the 
statute by giving the AGO more time to prepare the regulations, at the AGO's urging, thus creating a framework where the CCPA 
law would become operative before the AGO would be required to deliver final regulations. 
5 Though by comparison, it is notable that the EU General Data Protection Regulation ("GDPR"), which built on the requirements of 
its predecessor, the EU Data Protection Directive (adopted in 1995), allowed covered entities two years from publication of the final 
text of the Regulation to the effective date. 
6 This approach to drafting the implementing regulations for CCPA would also be most consistent with the expectations of the 
California Legislature which expected that the CCPA would set the deadlines and core provisions for compliance with CCPA. The 
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CCPA (as originally passed and as amended by A.B. 1355) which only allows "additional 
regulations as necessary to further the purposes of th[e] title" 7 and California law governing the 
rulemaking process.8 

In the Proposed Regulations, the AG has taken a far broader approach than what is called for 
and creates new obligations beyond those contemplated in the text of the CCPA.9 Even 
assuming that the AG has the appropriate legal authority to do so,10 sound public policy 
dictates that the AG should not at this late date introduce new requirements that will be 
finalized after CCPA has already become operative on January 1, 2020. There is even the 
potential that certain CCPA regulations will not be finalized much before the date on which 
enforcement must begin, July 1, 2020.11 Not only does this raise questions of fair warning and 
due process, but it also creates harms for consumers and businesses. For consumers, it makes 
understanding their rights and protections under CCPA a moving target and significantly harder 
to understand. For businesses, it adds uncertainty, increases legal costs, and punishes the 
responsible actors who began compliance efforts early by moving the goalposts, rendering 
prior work moot, and necessitating further investment. There is already a significant price tag 
for CCPA compliance efforts estimated at an initial cost of up to $55 billion, according to the 
AGO's Standardized Regulatory Impact Assessment ("SRIA"),12 these regulations will be a 
cost-multiplier that makes the initial numbers seem reasonable by comparison. 

IA Recommendation: The AGO should take a fair and reasonable approach to regulations by 
only adopting rules that are provided for in CCPA's rulemaking mandate, reasonably necessary, 
13 and for which CCPA has already provided businesses with fair warning of the potential 
requirements in order to make the current implementation schedule for CCPA as beneficial to 
consumers as possible. IA provides detailed recommendations and proposed changes in 
Section II: Specific Provisions of these comments. 

Senate Judiciary Bill Analysis stated, "[t]hese provisions provide clear guidance on the basics for ensuring compliance." Senate 
Judiciary Committee Bill Analysis, p. 19 (June 25, 2018). Available at: 
https://leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill id=201720180AB375 (last accessed November 19, 2019). 
7 Cal. Civ. Code§ 1798.185(b)(2)(as amended by A.B. 1355). 
8 Rulemaking is governed by the California Administrative Procedure Act ("APA"), Government Code§ 11340 et seq. Rulemaking 
must also comply with regulations adopted by the Office of Administrative Law ("OAL"), California Code of Regulations, Title 1, §§ 
1-120. 
9 See Section II, infra, for a further discussion of the manner in which the AGO conflicts with and/or enlarges the requirements of the 
CPPA in the Proposed Regulations. 
10 See Section II, infra, for arguments that new requirements exceed the AGO's authority. 
11 IA notes that CCPA, Cal. Civ. Code§ 1798.185(a), requires specific regulations be issued "on or before July 1, 2020," but that it 
also provides a more general rulemaking authorization that is not time bound in subsection (b). To the extent that the Proposed 
Regulations include provisions which exceed the rulemaking mandate in Section 1798.185(a), there does not appear to be any 
required due date for such regulatory provisions. 
12 Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations, available at: 
http://www.dof.ca.gov/Forecasting/Economics/Major_Regulations/Major_Regulations_Table/documents/CCPA_Regulations-SRIA-D 
OF.pdf. 
13 Cal. Gov. Code§ 11349(a). 
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2. The Proposed Regulations exceed the legal authority of the AGO by altering, 

amending, or enlarging the CCPA, and failing to meet other requirements of 
California administrative procedure. 

As more fully detailed below in Section II: Specific Provisions, the AGO exceeds its mandate to 
draft regulations to implement, interpret, or make specific the requirements of the CCPA by 
including provisions that directly contradict the language of CCPA, introduce new requirements 
not encompassed within the scope of CCPA and for which there is no reasonable necessity, 
and/or fails to meet other requirements of California's statutes and regulations for 
administrative procedure.14 

Background on California's Rules for Promulgating Regulations 

For the benefit of members of the public who may review these comments, we offer the following basic 

background on the APA.15 The California Government Code and its implementing regulations require that 

regulations adopted by agencies in the state meet procedural and substantive specifications. These 

specifications apply to the Proposed Regulations, the Initial Statement of Reasons ("ISOR"), and the SRIA. 

For example, the ISOR must explain how the Proposed Regulation is "reasonably necessary to carry out 

the purpose and address the problem for which it is proposed" and describe "reasonable alternatives to 

the regulation and the agency's reasons for rejecting those alternatives."16 The required financial analysis 

is intended to inform the agency and the public about whether the Proposed Regulation "is an efficient and 

effective means of implementing the policy decisions enacted in statute ... in the least burdensome 
manner."17 The Office of Administrative Law ("OAL") is tasked with reviewing Proposed Regulations, prior 

to enactment, for compliance with procedural requirements and substantive requirements including: (1) 
Necessity; (2) Authority; (3) Clarity; (4) Consistency; (5) Reference; and (6) Nonduplication.18 

Where the Proposed Regulations create new requirements, such as the requirement to treat a 
browser signal as a valid opt-out of sale,19 the AGO fails to show sufficient authority or 
necessity to meet the requirements of California law. For example, with regard to browser 
signals the ISOR states, 

14 Cal. Gov. Code§ 11340 et seq. California Code of Regulations, Title 1, §§ 1-120. Cal. Gov. Code§ 11342.2 states, "Whenever by 
the express or implied terms of any statute a state agency has authority to adopt regulations to implement, interpret, make specific 
or otherwise carry out the provisions of the statute, no regulation adopted is valid or effective unless consistent and not in conflict 
with the statute and reasonably necessary to effectuate the purpose of the statute." 
15 Resources for additional background are available on the website of the Office of Administrative Law, available at: oal.ca.gov. The 
California Architects Board website hosts a report titled "How to Participate in the Rulemaking Process" which also offers 
background on state requirements for promulgating regulations, available at: 
https://www.cab.ca.gov/docs/misc/rulemaking_process.pdf (last accessed November 25, 2019). 
16 Cal. Gov. Code§ 11346.2(b). 
17 Cal. Gov. Code§ 11346.3(e). 
18 Cal. Gov. Code§ 11341.1 (a). 
19 Proposed Regulation § 999.315. 
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This subdivision is intended to support innovation for privacy services that facilitate the 
exercise of consumer rights in furtherance of the purposes of the CCPA. This subdivision is 
necessary because, without it, businesses are likely to reject or ignore consumer tools. 20 

This is ironic, because in the drafting of CPPA, reliance on existing consumer controls was 
rejected because of the view that having a uniform button or logo was too important to forgo. 
As a result the CCPA provides only one mechanism for consumer opt-out to sale - the "Do Not 
Sell My Personal Information" link on the business' internet homepage.21 The authority 
provided by CCPA specifically tasked the AGO with creating rules for, "development and use of 
a recognizable and uniform opt-out logo or button by all businesses to promote consumer 
awareness."22 Thus, it is clearly not within the rulemaking mandate from the Legislature. Nor is 
it consistent with the general rulemaking authorization in CCPA, allowing the AGO to "adopt 
additional regulations as necessary to further the purposes of this title." 23 

The record provided in the ISOR does not satisfy California law's definition of necessity in this 
context. California Government Code Section 11349(a) defines "necessity" as requiring that 
the rulemaking record, 

demonstrates by substantial evidence the need for a regulation to effectuate the purpose 
of the statute ... that the regulation implements, interprets, or makes specific, taking into 
account the totality of the record. For purposes of this standard, evidence includes, but is 
not limited to, facts, studies, and expert opinion. 

Other than speculation in the ISOR that businesses "will likely ignore" other methods, no 
reasoning is offered for rejecting the approach adopted by the Legislature of having a uniform 
mechanism to signal to consumers how to opt-out from sale of their personal information. In 
addition, the ISOR provides no explanation for the adoption of browser signals and other 
technology as required by the APA, Cal. Gov. Code§ 11346.2(b)(1), which states that, 

Where the adoption or amendment of a regulation would mandate the use of specific 
technologies or equipment, a statement of the reasons why the agency believes these 
mandates or prescriptive standards are required. 

Furthermore, the AGO did not include this new requirement in the discussion of reasonable 
alternatives in the ISOR. California Government Code Section 11346.2(b)(4) mandates 
consideration of reasonable alternatives. In light of readily available alternatives including 
following the legislative mandate of CCPA, using the "designated methods" available for 
access and deletion requests, or allowing companies to rely on existing opt-out programs that 
achieve similar goals, as well as the likelihood that such alternatives would impose 
substantially less burden on business, including small business, it is not clear why the AGO 

20 ISOR, p. 24. 
Cal. Civ. Code§ 1798.135(a)(1 ). 

22 Cal. Civ. Code§ 1798.185(a)(4)(C). 
23 Cal. Civ. Code§ 1798.185(b)(2). 
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thought this was an area where reasonable alternatives did need need to be given 
consideration and the rejection of less burdensome alternatives justified. IA also believes that, 
given the technical nature of the mandates around "browser plug-ins" and other user-enabled 
technologies, the AGO should be required to consider performance-based alternatives under 
the APA. 24 

This provision will be further discussed below in Section II's analysis of Section 999.315, but it 
is offered here as but one example of how the AGO has exceeded its authority and the 
Proposed Regulations conflict with the requirements of California's APA. 

IA Recommendation: The AGO should substantially revise the Proposed Regulations to bring 
them more clearly within the authority of the rulemaking powers granted by the CCPA, to 
ensure consistency with the clear terms of the CCPA, and to abide by the APA and its 
regulations. This should include another notice and comment period due to the substantial 
changes to the Proposed Regulations, 25 a new ISOR that appropriately considers reasonable 
alternatives, 26 and a new SRIA based on accurate understandings of the business impact of the 
regulations where they deviate from the requirements of the CCPA.27 

3. The Proposed Regulations place unnecessary burdens on consumers and 
businesses. 

The Proposed Regulations impose new requirements, beyond those required by the CCPA, 
which will impose unnecessary burdens on consumers and businesses. These unnecessary 
burdens undermine the statutory intent of the CCPA, by making it more difficult for consumers 
to understand and exercise rights over their data created by CCPA. The unnecessary burdens 
to business introduce new requirements without justification, require duplicative processes, 
enlarge obligations contained in the CCPA, make it more difficult for businesses to comply with 
the requirements of the CCPA, and expand the costs of compliance far beyond what was 
contemplated in the SRIA prepared in connection with this rulemaking process. 

Numerous examples are explained below in Section II's discussion of specific provisions of the 
Proposed Regulations, but one notable example that harms both consumers and businesses is 
the Proposed Regulation's provisions on notices to consumers. Transparency regarding 

24 Cal. Gov. Code§ 11346.2(b)(4)(A). 
25 Cal. Gov. Code§ 11346.S(c)(restricting the ability of an agency to adopt regulations with "nonsubstantial changes" from those 
noticed to the public. Title 1, Section 40 of the California Code of Regulations defines "nonsubstantial changes" to mean those that 
"clarify without materially altering the requirements, rights, responsibilities, conditions, or prescriptions contained in the original text." 
1 C.C.R. § 40). 
26 Cal. Gov. Code§ 11346.2(b)(4). 
27 Cal. Gov. Code§§ 11346.3 & 11346.36 set forth the requirements for the financial analysis for a Proposed Regulation. Due to the 
substantial deviations from CCPA and the baseline regulatory measures that purported to form the basis of the SRIA that was 
conducted, a new SRIA should be prepared that satisfies the requirement that "[t]he baseline for the regulatory analysis shall be the 
most cost-effective set of regulatory measures that are equally effective in achieving the purpose of the regulation in a manner that 
ensures full compliance with the authorizing statute or other law being implemented or made specific by the Proposed Regulation." 
Cal. Gov. Code§ 11346.3(e). 
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business practices for handling personal information is widely regarded as a core element of a 
strong privacy regulatory regime and is a privacy principle that IA member companies support. 
28 California has been a leader in the U.S. in adopting transparency requirements for personal 
information. However, privacy regulators and privacy researchers across the globe have also 
noted that more information is not necessarily the hallmark of effective transparency, rather 
that effective transparency requires the communication of the most important information to 
inform consumer choices. The Proposed Regulations introduce numerous new required 
disclosures for various notices and for privacy policies that exceed the requirements of CCPA 
and add significantly more detail and complexity to such disclosures. While the Proposed 
Regulations also talk of notices needing to be in "plain language" and easily understood by 
consumers, any notice comprised of all the required elements in the regulations will span 
innumerable small screens (like those on a mobile phone) and is unlikely to attract the full 
attention, if any, of consumers. This conflicts with the AGO's performance-based standards for 
privacy policies articulated in the regulations and with weight of concerns expressed by 
regulators and other privacy experts. 29 In fact, it arguably fails to understand that the concept 
of "plain language," as used in the studies and reports the AGO cites, means more than the 
selection of words that are understandable to the average consumer, it means-

A communication is in plain language if its wording, structure, and design are so clear 
that the intended readers can easily find what they need, understand what they find, and 
use that information. 30 

IA Recommendation: The AGO should substantially revise the requirements of the Proposed 
Regulations to remove unnecessary burdens on business and to ensure that consumers benefit 
from clear, meaningful disclosures of privacy practices and methods for exercising their data 
rights, such that consumer can easily find the information they need and are able to use such 
information, as further explained in Section II. 

Section II. Specific Provisions of Proposed Regulations 

§ 999.301 Definitions 

28 See IA Privacy Principles, fn. 2, supra. 
29 See, e.g., Center for Plain Language, Privacy-policy Analysis (2015), p. 1 (noting that a privacy policy that no one reads provides 
no protections), available at: https://centerforplainlanguage .org/wp-content/uploads/2016/11 /TIM E-privacy-policy-analysis-report.pdf 
(last accessed December 4, 2019); Norton, The Non-Contractual Nature ofPrivacy Policies and a New Critique of the Notice and 
Choice Privacy Protection Model, 27 Fordham lntell. Prop. Media & Ent. L.J. 181 (2016), pp. 188-89 (discussing the difficulty of 
being concise in privacy policies and how long it would take a consumer to read all relevant privacy notices); Schaub, et al., A 
Design Space for Effective Privacy Notices, Symposium on Usable Privacy and Security (SOUPS) 2015 at Ottawa, Canada, p. 2 
(July 22-24, 2015) (explaining that requirements regulatory compliance impact the length and complexity of notices stating "privacy 
notices often take the shape of long privacy policies or terms of service that are necessarily complex because the respective laws, 
regulations, and business practices are complex" and that privacy policy typically read like contracts because regulators seek to 
enforce them like contracts), available at: https://www.usenix.org/system/files/conference/soups2015/soups15-paper-schaub.pdf; 
See also, European Union's Article 29 Working Party, Guidance on Transparency. para. 4, "The concept of transparency in the 
GDPR is user-centric rather than legalistic ... [T]he quality, accessibility and comprehensibility of the information is as important as 
the actual content of the transparency information, which must be provided to data subjects" "succinctly in order to avoid information 
fatigue." 
3°Center for Plain Language, Privacy-policy Analysis, p. 1. 
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• (a) "Affirmative Authorization" requires that consumers undergo a two-step process 

to indicate and then confirm their request to opt-in to sale. Elsewhere in the Proposed 
Regulations, a two-step process is outlined for the exercise of additional consumer 
rights, such as the right to delete.31 This two-step process introduces unnecessary 
friction to consumers, as well as potential risks. For example, a consumer may believe 
that after completing step one of the process that they have successfully performed the 
task and leave the process. This will result in the consumer's intent going unfulfilled 
without their knowledge, and create a potential limbo state for the business which may 
be unsure how to treat a consumer who has initiated but not completed a process. It is 
important that consumers understand the significance of the action they intend to 
undertake, which is why CCPA requires clear consumer notices and the Proposed 
Regulations define "affirmative authorization" as "an action that demonstrates the 
intentional decision by the consumer." This performance-based standard is preferable 
to a strict technical mandate to use two-steps. A business should not be able to rely on 
satisfying a technical requirement to have two steps, rather than satisfying an 
obligation to design a process that is clear to consumers and ensures they are 
intentionally exercising their rights. In addition, more "clicks" can be obstacles to the 
exercise of consumer rights and has the potential to numb consumers to the processes 
required to accomplish tasks associated with exercising their privacy rights. 32 To avoid 
these results, the Proposed Regulations should establish a definition of "affirmative 
authorization" that is not dependent on a two-step process and then use the definition 
where appropriate to describe the process for a consumer to exercise a right regarding 
their personal information, rather than prescribing a specific two-step process in each 
regulatory provision addressing methods for exercise of consumer rights. 

IA Recommendation: Revise the definition of "affirmative authorization" to read, 
"means an action that demonstrates the intentional decision by the consumer to 
exercise a consumer right provided by the CCPA. opt in to the sale of personal 
information. VVithin the context of a parent or guardian acting on behalf of a child under 
13, it means that the parent or guardian has provided consent to the sale of the child's 
personal information in accordance ·with the methods set forth in Section 999.330. For 
consumers 13 years and older, it is demonstrated through h'o'O step process 1o'o'hereby 
the consumer shall first, clearly request to opt in and then second, separately confirm 
their choice to opt in." Additionally, Sections 999.316(a), 999.312(d), and 
999.313(d)(7) should be revised to require "affirmative authorization" rather than a 
"two-step process." 

• (g) "Financial Incentive" please see discussion of this definition and IA's 
recommendations for Sections 999.307 and 999.337, infra. 

See, § 999.312(d). 
32 See, e.g., Schaub, A Design Space for Effective Privacy Notices (discussing risks of notice fatigue and habituitzation in response 
to consumer notices and choices and alternatives for increasing consumer engagement in making choices). 
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• (h) "Household" as defined, whether alone or in combination with Section 999.318, 

does not resolve concerns about risks to the physical safety of consumers that may 
result from allowing individual members of a household to obtain data that pertains to 
the entire household, as is discussed in detail, infra, in connection with Section 
999.318. 

• G), (p), and (q) "Notice of right to opt-out"; "Request to opt-out"; "Request to 
opt-in" are defined in the Proposed Regulations as abbreviated terms for the longer 
statutory terms of "right to opt-out of sale"; "request to opt-out of sale;" and "request 
to opt-in to financial incentive." While IA appreciates that adopting shorthand for these 
lengthy phrases is useful, we are also concerned that defaulting to these more general 
monikers may result in consumer confusion. First, CCPA uses the term "opt-in" in two 
different contexts - sales of personal information and financial incentive programs -
but the definition for "request to opt-in" refers only to the sale of personal information. 
Presumably, a request to opt-in to a financial incentive would need to be referenced by 
its full description. However, consumers may be easily confused and not aware at any 
given time that there are different types of "opt-ins" implicated by CCPA. Likewise, 
requests and notices related to opt-out could apply across a range of scenarios in 
CCPA. In addition to the opt-out from sale referenced in the regulatory definition, 
"opt-out" could also apply to a withdrawal of consent following an opt-in to a financial 
incentive or opt-in to sale of personal information by a parent of a consumer under the 
age of 13. In addition, confusion over these terms may also result from the use of the 
terms "opt-in" and "opt-out" in other privacy laws33 or privacy controls34 that may be 
applicable to a consumer. Given the varying definitions and scope of the potential range 
of "opt-opt" and "opt-in" choices a consumer will be presented with in the course of 
managing the privacy of his/her personal information, the AGO should be more specific 
in adopting any shorthand for the rights provided by the CCPA. 

IA Recommendation: Revise definitions to adopt more specific references to each type 
of opt-out or opt-in, such as "Sale Opt-Out/In" and "Incentive Opt-Out/In." 

• (l) "Price or service difference" please see discussion of this definition and IA's 
recommendation for Section 999.337. 

• (s) "Typical Consumer" is defined as "mean[ing] a natural person residing in the 
United States." It is not clear from this definition how defining the term by reference to 
a single person leads to an understanding of what is "typical." The Merriam-Webster 
Dictionary defines "typical" as "combining or exhibiting the essential characteristics of 

33 See, e.g., Privacy of Consumer Financial Information Rule, 16 C.F.R. Part 313, Subpart A (Privacy and Opt-Out Notice)(May 24, 
2000); See a/so, HHS.gov FAQ, Can a covered entity use existing aspects of the HIPAA Privacy Rule to give individuals the right to 
Opt-In or Opt-Out of electronic health information exchange?, available at: 
https://www.hhs.gov/hipaa/for-professionals/fag/555/can-a-covered-entity-use-hipaa-to-give-individuals-opt-in-or-opt-out-rights/index 
.html (discussing opt-in and opt-out options under the HIPPA Statute and Rule)(last accessed November 19, 2019). 
34 See, e.g., the Digital Advertising Alliance's "Your AdChoices" Opt-out), available at: https://youradchoices.com/choices-fag (last 
accessed November 19, 2019). 
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a group (ex: typical suburban houses)."35 This definition is further confused by 
referencing a resident of the United States, when the CCPA defines "consumer" to 
mean a resident of California.36 The ISOR seems to suggest that this definition is 
necessary for the Proposed Regulations Section 999.337(b) for purposes of 
determining the value of consumer data.37 

IA Recommendation: Incorporate a definition for "typical" drawn from standard 
dictionary definitions, such as "means the most usual characteristics of a natural 
person,"38 and replace the term "average consumer" (an undefined term used within 
the Proposed Regulations) with the defined term "typical consumer." Or make "average 
consumer" the defined term, adopting a dictionary definition such "as a level typical of 
a group, class, or series,"39 and replace "typical consumer" throughout the Proposed 
Regulations. Remove reference to residency. 

• Add new subdivision (v) "Signed attestation" should be defined to specifically allow 
an electronically signed attestation to be acceptable. 

IA Recommendation: Add new subdivision (v) to read, "Signed attestation" means an 
attestation that has been signed in writing or electronically. 

999.305 Notice at collection 
• Proposed regulations contradict and enlarge CCPA provisions regarding new 

purposes for processing personal information. Proposed Regulation Section 
999.305(a)(3) introduces a new requirement for a business to obtain "explicit consent" 
from a consumer before processing personal information for a new purpose beyond 
those disclosed in prior consumer notices. This language contradicts the clear language 
of CCPA which requires notice to consumers of new purposes for processing personal 
information in Section 1798.100(b). Notably, the CCPA does not contain any consent 
requirements related to collection or processing of personal information, absent the 
singular example where the legal guardian of a minor must "opt-in" to the sale of 
personal information related to the child, as provided in Section 1798.120(c). 

The sole justification cited for the new explicit consent requirement states, 

The purpose of these subdivisions is to implement Civil Code Section 1798.100, 
subdivision (b). The subdivisions make clear that a business cannot change their 
practices after giving the notice at collection because the consumer could have 

35 Available at: https://www.merriam-webster.com/dictionary/typical (last accessed November 19, 2019). 
36 Cal. Civ. Code§ 1798.140(9). 
37 ISOR, p. 7. 
38 Drawn from Collins Dictionary definition of "typical," available at: https://www.collinsdictionary.com/us/dictionary/english/typical 
(last accessed November 19. 2019). 
39 Merriam-Webster Dictionary, available at: https://www.merriam-webster.com/dictionary/average (last accessed November 21, 
2019). 
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reasonably relied on the information provided in the notice at collection when 
interacting with the business. 40 

This explanation fails to explain why the AGO applied different treatment to changes in 
the categories of information collected and changes for purposes of collection in the 
Proposed Regulations when CCPA sets the same requirement for both changes - new 
notice to the consumer. The Proposed Regulations require a new notice for the 
collection of additional categories of information, but require explicit consent for any 
new purposes of processing.41 The AGO has not provided an explanation of why explicit 
consent for new purposes of processing is required, when notice without explicit 
consent is sufficient for the original purposes of processing under the CCPA. Regardless 
of the objective, the AGO has not established that this significant new burden on 
business is justified, or even authorized. 

IA Recommendation: This unsupported and burdensome requirement clearly exceeds 
the AGO's rulemaking mandate and authority and should be struck from the Proposed 
Regulations. Specifically, IA recommends that the second sentence of 999.305(a)(3) be 
revised to, "If the business intends to use a consumer's personal information for a 
purpose that was not previously disclosed to the consumer in the notice at collection, 
the business shall directly notify the consumer of this new use and obtain explicit 
consent from the consumer to use it for this nC'w purpose. 

• Confusing language in the Proposed Regulations seem to require notice before 
collection of any personal information, contradicting the clear language of the 
CCPA. Section 1798.100(b) says that notice to consumers shall be provided "at or 
before the point of collection." Section 999.305(a)(2)(e) of the Proposed Regulations 
state that notice must, "be visible or accessible where a consumer will see it before any 
personal information is collected." (emphasis added). However, Section 999.305(a)(1) 
states "at or before." This could potentially be an oversight given that the Proposed 
Regulations and the ISOR also uses the "at or before" formulation in other areas as 
well.42 The ISOR, however, explains that, 

[t}he subdivision makes clear that businesses that collect personal information 
without first giving notice to the consumer are in violation of Civil Code Section 
1798.100 and these corresponding regulations. It clearly prohibits the 
surreptitious collection of personal information. 43 

Given the operation of the internet, there are instances where it is impossible to provide 
notice before collection of personal information, particularly as that term is defined in 

40 ISOR, p. 8. 
41 Id. 
42 See, §§ 999.305(a)(1) & (a)(5), 999.301 (i)(specifically defining "notice of collection" to be notice "at or before" time of collection); 
ISOR, pp. 5, 8-9, 43, 54. 
43 ISOR, p. 9. 
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the CCPA Section 1798.140(o)(1)(A) including "internet protocol address" and unique 
identifiers.44 Even robust privacy regulations, such as the European Union's General 
Data Protection Regulation ("GDPR"), provides: 

As regards timing of the provision of this information, providing it in a 
timely manner is a vital element of the transparency obligation and the 
obligation to process data fairly. Where Article 13 applies, under Article 
13.1 the information must be provided "at the time when personal data 
are obtained. "45 

The difficulty entities subject to the GDPR have faced trying to comply with the 
requirements for data collection via cookies on websites demonstrates the importance 
of creating clear rules that create privacy benefits for consumers. Basic internet 
functions require that certain technical data is transferred from a client to server in 
order for a user to be able to view a website and some of this data in encompassed 
within CCPA's definition of personal information.46 

IA Recommendation: Amend Proposed Regulations to ensure consistent use of "at or 
before" language, including inserting "at or" in front of "before" in Section 
999.305(a)(2)(e) of the Proposed Regulations so that it states that, "notice must be 
visible or accessible where a consumer will see it at or before any personal information 
is collected." 

• Section 999.305 should clarify that a "notice of collection" can be satisfied by 
providing a link to the appropriate Section of a business' privacy policy. Section 
999.305 requires a separate "notice of collection" in addition to the information 
provided in a privacy policy. The Notice can take the form of either a link to a specific 
section of the policy, or a discrete notice. Some legal practitioners are interpreting the 
Proposed Regulations to require a second notice. IA believes this is not in consumers' 
best interest because it only introduces more clutter and an associated increased 
likelihood of confusion. The AGO should make clear that the notice of collection 
requirement can be satisfied via a link to the corresponding section of the privacy 
policy, to avoid any further confusion. 

999.306 Notice of right to opt-out of sale 
• Subdivision 999.306(d)(2) adds a new requirement to treat consumers as having 

opted-out of sale, if their personal information is collected during a period when a 

44 See, Lea Kessner, Building With Respect, CCPA Bugs and Engineering Commentary on the CCCPA, available at: 
https://buildwithrespect.com/2019/11 /16/ccpa-bugs-and-engineering-commentary-on-the-california-consumer-privacy-act-regs/amp/ 
? twitter impression=true (last accessed November 19, 2019); See a/so, 
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-5-app-5-notification-of-the-collection-of-personal-inf 
ormation/#when-notification-is-to-occur (last accessed November 15, 2019). 
45 Article 29 Working Party Guidance on Transparency Principles of GDPR, para. 27, available at: 
https://iapp.org/media/pdf/resource center/20180413 Article29WPTransparencyGuidelinespdf.pdf 
46 https://developer.mozilla.org/en-US/docs/Learn/Getting started with the web/How the Web works 
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business states that it does not sell data (and/or does not provide an opt-out from 
sale link) is unnecessary due to existing requirements for notifying consumers of 
changes in business practices for personal information, and creates confusion. As 
discussed, supra, with regard to Section 999.305(a)(3), CCPA and the Proposed 
Regulations adequately address what notice should be provided to a consumer when a 
business collects new information or changes the purposes of processing information. 
The notice requirement under Section 999.305(a)(3) would be triggered by a change to 
purposes of processing such as beginning to sell personal information that has not 
previously been sold. This notice would, like the notice at the point of collection, allow 
consumers the opportunity to opt-out. This meets the stated purpose for subdivision 
(d) in the AGO's ISOR, to avoid "selling a consumer's personal information without 
giving them notice and the opportunity opt-out."47 Thus the requirement in Section 
999.306(d)(2) to treat all consumers whose information was collected while a business 
was not selling consumer information as having exercised the right to opt-out is 
unnecessary for the protection of consumers. 48 

Treating consumers who provide personal information as having opt-out of sale without 
using a trackable opt-out measure is a confusing and difficult to implement. CCPA 
Section 1798.120(a) requires that a business who has received a consumer opt-out of 
sale to wait 12 months before asking the consumer for authorization to sell their 
personal data.49 The interaction of this provision with Proposed Regulation Section 
999.306(d)(2) creates confusion about when the 12-month wait period would begin. 
Specifically whether it would it be the first date of collection or the most recent date of 
collection. It is also not clear whether it is consistent with the intent of the wait period 
in CCPA, where it ensures that a consumer who has clearly indicated a desire to opt-out 
from sale will not be regularly asked by a business to reconsider the opt-out. If the 
consumer has not been presented with a decision of whether or not opt-out previously, 
there is no benefit to artificially postponing the ability of a business to notify the 
consumer of the change in policy and the newly available opt-out mechanism.50 If in 
response to notice of new purposes for personal information a consumer chooses to 
exercise the right to opt-out of sale, the 12 month period will begin from that date and 
protect the consumer from repeated requests to reverse that decision. 

47 ISOR, p. 11. 
48 IA also notes that the change in whether a business "sells" personal information could result from a change in the law, rather than 
a change in business practices. This is not hypothetical- the definition of "sale" proposed by the new CCPA initiative expected for 
the November 2020 ballot would likely require many businesses who do not sell personal information under CCPA 2018 to add an 
opt-out of sale mechanism. It is also unclear how an "implied" opt-out would be computed for purposes of the 12-month wait period. 
See "A Letter from Alistair MacTaggart," posted September 25, 2019 to Californians for Consumer Privacy's website linking to initial 
proposed text of ballot initiative to amend CCPA 2018, available at: 
https://www.caprivacy.org/post/a-letter-from-alastair-mactaggart-board-chair-and-founder-of-californians-for-consumer-privacy (last 
accessed November 25, 2019). 
49 This is implemented in Proposed Regulation Section 999.315. 
5°Clearly, once a consumer opts-out, whether in response to notice at the original point of collection or subsequent notice of a 
change in purposes of processing to include sale, the 12 month wait period will apply. 
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• Subdivision(d)(2) also purports to apply to future activities of a business in a way 

that appears to restrict the ability of businesses to change their practices. However, 
the CCPA does not govern a business's future potential to sell personal information, but 
instead governs the practices of businesses that sell personal information at the time of 
processing the personal information. The proposed regulation references not only 
businesses that actually sell personal information but that may in the future, which 
exceeds the current statutory language. 

IA Recommendation: Strike language in Section 999.306(d)(2) stating that consumers 
are to be treated as having opted out of sale if they provide personal information to a 
business that, at that time, states that they do not sell personal information, as follows: 
(d) A business is exempt from providing a notice of right to opt-out if:-

-E±»it does not, and vvill not, sell personal information collected during the time 
period during which the notice of right to opt-out is not posted.!.;-a-tffi 
(2) It states in its privacy policy that that it does not and ·will not sell personal 
information.A consumer 1o'o'hose personal information is collected 10101hile a notice 
of right to opt out notice is not posted shall be deemed to have validly 
submitted a request to opt out. 

999.307 Notice of financial incentive 
• The manner in which this Section implements the requirements of CCPA's 

"non-discrimination" provision, Section 1798.125, is unclear as to its intent. Clarity 
is needed as to whether Section 999.307 is intended to only apply: (1) where 
consumers receive a financial incentive or price or service difference in connection with 
the exercise of their rights of access, deletion, and opt-out of sale under CCPA; or (2) to 
any financial incentive or price or service difference offered by businesses in 
connection with simply the collection of personal information. The Proposed 
Regulations define a "financial incentive" by reference to these activities, stating in the 
ISOR that it, 

means a program, benefit, or other offering, including payments to consumers as 
compensation, for the disclosure, deletion, or sale of personal information. Civil 
Code Section 1798.185, subdivision (a)(6), directs the Attorney General to 
establish rules and guidelines regarding financial incentive offerings, but does 
not define the term. The purpose of defining this term is to provide clarity to the 
regulations and avoid any confusion that may result from different 
understandings of the term. 51 

This clearly ties the term "financial incentive" to the concept of discrimination against a 
consumer for exercising rights provided by the CCPA. This is consistent with the CCPA, 

ISOR, p. 5. "Financial incentive" is defined in Section 999.301 (g). IA notes that the proposed definition includes the term 
"disclosure" which is not a defined term in CCPA or the Proposed Regulations and it is unclear to which consumer right created by 
the CCPA it correlates or what activities it would be intended to cover. 
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which bars "discriminat[ion] against a consumer because the consumer exercised any 
of the consumer rights under this title," 52 by taking actions such as "denying goods or 
services," "charging different prices or rates for goods or services," "providing a 
different level of quality of goods or services," or "suggesting that the consumer will 
receive a different price or rate." 53 The CCPA does provide for exemptions from the ban 
on these types of price or service differentials in Section 1798.125(a)(1) in 
subparagraph (a)(2) where the differential is "reasonably related to the value" of the 
consumer's data. Section 1798.125(b) regulates "financial incentives" by mandating 
notice and consumer opt-in. The ISOR goes on to connect "financial incentives" to the 
exercise of consumer rights over their personal information by stating, 

The definition is intended to help businesses implement the regulations by giving 
a name to the notice required by Civil Code Section 1798.125, subdivision (b)(2), 
regarding the prohibition on discrimination based on a consumer's exercise of 
rights under the CCPA. 54 

The ISOR also explains that a financial incentive or price or service difference is 
"discriminatory" if it treats consumers differently because they "exercised a right 
conferred by the CCPA or these regulations." 55 For the sake of clarity, the consumer 
rights granted by CCPA, and for which any discrimination is barred, are understood to 
be the consumer right to know (encompassing both transparency regarding business 
practices and access to the consumer's specific pieces of personal information), right to 
delete, and right to opt-out of sale.56 If a consumer has not exercised one of these 
rights, then a business, by definition, could not engage in prohibited discrimination 
under CCPA. 

However, in other areas of the Proposed Regulations and ISOR the text is less clear that 
financial incentives are differences in terms resulting from the exercise of consumer 
rights under the CCPA, or even in regard to the processing of personal information. For 
example, the ISOR states without any mention of discrimination or retaliation, 

that "price or service difference" means any difference in the price or rate 
charged for any goods or services to any consumer, including through the use of 
discounts, financial payments, or other benefits or penalties; or any difference in 

52 Cal. Civ. Code§ 1798.125(a)(1 ). 
53 Id. 
54 ISOR, p. 5.; see also ISOR, p. 36. 
55 Id., p. 36. IA notes that CCPA does not reference any new rights for consumers that may be created by regulation and that would 
provide a grounds for arguing a business has engaged in unlawful discrimination under Section 1798.125. The inclusion of "these 
regulations" in the Proposed Regulations Section 999.336(a), and in the explanatory text of the ISOR, likely exceeds the authority of 
the AGO. 
56 See, Proposed Regulation§ 999.308(b) which lists these as the rights which must be disclosed in a privacy policy, in addition to 
the right not to be discriminated against for exercising these three rights. 
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the level or quality of any goods or services offered to any consumer, including 
denial ofgoods or services to the consumer. 57 

This language is broad and in no way tied to discrimination against consumers who 
exercise rights under the CCPA. In subdivision(b) of Section 999.307, the Proposed 
Regulations add new requirements for offering financial incentives which speak to 
service and price differences without any connection to exercise of consumer rights 
under CCPA. The ISOR however makes the conclusory statement that, these new 
requirements are "essential to further the CCPA's purpose of prohibiting discrimination 
based on a consumer's exercise of privacy rights." This is clearly overreaching to the 
extent it purports to regulate a business that offers differing levels of service or pricing 
based on factors other than the exercise of consumer rights under the CCPA. Much like 
a restaurant charges different prices to consumers depending on whether they order 
bread and water versus lobster and Champagne, there are any number of business or 
market factors which may justify price or quality differentials. In some cases these may 
relate to processing of personal information, but the fact that personal information is 
processed does not mean that the consumer will by necessity face discrimination if they 
exercise one of the three consumer rights provided by the CCPA. 

Thus, the Proposed Regulations and any explanatory text should be clear that simply 
offering differing services or prices is not within the scope of regulated "financial 
incentives" under CCPA Section 1798.125(b), unless such differences are triggered by a 
consumer's exercise of the rights provided under the CCPA. Non-discriminatory service 
and price differences fall outside of the notice and opt-in requirements that apply to 
financial incentive programs regulated by CCPA specifically because they potentially 
retaliate against consumers exercising their data rights. 

IA Recommendation: The Proposed Regulations should be clarified to ensure that 
regulated "financial incentives" and other price or service differences are clearly 
connected to the exercise of consumer rights under CCPA, by revising subdivision (a)(1) 
to read, "The purpose of the notice of financial incentive is to explain to the consumer 
each financial incentive or price or service difference a business may offer in exchange 
for the retention or sale of a consumer~ personal information refraining from exercising 
a right created by the CCPA so that the consumer may make an informed decision on 
whether to participate." 

• Required notices of financial incentives, like other privacy disclosure requirements 
discussed in these comments, are overly-detailed and may be ineffective as a 
result of being ignored by consumers.58 Deleting certain Sections requiring detailed 
information would make it more likely that companies can succinctly describe financial 

57 Id., p. 5. 
58 See, fn. 29, supra. 
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incentives and differences in price and service in their on line privacy notices, which is 
permitted under §999.307 (a)(3). Detailed recommendations for information that may 
be duplicative and unnecessary, include: 

o The portion of subdivision (b)(2) requiring businesses to point out specific 
categories of personal information that are implicated, as requiring such a 
specific disclosure could make it much more difficult for companies to direct 
customers to on line privacy notices. 

o Subdivision (b)(S) requires inclusion of data that is likely to be proprietary 
information of companies. 

IA Recommendation: 
o Revise subdivision (b)(2) as follows: A description of the material terms of the 

financial incentive or price of service difference, including the categories of 
personal information that are implicated by the financial incenthfe or price or 
service difference; 

o Revise subdivision (b)(S) by striking "b. A description of the method the 
business used to calculate the value of the consumer's data" in its entirety.59 

• Subdivision (b)(S) creates a new obligation, not present in CCPA, to provide 
consumers with a specific monetary value of their data despite a lack of consensus 
on reliable methodology for determining such value and dubious value to 
consumers in using such unreliable figures as a basis for making privacy choices. 
See, infra, IA's comments on the requirement to provide an estimate of the value of a 
consumer's data(§ 999.336) and how that value is calculated(§ 999.337). 

999.308 Privacy policy 
• The Proposed Regulations expand and enlarge the required notices and privacy 

policies under the CCPA, creating significant challenges for consumers to parse the 
notices for the information needed to make informed choices.60 The additional 
requirements make meeting the "performance-based standard" set out in the 
Proposed Regulations more difficult for businesses. The proposed Section 999.308 
expands and enlarges the requirements of the CCPA in two ways: 1) it adds new and 
duplicative disclosures that must be provided in "notices" and in "privacy policies"; and 
2) it creates, for the first time, a requirement that "information helpful for consumers," 
but not required by the CCPA, be included in privacy policies. These new requirements 
cause problems for consumers and businesses alike, including: 

1. The sheer volume of information required to be provided to consumers 
makes it nearly impossible for businesses to meet the performance-based 

59 See also, IA comments, infra, of Sections 999.336-37 as pertains to Section 999.307(b)(5)(a) which IA also believes should be 
substantially revised, however for different reasons. 
60 See also, IA's comments, supra, in Section 1.3 on this topic generally. 
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approach in subdivision (a)(2). The performance-based approach in 
subdivision (a)(2) requires a privacy policy to be "easy to read and 
understandable to an average consumer" by complying with the following 
requirements: 

a. Use plain, straightforward language and avoid technical or legal jargon. 
b. Use a format that makes the policy readable, including on smaller 
screens, if applicable. 
c. Be available in the languages in which the business in its ordinary 
course provides contracts, disclaimers, sale announcements, and other 
information to consumers. 
d. Be accessible to consumers with disabilities. At a minimum, provide 
information on how a consumer with a disability may access the policy in 
an alternative format. 
e. Be available in an additional format that allows a consumer to print it 
out as a separate document. 

Subdivision (b) requires a privacy policy contain the following information: 
(1) Right to Know About Personal Information Collected, Disclosed, or Sold 

a. Explain that a consumer has the right to request that the business 
disclose what personal information it collects, uses, discloses, and sells. 
b. Provide instructions for submitting a verifiable consumer request to 
know and provide links to an online request form or portal for making the 
request, if offered by the business. 
c. Describe the process the business will use to verify the consumer 
request, including any information the consumer must provide. 
d. Collection of Personal Information 

1. List the categories of consumers' personal information the 
business has collected about consumers in the preceding 12 
months. The notice shall be written in a manner that provides 
consumers a meaningful understanding of the information being 
collected. 
2. For each category of personal information collected, provide the 
categories of sources from which that information was collected, 
the business or commercial purpose(s) for which the information 
was collected, and the categories of third parties with whom the 
business shares personal information. The notice shall be written 
in a manner that provides consumers a meaningful understanding 
of the categories listed. 

e. Disclosure or Sale of Personal Information 
1. State whether or not the business has disclosed or sold any 
personal information to third parties for a business or commercial 
purpose in the preceding 12 months. 
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2. List the categories of personal information, if any, that it 
disclosed or sold to third parties for a business or commercial 
purpose in the preceding 12 months. 
3. State whether or not the business sells the personal information 
of minors under 16 years of age without affirmative authorization. 

(2) Right to Request Deletion of Personal Information 
a. Explain that the consumer has a right to request the deletion of their 
personal information collected or maintained by the business. 
b. Provide instructions for submitting a verifiable consumer request to 
delete and provide links to an online request form or portal for making the 
request, if offered by the business. 
c. Describe the process the business will use to verify the consumer 
request,including any information the consumer must provide. 

(3) Right to Opt-Out of the Sale of Personal Information 
a. Explain that the consumer has a right to opt-out of the sale of their 
personal information by a business. 
b. Include the contents of the notice of right to opt-out or a link to it in 
accordance with Section 999.306. 

(4) Right to Non-Discrimination for the Exercise of a Consumer's Privacy Rights 
a. Explain that the consumer has a right not to receive discriminatory 
treatment by the business for the exercise of the privacy rights conferred 
by the CCPA. 

(5) Authorized Agent 
a. Explain how a consumer can designate an authorized agent to make a 
request under the CCPA on the consumer's behalf. 

(6) Contact for More Information: Provide consumers with a contact for questions 
or concerns about the business's privacy policies and practices using a method 
reflecting the manner in which the business primarily interacts with the 
consumer. 
(7) Date the privacy policy was last updated. 
(8) If subject to the requirements set forth Section 999.317(g), the information 
compiled in Section 999.317(g)(1) or a link to it. 

It is a monumental task to make this vast amount of information easily 
understood, in plain language, and user-friendly across devices (including the 
small screens of the mobile environment). The ISOR discusses privacy policy 
design and performance standards to ensure that consumers understand 
policies. This appears in tension with the substantial amount of information 
required to be contained in policies which will make them long, time-consuming 
to review, and unwieldy for different types of platforms where they will be 
required to be made available. 
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2. There should be a difference between a privacy policy and a privacy 

resource center. Proposed Regulation Section 999.308(b)(1)(c) requires that 
the process for account verification, including information needed for 
verification, be included in the privacy policy. Including process descriptions in 
the privacy policy will have adverse consequences because of the importance of 
avoiding unnecessary changes to the privacy policy. Descriptions of processes 
are frequently subject to change, particularly in the light of the CCPA 
implementation schedule. Because the operative date of the statute is January 
1, 2020 and the regulations governing the verification process will not be 
finalized until some time after, it is likely that most businesses will have to make 
changes in the processes that will be rolled out for January 1 after the 
regulations are final. In addition, CCPA requires that companies review and 
update their privacy policies at least every 12 months.61 Furthermore, CCPA and 
the Proposed Regulations also require that privacy policies be available in 
appropriate languages and available to those with disabilities. Any policy 
changes thus need to be translated and appropriate updates made to ensure 
accessibility. 

Updating privacy policies is a time-consuming process that cannot happen 
frequently or quickly. If a company needs to change its verification practice 
because it has learned about security vulnerability that impacts its current 
practice, it will need to act quickly to change the verification process 
description. For this reason, this type of process-oriented information is more 
appropriately linked to from the privacy policy, but considered outside the 
formal policy to allow changes according to business needs, to address 
emerging security threats, to enhance consumer experience, or to comply with 
changed legal requirements. Similar arguments apply to the requirement to 
place metrics in the privacy policy in subdivision (b)(8). 

In addition, any descriptions of information used for verification of consumer 
account ownership and authentication processes should not disclose details 
that would allow a bad actor to obtain advance notice of how they might 
impersonate the account holder. Failed attempts to authenticate are useful 
indicators of potential fraud and would justify heightened scrutiny by a business. 
This would also enable businesses to maintain a sufficient level of flexibility so 
that they can accommodate consumers who may have forgotten or changed 
account information. For example, consumers may no longer have access to a 
specific email account or phone number that they used at the time of account 
registration and thus may need the business to work with them to find alternate 
verification options. 

61 Cal. Civ. Code§ 1798.130(a)(5). 
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CCPA does not require that this information to be in the privacy policy, nor is it 
information that is mandated to be disclosed pursuant to CCPA's notice 
provisions. In fact, the most relevant language in CCPA regarding this proposed 
language is contained the grant of rulemaking authority to the Attorney General, 
Section 1798.185(a)(7) which provides authority for the AGO to establish rules 
to "facilitate" access "taking into account available technology, security 
concerns." 

There is no enforcement benefit to requiring a business to detail this process 
information in the privacy policy as required by the Proposed Regulation since a 
failure to comply with consumer requests is a statutory or regulatory violation 
and can be enforced as such regardless of the language of a specific company 
privacy policy. Consumers benefit most from being able to find such information 
easily to facilitate the exercise of their rights under the CCPA. 

IA Recommendations: 
• Revise (b)(1)(b), (b)(2)(b) by striking it in its entirety or revise to 

reference providing only a link to instructions or webforms for submitting 
requests. 

• Revise (b)(1)(c), (b)(2)(c) to state: Describe Link to the process the 
business will use to verify the consumer request, including any which 
shall include a general description of the information the consumer ffitlS-t 

may be asked to provide. 
• Revise (b)(8) by striking it in its entirety. See also discussion of Section 

999.317(g), infra. 

3. Attempts to consolidate disclosure requirements, which are spread out in 
the CCPA, create confusing new obligations which will inundated consumers 
with repetitive information not required by law. The Proposed Regulations 
require extensive information to be provided in the "notices" (e.g. at collection, 
right to know, delete, financial incentives, etc.) and privacy policy which goes 
beyond the information required by CCPA and will result in redundant 
disclosures to consumers making notices and Privacy Policies even more 
difficult for consumers to parse for the information that need to make informed 
decisions about the privacy of their personal information. For example, 
subdivision (b)(1)(d)(2) requires that a privacy policy disclose for each category 
of personal information, the categories of sources, business or commercial 
purposes for collection, and the categories of third parties with whom 
information is shared. This may seem similar to the requirements of Section 
1798.130(a)(5) of CCPA which specifies information to be disclosed in privacy 
policies, but there are notable differences. Section 1798.130(a)(5) requires: 1) a 
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description of consumer rights provided by the CCPA; 2) a list of categories of 
personal information collected in the preceding 12 months; 3) categories of 
personal information sold in the preceding 12 months (or a statement that 
personal information has not been sold); and 4) a list of categories of personal 
information disclosed for business purposes in the preceding 12 months. 
Providing each of these individual lists required by the CCPA is very different 
than providing listing of sources, purposes of processing, and categories of 
recipients for each category of personal information collected (with is to be 
done in a manner consistent with the categories of information in the CCPA's 
definition of personal information which includes 11 broad categories of 
information and numerous more detailed categories).62 For some businesses, 
these categories could be the same for every category of personal information 
and after wading through pages of disclosures consumers will have obtained 
little additional helpful information. For consumers who want more nuanced 
information, it is available from other sources such as the "Notice at Collection" 
which describes the purposes of processing categories of personal information 
or by submitting a consumer request to obtain, for example, detailed 
information on the categories of personal information sold and the types of 
entities to whom it was sold. 63 Essentially, the proposed regulations convert 
information that CCPA mandated to be available only in response to verifiable 
consumer requests into information disclosed generally in privacy policies. 

These types of additional disclosures are inconsistent with the text of the CCPA 
and not justified by reasonable necessity given the availability of the information 
through other means that are specifically provided for by the CCPA. 

IA Recommendation: Revise subdivision (b)(1)(d)(2) to conform to Cal. Civ. 
Code Section 1798.120(a)(5). 

• Subdivision (b)(S) does not make adequately clear that a company may still require 
the use of an online account to process a request, regardless of whether or not an 
authorized agent is used. Please see IA comments regarding Section 999.313(c)(7), 
infra. 

• Subdivision (b) requires that a privacy policy explain "the procedure for a consumer 
to designate an authorized agent," a role better filled by the AGO. This requirement 
would charge businesses with explaining legal processes including how to execute a 
power of attorney or to name an authorized representative according to the regulations 
promulgated by the AGO. As explained above, a business privacy policy is not the 
appropriate place for consumer privacy resources generally, nor for company-specific 

62 Cal. Civ. Code§ 1798.140(0). 
63 Cal. Civ. Code§ 1798.11 S(a). 
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business processes. A business should not be put in the position of providing legal 
advice on the appropriate manner for designating an authorized agent. For certain types 
of consumer explanatory material, it may be more appropriate for the AGO to house 
resources for consumers that explain how best to satisfy the requirements established 
by the CCPA regulations. 

As discussed above, IA recommends that the AGO avoid confusing the privacy policy 
with a privacy center. We wholeheartedly agree that consumers should be given access 
to helpful resources to assist in understanding privacy policies, practices, choices that 
may be available, and how to exercise statutorily provided rights over personal 
information. However, just as explained with regard to the inclusion of procedure 
explanations in the privacy policy, legal explanations should not be included for many 
of the same reasons. They are subject to change and, in the case of powers of attorney, 
may be governed by statute and interpretation by courts. They are also complex, and 
appropriate translations will take time to be prepared and vetted appropriately. Finally, 
in some cases, the business is not the entity that is best positioned to educate 
consumers on how the law applies to their specific circumstances. The risks of 
attempting to do so are likely to outweigh the benefits. 

IA Recommendation: Strike Section 999.308(b)(5) in its entirety. 

999.312 Methods for submitting requests to know and delete 
• Section 999.312 needs to be updated to reflect recent changes to the underlying 

statute. Specifically, A.B. 1564 made changes to Cal. Civ. Code Section 
1798.130(a)(1)(A), which now states that "[a] business that operates exclusively online 
and has a direct relationship with a consumer from whom it collects personal 
information shall only be required to provide an email address for submitting requests 
for information required to be disclosed pursuant to Sections 1798.110 and 
1798.115." 

IA Recommendation: Update Section 999.312 to align with recent amendments by 
adding a provision that mirrors the language of CCPA Section 1798.130(a)(1)(A). 

• Section 999.312 diverges from CCPA's clear requirements regarding designated 
methods for submitting consumer requests. First, the Proposed Regulations appear 
to potentially require a business to have three methods for requests, e.g. subdivision 
(c)(2) Example 2. CCPA simply requires a business to designate two methods. While the 
AGO's rulemaking authority allows guidance, consistent with CCPA (including as 
amended) as to appropriate methods and the designation of additional consumer 
friendly options, a requirement to designate more methods than required by CCPA 
exceeds the requirements of CCPA. The ISOR fails to justify this deviation from CCPA 
and the additional burden on business. 
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The Proposed Regulations deviate from CCPA in a more burdensome and troubling way 
by disregarding the entire concept of "designated methods" for exercising consumer 
rights. Subdivision (f) requires that a business respond to all requests, regardless of 
how they are submitted, by either treating the requests as properly submitted or 
sending specific directions to the consumer to correct any deficiencies or follow the 
specified process.64 This entirely new proposal undermines the purposes of designating 
methods for submitting requests and potentially expands the requirements for how a 
business responds to consumer requests to an untold number of potential avenues of 
contact. 

If a business must respond to a consumer request submitted through an improper 
channel that will require a business to ensure that all potential avenues of contacting a 
business or any of its employees, representatives, contractors, service providers, etc. 
are monitored, all personnel are trained to recognize and determine the appropriate 
course of action, and are able to ensure that such response happens quickly enough to 
meet with 10 day deadline for confirmation of a consumer request. The language of 
subdivision (f) contains no limitation on the potential avenues for contact, stating "[i]f a 
consumer submits a request in a manner that is not one of the designated methods of 
submission," the business must respond. While this opens a whole range of potential 
options for directly contacting the business - such as letters directed to the CEO or 
General Counsel; emails to random employees in roles unrelated to privacy compliance 
or user requests; calls to hotlines maintained for conducting employment verification, 
press inquiries, law enforcement emergencies, or investor relations; requests directed 
to agents for service of process; walk-in requests to business offices - it also raises the 
prospect of potentially more indirect submissions of consumer requests, including 
direct contact to individual employees of a business via social media or email, requests 
directed to outside vendors such as law firms, or even publicly posting a request 
directed to a business via an "at mention" on social media. Monitoring this array of 
channels would be incredibly burdensome for business and would be prone to 
systematic failures. A request directed to a single employee could sit for months 
without reply if the employee is on parental leave or has left the company. By contrast, 
a designated method for submitting a request will have a plan in place to ensure it is 
appropriately staffed regardless of comings and goings of individual employees. In 
today's on line industry, communication via "snail mail" is virtually obsolete. Because 
most correspondence are hard copies of documents already available electronically, 
marketing materials from vendors, or otherwise non-urgent materials, not all hard copy 
mail will be reviewed with the regularity required to respond within the Proposed 
Regulations required deadline. 

64 See also, ISOR, p. 16. 
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When this potentially endless array of channels of communication are combined with 
the training mandate in the Proposed Regulations, the burden becomes even more 
untenable. The training for personnel who are tasked with responding to consumer 
requests under CCPA is a reasonable requirement directly provided for in CCPA. 
However, if every employee of a business is converted into someone who requires 
training because a consumer request could be directed to them, and they must be able 
to recognize the nature of the request, know where to direct it or how to respond, and 
the appropriate timeframe for such response, it potentially amounts to every employee 
having to be trained on CCPA regardless of the nature of their job role or the likelihood 
that they will encounter a notice in the scope of their employment. 

The AGO has not met its obligations to explain why this necessary, why it is consistent 
with CCPA's clear language regarding "designated methods," how it furthers the 
purposes of the CCPA in a material way, whether the burden associated has been 
considered and is reasonable, or even whether there are any reasonable alternatives to 
achieve the goal of making sure that a business does not refuse consumer requests 
because they are deficient based on a technicality. If this is in fact the true purpose of 
this Section, subdivision (f) is broader than necessary to the extent it imposes 
requirements on how businesses respond to requests submitted outside of designated 
methods. 

As noted in IA's first comment to this Section referencing the need to align the 
Proposed Regulations to A.B. 1654, there is clear legislative intent to allow a single 
on line submission mechanism for on line companies. It would be inappropriate for this 
Section to deviate from the clear language of the CCPA, as amended in 2019. 

IA Recommendation: Revise Section 999. 312 by striking subdivision (f) in its entirety. 

999.313 Requests to know and delete 
• Subdivision (a) of this Section creates new obligations and burdens on business by 

requiring that a business respond to a consumer request to confirm receipt and 
provide information on how business will respond. While in the context of 
electronically submitted consumer requests, an auto-response can potentially satisfy 
this new requirement that is dependent on the consumer request being submitted via 
the "designated method" which the business has configured to send the appropriate 
auto-response. This is another reason why Section 999.312(f) should be struck, as is 
discussed above. If this requirement remains in the final regulations, businesses will 
face significant risks of violating the law because of a failure to provide an 
auto-response on channels that are not intended for processing consumer requests. 
Alternatively, a business would be forced to address this risk by sending a response to 
all inquiries of any kind a response that complies with subdivision (a). This could be 
very confusing to business partners, customers, job candidates, press, and other 
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entities that may communicate with a business about issues completely unrelated to 
CCPA. For channels of communication that are not electronic, the 10 day response time 
may also be challenging. 

CCPA provides 45 days for a business to respond to consumer requests in Section 
1798.130. This year, the California Legislature passed A.B. 1355 which amended this 
provision of the CCPA. While other changes were made to multiple provisions which 
include the 45 day initial response period language, the Legislature left the response 
deadline unchanged. In the absence of a statutory requirement for the 10 day deadline, 
the regulations should only add a new requirement if it is "necessary to further the 
purposes" of the CCPA.65 At this point, it is unclear what benefit this requirement offers 
since the confirmation will only provide consumers with information that is not specific 
to their situation and is available in the notices and privacy policy (or as IA 
recommends, other privacy-related help content) mandated by the CCPA. 

IA Recommendation: IA reiterates its recommendation that subdivision (f) of Section 
999.312 be struck in its entirety for the additional reasons discussed in reference to 
Section 999.313. In addition, IA recommends that subdivision (a) of Section 999.313 
be struck in its entirety. 

• Subdivision (c) is unnecessarily burdensome and duplicative, without adding 
additional value and transparency for consumers. As discussed previously, the 
Proposed Regulations' attempt to rearrange the CCPA's disclosures results in 
redundant notices, cumbersome privacy policies, and responses to consumer requests 
that are likely to overwhelm consumers with information that is readily available via 
privacy policies and notices, potentially obscuring the personal information that is of 
most value in response to an access request. This subdivision requires businesses to 
respond to a consumer access request not only with specific pieces of personal 
information but also with a second set of responses-namely, customized metadata 
regarding the information collected for each customer, categorized in a complicated 
manner outlined by the statute. There are numerous reasonable alternatives to this 
requirement which could lower the burden of this provision: 1) a revision to Section 
999.313(c) that would clarify that a company need not additionally fulfill a request to 
provide categories of information collected if it is also providing specific pieces of 
information; 2) a revision to Section 999.313(c)(10) that would not require the 
additional pieces of information listed there (categories of sources, business purpose, 
categories of parties to whom disclosed/sold and why) to be broken out for each 
category of information collected; 3) a revision to Section 999.313(c)(11) clarifying that 
use of the language specifically enumerated in either CCPA or the regulation "provides 
consumers a meaningful understanding of the categories listed;" 4) a revision to 

65 Cal. Civ. Code§ 1798.185(b)(2)(as amended by A.B. 1355). 
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Section 999.313(c)(9) expanding the circumstances in which a company could rely on a 
generic articulation of categories in the Privacy Notice, as opposed to a 
customer-specific feed. For example, the regulation could be broadened to clarify that 
a business may refer to its privacy policy when its response would be the same for 
"substantially all" or "most" consumers. 

IA Recommendations: Revise subdivision (c) as follows: 
• (c)(2) "For requests that seek the disclosure of categories of personal 

information about the consumer, if a business cannot verify the identity of the 
person making the request pursuant to the regulations set forth in Article 4, the 
business may deny the request to disclose the categories and other information 
requested and shall inform the requester that it cannot verify their identity. If 
the consumer also requested specific pieces of information and the business is 
discloses specific pieces of information, the business is not required to respond 
to the request for categories of personal information. If the request is denied in 
whole or in part, the business shall provide or direct the consumer to its general 
business practices regarding the collection, maintenance, and sale of personal 
information set forth in its privacy policy. 

• (c)(9) "In responding to a consumer's verified request to know categories of 
personal information, categories of sources, and/or categories of third parties, a 
business shall provide an individualized response to the consumer as required 
by the CCPA. It shall not refor the consumer to the businesses' general practices 
outlined in its privacy policy unless its response would be the same for aH most 
consumers and the privacy policy discloses all the information that is otherwise 
required to be in a response to a request to know such categories." 

• Subdivision (c)(1) creates risks of inappropriate disclosure of information about a 
consumer in response to an unverified consumer request. The Proposed Regulations 
treat verification of a consumer request as though it is appropriate to view identity 
verification across a spectrum of likelihood that the person making the request is the 
consumer, rather than as being a minimum requirement that must be satisfied. In doing 
so, the AGO appears to be more concerned about the potential harm to consumers that 
would result from not being able to access personal information, delete information, or 
opt-out or in than the harm that may result from bad actors inappropriately exercising a 
consumer right specifically to engage in illegal or malicious action. IA member 
companies believe that the concern should focus more clearly on the risks from bad 
actors. If a business is not responding appropriately to consumer requests, the CCPA 
provides a remedy in the form of Attorney General enforcement. But for a consumer 
whose personal information is inappropriately obtained, account contents deleted, or 
accumulated benefits of a financial incentive program stolen, there is unlikely to be an 
adequate remedy. 
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The AGO and the California Legislature know all too well how determined criminals will 
target consumers and their personal information. California was a leader in passing the 
first data breach notification requirement in the U.S. to specifically address the harms 
to consumers from their personal information ending up in the wrong hands. For this 
reason, IA believes that the Proposed Regulations should not require that a consumer 
request that is rejected for failing verification be converted into a request to exercise a 
different CCPA consumer right. 

This analysis of subdivision (c)(1) is further complicated by the way the CCPA and the 
regulations approach categories of personal information. General disclosures of 
categories of personal information, such as those mandated in notices of collection or a 
privacy policy, pose no specific challenges since the disclosures are not consumer 
specific and apply broadly. However, subdivision (c)(1) contemplates disclosure of 
categories of personal information specific to a particular consumer in cases where 
there is not appropriate verification to disclose "specific pieces" of personal 
information. It is unclear what types of information would go beyond generally 
applicable disclosures of categories of personal information without themselves raising 
the same issues as personal information. For example, if a request was made for 
personal information from a company that offers security devices and security 
monitoring services and the request was rejected for failure to meet the verification 
requirements, it would not be appropriate for the business to disclose any information, 
even "categories," to the individual who was unable to verify their identity. Even 
categories could reveal information that should remain private. For example, the 
business could disclose that personal information was collected for categories related 
to security devices, but not categories related to the monitoring service revealing that 
the account holder does not subscribe to this service. This information could result in a 
consumer being placed at risk of being targeted for a break-in. 

In addition, if the business determines that categories of personal information are the 
same as those generally available in its privacy policy, the business is not required to 
send a detailed response to the consumer. 

IA Recommendation: Strike language in subdivision (c)(1) mandating that a request 
that fails verification be considered for disclosure of categories of personal information, 
as follows, "For requests that seek the disclosure of specific pieces of information 
about the consumer, if a business cannot verify the identity of the person making the 
request pursuant to the regulations set forth in Article 4, the business shall not disclose 
any specific pieces of personal information to the requester and shall inform the 
consumer that it cannot verify their identity. If the request is denied in ·whole or in part, 
the business shall also evaluate the consumer's request as if it is see Icing the disclosure 
of categories of personal information about the consumer pursuant to subsection 

~ 
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• Subdivision (c)(3) does not fully safeguard against risks to other consumers' 

accounts. Subdivision (c)(3) states, "[a] business shall not provide a consumer with 
specific pieces of personal information if the disclosure creates a substantial, 
articulable, and unreasonable risk to the security of that personal information, the 
consumer's account with the business, or the security of the business's systems or 
networks. However, CCPA is clear that access requests shall not "adversely affect the 
rights and freedoms of other consumers."66 This limitation on the obligations under the 
CCPA should be reflected in this subdivision of the Proposed Regulations. 

IA Recommendation: IA recommends amending this to reference security risks to 
personal information of other consumers as well, by revising the subdivision to read, 
"substantial, articulable, and unreasonable risk to the security of that personal 
information, the consumer's or another consumer's account with the business, or the 
security of the business's systems or networks." 

• Subdivisions (c)(S) & (d)(6)(a) have potential security implications and should be 
clarified to reduce such risks and to ensure its requirements do not encourage 
activity that would itself violate state or federal law. The subdivisions require that if 
an access or deletion request is denied because of federal or state law, the consumer 
be notified of the reason why. This has potential implications for responses to from 
consumer seeking access to information related to law enforcement requests. If a 
business is prevented by law from disclosing the request, it will also be prevented by 
law from disclosing that a non-disclosure provision associated with a law enforcement 
request is the reason why the request was denied. Other reasons for denying requests 
could result in greater risk of fraud or security threats. In general, this subdivision 
should make clear that if the basis for denying a consumer request is an exception to 
CCPA, the business should not have to disclose the reason. 

IA Recommendations: 
• Revise subdivision (c)(S) as follows, "If a business denies a consumer's verified 

request to know specific pieces of personal information, in whole or in part, 
because of a conflict with federal or state law, or an exception to the CCPA, the 
business shall inform the requester and explain the basis for the denial. If the 
request is denied only in part, the business shall disclose the other information 
sought by the consumer." 

• Revise subdivision (d)(6)(a) as follows, "Inform the consumer that it will not 
comply with the consumer's request and describe the basis for the denial, 
including any statutory and regulatory exception therefor;" 

66 Cal. Civ. Code§ 1798.1450). 
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• Subdivision (c)(7) should be clarified to specify that a business may use a password 

protected account to respond to consumer requests submitted via an authorized 
agent. This is necessary to ensure that on line accounts, particularly those for whom 
verified personal information such as name, address, phone numbers, and other 
identifying information are not needed can be used to ensure that the party who will 
obtain the information has been properly authenticated using the account security 
controls that govern the log-in process for the password protected account. 

IA Recommendation: Revise subdivision (c)(7) as follows: If a business maintains a 
password-protected account with the consumer, it may comply with a request to know.. 
submitted by a consumer or an authorized agent. by using a secure self-service portal 
for consumers to access, view, and receive a portable copy of their personal 
information if the portal fully discloses the personal information that the consumer is 
entitled to under the CCPA and these regulations, uses reasonable data security 
controls, and complies with the verification requirements set forth in Article 4. 

• Subdivision (d)(1) requires that deletion requests that cannot be verified be treated 
as requests to opt-out, creating risks that consumers will lose potential benefits 
and potentially disrupt services, without ever indicating that it is their preference. 
CCPA does not specify that a consumer request to opt-out of sale requires verification, 
however where an individual has made an attempt to verify account ownership and 
failed, there may be sufficient indicia that it is not the account holder. The AGO does 
not weigh any benefits that the consumer may associate with allowing the business to 
engage in the "sale" of personal information and which may form the basis of an 
affirmative choice not to opt-out. However, the CCPA clearly adopted an opt-out regime 
that is designed to put that choice in consumer hands. If the Legislature thought that 
the activity captured in the "opt-out of sale" provision inherently lacked any value to 
consumers, it could have designed CCPA differently to reflect that choice. It chose not 
to and the AGO should not attempt to rewrite CCPA by creating avenues where by a 
consumer may passively become opted-out (and unable to be invited to opt back in for 
a year) as though there is no value. 

999.314 Service Providers 
• Subdivision (c) imposes unjustified limitations on service providers' permissible 

uses of data. These limitations contradict and go beyond the statutory definitions of 
"business purpose" and "service provider" in a few key ways. The CCPA explicitly 
exempts from "sale" disclosures to "service providers" for a broad list of enumerated 
"business purposes" defined under the statute, subject to certain contractual 
limitations.67 Importantly, the statute defines "business purpose" to include both a 
business's or a service provider's operational purposes or other notified purposes.68 

67 Cal. Civ. Code§ 1798.140(!). 
68 Cal. Civ. Code§ 1798.140(d). 
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The statutory text also permits a service provider to use the personal information it 
receives from one business for such business purposes of both that business and the 
service provider where the use is authorized as part of the contracted-for "services" 
provided to the business and is otherwise consistent with the CCPA.69 

Because business purposes may include using personal information received from one 
business in a way that might also provide some benefit to other businesses, the CCPA is 
best interpreted to permit the service provider to use the personal information that it 
receives in a way that might provide some benefit to itself or to its business partners, as 
long as such use is consistent with the business purposes identified in the written 
agreement between the business and the service provider and otherwise permitted by 
the CCPA.70 

Subdivision (c) states: 

A service provider shall not use personal information received either from a 
person or entity it services or from a consumer's direct interaction with the service 
provider for the purpose of providing services to another person or entity. A 
service provider may, however, combine personal information received from one 
or more entities to which it is a service provider, on behalf of such businesses, to 
the extent necessary to detect data security incidents, or protect against 
fraudulent or illegal activity. 

The plain text of the subdivision appears to prohibit service providers from using the 
personal information they receive from one entity to provide services to another person 
or entity, unless such services are necessary for detecting security incidents or 
preventing fraud or other illegal activity. 

The Proposed Regulations improperly focus solely on the business purpose of the 
business, and ignore the fact that the statutory definition of "business purpose" also 
includes the use of personal information for the "service provider's operational 
purposes or other notified purposes." 

Second, the activities included in the list of business purposes (such as "performing 
services on behalf of the business or service provider, including providing advertising or 
marketing services, providing analytic services, or providing similar services on behalf 
of the business or service provider") may require the combination and use of personal 
information received from and for the benefit of multiple businesses in order to provide 
such services to the business that provided the data. As such, focusing solely on the 
business purposes of the business, as the Proposed Regulations do, would both render 
the language surplusage, contrary to well-established canons of statutory 

69 Cal. Civ. Code§ 1798.140(v) & § 1798.140(1)(2). 
7°Cal. Civ. Code§ 1798.140(v). 
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interpretation, as well as potentially render impermissible a number of the activities 
explicitly included on the list of permissible business purposes. 

IA Recommendation: Revise subdivision to read, "A service provider shall not use 
personal information received either from a person or entity it services or from a 
consumer's direct interaction with the service provider for the purpose of providing 
services to another person or entity. A service provider may, however, combine 
personal information received from one or more entities to which it is a service 
provider, on behalf of such businesses, to the extent necessary to detect data security 
incidents, ef protect against fraudulent or illegal activity, engage in solely internal uses, 
or another business purpose that is consistent with the terms of the agreement with the 
businesses. 

• Subdivision (d) imposes new obligations on service providers to respond to 
consumer requests. It requires that a service provider that receives but "does not 
comply" with a consumer's request to know or delete must inform the consumer of the 
reason for the denial, explain that the consumer should submit the request directly to 
the business, and when feasible, provide the contact information for the business. This 
requirement creates new obligations for service providers not present in CCPA. In 
addition, it seems to recognize that in most instances the business, and not the service 
provider, is the correct entity to respond to a consumer request by directing a service 
provider to explain to the consumer that the request should be directed to the business 
and provide the contact information if possible. And yet, it also confusingly suggests 
that independent of redirecting the consumer, a denial of a consumer request must be 
given an explanation of why (which seems to imply that this a reason other than that 
the request should be directed to the business). 

IA Recommendation: Subdivision (d) should be struck in its entirety. 

• The Proposed Regulations should clarify that businesses do not have to use specific 
contractual language as long as the language conveys the requirements of the 
CCPA. This section should clarify that no specific contractual language is necessary to 
comply with the requirements of the CCPA regarding business arrangements between 
businesses and service providers. Instead language that conveys the restrictions and 
obligations required by CCPA suffices to not only meet statutory obligations, but also to 
establish the appropriate roles and responsibilities of the entities participating in the 
business arrangement. Due to the potential proliferation of state privacy laws, existing 
sector-specific federal privacy laws, and global privacy frameworks and 
country-specific laws, businesses should not be required to use any CCPA-specific 
language in contracts and business agreements to determine the nature of the business 
relationship and to ensure that necessary privacy and security protections apply to 
consumer personal information. 

660 North Capitol St. NW, #200 • Washington, DC 20001 • www.internetassociation.org I 32 

CCPA_45DAY_01345 

www.internetassociation.org
www.internetassociation.org
Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W162-36cont

Guest
FreeText
W162-37

Guest
FreeText
W162-38



···
e The unified voice of the internet economy / www.internetassociation.o rgInternet Association 

-----==========--------------------------- · 
• The Proposed Regulations' clarification of who is a service provider conflicts with 

the CCPA and stands to subject entities outside California to CCPA without an 
appropriate nexus. Subdivision (a) says that persons or entities that: (1) provide 
services to a person or organization that is not a "business;" and (2) that would 
otherwise be considered a "service provider" shall be deemed a service provider for 
purposes of the regulations and CCPA. The ISOR suggests that a service provider acting 
on behalf of an entity that is not a "business" will be subject to the "less stringent 
requirements" of a "service provider." 71 It specifically mentions service providers for 
nonprofits and government. But this change would also apply to other entities that do 
not qualify as a "business," for example, because they do not "do business in 
California." 

The ISOR explains that this is necessary because the definition of "Service Provider" 
doesn't adequately account for service providers who collect information on behalf of a 
business, rather than receiving information directly from the business. This appears to 
be a narrow problem which could be resolved with a narrow fix without expanding the 
requirements of the CCPA unnecessarily. By eliminating "business" from the definition 
of "service provider," the AGO removes a primary nexus in CCPA to California and has a 
potentially sweeping impact on out-of-state commerce that is outside its regulatory 
purview. 

999.315 Requests to opt-out 
• Subdivision (a) requires that a business provide two or more designated methods 

for a consumer to opt-out from sale, one of which must be an interactive webform, 
adding an additional requirement to the CCPA. CCPA Sections 1798.120, 1798.130, 
and 1798.135 only contemplate one method for opt-out from sale which is specified in 
Section 1798.135(a)(1).72 While allowing more flexibility to businesses to adopt 
additional methods to offer to consumers to exercise their rights may be appropriate in 
terms of furthering the purposes of the title, a mandate to adopt multiple methods or to 
use any specific method other than the statutorily-mandated link exceeds the AGO's 
rulemaking authority. 

IA Recommendation: The Proposed Regulation should be revised to make the 
designation of any additional methods, beyond the link required in Section 
1798.135(a)(1), discretionary, as follows: "A business shall provid€ h'o'O or more 
designated methods for submitting requests to opt out,including, at a minimum, an 

71 ISOR, p. 21. 
72 IA notes that the proposed ballot initiative by Alastair Mactaggart, as submitted to the AGO by letter dated October 9, 2019, (as 
amended November 13, 2019) would add language to CCPA 2018 to incorporate the concept of "opt-out preference signals" as an 
alternative mechanism to the single method of a "clear and conspicuous link" required by the CCPA as currently enacted. See 
Section 13, amending Cal. Civ. Code § 1798.135, of the text of the ballot initiative attached to the November letter (version three). 
Presumably, this indicates that Mr. Mactaggart agrees that CCPA 2018 does not include this option. 

660 North Capitol St. NW, #200 • Washington, DC 20001 • www.internetassociation.org I 33 

CCPA_45DAY_01346 

www.internetassociation.org
https://1798.135(a)(1).72
www.internetassociation.org
Guest
Line

Guest
Line

Guest
FreeText
W162-39

Guest
FreeText
W162-40



···
e The unified voice of the internet economy / www.internetassociation.o rgInternet Association 

----=========------------------------- · 
interactive webform accessible via a clear and conspicuous link titled "Do Not Sell My 
Personal Information," or "Do Not Sell My Info," on the business's 
website or mobile application. A business may, at its discretion, designate additional 
methods by which it will accept consumer requests to opt-out of sale of personal 
information." 

• There are technical and legal issues with the requirement in subdivision (c) that 
businesses that collect personal information from consumers online must treat 
consumer-enabled privacy controls as a valid request to opt-out under 1798.120. 

o This method was not contemplated in the CCPA, as is discussed above in regard 
to subdivision (a). This requirement does not comply with the CA APA and 
regulations as it is: 1) not necessary; 2) beyond the authority of the AGO's 
rulemaking mandate; 3) it has not been adequately justified in the ISOR; 4) the 
financial impact was not adequately considered in the SRIA; and 5) reasonable 
alternatives were not adequately considered. 

o The language regarding the opt-out logo or button indicates an intent for that 
option to be used "by all businesses to promote consumer awareness of the 
opportunity to opt-out..." 1798.185(a)(4)(C). The Proposed Regulations require 
"at a minimum, an interactive webform accessible via a clear and conspicuous 
link titled "Do Not Sell My Personal Information," or "Do Not Sell My Info," on 
the business's website or mobile application." 

o If the business must provide two or more designated methods and one must be 
the webform/button/link, the business should be able to choose the other 
option to designate. As is discussed in IA's comments on Section 999.312 of the 
Proposed Regulations regarding designated methods to submit access and 
deletion requests, this provision essentially eliminates any business choice and 
control over how to take-in consumer requests and to ensure adequate 
resources, technology, and training for handling consumer requests via the 
designated channels. Given the serious nature of the legal obligations which are 
triggered by a consumer request to opt-out, businesses need to have clarity 
around the potential avenues by which such requests will be submitted so that 
they may ensure the appropriate measures are in place for compliance. Creating 
uncertainty about which channels could be used for making such requests sets 
businesses up for failure. 

o While some businesses already offer account controls which may allow opt-out 
from sale to occur in a manner that is secure and will allow the consumer and 
the business to have a shared understanding of the nature and scope of the 
consumer's choice, there are significant issues of how a browser-plug in or 
another type of browser signal should be applied (for devices, browsers, 
consumers), how such a signal would interact with other rules (e.g., CCPA's 
waiting period to request opt-in), and would impact other users of shared 
devices or shared "unique identifiers" such as IP addresses. A consumer may 
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think that use of a browser-based signal has an impact beyond what is 
technologically feasible, since it will be specific to that browser on that specific 
device and cannot be applied across all of the consumer's browsers and devices 
without specific action from the consumer. If a consumer wants to accomplish 
an "account-wide" opt-out, it will need to do so through direct communication 
with an on line business in a manner that is specifically connected to the 
consumer's account. In addition, some browser or device based controls may 
deprive consumers of notice regarding the potential ramifications of their choice 
to opt-out, the availability of a financial incentive, or an alternative option that 
would allow the consumer a more nuanced choice than "all or nothing." 73 

IA Recommendation: This requirement should be made discretionary for on line 
businesses that can implement it in a manner with adequate controls to determine the 
intent of the consumer to opt-out from sale and the scope of how such opt-out should 
be applied. This may be accomplished by revising subdivision (c) as follows, "If a 
business collects personal information from consumers on line, the business may s-l=t-a-H
treat user-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt out of the sale of 
their personal information as a valid request submitted pursuant to Civil Code Section 
1798.120 if the controls allow the consumer to clearly indicate an intent to opt-out 
of sale, in whole or in part, for an online account maintained with the business fef 
that bro•ovser or deio<ice, or, if lmovm, for the consumer." 

• Subdivision (f) purports to make a consumer's opt-out of sale retroactive, by 
requiring that a business notify each third party who purchased consumer's 
personal information in the 90 days prior to the opt-out. This is inconsistent with the 
CCPA and imposes a significant technical challenge and burden, neither of which are 
adequately considered in the ISOR or in the SRIA. Section 1798.120(d) states that, "a 
business that has received direction from a consumer not to sell the consumer's 
personal information, ...shall be prohibited ...from selling the consumer's personal 
information after its receipt of the consumer's direction." (emphasis added) Section 
1798.135(a)(4) states, "[f]or consumers who exercise their right to opt-out of the sale 
of their personal information, refrain from selling personal information collected by the 
business." Nothing in CCPA's rulemaking provisions related to opt-out of sale empower 
the AGO to disregard the clear language of the statute and convert a forward-looking 
obligation into a retroactive mandate. The rulemaking provision of CCPA tasks the AG 

73 Version 3 of the 2020 ballot initiative to amend CCPA 2018 also acknowledges the need for rules regarding uses of opt-out 
signals in Section 13, by proposing an amendment to Cal. Civ. Code§ 1798.135 to add as new (b)(1) a provision that allows use of 
opt-out preference signals that comply with technical specifications set forth in regulations to be promulgated under the statute. If the 
final regulations for CCPA 2018 will include a requirement to recognize an "opt-out preference signal" as currently contemplated in 
the Proposed Regulations, then such a rulemaking in line with the proposed rulemaking mandate in Version 3 of the 2020 ballot 
initiative, described with specificity in the proposed new Cal. Civ. Code§ 1798.185(20), should be added. 
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with, "establishing rules and procedures for...business compliance with a consumer's 
opt-out request." 74 

The ISOR seeks to justify the introduction of this new obligation by noting a perceived 
gap in the CCPA, that because the CCPA does not require businesses to disclose the 
specific names of third parties to whom personal information has been sold, a 
consumer who wants to control the sale of their information will not know all entities 
who have it. The ISOR states, 

Because the CCPA only requires businesses to disclose the categories of third 
parties with whom it sold the consumer's information, and not their specific 
identities, this subdivision places the onus on the business to forward the 
consumer's request to those businesses that it sold their information within the 
90 days prior to receiving the consumer's request. 75 

However, the ISOR fails to recognize the role of consumer choice in exercising the 
opt-out. During the 90 days prior to the consumer submitting the request to opt-out 
from sale, the consumer will have been on notice of the right to opt-out because they 
will have been provided a notice of that right through the Notice at the time of 
Collection,76 the Privacy Policy, 77 and the Notice of the Right to Opt-Out of Sale (a 
persistent notice via a prominent link or logo).78 The transfers that occur in those 90 
days occur following notice, but before the consumer indicates a choice to opt-out to 
the business. The business should be able to act in reliance on the choices that 
consumers make to exercise their rights under CCPA. The ISOR fails to establish that 
consumers generally have an expectation and a desire, once they have decided to 
opt-out, to make that decision retroactively and that opting a consumer out of the sale 
of personal information on a going forward basis fails to effectuate the intent of the 
consumer or the intent of the California Legislature when it designed this provision. 

In introducing this new requirement in the Proposed Regulations, the AGO also 
imposes a significant new burden on businesses. Retroactive application is not required 
by the rulemaking mandate in Section 1798.185(a)(4)(B), thus IA presumes the AGO 
relies on the more general rulemaking authority of Section 1798.185(b)(2) which allows 
rulemaking "as necessary to further the purposes of this title." However, it is worth 
noting that the underlying premise of this change to CCPA does not merely fill in a gap 
in detail; it second guesses determinations of the Legislature. First, the Legislature 
determined that providing consumers with categories of third parties in disclosures was 
an appropriate balance of the burden on business and the value of transparency and 
consumer control over their personal information. As the ISOR makes clear, the AGO 

74 Cal. Civ. Code§ 1798.185(a)(4)(B). 
75 ISOR, p. 25. 
76 Proposed regulation § 999.305(b)(3). 
77 Proposed regulation§ 999.308(b)(1 )(e). 
78 Proposed regulation § 999.306. 
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has done its own weighing of this balance and rejected it. This is beyond the AGO's 
authority. Second, the Legislature determined that a forwarding-looking only opt-out 
was the appropriate balance of these same equities. Again, the AGO has 
inappropriately substituted its judgment for that of the Legislature. 

It is also not clear whether the AGO considered the burden on business of imposing this 
retroactive requirement. Other than the glancing statement that the 90 day time period 
is an appropriate limit to manage the burden,79 there is no discussion of the burden, nor 
any consideration of reasonable alternatives in the ISOR. The SRIA does delve any 
deeper into the nature of this burden. Given the breadth of the definition of "sale," this 
burden should not be underestimated in terms of the number and complexity of 
different types of transactions to which it may apply. Creating an entirely new 
requirement to track sales and to be able to connect a specific consumer's data to 
specific transactions going back 90 days is a significant new burden. Developing 
mechanisms, whether automated or manual, to contact each party to transactions 
involving a specific consumer and providing them the necessary information to even 
identify the consumer is a daunting task as well, particularly when remaining mindful of 
the extraordinarily broad definition of the personal information in CCPA. For example, 
because of the inclusion of "unique identifiers" as personal information, if a consumer, 
Jane Doe, opts out from sale of personal information a business must identify all 
personal information associated with Jane Doe, all transactions involving sale in the 
past 90 days for any piece of Jane Doe's personal information including an IP address 
or device ID, and notify all parties to such transactions by providing sufficiently clear 
direction that the third party recipients can identify the information in their systems and 
take action to prevent further sale. Before the AGO imposes this burden, it merits 
consideration of less burdensome alternatives, including shorter time frames and not 
creating the new requirement at all. 80 

IA Recommendation: Strike subdivision (f) in its entirety. 

• Subdivision (h) creates security risks for consumers and businesses by requiring a 
business to disclose in response to a suspected fraudulent consumer request the 
reason why it is believed to be fraudulent. Subdivision (h) provides that a request to 
opt-out does not need to be verifiable, but a business can decline to comply if they have 
a "good faith, reasonable, and documented belief" that the request is fraudulent. 
Business must provide notice to consumer and explain why the business believes it is 
fraudulent. Such disclosures may harm business efforts to protect against fraud and 
undermine consumer protections for security and privacy. By explaining to a potential 
bad actor why the business has determined they are a bad actor, the business is 

79 ISOR, p. 25. 
00 By suggesting that less burdensome alternatives be considered, IA does not intend to imply, contrary to the paragraphs above, 
that IA believes that such alternatives are within the AGO's rulemaking authority. 
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essentially providing criminals with blueprints as to how to get around their fraud 
detection systems and protocols. Please see also IA comments, supra, regarding 
Section 999.313. 

999.316 Requests to opt-in to sale after opting-out 
• Please see IA comments, supra, regarding Section 999.301(a), the definition of 

"affirmative authorization" regarding the risks for requiring consumers to go through a 
two-step process. For the reasons explained with regard to the definition of affirmative 
authorization, subdivision (a) of this Section should be revised to eliminate mention of 
the two-step process and should be substituted with the term "affirmative 
authorization." 

IA Recommendation: Revise subdivision (a) to read, "Requests to opt-in to the sale of 
personal information shall require affirmative authorization use a h 1010 step opt in 
process ·whereby the consumer shall first, clearly request to opt in and then second, 
separately confirm their choice to opt in." 

999.317 Training and record-keeping 
• The training requirement in subdivision (a) is vague and overly burdensome and 

offers no additional protections for consumers. The CCPA already includes 
reasonable training requirements for staff dedicated to handling consumer requests 
under the statute.81 Subdivision (a) expands this requirement to a mandate that 
individuals responsible for handling consumer inquiries "shall be informed of all the 
requirements in the CCPA and these regulations" rather than only the relevant Sections 
of CCPA. CCPA is a complex and difficult to understand statute that encompasses not 
only consumer rights but also enforcement, rulemaking authority, and security breach 
remedies. To require staff dedicated to handling consumer requests to be trained on all 
of CCPA, rather than the provisions which relate to consumer requests and consumer 
rights expands the CCPA's training mandate in a way that is unhelpful and may lead to 
more confusion and less effective training. The ISOR suggests that the training 
mandate was expanded because of gaps in CCPA's text. If there are specifically 
relevant Sections of CCPA to which the training requirement should apply because they 
are related to the exercise of consumer rights, then it would have been preferable for 
the AGO to expand the requirement to those Sections rather than the entirety of the 
statute and the regulations. 

IA Recommendation: Strike the entirety of subdivision (a). 

81 See, e.g., Cal. Civ. Code§ 1798.135(a)(3) which provides, "Ensure that all individuals responsible for handling consumer inquiries 
about the business's privacy practices or the business's compliance with this title are informed of all requirements in Section 
1798.120 and this Section and how to direct consumer to exercise their rights under those Sections." 
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• The recordkeeping requirement in subdivision (g) is vague, imposes an unjustified 

burden on business without promoting transparency to consumers or 
accountability, and exceeds the AGO's rulemaking authority. 

o The provisions are vague. First, the definition of "commercial purposes" in the 
CCPA is extremely broad.82 This term is seldom used in the CCPA or in the 
Proposed Regulations and it is unclear as to whether or not "business purposes" 
are encompassed or excluded from the scope. In addition, it is not clear what 
types of activities constitute "receipt" for commercial purposes. This is 
particularly troubling given the Proposed Regulations' approach to "designated 
methods" for submitting requests and the inclusion of browser signals and other 
automated controls as "requests" to opt-out. 

o The ISOR does not support the necessity of the new tracking and reporting 
obligation. It simply states, "This subdivision is necessary to inform the Attorney 
General, policymakers, academics, and members of the public about 
businesses' compliance with the CCPA." 83 It further states that it considers the 
burden by limiting application to businesses that handle a large amount of 
California consumer data (10 percent of state population or more). The SRIA, 
however, states that "there is no detailed data on how many California 
consumers all companies in the state have." 84 It "speculates" that "all firms 
with more than 500 employees" will be subject to the subdivision, which it 
states includes 9,858 businesses. 

o The SRIA "assumes," without any cited basis, that the businesses subject to the 
subdivision's record keeping requirements are "likely to have mature systems 
for identifying, processing, and analyzing personal information from their data 
mapping and consumer response systems, ...that there is no incremental cost of 
actually collecting this information." 85 There is no reasonable basis for the SRIA 
to "assume" that nearly 10,000 California businesses have in place systems to 
determine, for example, the date of receipt of a request to opt-out of sale and 
the date on which the business has fully complied with the requirements of the 
Proposed Regulations to notify all third parties who have received the data in 
the 90 days prior to the consumer's opt-out. Since businesses had no notice of 
the retroactive application of CCPA's opt-out provision prior to publication of the 
Proposed Regulations, it would have been impossible for businesses to know of 
this requirement and to have already built systems capable of complying with 
new record keeping obligations in connection with it. Thus, the SRIA estimate of 
$984/year per business for satisfying this obligation seems fatally flawed and 
inaccurate.86 

82 Cal. Civ. Code§ 1798.140(f). 
83 ISOR, p. 28. 
84 SRIA, p. 26. 
85 Id., p. 27. 
0a Id. 
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o Alternatives to the record keeping and publication requirements in the Proposed 

Regulations were not adequately considered. The ISOR is not clear as to what 
types of alternatives to detailed metrics on consumer requests were considered 
to achieve the goals of transparency and accountability. It appears that the only 
alternatives considered were not having any requirements for reporting metrics 
or applying the metric reporting to all businesses. While California law does not 
require the AGO to invent alternatives where none exist, alternatives do exist in 
leading privacy regimes around the globe including the GDPR. For example, the 
AGO could have considered an in-take mechanism for consumer complaints 
regarding responses to consumer requests, periodic audits of businesses, or 
purely internal documentation of compliance with CCPA's requirements. 

o Given the lack of understanding of the nature of the burden on businesses 
subject to the recordkeeping requirements and the potential that the aims could 
be achieved through less burdensome alternatives, the subdivision should be 
struck from the Proposed Regulations. 

o While the problems with the mismatch between the burdens of the provision 
and the benefits form an adequate basis for the subdivision to be deleted from 
the Proposed Regulations as inconsistent with the APA, it is also worth noting 
that CCPA does not mandate this record-keeping requirement, nor any 
regulations in this area. Thus, this subdivision would only be appropriate if it was 
determined to be "necessary" to further the purposes of CCPA. The AGO has 
failed to meet this threshold. 

o Given that the basis for such a recordkeeping obligation would be the 
rulemaking authority in Cal. Civ. Code Section 1798.185(b), the AGO is not 
subject to a requirement to publish the regulations by July 1, 2020 and also has 
significant discretion to allow a period of time for businesses that would have to 
comply with this new obligation to build the necessary systems and come into 
compliance. If the AGO keeps this proposed requirement, it should allow 
covered businesses one year to come into compliance after the regulation take 
effect and after a business becomes subject to the requirement. 

IA Recommendation: Subdivision (g) be struck in its entirety. 

999.318 Access/Deletion for households 
• This section does not adequately address safety concerns raised with the 

"household" provision as it relates to access/deletion requests for several reasons: 
o It assumes that a business will know how many individuals are members of a 

household which is unrealistic and an obstacle that cannot be overcome. 
o It assumes that an abusive member of a household will not coerce other 

members of the household to provide consent in order for the abuser to 
maintain control over his/her victims activities. 
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o It fails to establish any timeframe for the concept of household, so it is not clear 

whether a friend who stays in a spare room for a month while looking for a new 
place to live is a member of the household, is a member for just that month, or 
shall be considered a member of the household forever. 

o It also is not clear how it will be established that a shared access point, device, 
IP, or other identifier is connected with a group of people who form a 
"household" versus, for example, a hotel business center. 

o This section of the Proposed Regulations should be struck unless adequate 
detail can be added that explains how households should be defined, how 
members of a household must establish their identity as a member of the 
household, and how a business can determine for each household that it has 
received consent from each member. 

o This section should also be struck unless a mechanism can be developed to 
ensure that members of a household cannot be coerced or intimidated into 
providing consent for an access or deletion request. 

IA Recommendation: The AGO should strike this section in its entirety from the 
Proposed Regulations and further contemplate the guidance in A.B. 1355 to address 
the safety concerns posed by "households" in the context of access and deletion 
requests. Such regulations can be issued separately from the regulations required to be 
issued by July 1, 2020, and processing of requests related to households postponed 
until such time as these critical issues of physical safety can be addressed. 

999.324 Verification for password-protected accounts 
• Subdivision (a) should make clear that a business may require that a consumer 

request submitted through an authorized agent be authenticated through a 
password-protected account as discussed in IA's comments to Section 999.313(c)(7), 
supra. In addition to IA's prior recommendation to revise Section 999.313, IA also 
recommends that subdivision (a) of Section 999.324 is revised to make this explicit. 

IA Recommendation: Revise subdivision (a) to read, "If a business maintains a 
password-protected account with the consumer, the business may require the 
consumer to verify the consumer's identity through the business's existing 
authentication practices for the consumer's account, provided that the business follows 
the requirements in Section 999.323. A business may require the consumer to verify 
the consumer's identity and the consumer's permission to act on the request of an 
authorization agent through the business's existing authentication practices for the 
account. The business shall also require a consumer to re-authenticate themselves 
before disclosing or deleting the consumer's data." 

999.326 Authorized agent 
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• The interaction of the verification and authorized agent provisions do not provide 

needed clarity regarding proper verification and authentication of agents. The 
verification provisions of the Proposed Regulations do not adequately explain the 
proper interaction of a business' discretion in authentication with the requirement that 
authorized agents be allowed to make requests on behalf of consumers. In addition, it 
is not clear how business can be expected to reasonably authenticate agents. Because 
of these difficulties, as IA proposed in relation to Section 999.313(d)(7) and Section 
999.324, businesses should be able to rely on their authority to require consumers to 
use existing accounts to make requests, to also require agents must make the requests 
through those same accounts as a way of demonstrating the agent's authority. The 
verification sections of these regulations should also provide greater specificity as to 
how authentication of authorized agents should progress including providing more 
substantial guidance on the minimum evidence required and a safe harbor for 
businesses. 

• Regulations are not clear regarding the use of an authorized agent to exercise the 
various consumer rights created by CCPA. The CCPA only specifically includes the 
ability to authorize another person to exercise the right to opt-out of sale.B7 As has been 
previously discussed in the connection with use of an authorized agent, the difficulty of 
authenticating the agent's identity and authorization from the consumer create 
significant risks for consumers and will burden businesses who will work diligently to 
avoid acting on fraudulent requests. Consistent with CCPA, the Proposed Regulations 
should restrict use of authorized agents to the exercise of the right to opt-out sale. 

999.330 Minors under 13 years of age 
• The Proposed Regulations should clarify the knowledge standard. The standard 

governing the "knowledge" a business must have to trigger a duty to obtain affirmative 

authorization for the sale of the personal information of consumers under 13 in order 

must be consistent with the Children's Online Privacy Protection Act ("COPPA"). Under 

COPPA, a website operator must obtain parental consent when it has actual knowledge 

that it is collecting personal information from a user who is a child, not from "children" 

in general. This is reflected in the COPPA statute, regulations and longstanding FTC 
commentary.BB Requiring a standard different from what is required under COPPA 

would cause confusion and potentially complicate a business's efforts to protect 

87 Cal. Civ. Code§ 1798.135(c). 
88 See, e.g., 15 U.S.C. 6502(a)(1) ("It is unlawful for ... any operator that has actual knowledge that it is collecting personal 
information from a child, to collect personal information from a child in a manner that violates the regulations prescribed under 
subsection (b).") (emphasis added); 16 C.F.R. 312.3 ("It shall be unlawful for ... any operator that has actual knowledge that it is 
collecting or maintaining personal information from a child, to collect personal information from a child in a manner that violates the 
regulations prescribed under this part") (emphasis added); FTC, Complying with COPPA: Frequently Asked Questions A.14 
("COPPA covers operators of general audience websites or online services only where such operators have actual knowledge that a 
child under age 13 is the person providing personal information."). 
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minors and their personal information. What is more, it would be impermissible under 

COPPA's preemption clause. 89 

• The Proposed Regulations should be clear that a consent methodology that 

satisfies COPPA necessarily satisfies the "affirmative authorization" requirement 

of the CCPA. Under COPPA's preemption standard, it is clear that the Attorney General 

may not impose additional or otherwise inconsistent consent requirements beyond 

those imposed by COPPA. Under COPPA and the COPPA Rule, new approved methods 

for parental consent may become available in the future and such methods should be 

available to be used by the clear terms of the CCPA regulations. 

• Subdivision (a)(1) requires "affirmative authorization" of the sale of personal 
information that is in "addition to any verifiable parental consent" required by 
COPPA creating a duplicative requirement for businesses that are covered by 
COPPA. This provision could be drafted more narrowly to fit the need explained in the 
ISOR. The ISOR explains that "[t]his is necessary because the CCPA's prohibition on the 
sale of children's personal information covers information regardless of whether 
collected on line, offline, or from a third party." 90 IA has no objection to entities that are 
not subject to COPPA being required to follow CCPA requirements. However, for a 
business that is subject to COPPA and has a federally-complaint process to obtain 
consent from parents or guardians of minors, there is no justification for requiring a 
completely separate and secondary consent flow. This is particularly true given that the 
Proposed Regulations accept the adequacy of the existing COPPA parental consent 
mechanisms, by adopting them for the CCPA parental opt-in to sale. A more narrow 
provision requiring a COPPA-compliant parental consent process that also addresses 
opt-in to sale under the CCPA or a CCPA-compliant parental opt-in to sale process 
adequately addresses the critical interest in child safety and privacy, as well as parental 
interests in being empowered to make safety and privacy decisions on behalf of their 
young children. IA also believes that the imposition of additional requirements on 
"operators" regulated by COPPA is inconsistent with the preemption clause in COPPA.91 

IA Recommendation: Revise subdivision (a)(1) to read, "A business that has actual 
knowledge that it collects or maintains the personal information of 2 childfefl under the 
age of 13 shall utilize establish, document, and comply ·with a reasonable method, in 
light of available technology, for determining that the person affirmatively authorizing 
the sale of the personal information about the child is the parent or guardian of that 
child. Verifiable parental consent that complies with the Children's Online Privacy 
Protection Act and regulations thereunder shall satisfy this obligation. This affirmative 

89 See 15 U.S.C. § 6502(d) ("No State or local government may impose any liability for commercial activities or actions by operators 
in interstate or foreign commerce in connection with an activity or action described in this chapter that is inconsistent with the 
treatment of those activities or actions under this section.") 
90 ISOR, p. 34. 

15 U.S.C. § 6502(d). 
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authorization is in addition to any verifiable parental consent required under the 
Children's Online Prhfacy Protection Act..." 

999.336 Discriminatory practices 
• Please also see IA comments and recommendations related to financial incentives in 

regards to Proposed Regulations Section 999.307, supra. 
• Subdivision (a) ties CCPA's non-discrimination provisions to the exercise of 

consumer rights created by regulations which exceeds the AGO's rulemaking 
authority. The CCPA is clear that non-discrimination obligations only apply to the rights 
"created by this title." 92 Where the California Legislature wanted to incorporate future 
provisions created by AGO rulemaking in CCPA, it did so with specific language. 93 Thus, 
consistent with rules of statutory construction, an intent to include new rights created 
by regulation cannot be read into Section 1798.125 of CCPA. This also exceeds the 
rulemaking mandate in Section 1798.185(a)(6) which charges the AGO with 
"establishing rules and guidelines regarding financial incentive offerings." Thus, this 
subdivision should be revised to be consistent with CCPA. 

IA Recommendation: Revise subdivision (a) as to read, "[a] financial incentive or a 
price or service difference is discriminatory, and therefore prohibited by Civil Code 
Section 1798.125, if the business treats a consumer differently because the consumer 
exercised a right conferred by the CCPA or these regulations." 

999.337 Calculating value of consumer data 
• There is no basis for a requirement to calculate and disclose the value of consumer 

data in CCPA. In fact, the California Legislature had at least one bill introduced in the 
2019 which would have amended CCPA to require exactly this. A.B. 950 proposed to 
require businesses to disclose the monetary value of consumer data, but that bill did 
not pass. If CCPA included this requirement, such a bill would not have been necessary. 
In addition, unlike other bills that would have amended CCPA which were considered 
and ultimately passed in the same legislative session, A.B. 950 was not acted on by 
legislators. Where the Legislature chooses not to enact a proposal, the AGO should not 
legislate such proposal through the rulemaking process. 

• This new obligation is not necessary, is burdensome, and is of questionable value. 
The SRIA notes a significant lack of agreement on how to value data and on whether it 
can be done accurately. This lack of agreement is reflected in this Section of the 
Proposed Regulations in that it allows a number of different methodologies for 
calculating the value of data. The lack of an agreed method of calculation means that 
the approaches taken and the resulting values will differ significantly which will limit 
the utility to consumers. 

92 See Cal. Civ. Code§ 1798.125(a)(1 ). 
93 See, e.g., Cal. Civ. Code§ 1798.140(i)("and any new, consumer-friendly means of contacting a business, as approved by the 
Attorney General pursuant to Section 1798.185"). 
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The perceived value of data is subjective, in flux and depends on context. Because data 
lacks clear, objective value, academics have come up with wildly different estimates for 
the value of certain services to people, and experts are likely to come up with differing 
values for other services as well. More generally, the idea of valuing personal 
information and it being disclosed in a general fashion will bear no relation to the actual 
value of the data. The actual value of personal data will be highly variable, based not 
just on the specific business but also larger market considerations. For example, the 
value of data to a business is variable, particularly as the amount of data grows.94 

Depending on other variables in a given business arrangement, the value of the 
personal information could also vary widely. 

Concerning free, ads-based services, personalized services, people don't give up or 
exchange data for their experience; instead the experience is made possible by data. 
This is an important distinction. Data is what enables ads-based services to provide the 
core of the service itself, which is personalized content. The reason certain businesses 
can offer their services for free is not that they are being compensated with people's 
data. It's that they make money by selling ads: these businesses sell advertisers the 
opportunity to present their messages to people. And advertisers pay the businesses 
based on objective metrics such as the number of people who see their ads or the 
number of people who click on their ads. 

Given the significant questions about how to generate a value for data and 
well-founded skepticism on whether any disclosed value for data will accurately inform 
consumers of information related to the transaction they are considering, there is not 
an adequate benefit to consumers to justify the corresponding burden to business. 
Needless to say, undertaking an entirely new process to generate a value of data for 
publication to consumers will require businesses to engage in work that is not required 
by the CCPA, will require substantial investigation to determine the most workable 
methodology among those approved in the Proposed Regulation, and new legal risks 
for potentially publishing a figure that is challenged. 

The AGO should strike this provision and allow the plain language of the CCPA to guide 
business and regulatory enforcement efforts on whether financial incentive programs 
have an appropriate correlation of value to the consumer and value to the business. 

IA Recommendation: Strike Section 999.337 in its entirety. 

94 https://www.nber.org/papers/w24334.pdf 
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Message 

From: Biggs, London (REI-SAC) [ 

Sent: 12/6/2019 10:36:23 PM 

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Gardner, Rick (RIS-ATL) [ ; Burton, Jon (RIS-ATL) [ 

Subject: LexisNexis Risk Solutions Comment on CCPA Regs 

Attachments: LNRS Comments on CCPA Regs 12.06.19.pdf 

To the Privacy Regulations Coordinator, 

Thank you for the opportunity to submit written comments on behalf of LexisNexis Risk Solutions Inc. regarding the 
proposed regulations for implementation of the California Consumer Privacy Act. We appreciate the opportunity to 
share our suggestions to improve the regulations before they become final. If you have any trouble viewing the attached 
document or have additional questions regarding the information provided, please do not hesitate to contact me. 

Sincerely, 

London 

London Biggs 
Senior Manager, State Government Affairs - Western Region 
RELX Inc. 

Cell: 

Elsevier I LexisNexis Legal & Professional I LexisNexis Risk Solutions I Reed Business Information I Reed Exhibitions 
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RISK SOLUTIONS 

December 6, 2019 

Via Email: Pri a yRegulations@doj.ca.gov 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

LexisNexis Risk Solutions Inc. 
Comments on Proposed CCPA Regulations 

LexisNexis Risk Solutions Inc. ("LNRS") is hereby submitting comments to the California 
Office of the Attorney General ("AG") regarding the AG's proposed regulations for the 
California Consumer Privacy Act of2018 ("CCPA"). Thank you for the opportunity to submit 
these comments. 

LNRS, a part of RELX, is a provider of information solutions that help organizations reduce risks 
like identity theft, fraud, and other crimes. By bringing clarity to information, LNRS helps make 
communities safer, insurance rates more accurate, commerce more transparent, and processes 
more efficient. 

We are submitting these comments to highlight a significant risk to consumers posed by the 
proposed regulation, which states in relevant part: 

§ 999.315. Requests to Opt-Out 
(h) A request to opt-out need not be a verifiable consumer request. If a business, however, 

has a good-faith, reasonable, and documented belief that a request to opt-out is 
fraudulent, the business may deny the request. 

As with much of the CCPA, this opt-out verification limitation appears to have been crafted with 
marketing/advertising uses in mind and not services performed on the backend of financial 
transactions, for example, that are intended to protect the consumer. However, due to the 
breadth of the definition of "sale" in the CCPA, the opt-out right also applies to "sales" of 
personal information in fraud prevention and identity authentication services that are designed to 
protect consumers from identity theft and other security risks. Data-centric services of this 
nature are broadly used by businesses, financial institutions, insurance companies and 
government agencies to prevent or investigate such activity, and such services must contain 
information about California residents so that individuals purporting to be California residents 
can be confirmed. For example: 

• California residents seeking to change a credit card or business billing address may be 
asked to answer certain questions that only the actual resident would know (e.g., "which 
ofthese three addresses is not one where you have previously livecl?", etc.); or 
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• California residents may order merchandise online that they want delivered to an address 
that is not their credit card billing address. The merchant will check in the background 
with a service whether that address is one that is associated with the consumer ( e.g., a 
relative's address or a second home address). If the address does not appear to be 
associated with the consumer, the merchant may choose to subject the purchase to a 
heightened security review. 

With the aggressive nature and sophistication of cybercriminals, it is not hard to see the incentive 
for bad actors to opt-out unsuspecting consumers from fraud prevention services without their 
knowledge if the identity of the consumer does not have to be verified. If a consumer has been 
opted-out of such authentication services by a fraudster, then attempts to authenticate the 
consumer's identity in such ways may result in an incomplete or empty result. Organizations 
seeking to prevent identity theft or other crimes would then need to try improvised ways to 
confirm identity or choose simply to forego identity authentication. Either result would subject 
consumers to greater risk. 

The CCP A authorizes the AG to issue regulations to "facilitate and govern the submission of a 
request by a consumer to opt-out of the sale of personal information." CCPA, § 1798.185(4)(A). 
The law neither mandates nor prohibits requiring or allowing verification procedures for such 
requests. Given the financial and other harm that can befall consumers when identity thieves use 
information online without strong fraud detection solutions in place, any regulation that restricts 
verification of consumer opt-out for these use cases would be inconsistent with efforts to protect 
consumers as well as harmful to the public interest. 

The harm can be avoided by a minor revision in the proposed regulation as follows: 

§ 999.315. Requests to Opt-Out 
(h) A request to opt-out need not be a verifiable consumer request. If a business, however, 

cannot verify the identity of a person making a request concerning personal information 
sold for purposes other than advertising or marketing, the business may deny the request 
and shall inform the requestor that their identity cannot be verified. 

This change would lift the restriction on identity verification procedures that prevent harms 
caused by bad actors without burdening opt-out requests related to advertising or marketing. 

Thank you for your consideration. 
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LexisNexis Risk Solutions Inc. 

By: n:tJ--
Rick Gardner 
Corporate Counsel 
LexisNexis Risk Solutions Inc. 
I 000 Alderman Drive 
Alpharetta, GA 30005 

cc: London Biggs 
Senior Manager, State Government Affairs 
RELX 
2101 K Street 
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Message 

From: Heather West 
Sent: 12/6/2019 9:50:47 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Mozilla's comments 

Attachments: CCPA regulation comments.pdf 

Please find attached Mozilla's comments on the proposed CCPA regulations. Thank you. 

Heather West 
Head of Policy, Americas 
Mozilla 
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December 6th, 2019 

Attn: Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

Via email: PrivacyRegulations@doj.ca.gov 

Dear Privacy Regulations Coordinator: 

Thank you for the opportunity to submit comments on your proposed regulations for the California 

Consumer Privacy Act of 2018 (CCPA). The CCPA will bring important privacy and data protection rights 

to Californians, and it is key to ensure that this implementation is well-conceived. 

Mozilla is the maker of Firefox, the open-source web browser used by hundreds of millions of people. We 

also create new apps and tools that put people in control of their online experience, and keep the internet 

open and accessible to all. We're the keeper of the open web, and a trusted technology company known 

for the privacy and security of its products and our values-driven approach. As the makers of the Firefox 

browser, we recognize that we are in a unique position to enable a trusted internet. It's why we provide 

our users with more control within the browser and limit the data that we collect and use in accordance 

with our Lean Data Practices. We also work to shape policy and legislation across the globe, as we have 

done in California. 

We're here today because we believe the internet and our industry is in crisis, and real work must be 

done to regain the promise of the internet. Governments - from local and state to federal and 

international - play a huge role in realizing that promise, and in protecting the privacy of internet users. 

To that end, earlier this year we released a blueprint that we believe can guide comprehensive privacy 

legislation at any level. We are pleased to work with you and your office to realize the promise of a 

trusted internet that enables people to create and share. 

General comments 

Core to making CCPA an implementable privacy and data protection law is the clarity the related 

regulations need to bring. It is important that the regulations provide that clarity so that consumers are as 

clear as possible about their rights and companies know with reasonable certainty what is expected of 

them. We intend these suggestions to help define the regulations in order to provide truly meaningful 

controls and compliance programs that benefit consumers. 

Definition of "third parties" 

Any law depends on thorough and specific definitions in order to properly apply rules and 

responsibilities, and doubly so for a complex law like CCPA. 
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999.301 (e) - "Categories of third parties" means types of entities that do not collect personal 

information directly from consumers, including but not limited to advertising networks, internet 
service providers, data analytics providers, government entities, operating systems and 
platforms, social networks, and consumer data resellers. 

For the rules around third party data collection and sale to have real impact, the definition of third parties 

- or that of third party collection - is key. Unfortunately, this definition seems to carve out several 
important stakeholders in any data-sharing economy. This definition should be clarified to note that some 
entities act as both a first and third party. Usually, third party interactions are defined by the context of 
the data collection - not whether or not the party has a direct relationship with the user. More and more, 
we see companies collecting data from a number of contexts: first parties, as a third party on a different 
site, or simply buying data directly. 

For example, many social networks and on line platforms collect data directly from a consumer through 

direct online transaction on their platform, but also from indirect methods - whether purchasing that data 
or by embedding tracking elements in other websites. Defining the data collection relationship by an 
entity as first or third party - as this definition seems to do - raises many questions around 
implementation and the strength of protections that CCPA will offer. 

999.301(h) - "Household" means a person or group of people occupying a single dwelling. 

While we recognize that your office does not have the latitude to change the application of the 

"household" definition in the broader law, we continue to have great concern at the use of a household as 
an aggregate unit for the purposes of "right to know" and "right to access". The current household 
definition and implementation will be an avenue for abuse of the CCPA, and support strong regulatory 
guidelines on its use. 

We appreciate that the verification of a household as an aggregate unit requires all members of that 

household. However, it is not clear whether the data received by a household with a verified request 
should be all data about all persons in that household, or an aggregated (and deidentified) set of 
information, which could somewhat protect privacy within larger households. Also, depending on the 
data the entity has about the household, in many circumstances even aggregated/de-identified data is 
still able to be identified to a person because the sample size of the household is likely to be very small. It 
is not clear who may be considered a member of a household; many single dwellings have transient 
members, or people who live there part-time. There is no way to determine whether these members are 
a part of the group under this definition. 

Fraud and authentication 

It has been broadly noted that verification of any request for information under "right to know" or "right 

to access" must be adequately authenticated. While these regulations significantly clarify what kind of 
verification is adequate, we are concerned that the authentication processes are not strong enough and 
may result in data being released to non-authorized persons. 
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For example, it will prove to be difficult to reasonably authenticate any request where a service has 

minimal information about a user, let alone one from a household; records may not even exist to confirm 

or refute any claim as to who may live in a particular household. In particular, it is unclear whether there 

are adequate ways to verify a consumer's request when it is submitted through a third party service. The 

opportunity for fraud and abuse is high particularly if the business responding to such a request does not 

have a meaningful opportunity to pursue their own authentication other than asking the authorized agent 

for proof of such authorization. There have been multiple reports from Europe about records released 

based on badly authenticated, or unauthenticated, requests based on the GDPR. 

We strongly encourage the Attorney General's office to set a high bar on acceptable authentication for 

any request, and continually monitor how this provision is used, and how to improve it, on a regular 

basis. We hope that strong authentication methods at third parties services will facilitate a secure and 

trusted consumer mechanism for those who choose to use them, as well as provide a solid liability 

protection for companies acting on these requests in good faith. 

Metrics about Personal Data Requests 

999.317. Training; Record-Keeping (g)(1) 

Mozilla has published a transparency report for years, and we believe in transparency as a vital tool in 

helping to understand requests. While our transparency report generally focuses on requests from 

government and law enforcement entities, we have reported the number of Personal Data Requests 

received under GDPR and other data protection laws since July of 2018. 

We believe that everyone should have control over their personal data, understand how it's obtained and 

used, and be able to access, modify, or delete it. We extend these principles to all of our users regardless 

of when they submit a Personal Data Request, where they are located, or whether a data protection law 

(such as the CCPA) grants them express privacy rights. 

Mozilla takes great care to avoid collecting user location as we do not need it in order to provide our 

service. Companies like Mozilla that extend the same personal data rights to any person and cannot 

determine that individual's location, will have difficulty complying with the metrics reporting as outlined 

in the draft regulations. We do not want to ask users who send us data access requests for additional 

personal information in order to comply with a metrics standard. There is no benefit to the user in 

providing residency information and it makes no difference when we provide the control rights 

universally. 

In addition the specific reporting breakdowns required (for requests to know, to delete, and to opt-out) 

and median response times do not significantly increase the understanding of how CCPA rights are 

being exercised and complied with. The metrics requirements appear to assume that requests are always 

clear and unambiguous and are received in systems that allow for automated response time tracking. 

In reality, the ways in which consumers exercise these rights are not always clear and concise; they often 

combine requests in vague, non-specific language and pieces of requests may be separated or handled 

331 East Evelyn Avenue, Mountain View, CA 94041 • tel 650 903 0800 
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as a bulk action. Users may also locate, or be directed to, self-service portals where they can exercise 

their rights and not need to receive any company human support at all. For example, it would be difficult 

to ascertain whether a self-deleted account should be measured as a CCPA data request or not. 

It's important to also note that companies may not use ticketing or contact systems that includes queues 

or other functionalities that allow them to accurately calculate median response times. But many 

companies, including Mozilla, rely on email for many requests where such calculations are far from simple 

or automated. 

We respectfully suggest the metrics reporting requirements to be simplified to include only the 

information most salient for consumers and the Attorney General. 

In conclusion 

We are pleased to offer any additional explanation of these concerns to your office, or address any other 

topics of interest. We look forward to continuing to discuss the path forward for protecting the privacy 

rights of Californians, of all Americans, and indeed of everyone worldwide. 

Sincerely, 

Heather West 

Head of Public Policy, Americas 

Mozilla 

331 East Evelyn Avenue, Mountain View, CA 94041 "tel 650 903 0800 
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Message 

From: Valdivia, Arlen [ 
Sent: 12/6/2019 10:23:24 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: MPA CCPA Comment Submission 
Attachments: MPA CCPA Comments Submitted 12-6-19.pdf 

Attached you will find the Motion Picture Association's comments to the CCPA regulations. 

Arlen Valdivia 
Director, State Government Affairs 
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MOTION PICTURE ASSOCIATION -AMERICA 
15301 VENTURA. BournvARD, BUILDING E 

SHERMAN OAKS, CA 91403 
Main: (818) 995-6600 

MELISSA PATACK 

VICE PRESIDENT & SR. COUNSEL 

State Government Affairs 

December 6, 2019 

VIA EMAIL: PrivacvRegulations(d;doj.ca,_gg_y 

The Honorable Xavier Becerra 
California Attorney General 
Attention: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles CA 90013 

Dear General Becerra: 

COMMENTS O:F THE MOTION PICTURE ASSOCIATION 

The Motion Picture Association ("MPA") respectfully submits these comments in accordance with 
the California Attorney General's ("A(;") proposed rulemaking, pursuant to Civil Code Section 
1798.185, to implement the California Consumer Privacy Act ("CCPA''). 

MPA represents leading companies 1 in the creative community, including film, television, streaming 
content, video gaming and other content producers. We are proud to bring good jobs, high-quality 
entertainment and other benefits to California's economy and its consumers. Each year, we invest 
billions of dollars in our brands and in our trusted relationship with audiences here and globally.2 We 
know that earning and maintaining consumers' trust is critical to our mission as businesses and good 
corporate citizens. Thus, we fully support efforts to ensure that consumers' personal information is 
handled responsibly and safely by businesses delivering desired products and services to those 
consumers. Regrettably, the A.G's proposed regulations ("proposed reguJations") could stifle the 

1 MPA member companies include: The Walt Disney Studios Motion Pictures; Netf1ix Studios, LLC; Paramount Pictures 
Corporation; Sony Pictures Ente1iainment Inc.; Universal City Studios LLC; and Warner Bros. Entertainment Inc. 
2 Motion picture, television and digital entertainment production and distribution supports 2.1 million jobs, and more than 
$139 billion in total wages. More than 200,000 Californians make their careers in this industry, generating over $22 
billion in wages. ln addition, this sector registers a positive balance of trade in nearly every country in the world with 
$16.5 billion in exports worldwide. See https://www.motionpictures.org/what-we-do/driving-economic-growth/ 

CCPA_45DAY_01369 

https://www.motionpictures.org/what-we-do/driving-economic-growth
Guest
Line

Guest
FreeText
W165-1



continued growth of the creative economy in California and undermine existing practices designed to 
protect consumer information. 

We write to highlight a few implications of the proposed regulations that could impact the creative 
community in California. 

I. The modifications to the definition of service provider exceed the scope of the CCPA and 
improperly limit legitimate business activity. 

A. Proposed :regulation 

Proposed Section 999.314(c) changes the CCPA's definition of a service provider by restricting the 
activities a service provider can perform. First, a service provider is prohibited from using data 
collected from one person or entity to provide services to another person or entity. Second, the 
proposed regulations limit a service provider's ability to combine personal information from multiple 
clients only to the extent necessary to l) detect security incidents or 2) protect against fraudulent or 
illegal activity. 

B. Our concerns 

1. The service provider restrictions exceed the scope of the CCPA. 

These restrictions exceed the scope of the CCP A by impermissibly prohibiting service provider 
activities that would be otherwise permissible under the CCP A. 

Under Section 1798.140(v) of the CCPA, a "service provider" is defined as an entity 

that processes information on behalf of a business and to which the business discloses a 
consumer's personal information for a business purpose pursuant to a written contract, 
provided that the contract prohibits the entity receiving the information from retaining, using, 
or disclosing the personal information for any purpose other than for the specific purpose of 
performing the services specified in the contract for the business, or as otherwise permitted by 
this title, including retaining, using, or disclosing the personal information for a commercial 
purpose other than providing the services specified in the contract with the business. 

These limitations on a service provider's use of personal information are sufficiently robust to make 
the further restrictions in proposed Section 999.314(c) unnecessary. Nothing in the CCPA states that 
a service provider's use of personal information to provide services for a business precludes the use 
of that information for purposes that may support its services to other customers. In addition, the 
notion that the CCPA permits this activity only for purposes of detecting security incidents or 
protecting against fraud or illegal activity (but not for other purposes, such as preventing security 
incidents, prosecuting fraud or iUegal activity, debugging or correcting errors or product 
improvement) is arbitrary and wholly untethered to the CCPA's statutory language. 
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Imposing such restrictions does not implement the statute. To the contrary, they constitute 
amendments to the CCPA that must be enacted through the legislative, rather than the regulatory, 
process. 

2. The service provider restrictions would inhibit use of a wide range of 
business services and adversely affect the digital economy. 

The regulations adopt an outdated notion of business-to-business services that assumes service 
providers must be "work-for-hire" contractors or providers of professional services who act 
exclusively for the benefit of each client. In fact, businesses increasingly leverage "software-as-a
service" and other platform-based delivery models, whereby the service provider operates a single, 
multi-tenant platform used by and for the benefit of multiple clients. These services are often more 
effective, cheaper and easier to implement and maintain precisely because all clients benefit from 
ongoing and iterative product improvements informed by what the service provider learns about 
operating the platform for all clients. What the service provider learns in the course of processing data 
for one client may inform a product improvement that benefits all clients. And in some cases, the 
services may give clients the option to get aggregated benchmarks, statistics, or other de-identified 
information derived from the data that the service provider processes on behalf of aH clients. So long 
as these activities are encompassed in the definition of "services" that a business directs a vendor to 
perform, and the vendor is contractually prohibited from retaining, using or disclosing the business's 
data for other purposes, there is no reason why the vendor cannot qualify as a service provider under 
the CCPA. 

To arbitrarily circumscribe the scope of these activities to the detection of security incidents or 
prevention of fraud or illegal activity would impede the use of these services, which have been widely 
adopted by businesses of ail types and sizes, and have been credited for fueling innovation and the 
growth of the digital economy over the past decade. Startups and small businesses in particular 
benefit from these services, which give them access to technology and capabilities they otherwise 
could not afford. 

C. Recommendation 

We recommend (i) revising proposed Section 999. 314( c) to be consistent with the statutory definition 
of service provider; (ii) deleting the second sentence regarding data security, fraud and illegal 
activity; and (iii) clarifying that a business may authorize a service provider to combine personal 
information received from the business with personal information received from other entities to 
which it is a service provider, in connection with the service provider's performance of the services 
specified in its contract with the authorizing business. Alternatively, we recommend deleting 
proposed Section 999.314(c). 

n. The regulatory requirement that a business obtain explicit consent for an new uses of 
personal information exceeds the scope of the CCPA and imposes amnecessary 
restrictions on business operations and innovation. 
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A. Proposed. regulations 

Proposed Section 305(a)(3) provides that 

[i]f the business intends to use a consumer's personal information for a purpose that was not 
previously disclosed to the consumer in the notice at collection, the business shall directly 
notify the consumer of this new use and obtain explicit consent from the consumer to use it 
for this new purpose. 

( emphasis added). 

B. Our concern 

1. The explicit consent requirement exceeds the scope of the CCPA. 

Section 1798.1 00(b) of the CCPA provides that "[a] business shall not collect additional categories of 
personal infi.)rmation or use personal information collected for additional purposes without providing 
the consumer with notice consistent with this section." 

Thus, a business need only give a "notice" before using the previously collected personal information 
for additional purposes. Upon receiving such notice, a consumer may choose to request the deletion 
of their personal infr)fmation, to opt-out of the sale of personal information, or to receive further 
details about the disclosure or sale of their personal information by submitting a request under 
Sections 1798.100-1798.120 of the CCPA. 

This conclusion is reinforced by Section 1798.140(t)(2)(D) of the CCPA, which provides that if an 
acquirer in a merger, acquisition or similar transaction: 

materially alters how it uses or shares the personal information of a consumer in a manner that 
is materially inconsistent with the promises made at the time of collection, it shaH provide 
prior notice of the new or changed practice to the consumer. The notice shall be sufficiently 
prominent and robust to ensure that existing consumers can easily exercise their choices 
consistently with Section 1798.120. This subparagraph does not authorize a business to make 
material, retroactive privacy policy changes or make other changes in their privacy policy in a 
manner that would violate the Unfair and Deceptive Practices Act .... 

Creating an additional consent requirement does not implement the statute. To the contrary, it 
constitutes an amendment to the CCPA that must be enacted through the legislative, rather than the 
regulatory, process. 

2. The explicit consent requirement deviates from existing legal standards 
and contradicts the CCPA by failing to acknowledge the difference 
behveen material and immaterial changes. 

A business may need to use data in previously undisclosed ways for a variety of administrative and 
other reasons that would not reasonably be expected to surprise the consumer or bear on the 
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consumer's decision to entrust the business with their personal information. Recognizing this, the 
CCP A and most existing legal standards recognize that not every change to a privacy policy will be 
material to consumer expectations. 

Long-standing Federal Trade Commission (FTC) guidance directs that n1aterial retroactive changes to 
privacy policies require opt-in consent.3 The material retroactive change standard is recognized by the 
CCPA itself, as we discuss in Section II.B.1 above. Under the California Online Privacy Protection 
Act, businesses are required to explain how they will give notice of only "material" changes to 
privacy policies.4 Finally, Europe's General Data Protection Regulation acknowledges that 
consumers should reasonably expect certain data use not explicitly disclosed in privacy notices so 
long as it is compatible with disclosed uses. 5 

Yet, the proposed regulations deviate from the CCPA itself and other well-established legal standards 
by effectively requiring consent for both material and immaterial changes to notices at collection. 

3. The explicit consent requirement impedes innovation, disadvantages 
Califomia businesses and incentivizes creation of longer, overly-broad 
privacy policies. 

Businesses change, products and services evolve, and the need to use data in new ways is inevitable. 
Yet the proposed regulation would bar these changes without the explicit consent of the business's 
customers, effectively giving customers a veto right over how a company can run its business. Such 
an impediment would stifle innovation and the creation of new and beneficial products and services 
that consumers want, while placing California businesses at a competitive disadvantage. 

In addition, to avoid having to seek explicit consent to new data practices, businesses may draft 
overly-broad privacy notices that describe all possible data uses to limit the likelihood that they will 
need to use data in the future in a previously undisclosed manner. This will result in longer and more 
confusing privacy policies that are harder for consumers to understand. 

C. Recommendation 

We recommend deleting proposed Section 305(a)(3) or revising it to be consistent with the CCPA 
requirements discussed above. 

3 See, e.g., Protecting Consumer Privacy in an Era of Rapid Change, at vii, 15, 77 (available at 
hrtps://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-bureau-consumer-protection
preliminary-ftc-staff-report-protecting-consumer/101201 privacyreport.pdf). 
4 Cal. Bus. & Prof. Code§ 22575(b)(3). 
5 GDPR Recital 50 ("The processing of personal data for purposes other than those for which the personal data were 
initially collected should be allowed only where the processing is compatible with the purposes for which the personal 
data were initially collected .... In order to ascertain whether a purpose of further processing is compatible with the 
purpose for which the personal data are initially collected, the controller, after having met all the requirements for the 
lawfulness of the original processing, should take into account, inter alia: any link between those purposes and the 
purposes of the intended further processing; the context in which the personal data have been collected, in particular the 
reasonable expectations of data subjects based on their relationship with the controller as to their further use; the nature of 
the personal data; the consequences of the intended further processing for data subjects; and the existence of appropriate 
safeguards in both the original and intended further processing operations."). 

5 
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HI. The regulatory requirement for the timing of notices exceeds the scope of the CCPA and 
imposes unworkable compliance obligations on businesses. 

A. Proposed :regulations 

Proposed Section 999.305(a)(2)(e) states that the notice at collection must "[b]e visible or accessible 
where consumers wm see it before any personal information is collected." (emphasis added). 

B. Our concerns 

1. The :requirement to provide notice before collection exceeds the scope of 
the CCPA. 

Under Section 1798.lO0(b) of the CCPA, a business is required to give a notice at collection "at or 
before the point of collection." By using only the term "before", rather than "at or before," the 
proposed regulations impermissibly narrow the CCPA's requirement for when notice must be 
provided. 

Imposing this additional restriction is contrary to the statute and constitutes an amendment to the 
CCP A that can be enacted only through the legislative process. 

2. The requirement to provide notice before collection would be difficult if 
not impossible to comply with. 

Providing notice before, rather than "at or before" the time information is being collected may be 
difficult or impossible, particularly in online interactions. The broad definition of personal 
information under the CCP A includes web-based identifiers, device-related information and 
electronic network activity information. These data elements are often collected automatically when 
visiting a website. As a result, requiring that notice be provided before any information is collected is 
virtually impossible, essentially requiring that notice be provided before the user reaches the website. 

3. The requirement to provide notice before collection makes the proposed 
regulations internally inconsistent. 

The proposed regulations define a notice at collection as "the notice given by a business to a 
consumer at or before the time a business collects personal information from the consumer as 
required by Civil Code Section 1798.1 00(b) and specified in these regulations."6 This definition 
contradicts the requirement in proposed Section 999.305(a)(2)(e). 

In addition, proposed Section 999.305(a)(2)(e) states specifically that "when a business collects 
consumers' personal information online, it may conspicuously post a link to the notice on the 
business's website homepage or the mobile application's download page, or on all webpages where 
personal information is collected." Similarly, proposed Section 999.305(c) states that "[i]f a business 
collects personal information from a consumer online, the notice at collection may be given to the 

6 Proposed California Consumer Privacy Act Regulations, Cal. Code Regs. Title l l, § 999 .30 l (i) (Oct. 11, 2019) 
(emphasis added). 
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consumer by providing a link to the section of the business's privacy policy that contains the 
[required] infonnation ...." 

Thus, while these subsequent provisions purport to allow a business to provide notice through a 
website privacy policy, as outlined above, this cannot be done in any practical way before any 
personal information is collected. 

C. Recommendation 

\Ve recommend modifying Section 305(a)(2) to require notice "at or before the point of collection," 
rather than before collection, thereby making this section consistent with the CCP A. 

IV. The :regulatory :requirement that a business interpret consumer actions and signals from 
privacy controls as opt-out :requests exceeds the scope of the CCPA, unnecessarily 
burdens businesses, and degrades user experience. 

A. Proposed regulation 

The proposed regulations include three circumstances in which a business must infer that a consumer 
has submitted an opt-out request, even when the consumer has not done so expressly: 

l. Proposed Section 999.306(d)(2) requires that businesses that do not sell personal information, 
and are therefore not required to provide a notice of right to opt-out, are "deemed" to have 
received valid opt-out requests from all consumers whose information has been coHected 
during a time when a notice of right to opt-out was not posted. 

2. Proposed Section 999.313( d)(l) states that where a business is unable to verify the identity of 
a consumer submitting a request to delete data, the business must treat the unverified request 
as an opt-out request. 

3. Proposed Sections 999.315(c) & (g) provide that businesses must interpret a consumer's use 
of "privacy controls," including those from browsers or "other mechanisms" as if the 
consumer has exercised an opt-out right. 

B. Our concerns 

1. The requirements to process "deemed" opt-out requests exceed. the scope 
of the CCPA. 

Nothing in the CCPA suggests that a business must infer a consumer's intent to submit an opt-out 
request without any specific direction from the consumer. 

To the contrary, the consumer's expression of choice, and a business's responsibility to honor that 
choice, are at the core of the CCP A Section 1798. BO(a)(l) of the CCPA specifically establishes the 
method by which consumers may express the choice to opt-out, namely, a web page designated by 
the business. To ensure it is easy to find, the business must link to that webpage from a "Do Not Sell 
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My Personal Information" link placed conspicuously on its homepage. Yet the "deemed" opt-out 
requirements ofthe draft regulations disregard this statutory mechanism entirely. 

Moreover, the CCPA provides that the right to opt-out applies only with respect to businesses that sell 
personal information ("A consumer shall have the right, at any time, to direct a business that sells 
personal infonnation about the consumer to third parties not to sell the consumer's personal 
information."7). Further, the CCPA provides that a business must process an opt-out request only 
once it "has received direction from a consumer not to sell the consumer's personal information."8 A 
deletion request simply is not a direction to opt-out, and even if it were, the CCPA does not create a 
right to submit an opt-out request to a business that does not sell personal information. 

Expanding a business's opt-out obligations in this manner does not implement the statute. To the 
contrary, it would constitute an amendment to the CCPA that must be enacted through the legislative, 
rather than the regulatory, process. 

2. The requirements to process "deemed" opt-out :requests impose 
burdensome and 1.mnecessary record-keeping and compliance 
requirements that undermine the principle of data minimization. 

Proposed Section 999.31 ?(b) requires that businesses maintain records related to consumer requests 
and how the business responded. A business that does not sell personal information, and is thus 
exempt under the CCPA from giving a notice of right to opt-out, would nonetheless be forced to track 
and maintain records of all consumer interactions involving personal information collection 
(potentially including all visits to the site), all of which would be "deemed" to constitute opt-out 
requests. This would be burdensome and costly. Furthermore, the requirement to record and repm1 
publicly on the number of consumer requests received and the company's responses would impose an 
additional cost on businesses that are already devoting significant resources to building systems that 
enable them to respond to such requests. There is no apparent consumer benefit to making a business 
process and track requests to stop doing something that the business does not do. 

Moreover, maintaining records about "deemed" opt-out requests undermines the principle of data 
minimization, a data protection principle that encourages businesses to avoid collecting more 
personal information than needed for the purposes for which it is collected.9 These requirements 
would require businesses to create and maintain large databases of potentially sensitive consumer 
data (e.g., the sites a consumer visits) without any business reason to maintain it. This practice could, 
in tum, harm consumer privacy if the database is compromised, all for no apparent consumer benefit. 

3, Processing a "deemed" opt-out .request could degrade consumer 
experience and expectations. 

If a business is required to process an unverified deletion request or a plug-in signal as an opt-out 
request, the business may be required to disable personalization features that the user wants and 

7 Cal. Civ. Code§ 1798. l20(a) (emphasis added). 
8 !d. § 1798.120(d) (emphasis added). 
9 See, e.g., General Data Protection Regulation Art. 5(1 )( c) (stating that personal data shall be "adequate, relevant and 
limited to what is necessary in relation to the purposes for which they are processed"). 
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expects, which could worsen consumer experience and create confusion. The proposed regulations 
themselves acknowledge that businesses should be able to give consumers the ability to express more 
granular and limited opt-out preferences so long as they have a global option to opt-out of all sales of 
personal information. 10 By requiring businesses to treat unverified deletion requests and plug-in 
signals as "global" opt-out requests, the proposed regulations would inhibit a business's ability to 
ensure that the request aligns with consumer expectations. 

4. Requiring businesses to process '"deemed" opt-out requests increases 
compliance costs and the risk of fraud. 

Proposed Section 999.315(h) acknowledges that opt-out requests can be fraudulent, even when made 
explicitly. Yet the proposed regulations would require businesses to process unverified deletion 
requests as opt-out requests without any direction from the consumer, and even after the consumer 
failed to verify a deletion request, which would be an indicator of potential fraud. By providing that 
opt-out requests need not be verifiable, the proposed regulations assume that the only goal of fraud 
prevention is to protect the privacy of consumers and ignore another important goal of fraud 
prevention, namely, to protect businesses from the costs of dealing with fraudulent requests. This 
premise, combined with the obligation to treat unverified deletion requests as opt-out requests, 
requires businesses to bear the cost of complying with a potentially high volume of requests that 
consumers did not make, and that may be fraudulent. 

5. Browser and plug-in based privacy controls are not a reliable mechanism 
for submitting opt-out requests. 

A browser or plug-in signal may not give a business sufficient information to confirm the user's 
intent to submit an opt-out request. Many users simply rely on default settings, meaning that the 
settings and information being transmitted are, in many cases, representative of the default setting 
rather than any particular user preference. 

Moreover, a business that receives a signal from a browser setting or plug-in may not know if the user 
is a California resident, if the request is fraudulent, if the actual user is the person the business 
believes to be associated with the browser or IP address (and not someone simply sharing the device 
with another consumer), or what the company operating the browser or plug-in has communicated to 
the user about what the setting signals to websites, which is essential to understanding the user intent 
underlying the signal. Cun-ent browser settings and plug-ins have not been designed with the sale of 
personal information, as the CCP A defines those terms, in mind. 

In addition, there are no recognized industry standards for these settings and there is a large and 
growing number of browsers and plug-ins on the global market, all of which could implement these 
settings in a different way. It would be extremely burdensome, if not impossible, to keep track of and 
comply with all possible variations of signals received from these third party products. Furthermore, 
protocols for browser-based default settings are still in early stages of development and requiring 
them to be mandatory would confuse the market and harden these protocols prematurely. 

10 See Proposed California Consumer Privacy Act Regulations, Cal. Code Regs. Title 11, § 999.315(d) (Oct 11, 2019). 
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C. Recommendation 

We recommend removing (i) the second sentence of Section 999.306(d)(2); (ii) the second sentence 
of Section 999.313( d)(l ); (iii) Section 999.315( c ); and (iv) the third sentence of Section 999.31 S(g) of 
the proposed regulations. Alternatively, with respect to proposed Sections 999.315(c) and (g), we 
recommend clarifying that a business may designate which consumer-enabled privacy controls, if 
any, can be used to communicate an opt-out request to that business. 

V. The requirements regarding valuation of consumer data exceed the scope of the CCPA 
and violate the right of a business to protect its trade secrets; without enhancing 
protection of consumer privacy. 

A. Proposed regulation 

Proposed Section 999.307(5) requires that businesses give consumers notice of: 

a. [a] good-faith estimate of the value of the consumer's data that forms the basis for offering the financial 
incentive or price or service difference; and 

b. [a] description of the method the business used to calculate the value of the consumer's data. 

B. Our concerns 

1. The requirement to disclose the valuation of consumer data exceeds the 
scope of the CCPA. 

The CCPA requires that businesses disclose only the "material terms" of any financial incentive 
program and that any financial incentive be related to the value provided to the business by the 
consumer's data. 11 The CCP A simply does not require disclosure of the business's estimate of such 
value or the method used to calculate it Such a disclosure requirement does not implement the 
statute. To the contrary, it would constitute an amendment to the CCPA that must be enacted through 
the legislative, rather than the regulatory, process. 

2. Compliance with. the requirement to disclose the valuation of consumer 
data would compromise confidential business in.formation and trade 
secrets. 

Disclosing estimates of the value of a business's assets can make it possible to infer proprietary 
information about the business, such as its financial performance or pricing. As such, this information 
is widely treated as confidential. Methods for calculating the value of a business asset commonly 
constitute proprietary business information and trade secrets, the development of which requires 
significant investment. Requiring businesses to disclose these methods would require them to 
compromise these trade secrets and lose the business value they confer. 

Cal. Civ. Code § l 798. I 25(b)(3 ). 
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In addition, disclosure of financial performance information by public companies is tightly regulated 
by securities laws. Information assets are no different and requiring businesses to define and disclose 
the purported value of the data they collect could require them to disclose proprietary information 
about their financial performance and/or pricing methods. Such exposures would create substantial 
regulatory and litigation risk, particularly for public companies. 

3. The requirement to disclose the valuation. of consumer data would make 
privacy notices longer and contribute to the problem of "notice fatigue." 

The proposed regulations require that privacy notices be "easy to read and understandable to an 
average consumer." 12 Yet the CCPA's statutory requirements alone already require businesses to 
substantially increase the length and complexity of privacy notices, potentially making them harder 
for consumers to understand and increasing the likelihood that consun1ers ignore them altogether. By 
requiring additional disclosures beyond what the text of the CCP A requires, the proposed regulations 
compound this problem. 

C. Recommendation 

We recommend that proposed Section 999.307(5) be deleted. 

Thank you for your consideration. 

~j(__ 
-ltv' 

Melissa Patack 

12 Proposed California Consumer Privacy Act Regulations, Cal. Code Regs. Title 11, § 999.305(a)(2) (Oct. 11, 2019}, 
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Message 

From: Emery, Emily 
Sent: 12/6/2019 7:39:26 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Emery, Emily 
Subject: MPA Comments on the Proposed Text of Regulations Implementing CCPA 
Attachments: MPA Comments on the Proposed Text of Regulations Implementing CCPA.pdf 

Attached, please find comments on the proposed text of regulations implementing CCPA submitted on behalf of 
MPA - The Association of Magazine Media. We appreciate the opportunity to provide the attached commentary 
for your consideration. Please contact us if we can be of assistance. 

Emily Emery 
Director of Digital Policy 
MPA - The Association of Magazine Media 
Cell: 
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THE Assoc1AT10N oF [C7 Mn A 
__J 1/--\ MAGAZINE MEDIA 

December 6, 2019 

The Honorable Xavier Becerra 
California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Submitted via email to PrivacyRegulations@doi.ca.gov 

RE: Comments from MPA - the Association of Magazine Media on the Proposed Text of 
Regulations Implementing the California Consumer Privacy Act (CCPA) 

Dear Attorney General Becerra: 

MP A - the Association of Magazine Media (MP A) appreciates the opportunity to submit 
comments on behalf of its members to the California Office of the Attorney General ("OAG") in 
response to the proposed rulemaking implementing the California Consumer Privacy Act 
("CCP A"). 

MP A represents more than 500 magazine media brands that span a vast range of genres across 
print, digital, mobile and video media. MP A members inform, inspire and entertain more than 90 
percent of all U.S. adults through the print and digital magazine titles they trust and value most. 1 

MPA members publish some of the nation's best known, well-trusted, and most loved 
magazmes. 

Readers trust magazine media. In fact, as of 2019, traditional media sources such as magazines 
outpaced online-only media, owned media, and social media in terms of consumer trust. 2 

Consistent with maintaining reader trust, MPA supports the overarching consumer protection 
goals of the CCP A MP A believes that consumers should have meaningful data privacy 
protections, meaningful control over the use of their personal information, and greater 
transparency into businesses' data practices. 

Magazine media brands depend on consumer data to deliver to readers the insightful, 
meaningful, and world-changing content they expect. The responsible use of consumer data 
enables magazine media brands to understand their readers' interests and preferences in order to 
personalize the content that is relevant to their readership. Data also plays a vital role for 
magazine publishers in helping them reach new, diverse audiences that would otherwise be 

1 MPA, Magazine Media Factbook (2019), available at 
https ://www .magazine.org/Magazine/Research _and_ Resources _pages/MP A _Factbook 
2 Ibid. 
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unaware of or not have access to their content. Data allows magazine publishers to broaden their 
reach and create new offerings so the industry can remain relevant to consumers and do so in a 
way that makes magazine media accessible to readers. 

In addition to data-driven content creation, magazine publishers rely on data-driven advertising 
to subsidize their content and to connect their readers with products and services that appeal to 
them. While revenue models vary by publisher, advertising is a significant source of magazine 
revenue for many magazine brands, and advertising revenue is crucial to magazine media's 
bottom line and the ability for magazine publishers to continue engaging readers. MP A members 
work with advertisers and agencies to deliver the right message to readers at the right time across 
a multitude of channels such as print, digital, mobile, and video. 

In the digital space, this data-driven form of advertising is often done in a privacy-protective 
manner by not identifying specific consumers by name, email or other personally identifiable 
information. Instead, non-identifiable or pseudonymized information is used to connect relevant 
advertisements to browsers and devices, and such information is kept separate from consumer 
identities. Further, the increased adoption of contextual advertising speaks to the important first
party relationship between magazine publishers and their readers, who trust magazine publishers 
to serve both content and advertising that is relevant to their interests. 

Magazine publishers recognize that consumers benefit from strong and effective data privacy 
protections, and consumer privacy protections can be effective without inhibiting consumers' 
ability to connect with magazines and access content they value. The success of such protections 
relies on the ability of businesses to correctly interpret and implement reasonable regulations into 
their processes for managing consumer data. 

In contrast, disruptions or uncertainty around implementation could curtail the availability of the 
data that supports the magazine media industry. As a result, consumers could be severely 
impacted by diminished service offerings that cut off access to the most relevant news and 
content that fuels readers' interests and engagement in the world at large. In that spirit, MP A 
seeks additional clarifications from the OAG on the regulations, which would further enable 
magazine publishers to preserve the trusted relationship between readers and their magazine 
brands. 

Uncertainty about CCPA rulemaking language poses considerable challenges for MP A members 
and magazine publishing as a whole. Without further clarity on the regulations and enforcement 
by the OAG, the implementation of the CCP A could inadvertently diminish the diverse, 
informative, and expert voices of magazine media, and consumers may face restricted access to 
the valuable content they enjoy and want. 

Given the critical importance of protecting consumer data and given the short timeframe before 
the January 1, 2020 effective date of the CCPA, MPA commends the OAG's focus on receiving 
feedback on the provisions of the proposed CCPA regulations that could potentially raise 
implementation challenges or inadvertently undermine benefits to consumer privacy and to 
consumer well-being. 

2 
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The CCP A could have a significant impact on the consumers of magazine media, the availability 
of magazine content, and the viability of magazine brands. Therefore, MP A urges the OAG to 
issue expedited clarifications on businesses' obligations in honoring opt-out of sale requests 
where consumer intent is unclear; further guidance on processing deletion requests; confirmation 
that varied subscription rates and metered paywalls are reasonable practices and should be 
exempted from financial incentive requirements; and clarifications concerning several 
outstanding technical implementation issues inherent in the CCP A 

I. The OAG should issue further clarification on obligations for businesses in honoring 
consumers' opt-out of sale requests pursuant to section 999.315. 

In order to ensure that consumers have a full understanding of their rights, the business entities 
that handle consumer data must have clarity on their obligations under the CCP A As mentioned 
above, as businesses, magazine publishers have a trusted, direct relationship with readers. 
Accordingly, magazine publishers take great efforts to understand and implement the serving of 
content and advertising based on consumer choice and engage in behaviors that support the 
reasonable expectation of consumers in how their data will be utilized. 

MPA notes two issues with section 999.315 of the proposed OAG regulations on requests to opt
out of the sale of personal information that could circumvent consumer choice and frustrate a 
consumer's desired interaction with a magazine publisher's content. 

In section 999 .315( c ), MP A believes that the OAG' s direction to businesses to treat a "browser 
plugin or privacy setting or other mechanism ... as a valid request" to opt out of personal 
information sale could be interpreted as a requirement to accept default browser settings that 
remove the ability of the consumer to choose an optimized experience on a specific website or 
mobile application. Particularly for businesses with a direct first-party relationship with the 
consumer, such as magazine publishers and their readers, the utilization of a prominently 
displayed "Do Not Sell My Info" link is a mechanism that is much better suited and more likely 
to capture a consumer's individualized preferences than a default browser setting. 

This diminished consumer choice is compounded by the requirement for businesses to pass of 
opt-out of sale requests to all third parties that have received personal information about the 
consumer from the business in the past 90 days in section 999.315(t). A default browser setting 
could override a consumer's individual ability to engage with a business that they did not intend 
to restrict, even before the consumer engages with the business, resulting in a potentially 
negative consumer experience that removes consumer choice and overlooks individualized 
consumer preferences and choices. 

Such a clarification from the OAG would help consumers fully actualize their CCPA rights, 
maintain their ability to make granular choices about data, and help ensure continued access to 
the magazine media content consumers wish to receive. It would also provide more certainty in 
the marketplace and help magazine publishers and the companies they work with understand 
their obligations in complying with the CCP A Absent a clarification on the above, lvIPA fears 
these questions will diminish consumer choice, and continue to cause uncertainty for consumers 
and businesses alike. 
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II. The OAG should issue further guidance for businesses on processing deletion requests 
in section 999.313(d). 

In the interest of respecting consumer preference regarding a request for deletion, MP A urges the 
OAG to clarify that businesses can retain suppression records in order to honor a consumer's 
deletion request. A strict application of the requirement articulated in section 999.313(d)(2) 
could potentially result in a business inadvertently re-adding a consumer who made a request for 
deletion to the business's systems if the business receives the data about the consumer from a 
third party after the consumer's direct deletion request was honored and processed by the 
business. 

MPA urges the OAG to clarify in section 999.313(d)(5) that a business may "maintain a record 
ofthe request, including a suppression record:' in order to honor a consumer's request for 
deletion and to meet consumer intent in instances where the business receives information about 
a consumer after the initial processing of the consumer's request to delete. 

HI. The OAG should consider reasonable business practices where the collection of 
personal information for the off er of financial incentives may not be directly tied to "the 
value of the consumer's data" and should reevaluate the requirement to provide certain 
information in a notice of financial incentive in section 999.307. 

The enduring relationship between reader and magazine brand is both fundamental to the 
industry's relevance and its business model. Accordingly, transparent, customer-forward 
practices are one of the industry's highest priorities. One mechanism to incentivize and preserve 
a long-term relationship between consumers and magazine brands is to offer discounted 
subscription offers to engage or retain readers. Similarly, some magazine publishers maintain 
paywalls in order to help readers explore available content and incentivize subscription or 
membership. In order to make such offers available to a reader and encourage engagement, a 
publisher may retain personal information about a consumer in order to track the offer and honor 
its redemption when the consumer elects to subscribe. 

In section 999.336(a), the proposed regulations state that a price or service difference offered to 
consumers is prohibited if the business treats a consumer differently because the consumer 
exercised a right conferred by the CCPA or the proposed regulations. However, per section 
999.336(b), businesses may offer price or service differences to consumers if those differences 
are "reasonably related to the value of the consumer's data" to the business. This requirement 
forces businesses to provide numerical justifications for offering benefits to consumers in the 
form of lower prices. The value of such incentives are often derived not from the value of a 
consumer's data, but instead are reasonably related to the value of the provided subscription 
itself The proposed regulations' requirement, unfortunately, does not fully account for the ways 
in which magazine brands typically price and value their subscription offers and paywalled 
content. Therefore, it is not clear how the proposed regulation applies in the context of 
subscriptions and paywalled content. 

Moreover, under section 999.307(a)(l) as currently drafted, the act of collecting and retaining 
personal information about a consumer coupled with standard magazine media subscription 
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practices could inadvertently trigger a requirement to display a "notice of financial incentive," 
that must contain a "good-faith estimate of the value of the consumer's data" and a "description 
of the method the business used to calculate the value of the consumer's data." This requirement 
could prompt conflicting "economic" analyses of the value of the consumer's data based on the 
approved methods for making such valuations as set forth in section 999.307(b)(5)) or prompt 
contradictory, subjective determinations of value based on other business factor. 

As a result, this requirement stands to confuse consumers rather than provide them with useful, 
educational information about business practices, and prove onerous for businesses to 
implement. Additionally, it could obligate businesses to reveal confidential or proprietary 
information about their valuation metrics. 

MP A urges the OAG to consider whether additional clarifying language is necessary given that 
subscription offers and paywall models represent common business practices that collect user 
data in order to offer benefits to consumers. MP A recommends that the OAG consider removing 
the requirement to justify a price or service difference offered to consumers by ensuring such 
price or service difference is "reasonably related to the value of the consumer's data," and that 
the OAG consider removing the requirement to provide an estimate of the "value of the 
consumer's data" and the method used to calculate such value in a notice of financial incentive. 

IV. The OAG should provide further guidance on the following technical implementation 
issues: how businesses can provide required notices in an "alternative form" to disabled 
consumers; methods for providing notice at collection; design implementation for the opt
out button or logo; and the threshold for additional reporting requirements. 

MP A encourages further clarification from the OAG on the following four technical 
implementation issues that have been raised by magazine publishers in response to their efforts 
to successfully implement the CCPA: 

(A)Disability access in sections 999.305(a)(2)(d), 999.306(a)(2)(d), 999.307(a)(2)(d), and 
999.308(a)(2)(d). MPA acknowledges the importance of providing access to required 
notices to all users, including those with disabilities. However, despite good-faith efforts, 
differing interpretations on whether a given "alternative form" is sufficient as indicated in 
sections 999.305(a)(2)(d); 999.306(a)(2)(d); 999.307(a)(2)(d); and 999.308(a)(2)(d) could 
result in liability exposure or litigation. 

MPA recommends the OAG cite specific "alternative form" standards that have been 
established under existing California laws or the Americans with Disabilities Act 
Accessibility Guidelines as permissible methods of communicating required notices to 
consumers with disabilities. Further clarification from the OAG on which alternative 
forms are acceptable would better promote consumer access to required notices and 
provide helpful guidance for businesses. 

(B) Notice at collection in section 999.305. MP A encourages the OAG to make two 
clarifications to facilitate the implementation of the notice at collection requirements in 
section 999.305. First, website displays are not static and technological innovation 
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continues to reshape user interfaces. Therefore, MP A encourages the OAG to affirm that 
providing a link to a privacy policy that contains the necessary disclosure is sufficient for 
notice at collection on websites or mobile application pages that feature visual displays 
like infinite scroll, and to indicate that the leading proposed compliance software 
modules are sufficient. Second, the OAG should confirm that to provide notice at the 
point of collection of personal information, it is sufficient for a business to provide a link 
to a privacy policy that contains a description of the purposes for which the data is used 
in "the notice on printed forms." 

MPA recommends that the OAG modify the regulatory text in section 999.305(b )( 4) as 
follows: "A link to the business's privacy policy, or in the case qfoffiine or printed form 
notices, the web address ofthe business's privacy policy. " This clarification would 
mirror language in section 999.306(c)(4), and aid in compliance where consumer 
information is collected from a printed paper form that is then mailed by the consumer. 

(C)Outstanding button or logo instructions in section 999.306(e). MPA urgently notes 
that significant technical resources are required in order for businesses to implement 
display and functionality changes to websites and mobile applications. MP A recommends 
that the OAG issue its requirements and design specifications for the "Opt-Out Button or 
Logo" in section 999.306(e), as well as provide a public comment period for interested 
parties to submit input on such requirements, as soon as it is feasible. MPA also asks the 
OAG to explicitly indicate that leading proposed industry solutions are sufficient. 

(D)Reporting threshold in section 999.317(g). MP A urges the OAG to aid smaller and 
mid-market businesses from overly burdensome compliance requirements by raising the 
reporting threshold indicated in section 999.3 l 7(g) for businesses that buy, receive, sell 
or share the personal information from consumers. MPA recommends that the OAG 
revise the threshold from 4,000,000 consumers to 10,000,000 consumers, as this number 
would provide relief for start-up, small and mid-market businesses. MPA further urges 
the OAG to clarify whether the reporting requirement is calculated on an annual or 
lifetime basis, and MPA recommends the requirement be calculated on an annual basis. 

The CCPA sets forth a number of new requirements that stand to significantly impact the 
magazine publishing industry. As a result, flexibility in implementation mechanisms is crucial to 
enable magazine publishers to identify privacy-protective ways to comply with the law without 
threatening the viability of the magazine media brands that consumers enjoy. The OAG's 
directives on the above technical issues will significantly improve consistent application of the 
CCP A across businesses and enhance the consumer experience online. 

* * * 

MPA - the Association of Magazine Media commends the OAG's thoughtful approach to 
promulgating rules to implement the CCPA and solicitating diverse viewpoints on outstanding 
CCP A implementation concerns. 
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We are confident that further guidance by the OAG will enhance consumer privacy by placing 
meaningful guardrails around businesses' sale of data while simultaneously allowing 
longstanding industries, like the magazine media industry, to remain viable and continue to 
provide the data-driven content and offerings that consumers value and expect. 

MPA and our members appreciate the opportunity to provide our views for your consideration, 
and we look forward to working with you and your staff to address the concerns outlined above. 

Sincerely, 

Brigitte Schmidt Gwyn 
Executive Vice President 

Emily Emery 
Director of Digital Policy 
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Arlington, VA 22201 

Message 

From: Mahlet Makonnen 
Sent: 12/5/2019 9:47:10 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: NAFCU's Comment Letter RE CCPA Proposed Regulations 

Attachments: NAFCU Letter to CA AG_CCPA_ 12.05.19.pdf 

Good Afternoon, 

Please see attached for NAFCU's comment letter regarding the CCPA Proposed Regulations. 

Thank you for the opportunity to submit comments on this important matter. 

Best, 
Mahlet 

Mahlet Makonnen 
Regulatory Affairs Counsel 
National Association of Federally-Insured Credit Unions (NAFCU) 
3138 10th Street North 

Office: 
Cell: 

www.nafcu.org 
NAFCU I Your Direct Connection to Federal Advocacy, Education, & Compliance.

Cl) co 

Information provided in this email represents the opinions of the author and is intended for informational purposes only. It does not 
constitute legal advice. If such advice or a legal opinion is required, please consult with competent local counsel. 
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3138 10th Street North 
Arlington, VA 22201-2149_._ 
703.522.4770 I800.336.4644 
f: 703.524.1082 
nafcu@nafcu.org Inafcu.orgNAFCU 

National Association of Federally-Insured Credit Unions 

December 5, 2019 

The Honorable Xavier Becerra 
Attorney General 
California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring St. 
Los Angeles, CA 90013 

RE: Proposed Regulations for the California Consumer Privacy Act of 2018 

Dear Mr. Becerra: 

On behalf of the National Association of Federally-Insured Credit Unions (NAFCU), I am writing 
in response California Department of Justice's request for comments regarding proposed 
regulations under the California Consumer Privacy Act of 2018 (CCP A) (Proposed Regulations). 
NAFCU advocates for all federally-insured not-for-profit credit unions that, in tum, serve over 
118 million consumers with personal and small business financial service products. NAFCU's 
member credit unions support a uniform federal standard, not a patchwork of state privacy laws, 
to protect their member-owners' data. NAFCU opposes the application of the CCPA to credit 
unions as they are already subject to the requirements of the Gramm-Leach-Bliley Act (GLBA) 
and are responsible stewards of sensitive consumer data. 

State data privacy requirements, including the CCP A, are already creating confusion and leading 
to daunting compliance considerations for credit unions. In particular, the proposed CCP A 
regulations create challenging and expensive new obligations and varying standards that will 
undoubtedly present unnecessary burdens for credit unions and could, in tum, increase costs for 
consumers. Credit unions already comply with privacy requirements under the GLBA, yet the 
Proposed Regulations add overlapping and confusing requirements that would result in substantial 
additional compliance costs. NAFCU supports a comprehensive federal data privacy standard that 
builds on existing requirements under the GLBA, preempts state privacy laws, and protects 
consumers' information instead of a patchwork of state laws that could establish conflicting 
requirements, cause confusion, and significantly increase compliance costs for credit unions. 

General Comments 

The mounting uncertainty and rising compliance burdens related to data privacy protection from 
state regulators imposes undue burden on credit unions, especially those credit unions that operate 
across multiple states. Credit unions should not be subject to potentially 50 conflicting state 
privacy requirements. NAFCU advocates for a uniform federal privacy standard that would better 

NAFCU IYour Direct Connection to Federal Advocacy, Education & Compliance 
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California Department of Justice 
December 5, 2019 
Page 2 of 7 

protect consumers and preempts state laws, including the CCP A, that pose a significant cost and 
strategic risk to credit unions. 

A patchwork of state privacy standards will undoubtedly result in undue burden for credit unions 
who already comply with federal privacy requirements, such as the GLBA. The impact of privacy 
laws in varying jurisdictions would also lead to a chilling effect on the products and services credit 
unions are able to offer to consumers. Accordingly, NAFCU supports a federal privacy law that 
protects consumers, holds all entities accountable, and recognizes existing federal privacy laws 
financial institutions follow. NAFCU advocates for the following six principles to be included in 
a federal privacy law: 

1. A comprehensive national data security standard covering all entities that collect and store 
consumer information. 

2. Harmonization of existing federal laws and preemption of any state privacy law related to 
the privacy or security of personal information. 

3. Delegation ofenforcement authority to the appropriate sectoral regulator. For credit unions, 
the National Credit Union Administration (NCUA) should be the sole regulator. 

4. A safe harbor from liability for businesses that takes reasonable measures to comply with 
the privacy standards. 

5. Notice and disclosure requirements that are easily accessible to consumers and do not 
unduly burden regulated entities. 

6. Scalable civil penalties for noncompliance imposed by the sectoral regulator that seek to 
prevent and remedy consumer injury. 

Moreover, the Proposed Regulations do not address the numerous compliance issues present in the 
CCPA Instead, the Proposed Regulations impose varying procedural requirements for a covered 
"business", 1 which could include credit unions to follow when making disclosures or handling 
consumer requests, or complying with the anti-discrimination provisions of the CCPA.2 In 
particular, the Proposed Regulations provide procedures for notice of right to opt-out for the sale 
of personal information (PI). 3 Because credit unions generally do not sell Pl, they should not be 
impacted by the opt-out requirements. Nonetheless, the implementing regulations of the CCPA 
should clarify the definition of "sale" so that credit unions have a clear interpretation of CCPA 
compliance requirements. Moreover, the Proposed Regulations fail to address interpretations of 
unresolved issues, which must be clarified so organizations can work towards compliance, such as 
the various exemptions contained in the CCP A 

Exemptions Under the CCPA 

Despite the CCP A's failure to offer exemptions that apply to organizations, NAFCU maintains the 
position that the CCPA should not apply to credit unions. In the alternative, the California Attorney 
General should establish implementing regulations that clarify that the requirements of the CCPA 
and its implementing regulations do not apply to organizations that solely collect GLBA-covered 

1 Section 1798.140(c) of the CCPA. 
2 See, Sections 999.312, 999.336 and 999.337 of the Proposed Regulations. 
3 See, Section 999.306 of the Proposed Regulations. 

NAFCU IYour Direct Connection to Federal Advocacy, Education & Compliance 
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California Department of Justice 
December 5, 2019 
Page 3 of 7 

information. Further, implementing regulations should clarify that organizations subject to the 
GLBA that collect CCPA-covered information should be able to comply through a regulatory 
regime that works in tandem with the GLBA, rather than an entirely separate, parallel framework 
which will be confusing for consumers and overly burdensome to credit unions. 

The Proposed Regulations establish procedures for providing required notices and processing 
requests from consumers; however, the Proposed Regulations have not addressed a more 
foundational issue regarding which organizations must comply with these requirements. There is 
no discussion of how the various exceptions contained in the CCP A will be implemented. The 
CCPA provides exceptions to certain personal information already subject to state or federal 
regulation. 4 These exceptions apply to types of information, not types of businesses or industries; 
as a result, even if a business qualifies for one of the exceptions, it will only be partially exempted 
for the specific types of information it collects. For credit unions, the CCPA exempts personal 
information subject to the California Financial Information Privacy Act (CFPA) or the GLBA. 

Many credit unions only collect the personal information necessary to provide their members with 
the products and services they offer. In these situations, all of the information collected by these 
credit unions would be subject to the GLBA, qualifying for the exemption under the CCPA. It is 
not clear whether such a credit union would still meet the definition of a "business" in the CCPA 
as the credit union would not collect any "personal information" that is not excepted from the law. 
For credit unions in this common scenario, it is unclear whether they must comply with any of the 
CCPA' s requirements. 

Because the Proposed Regulations do not discuss any of the CCP A exemptions, credit unions 
seeking to rely on the GLBA exemption, or any other partial exemptions contained in the CCPA 
will be forced to specifically request interpretations by the California Attorney General regarding 
their obligations. As a result, covered credit unions will either suffer unnecessary burden by 
incurring substantial costs to comply with the CCPA despite the fact that the information they 
collect is exempt or be forced to request and wait for duplicative clarifications from the California 
Attorney General's office. NAFCU opposes the application of these requirements to information 
that credit unions collect that is already subject to the CFPA or the GLBA. 

The implementing regulations for the CCP A need to clarify existing exemptions under the CCP A 
statute. Specifically, for financial institutions, the implementing regulations should recognize the 
CCPA's exemption for information collected pursuant to the GLBA and clarify how it applies to 
covered financial institutions. This guidance should separately address compliance for credit 
unions that do and do not additionally collect information that falls outside of the GLBA' s scope. 

The Notification Process of a Consumer's Rights 

The Proposed Regulations do not establish sufficient rules and procedures for compliance with the 
CCPA' s notice provisions. The privacy policy and notice requirements under the Proposed 
Regulations create confusion and additional burdens for covered credit unions and their members 

4 See e.g., Section 1798.145(e) of the CCPA. 
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because the Proposed Regulations: (1) do not address the exceptions for financial institutions under 
the GLBA, and (2) create multiple notice requirements for information they presently provide 
under the GLBA. 

Disclosure Requirements 

The disclosures under the Proposed Regulations would require covered credit unions to provide 
detailed notice about the information collected on consumers. Credit unions are already subject to 
federal privacy laws such as the GLBA and have processes in place to inform consumers about the 
sharing of their data. Under the GLBA, a credit union is already subject to the following privacy 
requirements: 

• Must provide initial and annual notice ofits privacy policies to its customers, both members 
and nonmembers, and any other consumer if his or her data will be shared with 
nonaffiliated third parties; and 

• Must allow the consumer to opt out of the disclosure of the consumer's nonpublic personal 
information to a nonaffiliated third party if the disclosure occurs outside of certain 
exceptions in the regulations. 

Despite the fact that credit unions already provide detailed notice under the GLBA, Article 2 of 
the Proposed Regulations imposes an expanded disclosure requirement regarding information 
collection and privacy policies. 5 The Proposed Regulations do not offer any clarification as to how 
a credit union which is covered by GLBA that still collects information outside of the GLBA' s 
scope should reconcile the detailed privacy notice required by that law with the additional, detailed 
notice required by the CCP A Only information that is not already subject to the GLBA is covered 
by these notice provisions in the CCPA, therefore, it would appear that a credit union would be in 
compliance if it were to draft a Privacy Policy that only covered the information that falls outside 
of the GLBA. However, such a policy could hardly be called a comprehensive description of the 
credit union's privacy policies. As written, the proposed regulations do not give proper effect to 
the GLBA exemption in the CCP A and create notice and disclosure requirements that are 
confusing and ambiguous and will not serve to give consumers easily understandable information. 

The CCP A allows the California Attorney General to add "any exceptions necessary" to ensure 
that notices provided to consumers are easily understood. 6 The Proposed Regulations should 
exempt credit unions subject to the GLBA from further disclosure requirements if they are in 
compliance with the GLBA and their existing annual privacy notice is posted on the credit union's 
website. The distinction between GLBA-covered information and CCPA-covered information is 
not one that consumers will instinctively identify and providing consumers with multiple, detailed 
privacy disclosures will only be confusing and frustrating for them. 

If the California Attorney General is not willing to provide an exception for these credit unions, it 
must provide guidance as to how these credit unions can comply without requiring duplicative 

5 Section 999.305(b) of the Proposed Regulations. 
6 Section 1798.185(a)(6) of the CCPA. 

NAFCU IYour Direct Connection to Federal Advocacy, Education & Compliance 

CCPA_45DAY_01392 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W167-6&W167-7cont

Guest
FreeText
W167-6

Guest
FreeText
W167-7



California Department of Justice 
December 5, 2019 
Page 5 of 7 

notices or unnecessarily burdening the credit union industry. For credit unions already providing 
detailed privacy policy disclosures, such a requirement should make reference to the inclusion or 
addition of information to existing notices, rather than requiring separate, free-standing disclosures 
which will only serve to confuse consumers and place unnecessary compliance burden on credit 
unions. A separate, free-standing notice would require covered businesses to undertake a separate 
and new disclosure process, creating additional compliance burdens for entities, like credit unions, 
that already have to provide privacy disclosures to consumers under the rule. 

Moreover, the Proposed Regulations include several subcategories of privacy notices that a 
business must provide, including notice that must be provided regarding the right of a consumer 
to "opt-out" of the sale of PI.7 The CCPA exempts from its definition of "sale" the processing of 
PI in certain specific contexts; however, these exemptions are ambiguous and could likely lead to 
confusion and higher compliance costs. The Proposed Regulations do not clarify the ambiguities 
of the definition of "sale" under the CCP A Although, many credit unions do not "sell" member 
data information and would not have to comply with the notice requirements for sale of 
information under the CCPA, those credit unions seeking to rely on the several exemptions would 
benefit from additional clarification on their operation and application, including on the definition 
of "sale." Providing such clarification through implementing regulations would allow businesses 
to rely on clear exceptions they are entitled to under the law, while reducing the risk of erroneous 
uses of the exceptions. 

Handling Consumer Requests 

The Proposed Regulations' designated methods for receiving requests is overly prescriptive and 
not appropriately tailored to the reality of current online systems utilized by businesses. These 
requirements for methods to submit a request to know or a request to opt-out include a mandatory 
interactive webform. For requests to opt out, this webform must be accessed through a link entitled 
"Do Not Sell My Personal Information," or "Do Not Sell My Info" on the business's website or 
mobile application. 8 Additionally, the Proposed Regulations requires businesses who collect 
information online to include mandatory user-enabled privacy controls, such as a browser plugin 
or privacy setting for opt-out of the sale of information collected.9 

These mandatory, technical requirements for online mechanisms may be appropriate for large 
technology firms and multinational organizations; however, they are not appropriate for smaller 
organizations like credit unions. The provision would require a significant number of credit unions 
to do a complete overhaul of their online or mobile banking platform to include an "interactive 
webform via the website or mobile application" or "user-enabled privacy controls." Many credit 
unions have internally developed their online and mobile banking platforms, so such an overhaul 
would require substantial time and resources and likely disrupt these services for members. 

NAFCU is generally opposed to prescriptive technological requirements as opposed to flexible 
parameters that allow credit unions to choose what works best for their membership and is within 

7 Section 999.305(a)(4) of the Proposed Regulations. 
8 Section 999.305 of the Proposed Regulations. 
9 Id. 
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their budget. Credit unions, as not-for-profit, member-owned financial institutions have very 
limited resources to make such drastic changes to their digital platforms. NAFCU strongly objects 
to this portion of the Proposed Regulations. 

Further, regarding requests to opt-out, credit unions are already required by the GLBA to provide 
an opportunity to opt-out of having a consumer's information shared with nonaffiliated third 
parties. It would be easiest and most streamlined for consumers to make an opt-out request for the 
sharing or sale of their information at the same time, rather than making such a request at one time 
and method for GLBA-covered information and at a separate time and method for non-GLBA 
covered information. It would be less confusing for consumers and less burdensome on credit 
unions if GLBA-covered institutions could offer the opt-out of sale at the same time and in the 
same manner as is provided for in the GLBA. 

Non-Discrimination Requirements 

The Proposed Regulations' anti-discrimination provisions prohibit a business from discriminating 
against a consumer because they exercise their rights under the CCP A, including denying goods 
or services, charging different prices or rates, and providing a different level or quality of goods 
or services. 10 Specifically, the text of the Proposed Regulations require a business to quantify and 
justify a price differentiation to support that the differing pricing is not a result of consumers 
exercising or not exercising CCPA rights but rather reasonably related to the value of the data.11 
Credit unions often offer differential pricing for a variety of reasons. Where credit unions collect 
information beyond what is necessary to offer a good or service to a member, it is often for the 
purpose of internal marketing, rather than for external sale. 

Credit unions that choose to offer differential pricing for the purposes of obtaining information for 
internal marketing would face undue burden and associated costs to comply with this requirement, 
including additional research, learning a new market, and obtaining third-party valuations of data 
being used internally. The requirement of calculating the value of consumer data for differential 
pricing should not apply where data would only be used internally and with a consumer's informed 
consent. As such, NAFCU requests that the implementation regulations of the CCP A provide an 
exception for differential pricing in connection with data that is collected for internal purposes. 

Extension of Moratorium 

NAFCU understands that, per statute, the CCPA becomes operative on January 1, 2020 and there 
is a moratorium on enforcement by the Attorney General until the earlier of six months after the 
publication of the final regulations or July 1, 2020. However, given ambiguities in the law, the 
need for additional guidance and the significant difficulties associated with reconciling the 
requirements for GLBA-covered entities, coupled with the need to develop procedures and update 
disclosures for the new consumer rights (which cannot commence until the regulations are 
finalized), warrants a delay in enforcement. Although NAFCU objects to the applicability of the 

10 Sections 999.301 and 1798.125 of the Proposed Regulations. 
11 Sections 999.307(b)(5) and 999.308(b)(4) of the Proposed Regulations. 
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CCPA to credit unions, NAFCU and its member credit unions request an additional delay in 
enforcement actions by the California Attorney General 12 to help ease the burden of compliance. 

Conclusion 

NAFCU appreciates the efforts of the California Department of Justice to gather substantive 
feedback on the Proposed Regulations but opposes the applicability of the CCP A to credit unions. 
Credit unions are already subject to the GLBA and take great care to safeguard the integrity of 
their members' personal data and provide notice regarding the sharing of that data. NAFCU cannot 
support varying state data privacy laws that add potentially conflicting and unnecessary burdens 
on credit unions. The CCP A and the Proposed Regulations add new obligations and varying 
standards for compliance that would create mounting and unrealistic compliance obligations for 
credit unions and confusion for consumers. Moreover, the Proposed Regulations do not address 
the variety of exceptions under the CCPA statute, including exceptions under the GLBA. Credit 
unions want to continue to protect their members by following the robust privacy requirements set 
forth in the GLBA. Ultimately, a comprehensive federal data privacy law that preempts all state 
privacy laws would better protect consumers and provide more certainty for credit unions. 

Sincerely, 

Mahlet Makonnen 
Regulatory Affairs Counsel 

12 Section 1798.185(c) of the CCPA. 
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Message 

From: Jodie Applewhite 
Sent: 12/6/2019 7:34:57 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: National Apartment Association Comments Regarding the Proposed California Consumer Privacy Act Regulations 
Attachments: NAA Comments on CCPA.pdf 

On behalf of the National Apartment Association (NAA), we respectfully submit the attached comments on the proposed 
regulations concerning the California Consumer Privacy Act (CCPA). 

If you have any questions or comments regarding the attached letter, please do not hesitate to reach out to NAA's Vice 
President of Legal Affairs and Counsel, Scot Haislip, at 

Regards, 
Jodie Applewhite 

Jodie Applewhite 
Manager, Public Policy 

National Apartment Association 
4300 Wilson Blvd., Ste. 800, Arlington, VA 22203 
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December 6, 2019 

[(via email PrivacyRegulations@doi.ca .gov)J 

Attorney General Becerra 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: National Apartment Association Comments Regarding the Proposed 
California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

The National Apartment Association ("NAA") is the leading voice for the rental housing 
industry and we serve as a trusted partner and advocate for our members and affiliates 
operating in California. 

NAA, on behalf of its members, writes to you to provide our comments on the proposed 
California Consumer Privacy Act ("CCPA") regulations (the "Regulations") based on our 
detailed review and analysis of how the Regulations, as currently drafted, would impact 
our members and the rental housing industry. Below we provide our detailed comments, 
which include recommended alternatives that we believe meet the requirements of the 
CCPA, while allowing our members and the rental housing industry to implement 
appropriate compliance solutions that benefit the consumers they serve. 

Responding to Consumer Requests 

We recommend responses to consumer requests to access information be limited to 
providing consumers with the categories of personal information we collect about that 
particular consumer rather than the specific pieces of information in order to provide for a 
more secure and safe, while equally transparent, approach to compliance. We note that 
the current Regulations acknowledge the potential risks of providing specific information 
in certain contexts in section 999.313(c)(4), which provides: 

A business shall not at any time disclose a consumer's Social Security number, 
driver's license number or other government-issued identification number, financial 
account number, any health insurance or medical identification number, an 
account password, or security questions and answers. 

We applaud the Attorney General's awareness of, and attempt to address, the risk of 
disclosing specific information in response to requests to access under the CCPA. We 
recommend that these protective measures for consumers be expanded further by 
allowing businesses responding to requests to access to provide only the categories of 

1 
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information collected about that specific consumer, as opposed to specific pieces of 
information. This approach will be more secure, timelier, more straightforward, and will not 
reduce or limit the consumer benefits of the CCPA. 

Responding to the request to access with specific pieces of information includes 
heightened risk should the information be obtained by an unintended or nefarious third 
party. Whether this risk is a substantial, articulable, and unreasonable risk (999.313(c)(3)) 
is debatable and would depend on the specifics of the request, but what is not debatable 
is that providing consumers with categories of information presents less risk than providing 
consumers with specific pieces of information. Further, to the extent a consumer wishes 
to verify that the business maintains accurate information about that consumer, the 
Regulations could provide for a way for the consumer to provide updated information to 
the business in order for the business to verify that its records are updated with accurate 
personal information. These minor changes to the Regulations would significantly 
enhance the security of consumer personal information, while maintaining the 
transparency demanded by the CCPA, as well as empowering the consumer to verify that 
accurate information is maintained. 

828 Exception and Service Providers 

NAA recommends that the Regulations are updated to provide more details and examples 
regarding the applicability of the exception set out in CCPA section 1798.145(0) ("828 
Exception"), which applies to personal information disclosed within the context of 
providing products or services to consumers where the consumer is acting as an 
employee, owner, director, officer, or contractor of a company, partnership, sole 
proprietorship, nonprofit, or government agency and whose communications or 
transaction with the business occur solely within the context of the business conducting 
due diligence regarding, or providing or receiving a product or service to or from such 
company, partnership, sole proprietorship, nonprofit, or government agency. 

Our concern here arises from the multitude of site-level contracts necessary in the 
apartment rental context (e.g., cleaning, maintenance, exterminator, etc.) that are often 
signed by individuals on behalf of the rental property owners. We recommend that the 
Regulations expressly include these types of personal information collections within the 
B2B Exception, as they are done in the context of the provision of services by one entity 
to another, rather than in the context of collecting personal information about the consumer 
themselves. 

Similar to the point above, we note that section 999.314(c) prohibits service providers from 
using personal information collected from one customer for the benefit of any other 
customer. To the extent that the B2B Exception does not apply to such providers, there is 
a concern that this restriction unnecessarily restricts a service providers' ability to perform 
important analytics that help improve the products and services offered to apartment 
complexes. Many apartment complexes rely on the same set of service providers and 
would benefit from such service providers optimizing their services for the 
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property owner and the consumers renting the properties based on data collected from 
each apartment complex (e.g., cleaners optimizing cleaning routes based on analytics 
performed on cleaning routes at several locations). As such, we recommend the 
restrictions in section 999.314(c) be updated to provide that service providers may use 
personal information collected from or about customers for analytical purposes to improve 
their services, provided that service providers do not sell or use the personal information 
for any other purpose, or as otherwise permitted by the CCPA. This allows consumer 
personal information to continue to be protected from misuse, while also allowing for 
increased efficiencies and services that benefit the consumer. 

Self-Reporting Consumer Requests Metrics 

We note that the self-reporting requirement is a new requirement under the Regulations 
and is not specifically included in the text of the CCPA. While our members are 
compliance-minded, considering the onerous record-keeping requirements that this would 
impose without a clear benefit to consumers, combined with this element not having been 
included in the legislative intent as provided by the CCPA, we recommend the self
reporting requirements in section 999.317(9) be removed or, at a minimum, be updated 
to include a carve out for businesses whose revenue is primarily derived from the "sale" 
of personal information. 

Our concern with the self-reporting requirement as drafted is that it would require large 
apartment complex groups (those that process the personal data of over 4,000,000 
Californians) to self-report statistics regarding how those complexes respond to consumer 
rights requests. Such self-reporting would require extensive documentation and record 
keeping that does not provide any meaningful benefit to consumers, while it imposes a 
tremendous cost on our members. Those resources would be better allocated to ensuring 
that personnel receive appropriate training to respond to the requests and ensuring that 
appropriate systems and capabilities are in place to provide consumers with meaningful 
responses. Therefore, we recommend this new requirement presented by the Regulations 
should be removed, or at the very least, be updated to include a carve out for businesses 
that do not derive 50 percent or more of their annual revenue from selling consumers' 
personal information. 

Data Retention 

The new record retention requirements imposed by section 999.317(b) of the Regulations, 
which requires businesses to maintain a record of their response to every CCPA request 
for 24 months, are unnecessarily long and onerous, without providing any clear benefit to 
consumers. Consumers are already in a good position to know how a business responded 
to their requests and businesses may make reasonable determinations based on existing 
record retention requirements as to how long to maintain such records. A 24-month record 
retention requirement will increase businesses' costs and divert personnel time to 
activities that do not provide any value or 
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benefit to consumers. As such, we recommend removing this requirement or reducing the 
period to a more reasonable period, such as 6 months. 

We further recommend that the limited exception related to implementing deletion 
requests in back-up or archival databases provided by section 999.313(d)(3) of the 
Regulations be clarified to expressly exempt the back-ups or archived databases from 
such deletion requests. The purpose of back-ups or archived databases is to provide a 
clean record that would allow the restoration of a system or database in the event of a 
catastrophic event occurring to the live data (e.g., a ransomware attack). Requiring that 
deletion requests be implemented onto the back-ups or archived databases themselves 
upon them being accessed or restored (rather than being re-introduced into the live 
database or system, once it is fully restored utilizing the data from the back-up or archived 
database), defeats the purpose of the back-ups and, more importantly, ignores the 
technological limitations that exist with making specific changes to data within a back-up 
or archived database. 

Notice Requirements 

NAA recommends the notice requirements in section 999.305 be updated to provide clarity 
for complex situations in which there can be multiple points of collection of information 
from consumers. For example, a potential tenant touring an apartment complex might 
provide personal information when calling to schedule a tour, provide a driver's license to 
a security guard upon arrival, and provide financial information to a leasing agent upon a 
tour's completion. Requiring separate specific disclosures (i.e., a "notice at or before 
collection"), beyond making the privacy policy available, at all three points of collection 
would create excessive disclosure and potential confusion for the consumer. Therefore, 
we recommend updating section 999.305 of the Regulations to reflect that businesses 
may comply with the notice at collection requirements by making a comprehensive privacy 
policy available to consumers on their website or on-site where the business may collect 
personal information. This will provide for greater consistency in notices to consumers and 
reduce confusion. 

Authorized Agents 

We note that the text of CCPA and the Regulations include different requirements with 
respect to authorized agents. Under CCPA, consumer's use of authorized agents is limited 
to requests to opt-out of the sale of the consumer's personal information (section 
1798.135(c)); however, the Regulations note that a consumer may use an authorized 
agent to submit a request to know or a request to delete (999.326(a)). We believe 
expansion of the use of an authorized agent to right to know and right to delete requests 
is not in line with the legislative intent of the CCPA, complicates the compliance process 
substantially, and adds significant and unnecessary risk that the consumer information 
falls into the wrong hands. As such, we recommend the Regulations be updated to, 
consistent with the text of CCPA, limit the use of authorized agents to requests to opt-out 
of the sale of personal information where the potential risks to consumers are negligible. 
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Conclusion 

We appreciate the Attorney General's review and consideration of our comments and 
concerns in this letter. For any questions or feedback, please contact NAA's Vice 
President of Legal Affairs and Counsel, Scot Haislip, at ■■■■■■■■ Thank you 
for the opportunity to provide the rental housing industry's views for consideration in the 
rulemaking process. We look forward to working with you to address the concerns outlined 
in this letter. 

Sincerely, 

Robert Pinnegar 
President and Chief Executive Officer 
National Apartment Association 
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Message 

From: Bankston, Kaylee Cox [ 
Sent: 12/6/2019 11:01:26 P 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Kevin Donnelly [ ; Julianne B. Goodfellow ; Lashway, Scott 
[ ; Clay, Delilah [ ] 

Subject: National Multifamily Housing Council Comments Regarding Proposed CCPA Regulations 
Attachments: NMHC Comments Regarding Proposed CCPA Regulations (12.06.2019).PDF 

On behalf of the National Multifamily Housing Council, we submit for your consideration the attached comments 
regarding the proposed California Consumer Privacy Act Regulations. Please do not hesitate to contact us should you 
have any questions or need additional information. 

Thank you, 

Kaylee Cox Bankston 
Counsel 

Manatt, Phelps & Phillips, LLP 

Washington Square 
1050 Connecticut Avenue, NW, Suite 600 
Washin ton, D.C. 20036 
D IM 

manatt.com 

CONFIDENTIALITY NOTICE: This e-mail transmission, and any documents, files or previous e-mail messages attached to it, may contain confidential information that is 
legally privileged. If you are not the intended recipient, or a person responsible for delivering it to the intended recipient, you are hereby notified that any disclosure, copying, 
distribution or use of any of the information contained in or attached to this message is STRICTLY PROHIBITED. If you have received this transmission in error, please 
immediately notify us by reply email and destroy the original transmission and its attachments without reading them or saving them to disk. Thank you. 
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NATrONAL 
MULTIFAMILY 
HOUSING 
COUNCIL 

December 6, 2019 

(via email PrivacyRegulations@doj.ca.gov) 

Attorney General Becerra 
Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: National Multifamily Housing Council Comments 
Regarding the Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

The National Multifamily Housing Council ("NMHC") submits the following comments to the 
proposed California Consumer Privacy Act Regulations issued on October 10, 2019 ("Proposed 
Regulations"). 

INTRODUCTION 

Based in Washington, D.C., NMHC is a national nonprofit association that represents the 
leadership of the apartment industry. Our members1 include ownership, development, 
management, and finance entities who help create thriving communities by providing apartment 
homes for 40 million Americans. NMHC members own, develop, and manage apartment 
communities with more than five (5) units that range in product type from garden style 
communities to mid- and high-rise properties. NMHC members work to house Americans across 
all income levels by developing and managing properties that include affordable, student, senior, 
workforce, military, and luxury rental housing and contribute $3.4 trillion annually to the 
economy. In California, apartments and their residents contribute $499.1 billion to the state 
economy annually, supporting 2.1 millionjobs. This includes $455.5 billion in local spending 
from California's residents. Almost 15 percent of the nation's entire apartment stock is located in 
the state of California. The following data underscores the apartment industry's importance in 
the U.S. consumer economy. 

• 19.5 million U.S. households live in an apartment home (renter-occupied unit in a 
structure with five units or more). That is 44.6 percent of all renter-occupied households 
and 16.1 percent of all households.2 

• Approximately 43.8 million U.S. households rent their housing (whether in an apartment 
home or single-family home). This is 36.1 percent of all households.3 

1 The comments made herein are attributed only to NMHC and not to any individual NMHC member. 
2 2017 American Community Survey I-Year Estimates, US Census Bureau, "Tenure by Units in Structure" 
3 2017 American Community Survey, I-Year Estimates, US Census Bureau "Tenure" 
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• Upwards of 108 million people, over one third of all Americans (34.0 percent),4 live in 
rental homes (whether in an apartment home or single-family home). 

INDUSTRY BACKGROUND 

The multifamily industry faces booming demand for rental housing, which is being driven by a 
fundamental shift in our nation's housing dynamics as changing demographics and lifestyle 
preferences have driven more people away from the typical suburban house and toward the 
convenience of renting. This demand is fueled by a growing population, demand for rental 
housing by younger Americans, immigration trends, and Baby Boomers and "empty nesters" 
trading in single-family houses for apartments. 

At the core of the industry is a focus on service to residents and a commitment to provide a safe 
and secure community for them to call home. That commitment extends to ensuring that 
information collected, used, or retained on apartment residents is secure and their privacy is 
safeguarded. 

The lifecycle of consumer engagement in the apartment industry typically begins when an 
individual explores moving into a multifamily community. As the relationship between the 
renter and the apartment manager may span years, industry participants collect various types of 
information, some on a static basis, such as during initial resident screening in the leasing 
process, and some continuously, such as via rental and utilities payments or other interactions. 
The industry is somewhat unique in that its collection of information on consumers includes 
dynamic and non-traditional data types in order to provide quality housing to residents and 
enhance their living experience. Consumer data contained in screening reports and data 
generated regularly and held by property managers and their service providers is crucial in 
accounting for rental history, tenure, and payment data, which makes up an important part of a 
resident's profile and can serve as a tool to improve a resident's housing opportunities in the 
future. It is important to note for regulators and policymakers that the absence of such data could 
have unintended consequences for consumers. 

The emergence and popularity of smart home and building technologies is changing how the 
multifamily industry designs and develops properties and how apartment firms are working to 
meet resident demand and expectation for new technologies and amenities. Given the inherent 
diversity in the nation's rental housing stock, deployment and management of these new 
technologies can vary significantly from property to property. For example, some rental housing 
providers offer a white-glove experience of several connected devices, ranging from smart 
thermostats to voice-activated devices, that are fully managed and maintained by the apartment 
firm. Others have chosen to offer these technologies as an amenity and instead give residents 
full control and management over these technologies, including connecting the devices to 
residents' own personal network. 

In many cases, properties of all types are deploying smart building technologies that are 
revolutionizing operations and lowering the cost of providing housing. Apartment firms are 

4 2017 American Community Survey, I-Year Estimates, US Census Bureau "Total Population in Occupied Housing 
Units by Tenure" 
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implementing these devices to meet resident demand, increase the convenience of apartment 
living, and to create environmental and operational efficiencies. It is important to note that 
residents are demanding smart home technologies for many of these same reasons, including to 
improve the quality of their living experience, to reduce environmental impact, and to save 
money (e.g.'. on utilit~es). The im~ort~nce or desirabi_lity of smart home technology is only 
expected to mcrease m the future. - It 1s clear that resident preferences and the environmental, 
security, and financial benefits for both residents and apartment operators from these devices 
ensure that their deployment will continue to drive innovation in the multifamily industry. 

The use of these devices in a multifamily context as opposed to use and deployment by an 
individual homeowner provides for unique security and privacy considerations that apartment 
firms take seriously. These technologies and the nature of the information exchanged create 
nuanced challenges and complexities for the industry in addressing the requirements in the 
Proposed Regulations. By way of example, the use of smart home technologies could result in 
the collection of certain data types that potentially could be considered personal information 
under the California Consumer Privacy Act ("CCPA"), but would differ significantly from 
traditional types of personal information, both in the type of information generated and the way 
in which it is transmitted and stored. Relatedly, certain data may be maintained in unstructured 
formats not conducive to being readily accessed or deleted. 

These factors introduce unique complexities to the multifamily industry in complying with the 
Proposed Regulations as currently drafted. NMHC believes that the Proposed Regulations 
inadvertently create new risks to the privacy and security of consumer data. For example, the 
Proposed Regulations contemplate significant transmissions of personal information that would 
otherwise remain stored, which inherently creates privacy and security risks to consumers. 
NMHC believes many of these challenges can be addressed through clarifications and 
amendments to the Proposed Regulations. NMHC proposes that, to the extent possible, the 
California Government consider minimizing all scenarios where additional transmissions of 
personal information would be required in an effort to mitigate privacy and security risks to 
consumers. In addition to comments on specific sections set forth herein, NMHC believes the 
industry also would benefit from additional clarification and guidance in the Proposed 
Regulations around use cases that would constitute a "sale" of personal information as well as 
exceptions to deletion requests related to "internal uses," as contemplated by the CCP A. 

As noted above, the privacy and security of consumers' information is of utmost importance to 
NMHC and its members. The comments set forth herein are intended to aid the Attorney 
General in further refining the CCP A regulations in an effort to better protect the privacy and 
security of consumers and streamline procedures to enable businesses' compliance with the law. 

5 According to the "2020 NMHC/Kingsley Renter Preferences Report," 44 percent of respondents indicated having 
five (5) or more Internet-connected devices and of those aged 18-34, half (50%) indicated having five (5) or more 
Internet-connected devices. Even further. 72.3% of respondents were interested in smart lighting; 66.8% interested 
in smart locks; 77. l % interested in smart thermostats, and 71.6% interested in a video doorbell. The report 
highlights survey results from 372,000 apartment residents nationwide, the largest ever in history, covering leasing 
decision factors, amenity desires, and the like. 2020 NNIHC/Kingsley Resident Preferences Report, 
https :/ /www.nmhc.org/research-insight/research-report/mnhc-kingsley-apartment -resident -preferences-report/. 
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COMMENTS REGARDING PROPOSED REGULATIONS 

I. VERIFICATION PROCESS 

The following sets forth NMHC's comments related to the verification requirements in Article 4 
regarding (1) the general rules for verification; (2) the process for requests that cannot be 
verified; (3) the verification ofrequests made by authorized agents; and (4) privacy policy 
disclosures related to the verification process. 

A. Verification of Requests - General Rules 

The following sets forth NMHC's comments regarding the general rules for the verification 
process. 

1. Proposed Regulations: Article 4, §§ 999.323-325 

Article 4 of the Proposed Regulations requires businesses to establish, document, and comply 
with a "reasonable method" for verifying consumer requests; however, the Proposed Regulations 
offer little guidance as to what may constitute a "reasonable method." 

2. NMHC Request and Recommendation 

NMHC seeks further clarification as to "reasonable" verification methods. NMHC does not seek 
a prescriptive methodology for the verification process; rather, NMHC asks that the Proposed 
Regulations be amended to provide examples of verification methods that would be considered 
"reasonable" while permitting businesses to implement other methods at their discretion. 

Further, NMHC recommends that the Proposed Regulations be amended to provide for a safe 
harbor from liability for businesses that follow a reasonable verification method. 

3. Additional Analysis 

As noted above, the Proposed Regulations do not provide specific guidance as to what would 
qualify as a "reasonable" verification method. Relatedly, as NMHC currently understands the 
Proposed Regulations, portions of Article 4 appear to be in conflict with other provisions of the 
Proposed Regulations. For example, section 999.323(b )(3)(a) instructs businesses to consider the 
sensitivity of personal information in implementing the verification process and that "[s]ensitive 
or valuable personal information shall warrant a more stringent verification process." However, 
section 999.313(c)(3) prohibits the disclosure of personal information that would create a 
substantial, articulable, and unreasonable risk. Section 999.323(b )(3)(a) also designates certain 
types of personal information as "presumptively sensitive," which are prohibited from disclosure 
pursuant to section 999.313(c)(4) (e.g., Social Security number; driver's license number). The 
Proposed Regulations seem to suggest that businesses should implement stringent verification 
methods to disclose sensitive personal information (Section 999.323), while at the same time, the 
Proposed Regulations prohibit the disclosure of sensitive personal information (Section 
999.313). Additional guidance on these topics would be beneficial to ensure compliance with 
the requirements and to protect the privacy and security of consumers. 
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NMHC believes this potential conflict can be rectified by amending the Proposed Regulations to 
(l) provide additional guidance as to what constitutes reasonable verification measures; and (2) 
eliminate the requirement that businesses provide specific pieces of personal information in 
response to access requests (as discussed in further detail in comments in section (II)(C) below). 

B. Process for Requests that Cannot be Verified 

The following sets forth NMHC's comments related to the process for requests that cannot be 
verified. 

1. Proposed Regulations: Article 4, §§ 999.323-325 

While Article 4 of the Proposed Regulations addresses, in part, a business's obligations when a 
request cannot be verified, NMHC believes further clarification is needed to protect consumers 
against fraudulent requests. 

Relatedly, section 999.324(b) states that, if fraudulent or malicious activity is suspected, a 
business shall not comply with a request until the business can verify the request. NMHC is 
concerned that the current language implies a business is obligated to continually attempt to 
verify a request, without limitation, which could be unreasonable and unduly burdensome on 
businesses. 

2. NMUC Request and Recommendation 

NMHC seeks further clarification as to businesses' obligations where a request for access or 
deletion is denied because the consumer's identity cannot be verified through the verification 
process. Specifically, NMHC would like confirmation as to whether a consumer is entitled to 
attempt to rectify a request that was denied on verification grounds, and if so, what limitations 
may apply. 

In addition, due to the security concerns presented by potential fraudulent requests or requests 
where a consumer's identity cannot be verified, NMHC recommends that the Proposed 
Regulations be amended to make clear that, where a business denies a request from a consumer 
on verification grounds, such consumer must wait 90 days, or some other additional period of 
time, before initiating another request, and the business is not obligated to respond to any 
requests purportedly received from that consumer before that time period is complete. 
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Finally, NMHC recommends the language in section 999.324(b) be amended as follows: 

999.324(b) 

(b) Ifa business suspects fraudulent or malicious activity on or from the password
protected account, the business shall not comply with a consumer's request to know 
or request to delete unless #ttt#l further verification procedures determine that the 
consumer request is authentic and the consumer making the request is the person 
about whom the business has collected information. The business may use the 
procedures setforth in section 999.325 to further verify the identity ofthe consumer. 
A business shall not be obligated to comply with a consumer's request to know or 
request to delete where the business has followed its verification procedures and is 
not able to verify that the consumer making the request is the consumer about whom 
the business has collected information or is a person authorized by the consumer to 
act on such consumer 's behalf 

C. Verification of Requests - Authorized Agent 

The following sets forth NMHC's comments related to the verification ofrequests made by 
authorized agents. 

1. Proposed Regulations:§ 999.326 

Section 999.326 would permit an authorized agent to submit requests to know or requests to 
delete on behalf of a consumer. Without further direction as to verification requirements related 
to an authorized agent, NMHC believes the current proposed provision creates both privacy and 
security risks to consumers. 

2. NMHC Request and Recommendation 

NMHC recommends that the Proposed Regulations be amended to permit an authorized agent to 
act on behalf of a consumer only in the context of consumers' right to opt-out of the sale of their 
personal information and to require consumers to submit requests to know and requests to delete 
directly. 

If the above change is not made, NMHC recommends in the alternative that the Proposed 
Regulations be amended: (1) to provide further guidance for verifying the identity and authority 
of authorized agents; (2) to permit businesses to confirm with a consumer directly that an 
authorized agent is authorized to act on their behalf; and (3) to provide a safe harbor from 
liability for businesses that follow the verification process. 

Finally, NMHC proposes that the time period to respond to requests made by authorized agents 
be extended to 90 days and provide for an additional 90 day extension where necessary. 

NMHC Comments Regarding Proposed CCP A Regulations 

CCPA_45DAY_01408 

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W169-10cont

Guest
FreeText
W169-12

Guest
FreeText
W169-11



Attorney General Becerra 
December 6, 2019 
Page 7 of 15 

3. Additional Analysis 

As noted above, NMHC believes allowing authorized agents to submit requests to know and 
requests to delete creates privacy and security risks to consumers. NlvIHC believes this risk is 
further heightened in the multifamily industry. As discussed above, apartment owners and 
managers collect various types of information on residents in order to operate and maintain 
apartment communities. The nature of this information differs substantially from, for example, 
information an online retailer may collect about its customers. 

As a result, NlvIHC believes the risk of fraudulent authorized agent requests is not only higher in 
the multifamily industry, but also creates more serious risk to consumers than in other business 
contexts. For example, a nefarious actor could attempt to use the authorized agent process as a 
means to get sensitive information about residents, such as information pertaining to their living 
habits or lifestyle, all of which could present risk beyond identity theft-especially if the 
obligation to confirm specific personal information remains in the Proposed Regulations. In 
extreme cases, a bad actor who fraudulently obtained information about a resident could create 
physical security risks to consumers. NMHC member firms consider the safety and security of 
their residents to be of utmost importance and are concerned about the unintended consequences 
created by sharing sensitive data under the Proposed Regulations. 

Further, given the importance of verifying that an authorized agent in fact has the authority to 
make requests on behalf of a consumer, the verification process for an authorized agent likely 
will require additional time than for consumers making requests directly. For example, a 
business may desire or need to obtain notarized documents, such as an affidavit, from both the 
agent and the consumer as part of the verification process to help protect against fraudulent 
requests. In the event the Proposed Regulations are not amended to limit authorized agent 
requests to only a consumer's opt-out right, increasing the time period to respond to requests 
made by authorized agents will further protect the privacy and security interests of all 
consumers. 

D. Privacy Policy - Description of Verification Process 

The following sets forth NMHC's comments regarding privacy policy disclosures related to the 
verification process. 

1. Proposed Regulations: § 999.308(b)(1 )(c) 

Proposed Regulation section 999.308(b )(1 )( c) requires that a privacy policy"[d]escribe the 
process the business will use to verify the consumer request, including any information the 
consumer must provide." While NMHC agrees that a verification process is necessary, NMHC 
believes the requirement to describe in detail the verification process, on a business's public 
website, potentially creates security risks to consumers that significantly outweigh any potential 
interest consumers may have in such information being publicly available in the business's 
privacy policy. 
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2. NMHC Request and Recommendation 

To further protect consumers against fraudulent requests, NMHC proposes amending section 
999.308(b)(l)(c) as follows: 

999.308(b)(l)(c) 

c. Disclose that the business will require the consumer to verify their identity before the 
business may process the consumer request. Deet#''ai@e the pP@Beee the hueineee will 
use t-o vePijy the eoneumeP Pequeet, induding any inf@Pmation t,he eoneumeP must 
pP@~•ifk. 

In the event section 999.308(b )(l)(c) is not amended as set forth above, NMHC recommends in 
the alternative that the following requirement be omitted: 

999.308(b)(l)(c) 

c. Describe the process the business will use to verifj; the consumer request, itw!uding 
any information the eoneumer muetprovide. 

3. Additional Analysis 

Requiring businesses to make the verification process publicly available could serve as a 
roadmap for bad actors to institute fraudulent or nefarious access or deletion requests. While 
NMHC recognizes that bad actors may still seek to initiate access or deletion requests, and could 
ascertain the verification requirements through a business's request procedures, requiring the 
additional step of going through the submission process would mitigate this risk. 

NMHC proposes that section 999.308(b )(l)(c) be amended to require only that businesses 
disclose in their privacy policy that consumer requests will be subject to a verification process. 
Doing so will put consumers on notice that verification requirements will apply to any request, 
and consumers will be informed of any verification procedures at the time a request is submitted. 

II. REQUESTS TO KNOW AND REQUESTS TO DELETE 

The following sets forth NMHC's comments regarding requests to know and requests to delete 
related to (1) methods for submitting requests; (2) the timeline for responding to requests; (3) 
responding to requests to know; and ( 4) responding to requests to delete. 

A. Methods for Submitting Requests 

The following sets forth NMHC's comments related to methods for submitting requests to know 
and delete. 

1. Proposed Regulations: § 999.312 

As NMHC currently understands the Proposed Regulations, Section 999.312 sets forth that 
businesses designate at least two methods for submitting requests to know and that at least one 
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method must reflect the manner in which the business primarily interacts with the consumer, 
even if it requires a business to offer three methods. NMHC believes this requirement is overly 
burdensome and does not serve the best interest of the consumer. 

Section 999.312(a) further requires businesses that operate a website to use an "interactive 
webform accessible through the business's website or mobile application." NMHC believes that 
requiring use of webforms creates unnecessary security risk to consumers as web forms are often 
susceptible to security flaws and vulnerabilities. 

2. Nl\1HC Request and Recommendation 

NMHC recommends that Section 999.312 be amended to permit businesses more flexibility in 
designating the request method in order to best serve the consumer. In particular, NMHC 
recommends that the section be modified to require businesses to offer the following two 
methods: (1) one method that reflects the primary method by which the business interacts with 
consumers; and (2) the second method be either a toll-free phone number or a method of 
submitting a request electronically. 

Further, NMHC recommends that Section 999.312 be amended to omit the requirement for 
businesses to use a webfonn. Instead, NMHC proposes that Section 999.312 allow for 
businesses to designate a method for submitting requests electronically, which may include the 
creation of a basic user account, by the consumer or by the business on the consumer's behalf, 
for the sole purpose of implementing and completing the request process. 

3. Additional Analysis 

As noted above, NMHC believes consumers would benefit by permitting businesses additional 
flexibility in providing the method to submit consumer requests. For example, in the multifamily 
industry, a normal channel of communication often occurs in-person at the front desk or 
management office. In that case, a property management company may want to permit their 
residents to make requests in person (e.g., via a tablet interface made available in the office, or 
via personnel who submit requests on residents' behalf) for the convenience of the resident. 
NMHC proposes that businesses be permitted to designate the method of submitting requests, 
which would include the primary communication channel with consumers as well as either a 
phone number or electronic submission. 

In addition, NMHC is concerned that the requirement to offer a webform creates security risks to 
consumers. Due to their open interface, webforms are also prone to spamming and bot 
technologies, which could flood intake channels with illegitimate requests. While NMHC 
recognizes that CCPA section l 798.130(a)(2) prohibits businesses from requiring a consumer to 
create an account in order to make a verifiable consumer request, NMHC believes the privacy 
and security interests of the consumer are best served if businesses are permitted to require basic 
user accounts for the limited purpose of implementing the consumer request. Doing so will 
better allow businesses to verify the identity of the consumer and enhance security controls for 
the request process. 

NMHC Comments Regarding Proposed CCP A Regulations 

CCPA_45DAY_01411 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W169-14cont

Guest
FreeText
W169-15

Guest
FreeText
W169-14cont

Guest
FreeText
W169-15cont

Guest
FreeText
W169-14cont

Guest
FreeText
W169-15cont



Attorney General Becerra 
December 6, 2019 
Page 10 of 15 

B. Timeline for Responding to Requests 

The following sets forth NMHC's comments related to the timeline for responding to requests to 
know and to delete. 

1. Proposed Regulations: § 999.313(b) 

Section 999.313(b) of the Proposed Regulations states that the 45-day period for a business to 
respond to a request to know or delete "will begin on the day that the business receives the 
request, regardless of time required to verify the request." NMHC believes the current language 
creates unnecessary time constraints that may impair businesses' ability to conduct adequately its 
verification process and appropriately respond to consumer requests. 

2. NMHC Request and Recommendation 

NMHC recommends section 999.313(b) be amended as follows: 

999.313 

(b) Businesses shall respond to requests to know and requests to delete within 45 days. 
The 45- day period will begin on the day that the business verifies PB@BirBe the 
request. pursuant to the verification requirements set forth in Article 4 rg.gtt1·dleee of 
timg YB€JUiYBti to VBYijy thB YB€JUBet. Ifnecessary, businesses may take up to an 
additional 45 days to respond to the consumer's request, for a maximum total of90 
days from the day the request is verified YB@BivBd, provided that the business provides 
the consumer with notice and an explanation ofthe reason that the business will take 
more than 45 days to respond to the request. 

If the above language is not accepted, NMHC proposes in the alternative the following 
amendments: 

999.313 

(b) Businesses shall respond to requests to know and requests to delete within 45 days. 
The 45- day period will begin on the day that the business receives the a complete 
request, regardless oftime required to verify the request. Ifnecessary, businesses 
may take up to an additional 45 days to respond to the consumer 's request, for a 
maximum total of90 days from the day the complete request is received, provided 
that the business provides the consumer with notice and an explanation ofthe reason 
that the business will take more than 45 days to respond to the request. 

999.301 

"Complete request" means a request to know or request to delete where the consumer (I) 
has followed a business's designated method to submit the request and (2) submitted all 
required documentation and/or information required by the business as part ofthe 
designated submission process. including for the verification process. 

NMHC Comments Regarding Proposed CCP A Regulations 

CCPA_45DAY_01412 

Guest
Line

Guest
FreeText
W169-16



Attorney General Becerra 
December 6, 2019 
Page 11 of 15 

3. Additional Analysis 

NMHC believes the Proposed Regulations, due to the time restrictions, may reduce businesses' 
ability to take appropriate steps to verify adequately consumer requests. Requiring businesses to 
complete a verification process and to respond to requests in a specified time period, without 
flexibility, can result in inadvertent errors and incomplete procedures. For example, businesses 
may feel the need to rush or expedite the verification process in order to meet the 45-day 
timeline, which could result in inaccurate or insufficient verification procedures and increase the 
likelihood of both fraudulent requests and inaccurate or incomplete responses to requests. 
Consumers' privacy and security interests will be better served if the process encourages a 
thorough and thoughtful verification process that is not unnecessarily rushed due to regulatory 
time constraints. Amending the requirement so that the 45-day period begins once a business has 
verified a request will ensure that businesses have the opportunity to properly conduct the 
verification process and better protect consumers against fraudulent requests. 

C. Responding to Requests to Know 

The following sets forth NMHC's comments related to responding to requests to know. 

1. Proposed Regulations: § 999.313(c) 

Section 999.313(c) sets forth various requirements for responding to consumer requests that seek 
the disclosure of specific pieces of information about the consumer. NlvIHC believes the 
security risk presented by this requirement outweighs any interest the consumer may have in 
obtaining specific pieces of personal information from the business. 

2. Nl\1HC Request and Recommendation 

NMHC recommends the Proposed Regulations be amended to require only that businesses 
respond to requests to know by disclosing categories and types of personal information collected 
on a particular consumer instead of specific pieces of personal information, including, but not 
limited to, by striking section 999.313(c)(l) in its entirety. Consumers will be better served by 
this approach because it will minimize security risks and streamline businesses' ability to 
respond appropriately to consumer requests. 

3. Additional Analysis 

Requiring businesses to disclose specific pieces of personal information increases the likelihood 
that such information could be misused or compromised. The Proposed Regulations 
appropriately recognize the inherent security risk in requiring businesses to provide specific 
pieces of personal information. For example, the Proposed Regulations expressly prohibit the 
disclosure of certain sensitive information (e.g., Social Security numbers; driver's license 
numbers) as well as the disclosure of personal information that would create a "substantial, 
articulable, and unreasonable risk to the security of that personal information, the consumer's 
account ... or the security of the business's systems or networks." See§ 999.313(c)(3)-(4). The 
Proposed Regulations also require that businesses use "reasonable security measures" in the 
trans mission of personal information to the con sum er. See § 999. 3 13 ( c )( 6). 
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Rather than placing the burden on businesses to demonstrate in each case that providing certain 
personal information would create a substantial, articulable, and unreasonable risk, such risk can 
be eliminated through the regulations by requiring only that businesses disclose the categories 
and types of personal information. Doing so will not reduce or limit the consumer benefits of the 
CCPA as consumers will still have access to individualized categories and types of personal 
information that a business collects on them pursuant to Proposed Regulations section 
999.313(c)(9)-(11). 

In addition, requiring businesses to provide specific pieces of information creates inefficiencies 
in the response process as significant time would be required to identify and provide the 
individualized data for consumers. The requirement presents unique challenges to the 
multifamily industry, in particular, due to the nature of information collected, the business-to
consumer continuous relationship, and data collection between apartment residents and owners 
and managers, as well as the interdependencies of service providers who may collect residents' 
information. For example, providing specific information collected through smart home 
technology, to the extent the data would include CCPA personal information, would be 
impractical and potentially impossible, depending on the nature and format of the data. 
Alternatively, permitting businesses to instead disclose the general categories and types of 
information collected would be less burdensome for businesses and still appropriately inform the 
consumer as to what information is collected. 

D. Responding to Requests to Delete 

The following sets forth NMHC's comments related to responding to requests to delete. 

1. Proposed Regulations: § 999.313(d)(3) 

Section 999.3 l3(d)(3) would permit a business to "delay compliance" with a request to delete 
where personal information is stored on archived or backup systems until the system is "next 
accessed or used." However, NMHC believes this requirement does not align with the 
functionality of many systems and practices. 

2. NMHC Request and Recommendation 

NMHC recommends that section 999.313(d)(3) be amended to provide for a complete exception 
to requests for deletion for personal information stored on archived or backup systems. 

3. Additional Analysis 

Data backups typically are not accessed on a regular basis and many are not in readily accessible 
formats. In the event a company needed to access backups, it is often indicative of an issue or 
failure with the primary systems. Moreover, the format and structure of data backups are not 
designed for the concept of deleting individual pieces of data (e.g., backup tapes do not 
accommodate this function). The very purpose of a backup is to co-locate a copy of data so that 
it could be available to maintain business operations in the event the original data is corrupted, 
lost, or otherwise inaccessible. The reading of the Proposed Regulations would require a 
business to address an entire backup in full in order to delete specific personal information. 
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Doing so would create significant and unreasonable risk to the security and operation of the 
business, as all data on the backup would no longer be available. 

III. REQUESTS TO ACCESS OR DELETE HOUSEHOLD INFORMATION 

The following sets forth NMHC's comments related to requests to access or delete household 
information. 

A. Aggregate Household Information 

The following sets forth NMHC's comments related to requests for aggregate household 
information. 

1. Proposed Regulations: § 999.318(a) 

Section 999.318(a) of the Proposed Regulations would permit a consumer, without a password
protected account, to submit a request to know or request to delete as it pertains to household 
personal information and would obligate a business to respond by "providing aggregate 
household infonnation." NMHC seeks further clarification as to this requirement. 

2. NMHC Request and Recommendation 

NMHC recommends that section 999.318(a) be stricken in its entirety. In the alternative, if 
section 999.318(a) is not deleted, NMHC seeks further clarification and guidance as to (1) what 
exact information businesses must provide in order to comply with the requirements, including 
clarification as to the definition of "aggregate household information"; and (2) the verification 
requirements to ensure all household members' privacy is adequately protected. 

3. Additional Analysis 

The term "aggregate household information" is not defined in the CCPA or the Proposed 
Regulations. "Aggregate consumer information," however, is defined as "information that relates 
to a group or category of consumers, from which individual consumer identities have been 
removed, that is not linked or reasonably linkable to any consumer or household, including via a 
device." CCPA, § l 798.140(a) (emphasis added). If the intent of the Proposed Regulations is to 
permit individuals to access aggregate consumer information, as defined under the CCPA, doing 
so arguably goes beyond the requirements of the statute. Specifically, consumers' rights to 
request access or deletion are tied to the access or deletion of their personal infonnation. Section 
999.318(a), as proposed, seems to suggest that individuals have a right to information beyond 
their personal information. Further, the very definition of "aggregate consumer information" 
requires that the data not be reasonably linkable to any household. 

Alternatively, if the intent of section 999.318(a) is to permit an individual consumer to obtain the 
collective categories of personal information about all consumers living in a particular 
household, Ntv1HC believes this violates the privacy rights of other members in the household. 
This concern is particularly relevant to the multifamily industry where businesses regularly 
collect infonnation on individuals living together in a household who are not necessarily 

NMHC Comments Regarding Proposed CCP A Regulations 
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Attorney General Becerra 
December 6, 2019 
Page 14 of 15 

individuals of the same family or otherwise related. For example, it is common in our industry 
for students, military members, and other individuals to occupy a single dwelling. In fact, almost 
one-fifth (18 percent) of apartment households are comprised of non-family households, such as 
roommates.6 Further, even members of the same family could be at risk if only one individual is 
needed to make a request (e.g., an estranged spouse still living in the household). Permitting an 
individual to obtain information on all members of the household, even information in the 
aggregate or general categories of personal information, would violate the privacy rights of other 
individuals living in the household. 

As written, NMHC believes the Proposed Regulations could enable an individual to obtain 
sensitive information (e.g., a resident's legal status) on another individual living in the household 
without that individual's knowledge or consent. To illustrate, consider the following scenario. 
Two college students occupy a household in a privately owned and managed student housing 
community. One student initiates a request to know as it pertains to household information. In 
response, the business confirms that it collects various categories of information on the 
household, including criminal history, which can include complaints filed against members of 
the household. The consumer who initiated the request has never been involved with a criminal 
proceeding or been made aware of any complaints filed against her. Therefore, she may be able 
to infer that a criminal complaint was filed related to her roommate, even without accessing the 
specific information related to such reports. 

B. Joint Household Requests 

The following sets forth NMHC's comments related to joint household requests to know and 
requests to delete. 

1. Proposed Regulations: § 999.318(b) 

The same concerns set forth above also arise with respect to section 999.318(b ), which would 
require a business to provide specific pieces of information, or delete household personal 
information, in response to a joint request by a household. Although the section states the 
requirement is subject to the Article 4 verification requirements, NMHC believes further clarity 
is needed in order to protect the privacy of all individuals residing in a household. 

2. NMUC Request and Recommendation 

NMHC recommends that section 999.318(b) be amended to make clear that (1) each adult 
member of the household must authorize the access or deletion request; (2) the business must 
verify the identities of each adult member making the request; and (3) the business must verify 
that each member of the household covered by the request is currently a member of the 
household. Proposed language is as follows: 

6 N1'1HC tabulations of 2018 American Community Survey microdata 

miHC Comments Regarding Proposed CCP A Regulations 
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Attorney General Becerra 
December 6, 2019 
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999.318 

WJJ,;wg a t#mcumgr tJogc n@t hart? a pttscw @ffi pr@t8et8d aee@unt with a hucinBcc, a 
hucinetJC may respond w a request w know @r request w tklete x itpertains w 
h@uc8h@!dp8rc@1wl itef@rmati@n bypr@~·iding ttggrggat8 h@uct?h@ld itef@rmati@n, 
subjeet w verifieati@n requirements set f}rth in Artiele 1. 

(b) Ifall consumers ofthe household jointly request access to spgeifiepi8e8c 
categories ofpersonal information for the household or the deletion ofhousehold 
personal information, and th8 hucitWS{J e&111 indi~·idually rBrify all th8 mBmhBrc @j 
the htmceh@!d subjeet w verifieati@n requirBments cgt f@rth in Artie!e 1, then the 
business shall comply with the request only if(a) the business can verify that each 
adult member ofthe household authorized the request: (b) the business can 
individually verify the identities ofeach adult member ofthe household making 
the request. sub;ect to verification requirements set forth in Article 4: and (c) the 
business can verify that each member ofthe household to whom the request 
pertains is currently a member ofthe household. 

CONCLUSION 

The security and privacy of consumer information is a top priority to the multifamily industry. 
While the Proposed Regulations are certainly well-intentioned, NMHC believes the language as 
currently written inadvertently creates new risks to the privacy and security of consumer data. 
NMHC believes these concerns can be addressed through further amendment to the Proposed 
Regulations, as set forth above. 

NMHC appreciates the opportunity to present the views of the multifamily industry in 
connection with the continued development and implementation of the CCP A. NMHC shares 
the same goal of protecting consumers' privacy and stands ready to work with the Attorney 
General to ensure the CCP A serves as an effective standard that recognizes the unique nature and 
needs of the rental housing industry while ensuring consumers' privacy rights are protected. 

Sincerely, 

Doug Bibby 
President 
National Multifamily Housing Council 

NMHC Comments Regarding Proposed CCP A Regulations 
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Message 

From: Bugel, Madeleine [ 
Sent: 12/6/2019 6:42:29 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: NEMA Written Comments - CCPA Proposed Regulation 

Attachments: NEMA CCPA Comments 20191206.pdf 

Good afternoon, 

The National Electrical Manufacturers Association (NEMA), the leading trade association representing manufacturers of 
electrical and medical imaging equipment, provides the attached comments on the Proposed Text of Regulations for 
Chapter 20, California Consumer Privacy Act (CCPA) Regulations. These comments are submitted on behalf of NEMA 
Member companies across multiple Product Sections. 

Best, 
Madeleine Bugel 

Madeleine Bugel 
Manager 

tlocwl 0«1rial .M.analK!unen AK>Odalk,a State and International Government Relations 
1300 North 17th Street I Suite 900 
Rosslyn, VA 22209 
Office: 
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The association of electrical equipment 
and medical imaging manufacturers 

www.nema.org 
National Electrical Manufacturers Association 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: NEMA Comments on California Consumer Privacy Act Proposed Regulations 

The National Electrical Manufacturers Association (NEMA), the leading trade association representing 
manufacturers of electrical and medical imaging equipment, provides the attached comments on the 
Proposed Text of Regulations for Chapter 20, California Consumer Privacy Act (CCPA) Regulations. These 
comments are submitted on behalf of NEMA Member companies across multiple product Sections. 

NEMA represents more than 325 electrical equipment and medical imaging manufacturers that make 
safe, reliable, and efficient products and systems across 56 product Sections. Our combined industries 
account for over 370,000 American jobs in more than 6,100 facilities covering every state. Our industry 
produces $124 billion shipments of electrical equipment and medical imaging technologies per year with 
$42 billion exported. In California, 68 of our Member companies maintain 181 facilities employing over 
12,000 people. 

The proposed CCPA regulation provides many clarifications and details. We seek further clarifications on 
several sections. 

1. §999.313.(c)(3.) - The proposed regulations state that a business can decline to provide a 

consumer with specific personal information when there is an unreasonable risk to the security 
of that personal information. While a business should promptly respond to requests to identify 
categories of personal information held, requests to modify and/or delete "low value" personal 
information-such as; name, email address, or phone number-would represent a security risk 

that outweighs the potential benefit to the consumer. In these cases, it would be unreasonable 
to disclose the specific personal information. The Office of the Attorney General should be as 
clear as possible on this point and should provide additional guidance to the public. 

2. §999.326(a)(l) - Questions remain about the extent of a business's obligation to confirm the 

validity of the written permission granted from a consumer to an authorized agent for a request 
to know (i.e., validate the proof provided under 999.326(c)). Because the consumer will have to 
separately verify its identity directly with the business, any person could independently present 
a forged written permission document claiming to represent a verified consumer and the 
business will be required to disclose to the agent the consumer's personal information. 

Additional guidance from the AG office is needed on this topic. 
3. §999.337(b)(5)(a)-A good-faith estimate of personal data collected by a business can vary 

greatly and be proprietary. NEMA believes that there should be mechanisms in place to ensure 
the confidentiality of the estimates. 

4. §999.312(a), §999.312(b), and §999.315(a)-These sections requiring businesses to have two or 
more designated methods for a person submitting requests to a business are overly prescriptive. 

1300 17th St N, Suite 900 - Arlington, VA 22209 - 703.841.3200 
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NEMA disagrees that there is any benefit to having two or more methods for these 
communications. Requiring more communication methods for a business to monitor may 
increase the risk of fraudulent data requests. 

5. §999.313(c)(6) and §999.323(d)-These sections instruct businesses to use reasonable security 
measures when transmitting personal information and detecting fraudulent identity-verification 
activity. The phrase "reasonable security measure" is undefined. Industry maintains best 
practices for data protection which may involve compliance with internationally recognized 
standards development organizations (SDOs) and voluntary consensus standards. 

If you have any questions or need more information, please contact Madeleine Bugel at 
or 

Sincerely, 

Philip A. Squair 
Vice President, Government Relations 

1300 17th St N, Suite 900 - Arlington, VA 22209 - 703.841.3200 
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Message 

From: Shanahan, Richard 
Sent: 12/6/2019 7:51:33 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Mizoguchi, Kenichirou [ 
Subject: Notice of Proposed Rulemaking Action Concerning California Consumer Privacy Act (CCPA) 
Attachments: 12062019_CCPA AG Comments.pdf 

Dear Privacy Regulations Coordinator, 

Please find attached comments by Hitachi Group Companies doing business in the United States regarding rulemaking 
on the California Consumer Privacy Act. We look forward to working more with the Attorney General's Office to ensure 
California maintains its innovation ecosystem. 

If you have any questions, please feel free to contact me. 

Best regards, 

Richard Shanahan 
Manager IGovernment & External Relations 
Hitachi, Ltd. IWashin ton DC Co orate Office 
t. Im. 

Follow Us 
www.hitachi.us/ gov-relations 

HITACHI 
Inspire th N id: 
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HITACHI 
lnspire the Next 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: Notice ofProposed Rulemaking Action Concerning California Consumer Privacy Act (CCP4) 

Dear Attorney General Becerra: 

The following comments are submitted by Hitachi Group companies ("Hitachi") doing business in the United States in 
connection with the Notice of Proposed RulemakingAction (NOPA) to adopt sections§§ 999.300 through 999.341 ofTitle 
I!, Division J, Chapter 20, ofthe California Code o/Regulations (CCR) concerning the California Consumer Privacy Act 
(CCPA). 

fbckgrnum! on Hitachi 

Founded in 1910 and headquartered in Tokyo, Japan, Hitachi, Ltd. is a global technology conglomerate answering society's 
most pressing challenges through cutting-edge operational technology (OT), information technology (IT), and 
products/systems. A Social Innovation leader, Hitachi delivers advanced technology solutions in the mobility, human life, 
industry, energy, and IT sectors, The company's consolidated revenues frir FY2018 (ended March 31, 20 l 9) totaled $86.2 
billion, and its 803 companies employ 295,000+ employees worldwide, 

Since establishing a regional subsidiary in the United States in 1959, Hitachi has been a committed American partneL For 
over thirty years, it has invested heavily in research and development (R&D) in the U,S., and this continued reinvestment 
has resulted in 11 major R&D centers that support high-skilled jobs in manufacturing and technology. Dedicated to 
delivering the technologies of tomorrow, Hitachi recently opened a Center for Innovation in Sania Clara, California lo 
explore applications in machine learning, artificial intelligence, Internet of Things (IoT) devices, data analytics, and 
autonomous vehicles among other advanced technologies. Hitachi is also proud of its human capital investment, supporting 
2 l ,000 employees across 88 companies in North America, At 13% of total revenue, North America is Hitachi, Ltd. 's second 
largest market, generating $10.9 billion in revenue in FY2018. 

Hitachi welcomes the oppmtunity to engage with the California Department of Justice and commends the Attorney General 
("AG") for seeking to clarify compliance and enforcement guidelines for the CCPA. Privacy standards should be fair, 
equitable, and protect the public while also fostering innovation in the State of California and across the country. 

Hitachi's Approach to Privacv 

Hitachi aims to co-create a human-centric society in which everyone can enjoy the benefits of digital technologies, and 
customer and employee privacy is central to that vision. Towards that end, we have developed and implemented a privacy
review process that includes regular, company-wide evaluations to identify insufficient practices, action plans to bolster 
privacy protections, and rigorous audits to ensure continuing compliance. 

We also use privacy-focused training programs to make sure our critical, decision-making employees stay up-to-date on the 
company's latest privacy requirements, By prioritizing privacy education in this manner, we ensure that privacy dictates our 
employees' decision-making process around all forms of data. Our ln!onnation Security Risk Management Division 
continuously monitors changes to privacy laws across countries. 

Given Hitachi's global footprint and diverse business interests, it is imperative that we not just comply with applicable laws. 
Instead, we are actively cultivating an environment of trust and privacy by design, 

Hitachi Vantara 
2535 Augustine Drive, Santa Clara, CA %054 wv.'w HitaclliVantaracom 
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HITACHI 
lnspirc the Next 

Rusilless Threshold Requirements (Civil Code Section 1798.140, .mbdivisimr (c)) 
Whereas broad threshold requirements generally safeguard innovation, overly-narrow threshold requirements generally 
stymie it. Despite its broad parameters, Provision 1798.140 (C)(l )(A) only serves to create confusion. It cites $25M in gross 
revenues, but fails to specify if that amount is to be detennined only from revenues obtained through sales in California, 
received from California consumers, or if it is more encompassing. 

For example, if a small business located outside of Calili.,mia has $25M in revenue primarily from sources outside the state, 
yet a small portion of that revenue can be attributed to California, does it meet the definition? What about a global company 
that has one client in California and generates well below the $25M threshold; ls it required to follow the other provisions 
ofCCPA or is it not defined as a California business since it does not generate $25M from California sources? 

Treatment of Households (Civil Code section 179lU40, subdivision (o)) 
Hol!sehold is defined in 999.30l(h) as a person or group of people occupying a single dwelling. This definition raises 
significant queslions, First, who specifically holds the rights for the household; does each individual person hold their own 
distinct household privacy rights, or can one person speak i()r the entire household? ln instances where persons in the 
dwelling are not related, what detennines who can speak for the household and who could exercise the rights granted by 
CCPA? If there are shared devices within a household that includes non-relatives, who is assigned the personal data rights 
to those shared devices? Do those determined to be non-owners have rights to these shared data devices? Consider smmt 
objects within the household that are not specifically connected to a single user's profile or a collective household profile; 
does the data collected by such a device constitute personal data, and if so, who in the household has ownership of that 
data? 

It is important that the final regulations work to eliminate the ambiguity around "household" and how privacy ownership 
rights are conveyed or assigned. 

Verification ofRequests 
Article 4 lays oul various considerations businesses can consider when verifying a request to "Know, Delete, Opt-Out, and 
Opt-In After Opting-Out." The regulations, however, create gaps that do not provide certainty on liability issues such as the 
following: 

l, If a business employs a "reasonable method" fr1r verifying a request, is the business protected from 
liability if the request turns out to be fallacious? 

2. If a business declines to fulfill a request because it has a good-faith beliefthe requestor is not verified, 
or ifthere is not enough information to reasonably verify the requestor, is the business held hmmless if 
it turns out the request did come from a valid requestor? 

Concerningly, some businesses could avoid California as a commercial market or move cutting-edge research out of the 
state to avoid unnecessary liability if there are not clear safe harbor provisions when a company puts into place reasonable, 
risk-based verification methods as generally outlined in A1ticle 4. Small businesses in paiiicular could find these verification 
methods particularly onerous, Given that, the AG would be wise to recognize a business's resources and capabilities when 
detennining if the business has created a reasonable standard for verification, 

In lieu of creating prescriptive rules regarding verification, the AG would be better served by creating a guidance document 
that favors a risk-based verification process that also takes into account the sensitivity of the data that is being processed, 
The regulalions could then cite adherence to the guidance document as part of a test to create a safe harbor provision for 
businesses under this verification title. This would allow some flexibility as technology and security advances, and would 
give businesses certainty to liability under the title. 

Hitachi Vantara 
2535 Augustine ,:Jr1ve. Santa Clara, Cf\ 95054 WIN'#. ;-litaa'iVantara com 

CCPA_45DAY_01423 

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
Line

Guest
FreeText
W171-2

Guest
FreeText
W171-3

Guest
FreeText
W171-4

Guest
FreeText
W171-5

Guest
FreeText
W171-6



HITACHI 
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Service Provider 
The definition of service providers found in 1798A0(v) is specific and we appreciate the reference to constructional 
language requirements, However, there could be vendors or service providers who have contracts that do not meet the 
requirements and may have access to California consumers' personal inforn1ation. To help avoid confusion with various 
vendor comracts, the AG should consider creating a certification fonn specifically allowing vendors to not be classified as 
service providers. 

Business Outside ofCA 
California Civil Code l 798. l 45(a)(6) states that the statue will not restrict a business' ability lo "collect or sell a consumers 
personal information if every aspect of that commercial conduct takes place wholly outside of California," While clarifying 
language states "commercial conduct takes place wholly outside California ifthe business collected that infonnation while 
the consumer was outside California, no part of the sale of the consumer's personal information occurred in California, and 
no personal infrmnation collected while the consumer was in California is sold," this is adding complexity as to exactly 
when a potential consumer was physically in the state. If a California resident is not physically in California when data is 
collected, is that information exempt from CCPA? Other portions of the regulations seem to intimate that merely being 
"domiciled" in California would subject the data to CCPA. What if that same "domiciled" person spends long periods of 
time in another state; is all their data subject to CCPA, or does it only apply to data generated when the consumer was 
physically presem in the state? 

Wl1en it comes to the use of website cookies, further clarification with regards to CCPA's scope is needed. Given the global 
nature of many corporate websites, a California resident may access a corporate website that is not designed to target 
California consumers. Would the corporation's use of cookies--- simply to assess web traffic without any sale of that data
bring the corporation under the purview of CCPA? ls it the law's intention to cover this type of site visit even if the 
corporation is not marketing a product to the consumer? 

Conclusion 

Hitachi lauds the AG's efforts and looks forward to continuing to work with the State of California as CCPA takes effect. 

Sincerely, 

~..~ 
Chairman of the Board 
Hitachi Vantara Corporation 

Hitachi Vantara 
?.ii35 t-,u:;ustine Qcive. Santa Clwa, C/\ 95DS4 www.HitachiVantara.com 
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Message 

From: Dan Mustico [ 
Sent: 12/6/2019 7:45:15 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: OPEi letter on California Consumer Privacy Act 
Attachments: OPEi letter re CCPA 20191205.pdf 

Please accept our attached inquiry and request with respect to the CCPA. Thank you in advance. 

Best regards, 
Dan 

Daniel J. Mustico 
Vice President, Government & Market Affairs 
Outdoor Power Equipment Institute, Inc. 

1605 King Street, 3
rd 

Floor 
Alexandria, VA 22314 
Direct: 
Main: (703) 549-7600 

Cell: 

Email Disclaimer: 
Please be informed that this email and any materials attached herewith may contain confidential or legally privileged information that is intended 
solely for the use by its named recipient. If you have received this email in error, please notify us immediately by reply email and delete this email 
from your system. Any disclosure, use, copying, printing, distribution or reliance upon the contents of this email is strictly prohibited. 
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~ Outdoor Power 
~ Equipment Institute 

Transmitted via-email: PrivacyRegulations@doj.ca.gov 

December 6, 2019 

Privacy Regulations Coordinator 
California Office ofthe Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Public Comments to§§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the 
California Code of Regulations (CCR) concerning the California Consumer Privacy Act (CCPA) 

Dear Attorney General Becerra: 

On behalf of the Outdoor Power Equipment Institute (OPEi) and its members, I am writing to request the confirmation 
of important information with respect to the implementation ofthe California Consumer Privacy Act (CCPA). 

OPEi is an international trade association representing the manufacturers and their suppliers of non-road gasoline 
powered engines, personal transport & utility vehicles, golfcars and consumer and commercial outdoor power equipment 
("OPE"). OPE includes lawnmowers, garden tractors, trimmers, edgers, chain saws, snow throwers, tillers, leaf blowers 
and other related products. OPEi member companies and their suppliers contribute approximately $16 billion to US 
GDP each year. OPEi members currently distribute their products across all 50 states, through a diversity ofretail outlets 
including independent dealers who are authorized to sell and service their equipment through a contractual arrangement. 

OPEi members rely on knowing basic types of information about their customers, as allowed for under federal law, to 
provide them with necessary information about product recalls and warranty repairs. These core functions help our 
members assure that they provide their customers with the product quality and safety which they deserve and expect. 

As we read the CCPA's exemption for motor vehicles, our member manufacturers of outdoor power equipment are 
exempt from provisions granting consumers the right to opt out product and ownership information retained or shared 
between a dealer and manufacturer, if the information is shared for the purpose of effectuating or in anticipation of 
effectuating a repair covered by a warranty or a recall. 1 

Equipment manufactured by OPEi members should be treated the same as automobiles under the CCPA. The data 
provided by purchasers ofoutdoor power equipment is substantially the same as data provided by automobile consumers. 
As in the automotive industry, this data is critical for dealers and manufacturers to notify customers of critical updates 
such as warranty and recall information. We are asking you to confirm the above interpretation and to ensure regulatory 
parity under the CCPA between automobiles and other equipment. 

Thank you for the opportunity to clarify this important matter on behalf of our members, and please notify me ifwe can 
provide any additional information or answer questions. 

Sincerely, 

Kris Kiser 
President & CEO 

1 see AB-1146, California Consumer Privacy Act of 2018: Exemptions: Vehicle Information, at 
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill id=201920200AB 1146. 
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Message 

From: BrentSmoyer-] 
Sent: 12/6/2019 6:41:38 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: PBSA Commentary on CCPA Draft Regulations 
Attachments: PBSA CCPA Regulation Commentary.pdf 

Attached, please find commentary from the Professional Background Screening Association (PBSA) regarding the 
Attorney General's draft regulations pertaining to the California Consumer Privacy Act (CCPA). 

We thank you for your time and consideration. 

Brent Smoyer, JD 
PBSA State Government Relations & 

SA 
*NAPBS is now the Professional Background Screening Association 

ved this communication in error, please notify us immediately by e-mail, and delete the original message. 
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December 6, 2019 

Privacy Regulations Coordinator 

California Office of the Attorney General 

300 South Spring Street, First Floor 

Los Angeles, CA 90013 

RE: CALIFORNIA CONSUMER PRIVACY ACT PROPOSED REGULATIONS 

On behalf of the Professional Background Screening Association (PBSA), whose members include 

California residents and businesses, we write to you with commentary regarding the Department of 

Justice's draft rules for the California Consumer Privacy Act. 

As a nonprofit organization consisting of over 900 small and large companies engaged in the 

background screening profession, PBSA has been dedicated to providing the public with safe places 

to live and work since 2003. The PBSA member companies conduct millions of employment and 

tenancy-related background checks each year, helping employers, staffing agencies, and nonprofit 

organizations make more informed decisions regarding the suitability of potential employees, 

contractors, tenants and volunteers. 

Millions of background screening reports are requested in the United States each year. Our 

members are hired to verify the education, employment, financial, and criminal histories of 

applicants. There are a number of important reasons for conducting these searches, including: (i) 

ensuring a safe working environment by reducing the likelihood of workplace violence; (ii) ensuring 

property managers have the ability to provide safe living environments for tenants, including where 

housing is provided for vulnerable populations;; (iii) reducing employee theft; (iv) reducing the 

110 Horizon Drive, Ste. 210, Raleigh, NC 27615, US 

I Fax: 919.459.2075 I Email: info@thepbsa.org 
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hiring of individuals based on fraudulent credentials; (v) avoiding legal exposure for negligent hiring 

and (vi) meeting state law requirements designed to protect vulnerable populations like the elderly, 

the disabled, and children. 

Background screening is a "unique animal" in the data usage world and has been acknowledged as 

such by the California Legislature with the exemption outlined in CCPA Section 1798.145(d). 

Screeners are Consumer Reporting Agencies (CRA's) and as such are highly regulated under the 

Federal Fair Credit Reporting Act (FCRA) by the Federal Trade Commission and Consumer Financial 

Protection Bureau. Additionally, our members are also regulated by a patchwork of federal, state, 

and local rules pertaining to data security and privacy laws including the the California Investigative 

Consumer Reporting Agencies Act ("ICRAA"). We follow specific privacy and safety guidelines -

both through statute and standard industry practices -- for identity theft prevention, fraud alerts, 

unauthorized dissemination of information, disposal of records, and other important security 

practices. 

Further, employment-related background checks are done with full disclosure of the background 

check, and the express authorization and consent of the worker whose personal information is 

being accessed (as explicitly required by the FCRA). The current FCRA required "opt-in" ensures 

that policy concerns regarding a worker's knowledge that their data is being collected are already 

addressed for the worker. Data that is collected, exchanged, and/or aggregated to compile the 

consumer report is done so with an worker's knowledge and express permission or written 

instructions. 

Additionally, the FCRA, a consumer protection-based statute, addresses consumer protection by 
placing requirements on both CRAs and end-users (employers or property managers) who request 

background reports on potential employees or tenants. The regulation requires disclosure and 

authorization before a report is prepared and provides consumers with the right to dispute the 

completeness or accuracy of a report. In the event of a dispute, a CRA is also required to 

reinvestigate at no charge to the consumer and with strict guidelines while doing so. Please see the 

attached enclosure describing the many consumer protections provided within the FCRA when 

consumer reports are prepared for employment and tenant related background screening. 

We understand that our colleagues at the Consumer Data Industry Association (COIA) have 

produced a very thoughtful analysis that they are submitting, highlighting key areas where the most 

recent draft of these draft regulations could be improved and help consumers and business alike to 

easily understand their rights and obligations under the CCPA. We at PBSA have serious concerns 

about several sections of the proposed regulations that, if finalized, would impose greater 

requirements and restrictions than those provided for in the CCPA. As COIA describes in their highly 

detailed analysis, these sections do not implement any particular provision in the CCPA and exceed 

the law's authorization for the OAG to adopt regulations "necessary to further the purposes of" the 

law. 
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PBSA shares these concerns with COIA and fully endorses those same suggestions for improvement. 

As such, we will not unnecessarily revisit them here. What we would do is emphasize three critical 

concerns that we at PBSA feel are most notable: 

1) Remove "government entities" from the definition of "categories of sources." 

Section 999.301(d) provides a definition for "categories of sources," which must be disclosed in 
Right to Know requests and in a business' online privacy policy. The proposed definition includes 
"government entities from which public records are obtained." 

ISSUE: The CCPA was amended by the legislature in 2019 to remove "publicly available" 
information -which includes government records -from the definition of "personal information". 

Because publicly available government records would not be included in a consumer's Right to 
Know request, businesses should not be required to disclose that it has received information from 
government entities from which public records are obtained. 

PROPOSED SOLUTION: Strike the phrase "government entities from which public records are 
obtained" from the definition of "categories of sources" at section 999.301(d), to match with the 

legislatures CCPA amendments. 

2) Clarify business' requirement to describe consumers' right to delete. 

Section 999.308(b)(2)(a) requires businesses to explain, in their online privacy policy, that a 

consumer has the right to request the deletion of their personal information maintained by the 

business. Under CCPA section 1798.lOS(a), consumers have the right to request a business delete 

any personal information about the consumer which the business has collected from the consumer 

but is silent as to information maintained by the business. Thus, this right of deletion under the 

CCPA does not extend to any information maintained by the business (most notably, information 

collected from sources other than the consumer). 

ISSUE: This section requires businesses to explain to consumers their right to request deletion of 

personal information maintained by the business, but the CCPA only provides this right for personal 

information that the business collected from the consumer. Consumers have no right under the 

CCPA to request deletion of personal information a business collected from a source other than the 

consumer. Requiring businesses to describe consumers' right in this way would risk confusion of 

consumers as to their rights under the CCPA. 

PROPOSED SOLUTION: Strike the words "or maintained." 
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3) Strike the requirement that businesses treat user-enabled privacy controls as opt-out 
requests. 

Section 999.315(c) requires that businesses treat user-enabled privacy controls that communicate 

or signal a consumer's choice to opt out of the sale of their personal information to third parties as 

a valid request to opt out for that browser or device or, if known, for the consumer. The CCPA 

protects "personal information," which is, as stated in CCPA section 1798.140(0)(1), information 

that reasonably may be linkable to a particular person or household, not merely a device. 

ISSUE: The CCPA does not protect information that cannot reasonably be linked to a particular 

person or household, regardless of whether the business can detect that the information relates to 

a particular device. To require this exceeds the scope of the CCPA and, as such, the OAG would be 

exceeding its authority under the law by attempting to impose this requirement. 

To the extent that information may reasonably be linked to a particular consumer or household, 

consumers can install browser privacy controls for a variety of reasons, many of which do not 

equate to desiring for their information not to be sold to third parties. The CCPA does not provide 

for a right to be opted out from the sale of personal information by installing any browser privacy 

control. Furthermore, this technology is evolving and there will likely be compatibility problems 

with these controls. 

PROPOSED SOLUTION: Eliminate the requirement that user-enabled privacy controls be treated as 

opt-out requests. 

4) Properly balance the timing of regulation enactment and business compliance. 

Given the high level of technicality of these proposed regulations, businesses will need significant 

time to develop and implement processes compliant with these requirements. Due to the effort it 

will take for businesses to adapt with proper compliance measures, we would respectfully request 

that the Attorney General provide for an implementation period of at least 6 months after 

publication of the final rule before the regulations would become effective. 

Additionally, because of the nature of certain requirements, PBSA would respectfully request that 

any responsibility that is contingent upon the providing of notice prior to taking certain action 

either be subject to a later effective date or subject to a delayed enforcement date of at 3 months 

after the effective date of the primary rule. 

We believe that these are reasonable requests in order to allow businesses to adapt to the 

regulations and that adopting regulations with delayed effective and enforcement dates will fully 

comply with the directive given to the Attorney General under the CCPA. 
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While we harbor greatest concern over the previously listed points, PBSA would once again state 

our vigorous support of the concerns and solutions stated in the COIA commentary as the OAG 

works to improve these draft regulations. 

We thank you for taking the time to hear our concerns and consider our requests. PBSA and its 

members are prepared to discuss any questions you may have and look forward to working with 

you further. Please feel free to contact me directly with any questions at or 

Sincerely, 

Brent Smoyer, JD 

PBSA State Government Relations & 

Grassroots Director 

SA 
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Message 

From: Jacob Snow [ 
Sent: 12/6/2019 8:00:09 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Privacy and Consumer Coalition Comments on Proposed CCPA Rulemaking 
Attachments: Privacy and Consumer Coalition Comments on Proposed CCPA Rulemaking.pdf 

Office of the Attorney General, 

Please find attached comments on the proposed rulemaking under the California Consumer Privacy Act, joined by the 
following organizations: 

Access Humboldt 
ACLU of California 
CALPIRG 
Center for Digital Democracy 
Common Sense Kids Action 
Consumer Reports 
Consumer Federation of America 
Digital Privacy Alliance 
Electronic Frontier Foundation 
Media Alliance 
Oakland Privacy 
Privacy Rights Clearinghouse 

Best, 

Jake 

Jake Snow 
Technology and Civil Liberties Attorney 
ACLU of Northern California 

he/him/his I I -
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Introduction 

The undersigned group of privacy and consumer-advocacy organizations thank the 
Office of the Attorney General for its work on the proposed California Consumer 
Privacy Act regulations. The draft regulations bring a measure of clarity and 
practical guidance to the CCPA's provisions entitling consumers to access, delete, 
and opt-out of the sale of their personal information. The draft regulations overall 
represent a step forward for consumer privacy, but some specific draft regulations 
are bad for consumers and should be eliminated. Others require revision. The 
coalition highlights the following requests from our detailed analysis below: 

Ensure adtech compliance. We encourage the Attorney General to issue clarifying 
regulations that will plainly prohibit the plan that some members of the advertising 
technology industry have announced as their intended way of "complying" with the 
CCPA. These plans represent an attempt to deprive consumers of their right to opt
out under the CCPA, and the Attorney General should make abundantly clear
without waiting to signal what the law requires through an enforcement action
that "sale" under the CCP A includes the most pervasive and invasive form of 
information sale: passing information for targeted advertising. 

Maintain meaningful scope of personal information. We appreciate the Attorney 
General's refusal-despite requests from industry to do so-to weaken the 
definition of personal information in the CCPA. The definition of personal 
information is the foundation of any privacy law, and the CCPA's definition ensures 
that everything that is reasonably capable of being associated with a person-not 
just information that identifies a person-is covered and protected. 

Build on existing consumer privacy preferences. The coalition also supports the 
Attorney General's draft regulation directing that browser settings must be 
respected as an opt-out of the sale of a consumer's personal information. l\1any 
major web browsers already include settings by which users can easily choose to 
send "do not track" headers with all of their web traffic. And thousands of 
Californians have already installed tools that send "do not track" browsing headers 
to the sites they visit. The draft regulations should be clarified to take advantage of 
this existing infrastructure and respect the choices consumers have already made to 
protect their privacy. 

Maintain strength of access right. The coalition requests that the Attorney General 
eliminate the overbroad exception to consumers' right to access because of a "risk to 
security." This additional rule is not necessary to protect consumers from 
adversaries, because the draft regulations' verification requirements offer 
significant protection for consumers' information. The "risk to security" exception 
also gives businesses undue power to thwart consumer requests to know. 
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Limit pay for privacy. The regulations' suggestion that businesses carve up 
consumers by group and charge different prices according to group membership 
should be eliminated. People's information is most valuable not when they are rich, 
but when they are vulnerable. The top 100 Adwords by value, for example, are a 
window into the lives of people turning to the Internet for help in tragic 
circumstances, including keywords indicating searchers needing help with 
automobile accidents, water damage, addiction rehabilitation, and workers' 
compensation. Other research shows that African American and Latinx borrowers 
are charged higher interest rates and are therefore more profitable to mortgage 
lenders. Permitting businesses to price according to class or group membership has 
the potential to further harm communities already subject to discrimination. 

Ensure consumers have meaningful protections from data brokers. Data brokers 
buy and sell consumer profiles and information in a manner that is totally opaque 
to consumers. Consumers almost never intend to interact with or share their 
information with data brokers, and can have trouble identifying data brokers, let 
alone understanding their business practices. The Attorney General regulations 
should not give special exemptions to such companies. Rather, the regulations 
should require that data brokers, like other CCP A businesses, notify consumers 
when they collect information about them. Further, any expansion of "service 
provider" to those who provide services to non-CCP A businesses should not include 
data brokers. 

Signing Organizations 

Access Humboldt is a non-profit, community media & broadband access 
organization serving the residents and local jurisdictions of Humboldt County on 
the North Coast of California USA, managing resources that include: cable access 
TV channels; KZZH FM 96.7 community radio; a wide area broadband network with 
dedicated optic fiber connections to twenty locations serving local jurisdictions and 
community anchor institutions; broadband access wireless networks; a Community 
Media Center with studio and other production equipment and training on the 
Eureka High School campus; and ongoing operational support for public, 
educational and governmental access media services. 

The American Civil Liberties Union is a national, non-profit, non-partisan civil 
liberties organization with more than 1.6 million members dedicated to the 
principles of liberty and equality embodied in both the United States and California 
constitutions. The ACLU of California is composed of three state affiliates, the 
ACLU of Northern California, Southern California, and San Diego and Imperial 
Counties. The ACLU California operates a statewide Technology and Civil Liberties 
Project, founded in 2004, which works specifically on legal and policy issues at the 
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intersection of new technology and privacy, free speech, and other civil liberties and 
civil rights. 

CALPIRG is a consumer group that stands up to powerful interests whenever they 
threaten our health and safety, our financial security or our right to fully 
participate in our democratic society. CALPIRG researchers uncover the facts and 
its staff bring its findings to the public, through the media as well as one-on -one 
interactions. CALPIRG advocates are bringing the voice of the public to the halls of 
power on behalf of consumers. 

The Center for Digital Democracy's mission is to advance the public interest in the 
digital age. It is recognized as one of the leading consumer protection and privacy 
organizations in the United States. Since its founding in 2001 (and prior to that 
through its predecessor organization, the Center for J\!Iedia Education), Center for 
Digital Democracy has been at the forefront of research, public education, and 
advocacy holding commercial data companies, digital marketers, and media 
companies accountable. 

Common Sense l\1edia, and its policy arm Common Sense Kids Action, is dedicated 
to helping kids and families thrive in a rapidly changing digital world. Since 
launching in 2003, Common Sense has helped millions of families and kids think 
critically and make smart choices about the media they create and consume, 
offering age-appropriate family media ratings and reviews that reach over 110 
million users across the country, a digital citizenship curriculum for schools, and 
research reports that fuel discussions of how media and tech impact kids today. 
Common Sense also educates legislators across the country about children's unique 
vulnerabilities online. 

The Consumer Federation of America is an association of non-profit consumer 
organizations that was established in 1968 to advance the consumer interest 
through research, advocacy, and education. 

Consumer Reports is an expert, independent, non-profit organization whose mission 
is to work for a fair, just, and safe marketplace for all consumers and to empower 
consumers to protect themselves. Consumer Reports is the world's largest 
independent product-testing organization, using its dozens of labs, auto test center, 
and survey research department to rate thousands of products and services 
annually. Founded in 1936, Consumer Reports has over 6 million members and 
publishes its magazine, website, and other publications. 

The Digital Privacy Alliance is a coalition of technologists, tech companies, startups, 
engineers, developers, activists, and advocates that fight for Internet privacy and 
safety. Digital Privacy Alliance members help policymakers at the state, federal, 
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and local levels learn about new and emerging technologies and advocate for laws 
that promote transparency and security on the Internet. 

The Electronic Frontier Foundation works to ensure that technology supports 
freedom, justice, and innovation for all the people of the world. Founded in 1990, 
EFF is a non-profit organization supported by more than 30,000 members. 

Media Alliance is a Bay Area democratic communications advocate. Media Alliance 
members include professional and citizen journalists and community-based 
communications professionals who work with the media. Its work is focused on an 
accessible, affordable and reliable flow of information to enable civic engagement, 
meaningful debate and a safe and aware populace. Many of Media Alliance's 
members work on hot-button issues and with sensitive materials, and those 
members' online privacy is a matter of great professional and personal concern. 

Oakland Privacy is a citizen's coalition that works regionally to defend the right to 
privacy, enhance public transparency, and increase oversight of law enforcement, 
particularly regarding the use of surveillance techniques and equipment. As experts 
on municipal privacy reform, Oakland Privacy has written use policies and impact 
reports for a variety of surveillance technologies, conducted research and 
investigations, and developed frameworks for the implementation of equipment 
with respect for civil rights, privacy protections and community control. 

Privacy Rights Clearinghouse is dedicated to improving privacy for all by 
empowering individuals and advocating for positive change. Founded in 1992, 
Privacy Rights Clearinghouse has focused exclusively on consumer privacy issues 
and rights. Privacy Rights Clearinghouse strives to provide clarity on complex 
topics by publishing extensive educational materials and directly answering 
people's questions. It also amplifies the public's voice in work championing strong 
privacy protections. 

New Regulations Should Clarify That the CCPA Applies to Adtech 

Because adtech companies, under the auspices of the Interactive Advertising 
Bureau (IAB), have signaled that they plan to avoid compliance with the CCPA, 1 

the Attorney General should use its authority to regulate companies' compliance 
with an opt-out request2 and its authority to issue regulations as necessary to 

1 See Consumer and Privacy Group Comments on CCPA Compliance Framework for Publishers & 
Technology Companies (Nov. 6, 2019), https://advocacy.consumerreports.org/research/consumer-and-privacy
group-comments-on-ccpa-compliance-framework-for-publishers-technology-companies/. 

2 Cal. Civ. Code § 1798.185(a)(4)(B). 
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further the purposes of the title3 in order to ensure that adtech companies cannot 
take advantage of possible ambiguities in the CCPA. 

The IAB framework claims to offer publishers options to circumvent that primary 
purpose of the CCPA, 4 and purports to send consumers to existing failed self
regulatory mechanisms to exercise choices about targeted advertising5-despite the 
fact that the ineffectiveness of those programs was the reason for legislative 
intervention. The CCP A has a broad definition of sale that includes the transfer of 
data between unrelated companies for advertising purposes.6 The regulations 
should resolve the matter conclusively: circumvention efforts from the adtech 
industry do not comply with the law. 

Three clarifications are necessary. First, the Attorney General should promulgate 
regulations reflecting that the transfer of data between unrelated companies for any 
commercial purpose falls under the definition of sale, so that consumers can opt-out 
of the sharing of their data for targeted advertising. Second, the Attorney General 
should clarify that only the company with which the consumer is intendingto 
interact is a business collecting directly from the consumer. And third, the 
regulations should state that when the consumer has opted out, data cannot be 
shared to target advertising on another site or service, even with a service provider. 

Relatedly, the Attorney General should tighten the business purpose exemption for 
service providers. Given that Facebook has given companies like Microsoft, Amazon, 
and Spotify extensive access to consumer data under the guise of a "service 
provider" relationship,7 the regulations should state that sharing in spite of an opt
out instruction must be reasonably constrained and proportionate, and subject to 
reasonable retention requirements. 

Section 999.301. Definitions 

3 Cal. Civ. Code§ 1798.185(b)(2). 

4 IAB CCPA Compliance Framework for Publishers & Technology Companies Version 1.0, 
Interactive Advertising Bureau (Dec. 2019), https://www.iab.com/wp
content/uploads/2019/12/lAB_CCPA Compliance-Framework-for-Publishers-Technology
Companies.pdf ("L\B Framework''). 

5 IAB Framework at (III)(2)(d)(ii). 

Co Cal. Civ. Code§ 1798.140(t)(l). 

7 Gabriel J.X. Dance, Michael LaForgia and Nicholas Confessore, As Facebook Raised a Privacy 
Wall, It Carved an Opening for Tech Giants, N.Y. Times (Dec. 18. 2018), 
h ttps ://www.nytimes.com/2018/08/14/magazine/facebook-google-privacy-data.h tml. 
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The draft regulations safeguard the definition of personal information. 

The Attorney General has appropriately rejected industry requests to narrow the 
definition of personal information in the draft rules. Some industry representatives 
have sought to dramatically scale back the information covered by the CCPA, 
particularly information associated with a device, such as IP addresses, information 
associated with a household, as well as pseudonymous information.8 These efforts 
were rejected by the legislature.9 The Attorney General should continue to reject 
requests to narrow information covered by the CCPA, which would eliminate 
important rights for consumers and directly counter legislative intent. 

Limiting the definition of personal information would remove consumers' ability to 
opt out of its sale-a key protection under the law. Device and household-level data 
is very sensitive, and consumers deserve protections around its use. For example, 
removing IP address from the definition of personal information would weaken 
protections against the sale of location data to adtech companies, data brokers, and 
other third parties. Correlation of IP addresses is a means for companies to engage 
in cross-device tracking, as devices that share local networks are considerably more 
likely to be operated by the same persons. 10 

301(a). Robust "affirmative authorization" will protect young people. 

The CCPA requires "affirmative authorization" before consumers under 16, or 
parents of consumer under 13, may opt in to the sale of their information. Sec. 
1798.120(c). The Attorney General's draft regulations offer a robust definition for 
affirmative authorization that includes a two-step process. The coalition strongly 
supports this. 

This definition minimizes the possibility that a teen will accidentally or 
inadvertently click on or "opt-in" to something they do not truly want. This is a real 
risk because current site designs can manipulate users to click a button without 
understanding the consequences. This risk is heightened by the fact that consumers 
navigating these sites include time-strapped parents, teens whose brains are still 
developing, and individuals for whom English may not be a first language. 

8 Letter from California Chamber of Commerce et al. to Bill Dodd, Re: SB 1121 (Dodd): Business 
Community Requests to be Included in AB 375 Clean-Up Legislation at 4-6 (Aug. 6, 2018), 
http://src.bna.com/A44 ("Chamber Letter"). 

9 Maria Dinzeo and Nick Cahill, Efforts to Gut Consumer PrivacyAct Largely Fail, Courthouse News 
Service, July 10, 2019, available at https://www.courthousenews.com/efforts·to·gut·consumer
privacy·act-largely-fail/. 

10 Cross-Device Tracking: An FTC StaffReport, Fed. Trade Comm'n at 3 (Jan. 2017), 
h ttps ://www.ftc.gov/system/files/documents/reports/cross-device-tracking-federal ·trade-commission -
staff-report·january-2017/ftc_cross-device_tracking_report_l-23-17.pdf. 
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301(d) & (e). "Categories" must be understandable to consumers. 

In Section 301(d) and 301(e), the Attorney General addresses the meaning of 
"categories" of sources of personal information and "categories" of third parties. The 
coalition is concerned, however, that these definitions do not provide clarity and 
guidance about to how to describe those categories to consumers under the CCPA. 
In order to meet the goal expressed in the Attorney General's Initial Statement of 
Reasons (ISOR), which is to benefit consumers by ensuring that the information is 
specific enough for them to understand the businesses' data practices, businesses 
must use terms that consumers can demonstrably understand. 

First, the Attorney General should revise the wording in Section 301(e) regarding 
categories of third parties. The definition of "third party" in CCPA Section 140(w) 
describes entities as third parties in terms of their relationships to the business 
that is collecting the consumer's data. But many entities operating as third parties 
may collect personal information directly from consumers in other circumstances. 
To ensure that these companies are appropriately covered under the CCPA, the 
Attorney General should adopt the following definition: 

"Categories of third parties" means the types of entities that do not eolleet 
personal information meetly from eonswne:rs are acting as third parties in 
relation to the business as defined by 1798.140(w) and to which the business 
sells consumers' personal information as defined by 1798.140(t)(l), including 
but not limited to advertising networks, internet service providers, data 
analytics providers, government entities, operating systems and platforms, 
social networks, and consumer data resellers. 

Second, the Attorney General should establish a detailed and standardized system 
to classify the terms used in consumer notices to describe the categories of entities, 
types of personal data, and purposes of data use. 11 These terms should be 
independently tested with consumers to ensure comprehensibility. 

The categories used in Section 301 (e) were drawn primarily from the 
multistakeholder (MSH) process facilitated by the National Telecommunications 
and Information Administration (NTIA) to develop a model mobile app privacy 

11 The North American Industry Classification System (NAICS) could be a helpful model. NAICS is 
"the standard used by Federal agencies in classifying business establishments for the purpose of 
collecting, analyzing, and publishing statistical data related to the U.S. business economy." It aims 
to "provide uniformity and comparability in the presentation of statistical data describing the U.S. 
economy." The Federal Trade Commission, for example, requires merging parties to include NAICS 
classification codes for their businesses in connection with merger filings. 
https://www.ftc.gov/enforcement/premerger-notification-program/hsr-resources/overview-naics 
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policy. 12 Some members of the coalition participated in that process. These 
categories should not be used as a model because of problems with the MSH process 
and because research shows that consumers will not be able to understand them. 13 

Researchers tested the terms developed through the MSH process using an online 
survey of 791 individuals plus four participants in the MSH. The survey showed 
that the categories were not well understood. Even the MSH participants disagreed 
on the right categories in the scenarios they were given. Of particular relevance 
here, the categories for third parties fared poorly; for instance, most survey 
respondents understood what government entities and carriers were, but not data 
resellers. 

The wording of key information about businesses' data practices must be tested to 
ensure that it is comprehensible to consumers. Consumers cannot make informed 
choices about whether to interact with businesses, to request information about the 
data that has been collected about them and what has been done with it, to opt out 
of their data being sold, to accept a financial incentive, or to delete their data 
without a clear understanding of the businesses' data practices. 14 

The dual purposes of transparency and control are not served by a system of 
classification that is overly general and non-standardized. Such a rule risks leaving 
businesses free to develop their own classification systems, which may not provide 
the necessary specificity and comprehensibility. 

Section 999.305. Notice at Collection of Personal Information 

305(a)(l-2). Clear notice·at·collection rules will aid consumer understanding. 

The Attorney General's draft regulations implementing the CCPA's notice 
requirements will help consumers understand these notices, thereby making such 
notices more meaningful. The CCP A provides a number of new transparency rights 
to consumers, including notice at the point of collection about information that is 
collected and sold. CCP A Sec. 1798.100. The CCP A additionally requires that the 
Attorney General "[establish] rules, procedures, and any exceptions necessary to 
ensure that the notices and information that businesses are required to provide 
pursuant to this title are provided in a manner that may be easily understood by 

12 NTIA, Short Form Notice Code ofConduct to Promote Transparency in Mobile App Practices, (July 
25, 2013), https://www.ntia.doc.gov/files/n tia/publications/july 25 code draft .pelf. 

13 For more information about the NTIA MSH process and results, see Rebecca Balebako, Richard 
Shay, Lorrie Faith Cranor, Is Your Inseam a Biometric? A Case Study on the Role ofUsability 
Studies in Developing Public Policy, Carnegie Mellon University (February 2014), 
http ://lorrie. cranor.org/pubs/usec14-inseam.pclf. 

14 The same concerns about consumer comprehension in regard to Sections 301(d) and (e) also arise 
in other Sections including 301(n), 305(a) and (b), 306(a), 307(b) (2), 308(a) and (b), 313, and 315(d). 
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the average consumer, are accessible to consumers with disabilities, and are 
available in the language primarily used to interact with the consumer." CCPA Sec. 
1798.185(a)(6). 

It is important that (in the words of the draft regulations) notice be "easy to read 
and understandable to an average consumer," using "plain, straightforward 
language," and that notices "avoid technical or legal jargon." The coalition further 
supports the requirements that (a) in mobile contexts, formats should be adjusted to 
reflect smaller screens, (b) if a business typically conducts itself in a language other 
than English, those languages should also be used in notices, and (c) notices should 
be accessible to consumers with disabilities. 

The draft regulations appropriately address "offline" collection as well. Information 
collection increasingly takes place in physical spaces, often in ways that are passive 
and hidden (such as Bluetooth beacons that track consumers' devices or hard-to
spot cameras that record consumers' faces). So it is critical that such collection be 
called out and explained to consumers. However, a notice solely providing a link to a 
website where information can be found is not sufficient. Rather, physical notices 
should highlight specific types of tracking that consumers would find relevant or 
important, such as audio, video, location, or biometric information collection. 
Companies should also be required to inform consumers if they sell information 
collected about consumers at the time of sale. 

The coalition proposes the following revision to Section 305(a)(2)(e): 

"(e) Be visible or accessible where consumers will see it before any personal 
information is collected. For example, when a business collects consumers' 
personal information online, it may conspicuously post a link to the notice on 
the business's website homepage 8f! and the mobile application's download 
page-eILand on all webpages where personal information is collected. When a 
business collects consumers' personal information offline, it may, for example, 
include the notice on printed forms that collect personal information, provide 
the consumer with a paper version of the notice, or post prominent signage 
directing consumers to the web address where the notice can be found and 
identifying any audio, video, location, or biometric information collection and 
whether the business sells any personal information." 

305(a)(3). Use beyond noticed purpose should require explicit consent. 

The coalition supports the Attorney General's draft regulations requiring direct 
notification and explicit consent before additional uses may be made with 
consumers' information. Under the CCPA, businesses can only collect and use 
information with notice to a consumer. A business is prohibited from further 
collection without providing "notice consistent with this section." CCPA Sec. 
1798. l00(b). 
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The draft regulations operationalize the requirements in the CCPA. Simply putting 
up a new notice on a website after a consumer has already provided personal 
information, when that consumer may be unlikely to revisit the website (and is 
certainly unlikely to revisit the notice) is not meaningful consumer notice under the 
CCPA. It would leave the vast majority of consumers without knowledge when 
businesses change practices midstream. So the draft regulations advance the goal of 
the CCPA: to advance consumer privacy. 

305(d). Notice at collection should apply to allbusinesses. 

The draft regulations in Section 305(d) should be revised to ensure that data 
brokers are required to notify consumers when they collect information about them. 
Under the CCPA, any business that collects a consumer's personal information 
must inform consumers as to "categories of personal information to be collected and 
the purposes for which the categories of personal information shall be used." CCPA 
Sec. 1798. l00(b). This statutory generalized notice-at-collection requirement applies 
to allbusinesses that collect personal information, not just those that collect 
information directly from the consumer. 

On this point, the draft regulations are a step backward. Under Section 305(d), a 
business that does not collect information from a consumer-a data broker, for 
example-can collect information about a consumer without any notice. This 
exception undercuts the CCPA's core transparency mandate. Instead, it would allow 
the data brokers and other businesses to collect information about consumers out of 
the public eye. 15 Moreover, Section 305(d) is inconsistent with the draft regulations 
themselves, which state in Section 305(a)(4) that "[a] business shall not collect 
categories of personal information other than those disclosed in the notice at 
collection." Section 305(a)(4) rightly applies to all collections of personal information 
by a business, whether directly from the consumer or not. 

The draft regulations also permit a company that does not collect information 
directly from consumers to sell information about a consumer ifit does one of two 
things: either contact the consumer directly, and notify them of their right to opt
out of the sale; or obtain confirmation from the source of the personal information 
that the notice-at-collection procedures were followed. But direct contact to the 
consumer should be the default requirement: a certification from the source fails to 
achieve the transparency purpose of the CCPA and should only be used if necessary. 

The coalition therefore proposes the following revision to Draft Regs. Section 305(d): 

15 See Frank Pasquale, The Dark Market for Personal Data, New York Times, October 16, 2014, 
available at https://www.nytimes.com/2014/10/17/opinion/the-dark-market-for-personal-data.html. 
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(d) A business that does not collect infol'Dlation meetly fl'om consumers does 
not need to provide a notiee at collection to the consumer, bat bBefore it-a 
business can sell a consumer's personal information, it shall do either of the 
following: 

(1) Contact the consumer directly to provide notice that the business 
sells personal information about the consumer and provide the 
consumer with a notice of right to opt-out in accordance with section 
999.306,; or if contacting the consumer directly is not possible; 

(2) Contact the source of the personal information to: 

a. Confirm that the source provided a notice at collection to the 
consumer in accordance with subsections (a) and (b); and 

b. Obtain signed attestations from the source describing how the 
source gave the notice at collection and including an example of 
the notice. Attestations shall be retained by the business for at 
least two years and made available to the consumer upon 
request. 

Section 999.307. Notice of Financial Incentive 

307(b)(5). Transparency about "pay for privacy'' is good for consumers. 

The Attorney General's draft regulations require businesses to disclose certain 
information about financial incentives. See generally Draft Regs. Sec. 307. The 
coalition supports these transparency requirements, as a means to mitigate some 
harms of the "pay for privacy" provisions of CCPA. 

CCPA generally bars businesses from discriminating against consumers for 
exercising their CCPA rights, for example, by charging a higher price or providing a 
lower quality. CCPA Sec. 125(a)(l). Unfortunately, CCPA exempts from this rule 
certain "financial incentives." CCPA Secs. 125(a)(2) & (b). Members of the coalition 
oppose this exemption because data privacy is a fundamental human right and a 
constitutional right in California. 16 These financial incentives encourage everyone 
to surrender their right to privacy, and these incentives will lead to a society of 
income-based "privacy haves" and "privacy have nots." The CCPA to some degree 
mitigates this harm by requiring the Attorney General to promulgate regulations 
regarding disclosure of information by businesses about such financial incentives. 
See CCPA Sec. 185(a)(6). 

16 Constitution of the State of California, Article I, Section 1. 
https ://leginfo.legislature.ca.gov/faces/codes displaySection.xhtml?lawCode=CONS&sectionNum=SE 
CTION%201.&article=I. 
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Among other things, the coalition in this context supports the requirement that 
businesses provide "an explanation of why the financial incentive or price or service 
difference is permitted," including "a good-faith estimate of the value of the 
consumer's data," and "a description of the method the business used to calculate 
the value." See Draft Regs. Sec. 307(b)(5). This rule will tend to limit the harm of 
"pay for privacy." The rule will stop some businesses from over-charging and enable 
consumers to make informed choices. 

Section 999.308. Privacy Policy 

The Attorney General's proposed guidelines for privacy policies will likely help 
consumers better understand their rights under the law, but companies should also 
be required to provide more information about how they use and process data, to 
help rein in business practices that violate consumer privacy. While many 
consumers do not read extensive privacy policies, 17 many interested parties do read 
them, so they serve a real purpose. The FTC, for example, typically takes action 
against companies for privacy reasons only when they violate their terms of 
service. 18 Because there are few requirements for these disclosures, and because 
most FTC privacy cases are predicated upon a specific misstatement in a privacy 
policy or elsewhere, many companies tend to make privacy policies as permissive as 
possible, so as to shield themselves from lawsuits and other enforcement actions. 19 

To address this problem, companies must be required to detail their practices in 
their privacy policies. The primary audience is not the average consumer, but 
instead regulators, the press, and consumer or advocacy organizations. 

These documents should be used primarily as compliance and accountability tools
so that companies can be held accountable for the standards set forth in these 
documents. The Attorney General should set guidelines to ensure that the privacy 
policies accurately and thoroughly describe companies' privacy and security 
practices. This will improve transparency and help rein in abusive privacy 
practices. 

Section 999.312. Methods for Submitting Access and Deletion Requests 

17 Aleecia M. McDonald, Robert W. Reeder, Patrick Kelley, Lorrie Faith Cranor, A Comparative 
Study ofOnline Privacy Policies and Formats at 6, https ://www.robreeder.com/pubs/PETS2009.pclf. 

18 Protecting Consumer Privacy in an Era of Rapid Change, Fed. Trade Comm'n at 8-9 (Dec. 2010), 
https :/ /www.ftc.gov/sites/ default/files/documents/reports/federal-trade -commission -bureau-consumer
protection-preliminary-ftc-staff-report-protecting-consumer/101201 privacyreport. pclf. 

19 Id. at 19. 
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312(c). CCPA requests should be available in familiar ways. 

The coalition supports the Attorney General's proposed methods for submitting 
access and deletion requests. CCP A requires businesses to provide consumers two 
or more methods to submit CCPA requests. See CCPA Sec. 130(a)(l). The Attorney 
General's draft regulations provide that at least one of these methods "shall reflect 
the manner in which the business primarily interacts with the consumer," e.g., "if 
the business is an online retailer, at least one method by which the consumer may 
submit requests should be through the business's retail website." See Draft Regs. 
Sec. 312(c). The coalition supports this rule, as a way to make it easier for 
consumers to make CCP A requests to businesses. 

CCP A also requires certain businesses to allow consumers to make CCP A requests 
by means of a toll-free number and/or the businesses' website. See Sec. 130(a)(l). 
The Attorney General's draft regulations provide that a business must allow CCPA 
requests in the manner that consumers primarily interact with the business, even if 
this results in the business having to provide a third way for consumers to make 
requests (in addition to a toll-free number and the business' website). See Draft 
Regs. Sec. 312(c). The coalition supports this rule, as an additional way to make it 
easier for consumers to make CCP A requests to businesses. 

312(d). A two-step deletion process will likely protect consumers. 

The CCPA enables consumers to request the deletion of their information. CCP A 
Sec. 1798.105. The coalition supports the Attorney General's proposal that requests 
to delete should use a two-step process, whereby consumers submit and then 
confirm their deletion request. The coalition supports this requirement because it 
will help ensure that consumers do not accidentally delete their information. While 
it is not the coalition's expectation that sites will try to push consumers to delete 
information, in the same way that they may push consumers to opt-in to 
information sales or other privacy detrimental behavior, deletion is nonetheless a 
permanent step and online interfaces can be confusing for consumers. Helping to 
ensure that consumers do not accidentally delete information is a beneficial 
protection. It is also helpful to businesses who can be more assured that consumers 
requesting deletion intend to do so. 

312<-0. Businesses should assist consumers with defective requests. 

The coalition supports the Attorney General's draft regulation requiring that a 
business support consumers when requests are deficient. That is, if a business 
declines to comply with a consumer's request to access, delete, or opt-out of the sale 
of their personal information if the consumer did not use the correct method to 
make their request, or if the request is otherwise deficient, the business must either 
(i) comply with the request despite the deficiency, or (ii) give the consumer "specific 
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directions" on how to properly submit the request or to remedy the deficiency. See 
Draft Regs. Sec. 312(f). The coalition supports this rule because it will facilitate 
effective consumer requests. 

Section 999.313. Responding to Requests to Know and Requests to 
Delete 

313(c)(l). Verification should be required to get specific information. 

The coalition supports the Attorney General's proposal that a business shall not 
disclose specific pieces of personal information in the event that it cannot verify a 
consumer request. See Draft Regs. Sec. 303(c)(l). CCPA requires a business to 
disclose the specific pieces of personal information that the business has collected 
about a consumer pursuant to a verifiable consumer request. CCPA Sec. 
1798.110(a)(5) & (b). It is silent on whether the business may disclose specific pieces 
of personal information if an otherwise-valid request is not verifiable. 

In the situation where a business legitimately is unable to verify that the requester 
is the consumer, there is an unacceptable risk that the information will be disclosed 
to a third party who might have adversarial interests to the consumer. The 
regulations properly avoid that outcome by allowing disclosure under a request to 
know only if the request is in fact verified. 

313(c)(3). An overbroad "risk to security'' exception is bad for consumers. 

The coalition opposes the Attorney General's proposal to prohibit companies from 
disclosing specific pieces of information if disclosure would create "a substantial, 
articulable, and unreasonable risk to the security of that personal information, the 
consumer's account with the business, or the security of the business's systems or 
networks." This rule is not necessary to protect consumers from adversaries, and it 
gives businesses undue power to thwart consumer requests to know. 

As discussed below, the CCPA properly contains various rules on verification of 
consumer requests; the CCPA properly requires the Attorney General to promulgate 
further rules on verification; and the Attorney General has promulgated various 
draft rules on verification. As further discussed below, many of the Attorney 
General's proposed verification rules are very helpful, and some could benefit from 
adjustments. These verification rules are sufficient to protect the security of 
consumers' personal information and accounts. So this additional Rule 313(c)(3) 
gives businesses unnecessary power to deny access requests for specific pieces of 
personal information. 

The draft regulation is also unnecessary to protect "the security of the businesses' 
systems or networks." The coalition does not agree with the premise that the 
disclosure to a consumer of their specific pieces of personal information will ever 
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create risk to the security of a business' systems. It is true that some businesses 
secure their systems by monitoring visits, gathering information from visitors, and 
analyzing that information, in order to identify which visitors are adversaries that 
pose heightened security risks. But sophisticated adversaries can readily ascertain 
what information is being gathered from them when they visit systems. These 
adversaries might not be able to ascertain the methods businesses use to analyze 
that information, but such methods are likely outside CCPA's access rights. Thus, 
disclosure to an adversary of the specific pieces of personal information that the 
business gathered from the adversary will not improve the adversary's ability to 
intrude on the business' systems. 

1\foreover, many businesses take a troublingly broad view of their need for secrecy 
as a means to secure their systems. Many of these businesses will claim shelter 
within the rule's nebulous standard-"a substantial, articulable, and unreasonable 
risk." Because of the CCPA's unfortunate concentration of exclusive enforcement 
power in the Office of the Attorney General, and empowerment of businesses to 
evade enforcement with a 30-day cure period, it is likely that many businesses will 
assert overbroad interpretations of this vague and unnecessary rule. 

The coalition proposes deleting Section 313(c)(3). 

313(c)(4). Certain extraordinarily sensitive information need not be disclosed. 

The Attorney General's draft regulations appropriately bar a business, when 
responding to a CCPA access request, from disclosing a small number of 
enumerated kinds of extraordinarily sensitive information: government-issued 
identification numbers (including social security numbers and driver's license 
numbers); financial and medical account numbers; and security passwords and 
questions-and-answers. See Draft Regs. Sec. 314(c)(4). The coalition supports this 
rule, because this narrow set of information is especially damaging when wrongfully 
disclosed, and unlikely to be sought by most consumers. 

313(c)(5) & 313(d)(6)(B). All refusals to comply should be explained. 

When a business refuses to comply with a request to know or delete, the draft 
regulations correctly provide that the business inform the consumer and explain the 
basis for the denial. Draft Regs. Secs. 313(c)(5), 313(d)(6). The coalition supports 
this rule because it gives consumers the information they need to submit an 
alternate request or report to the Attorney General that an exception is being 
claimed by a business without foundation. 

The coalition also supports the requirement that a business disclose (or delete) any 
information that is not covered by the exception. Withholding records only in part is 
standard practice in public-records law and discovery practice in litigation when a 
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privilege applies. The same rule should apply when consumers request access to (or 
deletion of'.) their personal information. 

The coalition respectfully requests that the clause "because of a conflict with federal 
or state law, or an exception to the CCPA'' be struck, so that the regulations require 
a response informing the requester of the reasoning behind any denied right to 
know request. As written, the regulations would not require any response if the 
company determined that it had no records responsive to the request or was 
otherwise not obligated to provide the requested information, leaving the consumer 
uncertain as to whether the request was in fact received and processed at all. 

Relatedly, the coalition supports the Attorney General's decision not to establish an 
exception to consumers' rights of access, deletion, or opt-out on the basis of trade 
secrets or other intellectual property rights. No such exception is necessary or 
appropriate. Overbroad claims of a trade-secrets privilege have, for example, been 
used to undermine people's rights in other contexts,20 and such abuses should not 
stand in the way of consumers exercising their privacy rights. 

The coalition proposes the following revision to Section 313(c)(5): 

(5) If a business denies a consumer's verified request to know specific pieces 
of personal information, in whole or in part, because of a conflict with federal 
or state law, or because of an exception to the CCPf..., the business shall 
inform the requestor and explain the basis for the denial. If the request is 
denied only in part, the business shall disclose the other information sought 
by the consumer. 

313(c)(7). Self-service portals may aid consumers in exercising their rights. 

The coalition supports the Attorney General's proposal that businesses may use 
secure self-service portals to respond to access requests. CCPA requires that 
businesses provide consumers two or more methods to submit CCPA requests. See 
CCPA Sec. 130(a)(l). The Attorney General's draft regulations provide that one of 
these methods can be "a secure self-service portal" that consumers can use "to 
access, view, and receive a portable copy of their personal information," provided 
that: (i) the consumer has a password-protected account with the business, (ii) the 
portal fully discloses the data the consumer is entitled to, (iii) it uses reasonable 
data security controls, and (iv) it complies with verification requirements. See Draft 
Regs. Sec. 313(c)(7). The coalition supports this rule, as a way to make it easier for 
consumers to make CCPA requests to businesses. 

20 See generally, Rebecca Wexler, Life, Liberty, and Trade Secrets, 70 STAN. L. REV. 1343 (2018). 
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313(d)(2)(b) & (c). Deidentification is not the same as deletion. 

The coalition opposes the Attorney General's draft rule allowing companies to 
comply with a deletion request by deidentifying or aggregating the information. The 
CCPA gives consumers the right to request deletion of their information. CCPA Sec. 
1798.105. There are a number of listed exceptions for when businesses do not need 
to comply with requests to delete information, but if an exception does not apply 
companies are to delete the information requested. CCPA Sec. 1798.105(d). The 
draft regulations differ from the requirements of the CCPA by enabling-in 
response to a consumer's request to delete-the companies to instead deidentify or 
aggregate the consumer's personal information. Deidentifying and/or aggregating 
information is not the same as deleting it. Businesses should do what consumers 
request unless an exception applies. 

While deidentified and aggregate information are outside of the scope of "personal 
information" under the CCPA, companies should be incentivized to maintain 
information as deidentified or aggregate as a general matter of course, not wait 
until they receive a request to delete to do so. Treating a request for deletion as a 
request to deidentify or aggregate will only encourage companies to wait until such 
a request is made before they take privacy protective steps. 

The coalition proposes deleting subsections 313(d)(2)(b) & (c). 

313(d)(6)(A). Deletion request refusals should be explained. 

The coalition supports the Attorney General's proposal to require companies to 
explain any denials of consumer requests to delete their data. CCP A empowers 
consumers to ask businesses to delete their personal information, subject to various 
exemptions. See CCPA Sec. 105. The Attorney General draft regulations provide 
that if a business denies a deletion request, it shall notify the consumer of the 
denial, and "describe the basis for the denial, including any statutory and 
regulatory exception therefor." Draft Regs. Sec. 313(d)(6)(A). The coalition supports 
this rule, as a check on businesses' power to deny deletion requests. First, with 
knowledge of the defect in their initial request, a consumer may be able file a 
correct request. Second, if the consumer does not agree with the business' basis for 
denial, then the consumer can ask the Attorney General to investigate the matter. 

313(d)(7) & 315(d). The draft regulations could rein in manipulative design. 

The Attorney General should finalize the rules as proposed in 313(d)(7) & 315(d), 
which seek to rein in companies that might otherwise steer consumers to partially 
delete or stop the sale of their information. The rules properly require that 
companies must make the universal option-to delete or stop the sale of all of their 
information-more prominent than the option on their websites of partial deletion 
or sale opt·out. This guidance appropriately restrains companies that might 
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otherwise seek to steer consumers to the partial option through eye-catching (but 
deceptive) user experience design choices known as "dark patterns."21 Use of dark 
patterns to push consumers to share more information than they would like is all 
too common, and the proposed rules will help prevent these practices. 

Section 999.314. Service Providers 

314(a) & (b). The scope of"service provider" should be narrowly drawn. 

The Attorney General should clarify that service providers to non-businesses should 
only qualify as "service providers" in specific circumstances. The CCP A applies to 
businesses that meet certain thresholds, as well as other entities that interact with 
such businesses like service providers. CCPA Sec. 1798.140(c). Under the CCPA, a 
service provider is defined as an entity "that processes information on behalf of a 
business" following a certain set of rules and restrictions. CCPA Sec. 1798.140(v). 
This raises a question about companies who act as services providers in every 
respect except that they are processing information on behalf of a non-business, 
such as a government entity or nonprofit. The draft regulations would broaden this 
definition by enabling entities that act as service providers to non-businesses to 
qualify. The draft regulations also extend the definition of service provider to 
include those that collect information directly from consumers on behalf of a 
business. 

While the coalition agrees that in certain contexts, such as service providers to 
schools, certain allowances may be helpful and appropriate, the coalition is 
concerned about the boundless expansion of the definition of service provider. 

In particular, the coalition is concerned that major data brokers, such as Lexis
Nexis or Experian, may be able to claim that they are "service providers" to the 
federal or state government, and claim they collect information from broad swathes 
of consumers at the direction of the government, and will then be absolved of 
compliance with the CCPA. This is to the detriment of consumer privacy and at 
odds with the goals of the CCPA. Service providers to non-businesses should only 
qualify as "service providers" in specific, enumerated circumstances. 

314(c)_ Service providers should not combine sets ofpersonal information_ 

Section 314(c) of the draft regulations prohibit the use of information collected by a 
service provider for the purpose of providing a service to another person or entity. 
The coalition supports this rule. 

21 Natasha Lomas, WTFis dark pattern design, TechCrunch (July 1, 2018), 
h ttps ://t echcrunch.com/2018/07/01/wtf-is -dark-pattern-design/. 
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Under the CCPA, sharing a consumer's personal information with a service 
provider, even in the context of a commercial relationship, does not constitute a sale 
of information so long the other restrictions in the statute are satisfied. See, e.g., 
CCPA Secs. 140(v), 140(d). Among those restrictions are the requirement that a 
service provider be prohibited by contract from "retaining, using, or disclosing the 
personal information for anypurpose other than providing the services specified in 
the contract." CCPA Sec. 140(v) (emphasis added). The first sentence of Section 
314(c) operationalizes the CCPA's restriction and provides helpful clarification on 
what purposes are off limits for service providers. 

The coalition opposes the second sentence of Section 314(c) of the draft regulations, 
however. That sentence would allow service providers to combine information 
received from multiple serviced entities and build profiles of individuals based on a 
general claim that the collection of information, combination across entities, and 
use of that information would "protect against fraudulent or illegal activity." In the 
eyes of many businesses, the remote possibility of hypothetical illegal activity may 
justify effectively unlimited dragnet collection of all information about a person's 
use of an electronic service. So, for example, every message sent between users 
could be captured, stored, combined, and analyzed on the off chance a message 
might contain some indication of an unlawful act. And every user interaction of a 
user could be monitored and catalogued across service-provider customers, justified 
by the remote possibility that the user might, in those interactions, be violating the 
terms of service of the app or website. The exception for fraudulent or illegal 
activity therefore threatens to swallow the rule. 

The coalition recommends the following revision to Section 314(c) of the draft 
regulations, eliminating the overly broad exception: 

A service provider shall not use personal information received either from a 
person or entity it services or from a consumer's direct interaction with the 
service provider for the purpose of providing services to another person or 
entity. A se:rviee prO"lider may, howC".;er, eombine personal information 
reeeh•ed from one or more entities to whieh it is a se:rviee prO"lider, on behalf 
of sueh businesses, to the extent neeessary to deteet data seeurity incidents, 
or proteet against fraudulent or illegal aeti_-.Aty. 

314(d). Service providers should explain any refusal to comply. 

The Attorney General should finalize the proposed rule clarifying that if a 
business's service provider denies a consumer's request to access or delete their 
personal information, the service provider must (a) explain why it denied the 
request, (b) direct the consumer to submit to the request to the business, and (c) if 
possible, provide the business's contact information. Without these requirements, 
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the consumer would have no way of knowing how to properly submit the request 
and exercise their rights under the law. 

Section 999.315. Requests to Opt-Out 

315(a) & (c). Browser headers are a good way to opt-out from sale. 

The coalition supports the proposed rules regarding opt·outs from data sales by 
means of browser plugins, but requests further clarification that "Do Not Track" 
headings constitute a valid request to opt·out. CCP A empowers consumers to opt· 
out of the sale of their personal information. See CCP A Sec. 120. CCPA provides 
that businesses must facilitate such opt·outs by providing a "do not sell" link on 
their websites. See CCPA Sec. 135(a)(l). The Attorney General's draft regulations 
identify additional means that a business may use to facilitate opt·outs, including a 
toll·free phone number, a designated email address, and in·person or mail·in forms. 
See Draft Regs. Sec. 315(a). 

Moreover, the draft regulations require a business that collects consumer data 
online to treat the following as an opt·out: "user-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism, that communicate or signal 
the consumer's choice to opt·out of the sale of their personal information." Draft 
Regs. Sec. 315(c). A business that does not collect consumer data online may choose 
whether or not to treat such browser plugins and the like as an opt·out. Draft Regs. 
Sec. 315(a).22 

The coalition supports these proposed rules regarding opt·outs from data sales by 
means of browser plugins and the like, because they make it easier for consumers to 
exercise this important CCPA privacy right. The average California consumer 
interacts with a vast number of online businesses. For many consumers, it will be 
far easier on one occasion to install a browser plugin that opts·out of data sales by 
all online companies they come into contact with, compared to individual opt·out 
requests from the consumer to each of these many businesses. 

To ensure the effectiveness of these proposed rules, the coalition requests the 
addition of the following sentence to the end of both Section 315(a) and 315(c): 

A business shall treat a "do not track" browsing header as such a choice. 

Thousands of Californians have already installed tools that send "do not track" 
browsing headers to the sites they visit. Many major web browsers already include 

22 In proposing this, the Attorney General is exercising its authority to regulate consumers' 
submission of, and business' compliance with, opt-out requests (Cal. Civ. Code§ 1798.185(a)(4)(A)
(B) and its authority to issue regulations to further the purposes of the title under Cal. Civ. Code 
§ 1798.185(b)(2). 
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settings by which users can easily choose to send "do not track" headers with all of 
their web traffic. A business that cannot collect a person's information cannot sell 
that information. The greater (do not collect) includes the lesser (do not sell). To 
avoid crabbed arguments from businesses that the current proposed regulations 
provide no relief from data sales to the thousands of Californians who have installed 
tools that send "do not track" browsing headers, the coalition requests this 
additional clarifying sentence. 

315(b). A variety of opt-out methods protects consumers. 

The coalition supports the Attorney General's proposed rule that at least one opt
out method offered by each business must reflect the manner that it primarily 
interacts with the consumer. See Draft Regs. Sec. 315(b). The coalition supports this 
proposal because it makes it easier for consumers to exercise this important CCP A 
privacy right. 

315(0. Opt-out requests should constitute an opt-out to third parties as well. 

The coalition supports the draft regulations' requirement in Section 315(f) that 
businesses notify third parties that a consumer has opted out of the sale of their 
personal information. That requirement should be strengthened to have the clear 
effect of informing third parties of the consumer's request to opt-out, which the 
third parties must honor as the CCP A requires and deliver that request on to other 
third parties to whom personal information has been sold. 

The coalition therefore proposes the following amendment to make clear that the 
notice to third parties that the consumer has opted out constitutes, to those third 
parties, an opt-out request from the consumer. The following amendment also 
makes two proposed changes to correct an apparent typo ("prior to") and clarify the 
current meaning ("the third parties"): 

(f) A business shall notify all third parties to whom it has sold the personal 
information of the consumer within 90 days priel' ta of the business's receipt 
of the consumer's request that the consumer has exercised their right to opt
out and instruct them the third parties not to further sell the information. 
The notice to third parties not to further sell the information shall constitute 
a request to opt-out from the consumer. The business shall notify the 
consumer when this has been completed. 

315(h). Opt-out requests need not be a verifiable request. 

The Attorney General's draft regulations provide in Section 315(h) that a request to 
opt-out need not be a verifiable request. The coalition supports this rule. 

Massive volumes of personal information are collected by businesses through the 
ordinary operation of electronic devices and Internet services and then used to track 
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people, build profiles of their characteristics and behavior, and sell that information 
to other businesses.23 Finally, there is little risk that a consumer's adversary might 
attempt to fraudulently opt-out the consumer from the sale of their personal 
information, and if an adversary should succeed in doing so, there would be at most 
de minimus injury to the consumer. For these reasons, consumers' privacy is best 
protected when requests to opt-out need not be verifiable. 

Section 999. 317. Training; Record· Keeping 

317(g). More businesses should publish compliance metrics. 

The Attorney General should lower the threshold for businesses required to publish 
metrics on their compliance with CCPA requests to those with either $25 million in 
annual revenue, or 50% of revenue generated from the sale of personal information. 

The coalition supports the Attorney General's proposal to require certain businesses 
to provide metrics on the number of consumer requests they have received under 
the CCPA, their response, and the median number of days spent responding to 
these requests-all of which must be included in their privacy policies (or make the 
information accessible through their privacy policy). The proposed rule also requires 
these companies to establish a training program for employees in responding to 
these requests. These rules will help ensure that these companies respond 
appropriately to consumer requests. 

However, the proposed threshold (businesses with personal information from 
4,000,000 consumers) is too high. While some small businesses arguably should not 
have the additional duties proposed by this rule, this threshold would exempt many 
mid-size businesses that should meet these duties. 

The coalition proposes the following revision to Section 317(g): 

(g) A business that alone or in combination, annually buys, reeeives for the 
business's eom.mereial pUl'J)oses, sells, or shares for eom.mereial pUl'J)oses, the 
personal information of 4,000,000 or more consumers has annual gross 
revenues in excess of twenty-five million dollars or derives 50 percent or more 
of its annual revenues from selling consumers' personal information, shall: 

Under this proposed size threshold, if a business processes the personal information 
of 50,000 consumers, but does not earn $25 million in annual revenue and/or 50% of 
their revenue from sale of personal information, then that business would be 

23 See generally, Data Brokers: A Call for Transparency, Federal Trade Commission Staff Report, 
Federal Trade Comm'n, at 13, 19 (discussing data brokers' sources and the development of profiling 
products, respectively) (May 2014). 
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exempt from this rule's mandatory publication of metrics, even though it would be 
covered by CCPA. 

Section 999.318. Requests to Access or Delete Household Information 

The CCPA offers privacy protections to information connected with a household. 
CCPA Sec. 1798.140(0)(1). The draft regulations reference "aggregate household 
information" without providing a definition. We propose that if the regulations 
address household information, this phrase should be defined to ensure it is 
understood to not include information that someone could identify with an 
individual. 

The coalition proposes adding a definition of "aggregate household information" to 
Section 301 as follows: 

"Aggregate household information" means information that relates to a group 
of consumers that constitute a household, but which is not linked or 
reasonably link.able to any consumer, including via a device." 

Section 999.323. General Rules Regarding Verification 

323(a) & (d). Businesses should establish reasonable verification measures. 

The coalition supports the Attorney General's draft rules requiring companies to 
establish reasonable methods of verifying a consumer's identity. CCPA provides 
that requests to know and to delete must be "verifiable." CCPA Secs. l00(d), 105(c), 
ll0(b), 115(b). CCPA defines a "verifiable" request, in part, as one "that the 
business can reasonably verify." CCPA Sec. l00(y). CCPA requires the Attorney 
General to issue regulations on verification, with the goals of "minimizing the 
administrative burden on consumers" while taking into account (among other 
things) "security concerns." CCPA Sec. 185(a)(7). CCPA provides that these 
regulations shall distinguish between requests submitted through an existing 
password-protected account and other requests. Id 

The Attorney General's proposed regulations require a business to "establish, 
document, and comply with a reasonable method for verifying" that the requester is 
the consumer. Draft Regs. Sec. 323(a). The proposed regulations also require a 
business to "implement reasonable security measures" to prevent fraudulent access 
and deletion. Draft Regs. Sec. 323(d). The coalition supports these rules, which 
require companies to establish reasonable verification methods. 

323(c). Verification information should not be used for anything else. 

The Attorney General's proposed regulations appropriately bar a business from 
collecting new personal information from a consumer for purposes of verification, 
unless "the business cannot verify the identify the consumer from the information 
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already maintained by the business." See Draft Regs. Sec. 323(c). The proposed 
regulations also properly provide that if a business collects new personal 
information from a consumer for purposes of verification, the information "shall 
only be used" for verification, and the business shall delete it "as soon as practical 
after processing the consumer's request." Id 

The coalition supports these proposed regulations. They minimize the collection, 
use, and retention of personal information. Consumers should be able to exercise 
their rights to access and delete information without submitting to even more 
processing of their personal information. This includes any information submitted 
or collected as part of a re-login process, if one is required in order to make a 
request. 

Section 999.324. Verification for Password-Protected Accounts 

324(a). Re-authentication can protect consumers from adversaries. 

The coalition supports the Attorney General's proposed rule that consumers must 
reauthenticate their identity when submitting requests through a password
protected account. When CCP A requires the Attorney General to promulgate 
regulations about verification of consumer requests to access or delete data, CCP A 
distinguishes between requests submitted through an existing password-protected 
account, and other requests. CCP A Sec. 185(a)(7). CCP A provides that the Attorney 
General shall treat the former as verifiable, while the consumer is logged into the 
account. Id As to the latter, CCPA provides that the Attorney General shall provide 
an authentication mechanism. Id In promulgating these regulations, CCPA 
requires the attorney general to take into account both "the administrative burden 
on consumers" and "security concerns." Id 

The Attorney General's proposed regulations provide that when a business verifies 
a request through a consumer's existing password-protected account, the business 
shall "require a consumer to re-authenticate themselves." Draft Regs. Sec. 324(a). 
The coalition supports this rule. It protects the consumer from fraudulent access or 
deletion by an adversary who does not know the consumer's log-in credentials, but 
nonetheless has control of the consumer's logged-in account. This can happen, for 
example, if an adversary steals the consumer's laptop while it is unlocked and 
logged into an account. Likewise, it can happen if a consumer opens their account 
on a shared computer at a public library, and leaves the library without logging out, 
after which an adversary can sit down at that computer and control the account. 
Requiring the requester to log out and log back in will protect the consumer from 
such adversaries, without imposing a significant administrative burden on the 
consumer. We believe that businesses should make this re log-in process as 
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streamlined as possible for consumers, and not as an opportunity to manipulate 
consumers with "dark patterns." 

Section 999.325. Verification for Non·Accountholders 

325(a). Verification methods should be available to non·accountholders. 

The draft regulations correctly provide for means of verification for consumers who 
"do not have or cannot access a password-protected account." Draft Regs. Sec. 
325(a). The coalition is supportive of the inclusion of means of verification for 
consumers who "cannot access" an account. This can happen, for example, if 
consumers initially signed up with an email address that they no longer have access 
to. This is not uncommon for recent graduates of educational institutions. 

325(c). Verification should avoid using publicly available information. 

The Attorney General should strengthen the verification requirements to better 
ensure that adversaries cannot easily access consumers' accounts using publicly 
available information. Again, the CCPA requires the Attorney General to 
promulgate regulations providing an authentication mechanism when a consumer 
does not have a password-protected account with a business, mindful of both 
"administrative burden on consumers" and "security concerns." See CCPA Sec. 
185(a)(7). 

The Attorney General's proposed regulations provide that when a consumer 
requests to know specific pieces of data but does not have a password-protected 
account, the business shall verify "to a reasonably high degree of certainty." Draft 
Regs. Sec. 325(c). This is appropriately higher than the certainty needed when 
requesting categories of information. See Draft Regs. Sec. 325(b). The proposed 
regulations further provide that this standard may be met by the combination of: (a) 
a match of at least three pieces of data provided by the requester, to data the 
businesses maintains about the consumer and which the business "has determined 
to be reliable for the purpose of verifying"; and (b) a sworn declaration that the 
requester is the consumer. Id 

The coalition proposes the following revision to Section 325(c): 

(c) A business's compliance with a request to know specific pieces of personal 
information requires that the business verify the identity of the consumer 
making the request to a reasonably high degree of certainty, which is a 
higher bar for verification. A reasonably high degree of certainty may include 
matching at least three pieces of personal information provided by the 
consumer with personal information maintained by the business that it has 
determined to be reliable for the purpose of verifying the consumer together 
with a signed declaration under penalty of perjury that the requestor is the 
consumer whose personal information is the subject of the request. 
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Businesses shall maintain all signed declarations as part of their record
keeping obligations. When a business determines what personal information 
is reliable for the purpose of verifying the consumer, the business shall make 
reasonable efforts to use personal information about the consumer that is not 
easy for the public to discover. 

It may be easy for an adversary to ascertain significant amounts of personal 
information about the consumer they target for fraud, such as their name, address, 
date of birth, even city of birth and mother's last name before it was changed. 
Verification that relies on such easy-to-find personal information would not be 
robust. When a business determines the reliability for verification of different kinds 
of personal information, the business should take this into account. 

325(e)(2). Businesses should adopt flexible verification procedures. 

Some businesses process personal information without knowing the name of the 
actual person associated with that information. For example, a business might 
associate data not with a person's name, but with a communications address, a 
device identifier, or an online tracking tool. 

The Attorney General's draft regulations state that when a business maintains 
data in a manner not associated with a named actual person, the business may 
verify by requiring the consumer to show they are the sole consumer associated 
with the data. See Draft Regs. Sec. 325(e)(2). 

The coalition has two proposed revisions to Section 325(e)(2). First, when a 
requester is able to show that all consumers associated with a set of data join the 
request, the business should not decline the request. And second, when information 
is associated with a communications address, that address offers a convenient and 
secure way to verify that the requester is the consumer. 

Therefore, the coalition proposes the following revisions to Section 325(e)(2): 

(2) If a business maintains personal information in a manner that is not 
associated with a named actual person, the business may verify the consumer 
by requiring the consumer either (i) to demonstrate that they are the sole 
consumer associated with the non-name identifying information; or (ii) to 
show that all consumers associated with the non-name identifying 
information consent to the disclosure or deletion. If a business maintains 
personal information in a manner associated with a communications address, 
such as a phone number or email address, and not associated with a named 
actual person, the business may verify the request by sending a confirmation 
link to that address, and asking the recipient to use that link to confirm the 
request. 
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325<0. Consumers should be informed when verification is not possible. 

The Attorney General's proposed regulations correctly provide that "if there is no 
reasonable method" to verify a requester, the business shall "so state in response to 
any request," and "explain why it has no reasonable method." See Draft Regs. Sec. 
325(0. The coalition supports this rule, which would advance transparency about 
the verification process. This may lead some requesters to improve the quality of 
the authenticating information they submit. And it will help ensure that businesses 
have good reasons for their verification decisions. 

Sections 999.330-332. Special Rules Regarding Minors 

The coalition supports the Attorney General's proposals to implement the stronger 
CCP A protections with respect to minors. CCP A offers special protections for 
minors under 16; specifically, that businesses shall not sell such consumers' 
information without affirmative authorization. For children under 13, parents or 
guardians must provide this authorization. CCPA Sec. 1798.120(c)-(d). Businesses 
must comply if they have "actual knowledge" of a consumer's age, which under the 
CCPA includes businesses "who willfully disregard a consumer's age." CCPA Sec. 
1798.120(c). 

The Attorney General's draft regulations clarify ambiguity about what ages are 
covered, consistent with the legislature's 2019 amendments (children who are 16 
years of age are unfortunately not covered). The draft regulations acknowledge that 
the CCP A gives minor consumers and their parents a say over the sale of minors' 
information from offline companies as well as companies that did not collect it 
directly from the minor. The regulations operationalize these additional protections 
for youth, by giving scope to how minors and parents can provide "affirmative 
authorization" and how a company can identify whether it is dealing with a parent 
or guardian. 

The coalition is supportive of the draft regulations, which include robust 
mechanisms for opt-in and ensure minors and parents and guardians have notice 
about the ability to opt-out in the future. Furthermore, the draft regulations 
propose COPPA-consistent mechanisms for parental consent that many businesses 
are already familiar with and that offer flexibility to businesses. 

Section 999.336. Discriminatory Practices 

The Attorney General should exercise its authority to put reasonable limits on 
financial incentives programs in consolidated markets and not extend financial 
incentives past what the statute allows. 

The CCPA allows companies to offer financial incentives for the collection, sale, or 
deletion, of personal information to third parties. CCPA Sec. 125(b)(l). This 
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language was added to the CCPA over objections from consumer and privacy 
advocates.24 Under some interpretations of this language, consumers could be forced 
to choose between affordable necessities and their own fundamental privacy rights, 
and so retailers can continue to profit off of business models that exploit consumers' 
privacy without meaningful consumer choice. Despite these problems, some 
safeguards have been put in place including that such financial incentive programs 
cannot be "unjust, unreasonable, coercive, or usurious." See CCPA Sec. 125(b)(4). 
The CCPA expressly authorizes the Attorney General to establish rules regarding 
financial incentive programs. CCPA Sec. 185(a)(6). The current draft regulations do 
not adequately protect consumers. 

Consolidated markets pose heightened risks. 

The AG should exercise this rulemaking authority and determine that financial 
incentive programs are prohibited (because they are unjust, unreasonable, coercive, 
and usurious) where markets are consolidated and consumers lack choices. Wireline 
Internet Service Providers (ISPs), for example, should not be allowed to charge 
consumers for exercising their privacy rights, because many customers lack the 
meaningful opportunity to find more affordable options elsewhere. For example, for 
years, AT&T charged about $30 per month or not leveraging U·Verse data for ad 
targeting.25 Similarly, if a grocery store is the only one in town, it should be 
constrained in its ability to charge consumers more if they decline to participate in 
the collection or sale of their information. Where consumers have few choices, 
market forces don't impose sufficient constraints on companies seeking to penalize 
consumers for exercising their privacy rights. And, there is rising concentration 
across many industries in the United States,26 further highlighted by the creation of 
a Federal Trade Commission task force to monitor these trends.27 

Businesses may not charge more when consumers exercise their right to know. 

The CCPA only permits financial incentives "for the collection of personal 
information, the sale of personal information, or the deletion of personal 
information." CCPA Sec. 125(b)(l). The CCPA does not permit a business to offer 

24 Consumers Union Letter re: AB 375 (Jun. 28, 2018), https://advocacy.consumerreports.org/wp
content/uploads/2018/06/CU-Letter-AB-375-final- 1.pclf. 

25 Jon Brodkin, AT&T to end targeted ads program, give all users lowest available price, Ars 
Technica (Sept. 30, 2016), https://arstechnica.com/information-technology/2016/09/att-to-end
targeted-ads-program-give-all-users-lowest-available-price/. 

26 Too Much of a Good Thing, The Economist (March 26, 2016), 
h ttps :/ /www.economist.com/briefing/2016/03/26/too-m uch-of-a -good-thing. 

27 FTC's Bureau of Competition Launches Task Force to Monitor Technology Markets, Fed. Trade 
Comm'n (Feb. 26, 2019), https://www.ftc.gov/news-events/press-releases/2019/02/ftcs-bureau
competition -launches-task-force-monitor-technology. 
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financial incentives, for, say, the right to access information, or the right to see a 
privacy policy. Unfortunately, the draft regulations appear to enable companies to 
charge more for individuals exercising a right to know. The coalition opposes any 
extension of financial incentives, and proposes the Attorney General make the 
following changes to Section 326: 

(a) A financial incentive or a price or service difference is discriminatory, and 
therefore prohibited by Civil Code section 1798.125, if the business treats a 
consumer differently because the consumer exercised a right with respect to 
the collection, deletion, or sale of their personal information eonfeRed by the 
CCPA or these regulations. 

(c) Illustrative examples follow: 

(1) Example 1: A music streaming business offers a free service and a 
premium service that costs $5 per month. If only the consumers who 
pay for the music streaming service are allowed to opt-out of the sale of 
their personal information, then the practice is discriminatory, unless 
the $5 per month payment is reasonably related to the value of the 
consumer's data to the business. 

(2) Example 2: A retail store offers discounted prices to consumers who 
sign up to be on their mailing list. If the consumer on the mailing list 
can continue to receive discounted prices even after they have made a 
request to know, request to delete, and/or request to opt-out, the 
differing price level is not discriminatory. 

(d) A business's denial of a consumer's request to know, request to delete, or 
request to opt-out for reasons permitted by the CCPA or these regulations 
shall not be considered discriminatory. 

Section 999.337. Calculating the Value of Consumer Data 

337(b)(5). Transparency in valuation should aid consumer understanding. 

The coalition supports the Attorney General's proposals to improve transparency in 
business's valuation of consumer data. Under the CCPA, businesses are permitted 
to offer financial incentives so long as they are reasonably related to the value of the 
consumers data. Sec. 1798.125. Businesses are prohibited from offering "financial 
incentive practices that are unjust, unreasonable, coercive, or usurious in nature" 
Sec. 1798.125(b)(4). The Attorney General is required to establish rules and 
guidelines governing these offerings. Sec. 1 798.185(6). The draft regulations 
establish that businesses must offer "good-faith estimates" of consumers' data as 
well as describe the methods used to calculate value. This transparency is critical to 
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enable consumers to determine whether they wish to take an offering and 
regulators to determine whether an offering is fair. The coalition supports this 
transparency. 

337(b)(3). Varying value by group threatens to harm the most vulnerable. 

Section 337(b)(3) of the draft regulations directs that a business, when calculating 
the value of a consumer's data for purposes of offering a financial incentive, may use 
levels of revenue or profit from different "tiers, categories, or classes of consumers" 
whose data "provides differing value." The coalition opposes this authorization 
because it threatens to hurts the most vulnerable consumers. 

Permitting different valuations for different people might seem like an innocuous 
application of the simple economic principle of price discrimination, i.e., charging 
some people more based on their willingness or ability to pay. But the implications 
of charging some groups more because of the value of their information compared 
with other groups has the possibility of deepening the harm associated with a 
regime that permits charging people for exercising their privacy rights. 

People's information is most valuable not when they are rich, but when they are 
vulnerable. The top 100 Adwords by value, for example, are a window into the lives 
of people turning to the Internet for help in tragic circumstances.28 The most 
valuable keyword is "best mesothelioma lawyer" (to assist with asbestos injury), 
followed by keywords indicating searchers needing help with automobile accidents, 
water damage, addiction rehabilitation, and workers' compensation.29 In another 
ranking of keyword categories by value, the top 20 likewise included "insurance," 
"loans," "degree," "treatment," "credit," and "rehab." 

Moreover, authorization to divide consumers by group could have discriminatory 
effects. In recent academic work from the Haas School of Business at UC Berkeley, 
researchers found that lenders charge higher interest rates to African American 
and Latinx borrowers, and thereby earn 11 to 17 percent more profits on those 
loans.30 So the pricing of privacy rights based on the profits from particular groups 
would create new barriers to equal opportunity. 

Thus, the coalition recommends that the Attorney General eliminate section 
337(b)(3). For the same reasons, we also recommend that the Attorney General 

28 Chris Lake, The most expensive 100 Google Adwords keywords in the US, Search Engine Watch, 
https ://www .searchenginewatch.com/2016/05/3 1/the-most-expensive-100-google-adwords-keywords
in-the-us/. 

29 Jd. 

30 Laura Counts, Berkeley Haas Newsroom, Minority homebuyers face widespread statistical lending 
discrimination, study finds, https ://newsroom. haas. berkeley. edu/minority-homebuyers-face
widespread-statistical-lending-discrimination-study-finds/. 
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include a requirement that any business taking advantage of CCPA Sections 
125(a)(2) or 125(b) must charge every consumer the same amount, rather than 
dividing consumers into groups based on value. 

The coalition proposes the following additional sub-section to Section 336: 

Any price or service difference offered by a business under section 999_337 
shall be offered equally to all consumers. 

Conclusion 

The coalition appreciates the Attorney General's work on these proposed rules and 
urges the Attorney General to take the steps recommended in these comments to 
ensure that consumers' privacy rights are protected. 
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Message 

From: Carol Stiles 
Sent: 12/6/2019 4:57:29 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Privacy Regulations 

Regarding this subject, I thought when I selected 'No' to Facebook requests to have advertisers use my 
information that I didn't have to worry about Spam or annoying advertising or annoying telemarketing 
phone calls. I was wrong. I dug in a little deeper and found Numerous Advertisers that Facebook was STILL 
selling my e-mail, phone number and information to! They were tracking things I looked up and sending me 
annoying advertisements about them. When I said 'No' to advertisements, Facebook blatantly disregarded 
that and continued tracking and selling my info to outside companies. We are all sick of being bombarded 
by ads, telemarketing phone calls and e-mails. And I am especially disgusted that Facebook will post 
obvious lies about political candidates. They need to be held to higher standards. 
carol Stiles 

Sent from my iPhone 
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Message 

From: Ferber, Scott 
Sent: 12/6/2019 7:20:05 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Farber, David [ 
Subject: Proposed California Consumer Privacy Act Regulations 
Attachments: ACP-ltr-12-6-19.pdf; ACP-ltr-3-8-19.pdf 

On behalf of the Association of Claims Professionals (ACP), we respectfully submit the attached 
comments to the proposed CCP A regulations. While ACP members are strong proponents of 
individual privacy rights, they remain concerned that the unintended application of the CCP A and 
proposed regulations, as currently drafted, will sow confusion and discord among California 
consumers and result in conflicting regulatory standards for its members and the larger California 
business community writ large. Through the attached, the ACP writes to suggest ways of improving 
the text of the proposed regulations to provide consistency and clarity to CCP A application and to 
avoid consumer confusion over potential conflict with other California laws. This supplements and 
incorporates the ACP' s preliminary rulemaking submission from March 8, 2019 (attached for ease of 
reference). 

Very truly yours, 
Scott Ferber 

Partner 

T: I E: I www.kslaw.com IM: 

BIO I vCARD 

King & Spalding LLP 
1700 Pennsylvania Avenue, NW 
Suite 200 
Washington, D.C. 20006 

Kr G · & SP.AI.DI o-

King & Spalding Confidentiality Notice: 

This message is being sent by or on behalf of a lawyer. It is intended exclusively for the individual or entity to which it is addressed. This communication may 
contain information that is proprietary, privileged or confidential or otherwise legally exempt from disclosure. If you are not the named addressee, you are not 
authorized to read, print, retain, copy or disseminate this message or any part of it. If you have received this message in error, please notify the sender 
immediately by e-mail and delete all copies of the message. 
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association of 
claims professionals 

December 6, 2019 

BY EMAIL 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca.gov 

RE: Proposed California Consumer Privacy Act Regulations 

Ladies and Gentlemen: 

The Association of Claims Professionals (ACP) is pleased to respond to requests for comment on 
the proposed California Consumer Privacy Act (CCP A) regulations and writes to suggest ways of 
improving the text of the proposed regulations to provide consistency and clarity to CCP A 
application and to avoid consumer confusion over potential conflict with other California laws. 
While ACP members are strong proponents of individual privacy rights, we remain concerned that 
the unintended application of the CCP A and proposed regulations, as currently drafted, will sow 
confusion and discord among California consumers and result in conflicting regulatory standards 
for our members and the larger California business community writ large. We therefore submit 
this letter outlining suggested refinements to the proposed regulations. This supplements and 
incorporates our preliminary rulemaking submission from March 8, 2019 (attached for ease of 
reference). 

ACP's Interest in the Regulations 

ACP (formerly known as the American Association of Independent Claims Professionals or 
AAICP) was formed in 2002 as the only national association representing the interests of the 
nation's independent claims professionals. ACP members employ thousands of claims specialists 
and other professionals across the country and handle millions of property and casualty, workers' 
compensation, disability, and other liability claims annually. Membership is comprised of 
independent claims adjusters and third-party administrator organizations, many of whom handle 
claims administration responsibilities for California insureds and their carriers. ACP member 
companies employ thousands of adjusters in the State of California and manage billions of dollars 
of claims for California insurers and policyholders. 

Resolve Potential Consumer Confusion over Conflict of Law. 

As shared in our March 8, 2019 submission, there are a number of existing California laws that 
appear to create competing obligations for our industry and others, including the California 
Insurance Code, Labor Code, and health laws. With that said, Section 1798.196 of the CCP A 

-1-

CCPA_45DAY_01470 

mailto:PrivacyRegulations@doj.ca.gov
Guest
Line

Guest
Line

Guest
FreeText
W176-1

Guest
FreeText
W176-2



association of 
cla ims professionals 

provides that "[t]his title is intended to supplement federal and state law, if permissible, but shall 
not apply if such application is preempted by, or in conflict with, federal law or the United States 
or California Constitution." The Act further provides that "[t]he obligations imposed on 
businesses by this title shall not restrict a business' ability to ... comply with federal, state, or local 
laws ... or exercise or defend legal claims." Section 1798.145(a)(l), (4). The Actthen specifically 
calls out a limited number of statutory scenarios in which the CCPA would not apply, including 
under the Confidentiality of Medical Information Act, Health Insurance Portability and 
Accountability Act, Fair Credit Reporting Act, and Gramm-Leach-Bliley Act, as well as clinical 
trials. 

The imprecise language in the proposed regulations could be misconstrued to undercut this 
foundational principle. Respectfully, revisions are warranted. By way of example, the proposed 
regulations reference the conflict of law issue in guidance on responding to verified consumer 
requests to know, providing: 

If a business denies a consumer's verified request to know specific 
pieces of personal information, in whole or in part, because of a 
conflict with federal or state law, or an exception to the CCPA, the 
business shall inform the requestor and explain the basis for the 
denial. ... 

Section 999.313(c)(5) (emphasis added). However, similar language is missing from that section' s 
guidance on responding to verified consumer request to delete. 

In cases where a business denies a consumer's request to delete the 
business shall do all of the following: 
a. Inform the consumer that it will not comply with the consumer's 

request and describe the basis for the denial, including any 
statutory and regulatory exception therefor; 

b. Delete the consumer's personal information that is not subject 
to the exception; and 

c. Not use the consumer's personal information retained for any 
other purpose than provided for by that exception. 

Section 999.313(d)(6). 

To avoid confusion, we respectfully request that this Section reinforce that such requests can be 
denied "because of a conflict with federal or state law, or an exception to the CCPA." Section 
999.313(d)(6)(a) should be amended to read: 

In cases where a business denies a consumer's request to delete the 
business shall do all of the following 
a. Inform the consumer that it will not comply with the consumer's 

request and describe the basis for the denial, including ttfiV 

-2-
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stat1::1tory and reg1::1latory e ➔<ception therefor if there is a conflict 
with federal or state law, or an exception to the CCPA. 

Greater Clarity on the Interplay of "Businesses" and "Service Providers" 

The proposed regulations could also be misread to impede members' ability to duly carry out their 
lawful responsibilities. ACP companies respond every day to individuals and businesses who 
suffer a loss such as a workplace injury, property or casualty damage, or liability. Insurance 
carriers and self-insured companies retain our member companies for expert advice and knowledge 
throughout the management ofclaims entrusted to their care. ACP companies provide a full range 
of claims services from claims adjusting to comprehensive claims management. ACP focuses on 
the importance ofclaims specialists as front line responders when an individual or business suffers 
a loss such as a workplace injury, property or casualty damage, or liability. For claimants, ACP 
companies help individuals and companies begin to recover from such a loss. For carriers and self
insured customers, ACP companies are a strategic business partner and trusted advisor providing 
professional claims services integral to risk management. At each step of this process, important 
information is shared to facilitate effective and efficient claims management. 

Given these important roles and responsibilities, and to ensure the most expedient claims 
management and administration, while avoiding consumer confusion and consternation, there are 
adjustments that should be made to the proposed regulations' guidance on Service Providers. In 
particular, Section 999.314 should be revised to bring more clarity to who qualifies as a service 
provider and what their duties are under the Act. 

• Subsection (a) states a person or entity that provides services to a person or organization 
that is a service provider to also be a service provider under the law. More concrete detail 
is needed to define those relationships. For example, does a service provider pass on 
deletion requests to its own service providers, or does the business, as the CCP A text seem 
to indicate, have the responsibility to direct each and every service provider in the provision 
chain? 

• Subsection (c) states that a service provider "shall not use personal information received 
from a person or entity it services or from a consumer's direct interaction with the service 
provider for the purpose of providing services to another person or entity." There is, 
however, a carve out for service providers' combining personal information received from 
one or more entities "to the extent necessary to detect data security incidents, or protect 
against fraudulent or illegal activity." To reduce confusion about the ability to share 
information between claimants and carriers, and remove unnecessary barriers to 
appropriate information sharing, the subsection should be revised to also allow the 
following sharing: "A service provider may, however, combine personal information 
received from one or more entities to which it is a service provider, on behalf of such 
businesses, to the extent necessary to detect data security incidents, eF-protect against 
fraudulent or illegal activity, complete the transaction for which the personal information 
was collected, provide a good or service requested by the consumer, or otherwise perform 

-3-
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a contract between the business and the consumer, as well as where the combination is 
reasonably anticipated within the context of the service provider's business purpose." 

• Subsection ( d) requires service providers that receive a request to know or delete from a 
consumer to "explain the basis for the denial" if the service provider does not comply with 
the request and to inform the consumer that the consumer should submit the request directly 
to the business. This provision would seem to impermissibly expand the Act's reach to 
require service providers to comply with obligations otherwise resting with "business." In 
addition, compliance with such a new standard would be unduly burdensome and create 
confusion about where the line should be drawn between service providers and businesses 
on request management. It should therefore be removed. 

******** 
ACP appreciates the opportunity to provide comments on the proposed regulations. If you have 
any questions concerning our comments, or ifwe can be of further assistance, please contact Susan 
Murdock at We thank you for consideration of these comments and 
welcome any further questions you may have. 

~-~~ 
Susan R. Murdock 
Executive Director 
Association of Claims Professionals 
1 700 Pennsylvania A venue, Suite 200 
Washington, DC 20006 
Phone: 
www.claimsprofession.org 

-4-
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March 8, 2019 

California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 
PrivacyRegulations@doj.ca.gov 

RE: Preliminary Rulemaking Activities related to The California Consumer Privacy Act 

Ladies and Gentlemen: 

The Association of Claims Professionals (ACP) is pleased to respond to the request for comment on the 
Preliminary Rulemaking Activities related to The California Consumer Privacy Act (CCP A). While ACP 
members are strong proponents of individual privacy rights, we have significant concerns that the 

unintended application of the CCP A to claims professionals will cause widespread confusion and discord 
among California consumers and result in conflicting regulatory standards for our members. As such, for 
the reasons below, we ask the California Department of Justice to clarify the intent of the legislature that 
the CCP A does not apply to the activities of independent claims professionals. 

ACP's Interest in Preliminary Rule Making Activities 

ACP (formerly known as the American Association oflndependent Claims Professionals or AAICP) was 
formed in 2002 as the only national association representing the interests of the nation's independent 
claims professionals. ACP members employ thousands of claims specialists and other professionals across 
the country and handle millions of property and casualty, workers' compensation, disability, and other 

liability claims annually. Membership is comprised of independent claims adjusters and third-party 
administrator organizations, many of whom handle claims administration responsibilities for California 
insureds and their carriers. ACP member companies employ thousands of adjusters in the State of 
California and manage billions of dollars of claims for California insurers and policyholders. 

Comments on the CCPA 

I. The Department Should Clarify that the Claims Adjusting Industry is Exempt from the 
CCPA. 

1. The California Insurance Code, Labor Code, and health laws extensively regulate the 
claims adjusting industry in the area of transparency and privacy and already provide 
greater protection specific to insured consumers. 

CCPA_45DAY_01474 
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The CCP A was intended to fill in gaps in California privacy law, which is why the California legislature 
believes existing law should be construed to harmonize with the CCP A ifpossible but preempts the CCP A 
in the event of a conflict. 1 Moreover, California has specifically and comprehensively addressed 
transparency and privacy in the claims adjusting industry in a manner that provides greater protection to 
the consumer than what will be afforded under the CCP A when it is implemented. Given this extensive 
existing regulation, the Department should clarify that the CCPA does not apply to the claims adjusting 
industry to avoid conflicting regulation, an uncertain preemption analysis, and to protect consumers. 

Perhaps most notably, the California Insurance Information and Privacy Protection Act (IIPP A) regulates 
the claims management industry as "Insurance Support Organizations" in the context of certain insurance 
transactions for substantially the same purpose as the CCPA. 2 Indeed, not only are the purposes of the 
IIPPA substantially similar to the CCPA, but the protections contained within the IIPPA mirrors if not 
exceed much of the CCPA For example, insurance institutions or agents must provide a "notice of 
information practices" upon delivery of a policy or collection of personal information that includes all of 
the information the CCPA would require plus the investigative techniques used to collect such 
information. Not only that, but California insureds already have rights pursuant to the IIPP A to access, 
amend, correct, and delete certain information in a manner that actually makes sense in the insurance 
context.3 

Other aspects of the California Insurance Code, Labor Code, and health laws have also required 
transparency and privacy protection for years. Administrators must provide written notice explaining its 
relationship with the insurer and policyholder "agents of insurers" and face criminal penalties for 
unauthorized disclosure of confidential information. The Labor Code severely limits what medical 
information may be disclosed when processing worker's compensation claims. 4 Relatedly, where the 
CCPA allows requests for the disclosure ofrelationships with third parties related to a consumer's personal 
information, the Insurance Code already requires administrators to provide written notice advising insured 
individuals of the identity of details regarding the relationship between the administrator, policyholder, 

1 See Cal. Civ. Code §1798.175. 
2 See Cal. Ins. Code § 791 ("[T]o establish standards for the collection, use and disclosure of information gathered in 
connection with insurance transactions by insurance institutions, agents or insurance-support organizations; to maintain a 
balance between the need for information by those conducting the business of insurance and the public's need for fairness in 
insurance information practices, including the need to minimize intrusiveness; to establish a regulatory mechanism to enable 
natural persons to ascertain what information is being or has been collected about them in connection with insurance 
transactions and to have access to such information for the purpose of verifying or disputing its accuracy; to limit the 
disclosure of information collected in connection with insurance transactions; and to enable insurance applicants and 
policyholders to obtain the reasons for any adverse underwriting decision."); Cal. Ins. Code§ 791.02 (defining "insurance 
support organization). 
3 See Cal. Ins. Code § 791.08. Similar to the CCP A, access requests must be honored within 30 days, although unlike section 
1798.100( d), the IIPP A allows a reasonable fee for the expenses incurred, which is not a difference in the level of privacy 
protection but rather a reasonable business practice. See Cal. Ins. Code §791.10. 
4 See Cal. Ins. Code§§ 1759.9, 1877.4; Cal. Lab. Code§ 3762. 
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and insurer. 5 In the context of workers compensation insurance, "agents of insurers" are obligated to keep 
information confidential and face criminal penalties for unauthorized disclosure of such information. 6 

As referenced above, in addition to the Insurance Code the California Labor Code also limits disclosure 
of medical information insurers and third party administrators retained by self-insured employers to 
administer workers' compensation claims receive to: (1) medical information limited to the diagnosis of 
the mental or physical condition for which workers' compensation is claimed and the treatment provided 
for this condition; and (2) medical information regarding the injury for which workers' compensation is 
claimed that is necessary for the employer to have in order for the employer to modify the employee's 
work duties. 7 Again, these protections are greater than those which will be afforded by the CCP A, arguing 
in favor of a blanket exemption from the CCP A for independent claims adjusters. 

Beyond both the Insurance and Labor Codes, a third law -- the Confidential Medical Information Act 
(CMIA) -- also restricts the use and disclosure of any medical information claims professionals receive. 
For example, "[n]o person or entity engaged in the business of furnishing administrative services to 
programs that provide payment for health care services shall knowingly use, disclose, or permit its 
employees or agents to use or disclose medical information possessed in connection with performing 
administrative functions for a program, except as reasonably necessary in connection with the 
administration or maintenance of the program, or as required by law, or with an authorization." 8 Further, 
when claims professionals ("that provide[] billing, claims management, medical data processing, or other 
administrative services for providers of health care or health care service plans or for insurers, employers, 
hospital service plans, employee benefit plans, governmental authorities, contractors, or other persons or 
entities responsible for paying for health care services rendered to the patient receive medical information 
from health care providers and health care service plans") receive medical information from health care 
providers or health care service plans, they cannot further disclose the information in a way that would 
violate the CMIA. 9 

California has already enacted a significant body of law to increase transparency for and protect the 
privacy of insured California consumers. If the CCP A was interpreted to apply to the claims adjusting 
industry the result would be a complicated patchwork quilt of regulation that lessens, rather than increases, 
consumer privacy. Further, application of the CCPA to the claims management industry would result in 
uneven application of the law given that each company would need to apply a complicated preemption 
analysis to nearly every right in the CCPA and decide if existing law or the CCPA is more stringent in the 
particular scenario. 

5 See Cal. Ins. Code§ 1759.9. 
6 See Cal. Ins. Code§ 1877.4. 
7 See Cal. Lab. Code § 3762. 
8 Cal. Civ. Code § 56.26(a). 
9 See Cal. Civ. Code§ 56.10(c)(3). 
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2. Where the CCPA may be said to apply, the law already contains explicit exceptions for 
key aspects of the claims adjusting industry, creating confusion for consumers. 

The application ofthe CCPA to the claims adjusting industry will result in widespread consumer confusion 
without providing additional privacy or transparency protections. Where the law could arguably be read 
to apply, the CCP A exempts nearly all of the personal information the claims management industry 
receives in order to process claims: medical information governed by the CMIA, protected health 
information (PHI) collected as a business associate under HIP AA, information collected as part of a 
clinical trial, information in consumer credit reports, and in some cases, financial information disclosed 
pursuant to federal and California law. It is unclear and debatable whether any remaining information that 
does not fit neatly into the above exempt categories would be subject to CCP A obligations. 

Further, claims management activities will constantly trigger CCPA exceptions, particularly when it 
comes to deletion requests directly from consumers or indirectly from businesses subject to the CCPA 
The application of exceptions, which are needed to comply with existing law, will create confusion and 
likely frustration for consumers trying to exercise CCPA rights. 1°For example, administrators will be 
exempt from deleting information related to transactions they are required to maintain confidentially in 
books and records and make available to insurers for at least five years pursuant to existing legal 
obligations.11 In other words, insureds that lodge deletion requests in accordance with the CCP A rather 
than the proper procedure for the insurance context provided by the IIPPA will fall within an exception 
and therefore be rendered meaningless. This is why in addition to drafting the legal obligation exception 
to deletion requests, the CCPA repeats that the law is not intended to restrict the ability to comply with 
other laws. 

As noted above, wherever the CCP A may be stretched to cover any remaining claims management 
activities that are not already facially exempt based on the category of information, the law will 
nevertheless constantly provide exception. Not only does this create a genuine question for members of 
the claims adjusting industry as to whether the CCPA is relevant to them, but it will undoubtedly create 
confusion and likely frustration for consumers and CCPA-regulated businesses that may not understand 
why the industry is exempt from complying with so many of their requests. To avoid both outcomes, the 
Department should issue a clear statement exempting the independent claims adjusting industry from the 
scope of the CCP A 

10 The most common exceptions will include (1) to complete the transaction for which the personal information was 
collected, provide a good or service requested by the consumer, or reasonably anticipated within the context of a business's 
ongoing business relationship with the consumer, or otherwise perform a contract between the business and the consumer; (2) 
to enable solely internal uses that are reasonably aligned with the expectations of the consumer based on the consumer's 
relationship with the business; (3) to comply with a legal obligation; or (4) to otherwise use the consumer's personal 
information, internally, in a lawful manner that is compatible with the context in which the consumer provided the 
information. See Cal. Civ. Code §1798.lOS(d). 
11 See Cal. Ins. Code§ 1759.3. 
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3. The California legislature did not intend the CCP A to further regulate the pro-consumer 
claims adjusting industry; the Department should make that explicitly clear. 

The preamble to the CCP A emphasizes the intent of the California legislature to create privacy protections 
in response to business practices proliferated by the age of big data, while acknowledging existing law 
has already provided such protection in various other contexts. California had the same concerns regarding 
transparency and privacy protection in the claims management and broader insurance industry and 
intentionally addressed these concerns effectively throughout the state's legal code. Claims adjusters are 
specifically covered by existing law. The adjusting industry works on behalf of individuals and businesses 

in times of need, such as the recent California wildfires, delivering an estimated $45 billion each year in 
claims payments. It would be deeply unfortunate if the CCPA were to unintentionally sweep up claims 
adjusters and double-regulate the industry, likely lessening today's existing protections. These 
unnecessary gray areas would disrupt functioning privacy compliance programs in the claims industry and 
even worse, burden claims recovery efforts from proceeding as quickly and smoothly as possible. It is 
clear that the California legislature intended the CCP A to exempt claims adjusters -- the Department's 
regulations should remove any ambiguity and clearly reflect that intent. 

******** 
ACP appreciates the opportunity to provide comments on the Preliminary Rulemaking Activities related 
to the CCPA. If you have any questions concerning our comments, or ifwe can be of further assistance, 
please contact Susan Murdock at We thank you for consideration of these 
comments and welcome any further questions you may have. 

Sincerely, 

Susan R. Murdock 
Executive Director 
Association of Claims Professionals 
1700 Pennsylvania Avenue, Suite 200 
Washington, DC 20006 
Phone: 
www.claimsprofession.org 
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Message 

From: Saul Bercovitch [ 
Sent: 12/7/2019 12:37:45 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Proposed CCPA Regulations - Comments of the California Lawyers Association Privacy Working Group 

Attachments: CCPA_proposed_regulations_CLA_privacy_working_group_comments.pdf 

I've attached comments of the California Lawyers Association Privacy Working Group on the proposed CCPA regulations. 

Saul Bercovitch I Director of Governmental Affairs 
California Lawyers Association 

400 Capitol Mall, Suite 650 I Sacramento, CA 95814 0:-
CALIFO RNIA 
LA V S 
ASSOCIATION 
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CALIFORNIA 
LAWYERS 
ASSOCIATION 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Email: PrivacyRegulations@doj.ca.gov 

Re: Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Becerra: 

The California Lawyers Association ("CLA") Privacy Working Group ("PWG") respectfully 
submits these comments on the proposed California Consumer Privacy Act ("CCPA") 
regulations. The PWG is a multidisciplinary group with members drawn from various 
sections of the California Lawyers Association, including: Antitrust, UCL and Privacy; 
Business Law; and Intellectual Property Law. Our members have broad-ranging 
expertise in areas that include consumer privacy, cybersecurity, and data protection, and 
extensive experience with related regulatory, transactional, and litigation matters. 

The Attorney General released these proposed regulations for public comment on 
October 10, 2019. The regulations are intended to operationalize the CCPA and provide 
clarity and specificity to assist in the implementation of the law. The CCPA requires the 
Attorney General to adopt initial regulations on or before July 1, 2020. 

The PWG applauds the Office of the Attorney General for engaging in a broad and 
inclusive rulemaking process, including public forums. This public comment period is 
important because the stakes are high. According to estimates in the Standardized 
Regulatory Impact Assessment for the CCPA regulations, published by the Berkeley 
Economic Advising and Research, LLC, the CCPA will protect over $12 billion worth of 
personal information that is used for advertising in California each year. If finalized, 
businesses are estimated to spend between $467 million to $16,454 million in costs to 
comply with the draft regulation during the period 2020-2030. The CCPA grants new 
rights to consumers and imposes new obligations on businesses. 

400 Capitol Mall. Suite 650 
Sacramento. CA 95814 

916-516-1760 

calawyers.org 
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As highlighted in the CCPA Fact Sheet, published together with the proposed regulations, 
the CCPA and the European Union's General Data Protection Regulation ("GDPR") are 
separate legal frameworks with different scopes, definitions, and requirements. A 
business that is subject to GDPR and also processes personal information of California 
consumers will need to reconcile the differences between the two regimes. In addition, a 
business will need to examine what additional obligations apply under the CCPA that are 
outside of how personal information is collected, processed, sold or disclosed pursuant 
to the federal Gramm-Leach-Bliley Act, the California Financial Information Privacy Act, 
the Driver's Privacy Protection Act of 1994, the Confidentiality of Medical Information Act, 
the Health Insurance Portability and Accountability Act of 1996 and the Federal Policy for 
the Protection of Human Subjects. 

We submit the following comments on the proposed regulations. 

All views expressed in these comments are our own as individual members of the PWG 
and do not represent the views of any entity whatsoever with which we have been, are 
now, or will be affiliated. 

Overall Concerns: 

The PWG notes that the proposed regulations will not be final before the January 1, 2020 
effective date of the CCPA. Once the regulations are final, it will likely take most 
businesses several months to fully implement processes consistent with the final 
regulations. Accordingly, we urge the Office of the Attorney General to take into 
consideration the practical impact these regulations will have on businesses as well as 
the desire to protect consumer rights. 

Our comments below are organized by section. We underlined for ease of reading new 
or amended language and we struck out language we propose to have deleted (i.e., 
underline or strike out). 
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Article 2. Notices to Consumers 

§ 999.305. Notice at Collection of Personal Information 

Section 999.305(a)(2)(d) provides that a notice at collection of personal information shall: 
"Be accessible to consumers with disabilities. At a minimum, provide information on how 
a consumer with a disability may access the notice in an alternative format." This same 
language exists in § 999.306(a)(2)(d) (Notice of Right to Opt-Out of Sale of Personal 
Information), § 999.307(a)(2)(d) (Notice of Financial Incentive), and § 999.308(a)(2)(d) 
(Privacy Policy). 

The PWG is concerned that "accessible" in the first sentence is unclear, ambiguous, and 
undefined. This could result in regulatory enforcement issues as well as prolonged 
litigation regarding interpretation and applicability, similar to other litigation we have 
already seen concerning website accessibility. In order to address this concern, the PWG 
suggests that the phrase "accessible to consumers with disabilities" be tied to the 
requirements of other specific provisions of law and recommends revising 
§ 999.305(a)(2)(d) to read as follows: 

§ 999.305(a)(2)(d) 
Be accessible to consumers with disabilities to the extent required by the 
Americans with Disabilities Act, the Unruh Civil Rights Act, the California Disabled 
Persons Act, or any applicable regulations. At a minimum, provide information on 
ho'N a consumer 1,1vith a disability may access the notice in an alternative format. 

We recommend that this same amendment be made to § 999.306(a)(2)(d) 
§ 999.307(a)(2)(d), and§ 999.308(a)(2)(d). 

Section§ 999.305(a)(3) appears to create an opt-in and consent requirement. The PWG 
is concerned that a new opt-in requirement not already part of CCPA will potentially lead 
to "click fatigue" in which consumers ignore notices because of their ubiquity. We think a 
better approach may be to limit the use of personal information to the purposes that were 
included in the notice at the time of collection or uses that are within the reasonable 
expectation of the consumer. We understand that the existing text of the CCPA already 
allows for exceptions that permit use of personal information for other purposes, as 
enumerated in Civil Code § 1798.145(a), including: (1) to comply with federal, state or 
local laws; (2) to comply with a civil, criminal, or regulatory inquiry, investigation, 
subpoena, or summons by federal, state, or local authorities; (3) to cooperate with law 
enforcement agencies concerning conduct or activity that the business, service provider, 
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or third party reasonably and in good faith believes may violate federal, state or local laws; 
(4) to exercise or defend legal claims; and (5) to collect, use, retain, sell, or disclose 
consumer information that is deidentified or in the aggregate consumer information. As 
such, uses required by law or in furtherance of legal processes, such as serving 
subpoenas, providing required warranty or recall notices, providing notice of pending 
class actions, etc. would be permitted even if the notice at collection did not adequately 
cover these use cases. We recommend revising§ 999.305(a)(3) to read as follows: 

§ 999.305(a)(3) 
A business shall not use a consumer's personal information for any purpose other 
than those disclosed in the notice at collection, required by law, or reasonably 
aligned with the expectations of the consumer based on the consumer's 
relationship with the business, or within a lawful manner that is compatible with the 
context in which the consumer provided the information. If the business intends to 
use a consumer's personal information for a purpose that i.Nas not previously 
disclosed to the consumer in the notice at collection, the business shall use and 
obtain explicit consent from the consumer to use it for this nevv purpose. 

Section § 999.305(b)(4) appears to require a link to a privacy policy in the notice at 
collection, implying the privacy policy must be a set of text that is separate from the notice 
at collection. The PWG suggests that if a privacy policy is provided at or before the time 
of collection, then a separate notice would not be required. We recommend revising § 
999.305(b) to read as follows: 

§ 999.305(b) 
A business may inform consumers as to the categories of personal information to 
be collected and the purposes for which the categories of personal information 
shall be used by providing a link to the privacy policy at or before the point of 
collection, or in the case of offline notices, the web address of the business's 
privacy policy, by URL, QR code, or similar means. If the privacy policy or a link 
to the privacy policy cannot be provided at or before the time of collection, a 
business shall provide a separate notice at collection which includes: 

(1) A list of the categories of personal information about consumers to be 
collected. Each category of personal information shall be written in a manner that 
provides consumers a meaningful understanding of the information being 
collected. 

(2) For each category of personal information, the business or commercial 
purpose(s) for which it will be used. 
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(3) If the business sells personal information, the link titled "Do Not Sell My 
Personal Information" or "Do Not Sell My Info" required by section 999.31 S(a), or 
in the case of offline notices, the web address for the webpage to which it links. 

(4) ,A, link to the business's privacy policy, or in the case of offline notices, the vveb 
address of the business's privacy policy. 

Similar to the change noted above, we recommend revising§ 999.305(a)(2)(e) as follows, 
to allow for other means to link to privacy policies than web addresses, such as QR codes 
or shortened URLs such as bit. ly: 

§ 999.305(a)(2)(e) 
Be visible or accessible where consumers will see it in reasonable proximity to 
where any personal information is collected. At a minimum, the notice may consist 
of a link to the portion of the privacy policy that describes the categories of 
information collected and the purposes of collection, though a business may also 
choose to provide a separate notice, so long as the notice complies with this 
section. For example, when a business collects consumers' personal information 
online, it may conspicuously post a link to the notice on the business's website 
homepage or the mobile application's download page, or on all webpages where 
personal information is collected. When a business collects consumers' personal 
information offline, it may, for example, include the notice on printed forms that 
collect personal information, provide the consumer with a paper version of the 
notice, or post signage directing consumers to the web address where the notice 
can be found, by URL, QR code, or similar means. 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

Similar to our comment for§ 999.305, we recommend allowing businesses to provide the 
notice of right to opt-out as part of their privacy policy. We recommend revising § 
999.306(b) to read as follows: 

§ 999.306(b)(1) 
A business may inform consumers as to the right to opt-out of sale of personal 
information by providing a link to the privacy policy, or in the case of offline notices, 
the web address of the business's privacy policy, by URL, QR code, or similar 
means. If the privacy policy or a link to the privacy policy cannot be provided, a 
business shall provide a separate notice of right to opt-out. A business shall post 
the notice of right to opt out on the Internet vvebpage to vvhich the consumer is 
directed after clicking on the "Do Not Sell My Personal Information" or "Do Not Sell 
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My Info" link on the 1Nebsite homepage or the dovmload or landing page of a mobile 
application. The Notice shall include the information specified in subsection (c) or 
link to the section of the business's privacy policy that contains the same 
information. For example, one of the acceptable methods to provide the notice of 
right to opt-out would be for the business to provide the "Do Not Sell My Personal 
Information" or "Do Not Sell My Info" link on the website homepage or the 
download, settings or landing page of a mobile application and direct the consumer 
to the section of the business's privacy policy that contains the information in 
subsection (c). Using pop-up or pop-over windows or check boxes may also be 
acceptable and appropriate means for informing consumers as to the right to opt
out. 

We also recommend removing § 999.306(c)(5) so it is clear to the businesses that if a 
link to the privacy policy was provided, a separate notice of right to opt-out is not 
necessary. 

We encourage the Office of the Attorney General to consider other permissible means of 
presenting the opt-out notice in § 999.306(b)(2), particularly for offline notices, such as 
providing the web address to the privacy policy or using QR codes which link to the 
privacy policy. 

Article 3. Business Practices for Handling Consumer Requests 

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 

The proposed regulations in § 999.312(a) set forth the requirements for businesses to 
provide two or more designated methods through which consumers may submit requests 
to know. We ask the Office of the Attorney General to consider the legislative changes 
under AB 1564 (Stats. 2019, ch. 759), which clarify this toll-free number requirement and 
would require a business which "operates exclusively online and has a direct relationship 
with a consumer" to only provide an email address for submitting access requests. 

We recommend revising§ 999.312(a) to read as follows, adding this clarification to make 
the draft regulations consistent with the CCPA: 
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§ 999.312(a) 
A business shall provide two or more designated methods for submitting requests 
to know including, at a minimum, a toll-free telephone number, and, if the business 
operates a website, an interactive webform accessible through the business's 
website or mobile application. A business that operates exclusively online and has 
a direct relationship with a consumer from whom it collects personal information 
shall only be required to provide an email address for submitting requests for 
information required to be disclosed pursuant to Sections 1798.110 and 1798.115. 
Other acceptable methods for submitting these requests include, but are not 
limited to, a designated email address, a form submitted in person, and a form 
submitted through the mail. 

We also recommend revising the proposed example (1) in § 999.312(c)(1) to clarify that 
if a business is primarily an online retailer but also has certain products or services that 
are provided to consumers at brick-and-mortar retail stores, the consumer may submit 
requests through the email address that is provided on the business's retail website. 

In Example 2, the PWG proposes revising the requirement so that the businesses can 
consider the methods by which they interact with consumers but the number of 
designated methods the retail businesses must provide is no more than the two that are 
required for other industries to avoid any confusion on the minimum requirement. 

As such, our recommended revision to§ 999.312(c) reads as follows: 

§ 999.312(c) 
A business shall consider the methods by which it interacts with consumers when 
determining which methods to provide for submitting requests to know and 
requests to delete. At least one method offered shall reflect the manner in which 
the business primarily interacts with the consumer, even if it requires a business 
to offer three methods for submitting requests to know. Illustrative examples follow: 

(1) Example 1: If the business is primarily an online retailer, businesses 
can provide an email address on their retail website through which 
consumers can submit requests to know or requests to delete. at least one 
method by vvhich the consumer may submit requests should be through the 
business's retail website. 

(2) Example 2: If the business operates a website but primarily interacts 
with customers in person at a retail location, the business may SAal--1 offer 
three methods to submit requests to knovv consumers the following 
designated methods for submitting requests to know or requests to delete: a 
toll-free telephone number, an interactive webform accessible through the 
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business's website, aA-fl. or a form that can be submitted in person at the 
retail location. 

We understand that the intent of§ 999.312(d) may be to allow for instances where a 
consumer may have submitted the deletion request by mistake, especially in an electronic 
setting where accidents may occur at the click of a button. However, we do not believe 
this is a significant issue as deletion requests under the CCPA already require a process 
for verifying the identity of the consumer. As such, we recommend revising§ 999.312(d) 
to indicate that the businesses can apply discretion in asking the consumers if they indeed 
meant to submit such deletion request but it is not a requirement. Our suggested 
language for§ 999.312(d) reads as follows: 

§ 999.312(d) 
A business may SAaU use a two-step for online requests to delete where the 
consumer must first, clearly submit the request to delete and then second, 
separately confirm that they want their personal information deleted. 

The PWG suggests removing proposed §999.312(f) because it is overly burdensome and 
unworkable as drafted. If a business has 10,000 employees, we cannot expect all 10,000 
employees to be trained to handle privacy-related inquiries. Especially given that the draft 
regulations require a response from the business within certain number of days after 
receiving such requests, we ask that the regulations do not add this new requirement and 
keep the requirement intact as it is written in the CCPA, which is for the businesses to 
respond to requests that are submitted through the designated methods. In the 
alternative, we would propose at a minimum that the requirement is amended to read as 
follows: 

§ 999.312(f) 
If a consumer submits a request in a manner that is not one of the designated 
methods of submission, or is deficient in some manner unrelated to the verification 
process, the business shall, to the extent feasible, either: 
(1) Treat the request as if it had been submitted in accordance with the business's 
designated manner, or 
(2) Provide the consumer with specific directions on how to submit the request or 
remedy any deficiencies with the request, if applicable. 

§ 999.313. Responding to Requests to Know and Requests to Delete 

Section 999.313(c)(7) allows a business that maintains a password-protected account 
with the consumer to comply with a request to know by utilizing a secure self-service 
portal for consumers to access, view, and receive a portable copy of their personal 
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information. The PWG proposes the below changes to make clear that the business which 
uses such a portal may direct the consumer to the portal for submission and processing 
of a consumer request. 

The PWG suggests revising§ 999.313(c)(7) to read as follows: 

§ 999.313(c)(7) 
If a business maintains a password-protected account with the consumer, it may 
comply with a request to know by t1-S-fAQ- directing the consumer to a secure self
service portal for consumers to access, view, and receive a portable copy of their 
personal information if the portal fully discloses the personal information that the 
consumer is entitled to under the CCPA and these regulations, uses reasonable 
data security controls, and complies with the verification requirements set forth in 
Article 4. 

Section 999.313(d)(1) requires businesses to treat a failed deletion request as an opt-out 
request. The CCPA treats the right to opt-out and the right to delete as two separate 
rights. We do not recommend conflating the two and instead recommend clarifying that 
if the business is unable to verify the identity of the requestor for the deletion request, the 
requestor must be informed how she may rectify the issue and allow an opportunity to 
complete verification. The PWG recommends revising§ 999.313(d)(1) to read as follows: 

§ 999.313(d)(1) 
For requests to delete, if a business cannot verify the identity of the requestor 
pursuant to the regulations set forth in Article 4, the business may deny the request 
to delete. The business shall inform the requestor that their identity cannot be 
verified, and shall instead treat the request as a request to opt out of sale the 
information needed for verification, and allow the requestor to provide additional 
information to complete verification. 

We understand the intent behind the proposed regulations in § 999.313(d)(3) may be to 
provide the businesses the flexibility to not have to search through and delete personal 
information from archived or backup systems if the information is not in use currently. We 
recommend revising the language in§ 999.313(d)(3) to clarify that the requests to delete 
do not apply to information on archived or backup systems but if the information were 
accessed or used by the business, the deletion request would apply to that information. 
Our recommended version reads as follows: 

§ 999.313(d)(3) 
If a business stores any personal information on archived or backup systems, it 
may delay compliance vvith the consumer's request to delete, vvith respect to data 
stored on the archived or backup system, until the archived or backup system is 
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next accessed or used. The consumers' request to delete shall not apply to any 
personal information on archived or backup systems, as long as that information 
is not accessed or used by the business. 

§ 999.315. Requests to Opt-Out 

The CCPA already contains a provision which restricts the resale of personal 
information (see Civil Code§ 1798.11 S(d)). We suggest removing§ 999.31 S(f), as any 
third parties to whom the personal information is sold would already be restricted from 
reselling the personal information unless the consumer has received explicit notice and 
is provided an opportunity to exercise the right to opt-out. The proposed requirement to 
look back 90 days in § 999.31 S(f) is unnecessary and unduly burdensome. 

§ 999.317. Training: Record-Keeping 

In§ 999.31 ?(b), there is no clear indication of when the 24 month clock starts (i.e., from 
the date the business receives the request, responds to the request, etc.). The PWG 
recommends the Attorney General clarify when the 24 months record-keeping 
requirement begins. Recommended version of§ 999.31 ?(b) reads as follows: 

§ 999.317(b) 
A business shall maintain records of consumer requests made pursuant to the 
CCPA and how the business responded to said requests for at least 24 months 
from the date the consumer submitted any such request. 

The PWG proposes a minor change to§ 999.31 ?(f) in order to provide clarity as to what 
record-keeping purpose it pertains. We recommend revising § 999.31 ?(f) to read as 
follows: 

§ 999.317(f) 
Aside from this the record-keeping purpose referred to in subsection (e), a 
business is not required to retain personal information solely for the purpose of 
fulfilling a consumer request made under the CCPA. 
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Article 4. Verification of Requests 

§ 999.325. Verification for Non-Accountholders 

The PWG recommends adding language to § 999.325(c) to allow for electronic 
signatures, as follows: 

§ 999.325(c) 
A business's compliance with a request to know specific pieces of personal 
information requires that the business verify the identity of the consumer making 
the request to a reasonably high degree of certainty, which is a higher bar for 
verification. A reasonably high degree of certainty may include matching at least 
three pieces of personal information provided by the consumer with personal 
information maintained by the business that it has determined to be reliable for the 
purpose of verifying the consumer together with a signed declaration under penalty 
of perjury that the requestor is the consumer whose personal information is the 
subject of the request. A signed declaration may be physically signed or 
electronically signed. Businesses shall maintain all signed declarations as part of 
their record-keeping obligations. 

Article 5. Special Rules Regarding Minors 

§ 999.330. Minors Under 13 Years of Age 

The PWG recommends adding language to § 999.330.(a)(2)(a) to allow for additional 
electronic methods for businesses to verify user identities. Recommended changes to 
§ 999.330(a)(2)(a) reads as follows: 

§ 999.330(a)(2)(a) 
Providing a consent form to be signed physically or electronically by the parent or 
guardian under penalty of perjury and returned to the business by postal mail, 
electronic mail, electronic form, facsimile, or electronic scan; 
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We thank you for your consideration of these comments. 

Members of the Privacy Working Group that prepared these comments are identified 
below. Affiliations are provided for identification purposes only. 

Stanton Burke, Member of the California Lawyers Association 

Christopher James Donewald, Member of the California Lawyers Association 

Aigerim Dyussenova, Member of the California Young Lawyers Association 

Jennifer S. Elkayam, Member of the Antitrust, Unfair Competition, and Privacy Law 
Section of the California Lawyers Association 

Jared Gordon, Past co-chair of the Internet and Privacy Law Committee of the Business 
Law Section of the California Lawyers Association 

Christian Hammerl, Past co-chair of the Internet and Privacy Law Committee of the 
Business Law Section of the California Lawyers Association 

Thomas A. Hassing, Chair of the Internet and Privacy Law Committee of the Business 
Law Section of the California Lawyers Association 

Irene Jan, Member of the Intellectual Property Law Section of the California Lawyers 
Association 

Minji Kim, Member of the Antitrust, UCL and Privacy Section of the California Lawyers 
Association 

Joshua de Larios-Heiman, Executive Committee Member of the Antitrust, UCL and 
Privacy Section of the California Lawyers Association 

Marina A. Lewis, Member of the California Lawyers Association 

Gayatri Raghunandan, Member of the California Lawyers Association 

Mary Stone Ross, Executive Committee Member of the Antitrust, UCL and Privacy 
Section of the California Lawyers Association 
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Perry L. Segal, Board Representative, Law Practice Management and Technology 
Section of the California Lawyers Association 

Jeewon Kim Serrato, Executive Committee Member of the Antitrust, UCL and Privacy 
Section of California Lawyers Association 

Kieran de Terra, Executive Committee Member of the Intellectual Property Law Section 
of the California Lawyers Association 

Emily S. Yu, Secretary of the Intellectual Property Law Section of the California Lawyers 
Association and Chair of the Technology, Internet and Privacy Interest Group 
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Message 

From: 
Sent: 

To: 

CC: 

Donnelly, Kristina 
12/6/2019 10:51:35 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Ungson, Chris [ 
; Fisher, Emily 

Subject: Public Advocates Office Comments on CCPA Draft Regulations 
Attachments: PUBADV CCPA Comments_2019-12-06.pdf 

Hello, 

; Lyser, Shelly 

On behalf of the Public Advocates Office at the California Public Utilities Commission, please find attached comments on 
the draft regulations implementing the California Consumer Privacy Act. Thank you for the opportunity to comment and 
please don't hesitate to get in touch if you have any questions. 

Best, 
Kristina Donnelly 

Kristina Donnelly 

Regulatory Analyst 
Public Advocates Office 
California Public Utilities Commission 
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December 6, 2019 

Public Advocates Office 
California Public Utilities Commission 

505 Van Ness Avenue 
San Francisco, California 94102 

Tel: 415-703-1584 
http ://www.publicadvocates.cpuc.ca. gov/ 

California Office of the Attorney General 
Attn: Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Subject: Public Advocates Office Comments on the Draft Regulations Implementing 
the 2018 California Consumer Privacy Act 

INTRODUCTION 

The Public Advocates Office at the California Public Utilities Commission (Public Advocates 
Office) appreciates the opportunity to submit these comments on the California Consumer 
Privacy Act (CCPA) draft regulations published by the California Department of Justice on 
October 11, 2019. 1 

The Public Advocates Office is a legislatively created independent organization within the 
California Public Utilities Commission (CPUC) that advocates for consumers to obtain the 
lowest possible rates for service consistent with reliable and safe energy, water, and 
communications services. The Governor appoints its director. 2 

The CCPA applies to businesses defined broadly in scope and includes within it many types of 
businesses providing services regulated by the CPUC. Thus, implementation and enforcement of 
the CCP A will have significant impact on the consumers the Public Advocates Office represents 
and the businesses the CPUC regulates. 

To protect the ability of consumers to fully and meaningfully exercise their rights under the 
CCP A, the Attorney General should adopt the changes described in this letter. The Public 
Advocates Office developed these recommendations to ensure that the CCPA regulations 
appropriately apply to the customers of communications providers, including wireline telephone, 
wireless telephone, and Internet Service Providers. 

The below comments include recommendations on the draft regulations organized by subject 
matter and section, followed by recommended revisions to the draft CCPA regulations. 
Underlined typeface indicates proposed new language and strikethrough indicates proposed 
deletions. 

1 §§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations. 
2 Pub. Util. Code § 309.S(a) and (b ). 

Public Advocates in the Gas, Electric, Telecommunications, and Water Industries 
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PUBLIC ADVOCATES OFFICE COMMENTS TO DRAFT CCPA REGULATIONS 

Definition of Categories of Third Parties, § 999.301( e) 

The definition of "categories of third parties" in subdivision (e) of§ 999.301 includes Internet 
Service Providers (ISPs) as an example of a type of entity that does not collect personal 
information directly from consumers. However, according to the CCPA's definition of "collect," 3 

ISPs do collect personal information directly from consumers. Typical privacy policies of major 
ISPs provide for direct collection of consumers' names, telephone numbers, email addresses, 
browsing histories and wireless app usage, or other information. 4 

As currently written, the "categories of third parties" definition implies, or could be 
misunderstood to imply, that the types of businesses listed-including ISPs-never collect 
information directly from consumers. This categorization of ISPs could potentially confuse 
consumers, businesses, and regulators about how and when the CCPA applies to ISPs. 

RECOMMENDATION: 

Section 999.30l(e) should clarify that entities meeting the definition of "categories of third 
parties" does not necessarily mean that the entities do not, or may not, also collect personal 
information directly from consumers, or that they never function in direct relationship with 
consumers, depending on circumstances. Accordingly, the Public Advocates Office proposes 
the following revisions: 

§ 999.301( e) "Categories of third parties" means types of entities that ae--oot- may collect 
personal information from sources other than directly from consumers, 
including but not limited to [list of entities as currently drafted]. 

3 Cal. Civ. Code 1798.140(e): "Collects," "collected," or "collection" means buying, renting, gathering, 
obtaining, receiving, or accessing any personal information pertaining to a consumer by any means. This 
includes receiving information from the consumer, either actively or passively, or by observing the 
consumer's behavior. 
4 See, e.g., AT &T's privacy policy, stating that AT&T collects information from the consumer directly as 
well as automatically through the use of AT&T' s networks, products, and services. ("How we collect 
your information" available at: https ://about.att.com/csr/home/privacy/full privacy policy.html; accessed 
November 19, 2019.) The information collected directly from consumers includes, for example: names, 
telephone numbers, email addresses, web browsing and wireless app usage, and location of consumers' 
wireless devices. ("The information we collect," available at: 
https ://about.art. com/ csr/home/privacy/full privacy policy .html ; accessed November 19, 2019.) 
In March, 2019, the U.S. Federal Trade Commission (FTC) issued orders to seven U.S. Internet 
broadband providers and related entities seeking information the agency will use to examine how 
broadband companies collect, retain, use, and disclose information about consumers and their devices. 
The orders seek information about the companies' privacy policies, procedures, and practices. ("FTC 
Seeks to Examine the Privacy Practices of Broadband Providers," available at: https://www.ftc .gov/news
events/press-releases/2 0 19 /03 /ftc-seeks-examine-p ri vacy-practices-broadband-providers ; accessed 
November 25, 2019.) 

2 

CCPA_ 45DAY _01495 

nguyent7
Line

nguyent7
Typewritten Text
W178-1 



Notice of Financial Incentive,§ 999.307 and§ 999.336(e) 

Section 999.336(e) requires businesses to notify consumers of any financial incentive or price or 
service difference, and § 999.307 outlines the notification requirements. Section §999.307(a)(2)e. 
and (a)(3) requires a business to make the notice of financial incentive "available online or other 
physical location where consumers will see it before opting in," or to provide a link to the notice 
in the relevant section of the business's privacy policy. However, the draft regulations do not 
expressly require businesses to make the notice of financial incentive generally available for 
public review without requiring consumers to first create an account, enter an email address, or 
sign up for services. In order to make fully informed choices, consumers need an opportunity to 
review and compare businesses' financial incentives before providing any personal information. 
Ensuring open access to the notice of financial incentive would also facilitate efficient review 
and enforcement of the CCPA notice requirements for oversight agencies. 

RECOMMENDATION: 

To support meaningful consumer choice and facilitate enforcement of the CCPA, the Public 
Advocates Office proposes adding a subpart (4) to§ 999.307(a), as follows: 

§ 999.307(a)(4) Whether made available in an online or other physical location, the 
notice shall be readily locatable and accessible for review by any party 
wishing to read the notice, without requiring the party to establish an 
account, create a log-in, or otherwise request or receive services from the 
business. 

Privacy Policy and Consumers' Rights, §999.308 

Section 999.308(b )( 4)a requires a business's privacy policy to inform consumers of their right to 
not be subject to discriminatory treatment for exercising any privacy rights under the CCPA. This 
right to non-discrimination does not prohibit businesses from offering financial incentives to 
consumers, or price or service differences, based on the value of the consumers' information, as 
the CCPA and draft regulations provide at Civ. Code§ 1798.125and § 999.336(b ), respectively. 
However, subpart (b)( 4) of§ 999.308 does not require businesses to make any reference to 
financial incentives with their privacy policy's explanation of the right to non-discrimination. 
This omission may lead consumers to misunderstand the scope of this right. 

RECOMMENDATIONS: 

For improved clarity, internal consistency of the regulations, and consistency with Civ. Code 
§ 1798.125, the Public Advocates Office recommends the addition of a new sub-subpart b. to 
§ 999.308(b )(4), as follows: 

§ 999.308(b )(4)b. Explain that the business may offer financial or service incentives to 
consumers only when justified by the value of the consumer's 
information and upon notice to the consumer as required under 
§999.307, with opportunity to opt-out of the incentive. If the privacy 

3 

CCPA_45DAY_01496 

nguyent7
Line

nguyent7
Typewritten Text
W178-2 

nguyent7
Line

nguyent7
Typewritten Text
W178-3 



policy is online, provide a link to the notice of financial incentive (if 
any). 

Given the complexity of information that the draft CCPA regulations require in a privacy 
policy, inclusion of a template or suggested sample language describing consumers' rights 
could promote consistency and make it easier for businesses to comply with the requirements 
of§ 999.308(b). 5 

Responding to Requests to Know and Requests to Delete,§§ 999.313-.314 

Basis for denial of access to information. Subpart ( c )( 5) of§ 999 .313 states that when a business 
denies a consumer's verified request to access their information because of a conflict with 
federal or state law, or an exception to the CCPA, the business must "explain the basis for the 
denial." However, the meaning of "explain" is unclear and allows for potentially vague, 
incomplete responses. Applying the language used later in the section in subpart (d)(6) 
(concerning requests to delete information), requiring that the explanation for denial include the 
statutory and regulatory basis for denial, resolves this issue. 

RECOMMENDATION: 

To ensure that consumers receive full and adequate notice of the legal basis for denial of 
verified requests to access their information, the Public Advocates Office recommends the 
following revision of§ 999.313(c)(5) (in relevant part): 

§ 999.313(c)(5) If a business denies a consumer's verified request to know specific pieces 
of personal information ... because of a conflict with federal or state law, 
or an exception to the CCPA, the business shall inform the requestor and 
explain the basis for the denial, including any statutory and regulatory 
exception therefor. 6 

Direction to service providers to delete information. The CCPA requires businesses to direct their 
service providers to delete consumers' personal information pursuant to a verified request, 7 but 
the draft regulations do not include the steps a business must take to comply with a consumer's 
request to delete, as listed in§ 999.313(d)(2). Similarly, the regulations do not include a 
provision explaining how service providers should respond to a request to delete received from 
businesses to which they provide services. 

5 See further discussion of templates at pg. 9 of these comments. 
6 The statutory and regulatory provision(s) provided to consumers as the basis for denial of access to 
information would, accordingly, be included with the business's records as required by§ 999.3 l 7(c). 
7 Cal. Civ. Code § l 798.105(c) states that "a business that receives a verifiable consumer request from a 
consumer to delete the consumer's personal infonnation ... shall delete the consumer's personal 
information from its records and direct any service providers to delete the consumer's personal 
information from their records" (emphasis added). 
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RECOMMENDATION: 

To maintain consistency with the statute, protect consumers, and support businesses' 
compliance with the CCPA, the Public Advocates Office proposes a new sub-subpart d. to 
§999.313(d)(2) as follows: 

§999.313(d)(2) d. Notifying any service providers to delete the consumer's personal 
information from their records. 

In addition, the Public Advocates Office recommends a new subdivision after §999.314(d) 
(requirements for service providers responding to consumer requests to know or delete 
information), specifying what actions service providers must take in response to requests 
from businesses to delete consumers' personal information, as follows: 

§ 999.314(e) If a service provider receives a verified request to delete a consumer's 
personal information from a business on whose behalf the service provider 
collects, maintains, or sells personal information, the service provider shall 
comply with the request in accordance with the provisions of§ 999.313(d)(2) 
and any applicable statutory or regulatory requirements for protection and 
deletion of personal information. The service provider shall follow applicable 
internal procedures and contract provisions for deletion of consumer personal 
information it maintains on behalf of the business, provided that the procedures 
or contract provisions are otherwise consistent with the requirements of this 
title and the CCPA. 

Deleting personal information from archives or backup systems. When a business stores a 
consumer's personal information in archives or backup systems, the draft regulations allow for 
indefinite delay in compliance with the consumer's request to delete "until the archived or 
backup system is next accessed or used." 8 This provision undermines the purpose of consumers' 
right to delete their information under the CCPA, and potentially requires businesses to establish 
new recordkeeping systems and protocols to ensure that the consumer's information is actually 
deleted, if and when the archive or backup is accessed. 

RECOMMENDATION: 

Consumers should be afforded a reasonable timeframe in which businesses will fulfill 
requests for deletion, regardless of how or where the information is stored. Alternatively, a 
business should be required to notify the consumer at a regular interval (e.g., 30 days) that 
the personal information is still archived, until the business can fulfill the consumer's request 
and delete the information from its archives or backup systems. Accordingly, the Public 
Advocates Office proposes the following revisions to §999.313(d)(3): 

§999.313(d)(3) If a business stores any personal information on archived or backup 
systems, it may delay compliance with the consumer's request to delete for up to 90 days 

8§999 .3 l3(d)(3) 
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from receipt of the request, with respect to data stored on the archived or backup system, 
provided that the business complies with the requirements of §999.313(a) with notice to 
the consumer that the information is stored in an archive or backup system and will be 
deleted within 90 days. 

ill If the business maintains archives or backup systems that are not in electronic format 
and/or consist of physical records stored in a third-party facility, or the business's 
archives are not readily searchable due to unforeseen circumstances, the business 
shall: 

a. inform the consumer of the anticipated delay and provide a new estimated 
date for location and deletion or destruction of the information, and 

b. provide written notice to the consumer of the status of the consumer's request 
at least once every 30 days from the date of the consumer's initial request 
until the request is fulfilled, or until the business confirms that the consumer's 
information has already been destroyed. 

Definition of 'Household' and Verification of Requests to Access or Delete Household 
Information, §§ 999.301(h), 999.318, and 999.323-.326 

The Public Advocates Office recognizes the difficulty of establishing factors for safe and 
appropriate verification of requests by household members to access or delete information 
pertaining to accounts used by multiple members of a household. However, the definition of 
household at§ 999.30l(h) as "a person or group of people occupying a single dwelling" is too 
narrow to allow businesses to respond reasonably to requests for access or deletion of household 
information. People sharing a 'family' wireless plan, for example, frequently do not occupy a 
single dwelling. Furthermore, aggregating household information to protect privacy may not be 
appropriate for small households or wireless family plans shared by only two or three people. 

RECOJ\1MENDATION: 

Individuals receiving communications services through a family wireless plan or shared 
internet services account, but who do not reside together, may or may not have privacy and 
information access needs that differ from occupants of a single dwelling. To allow business 
to more accurately assess and apply verification factors in Article 4 when responding to 
requests to access or delete household information, the Public Advocates Office recommends 
revising the definition of 'household' to include members of shared communications services 
accounts or plans who may not occupy a single dwelling. 

Discriminatory Practices and Coercive Financial Incentives, § 999.336 and Cal. Civ. Code § 
1798.125(b)(4) 

The CCPA prohibits financial incentives that are discriminatory; e.g., charging a fee, denying 
service, providing a different level or quality of service, or using discounts based solely on a 
consumer's choice to exercise rights under the CCPA. 9 Nevertheless, businesses may offer 

9 Cal. Civ. Code§ 1798.125(a)(l); draft CCPA regulations,§ 999.336(a). 
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"financial incentives" to consumers in exchange for permission to access and use consumers' 
information, if the incentives are "reasonably related to the value of the consumer's data" and 
designed based on a "reasonable and good faith method for calculating the value of the 
consumer's data." 10 Some entities that meet the CCPA's definition of a business, however, such 
as utility companies, may be the sole providers ( or one of very few providers) of essential 
services within their territory. Where consumers have very few or no alternatives for obtaining 
essential services-whether electricity, gas, water, telephone (wireline and wireless), or internet 
access11-financial incentives may create undue pressure to opt-in to obtain the benefit of the 
incentive, and are much more likely to have a coercive effect, especially for lower income 
consumers. The CCPA expressly prohibits coercive financial incentives. 12 For this reason, 
businesses that provide the services of a public utility, as defined in Public Utilities Code § 216 
and including communications services, should be restricted from offering financial incentives in 
exchange for consumer opt-in. 13 As of 2017, approximately half of California households were 
already "wireless only." 14 During the October 2018 wildfires, approximately 80 percent of all 9-
1-1 calls came from cellular devices.15 

RECOJ\1MENDATION: 

To protect consumers from financial incentives that may have a coercive effect, particularly 
on lower income consumers, and to ensure consistency with other state law regulating utility 
services and rates, the Public Advocates Office recommends adding the following 
subdivision (g) to § 999.336: 

§ 999.336(g) A business that provides services as a public utility, as defined by Public 
Utilities Code§ 216, including wireless and internet communications services, to 
consumers in any area of the state where the business or utility service is either: (1) 
subject to oversight by the California Public Utilities Commission (CPUC), or (2) the 
only provider of equivalent utility services to consumers in any part of the business's 
service area, shall be restricted from offering financial incentives for consumer opt-in as 
described in this section, unless the business has filed an application with and obtained 

1° Cal. Civ. Code§§ l 798.l25(a)(2), l 798.l25(b)(l). 
11 Wireless and internet services are properly considered essential because these services are critical for 
public safety and emergency communications. In a 2018 CPUC rulemaking proceeding, the Director of 
California Office of Emergency Services (CalOES) stated that "it goes without saying that the 
communications network is foundational to public safety. ,,,When you are responding to an emergency, 
communications are your lifeline." CPUC Rulemaking 18-03-011, "Order Instituting Rulemaking 
Regarding Emergency Disaster Relief Program" ("Disaster Relief O IR"); November 1, 2018 Workshop, 
Reporter's Transcript (RT) at 12:25-27. 
12 Cal. Civ. Code§ 1798(b)(4). 
13 Pub. Util. Code § 701 gives the CPUC broad statutory authority to regulate utilities. Most utility 
providers, with the exception of broadband and (potentially) wireless services, are already prohibited 
under Pub. Util. Code § 453 from discrimination in provision of service and would have to obtain 
permission from the CPUC before adopting a financial incentive offered to ratepayers and customers. 
14 National Center for Health Statistics, National Health Interview Survey Early Release Program, U.S. 
Department of Health and Human Services, Centers for Disease Control and Prevention, data released in 
December 2017. 
15 See CalOES report included in Disaster Relief OIR, November 1, 2018 Workshop (RT at 15: 12-22). 
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approval from the CPUC to offer the incentive. The requirements of this subdivision (g) 
shall apply to the extent consistent with the CPU C's jurisdictional authority as provided 
by statute. 

Issues Not Addressed in the Draft Regulations 

Personal Information Collected Prior to the Implementation of the CCPA 

The draft CCPA regulations provide for notice to consumers about their privacy rights "at or 
before" the moment when their data are collected. However, the requirements for notice to a 
business's existing customers are unclear. 

RECOMMENDATIONS: 

The regulations should ensure that businesses provide updated privacy policy information to 
all existing customers, at a minimum; ideally notice should be provided to all individuals 
whose personal information is retained by the business, whether current customers or not. 

Enforcement Gaps in the CCPA 

The draft regulations lack implementation guidance for the CCPA enforcement provisions in Civ. 
Code§§ 1798. 150 and 1798.155. Section 1798. l55(b) refers to a 30-day notification of alleged 
noncompliance, but does not specify who should notify the business, or how the notice must be 
provided. Consumers have no clear process for addressing violations of their privacy rights under 
§1798.155. 

Without further regulatory guidance as to notice and enforcement procedures, consumers' rights 
to know, delete, and opt-out will be mainly conceptual. Businesses are unlikely to perceive the 
commercial risks of noncompliance with the CCPA as high enough to justify the costs of 
compliance. 

RECOMMENDATIONS: 

The Public Advocates Office recommends inclusion of a new Article to the draft regulations 
to address enforcement. This Article should include sections covering the following issues: 

• Clarification of the 30-day notice requirement in§ 1798.155: who sends it, and whether a 
consumer should provide proof of service and a copy of the notice to the Attorney 
General (or appropriate division). 

• Description of a process or processes by which consumers can file complaints with the 
Attorney General or appropriate division when a business has failed to timely and 
adequately respond to the consumer's notice of alleged violation. Electronic and paper 
options should be available. 

• Requirement that businesses include information about the above complaint processes in 
their privacy policies. 
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• Requirement that whenever a business responds to a consumer's notice of violation with 
a written statement that the violations have been cured and no further violations shall 
occur, 16 the business should provide a copy of the statement to the Department of 
Justice's Privacy Unit. 

By the effective date of the CCPA regulations, the Attorney General should also implement a 
customer complaints portal and internal processes to resolve consumer complaints as 
provided above. 

Standardized Language and Templates 

To facilitate businesses' compliance with the CCPA and make it easier for consumers to 
understand their rights, the Public Advocates Office recommends inclusion of sample language 
or templates either within the regulations, or in easily accessible supplemental materials on the 
Attorney General's website (as well as links to the materials on the Secretary of State's Business 
Portal website, or any state resources frequently accessed by businesses and consumers). 

RECOMMENDATIONS: 

Examples of standardized or sample language may include: 

• Descriptions of consumers' rights in privacy policies, as required under §999.308(b ). 
• A standard form or template for reporting the metrics required under §999.3 l 7(g). 
• Sample notices of violation for use by consumers. 

CONCLUSION 

The Public Advocates Office appreciates this opportunity to provide comments on the draft 
regulations implementing the CCP A. These recommendations are important to ensure the 
regulations meaningfully and effectively implement the protections afforded to consumers under 
the CCP A. The effort to develop the regulations with robust public input and participation is 
critical. If you have any questions about the above proposals, please contact Kristina Donnelly, 
at or Emily Fisher, at 

Sincerely, 

~ ;:J&J,,,:;_-fa f /.rstlg,~ 
Chris Ungson ~ 
Deputy Director 
Public Advocates Office 

16 Civ. Code§ l 798.150(b). 
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Message 

From: John Kabateck 
Sent: 12/6/2019 8:42:36 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Public Comment Letter re: CCPA - Small Business Data Privacy Coalition 

Attachments: Small_Biz_Letter_AG_12.6.19.pdf 

ATtN: Privacy Regulations Coordinator, California Office of the Attorney General 
Attached please find the public comment letter submitted on behalf of the Small Business Data Privacy 
Coalition, as comments to the draft California Consumer Privacy Act (CCPA) regulations issued by the 
California Office of the Attorney General in October of this year. This letter is signed by eleven of the leading 
small and small ethnic business organizations from across California. Thank you and the Attorney General for 
your consideration of these comments during your process of evaluating these regulations. If you should have 
any questions, feel free to contact me at or at 

John Kabateck 
California State Director 
National Federation of Independent Business 
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CAUFOR IA 
HISPANIC 
Ctli\M.II IJ or COKMCJIC.[ 

November 29, 2019 

Y!ARS Of StlVICE 

VICA 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

To Whom It May Concern: 

Coali tion ol 

tM1 

CALIFORNIA 
RESTAURANT 
ASSOCIATION 

Small & Di~ablcd Vcte r,111 
, Busines es 

CAUfORNlA SM.ill. nusrr,ESS ASsoclATION 

~ 
CALASIAN 

chorrtber of commerce 

SMALL 
BUSINESS 
CALIFORNIA 

NFIB 

On behalf of the Small Business Data Privacy Committee and the tens of thousands of businesses we 

represent, we appreciate the opportunity to provide comments to the draft California Consumer Privacy 

Act (CCPA) regulations issued by your office in October of this year. 

As written, the law and draft regulations create confusion for business and consumers, impose costs 

that are too high, and layer additional requirements beyond what is already in the CCPA, all of which 

heighten the difficulty for small and medium size business to develop in good faith a compliance 

regiment in a very narrow window of time given the complexity of the CCPA. It is our understanding 

that the finalized regulations will not be released before the spring of 2020, with an enforcement date 

of July 1, 2020. That only provides for a few months for small and medium size businesses once the final 

regulations are made public. 

We appreciate your work to reconcile the CCPA and the many "clean-up" bills that were passed to clarify 

the original bill, but California business owners are similarly struggling to understand their compliance 

requirements. With less than a month to go, business owners are largely unsure of where to allocate 

resources, what kind of consultants are needed in order to ensure compliance, and what software is 

needed to upgrade their systems. 

Speeding towards January 1, businesses are being required to fundamentally change their operations to 

become compliant with a law very few can understand, at very high cost. As determined by the 

economic impact assessment prepared for your office, implementation of CCPA, as passed by the 

Legislature, will cost California businesses $55 billion, equivalent to 1.8% of the state's Gross Domestic 

Product, in just initial compliance costs. And the estimated cost of $50,000 for small business to hire a 

lawyer, engage a technology business, buy software, and maintain records and respond to requests is 

more than many small and medium size businesses can afford. 

We are concerned that the regulations exceed the requirements in the CCPA. Rather than facilitating 

and encouraging compliance, we believe the current regulations will lead to more confusion and 

noncompliance. The regulations appear to require business to comply with heightened notice 

requirements, establish enhanced privacy policies, and produce more information to consumers upon 
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request for personal information. Additionally, the regulations impose new requirements for 

responding to consumer requests without considering the time necessary to verify the request. This is 

exemplified by the new requirement to calculate the value of consumer data. Forcing businesses to 

calculate the value of consumer data is beyond what is written in statute. Further there are too many 

variables that go into this calculation making any value created subjective and unreliable. 

The regulations also fail to provide enough direction around establishment of an opt-out policy. Small 

and medium-size businesses subject to the CCPA need more clarification of the opt-out and opt-in 

requirements in order to present consumers with a legally sufficient and effective means of establishing 

their privacy preference. 

We are concerned about the broad definition of personal information and the requirement that a 

business identify all personal information reasonably capable of being linked to a consumer. Many 

businesses voiced concern about the possibility that consumer requests will create privacy issues by 

requiring a business to connect disparate pieces of information to respond to the consumer request. 

This policy seems inconsistent with the purpose of protecting privacy, potentially actionable from a 

security standpoint and incredibly time-consuming for a business trying to meet consumer needs. Also, 

the regulations are still confusing regarding household information. We are mandated to protect 

individual privacy but required to release household information without a means of verifying the 

identity of the requester. 

The regulations further introduce a process for businesses to give notices in person and gives individuals 

the ability to submit requests in person. This additional requirement is concerning for small business 

owners who might have not the bandwidth or expertise to comply with this process. The issues here are 

expounded by the requirement that business compile and post annual metrics from the previous year. 

Not only is this an onerous requirement but risks unfairly portraying small businesses in an unfavorable 

light despite good faith efforts to comply. This would especially be the case for small businesses who are 

being forced into fundamental changes of their business while under an expediated timeline. 

We are also concerned that the new private right of action will lead to a cottage industry of phony 

complaints, much like the scams associated with the Americans with Disabilities Act (ADA). The misuse 

of the ADA took nearly a decade to reform and drove many small business owners into financial trouble. 

Here, the statutory damages that will arise from even a small data breach will be staggering - forcing 

many businesses to settle rather than fighting a costly legal battle over the reasonableness of their data 

security procedures. Worse, recovery of damages does not require plaintiffs to prove that they were 

actually damaged by the breach. 

We are concerned that the regulations and the passage of AB 25 provide a temporary solution for 

handling information relating to employees. While some of the CCPA requirements were deferred, 

other provisions of the CCPA will take effect in January. The regulations attempt to clarify the 

requirements imposed on a business but have left many unsure about whether to continue to keep 

employees' files for the purpose of determining compensation, reviewing performance, handling 

possible violations of business policy or keeping records of leave and other operational matters. Much 

of the employee information in question is contained in company software. Given the uncertainty 

around a one year "fix" and the need to comply with remaining requirements, business will need to 

decide how to modify their current procedures or simply replace their current system. This uncertainty 

makes compliance more complicated and costly. 
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For many small and medium-size businesses, digital advertising has become the great equalizer in 

competing with larger entities that have a national footprint or a big traditional advertising budget. Our 

members are unclear about whether digital advertising will still be an effective means of reaching 

customers. Small and medium-size businesses have limited resources. We are not interested in 

accumulating personal information, we are simply trying to connect with our customers or potential 

customers. The proposed rules will likely make customer acquisition more expensive for small 

businesses by significantly limiting the availability and effectiveness of targeted advertising. Clarity 

around permissible interactive engagement would help us to understand how we can operate within the 

limitations of the law. 

We strongly support efforts to protect consumer privacy. But in doing so, we also must ensure that the 

rules governing these protections are laid out in a way that allows businesses to reasonably and 

successfully comply with the law. Protecting consumers privacy is an important and laudable goal - but 

not a goal to be pursued at any cost. Rather, we believe the goal should be to pursue sensible, cost

effective privacy rules. Consumers count on us to protect their privacy; however, they also rely on us to 

maintain a functioning economy as well as ensure their access to internet services. We trust that as your 

office finalizes the regulations, you will ensure that all these goals can be achieved. 

Sincerely, 

Coalition members: 

California Asian Pacific Chamber of Commerce 
California Hispanic Chambers of Commerce 
California Restaurant Association 
California Small Business Association 
Coalition of Small & Disabled Veteran Businesses 
Connected Commerce Council 
Latin Business Association 
Los Angeles Business Federation 
National Federation of Independent Business, CA 
Small Business California 
Valley Industry & Commerce Association 
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Message 

From: Alex Berger [ 
Sent: 12/6/2019 12:15:03 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Public Comments of MIC, SVIA & ROHVA re CCPA Regulations 
Attachments: 2019-1206 MIC SVIA ROHVA Public Comment re CCPA regulations.pdf 

Attached, please find written comments of the Motorcycle Industry Council, the Specialty Vehicle Institute of 
America, and the Recreational Off-Highway Vehicle Association, relevant to the proposed rulemaking action 
for the California Consumer Privacy Act. 

Sincerely, 

Alex Berger 

Alexander B. Berger 
General Counsel 
Motorcycle Industry Council 

Office 
Mobile 
Email 

~ LJ 
The information contained in this e-mail, including any attachments, is confidential and intended solely for the 
named recipient(s) and may be subject to protection under federal and state laws. If you are not the intended 
recipient, please inform the sender immediately by reply e-mail that the message was sent in error and delete the 
message. Thank you. 
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• 
MOTORCYCLE 
INDUSTRY 
COUNCIL . 

December 5, 2019 

.--- -- .. ...._ -1111111 - - -...__ ..... _ - ..... --- ----- ----....._..... __. _...,, - ® 

Specialty Vehicle Institute of America 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 

via email: PrivacyRegulations@doj.ca.gov 

Los Angeles, CA 90013 

Re: Public Comments to§§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the 
California Code of Regulations (CCR) concerning the California Consumer Privacy Act (CCPA) 

Dear Attorney General Becerra: 

We are pleased to offer comments regarding the CCP A on behalf of the Motorcycle Industry 
Council (MIC), the Specialty Vehicle Institute of America (SVIA) and the Recreational Off
Highway Vehicle Association (ROHV A). MIC, SVIA and ROHVA collectively represent more 
than 700 motor vehicle manufacturers, dealers, aftermarket and allied trades. 

As we read the CCPA's exemption for motor vehicles, our manufacturers of motorcycles, all
terrain vehicles (ATVs) and recreational off-highway vehicles (ROVs) are exempt from 
provisions granting consumers the right to opt out vehicle information or ownership information 
retained or shared between a new motor vehicle dealer and the vehicle's manufacturer, if the 
information is shared for the purpose of effectuating or in anticipation of effectuating a vehicle 
repair covered by a vehicle warranty or a recall.' 

Vehicles manufactured by MIC, SVIA and ROHV A should be treated the same as automobiles 
under the CCPA. The data provided by purchasers of motorcycles, A TVs and ROV s is 
substantially the same as data provided by automobile consumers. As in the automotive 
industry, that data is critical for dealers and manufacturers to notify customers of critical updates 
such as warranty and recall information. We are asking you to confirm the above interpretation 
and to ensure regulatory parity under the CCPA between automobiles and other motor vehicles 
such as motorcycles, ATVs and ROVs. 

Thank you for the opportunity to clarify this critical issue on behalf of MIC, SVIA and 
ROHVA's members. 

ROHV A President & CEO 

1 See AB-1146, California Consumer Privacy Act of 2018: Exemptions: Vehicle Information, at 
https://leginfo.legislature.ca.gov/faces/biIITextClient.xhtml?bill_id=201920200AB 1146. 

2 Jenner, Suite 150, Irvine, CA 92618 / 
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Message 

From: Townley, Katie 
Sent: 12/6/2019 11:52:20 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Hutnik, Alysa ; Myers, Lauren 
Subject: QuinStreet, Inc. Comments to Proposed CCPA Regulations 
Attachments: QuinStreet, Inc. Comments to Proposed CCPA Regulations.pdf 

On behalf of QuinStreet, Inc., we are pleased to submit these comments in response to the proposed California 
Consumer Privacy Act regulations. 

Please do not hesitate to contact us if you have any questions. 

Katie 

KA Tl E TOWN LEY 
Senior Associate 

Kelley Drye & Warren LLP 
Washington Harbour 
3050 K Street NW, Suite 400 
Washington, DC 20007 
Tel: 

WWW.KELLEYDRYE.COM 

This message is subject to Kelley Drye & Warren LLP's email communication policy. 
KDW-Disclaimer 
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December 6, 2019 

Via Online Submission - PrivacyRegulations@doj .ca.gov 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Proposed California Consumer Privacy Act Regulations 

QuinStreet, Inc. ("QuinStreet") is pleased to submit these comments in response to the proposed 
California Consumer Privacy Act ("CCPA") regulations (the "Regulations"). QuinStreet 
supports the CCP A; we believe consumers are entitled to know who has their data, where they 
got it, and where it goes. 

With over 200 engineers and dozens of legal, compliance, and content personnel, QuinStreet has 
the resources to devote to CCP A compliance, regardless of what the final Regulations say. At the 
same time, based upon our 20 years of experience in online marketing, we believe portions of the 
Regulations may inadvertently impose burdens on online publishers, intermediaries, and 
advertisers that will not bring corresponding benefits to consumers ( or regulators). 

In particular, QuinStreet believes Sections 999.305(d), 999.315(c), 999.315(±), 999.316, and 
999.3 l 7(g), as written, may have unintended adverse consequences that the Attorney General 
should consider. We have included, as Appendix A, specific changes to the Regulations to 
address the concerns identified in these comments. 

QuinStreet provides these comments in light of its role as a leading provider of consumer "search 
and compare" performance marketing services. In that role, QuinStreet leverages proprietary 
technologies to receive and share consumer data to match consumers with products and services 
that may meet their needs. QuinStreet, a publicly-traded company (NASDAQ: QNST), is based 
in California, generates over $500 million in revenue annually, and employs over 600 people. 

I. A Brief Overview of Online Advertising 

Every website has an owner (a "Publisher"). In order to generate content (e.g., pay writers, buy 
graphics, host the site, etc.), the Publisher needs income. The quest for income is generally 
referred to as "monetization." 

At one level, online monetization mirrors the offline world (e.g., in newspapers, billboards and 
TV). In each case, Publishers lease space on their property to an Advertiser. The internet consists 
of millions of Publishers, many of which are individuals or small businesses. 1 Given that number 
of properties and advertisers, Intermediaries (e.g., advertising agencies) grew to manage 
campaigns, purchase media, and maintain compliance with advertiser and public standards. 

Some of the best content on the internet, especially for consumers, come from small sites that are 
passionate about a single topic (e.g., auto insurance or airline rewards programs). 

1 
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Using technology, contracts, and business processes at scale, Intermediaries manage the millions 
of queries and responses consumers and businesses exchange in real-time every day. 

A. Performance l\farketing 

Historically, Advertisers had difficulty tracking whether consumers who saw their offline ads 
became customers. Advertisers would prefer to only pay Publishers when their visitors 
(consumers) become the Advertiser's customers. In the online world this match between 
consumer intent and business results is generally referred to as "performance marketing." 
Intermediaries in the online world, such as QuinStreet, manage this data-driven approach to 
marketing, including the compliance responsibilities that result from witnessing consumer intent 
and advertiser results. 

B. Consumer Expectations 

Performance marketing also aligns with 21st century consumer expectations. Consumers 
increasingly begin their searches for products and services online. Consumers expect that search 
engines and other websites will enable their "search and compare" behavior. Consumers have 
also come to understand that providing websites with their data can lead to a more tailored - and 
thereby beneficial - search experience.2 

Not all consumers have the same expectations (and comfort level) with the depth and scope of 
online data sharing. We appreciate that one of the goals of the CCP A is to increase transparency 
for consumers (and regulators). Our comments below are intended to align with those goals 
without saddling the vast, long tail of small Publishers and Advertisers with burdens that they 
will struggle to meet.3 

II. Third-Party Sale Verification 

Section 999.305(d) of the Regulations could place a substantial burden on certain businesses that 
collect consumers' personal information, without providing corresponding benefits to 
consumers. Specifically, in online advertising (including performance marketing), a consumer 
often submits personal information on Website A (i.e., a Publisher). That information may then 
be transferred to Business B (e.g., an Agency or Aggregator (an "Intermediary")) before it is 
delivered to Advertiser C. As written, the Regulation would require Business B to comply with 
the following obligations: 

1. Provide direct notice to the consumer that (i) Business B will sell the consumer's 
personal information, and (ii) the consumer has a right to opt out of such sale; or 

2 It is hard to get a good travel quote (let alone a flight or hotel room) if you are not willing to reveal where 
and when you are traveling. 

3 From the tenor of many of the comments at the recent public hearings, it is not clear that the majority of 
companies that do business online understand what they will need to do come January l, 2020. 
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2. Obtain a signed attestation from the Publisher that describes how the Publisher gave 
compliant notice of its sale practices and the consumer's opt-out rights at collection, as 
well as an example of that notice. 

We respectfully submit that the real-time nature of much online advertising makes real-time 
confirmation (section 999.305(d)(2)) impracticable for most Intermediaries. Accordingly, we 
begin our comment with a focus on post-sale certification (section 999.305(d)(2)), and how we 
believe it can be achieved without undue burden. 

A. Intermediaries Should Be Able to Rely on Existing Contractual and Other 
Mechanisms to Comply with Section 999.305(d)(2) 

Section 999.305(d)(2) would require that Intermediaries obtain "signed attestations" and a copy 
of the notice provided to consumers from each Publisher. The Initial Statement of Reasons 
("ISOR") suggests that this process should "not be overly burdensome" to businesses.4 In that 
spirit, QuinStreet respectfully requests that the Attorney General confirm that existing 
contractual and compliance-oriented mechanisms may be used to satisfy the requirements of 
Section 999.305(d). 

Businesses like QuinStreet have invested millions of dollars in technology, personnel, and 
business processes to ensure consumer information is gathered and transferred in accordance 
with the consumer's expectations (and in compliance with applicable law). These business 
processes include contractual provisions (e.g., representations, warranties, and covenants), as 
well as initial due diligence, periodic auditing, and consumer complaint monitoring. This 
approach is consistent with Federal Trade Commission guidance, which recommends flexible 
and resource-conscious -yet effective - steps for "supply chain" management. 5 This approach is 
also consistent with other consumer protection laws and regulations, including interpretation of 
California's Unfair and Deceptive Practices Act.6 

Making such materials available to consumers upon request7 would also be unmanageable from a 
recordkeeping perspective and prevent businesses from responding to consumers in a timely 
manner. QuinStreet and other Intermediaries receive personal information from tens of thousands 
of consumers and hundreds of Publishers daily. Maintaining notices from each Publisher would 
be extremely burdensome in and of itself Attempting to identify and provide the relevant notice 
in response to each consumer's request would only impose additional burdens on businesses, 
especially small businesses, which represent the majority of Publishers. 

4 Initial Statement of Reasons, Proposed Adoption of California Consumer Privacy Act Regulations, 43 
(2019) (hereinafter "ISOR"). 

5 See Andrew Smith, Companies Must Manage Lead Generators Responsibly, Law360 (Sept. 25, 2019), 
available at https ://www.1aw360.com/articles/ l202654/companies-must-manage-lead-generators-responsibly . 
Existing federal and state consumer protection laws and regulations also require the disclosure of Intermediaries, 
including in connection with telemarketing, electronic signatures, and otherwise. 

6 See Cal. Bus. & Prof. Code §§ 17200 et seq. 

See Cal. Code Regs. tit. 11, § 999.305(d)(2)(b) (proposed Oct. 11, 2019). 
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Intermediaries will in any event, pursuant to their existing contracts, have their counterparties 
represent, warrant, and covenant that each party is in compliance with the CCPA (as with all 
other laws). Allowing Intermediaries to use their existing diligence, contractual, and monitoring 
processes to confirm CCP A compliance provides the same benefit to the consumer as seeking 
individual signed attestations for each transaction, but with significantly less administrative 
effort for the business or risk of opportunity loss for the consumer. 

Accordingly, QuinStreet respectfully requests that the Attorney General confirm that businesses 
may rely on existing business processes (e.g., contractual provisions) to comply with Section 
999.305(d). We have included in Appendix A suggested language to this effect. 

B. Compliance with Section 999.305(d)(l) Would Not Provide Consumers with 
Meaningful Notice 

The ISOR states that the Attorney General's office believes Section 999.305(d) "will provide 
consumers with more effective notification of the business's collection practices than any 
alternative" and will " [ensure] that consumers have an opportunity to opt-out of the sale of their 
personal information before it is sold by those businesses." 8 QuinStreet respectfully disagrees. 

Requiring that the Intermediary contact the consumer directly prior to sharing the consumer's 
personal information would render the information sharing process inefficient and burdensome. 
Businesses like QuinStreet connect consumers with better pricing and/or services within seconds. 
Section 999.305(d)(l) would encumber the consumer's online experience without adding value, 
slowing down service to consumers. At best, it adds to "notice fatigue" 9

; at worst, it is 
impractical. 

The consumer already begins their "search and compare" journey with a notice from the 
Publisher. The Regulation as written would result in the consumer receiving an additional notice 
from each Intermediary with which the Publisher shared their personal information. With each 
notice the consumer receives, the likelihood that they take the time to read and understand it 
decreases, rendering the notice insignificant and an inefficient use of consumer time and business 
resources. 

Further, in a number of "search and compare" scenarios, subsequent notice is either redundant or 
impossible. For example, many Intermediaries do not have a direct relationship with the 
consumer, but nonetheless provide an integral role in fulfilling a consumer's request. 10 In these 
scenarios, the consumer has agreed to the Publisher engaging in this practice, and has typically 
been notified about other entities with whom the Publisher may share their personal 

ISOR, at 9-10. 

9 The concept of "notice fatigue" suggests that consumers encounter so many privacy notices and policies 
that such messaging becomes meaningless to them. See, e.g., Executive Office of the President, Big Data: Seizing 
Opportunities, Preserving Values 1, 42 (2014), available at 
https ://obamawhitehouse.archives.gov/sites/default/files/docs/big data privacy report may 1 2014.pdf. 

10 These Intermediaries may, for example, match a consumer with insurance options, based on the consumer's 
needs and the insurance providers' offerings. 
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information. 11 Adding a "Do you really, really want the help you just asked for?" step would not 
add value. In light of these considerations, QuinStreet respectfully requests that the Attorney 
General reconsider whether including Section 999.305(d)(l) in the Regulations is appropriate. 

III. Opt-Out Requests 

Section 999.315 of the Regulations discusses a business's obligations with regard to consumer 
requests to opt out of the sale of their personal information. QuinStreet' s comments on 
subsections (c) and (f) are as follows: 

A. Section 999.315(c): Requiring that Businesses Treat "Do Not Track" 
Requests or Settings as Opt-Out Requests Is Unnecessary and Will 
Complicate an Otherwise Clear and Straightforward Process 

1. The "Do Not Sell" Hyperlink/Button Is the Most Effective Way for 
Consumers to Opt Out 

Section 999.315(c) of the Regulations would require that businesses "treat user-enabled privacy 
controls, such as a browser plugin or privacy setting or other mechanism, that communicate or 
signal the consumer's choice to opt-out of the sale of their personal information as a valid 
request." Proposed Section 999.315(c)'s requirement is unnecessary, as the CCPA already 
contemplates the ideal method for indicating a request to opt out - a prominent and easily
accessible link on the business's website. 

The CCPA requires that businesses that sell personal information include a "clear and 
conspicuous link on the business's Internet homepage, titled 'Do Not Sell My Personal 
Information"' for a consumer to request to opt out of the sale of their personal information. 12 The 
Regulations also will include a uniform "opt-out button," ensuring that consumers understand 
how to effect this right across all online services subject to the CCP A 

Attempting to use the Regulations to mandate acceptance of a flawed privacy setting seems 
suboptimal. For example, the current Do Not Track browser plugin is largely ineffective in 
preventing browsers from collecting browsing information from consumers. 13 Businesses could 
not agree on a common standard to govern how the plugin would work, so the once-promising 

11 In fact, in many instances, the consumer has provided prior express written consent, pursuant to the 
Telephone Consumer Protection Act and its implementing regulations, 47 U.S.C. § 227 and 47 C.F.R. § 64.1200, to 
the first-party business sharing the consumer's personal information with its partners so that those partners can 
contact the consumer with information about products or services she desires. 

12 Cal. Civ. Code § l 798.135(a)(l). A "homepage" is defined as "the introductory page of an internet website 
and any internet web page where personal information is collected." Id. § 1798.140(1). 

13 See, e.g., Chris Hoffman, RIP "Do Not Track," the Privacy Standard Everyone Ignored, How-To Geek 
(Feb. 7, 2019), available at https://www.howtogeek.com/fyi/rip-do-not-track-the-privacy-standard-everyone
ignored/; Glenn Fleishman, How the Tragic Death of Do Not Track Ruined the Web for Everyone, Fast Company 
(Mar. 17, 2019), available at https://www.fastcompany.com/90308068/how-the-tragic-death-of-do-not-track-ruined
the-web-for-everyone. 
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feature is now essentially defunct. 14 Further, browsers do not respond to consumer requests in a 
way that meets consumer expectations. 15 

The lack of industry consensus regarding what the "Do Not Track" plugin means has rendered 
consumers' attempts to use the plugin fruitless and the promises of the plugin misleading. As a 
result, Section 999.3 lS(c) of the Regulations would frustrate the Legislature's directions to the 
Attorney General to establish rules "necessary to ensure that the notices and information that 
businesses are required to provide ... are provided in a manner that may be easily understood by 
the average consumer." 16 

The CCPA and its Regulations provide a great opportunity to create a workable consumer data 
notice and compliance regime. Encumbering the CCPA with the legacy of the failed Do Not 
Track concept would be unfortunate. The CCP A hyperlink/button is a much more effective 
means to ensure that consumers understand how to opt out of a sale, and should remain the sole 
option for consumers to exercise their rights under Civil Code section 1798.120. 17 

2. The Proposed Requirement Is Overly Broad and Will Be Burdensome for 
Businesses 

The Regulations would require that a business "treat user-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism" as a valid opt-out request. This language 
is overly broad and will create burdens for businesses without aiding consumers in effecting their 
opt-out rights. 

For example, it would require businesses to invest substantial resources to continually update and 
maintain programs that recognize any and all "user-enabled privacy controls." Most businesses 
(especially small businesses, which constitute the majority of online Publishers) do not have the 
resources to monitor each and every technological development intended to give a consumer 
control over their online browsing preferences. 

The ISOR suggests that this provision is intended to ensure innovation in developing options for 
consumers to make opt-out requests. 18 Limiting the opt-out request to the approved 

14 See W3C Working Group, Tracking Preference Expression (DNT), W3C (Jan. 17, 2019), available at 
https ://w3c .github.io/dnt/drafts/tracking-dnt.html (noting that there was not "sufficient deployment of [the DNT 
extensions] to justify further advancement [of the plugin], nor [were there] indications of planned support among 
user agents, third parties, and the ecosystem at large"). 

15 See Kashmir Hill, 'Do Not Track, ' the Privacy Tool Used by Millions of People, Doesn't Do Anything, 
Gizmodo (Oct. 15, 2018), available at https://gizmodo.com/do-not-track-the-privacy-tool-used-by-millions-of-peop-
1828868324. 

16 Cal. Civ. Code § l 798.185(a)(6). 

17 QuinStreet also notes that this provision is at odds with the "Do Not Track" language in the California 
Online Privacy Protection Act ("Cal OPP A"). Cal OPP A requires that operators of commercial websites or online 
services disclose in their privacy policies how they honor or comply with browser "do not track" signals or other 
mechanisms. It does not require that they automatically comply with such mechanisms. See Cal. Bus. & Prof. Code 
§ 22575(b )(5). 

18 ISOR, at 24. 
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hyperlink/button does not, however, preclude the Attorney General from updating the regulations 
to later identify other mechanisms that ultimately prove effective. Without assurance that all 
"user-enabled privacy controls" are effective and easy-to-understand, however, the "Do Not 
Sell" hyperlink/button should remain the sole option for a consumer to opt out of a sale. 

B. Section 999.315(f): Requiring Businesses to Notify Third Parties Not to 
Further Sell Personal Information Does Not Reflect the Legislative Intent of 
the CCPA (and May Not Reflect Consumer Preferences) 

Section 999.31 S(f) of the Regulations would require a business that receives an opt-out request 
to (i) notify any third parties to whom it has sold the consumer's personal information within the 
90 days prior to receipt of such request and (ii) instruct such third parties not to sell the 
consumer's information. 

There is no statutory basis for Section 999.3 IS(f)'s requirement. The CCPA states that "[a] 
business that has received direction from a consumer not to sell the consumer's personal 
information ... shall be prohibited ... from selling the consumer's personal information after its 
receipt of the consumer's direction." 19 The statute does not require the business to inform the 
third parties with whom it shared such data of the opt-out request. In contrast, the statute 
explicitly provides that when a consumer makes a deletion request, a business must direct its 
service providers to delete the consumer's personal information from its records. 20 This 
difference demonstrates the Legislature's intent to not require that businesses communicate opt
out requests to service providers or third parties. 

Further, requiring businesses to pass opt-out signals to third parties may not reflect consumer 
preferences. For example, a consumer may visit a campground website because they are visiting 
that campground for vacation. As disclosed in its privacy policy, that site may then share the 
consumer's personal information with camping supply retailers that use such information to 
deliver relevant advertising to the consumer. Although the consumer may later exercise their opt
out right with respect to the campground website, taking that action does not mean the consumer 
no longer wants to receive relevant advertising about camping supplies. The consumer still 
enjoys camping, after all. 21 And, the consumer can already opt-out of receiving camping supply 
advertising directly. 22 

Finally, mandating that a business later restrict a recipient from selling personal information 
would interfere with the basis of the bargain upon which the personal information was shared 

19 

20 

Cal. Civ. Code§ 1798.120(d). 

Id. § 1798.lOS(c). 

21 Moreover, in the online environment, the reality is the "third-party advertising" the consumer receives will 
largely consist of (i) email and (ii) display ads in subsequent online sessions. With respect to email, the consumer 
already has well-established (and commercialized) unsubscribe options. With respect to display advertising the 
elimination of the camping supply ad will just result in the consumer seeing a different ad, not no ad at all. 

22 For example, by unsubscribing from the supplier's email list. The consumer 1nay also indicate (to the ad 
server) that they no longer want to see display/click ads for camping supplies. 
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initially. In light of these considerations, QuinStreet respectfully requests that the Attorney 
General remove subsection (f). 

IV. Re-Opt-In Requests 

Section 999.316 of the Regulations would require that businesses employ a two-step opt-in 
process to confirm that a consumer who previously opted out of the sale of their personal 
information wants to opt back into such sale. This two-step process is burdensome to both 
consumers and businesses, and it may lead businesses to simply refuse the consumer's request to 
re-opt in. 

Publishers give consumers the opportunity to provide their personal information for the purpose 
of connecting the consumers with related products and services. These Intermediaries connect 
consumers with essential products and services, such as home and auto insurance, on which 
consumers rely. These connections are made in real-time. 

Requiring a two-step verification process makes real-time connections difficult-to-impracticable. 
It is a non-trivial challenge to segment consumers that (x) have opted out of a sale and (y) now 
want to opt in again, but (z) have not yet provided confirmation. The simplest solution to this 
challenge would be to permanently bar opted-out consumers from seeing relevant advertising 
(even if such advertising represents the optimal product and service that meets their needs). 23 To 
prevent these unintended consequences, QuinStreet respectfully requests that the Attorney 
General allow flexibility in the re-opt-in process, as proposed in Appendix A. 

V. Compliance Metrics Tracking and Disclosure Requirements for Certain Businesses 

Section 999.317(g) of the Regulations would require that certain businesses retain and disclose 
statistical data regarding the consumer requests received and complied with, and the timing 
associated with such requests. This requirement adds burdens to businesses without providing 
benefits to consumers ( or regulators). 

Whether a business has complied in whole or in part or denied Consumer A's request may be 
irrelevant to how the business will respond to Consumer B's request. Further, such information 
may discourage a consumer from making a valid request if the metrics indicate, for example, that 
the business has denied a large number of requests - even if those denials were valid. 

The statute already requires businesses to respond to verifiable consumer requests within 45 
days. 24 We are not aware of other instances in which parties are obligated to post publicly how 
much they beat a deadline by, without regard to the complexity of the case. Moreover, the more 

23 The income from niatching any one consumer to any one advertiser is trivial. The cost of confirming an 
opt-in is significant and effectively impracticable in many cases in real-time. Accordingly. many intennediaries may 
simply opt consumers out pennanently. 

24 Id. § l 798.130(a)(2). 
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interesting data for most businesses is how many problems they avoided in the first place, not 
how fast they were in solving the ones created. 25 

Businesses will retain this data (or could develop it in response to an Attorney General request). 
A large intermediary operating at scale, like QuinStreet, will probably have it at hand in any 
event. But, saddling thousands of small Publishers with an obligation to track, post and update 
information that is likely of little value to consumers seems suboptimal. 

Accordingly, QuinStreet respectively requests that the Attorney General remove Section 
999.3 l 7(g) from the Regulations or, at a minimum, remove subsection (2), which obligates 
businesses to make this information publicly available. 

* * * 

We appreciate the opportunity to submit these comments. Please do not hesitate to contact us if 
you have any questions. 

Respectfully submitted, 

A/farissa Levinson 

Marissa Levinson 
Vice President and Associate General Counsel 
QuinStreet, Inc. 
950 Tower Lane 
Foster City, CA 94404 

Counsel: 
Alysa Hutnik 
Katherine Townley 
Lauren Myers 
Kelley Drye & Warren LLP 
3050 K Street, NW, Suite 400 

--20007 

25 Metrics for problem avoidance also are hard to come by; just ask any business legal or compliance 
department. 
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Appendix A: Proposed Regulatory Changes 

This Appendix A provides the revisions to the sections of the Regulations discussed in the 
comments above. Language that QuinStreet proposes to delete is struck through, and proposed 
additions are double underlined. 

§ 999.305. Notice at Collection of Personal Information 

( d) A business that does not collect information directly from consumers does not need to 
provide a notice at collection to the consumer, but before it can sell a consumer's 
personal information, it shall do eithef ~ of the following: 

(1) Contact the consumer directly to provide notice that the business sells personal 
information about the consumer and provide the consumer with a notice of right 
to opt-out in accordance with section 999.306; or 

(2) Contact the source of the personal information to: 

(3) 

a. Confirm that the source provided a notice at collection to the consumer in 
accordance with subsections (a) and (b); and 

b. Obtain signed attestations from the source describing how the source gave 
the notice at collection and including an example of the notice. 
Attestations shall be retained by the business for at least two years and 
made available to the consumer upon request; or 

Confirm through contract terms with the source of the _personal information that 
the consumer was provided with a notice of his or her right to opt-out in 
accordance with section 999.306, and implement reasonable due diligence and 
monitoring processes to confirm compliance with such contract terms. 

10 
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§ 999.315. Requests to Opt-Out 

(c) If a business collects personal information from consumers online, the business shall treat 
user enabled privacy controls, such as a brov,rser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt out of the sale of 
their personal information as a valid request submitted pursuant to Civil Code section 
] 798.120 for that browser or device, or, if known, for the consumer. 

(f) A business shall notify all third parties to whom it has sold the personal information of 
the consumer within 90 days prior to the business's receipt of the consumer's request that 
the consumer has exercised their right to opt out and instruct them not to further sell the 
information. The business shall notify the consumer when this has been completed. 

§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal Information 

(a) Requests to opt-in to the sale of personal information shall use a r.vo step opt in process 
whereby the consumer shall first, clearly request to opt in and then second, separately 
confirm their choice to opt in require a consumer to expressly agree to the subsequent 
sale of his or her personal information. Express agreement includes, but is not limited to, 
clicking a previously un-clicked checkbox or providing a verbal "yes." 

(b) A business may inform a consumer who has opted-out when a transaction requires the 
sale of their personal information as a condition of completing the transaction, along with 
instructions on how the consumer can opt-in. 

11 
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§ 999.317. Training; Record-Keeping 

(g) A business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells, or shares for commercial purposes, the personal information 
of 1,000,000 or more consumers, shall: 

(1) Compile the follmving metrics for the previous calendar year: 

The number of requests to knmv that the business received, complied vlith 
in '.vhole or in part, and denied; 

b. The number of requests to delete that the business received, complied vlith 
in ·..vhole or in part, and denied; 

C. The number of requests to opt out that the business received, complied 
vlith in '.vhole or in part, and denied; and 

d. The median number of days •.vithin •.vhich the business substantively 
responded to requests to knm.v, requests to delete, and requests to opt out. 

(2) Disclose the information compiled in subsection (g)(l) vlithin their privacy policy 
or posted on their '.vebsite and accessible from a link included in their privacy 
policy. 

(3) Establish, document, and comply vlith a trammg policy to ensure that all 
individuals responsible for handling consumer requests or the business's 
compliance with the CCPA: are infornied of all the requirements in these 
regulations and the CCPA. 

### 
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Message 

From: Shane Wiley 
Sent: 12/6/2019 6:49:37 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Recommended Clarifications to and Questions about the CCPA Regulation Draft 
Attachments: Cuebiq Submission to CCPA Regulation.docx 

Privacy Regulations Coordinator, 

Thank you to the entire California Attorney's General office team that worked on managing the public review 
process of both CCPA and now the draft Regulation. We have a few recommendations for clarification to the 
Regulation primarily with regard to the limited flexibility of use for the key user opt-out action under "Do Not Sell 
My Personal Information". We have a single question as to the intersection, if any, between a user's direction 
to share information between two parties and the application, if any, of a user's opt-out to the sale of their 
Personal Information. If you have any questions about our comments or question, please don't hesitate to 
reach out to use for further details. 

[Document Attached] 

Thank you, 
Shane Wiley 
Chief Privacy Officer 
Cuebiq 

cue1biq 
Like I Follow I Connect 

This email is reserved exclusively for sending and receiving messages inherent working activities, and is not intended nor authorized 
for personal use. Therefore, any outgoing messages or incoming response messages will be treated as company messages and will 
be subject to the corporate IT policy and may possibly to be read by persons other than by the subscriber of the box. Confidential 
information may be contained in this message. If you are not the address indicated in this message, please do not copy or deliver 
this message to anyone. In such case, you should notify the sender immediately and delete the original message. 
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To: Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
PrivacyRegulations@doj .ca.gov 

From: Shane Wiley 
Chief Privacy Officer@ Cuebiq, Inc. 
15 W 27th St., 10th Floor 
New York, NY 10001 

Re: Recommended Clarifications to and Questions about the CCPA Regulation Draft 

Thank you to the entire California Attorney's General office team that worked on managing the 
public review process of both CCPA and now the draft Regulation. We have a few 
recommendations for clarification to the Regulation primarily with regard to the limited flexibility 
of use for the key user opt-out action under "Do Not Sell My Personal Information". We have a 
single question as to the intersection, if any, between a user's direction to share information 
between two parties and the application, if any, of a user's opt-out to the sale of their Personal 
Information. If you have any questions about our comments or question, please don't hesitate 
to reach out to use for further details. 

Recommendations on Clarifications to the CCPA Regulation draft 

Reference: 999.305 (a)(3): 
A business shall not use a consumer's personal information for any purpose other than those 
disclosed in the notice at collection. If the business intends to use a consumer's personal 
information for a purpose that was not previously disclosed to the consumer in the notice at 
collection, the business shall directly notify the consumer of this new use and obtain explicit 
consent from the consumer to use it for this new purpose. 

Note: The introduction of a new prospective use of information should conform to the same 
initial standard of notice but should be paired with a reminder that the user can exercise their 
right to opt-out at the same time of the notice. Only the introduction of a new retrospective use 
should require explicit consent as this is a change to practices outlined at the time the personal 
information was collected from the user. 

Recommended Language: If the business intends to use a consumer's previous collected 
personal information for a purpose that was not previously disclosed to the consumer in the 
notice at collection, the business shall. .. 

Reference: 999.305 (b)(3): 

CCPA_ 45DAY _01523 

nguyent7
Line

nguyent7
Typewritten Text
W182-1 

nguyent7
Line

nguyent7
Typewritten Text
W182-2 



If the business sells personal information, the link titled "Do Not Sell My Personal Information" or 
"Do Not Sell My Info" required by section 999.315(a), or in the case of offline notices, the web 
address for the webpage to which it links. 

Note: It would be helpful for consumers and businesses alike to leverage existing mechanisms 
for user's to exercise their right to "opt-out" of data collection or data sales. We recommend that 
an allowance for leveraging existing "opt-out" links and mechanisms if their equivalence is 
explained in the Privacy Policy. For example, "Your privacy right to opt-out, or to direct us to 
"Do Not Sell My Personal Information", is provided here or anywhere else on this site where you 
see the term "Opt-Out". This term "opt-out" is the universal standard so would both meet 
consumer needs (high degree of understanding of what this means among users) and would 
lower the engineering and operational overhead of introducing new links within existing 
technical environments. This would also provide a mechanism for layered additional 
prescriptive language that may emerge from our state privacy laws. 

Recommended Language: If a business sells personal information, the link titled "Do Not Sell 
My Personal Information", "Do Not Sell My Info", or a well understood proxy, such as "Opt 
Out", that is clearly explained in the Privacy Policy, required by section ... 

Reference: 999.306. 
Notice of Right to Opt-Out of Sale of Personal Information 

Note: Similar request as the previous request to allow existing links for "Opt Out", if well explain 
as equivalent in the Privacy Policy, to suffice for links labeled "Do Not Sell My Personal 
Information". Please take note of the heavy use of the term "Opt-Out" already leveraged in the 
Regulation as a proof point of its equivalence. 

Recommended Language: (a)(2)e. The use of well understood terms of proxy, such as "Opt 
Out" may suffice in the place of "Do Not Sell My Personal Information" if the equivalence is 
explained in the Privacy Policy. 

Note: In section (e) it would be helpful to provide a button with the term "Opt Out" to support the 
equivalence concept and provide a more universal platform of user understanding and 
scalability across individual state privacy laws. 

Reference: 999.308. 
Privacy Policy 

CCPA_ 45DAY _01524 

nguyent7
Line

nguyent7
Typewritten Text
W182-2 cont

nguyent7
Line

nguyent7
Typewritten Text
W182-3 

nguyent7
Line

nguyent7
Typewritten Text
W182-4 



Note: (b)(3)c. For consistency throughout the Regulation, it's recommended to add a new 
element of this section to highlight the requirement to list equivalent terms that may be used as 
a proxy for "Do Not Collect My Personal Information". 

Proposed Language: Provide an explanation of any commonly recognized privacy right terms 
you may be using, such as "Opt-Out", in your privacy policy as a fully equivalent path to "Do Not 
Collect My Personal Information". 

Note: (b)(5)b. Authorized Agent - It's recommended that the regulation also request existing 
authorized agents be listed so users understand the full scope of their technical options to 
exercise their privacy rights under CCPA such as if ONT or Mobile Operating Systems opt-outs 
are honored as equivalent to "Do Not Collect My Personal Information" and if so, how to 
configure them properly to be recognized as intended by the company. 

Proposed Language: a. Explain how a consumer can designate an authorized agent to make a 
request under the CCPA on the consumer's behalf or provide a list of authorized agents you 
already support with instructions on how those may be accessed. 

Reference: 999.312.(e) 
Methods for Submitting Requests to Know and Requests to Delete 

Note: As many business operate solely as mobile applications it would be helpful to insert this 
as a key example in the scope of covered areas in the regulation. We would recommend that 
you also add the concept of "physical interaction" such that the "online only" perspective of the 
statue is more easily understood. 

Proposed Language: If a business does not interact directly with consumers in the physical 
world in its ordinary course of business, at least one method by which a consumer may submit 
requests to know or requests to delete shall be online, such as through the business's website 
or a link posted on the business's website. 

Reference: 999.315.(h) 
Requests to Opt-Out 

Note: In some cases, as with mobile devices, it may be necessary for a user to provide even 
their opt-out in a validatable manner such that their opt-out is not impacted another individual 
unfairly and outside of their direct request. It would be helpful if this element of the Regulation 
could be updated to support validation for opt-out, especially on mobile devices 

Proposed Language: 

(h) A request to opt-out need not be a verifiable consumer request. If a business, however, has 
a 
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good-faith, reasonable, and documented belief that a request to opt-out is fraudulent or 
pathway to request opt-out is easily attackable in a fraudulent manner, the business may 
deny the request or request further verification that the request is originating with the user 
the Personal Information was collected from. The business shall inform the requesting party 
if further verification is requested or that it will not comply with the request and shall provide 
an explanation why it believes the request is fraudulent. 

-also-

Add "to opt-out, " in 999.323. General Rules Regarding Verification 
(a) A business shall establish, document, and comply with a reasonable method for verifying 
that the person making a request to opt-out, to know or a request to delete is the consumer 
about whom the business has collected information. 

Questions Not Addressed by Current Regulation Draft 

Reference: CCPA 1798.140.(t)(2)(A) A consumer uses or directs the business to intentionally 
disclose personal information or uses the business to intentionally interact with a third party, 
provided the third party does not also sell the personal information, unless that disclosure would 
be consistent with the provisions of this title. An intentional interaction occurs when the 
consumer intends to interact with the third party, via one or more deliberate interactions. 
Hovering over, muting, pausing, or closing a given piece of content does not constitute a 
consumer's intent to interact with a third party. 

Question: When prior direction (consent) has been received from a user to disclose their 
Personal Information with another party -and- a separate tool for a user to retract consent is 
provided in the same interface in which they provided that direction (consent) does a company 
need to apply a user's selection of "Do Not Sell My Personal Information" to that specific 
Personal Information that is being shared under the direction of the user? 

Reasoning: Our assumption is that the independent opt-in consent directing a company to 
share the user's Personal Information with another party removes this sharing under the 
definition of "Sale" and therefore is not subject to the application of "Do Not Sell My Personal 
Information" but only if a separate tool is provided to the user for them to retract that initial 
direction (consent). 
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Message 

From: Thresher, Chip (Refinitiv) [ 
Sent: 12/6/2019 9:34:22 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Refinitiv Comments 
Attachments: Refinitiv Comments to AG.pdf 

I respectfully submit Refinitiv's comments regarding the proposed adoption of sections§§ 999.300 through 
999.341 of Title 11, Division I, Chapter 20, of the California Code of Regulations (CCR) concerning the 
California Consumer Privacy Act (CCPA). 

Chip Thresher 
Head of Industry and Government Affairs, Americas 
REFINITIV 

Phone: 
Mobile 
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refinitiv.com RE Fl N ITIV'" 

~ Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Via Email to: PrivacyRegulations@doj.ca.gov 

Dear Attorney General Becerra, 

Refinitiv writes to provide comments regarding the proposed adoption of sections §§ 999.300 through 999.341 of Title 11, 
Division 1, Chapter 20, of the California Code of Regulations (CCR) concerning the California Consumer Privacy Act 
(CCPA). 

Refinitiv is one of the world's largest providers of financial markets data and infrastructure, serving over 40,000 
institutions in over 190 countries. We provide leading data and insights, trading platforms, and open data and technology 
platforms that connect a thriving global financial markets community - driving performance in trading, investment, wealth 
management, regulatory compliance, market data management, enterprise risk and fighting financial crime. 

Our primary concern with the CCPA and the proposed regulations is regarding clarity around activities performed to fight 
financial crime. To combat financial crime, private sector corporations, financial institutions, governments, law 
enforcement agencies, and regulators often need to screen both customers and suppliers. In many cases, as with banks, 
these checks on organizations are mandatory. Such activities represent best practice and are in line with international 
objectives for corporate governance and efforts to fight crime, terrorism, slavery, bribery, and corruption around the 
world, including standards set down in the UN Global Compact. They also complement policy priorities stated directly by 
the California Department of Justice including fighting human trafficking, terrorism, and money-laundering. 

Activities such as checks on customers and suppliers to prevent money laundering, terrorist financing, and fraud 
prevention often necessitate the processing of personal information as defined under §1798 .140. For these activities, the 
personal information processed is aggregated largely from publicly available sources and often provided by third party 
data providers, like Refinitiv, that maintain databases and provide services to support these efforts. Generally, Refinitiv 
and similar third parties have no direct relationship with the entity or person (e.g., "consumer") being screened, yet such 
activities serve a clear public interest by helping to identify individuals and organizations that are engaged in illegal or 
suspicious activities. 

We have deep concerns about section 999.305(d) of the proposed regulations, which applies to businesses that collect 
personal information about consumers from sources other than consumers themselves. The regulation requires that before 
selling that information: they must ( 1) contact the consumer directly to provide notice that the business sells personal 
information about the consumer, and provide the consumer with a notice of right to opt-out of those sales; or (2) obtain 
signed attestations from the sources of the personal information, describing how the sources gave the notice at collection 
and providing an example of the notice. This obligation is untenable, especially regarding businesses such as Refinitiv 
where the personal information collected is often obtained from lawful, publicly available sources such as widely 
distributed media. There is generally no contact information available to us or to the sources collected from, providing no 
reasonable way to provide any sort of direct notice or attestation to that effect. 

Another area we are deeply concerned with is section 999.315(±) of the proposed regulations, which requires a business 
that has received a consumer's opt-out request to provide notice of that request to all third parties to whom it has sold the 
consumer's personal information in the 90 days preceding the request, and instruct those third parties to refrain from 
further selling the consumer's personal information. This provision would create an environment where a business would 
be forced to breach existing contracts by limiting the rights granted in contacts with other third parties. 

CCPA_45DAY_01528 

mailto:PrivacyRegulations@doj.ca.gov
https://refinitiv.com
nguyent7
Line

nguyent7
Typewritten Text
W183-1 

nguyent7
Line

hannahfolsomchan
Typewritten Text
W183-2



Any final rulemaking should revise or remove the provisions outlined above and should make it clear that organizations 
like Refinitiv, as a third party, should be permitted to collect, process, and sell personal information for business purposes 
and not be required to honor a consumer's request to opt-out of having Refinitiv share such personal information for the 
sole purpose of fighting financial crime. Any interpretation of the CCPA that would allow a potential bad actor to 
manipulate the system runs contrary to law and the work of the California Department of Justice. 

Refinitiv is proud to play its part in helping our customers in banking and finance and other sectors to both fulfill their 
legal obligations and help in the fight against financial crime and modem slavery. We hope the Attorney General's office 
will consider these important public interest goals when using its statutory authority to clarify issues such as third party 
responsibilities and use of publicly available information. 

Refinitiv would be pleased to discuss our comments at greater length with the Office of the Attorney General. Please feel 
free to contact Chip Thresher at or , with any questions about this comment. 

Respectfully submitted, 

~~ 
Chip Thresher 
Head of Government and Industry Affairs, Americas 
Refinitiv 

Sensitivity: Confidential 
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Message 

From: Christopher Mohr [ 
Sent: 12/6/2019 9:29:36 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CC: Sara DePaul [ ; Christopher Mohr [ 

Subject: Regulatory Comments Attached 
Attachments: SIIA Comments re CCPA regs 6 DEC FNL FILED.pdf 

Greetings: 
Attached please find the comments of the Software and Information Industry Association on the proposed regulations. 

Sincerely, 

Christopher A. Mohr 
VP for Intellectual Property and General Counsel 
Software & Information Industry Association 
1090 Vermont Ave. NW, Ste. 600 
Washington, D.C. 20016 
Direct: 
Mobile: 
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1090 Vermont Ave NW Sixth Floor 
Washington DC 20005-4905

Accelerating Innovat ion in~ ~SIIA Technology, Data & Media 
www.siia.net 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, California 90013 
Via Email: PrivacyRegulations@doj.ca.gov 

Re: SHA Comments on the Proposed Text of the CCPARegulations 

On behalf of the Software & Information Industry Association (SIIA), thank 
you for the opportunity to submit comments regarding the proposed text for the 
regulations implementing the California Consumer Privacy Act Regulations (CCPA). 
SIIA and our member companies support the CCPA's intention to provide consumers 
with more awareness, control, and choice over the dissemination of their personal 
information. We thank the Office of the Attorney General for its leadership and 
diligence in developing proposed regulations that are measured, sensible, and 
provide industry with needed guidance on how to implement the CCPA. 

As background, SIIA is the principal trade association of the software and 
digital content industry. We represent over 800 companies that develop and market 
software and digital content for business, education, consumers, the Internet, and 
entertainment. Our members include software publishers, financial trading and 
investment services, and specialized and business·to·business publishers. A number 
of our member companies also provide services to children online and to schools to 
develop and deliver software applications, digital instructional content, online 
learning services, and related technologies. These members, often referred to as 
"edtech companies," work to support teachers and instruction, improve student 
learning, carry out various administrative operations, and improve school 
productivity. 

The proposed regulations are particularly useful where they clarify the 
CCPA's legislative intent to provide consumers with meaningful notice, choice, and 
control over the collection and use of their personal information. For example, the 
proposed regulations provide a critical clarification regarding the obligations of 
service providers in section 999.314(a), by making it clear that a person or entity 
qualifies as a "service provider" if it "provides services to a person or organization 
that is not a business, and would otherwise meet the requirements of a 'service 
provider"' under the CCPA. 

With this clarification, businesses that provide services to schools or other 
government agencies will be subject to the CCPA's service provider requirements. 
This includes edtech companies, which provide services critical to modern learning 
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• • • 

in the classroom. For edtech companies, this proposed clarification appropriately 
alleviates the conflicting compliance obligations imposed by existing student privacy 
laws, including California's Student Online Personal Information Protection Act 
(SOPIPA). For more information on the compliance conflicts created by the CCPA on 

edtech companies without this clarification, please see our December 26, 2018 letter 

to the Attorney General. 

Nevertheless, we have a number of concerns with the proposed regulations, 
which we are grateful for the opportunity to bring to your attention. As a general 
matter, we are concerned about the constitutional issues raised by the statute and 
the proposed regulations. More specifically, we note that the proposed regulations 

run afoul of First Amendment principles in three important respects: 

• First, the underlying statute has fatal constitutional defects that we urge the 
Attorney General to remedy in this proceeding. The CCPA unconstitutionally 
regulates information in the public domain including information sourced from 
research databases, directories, registries, news articles, books, unrestricted 
social media feeds, and any number of other general interest, media, or business
to-business publications available to the general public. The Attorney General 
has an opportunity to correct this constitutional defect using his authority 
granted by Cal Civ. Code 1798-185(a)(3) to promulgate regulations to 
"[e]stablishD any exceptions necessary to comply with state or federal law...." 
To comply with federal constitutional law, we respectfully urge the Attorney 
General to use this statutory authority to draft an exemption for all publicly 
available information, whether made available by a government agency or a non
government source. 

• Second, section 999.305(d), which sets forth requirements for businesses that do 
not collect information directly from consumers, increases the burdens imposed 
by an already problematic statute in a particularly overbroad way. To cure this 
constitutional infirmity, we recommend that the Attorney General strike section 
999.305(d) from the proposed regulations. 

• Third, the proposed regulations do not adopt the CCPA's amended treatment of 
information contained in public records, which the legislature enacted pursuant 
to AB 87 4 in order to resolve significant First Amendment defects with respect to 
the CCPA's regulation of information in the public domain. To account for this 
legislative change, which the Governor signed into law after the proposed 
regulations were released, the Attorney General should amend the definitions at 
section 999.301(d) and (e) to strike or clarify references to public records and 
government entities that could run afoul of the exemption for public records set 
forth in AB 874. 

Finally, our members have practical, operational concerns with several sections 
of the proposed regulations that impose unintentional compliance outcomes and 
difficulties without meaningfully advancing the CCPA's intention to expand 
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• • • 

consumer choice and control. Our focus here is on sections 999.313(c)(4), .314(d), 
.315(c) and (f), and .316(a). As explained in more detail in Section II, below, we 
generally recommend line·item edits to these proposed provisions to clarify that they 
do not require overly burdensome compliance requirements. 

I. The First Amendment and Privacy Regulation 

A. The CCPA's Regulation of Public Domain Information Constitutes a First 
Amendment Violation th.at The Attorney General Can Cure by 
Exempting Information From Non-Government Sources 

SIIA's members amass public domain information to provide research tools 
for a variety of socially valuable uses, such as law enforcement investigations, 
investigative journalism, identity verification, scientific and medical research, 
corporate due diligence, and finding missing witnesses, among other uses. The 
collection and publication of public domain information is protected by the First 
Amendment, which requires statutes and regulations to be carefully tailored so that 
they do not infringe freedom of speech guarantees. Such guarantees extend to a 
private company that, for example, creates databases of publicly available factual 
information. See IMS Health v. Ayotte, 564, U.S. 552, 570 (2011) ("the creation and 
dissemination of information are speech within the meaning of the First 
Amendment"), citing Bartnicki v. Vopper, 532 U.S. 514, 527 (2001) ("If the acts of 
disclosing and publishing information do not constitute speech, it is hard to imagine 
what does fall within that category, as distinct from the category of expressive 
conduct.") (other citations omitted). 

During California's 2018· 19 legislative session, SIIA shared with legislators a 
memorandum from its outside counsel regarding First Amendment problems raised 
by the CCPA as originally enacted. The memo detailed the way in which the statute 
was vague, overbroad, and content-discriminatory by regulating information in the 
public domain. In response to those First Amendment concerns, Rep. Irwin 
introduced AB 874, which unanimously passed both houses and was signed into law 
on October 11, 2019 - a day after the Attorney General released the proposed 
regulations.1 

1 See Senate Judiciary Committee, Bill Analysis at 5·6 (recognizing "very real 
concerns" raised by the Mayer Brown memorandum); Assembly Committee on 
Privacy and Consumer Protection, Bill Analysis at 5 ("The concern that this bill 
seeks to address is that the CCP A's limitations on the use of publicly available 
information are vague and could run afoul of the First Amendment, which protects 
the right of individuals to disseminate information."). 
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• • • 

AB 87 4 amended the provision specifying the "publicly available information" 
exempted from the definition of "personal information." 2 Following the enactment of 
AB 87 4, the relevant portion of the CCP A exempting "publicly available 
information" states: 

"Personal information'' does not include publicly 
available information. For purposes of this paragraph, 
"publicly available" means information that is lawfully 
made available from federal, state, or local government 
records. "Publicly available" does not mean biometric 
information collected by a business about a consumer 
without the consumer's knowledge. 

Cal. Civ. Code 1748.140(0)(2). 

AB 874 cures the CCPA's First Amendment defect with respect to public 
domain information derived from public records. But the amended CCPA (and by 
extension the proposed regulations as currently drafted) still contain fatal First 
Amendment flaws because they regulate public domain information derived from 
widely available non-government sources, such as professional contact, credential 
and licensing details, biographical data, and other information drawn from 
registries, directories, websites, and news and social media channels. 

However, the CCPA gives the Attorney General the authority to establish 
exemptions necessary to "comply with state or federal law." See Cal. Civ. Code. 
1798.185(a)(3). SHA, therefore, respectfully urges the Attorney General to use that 
authority to promulgate a regulation that places the scope of the CCPA's regulations 
within the bounds of the First Amendment. This can be done by expressly excluding 
from the regulation's scope public domain information that is widely available from 
non-government sources. 

Unfortunately, in some instances, the proposed regulations take the existing 
constitutional problems with the CCPA and make them worse. In the absence of 
legislative action, these constitutional problems require regulatory adjustment even 
if the Attorney General uses his authority to exempt widely distributed media to 
cure the larger First Amendment issues created by the CCPA. We turn to these 
problems in the following subsections. 

2 AB 874, Bill History, available at 
https://leginfo.legislature.ca.gov/faces/billHistoryClient.xhtml?bill id=201920200AB 
874. 

4 

CCPA_ 45DAY _01534 

nguyent7
Line

nguyent7
Typewritten Text
W184-2 cont



• • • 

B. The Attorney General Should Strike Section 999.305(d) in its Entirety In 
Order to Conform with the First Amendment 

As proposed, section 999.305(d) of the regulations requires that a business 
that does not collect "information directly from consumers" must, before 
disseminating personal information, fulfill one of two conditions. First, the business 
may contact consumers directly and inform them that the business has personal 
information about them and provide them with a notice of their right to opt·out of 
the sale of their personal information. See Section 999.305(d)(l). Alternatively, the 
business must contact the source of the information to confirm that the source 
provided the consumers with a notice as required by the CCPA and obtain signed 
attestations from the "source of the consumer information" describing how the 
source gave the notice required by CCPA at the time of collection and including an 
example of the notice." Failure to satisfy one of these two proposed requirements 
makes publication of the information unlawful, whether the CCPA would have 
otherwise permitted its dissemination or not. 

SIIA's members have a constitutional right to publish directories, registries 
and other important works that contain public domain information, whether that 
information comes from public records or publicly available non-government sources. 
For example, some of SIIA's members sell online databases that index millions of 
articles covering subjects ranging from science and medicine to law and finance. 
These kinds of databases contain the author's names and other information about 
the authors sourced from works published by different publishing houses. 

The proposed regulation makes the publication and sale of the above 
information illegal - and exposes publishers to massive potential liability - in all 
circumstances unless they comply with section 999.305(d) by either contacting all of 
these authors to give a privacy notice required by the CCP A or obtain attestations 
that such notice was provided from the original source of the articles. This neither 
advances a compelling privacy interest, nor does it comport with our First 
Amendment guarantees to freedom of speech. Indeed, proposed section 999.305(d) 
goes even further than the statute, rendering all publication illegal, even if the 
CCP A's substantive requirements would have otherwise permitted it. Section 
999.305(d) exacerbates the CCPA's First Amendment infirmities. 

Finally, the conditions imposed by proposed section 999.305(d) will in many 
cases be impossible to satisfy. Take, for example, the situation in which a publishing 
house from which a library of journals is acquired has been absorbed or gone out of 
business or when the author of a work that is thirty or fifty years old cannot be 
found. This problem repeats itself across a variety of media, including directories of 
films, literary agents, or newspaper articles. If section 999.305(d) is promulgated as 
proposed, the State will, in effect, ban the publication of information in these 
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circumstances despite an obvious lack of tailoring to a colorable privacy interest. 
Although the State may in certain circumstances punish the publication of some 
information after its release, the state may not curtail First Amendment speech by a 
blanket ban on publication. Section 999.805(d) should be stricken in its entirety. 

C. The Attorney General Should Revise the Definitions for "Categories of 
Sources'' and "Categories of Third Parties" to Conform with AB 874 and 
the First Amendment. 

The Attorney General's proposed regulations were released to the public one 
day before AB 874 was signed into law by the Governor. Once AB 874 became law, 
information derived from lawfully made available records was exempted from the 
CCP A's scope and, by extension, from any resulting regulations. While on balance, 
this does not affect the vast majority of the proposed regulations, it does call into 
question two definitions that could be interpreted to capture public record 
information that the legislature expressly excluded from the CCPA's scope. 

First, "Categories of sources" in section 999.301(d) is defined to include 
"government entities from which public records are obtained" as a type of entity 
"from which a business collects personal information about consumers." As a result 
of AB 87 4, however, information derived from public records is not regulated by the 
CCPA. It is inappropriate both under the strictures of AB 874 and the First 
Amendment concerns that prompted it, for the proposed regulations to capture 
public record information by including government entities that publish such 
records in this definition. We respectfully request that the Attorney General strike 
the reference to "government entities from which public records are obtained" from 
this definition. 

Second, the proposed regulation defines "Categories of third parties" to 
include "government entities" as a type of entity that does "not collect personal 
information directly from consumers." To avoid any confusion that this definition 
results in the proposed regulations drawing in government entities with respect to 
public records, it should either be stricken or clarified to conform to AB 874. 

We note that both of these definitions include the qualifier "personal 
information," which technically constrains the extension of those definitions to 
account for the amended CCPA's exemption of public records information. 
Nevertheless, both definitions can be interpreted to work around this exemption to 
draw in government entities with respect to public records for the proposed 
obligations elsewhere in the proposed regulations. This result is likely not 
intentional, but underlies why our recommendations to strike and/or clarify these 
aspects of the two defined terms is important to bring the proposed regulations 
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within the ambit of AB 87 4 and the First Amendment concerns it was passed to 
address. 

II. The Attorney General Should Revise Several Proposed Provisions t,o Avoid 
Unintentional and Overly Burdensome Compliance Out.comes 

Setting the above-described constitutional concerns aside, SIIA generally 
supports the proposed regulations, which update, establish, and govern the CCPA's 
standards. We have concerns with five proposed provisions, however, because they 
create overly burdensome operational problems for businesses and service providers 
subject to the CCPA. Those proposed provisions are: Sections 999.313(c)(4), .314(d), 
.315(c) and (f), and .316(a). Our comments below explain the compliance issues 
presented by these provisions and suggest revisions or clarifications that the 
Attorney General can make to avoid unintentional but burdensome compliance 
outcomes. 

A. The Attorney General Should Clarify Proposed Provision 
999.313(c)(4) To Meet Consumer Expectations for Data Portability 

Proposed provision 999.313(c) clarifies the parameters for how a business 
must respond to a request to know from a consumer, including obligations for 
disclosures when a business cannot verify an individual and prohibitions on 
disclosing sensitive data. The latter point is addressed by proposed provision 
999.313(c)(4), which outright bans a business from disclosing "a consumer's Social 
Security number, driver's license number or other government-issued identification 
number, financial account number, any health insurance or medical identification 
number, an account password, or security questions and answers." 

We agree that this provision is generally sensible given the sensitivity of the 
data, particularly if the business has not been able to verify the identity of the 
person making the request to know. We also note that it is sensible to outright 
prohibit the disclosure of passwords and security questions and answers. However, 
this prohibition is unlikely to align with some consumer's expectations. For example, 
medical, tax, and other forms that contain government identifiers may be sought by 
consumers to port such forms from one provider to use for another purpose 
(including to port to another provider). Taking into account consumer 
expectations and that the CCPA does not expressly prohibit such 
disclosure, we recommend modifying the proposed provision to allow, 
subject to a verified request, an entity to consider the context and intent of 
the consumer's request, including portability, when determining whether 
to provide such data. 

A. The Attorney General Should Revised Proposed Provision 
999.314(d) to either remove or clarify the word "maintains" and to 
clarify the meaning of "feasible" 
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Proposed section 999.315(d) clarifies the obligations of a service provider that 
receives a request from a consumer to know or delete personal information. The 
proposed provision requires a service provider in receipt of such requests to explain 
the basis for a denial, if one is made, and to inform requesting consumers that they 
should submit the request directly to the business that controls the data at issue. In 
addition, the service provider must, when feasible, provide the consumer with the 
contact information for the business. The obligations under this section are triggered 
when the service provider receives a qualifying consumer request regarding personal 
information that the provider "collects, maintains, or sells on behalf of the business 
it services." (emphasis added) 

The provision attempts to balance obligations between the service provider 
and the business while ensuring that consumers receive sufficient information to 
resubmit requests to know or delete to the appropriate entity (i.e. the business). We 
are concerned, however, that inclusion of the word "maintains" is vague and may 
capture situations in which a service provider "maintains" data on behalf of a 
business but does not have a right to access the data. A common example would be a 
cloud service provider, which likely maintains personal information on behalf of 
businesses that it is contractually obligated not to access. In these circumstances, it 
would be contractually impossible for the service provider to access the data to 
respond to a request to know or delete in order to assess a reason for the denial or to 
redirect the consumer to the appropriate business to which to submit the request. 

To address these situations (and avoid forcing service providers to 
access data in contravention of contractual obligations), we recommend 
that the Attorney General revise this proposed section to clarify that 
service providers who "maintain" personal information on behalf of a 
business but do not have a right to access the data are not subject to this 
provision. This can be done by either striking the word "maintains" from this 
provision or by clarifying that the term is not intended to reach situations where 
personal information is maintained without a right of access by a service provider. 
The latter fix can be achieved by revising 999.314(d) to state: 

• If a service provider receives a request to know or a request to delete from a 
consumer regarding personal information that the service provider collects, 
maintains with a right to access, or sells on behalf of the business it 
services, and does not comply with the request, it shall explain the basis for 
the denial. 

In addition, the proposed provision requires a service provider to give the 
requesting consumer the contact information for the relevant business when it is 
feasible to do so, but the proposal leaves it unclear when it may be infeasible to do 
so. For instance, would a feasibility determination rest on whether a service provider 
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would have to deploy significant resources to identify the business? Or would a 
feasibility determination come down to a technical ability to identify the business? 
What if the business is prohibited by a court order or a legal obligation from 
identifying the business? To help businesses make these determinations, we 
respectfully suggest that the Attorney General revise this provision to 
clarify the meaning of feasibility and to ensure that businesses can rely on 
an infeasibility determination when identifying a business requires them 
to deploy significant and disproportionate resources or they are otherwise 
legally barred from doing so. 

B. The Attorney General Should Strike Proposed Section 999.315(c) 

Proposed section 999.315(c) addresses consumer requests to opt-out of the 
sale of their personal information by obligating businesses that collect such 
information online to treat user-enabled privacy controls as a valid request to opt
out for the browser or device from which the request is sent, or from the consumer (if 
known). It is unclear if this provision is intended as a de facto amendment to the 
California Online Privacy Protection Act to export that law's Do Not Track 
requirements into the CCPA, or if it is merely intended to incentivize the 
development of new technological solutions to facilitate these requests. We 
respectfully suggest that if it is the former, it would be helpful for the Attorney 
General, at a minimum, to explicitly reference the Do Not Track to facilitate 
compliance. But even with this fix, large scale operational concerns remain that 
render this proposed provision harmful to consumer choice and unduly disruptive to 
business without a concomitant benefit to consumers. 

This is because the proposed provision creates several unintended policy 
outcomes. First, it weakens rather than strengthens consumer choice and control by 
creating a legal assumption that the browser-based user-enabled privacy controls, 
like do not track, are equivalent to an opt-out. Second, because the proposed 
regulations do not require businesses to verify the identity of a consumer making an 
opt-out request, it will be incredibly difficult, if not impossible, for businesses to 
ascertain the identity of a consumer for purposes of operationalizing these requests 
as an opt-out request. The proposed provision's requirements for business to exercise 
the opt-out at the browser or device level do not help because it will result in 
overinclusive opt-outs. Take, for instance, a large company that uses a single IP 
address across the devices used by its thousands of employees. Under proposed 
provision section 999.315(c), business will have to opt-out all information associated 
with the IP address of that company if even one personal within the company 
utilizes a user-enabled privacy control. 

These outcomes are unduly and wrongly disruptive to businesses subject to 
this regulation. Worse, these outcomes vitiate consumer control and choice, a key 
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tenant of the CCPA. To avoid this, the Attorney General should strike this 
provision. 

C. The Attorney General Should Clarify Section 999.315(£) 

Proposed section 999.315(£) seeks to ensure that consumer opt-outs are 
fulfilled downstream by requiring businesses to notify all third parties to whom they 
have sold the information within 90 days prior to the receipt of the consumer request 
to opt-out. Businesses are required to instruct third parties to not further sell the 
information, and to inform the consumer when this obligation has been fulfilled. We 
have several concerns with this provision. 

First, the proposed provision imposes a significant and unfair compliance risk 
on businesses by requiring downstream notifications while mandating opt-outs 
without requiring verifiable consumer requests. Because businesses must honor an 
opt-out request even when they cannot verify a consumer's identity, it will be 
difficult in many situations to execute a meaningful downstream opt-out consistent 
with the obligations imposed by this proposed provision. This risk can be 
alleviated by modifying the proposed provision to clarify that businesses 
are only obligated to follow its strictures when the consumer making the 
opt-out request can be identified. 

Second, the proposed provision requires businesses to notify "third parties" 
and instruct them to not further sell the personal information. The CCPA, however, 
defines third parties to mean persons with whom the business does not have a 
written contract. In other words, third parties in the CCPA context are not subject to 
the instructions of the business. It is unclear, therefore, how a business's instruction 
to a third party could be considered mandatory. Additionally, this ignores the "use" 
contexts of data that consumers will want to preserve even when opting-out with 
respect to one use. For example, a consumer's opt-out to stop the sale of information 
for marketing purposes does not mean the consumer wants their information to be 
removed for other non-marketing uses. For example, many sole proprietorships have 
built a web presence across the internet in the form of positive reviews, a positive 
financial history and other reputational benefits. Such information is personally 
identifiable as it can be traced back to a specific individual. The sole proprietor may 
wish to have their contact information removed from marketing lists but that does 
not mean they want their online reputation to disappear. These unintended 
outcomes can be alleviated by modifying the proposed provision to refer to 
"service providers" instead of "third parties" and to clarify that the 
downstream notification obligations are limited to the same or similar use 
contexts that generated the opt-out. 
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D. The Attorney General Should Revise Section 999.316(a) to 
Require a Single Opt-In 

Proposed section 999.316(a) requires a double opt-in when a consumer is 
requesting to opt-in to the sale of information after exercising their opt-out right. 
While we agree that opt-in is the appropriate standard, we are concerned that the 
double opt-in may override consumer choice by signaling that they are doing 
something wrong by exercising an opt-in. A consumer should be free to exercise their 
opt-in without barriers designed to signal that their choice is wrong or risky, when 
that is not the case. We, therefore, respectfully suggest that the Attorney 
General revise this provision to require a single affirmative opt-in consent 
for consumers who wish to opt-in to the sale of their information following 
an opt-out. 

III. Conclusion 

We thank the Attorney General for this opportunity to provide our comments 
and suggested edits, and for considering our concerns as you work toward finalizing 
these proposed regulations. If you have any questions or concerns regarding our 
comments, please contact us at your convenience. 

Respectfully submitted, 

Christopher A. Mohr, Vice President for Intellectual Property and General 
Counsel 
Sara C. DePaul, Senior Director, Technology Policy 
Software & Information Industry Association 
1090 Vermont Avenue NW, 6th Floor 
Washington D.C. 20005 
www.siia.net 
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Message 

From: Brandon Dennison [ 
Sent: 12/5/2019 10:03:28 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: SchoolsFirst Federal Credit Union - Proposed CCPA Regulations Comment Letter 

Attachments: Proposed CCPA Regulations Comment Letter.pdf 

Good Afternoon, 

Attached are the SchoolsFirst Federal Credit Union's comments on the Department of Justice's notice of proposed 
rule making concerning the California Consumer Privacy Act. We thank you for the opportunity to comment. 

Best Regards, 

Brandon Dennison, CUCE 
Compliance Specialist 
Operations Compliance 
SchoolsFirst Federal Credit Union 

SCHOOLS ST _J. 
FEC~RALCREOITU 10' 
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SCHOOLSFIRST _J" 
FEDERAL CREDIT UNION 

November 26, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Proposed California Consumer Privacy Act Regulations 

Dear Privacy Regulations Coordinator: 

I am writing on behalf of SchoolsFirst Federal Credit Union (SchoolsFirst FCU), which serves school 
employees and their family members in California. We have more than 900,000 Members and over $16 
billion in assets. SchoolsFirst FCU appreciates the opportunity to comment on your Notice of Proposed 
Rulemaking on Proposed California Consumer Privacy Act ("CCPA" or "the Act") Regulations. We have 
outlined our feedback and recommendations below. 

CCPA Applicability 

Section 3, Title 1.81.5 of the CCPA outlines the applicability of the Act and its definition of "business." It 
includes "(1) A sole proprietorship, partnership, limited liability company, corporation, association, or other 
legal entity that is organized or operated for the profit or financial benefit of its shareholders or other owners, 
that collects consumers' personal information, or on the behalf of which such information is collected and 
that alone, or jointly with others, determines the purposes and means of the processing of consumers' 
personal information, that does business in the State of California, and satisfies one or more of the qualifying 
thresholds." 

We request that the Attorney General clarify that the CCPA does not apply to not-for-profit organizations, 
such as credit unions, since they are not specifically included in the definition of "business" and do not meet 
the criteria provided of being "organized or operated for the profit or financial benefit of its shareholders or 
other owners." 

Unlike for-profit businesses, credit unions are not-for-profit financial cooperatives that are structured to 
operate on behalf of our Members, and not for their profit. Not-for-profit organizations would be heavily 
burdened in offsetting the large financial impact of the operational costs to meet the requirements of the 
CCPA and implementing Regulations. 

Definition of "Sell, Selling, Sale, or Sold" 

As outlined in the Act, "Sell," "selling," "sale," or "sold," means "selling, renting, releasing, disclosing, 
disseminating, making available, transferring, or otherwise communicating orally, in writing, or by electronic 
or other means, a consumer's personal information by the business to another business or a third party for 
monetary or other valuable consideration." We believe that the term "other valuable consideration" is 
ambiguous and subject to interpretation. We are requesting a more succinct definition to provide clarification 
and ensure businesses are clear on what would fall under this classification. 

2115 N. Broadway • Santa Ana, CA • 92706-2613 
PO Box 11547 • Santa Ana, CA • 92711-1547 

800.462.8328 I schoolsfirstfcu.org 
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SCHOOLSFIRST _J" 
FEDE RAL CREDIT UNION 

Model Forms and Disclosures 

The federal Gramm-Leach Bliley Act and the California Financial Information Privacy Act provide model 
forms for businesses to utilize for accuracy and consistency of what the laws and regulations require. 
However, the proposed CCPA Regulations currently do not include such forms. We recommend model 
forms and disclosures be included in the final Regulations and made available to businesses to ensure 
compliance with the requirements set forth. 

CCPA Effective Date 

The CCPA is effective January 1, 2020. However, the proposed implementing regulations were not issued 
until October 11, 2019. Given how general the statute is and the many questions and concerns that have 
been raised, the CCPA effective date should be extended. 

Covered business should be given adequate time to understand the requirements of the statute and the 
final regulations prior to designing and implementing comprehensive compl iance solutions. SchoolsFirst 
requests that the Attorney General delay the effective date to one year after the final implementing 
regulations are issued. This will eliminate the uncertainty surrounding how to comply with the Act. 

CCPA and the Regulations 

As proposed, the requirements of the CCPA currently reside in two areas; in the CCPA and the 
implementing Regulations. Businesses must utilize both sources to ensure they are complying accordingly. 
The information included in the Regulations provide the clarification needed in order to comply with the 
requirements of the Act. 

We request that the Regulations include the necessary CCPA content to ensure businesses are following 
the requirements without the need to use two sources and to minimize the risk of not capturing all the 
necessary information to execute the Act as proposed. We thank you for the opportunity to comment on 
the proposed Regulations. We believe that our feedback and recommendations will allow us the flexibility 
to better assist and serve the needs of our Members. 

Bill Cheney, 
PresidenUCEO 
SchoolsFirst Federal Credit Union 

Cc: Credit Union National Association (CUNA) 
California/Nevada Credit Union League (CCUL) 

2115 N. Broadway • Santa Ana, CA 92706-2613 
PO Box 11 547 • Santa Ana, CA • 92711-1547 
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Message 

From: 
Sent: 

To: 

CC: 
Subject: 

MacGregor, Melissa 
12/6/2019 12:30:35 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Chamberlain, Kim [ 
SIFMA Comment CCPA Rules 12-6-19 

Attachments: SIFMA Comment CCPA Rules 12-6-19.pdf 

Please see the attached letter filed in response to the request for comments on the proposed rules to be promulgated 
under the Consumer Privacy Act. 

Thank you. 

Melissa MacGregor 
Managing Director and Associate General Counsel 
1099 New York Avenue, NW 
Washington, DC 20001 
Office: 

CCPA_ 45DAY _01545 

nguyent7
Typewritten Text
45 DAY COMMENT	W186



sifma· 

December 6, 2019 

VIA EMAIL TO: privacyregulations@doj.ca.gov 
The Honorable Xavier Becerra 
Attorney General, State of California 
1300 I Street 
Sacramento, CA 95814 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Becerra, 

The Securities Industry and Financial Markets Association (SIFMA) 1 appreciates this opportunity to 

comment on the proposed California Consumer Privacy Act (CCPA) regulations. 

I. Executive Summary 

In promulgating regulations under the CCPA, it is important that the Attorney General's office endeavor to 

create clear and consistent rules that businesses can meaningfully rely on in their efforts to comply with 

the CCPA and provide consumers with additional clarity about the collection, use, and sharing of their 

personal information. To that end, SIFMA requests that the Attorney General's office delay enforcement 

of the CCPA until January 1, 2022, to allow for businesses to appropriately implement the complex 

systems of accepting, verifying, and responding to consumers' requests in accordance with the 

regulations' requirements. 

1 SIFMA is the leading trade association for broker-dealers, investment banks and asset managers operating in the 
U.S. and global capital markets. On behalf of our industry's nearly 1 million employees, we advocate for legislation, 
regulation and business policy, affecting retail and institutional investors, equity and fixed income markets and 
related products and services. We serve as an industry coordinating body to promote fair and orderly markets, 
informed regulatory compliance, and efficient market operations and resiliency. We also provide a forum for industry 
policy and professional development. SIFMA, with offices in New York and Washington, D.C., is the U.S. regional 
member of the Global Financial Markets Association (GFMA). 

New York 120 Broadway, 35th Floor I New York, NY 10271 
Washington 1099 New York Avenue, NW, 6th Floor I Washington, DC 20001 
www.sifma.org 
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In addition, SIFMA recommends that the regulations seek to enhance the clarity of ambiguous language 

in the CCPA in order to ensure the efforts to increase privacy do not come at the cost of the security of 

consumer personal data. Within the regulations, SIFMA requests that any requirements related to the 

disclosure of information take into account dual goals of enhancing clarity for consumers and protecting 

businesses' free speech interests in the use of data for internal business purposes. In addition, the 

regulations should seek to provide businesses with flexible options for complying with consumer requests 

in a way that satisfies both the consumers' interest in protecting their personal information and the 

business's legitimate business interests. We describe our specific concerns and recommendations in 

more detail in the sections that follow. 

II. Enforcement of the regulations should be delayed until January 1, 2022. 

The CCPA states that the Attorney General should "adopt regulations" by July 1, 2020, but does not 

mandate an effective date for those regulations; instead it states that the earliest date that such 

enforcement could be brought is "six months after the publication of the final regulations[ ... ] or July 1, 

2020, whichever is sooner."2 The Attorney General thus has discretion to delay enforcement of the 

regulations until a later date. California Government Code sets forth a default timeline establishing when 

regulations become effective.3 The default rule states that it does not apply if the "effective date is 

specifically provided by the statute" or if a "later date is prescribed" in the regulation. 4 As the CCPA does 

not specifically provide an effective date, the California Attorney General has the authority to provide such 

a date in the regulations. We encourage the Attorney General to delay that enforcement until January 1, 

2022, which would allow for a two-year grace period beyond the CCPA's January 2020 effective date and 

would provide companies an additional eighteen months to prepare for compliance, after the July 1, 2020 

enforcement date. This would be somewhat less than the amount of time that the European Union 

provided companies to prepare for the EU's General Data Protection Regulation ("GDPR"), which 

developed from a well-established body of EU data protection law, but it would at least provide 

businesses with a reasonable opportunity to read the final regulations and develop systems in reliance 

upon clear guidance. The alternative has forced companies to try to anticipate what the final regulations 

might require even though the regulations will, at best, be issued days before the CCPA's effective date. 

The CCPA itself provided an 18-month period between its passage and its effective date in recognition of 

the complexity of implementing the statute's numerous requirements. The draft regulations are similarly 

extensive and detailed in ways that could not reasonably be anticipated from the text of the CCPA. 

Implementation of many of the provisions in the draft regulations will require businesses to revise back

end processes. For example, the regulations necessitate the redrafting of many disclosures, notices, and 

2 CCPA, CA Civil Code§ 1798.185(a). 
3 Cal. Gov't. § 11343.4. 
4 Cal. Gov't. § 11343.4( b ). 
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communications. According to the draft regulations, those redrafted disclosures must include details 

about data collection and use that will require extensive development work to determine and convey 

meaningfully to consumers. 

In addition, once the regulations are final, businesses will be required to revise, and possibly redraft, and 

implement additional content training with an expanded target audience and will need to establish 

channels for distributing information to consumers and accepting access and deletion requests. 

Attempting to rush this development work could introduce substantial anti-consumer risks, including 

security, fraud, and identity theft risks. Time is needed to establish and implement procedures for 

appropriately receiving and verifying requests, and additional personnel may need to be trained in 

accepting requests and documenting this verification process. If not done properly, this could lead to 

significant risk that consumer information is released to an unauthorized person who makes an invalid 

request. Testing and validation of processes is needed before these channels are opened to the public to 

mitigate the risk of fraud and identity theft. To reduce risk, this testing and validation should not be 

rushed. 

While businesses are establishing robust verification procedures to meet the statutory text's effective date 

of January 1, 2020, they may need additional time to rework those procedures to comply with provisions 

in the regulations, such as§ 999.325, which requires verifying identity with a high degree of certainty, 

including by obtaining and maintaining a record of a declaration signed under penalty of perjury, in lieu 

of-or possibly in addition to- comparable processes already planned. These new processes will take 

time to implement properly. To allow for that implementation, the Attorney General should either specify a 

later enforcement date in the regulation text, or, at a minimum, exercise its enforcement discretion by 

allowing for a grace period that would hold any enforcement actions until at least two years after the 

effective date of the CCPA and should withhold enforcement for any violations that occur before January 

1, 2022. 

Ill. The draft regulations should promote the goal of protecting consumers' personal 

information. 

SIFMA and its members are strongly committed to the protection of consumer data, privacy, and security, 

and its members have operated for years under the well-established protections of the Gramm-Leach

Bliley Act Safeguards Rules. While the industry recognizes that the goal of the CCPA is to provide greater 

transparency to consumers, no regulations should be issued that would promote transparency at the 

expense of harming the security of consumer data. The CCPA, Civil Code§ 1798.185(a)(7) requires that, 

when establishing rules and procedures to facilitate consumers' ability to obtain information, the Attorney 

General take into account security concerns and available technology. Several of the proposed 

regulations, as drafted, do not properly account for the security risks that they create. These proposed 

regulations should be revised or struck as described below. 
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a. The regulations should not require detailed disclosure of the process used to verify consumer 

requests or the reasons that requests appear fraudulent 

The proposed regulations require detailed disclosure of the process a business uses to verify consumer 

requests for access to or deletion of personal information, including any information the consumer must 

provide to verify the request.5 This requirement compromises the security of consumer information by 

requiring businesses to disclose to potential bad actors the methods that they can use to maneuver 

through the verification process and fraudulently obtain personal information about another consumer. If 

businesses are allowed to employ risk-based verification measures as needed, businesses will be better 

able to protect consumers' privacy and avoid such security incidents. 

Similarly, the proposed regulations require that businesses who believe that requests to opt out of sales 

are fraudulent can deny the request but must inform the requesting party with an explanation of why it 

believes the request is fraudulent. 6 Providing such an explanation places consumers' personal 

information at risk for two reasons. First, the group to whom the information provided-parties that have 

submitted requests that appear fraudulent-is likely to contain a high proportion of bad actors seeking to 

use deception to gain access to consumers' personal information without the consumers' authorization. 

Second, the information that the regulations require businesses to provide-an explanation of why the 

business believes the request is fraudulent-will only serve to educate the potential bad actor on how to 

create a more convincing request and defraud the verification system in the future. 

These requirements should be struck from the final regulation entirely or the regulations should clarify that 

description of the process of verification and the determination that a request is fraudulent should be 

limited to a high-level summary. 

b. Process for deletion of personal information 

With regard to the procedures for accepting and executing requests for deletion of personal information, 

the regulations provide detailed requirements that are not mandated by the text of the CCPA and could 

hurt businesses' ability to protect consumer information. Section 999.312(d) of the proposed regulations 

requires a two-step process for deletion requests. It should be eliminated to allow businesses to make 

risk-based determinations about deletion requests that would better protect consumer information. 

Similarly, § 999.313(d)(2) of the proposed regulations limit the methods of deletion that businesses may 

use to comply with consumer requests. This should be deleted to allow businesses to implement 

additional measures to address deletion requests that would better meet the consumer protection goals of 

the statute. 

5 Proposed CCPA Regulations§§ 999.308(b)(1)c, 999.308(b)(2)c, and 999.313(a). 
6 /d. 999.315h. 
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Section 999.312(d) of the proposed regulations requires a two-step process for deletion but does not 

clearly describe what that process should entail. This provision should be deleted or clarified so that no 

"re-authentication" is necessary for consumers who have already authenticated their identity. If a two-step 

requirement is included in the regulations, the proposed regulation should state that businesses are not 

required to authenticate a consumers' identity twice. Instead businesses are required to confirm a second 

time whether consumers would really like their personal information deleted before deleting the 

information. The lack of clarity in the current provision could result in both over-deletion-because identity 

was authenticated twice, but the consumer did not have the opportunity to confirm that they wanted their 

information deleted before it was erased-and under-deletion-because businesses could not determine 

a workable method for the double authentication process. Both over- and under- deletion could create a 

risk to consumers' personal information, either by businesses erasing information that is unrecoverable 

against the consumers' wishes or by businesses maintaining information that consumers wanted erased 

that could be involved in future security incidents. Clarifying this requirement would result in more 

consistent application and better compliance with the consumers' wishes about the handling of their 

personal information. 

In addition, the proposed regulations limit businesses to three prescribed options for handling deletion.7 

Limiting businesses to three options for deletion of information goes well beyond the CCPA requirement 

that businesses comply with consumer requests to have their personal information deleted. It imposes the 

three options without consideration of cost or other potential measures that businesses could employ. In 

addition, it prevents businesses from employing risk-based measures to determine the most appropriate 

method of deletion on a case-by-case basis. For these reasons, this provision should be deleted. 

Finally, the proposed regulations require that information be deleted from archived or backup systems. 8 

For financial institutions, such deletion would affect the ability of the business to maintain the necessary 

systems in a manner that complies with FDIC/FF I EC/SEC requirements for business continuity planning. 

In addition to such conflict with existing federal requirements, the deletion could create great risk for 

consumers. This requirement should be eliminated. 

c. The regulations should clearly identify when it is too risky to disclose information in response to a 

data subject request. 

The proposed regulations state that businesses "shall not provide a consumer with specific pieces of 

personal information if the disclosure creates a substantial, articulable, and unreasonable risk to the 

security of that personal information, the consumer's account with the business, or the security of the 

business's systems or networks."9 The terms "substantial" and "unreasonable" create ambiguity that 

7 Id.§ 999.313(d)(2). 
8 /d. § 999.313(d)(3). 
9 /d. § 999.313(c)(3). 
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suggests that, if a business determines that there is an articulable security risk from the provision of 

certain information, it would still be allowed to provide that information if the business's perception of the 

risk is insubstantial or reasonable. This ambiguity could lead to second guessing of business decisions 

and could cause businesses to disclose information in response to requests that could potentially place 

more consumers' privacy at risk. 

We would recommend either (1) striking the terms "substantial" and "unreasonable" (so that the provision 

reads: "A business shall not provide a consumer with specific pieces of personal information if the 

disclosure creates an articulable risk to the security of that personal information, the consumer's account 

with the business, or the security of the business's systems or networks."); or (2) replacing the word "and" 

before unreasonable with "or" (so that the provision reads: "A business shall not provide a consumer with 

specific pieces of personal information if the disclosure creates a substantial, articulable, or unreasonable 

risk to the security of that personal information, the consumer's account with the business, or the security 

of the business's systems or networks."). 

IV. The regulations should clarify ambiguous provisions in CCPA. 

In an effort to provide maximum transparency and foster smoother and more consistent implementation of 

the CCPA across businesses, the regulations should clarify certain points of ambiguous text in the CCPA. 

First, the regulations should specify that the AB 1355 amendment to Civil Code § 1798.145 (which 

exempts personal information transferred in the course of certain business communications or 

transactions, where the consumer is acting as an employee, owner, director, officer, or contractor of a 

company, partnership, sole proprietorship, non-profit, or government agency) applies in the case of 

persons engaged in transactions in the role of institutional investors, trustees, partners, employees, 

beneficiaries, or other natural persons associated with financial accounts that are held in the names of 

institutions, partnerships, businesses, trusts, and estates. Currently, the CCPA's line between natural 

persons and estates, trusts, sole proprietorships, partnerships, etc. is ambiguous. The federal Gramm

Leach-Bliley Act as well as several other federal statutes established a clear line that transactions are 

properly considered consumer transactions when they are "for personal, family, or household purposes." 

See, e.g., 15 U.S.C. §§ 1692a(5), 2301(1), 6809(9). That same approach is respected in California law, 

Civil Code§ 1791 (a)(defining "Consumer goods" as a product" ... used, bought, or leased for use 

primarily for personal, family, or household purposes ... "). The CCPA should reflect this clear, 

commonsense division between a natural person acting as a consumer and a natural person acting as 

part of business. Accordingly, all financial information about natural persons gathered by a financial 

institution for "personal, family, or household purposes" is within Civil Code§ 1798.145(e), and all 

personal information that is gathered by a financial institution for reasons other than "personal, family, or 

household purposes" should be within the ambit of the AB 1355 amendments for business interactions. 
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Second, the regulations should provide a non-exhaustive list of situations in which requests from a 

consumer could be considered manifestly unfounded or excessive, allowing businesses to charge a 

reasonable fee or refuse to act on the request, under Civil Code § 1798.145. Such examples should 

include requests that would require the business to expend a disproportionate amount of time, effort, and 

cost to ascertain the information that the consumer has requested or to provide the information to the 

consumer in a format that does not inadvertently reveal the personal information of another consumer in 

the process. In particular, the regulations should clarify that businesses are allowed to charge a 

reasonable fee or refuse to act on requests for hard copies or unstructured data. Providing clarity on this 

point would further the goal of protecting reasonable requests and would help protect consumer 

information from incidental exposure by a business. 

Third, the regulations should define revenue, within the definition of "business" in the CCPA, Civil Code § 

1798.140, as limited to revenue that is sourced from California. Such a clarification would be consistent 

with the Impact Assessment that was released along with the proposed regulations, which is calculated 

based on California Gross State Product and is not based on revenue from other states or international 

jurisdictions. Companies with small California operations but substantial operations in other areas would 

not be likely to process material amounts of personal information about California residents. 

Fourth, the regulations should exclude from the definition of "sale" that is provided in Civil Code § 

1798.140 all of the items that are subject to the general exceptions in 15 U.S.C. § 6802(e), such as 

disclosures of data related to servicing private label accounts, securitizations, transfers of servicing rights, 

provision of information to insurance rate advisory organizations, and in connection with the sale, merger, 

transfer, or exchange of the relevant financial institution. These exceptions are vital to the functioning of 

the secondary market activity that provides capital for consumer financial products and services and are 

subject to extensive federal oversight. It will only serve to confuse consumers if these secondary market 

activities are included within the definition of "sale" because the functioning of these markets can be 

incredibly complex and is far removed from the privacy interests that the CCPA seeks to protect. 

Fifth, the regulations should clarify the definition of personal information for the purposes of data subject 

access requests ("DSARs"). The CCPA, as amended, defines "personal information" as information that 

"identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be 

linked, directly or indirectly, with a particular consumer or household." However, the amended CCPA 

explicitly excludes from the definition of "personal information" any consumer information that is 

"deidentified." The CCPA defines "deidentified" information as that which "cannot reasonably identify, 

relate to, describe, be capable of being associated with, or be linked, directly or indirectly, to a particular 

consumer," with the definition of consumer limited only to natural persons - and not a device. Because 

device identifier information can only reasonably be linked to a device, it should be excluded from the 

universe of personal information that businesses are required to provide or delete in response to DSARs. 

The inclusion of "device" identified information rests on the implicit presumption that devices are 
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surrogates for persons, but many devices are shared devices. Treating data from a shared device as data 

from a personal device could harm other unknowing users of that device. This is even more concerning 

because the users of shared devices are often those who do not have the economic means to own their 

own devices and may be the least familiar with the privacy and security challenges of using a shared 

device. Eliminating device identifier information from the universe of DSAR information would protect 

these shared-device using consumers and enable businesses to feel confident that they are providing 

information to the correct consumer without infringing on the rights of other individuals. For example, the 

device or browser in a public library may be used by several different consumers. If one of those 

consumers requested the "personal information" from a business that was connected to that device 

identifier, it would return information on several different consumers, which would not serve the purpose 

of providing consumers with more clarity about how their personal information is being used and indeed 

could compromise the privacy and security of the other users of that shared device. 

V. The regulations should require disclosures that would provide consumers with a 

meaningful, comprehensible explanation of how their personal information is used and how they 

can exercise their rights with regard to their personal information without imposing a 

disproportionate burden on businesses seeking to comply with the regulations. 

Several of the proposed regulations impose requirements for what must be disclosed to consumers, both 

in the privacy policy and in responses to consumer requests, which go above and beyond the 

requirements spelled out in the text of the CCPA. Many of these requirements will result in disclosures 

that are longer and more overwhelming and confusing to consumers. These verbose disclosures would 

frustrate the CCPA's goal of providing consumers with clarity about how their personal information is used 

and how they can exercise their rights with regard to their personal information. The proposed regulations 

should be modified to require only the disclosures necessary to provide consumers with meaningful 

information without otherwise compromising the security of the process or disproportionately burdening 

businesses who are trying to provide clarity to consumers. 

a. Disclosures regarding the collection, use, and sharing of personal information 

Sections 999.305(b)(2), 999.308(b)(1)d.2, 999.313(c)(10) address the detail with which businesses must 

describe the collection, use, and sharing of personal information. Those provisions require that the 

business specify the categories of information collected from a list provided in the CCPA, along with, for 

each separate data category, the sources from which the information was collected, the business 

purposes for which the information is used, the categories of third parties to whom the personal 

information may be disclosed, and the business purposes for which the information is disclosed. When 

listing these categories, businesses are instructed to select from eleven categories of personal 

information, a proposed minimum of three source types, and seven third party types, along with several 

possible uses of personal information. This information is too dense and detailed to include in a privacy 
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notice and could result in many dozens or of different combinations of this information, resulting in many 

additional pages of a privacy notice. This provision would be a large administrative burden on all 

businesses, and a mechanism by which businesses could be subject to large monetary penalties based 

on an error in judgment or record keeping, without meaningfully adding to consumers' understanding of 

how their personal information is used in shared. Rather it could cut against that understanding and 

cause more confusion. 

The text of the CCPA does not require this information be provided in such a detailed fashion. Instead, 

the text of the CCPA can be interpreted to state that information on the categories of sources, business 

purposes, and third parties can be provided in the aggregate. The language of the regulations should be 

adjusted to be consistent with this understanding of the CCPA, which would provide for a disclosure that 

was much more accessible to consumers, easy to understand, and shorter, resulting in more consumers 

reading and comprehending from the disclosure how the business collects and uses their information. For 

example, the CCPA states that businesses should "inform consumers as to the categories of personal 

information to be collected and the purposes for which the categories of personal information shall be 

used" but does not state that the purpose must be laid out for each category of personal information. 10 

Indeed, pairing purposes of use with the categories of personal information could result in more confusion 

and lengthy disclosures, especially where certain categories of personal information may be used for 

more than one business purpose. Such disclosures would be at odds with the proposed regulation's 

requirement in § 999.305(a)(2) that notice be "designed and presented to the consumer in a way that is 

easy to read and understandable to an average consumer." 

b. Disclosures regarding the business or commercial purpose 

Both the CCPA and the regulations require that businesses disclose the business or commercial purpose 

for collecting or selling personal information. 11 The regulations should clarify that the potential business 

purposes for collection of the information could go beyond the seven options outlined in the CCPA 

definitions. 12 Consistent with the U.S. Supreme Court's decision in Sorrell v. IMS Health Inc., 564 U.S. 

552 (2011), companies have a commercial free speech interest in their use of data. To balance the free 

speech interest and the resulting heightened judicial scrutiny, the regulations must use the least 

restrictive means of accomplishing their goal. Businesses may have legitimate interests in collecting 

personal information for internal uses that go beyond the seven uses provided in the CCPA definitions. 

The restriction of those internal uses of data to a limited set of use options does not further the 

government's interest in preventing the sale of data. 

1° CCPA, CA Civil Code§ 1798.100(b). 
11 Id. § 1798.11 O(c)(3); Proposed Regulations§ 999.305(b )(2). 
12 CCPA, CA Civil Code§ 1798.140(d). 
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c. Disclosure of the right to request deletion of personal information 

Section 999.308(b)(2)(a) of the proposed regulations requires that businesses explain that consumers 

have a right to request the deletion of their personal information that the business collects or maintains. 

This language is broader than the CCPA requirement, which states that consumers have the right to 

request that businesses delete personal information that "the business has collected from the 

consumer." 13 The regulation language should be revised to comply with the CCPA as follows: "Explain 

that the consumer has a right to request the deletion of their personal information collected by the 

business from the consumer." 

d. Disclosures in response to consumer requests 

Once consumers seek to exercise their rights, the proposed regulations require that businesses provide 

extremely detailed, personalized information. In response to access requests, businesses providing 

information must do so in an individualized form, 14 and businesses who do not provide specific pieces of 

information must explain the basis for that denial. 15 Similarly, in response to deletion requests, the 

proposed regulations require businesses that delete information to disclose the manner in which they 

deleted data from among the three options provided in the draft regulations 16 and businesses that do not 

delete all or some information to inform the consumer of the basis for the business's denial of the deletion 

request, including any statutory and regulatory exceptions.17 

The requirement to provide such detailed, individualized information in response to subject requests 

imposes a significant administrative burden and cost on businesses and conflicts with federal and state 

laws. We recommend that these provisions be deleted or changed to allow for a more general statement 

of denial or disclosure of information. 

e. Disclosures regarding financial incentives 

The proposed regulations also require much more detailed disclosures that the CCPA text contemplates 

with regard to financial incentives. 18 The CCPA text requires that businesses not discriminate against 

consumers for exercising their rights under the CCPA, and it states that businesses may offer financial 

incentives but must notify consumers of the incentives. As a threshold matter, the definition of "financial 

incentive" in the proposed regulations is overbroad and includes programs, benefits, or offerings for the 

"disclosure, deletion or sale" of personal information. This definition extends beyond the language in 

CCPA and should be aligned more closely with the definition of financial incentive in the CCPA. In 

13 !d. § 1798.105(a). 
14 !d. § 999.313(c)(9). 
15 !d. § 999.313(c)(5). 
16 Id.§ 999.313(d)(4). 
11 Id.§ 999.313(d)(6)a. 
18 /d. 1798.125. 
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addition, where financial incentives do exist, the proposed regulations impose significant additional 

obligations, including requiring that businesses offering financial incentives disclose detailed information 

about how they determine the value of the consumers' information and how they justify the incentive. 19 

Disclosure of such information could result in the revelation of trade secrets, pricing strategies, or other 

confidential business information that could result in a host of detrimental competitive impacts. The 

CCPA, Civil Code§ 1798.185(a)(3), states that the Attorney General must adopt regulations that 

establish, among other things, "exceptions necessary to comply with state or federal law, including, but 

not limited to, those relating to trade secrets and intellectual property rights." The current proposed draft 

regulations do not address the protection of trade secrets or intellectual property rights. This oversight 

should be resolved in future drafts, and provisions like this one, which conflict with those rights, should be 

removed. 

Such a requirement could cause an unconstitutional regulatory taking of trade secrets by forcing their 

disclosure. Moreover, as this measure was not contemplated by the CCPA text and there has been no 

study of the costs or implications of such disclosures, this provision should be struck from the proposed 

regulations. 

f. Disclosures regarding CCPA-related metrics 

Finally, sections 999.308(b)(8) and 999.317(g)(1) require that businesses that buy, receive, sell, or share 

personal information of four million or more consumers annually for commercial purposes, compile and 

share CCPA-related metrics in the annual privacy notice. This obligation is not related to any CCPA 

provision which would authorize it but instead appears to be original to the regulations. Moreover, the four 

million trigger has no basis in anything in the CCPA and is not tied to any study of the costs associated 

with the compilations of these statistics. These provisions are thus arbitrary and beyond the regulatory 

authority of the Attorney General and would impose a significant administrative burden and cost on 

businesses. We recommend striking both sections from the proposed regulations. 

VI. The regulations should propose workable methods for opting out of the sales of personal 

information. 

a. Treatment of browser settings as opt-out 

The proposed regulations, in Section 999.315(c), require that businesses that sell personal information 

should treat any "user-enabled privacy controls, such as a browser plugin or privacy setting or other 

mechanism, that communicate or signal the consumer's choice to opt-out of the sale of their personal 

information as a valid request" to opt out of the sale of their personal information. While SIFMA supports 

19 /d. 1798.125. 
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the requirement that businesses honor a consumer's request to opt out of sales, this method for opting 

out does not offer a reasonable approach. First, it is not clear that any browsers currently have a setting 

that allows consumers to select that they would like to opt out of the sales of their personal information. 

Instead, various internet browsers have introduced plug-ins that purport to allow consumers to signal their 

intention that websites not track their information. Browser plug-ins and privacy settings are not consistent 

across browsers and are difficult to connect to a known consumer. Indeed, a consumer that opts-out with 

one browser may then use a different device without an opt-out, leaving the company with conflicting and 

ambiguous indications of intent. For this reason, businesses have found implementation of browser 

settings like "Do Not Track" difficult and have instead asked consumers to indicate this directly. 

The CCPA already provides a clear method for consumers to make that wish known by requiring that any 

business that sells information post a clear "Do Not Sell My Personal Information" in several key 

locations. Any user that wants to opt out of such sales will be notified and have the opportunity to do so. 

They will not, therefore, be deprived of the opportunity to exercise this choice by removing the 

requirement in § 999.31 S(c) and the corresponding provision in § 999.31 S(g), which states that browser 

settings should be interpreted as direct consumer requests and not requests through authorized agents. 

For clarity and consistency, these provisions, which were not contemplated by the text of the CCPA, 

should be removed. 

b. Treatment of unverified deletion requests as opt-out 

Similarly, Section 999.313(d)(1), which requires businesses that cannot verify the identity of a consumer 

making a deletion request to treat such requests as requests to opt out from the sale of personal 

information could have the negative consequence of opting out consumers who do not wish to opt out of 

sales. The verification process is in place to confirm that the right consumer's personal information is 

affected. If the consumer cannot be verified, the business cannot reasonably be expected to know which 

consumer should be opted out of the sale of information. This could lead to businesses opting out the 

wrong consumer and infringing on the rights of consumers who choose not to opt out from sale, but would 

prefer to continue to receive the benefits that may come from opting in to the sale of information, such as 

receiving more relevant advertising. For this reason, this provision should be struck, as it denies 

consumers meaningful choice about how their information is used and shared. 
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VII. The regulations should allow for reasonable methods for businesses to inform consumers 

of uses of information and should not require explicit consent for uses that are compatible with 

the legitimate interest of the business and are reasonably foreseeable to the consumer. 

a. Notice provided at or before collection 

The proposed regulations require that businesses do not collect personal information from consumers 

unless they give the consumer notice of the collection at or before the point of collection. 20 This language 

overlooks many scenarios in which subsequent notice may be permissible and where delivery of the 

notice at or before collection is impracticable and would delay meeting the consumer's needs. For 

example, where a consumer requests and authorizes the collection on a voice call, it may not be possible 

to provide the consumer with the notice at that time. In such situations, the regulations should allow for 

collection of personal information with subsequent deliver of the notice where the consumer authorizes 

such collection. 

b. Consent for secondary use of data 

In addition, the proposed regulations require business to obtain explicit consent from consumers if the 

business uses the consumers' personal information for a purpose that was not previously disclosed in the 

notice that the business provided to consumers at or before the point of collection. 21 This requirement is 

inconsistent with the text of the CCPA which states that consent for collection and use should be opt out. 

The language of the regulations should be modified to replace the explicit consent requirement with a 

requirement to provide consumers with notification of the secondary use of the data. Moreover, such 

notice should only be required for uses that are incompatible with the business purpose initially disclosed 

for which the personal information was collected or is not reasonably related to the product or service that 

the business provides. In such cases, where the new use is not reasonably foreseeable to the consumer, 

the collection should be allowed after the consumer receives a secondary notice of collection stating the 

new purposes for collection. 

VIII. The regulations should allow for reasonable use of aggregate information by service 

providers. 

The proposed regulations go beyond the provisions in the text of the CCPA that limit how service 

providers can use the information they receive. The regulations require that service providers do not use 

personal information that they receive from businesses or from a consumer's direct interaction with the 

service provider to provide services to any other person or entity. 22 The proposed regulations allow for 

20 Id. § 999.305(a)(5). 
21 Id. § 999.305(a)(3). 
22 /d. 999.314 C. 
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service providers to combine personal information from multiple businesses for use on behalf of those 

businesses, but only "to the extent necessary to detect data security incidents, or protect against 

fraudulent or illegal activity."23 The proposed regulations therefore limit the use of aggregate information 

by service providers. 

This provision is incongruent with the law itself. The CCPA definition of "personal information," in Civil 

Code § 1798.140(0), explicitly states that "aggregate consumer information" is not "personal information." 

We recommend striking the restriction against service providers' ability to combine information from 

businesses, as this could have chilling effect on the provision of analytic, data science, or other research, 

reporting, and innovation that could have a net benefit for the businesses served by the service provider 

and their consumers. If specific examples are to be given, then the internal use of data to improve 

products and services and offer aggregated analytics and research should be recognized as a valid use. 

All internal uses of aggregate data should be allowed. As explained above, companies have a 

commercial free speech interest in their use of data, in accordance with the U.S. Supreme Court's 

decision in Sorrell, 564 U.S. at 552. Consequently, the CCPA regulations are subject to heightened 

scrutiny and must use the least restrictive means of accomplishing their goal. Restricting internal uses of 

data by service providers does not further the government's interest in preventing the sale of data. 

IX. The regulations should allow for the use of record-keeping information to meet legal 

obligations. 

The proposed regulations require that businesses maintain records of consumer requests under the 

CCPA and prohibit businesses from using those records for any other purposes. 24 This blanket prohibition 

could conflict with other laws where businesses are legally required to provide such information. The 

regulations should be revised to allow businesses to use the information to meet legal obligations, 

including the use for the purpose of asserting a legal defense or defending against claims. 

X. The regulations should protect the personal information of all household members 

equally. 

The proposed regulations require that businesses who receive requests to access or delete information 

that pertains to a household by providing aggregate household information. 25 This practice was not 

contemplated by the CCPA. It raises several questions such as how to verify the individuals are in the 

same household, and it increases consumer privacy risks by potentially exposing information about one 

member of a household to other member(s) of the household. This is especially true in situations where 

23 Id. 
24 Id.§ 999.317(e). 
25 /d. 999.318. 
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roommates are unrelated and where one member of the household may wish to keep information secret 

from the other household member who is making the request. The regulations should clarify that nothing 

in this section requires or allows companies to violate the privacy of other household members when 

providing information to one household member. 

XI. The regulations should provide clear guidance on your expectations for reasonable 

security and a safe harbor for those that meet those expectations. 

The regulations currently do not address what information security measures are necessary to achieve a 

"reasonable" level of security. SIFMA suggest that the regulations include guidance about the types of 

processes and governance that your office would deem to be reasonable. It will be important that this 

guidance not attempt to dictate particular information security controls, but rather articulate the types of 

safeguards that are required, in much the same way as the Gramm-Leach-Bliley Act ("GLBA") 

Safeguards Rule. For example, the regulations could specify the following types of safeguards required 

by the Safeguards Rule, as appropriate to the size and complexity of the business, the nature and scope 

of the business's activities, and the sensitivity of any personal information at issue: 

Reasonable Administrative safeguards, such as designation of a security program 

coordinator, identification of risks, assessment of safeguards, training of employees, and 

appropriate vendor selection and oversight; 

Reasonable technical safeguards, such as risk and threat assessment, detection, 

prevention, response, and testing; and 

Reasonable physical safeguards, such as proper information storage and disposal, 

detection and prevention of physical intrusions, and protection against unauthorized access 

to information. 

In order to incentivize corporate compliance, the regulations should also provide a safe harbor against 

enforcement if an independent auditor certifies the company's compliance with such a control structure. 

This would encourage companies to develop more robust information security practices and to have them 

reviewed by independent third parties. Such an expansion of the regulations would directly further the 

intentions of the CCPA in protecting consumer data. 

XII. The regulations should clarify that provisions related to allowing consumers to opt out of 

the sale of their personal information do not apply to businesses that do not sell personal 

information. 

Sections 999.330 through 999.332 of the proposed regulations relate to the sale of information. The 

applicability of these sections is not clearly stated in the proposed regulations, which could lead to 

businesses trying to comply with these regulations even if they do not sell consumer information. In such 
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cases, consumers may be left even more confused about how their personal information is used and 

shared. The regulations should clarify that these sections are inapplicable for businesses which do not 

sell personal information. 

* * * * * 

SIFMA greatly appreciates your office's consideration of the issues raised above and would be pleased to 

discuss these comments in greater detail. If you have any questions or need any additional information, 

please contact me at 202-962-7300 or Edward McNicholas at Ropes & Gray at 202-508-4779. 

Sincerely, 

Melissa MacGregor 

Managing Director & Associate General Counsel 

cc: Edward R. McNicholas, Partner, Ropes & Gray 

Fran Faircloth, Associate, Ropes & Gray 

Kim Chamberlain, Managing Director & Associate General Counsel, State Government Affairs 
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Message 

From: Cynthia Pantazis [ 
Sent: 12/6/2019 11:22:27 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Subject: Submission of Google's comments to the proposed CCPA regulations 
Attachments: Google Comments -- CCPA Proposed Regulations.pdf 

Attached please find Google's comments to the proposed regulations to govern compliance with the 
California Consumer Privacy Act ("CCPA"). 

Thank you. 

Cynthia Pantazis 
Director, State Policy 
Google LLC 
25 Massachusetts A venue, NW 
Washington, DC 2000 I 

(0) 
(C) 
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Google 
December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

To Whom It May Concern: 

Please find below Google's comments on the Attorney General's draft regulations to govern 
compliance with the California Consumer Privacy Act ("CCPA"). We thank the Attorney General 
and staff for the time and effort to prepare these draft regulations. 

1. Sec. 999.314(c): Draft Regulation Addressing Service Providers 

Section 999.314(c) of the draft regulations would confirm that service providers may combine 
personal information received from one or more entities to the extent necessary to detect 
security incidents, or protect against fraudulent or illegal activity. This is helpful clarification to 
companies to confirm that a service provider may combine information to provide essential 
business purpose services related to fraud and security. 

However, the proposed regulations should also make clear that service providers may combine 
personal information collected across their clients for other internal business purposes. The 
CCPA provides significant support for these practices, which are commonly requested by and 
serve to benefit contracting businesses and consumers. For example, the CCPA permits service 
providers to use the personal information they collect "on behalf of a business" and "for a 
business purpose pursuant to a written contract." Cal. Civ. Code. § 1798.140(v). "Business 
purpose," in turn, is defined to include using "personal information for the business's or a service 
provider's operational purposes, or other notified purposes ...." Id. § 1798.140(d) (emphasis 
added). The enumerated "business purposes," moreover, include an array of purposes beyond 
fraud and security for which a business or service provider may use personal information. These 
purposes include, for example, debugging to identify and repair errors; short-term transient use, 
provided that the personal information is not disclosed to another third party and is not used to 
build a profile about a consumer; providing analytic or similar services on behalf of the business 
or service provider; undertaking internal research for technological development and 
demonstration; and undertaking activities to verify or maintain the quality or safety of a device or 
service of a business." See id. Although the legislature detailed these "business purposes" and 
imposed a variety of limits on them, it nowhere stated or suggested that these functions could 
not be carried out by combining personal information from multiple sources. 
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Many of these business purposes--all performed under strict contractual requirements limiting 
the use of personal information--may rely on and/or benefit from the combination of personal 
information by a service provider to perform the requested business purposes on behalf of the 
business. For example, service providers often need to combine data collected across clients in 
order to most effectively and efficiently identify and repair errors, as bugs tend to be common 
across client systems and finding the best fix may depend on pooling data. Similarly, logistics, 
transportation and delivery services providers have historically improved mapping, efficiency, 
and even address reconciliation by combining personal information internally across their 
customers, thereby developing a better service for all of them. These practices can be equally 
critical to a service provider's ability to undertake internal research for technological 
development, improve safety, and to maintain and improve the services it offers to each of its 
customers. 

Accordingly, the clearest way to implement the text and apparent intent of the statute would be 
to clarify that service providers may combine personal information collected from entities to 
which they are service providers for "business purposes." Short of that, Google suggests the 
Attorney General confirm that service providers may combine personal information collected 
from their customers so long as they do so only for internal purposes. To the extent the Attorney 
General is concerned that this clarification might lead to unintended advertising uses, this 
standard could be coupled with a clarification that such internal uses do not extend beyond the 
CCPA's delineated "business purposes," such as to personalizing advertising or building a 
profile on an individual. 

Proposed amendment: "A service provider shall not use personal information received either 
from a person or entity it services or from a consumer's direct interaction with the service 
provider for the purpose of providing services to another person or entity. A service provider 
may, however, combine personal information received from one or more entities to which it is a 
service provider, on behalf of such businesses, to the extent necessary to detect data security 
incidents,-eF protect against fraudulent or illegal activity, or engage in solely internal uses." 

2. Sec. 999.31 S(a): Draft Regulation Addressing Designated Methods for Opt-Out 
Requests 

The draft regulations would require that businesses treat user-enabled privacy controls, such as 
browser plugins or other privacy settings that communicate or signal a consumer's choice to opt 
out of the "sale" of their personal information, as a valid opt-out request. There is currently no 
such standard technology, and the draft regulations do not specify how such browser plugins or 
other privacy settings should communicate these choices or how such signals would need to be 
honored. We encourage the Attorney General to help develop and clarify the applicable 
technical standards before enforcing such a requirement. Without such clarity, companies would 
lack guidance on how, among other things, to reconcile such controls in the event of conflicting 
signals (for example, where a consumer had permitted the "sale" of his or her personal 
information by a particular publisher in exchange for a free, ad-supported, newspaper, but then 
used a plugin that purported to communicate a "no sale" preference). Companies also need 
clarity on how these signals should be read by or communicated to third parties with which 
consumers do not have direct relationships, and how such controls would relate to existing 
browser-based cookie controls and "Do Not Track" settings. 
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To avoid confusion by consumers and businesses alike, we encourage the Attorney General to 
consider the practical challenges posed by such a rule, to seek to facilitate consensus around a 
single standard, and to issue additional guidance or rulemaking to provide more legal certainty 
around such controls and how businesses should respond to them. 

3. Sec. 999.325(c): Draft Regulation Addressing Verification of Non-account Holder 
Requests 

The draft regulations acknowledge that requiring consumer account holders to log into their 
online accounts is an appropriate way of verifying their requests. The draft regulations also 
acknowledge that businesses should not be required to provide specific pieces of personal 
information to non-account holders unless the business can verify the consumer's identity to a 
"reasonably high degree of certainty." Recognizing the importance of using 
password-authenticated accounts for verification where consumers have accounts with 
businesses and establishing high verification standards for situations in which they do not is 
critical to protecting their privacy. 

To further advance the goals set forth in the draft regulations of avoiding privacy harms that 
result from providing information to an individual other than the individual to whom the data 
relates, Google respectfully requests that the regulations provide additional flexibility to account 
for the difficulty of implementing the non-account holder verification standards where companies 
collect device-identifying information online and do not associate that information with a 
consumer's name, email address, or other identifying information. The draft regulations 
contemplate verifying non-account holders' identities by matching at least three pieces of 
personal information provided by the consumer to personal information maintained by the 
business, together with a signed declaration from the consumer confirming their identity. For 
companies that store device-identifying data in a manner that is not linked to identified data, 
applying this standard could require businesses to collect and maintain substantially more 
personal information than they collect in their day-to-day operations, undermining rather than 
serving consumer privacy interests. 

In addition, even with such data points, businesses could not be certain that the device 
information being requested relates to the individual making the request, or even that the 
requesting individual had access to the relevant device; rather, the business would only know 
that the requesting individual obtained or was able to otherwise discern or recreate the relevant 
device identifier and data points at a time prior to the request. Accordingly, there would be no 
way for businesses to honor such requests without risking disclosing the personal information a 
person other than the person to whom the data relates, and forcing them to do so would 
undercut the very policy goal that the law seeks to address. See California Consumer Privacy 
Act (A.B. 375), Sec. 2(f) ("The unauthorized disclosure of personal information and the loss of 
privacy can have devastating effects for individuals, ranging from financial fraud, identity theft, 
and unnecessary costs to personal time and finances, to destruction of property, harassment, 
reputational damage, emotional stress, and even potential physical harm.") 

To address these issues, we recommend the Attorney General conduct further study and 
rulemaking to explore ways in which companies might respond to data access requests where 
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they do not connect identified information to device-identifying information in a privacy protective 
manner that does not require the collection of additional, potentially sensitive, information or 
expose consumers' personal information to others. For example, the regulations might 
encourage companies that do not associate device-identifying information with identifying 
information to develop tools that would allow them to deliver the information associated with 
such identifiers directly to the device that makes the request (for example, by reading the cookie 
or device identifier of the device making the request, and then surfacing the associated 
information in an online portal). This would help ensure that such businesses do not 
inadvertently provide personal information to individuals other than to whom the information 
relates, and would limit the quantity of personal information collected solely for verification 
purposes. 

4. Sec. 999.305(a)(3): Draft Regulation Addressing Notice Required Upon Collection 
of Personal Information 

The draft regulations would impose a new requirement not contained in the CCPA that a 
business obtain consumers' "explicit consent" where the business seeks to use personal 
information "for a purpose that was not previously disclosed to the consumer in the notice at 
collection." Sec. 999.305(a)(3). 

This standard, if adopted, could force companies to either disclose every potential use that 
could conceivably be made of personal information, or else be forced to constantly ask 
consumers to consent to minor changes regardless of consumer expectations. Prompting for 
consent repeatedly and for benign, obvious uses may lead to "consent fatigue" and to 
consumers blindly consenting without understanding the implications of their actions, drowning 
out more significant decisions. As a practical matter, companies will also be stymied in making 
new uses of data, even those necessary for security or other operational purposes, regardless 
of any potential privacy harm and regardless of whether the use is consistent with user 
expectations. 

Moreover, this standard is inconsistent with that imposed by the CCPA, which prohibits 
businesses from "us[ing] personal information collected for additional purposes without 
providing the consumer with notice consistent with [Cal. Civ. Code Section 1798.100]." Cal. Civ. 
Code§ 1798.100(b). (By contrast, the Legislature imposed an "affirmative authorization" 
requirement for consumers under 16 with respect to the "sale" of their personal information, 
1798.120(c), which underscores that the Legislature did not intend a similar requirement in 
connection with the use of personal information.) 

This standard is also inconsistent with well-established and understood standards that have 
evolved over 20 years of Federal Trade Commission (FTC) enforcement actions. Specifically, 
the FTC has recognized that only material changes as to how businesses use personal 
information require explicit consent. See, e.g., In the Matter of Gateway Learning Corp., No. 
C-4120 (Sept. 10, 2004), 
https://www.ftc.gov/sites/default/files/documents/cases/2004/09/040917comp0423047.pdf; 16 
C.F.R. 312.4(b) (COPPA Rule) ("An operator must make reasonable efforts ... to ensure that a 
parent of a child receives direct notice of the operator's practices with regard to the collection, 
use, or disclosure of personal information from children, including notice of any material change 
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in the collection, use, or disclosure practices to which the parent has previously consented.") 
(emphasis added); Fed. Trade Comm'n, Protecting Consumer Privacy in an Era of Rapid 
Change 57 (2012) (reaffirming "the Commission's bedrock principle that companies should 
provide prominent disclosures and obtain affirmative express consent before using data in a 
manner materially different than claimed at the time of collection") (emphasis added). 

Finally, the standard deviates from analogous provisions in the GDPR and EU-U.S. Privacy 
Shield Framework, as well as the California Privacy Rights Act of 2020 (the draft initiative that 
would amend the CCPA and that may appear on next year's ballot), each of which focuses on 
uses that are "incompatible" with or "materially different" from disclosed purposes. See General 
Data Protection Regulation (GDPR): Regulation (EU) 2016/679, Arts. 5(1)(b), 13(3); Dept. of 
Commerce, lnt'I Trade Admin, EU-U.S. Privacy Shield Framework Principles, Section 11(2)(a) 
(2016). These standards provide additional flexibility for compatible data uses while ensuring 
that consumers receive appropriate notice of the purposes for which their information is used. 

Google respectfully requests that the regulations be aligned with existing law to encourage 
uniformity in business practices, while protecting consumers from material changes and 
incompatible uses of their information. 

Proposed amendments: "A business shall not use a consumer's personal information for any 
purpose other than those disclosed in the notice at collection. If the business intends to use the 
consumer's personal information for a purpose that was not is materially different from that 
which was previously disclosed to the consumer in the notice at collection , the business shall 
directly notify the consumer of this new use and obtain explicit consent from the consumer to 
use it for this new purpose, it must obtain consent for such new use." 

5. Sec. 999.306(d)(2): Draft Regulation Addressing Where Notice of Right to Opt-Out 
is Not Required 

The draft regulations would go beyond the CCPA by deeming a consumer to have opted out of 
"sales" if a business collects personal information from the consumer without a "Do Not Sell" link 
posted. See Sec. 999.306(d)(2). This proposed provision would create a new, severe penalty 
beyond the civil penalties authorized by the statute, particularly for those businesses that, in 
good faith, believed no "sales" were occurring, where that view was subsequently changed by 
new judicial or regulatory authority or guidance. In such cases, every single customer of the 
business could instantly be deemed to have opted out. This issue would be exacerbated by 
other sale-related requirements of the statute and proposed regulations, such as those requiring 
businesses to treat all consumers from whom they had collected personal information as opted 
out for at least the next 12 months, prohibiting requests to opt in during such time, and requiring 
such consumers to authorize sales through a double opt-in. 

Google respectfully requests that the Attorney General revise section 999.306(d)(2) to align with 
the CCPA as passed by the Legislature. 

Proposed amendment: "A business is exempt from providing a notice of right to opt-out if: 

(1) "It states in its privacy policy that it does not and will not sell personal information. A 
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consumer whose personal information is collected while a notice of right to opt out notice is not 
posted shall be deemed to have 101alidly submitted a request to opt out. " 

6. Sec. 999.305(b)(2), 999.308(b)(1 )(d): Draft Regulation Addressing Required 
Disclosures In Privacy Notices 

The draft regulations would require businesses to list the categories of consumer's personal 
information the business has collected about consumers in the preceding 12 months and for 
each category of personal information collected, provide the categories of sources from which 
that information was collected, the business or commercial purposes for which the information 
was collected, and the categories of third parties with whom the business shares personal 
information. These requirements go beyond the requirements of the CCPA, which requires 
disclosure of the business or commercial purposes for collecting or disclosing personal 
information without requiring the tying of each such use to each category of personal 
information. Particularly for businesses that offer a broad array of services, tying every category 
of information collected to every purpose for which data is used would result in dense and 
confusing policies that do not provide consumers with a meaningful understanding of a 
business's data practices. 

The regulations should, instead, focus on ensuring that notices arc written in a manner that 
provides consumers a meaningful understanding of the way their personal information is 
collected and used. This more flexible standard is akin to the transparency principles reflected in 
other privacy regimes like the GDPR, which requires that information be provided to consumers 
in "a concise, transparent, intelligible and easily accessible form, using clear and plain 
language." GDPR, Art. 12(1). It would also accord with other provisions of the draft regulations, 
requiring that privacy policies "be designed and presented in a way that is easy to read and 
understandable to an average consumer'' and "[u]sc plain, straightforward language and avoid 
technical or legal jargon." Sec. 999.308(a)(2). Adopting this approach would provide businesses 
the flexibility to communicate with consumers in a manner that aligns with their specific business 
practices without creating undue confusion. 

Proposed amendments: 

Sec. 999.305(b): "A business shall include the following in its notice at collection: 

(2) For each category of personal information, tThc business or commercial purposc(s) for 
which personal information #-will be used." 

Sec. 999.308(b)(1)(d)(2): "For each category of personal information collected, pProvidc the 
categories of sources from which that information was collected, the business or commercial 
purposc(s) for which the information was collected, and the categories of third parties with 

6 

CCPA_45DAY_01568 

nguyent7
Line

nguyent7
Typewritten Text
W187-5 cont

nguyent7
Line

nguyent7
Typewritten Text
W187-6 W187-7 



whom the business shares personal information. The notice shall be written in clear and plain 
language, and in a manner that provides consumers a meaningful understanding of the way 
their personal information is collected and used the categories listed ." 

7. Sec. 999.317(9): Draft Regulation Addressing Requirements for Businesses that 
Annually Buy, Receive for Commercial Purposes, Sell, or Share for Commercial 
Purpose the Personal Information of 4,000,000 or More Consumers 

The draft regulations require that a business that "alone or in combination, annually buys, 
receives for the business's commercial purposes, sells, or shares for commercial purposes, the 
personal information of 4,000,000 or more consumers" compile and disclose certain metrics 
related to consumer requests. Sec. 999.31 ?(g). Many companies collect personal information 
from more than 4 million consumers, but the draft regulations do not provide guidance on 
whether such collection would be considered "receiving" this information for a "commercial 
purpose." 

We respectfully request that the regulations clarify which companies are covered by this 
requirement, as well as clarify the time frames for when the required metrics must be compiled 
and disclosed, to provide businesses adequate time to adopt processes for compiling and 
publishing these metrics. 

Proposed amendment: "A business that alone or in combination, annually buys, receives for the 
business's commercial purposes, sells, or shares for commercial purposes, the personal 
information of 4,000,000 or more consumers, shall , as of January 1, 2021 ...." 

8. Sec. 999.313(c)(9): Draft Regulation Addressing Responding to Requests to Know 

The draft regulations would require businesses to provide individualized responses to requests 
to know the categories of personal information collected, categories of sources from whom it is 
collected, and/or categories of third parties with whom it is shared. Under the draft regulations, 
businesses would be prohibited from referring the consumer to their general practices outlined 
in their privacy policy unless the response would be the same for all consumers and the privacy 
policy disclosed all of the information otherwise required in a response to such a request. In so 
doing, the regulations could effectively require a business to engage in an individualized privacy 
accounting for every consumer who exercises their right to know, even where these disclosures 
have previously been provided (for example, in the context of a specific product or service). 

This goes beyond what the CCPA requires and would impose significant burdens on business. 
It is also inconsistent with the transparency approach that has worked under other privacy 
regimes. For example, the GDPR specifically allows companies to ask consumers to specify the 
information or processing activity to which their request relates. GDPR, Recital 63. Rather than 
impose rigid standards that are unlikely to provide meaningful transparency to consumers, the 
regulations should provide additional flexibility in responding to requests to know, including by 
allowing them to engage with consumers and seek clarification as to which specific data points 
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they wish to know. 

Proposed amendments: "In responding to a consumer's verified request to know categories of 
personal information, categories of sources, and/or categories of third parties, a business shall 
provide an individualized response in response to a consumer's specific request for such 
information to the consumer as required by the GGPA. It shall not refer the consumer to the 
businesses' general practices outlined in its privacy policy unless its response would be similar 
the same for all consumers and the privacy policy discloses all the information that is otherwise 
required to be in a response to a request to know such categories. A business may request that 
the consumer specify the information being requested before providing such an individualized 
response. " 

***** 

We appreciate the opportunity to provide comments on the proposed regulations. 

Sincerely, 

Cynthia Pantazis 
Director, State Policy 
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Message 

From: K Royal 
Sent: 12/7/2019 12:57:38 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

CC: Hilary Wanda II 
Subject: Submission to CCPA Draft Regulations 
Attachments: TrustArc Comments to Draft CCPA Regulations Submitted on December 6, 2019.pdf 

Hello, 

Please see atached for our comments to the draft regulations. We appreciate the opportunity to 
provide these comments and respect the amount of thoughtfulness it takes for the Office of the 
Attorney General to draft, review, and revise the implementing regulations. We look forward to 
continued developments to the California Consumer Privacy Act regulations. 

Thank you, 
K 
on behalf of Hilary Wandall, 
General Counsel and SVP, Privacy Intelligence 

K Royal, FIP, CIPP/US / E, CIPM 
Associate General Counsel, Privacy Intelligence F 

TrustArc I 
835 Market Street, Suite 800 San Francisco, CA 94103 

NYMITY 

REIMAGINING PRIVACY 
CONFIDENTIALITY NOTICE: This email, including any attachments, may contain information that is confidential. Any unauthorized disclosure, copying or use of this email is prohibited. If you are not the 
intended recipient, please notify us by reply email or telephone call and permanently delete this email and any copies immediately. 
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FTrustArc 
Privacy Compliance 

December 6th, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor, 
Los Angeles, CA 90013 

835 Market Street 

Suite 800, Box 137 

San Francisco, CA 94103 

T 415.520.3490 

F 415.520.3420 

www.trustarc.com 

via email: PrivacyRegulations@doj.ca.gov 

Re: TrustArc Inc comments to proposed regulations for California Consumer Privacy Act 
(CCPA) (Stats. 2018, Ch. 55 [AB 375], as amended by Stats. 2018, Ch. 735 [SB 1121]) 

Dear Mr. Attorney General, 

TrustArc recognizes the importance of enhanced consumer privacy rights and the 
consequences of inadequate privacy laws and supports the efforts of California's lawmakers to 
both provide enhanced rights for consumers while requiring enhanced protection from 
businesses. 

By way of background, TrustArc is a global technology business, headquartered in San 
Francisco, with more than two decades of experience in assisting organizations of all sizes and 
industries in building consumer trust and operationalizing privacy management. Since our 
inception in 1997, we have supported and enhanced the ability of businesses to protect the 
individuals who entrust their data, knowingly or not, to those businesses. Having worked with 
hundreds of large and small businesses across industries and regions, TrustArc is intimately 
familiar with the challenges both businesses and consumers face in this digital age. 

Accordingly, TrustArc respectfully submits the following suggestions to build upon and 
strengthen the proposed California Consumer Privacy Act (CCPA) 1 regulations2

: 

1. Reconsider the provision to treat unverifiable requests for deletion as opt-outs; 
2. Clarify that businesses need to disclose "Categories of third parties" to whom they share 

personal information even where those entities collect personal information directly from 
the consumer; 

3. Reconsider requiring responses to requests for access or deletion within 45 days from 
receipt, rather than within 45 days from verification; 

4. Define exceptions to fulfilling consumer requests when those requests are unreasonably 
burdensome, overly broad, or jeopardize a business's confidential corporate information; 

5. Include all health information related to research in the CCPA exemptions; 

1 See California Consumer Privacy Act of 2018 available at 
https://leg info. legislature. ca. gov/faces/billT extClient.xhtml?bi II id=201 720180AB375 
2 See text of proposed Regulations to CCPA available at https://oag .ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa
proposed-regs. pdf 
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6. Limit the ability of service providers to respond to consumer requests without the 
business's input; 

7. Exempt businesses that may share common ownership or branding with a business 
subject to the CCPA but do not have access to that business's data; and 

8. Explain the requirements for notice in certain situations that are challenging, such as 
offline interactions, connected devices, and the need for accessible notices. 

Each of these points is addressed in further detail below along with recommended solutions to 
address the identified concerns. 

1. Treating Unverifiable Requests to Delete as Opt-outs of Sales 

The provision that an unverifiable request to delete personal information should be 
treated as an opt-out of sales,§ 999.313(d)(1), is illogical and appears to contravene the 
intent of the CCPA that consumer requests be verified. This requirement creates a 
situation where businesses are forced to act on a request that may be contrary to 
consumers' actual desires. Given the prevalence of fraudulent requests under the 
European Union's General Data Protection Regulation3, one of the only bases for 
comparable research, it is highly possible4 that there will be fraudulent requests made 
pursuant to the CCPA. 

Acting on fraudulent requests is against the intent of the CCPA, which is to give 
consumers rights to know and control aspects of how their personal information is 
collected, used, and disclosed. 

Further, competitors or malicious actors could force a business not to sell valuable 
personal information that could be critical to their business model. Treating unverified 
requests for deletion as opt-outs of sales is a step not only unintended by the CCPA, but 
perhaps even directly against the stated purpose and requirements of the CCPA. 

TrustArc requests that§ 999.313(d)(1) be stricken from the regulations. 

2. Categories of Third Parties 

The CCPA uses the phrase "Categories of third parties" in relation to the consumers' 
right to know the third parties with whom a business shares consumers' personal 
information (§ 1798.11 O(a)(4)). In the proposed text of regulations at§ 999.301 (e), 
"Categories of third parties" is defined as "types of entities that do not collect personal 
information directly from consumers, including but not limited to advertising networks, 
internet service providers, data analytics providers, government entities, operating 
systems and platforms, social networks, and consumer data resellers." 

3 See alert posted by the National Commission for Data Protection in Luxembourg, the Commission Nationale pour la 
Protection des Donnees at https://cnpd .public. lu/en/actualites/national/2018/November201 8/fermeture-registre
public.html. 
4 See the article from the International Association of Privacy Professionals https://iapp.org/news/a/fake-dsars
theyre-a-thing/ discussing the problem of anonymous fraudulent requests . 
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Because many of the examples of "Categories of third parties" do, in fact, collect 
personal information directly from consumers through cookies or tags, the regulations 
appear to allow a business to avoid disclosure of the types of entities it shares personal 
information with if those entities are also collecting personal information directly from 
consumers. 

For example, if a business both 1) shares consumer personal information to a social 
network and 2) allows that social network to directly collect personal information via 
cookies on the business's site, then the plain language of the regulation permits 
omission of the disclosure of the sharing of personal information to the social network 
because subsection (e) of the regulation states that the categories of third parties that 
must be disclosed are those that "do not collect personal information directly from 
consumers." 

At a minimum, the language is confusing because the definition of "Categories of third 
parties" excludes disclosing the sharing with the social network in this example, but the 
list of categories to be disclosed appears to include the social network. 

As this appears to be an unintended consequence, we would request language to clarify 
whether businesses need to disclose the categories of third parties with whom they 
share personal information even where those third parties are simultaneously collecting 
personal information directly from consumers under§ 999.301 (e). 

3. Response Timeframe to Requests 

Proposed section§ 999.313(b) explicitly states that requests to know and to delete must 
be responded to by businesses within 45 days of receipt "regardless of time required to 
verify the request." Such a requirement may lead to the unintentional (and undesired) 
result of devaluing the significance of verification while potentially indirectly penalizing 
businesses acting in good faith. 

To avoid the risk and liability from exceeding the 45-day response period as a result of a 
consumer not timely authenticating their identity until just before the deadline (or even 
after it), businesses will be forced to effectively prepare responses to all requests upon 
receipt. This denies the gatekeeper function of verification and forces businesses-
particularly small- and medium-sized enterprises--to expend much needed resources on 
many requests that will ultimately go unverified. 

Such a result is not realistically a goal of the CCPA and, in instances when verification 
occurs very close to the deadline, increases the likelihood of inadvertent or unauthorized 
disclosures of consumers' personal information as a result of last-minute actions. 

Respectfully, § 999.313(b) should be revised such that the 45-day period begins 
following verification of the request or, in the alternative, the Attorney General should 
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clarify that a request verification being completed after 30 days from receipt provides the 
basis for a 45-day extension of the response time. 

4. Exceptions to Fulfilling Consumer Requests 

The CCPA takes great care to provide exceptions to a consumer's right to access and 
deletion but does not appear to consider broad categories that should be subject to 
exceptions, such as requests that are unreasonably burdensome, overly broad, or that 
compromises a business's confidential information. 

For example, with video surveillance images, consumers are not typically identified until 
or unless there is a situation wherein identification is necessary, such as if a crime is 
committed. Under the CCPA § 1798.100( e) provides that if personal information is 
retained in a way that is not identifiable, the business is not required to identify it solely 
for the purpose of providing that information to the consumer. Images of individuals are 
inherently identifiable, but not typically associated with identifiers making them readily 
accessible for purposes of fulfilling consumer requests. Thus, associating identifiers 
solely for the purposes of fulfilling a consumer's request is unreasonably burdensome on 
the business and overly broad for the purposes of consumer rights. 

In addition, the exceptions to disclosure listed in§ 999.313(c)(3) only address that "a 
business shall not provide a consumer with specific pieces of personal information if the 
disclosure creates a substantial, articulable, and unreasonable risk to the security of that 
personal information, the consumer's account with the business, or the security of the 
business' systems or networks." There is no exception for compromising a business' 
intellectual property, confidential activities, or physical security. Providing images that 
disclose corporate confidential information should not be allowed. 

The Attorney General is directed to establish "any exception necessary to comply with 
state or federal law, including ... trade secrets and intellectual property rights" (CCPA § 
1798.185(a)(3)) in addition to adopting "additional regulations as necessary to further the 
purposes of the title" (CCPA § 1798.185(b)). 

Potentially, the language of§ 999.313(a)(3) could be changed to read "A business shall 
not provide a consumer with specific pieces of personal information if the disclosure is 
unreasonably burdensome on the business; is an overly broad request; or creates 
a substantial, articulable, and unreasonable risk to the security of that personal 
information, the consumer's account with the business, or the security of the business's 
systems, OF-networks, physical property, or intellectual property or compromises 
the business' confidential corporate activities" (additions noted in bold). 

Given these challenges, TrustArc requests that exceptions addressing disclosure of 
confidential corporate information, unreasonably burdensome tasks, and overly broad 
requests as noted in the suggested language above be added into the regulation and / 
or clarification on how to manage these significant concerns. 
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5. Health Data 

Along the same continuum as the exceptions requested above to provide exceptions for 
confidential corporate information, there is a subset of health data that is not explicitly 
exempted from the CCPA, although the intent appears to do so. Within clinical trials for 
pharmaceuticals or medical devices, there are activities required or advised by the U.S. 
Food and Drug Administration that do not fall under the Common Rule (45 C.F.R. 46), 
exempted from the CCPA in§ 1798.145(c)(3). Not all data processed in research 
activities fall under the Common Rule or HIPAA (the U.S. Health Insurance Portability 
and Accountability Act of 1996 and its subsequent amendments). 

The health information processed for these purposes, such as post marketing 
surveillance or other research purposes, are as critical to the public good and medical 
advances as those specifically covered by the Common Rule. Consumer access to that 
information or deletion of that data could have a detrimental impact on critical 
development and consumer safety. 

The Attorney General has the authority to make sure that this critical information does 
not inadvertently fall between the lines under § 1798.185 under establishing necessary 
exceptions or additional regulations to further the purpose of the CCPA. 

For this reason, we respectfully request that the regulations include a clarification that all 
health information related to research activities are exempted from the CCPA. 

6. Service Providers 

Under§ 999.314(d), service providers are directed that if they collect, maintain, or sell 
"on behalf of the business it services, and does not comply with the request, it shall 
explain the basis for the denial." 

This appears to direct service providers to respond directly to consumers. However, the 
next sentence tells service providers to inform consumers to submit requests to the 
business. This seems contradictory and is confusing. Certainly, service providers should 
facilitate consumer requests in an expeditious manner. 

It is unclear whether this provision is directed at service providers who collect personal 
information directly from consumers, presupposing a relationship conducive to the 
service provider responding independently. It is also unclear who the service provider is 
required to "explain the basis for the denial" to - the consumer or to the business. 
Potentially, if a service provider can grant the request, it should do so without informing 
the business beforehand or at all. The statement as written is unclear and subject to 
various interpretations. 

In the absence of prior arrangements, service providers should not be permitted to 
respond to consumer requests directly. 

TrustArc respectfully requests a clarification on service providers' responsibility. 
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7. Businesses Sharing Common Management or Branding 

The CCPA § 1798.140(2) definition of "Business" includes "[a]ny entity that controls or is 
controlled by a business, as defined in paragraph (1), and that shares common branding 
with the business" where "Common branding" means a shared name, servicemark, or 
trademark." This definition puts an undue burden on businesses that may have no tie to 
California or would not be subject to the CCPA other than sharing a common branding, 
such as franchises. 

Consider a small business that shares a brand located in Mississippi that may do $2M in 
revenue and has no California data, but shares a brand with a business in California that 
is subject to CCPA is now required to implement provisions of the CCPA that are unduly 
burdensome, overly broad, and perhaps even outside the scope of California jurisdiction 
as common branding is not necessarily enough to qualify for personal and subject matter 
is questionable if the out-of-state business has no connection with California data. The 
same argument can be made for entities that are controlled by a business. 

As California is truly concerned with the wellbeing of its residents' personal information, 
this appears to be an unintended consequence to fold in businesses with no tie to 
California or its data other than sharing a common branding. Now, where the data is 
commingled, there may be cause; but where there is no access, there is no cause. The 
Attorney General has authority to enact the regulations necessary to implement the 
CCPA and to assure that there are exceptions where applicable to comply with state and 
federal laws under the CCPA § 1798.1 SS(b) and (a)(3) respectively. 

For the reasons above, TrustArc requests that the Attorney General provide an 
exception to the CCPA for businesses whose only nexus is being under the same 
management or sharing common branding if they have no access to California personal 
information collected, used, or otherwise processed by the pertinent qualifying business. 

8. Notice - situational challenges, e.g. offline, loT, accessible 

The requirements for notice in several sections of the proposed regulations present 
challenges in various scenarios. 

For example,§ 999.305(a)(1) requires that consumers be informed, "at or before the 
time of collection ... of the categories of personal information to be collected from them 
and the purposes for which the categories of personal information will be used." In many 
in-person situations, the business may not have a website for the consumer to go to as 
directed by§ 999.305(b)(4). The CCPA and the proposed regulations make it clear that 
offline encounters are subject to the notice requirements in§ 999.305(a)(2)(e)), but 
presenting full notice at or before the time of collection will be challenging in a variety of 
settings, including, but not limited to, Internet of Things (loT) devices and video. 

loT Devices that are connected to the internet are not necessarily embedded into other 
processes in a manner that supports providing notice, such as parking sensors. These 
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same challenges are present in other "offline" contexts such as video surveillance or 
crowd monitoring at venues. When hundreds of technologies come together in one 
space, "prominent signage" becomes ubiquitous to the point of invisibility. 

In light of these challenges for the general public, making these notices accessible for 
individuals with disabilities, as required under§ 999.305(a)(2)(d), is nearly impossible 
without further guidance on expectations and standards. 

A method to consider as one part of the solution would be creating visual indicators that 
convey meaning quickly, prominently, and across language barriers. These indicators 
have been successful in many contexts such as indicating restrooms, prohibitions 
against smoking, and handicap accessible parking. 

Under these various circumstances, even if the initial notice is provided, it is challenging 
to provide additional notice if the business who collected personal information decides to 
use it in a new or different way(§ 999.305(a)(3)). 

TrustArc requests that the Office of the Attorney General provide specific guidance on 
what constitutes adequate notice in offline context, including standards on sufficiency for 
accessible notice, with consideration given to the use of visual indicators. 

Please note that the concerns with accessible notices is also present in § 
999.306(a)(2)(d), § 999.307(a)(2)(d), and§ 999.308(a)(2)(d). 

* * * 

With the eight recommendations above, TrustArc has completed its comment submission. We 
appreciate the opportunity to provide these comments and respect the amount of thoughtfulness 
it takes for the Office of the Attorney General to draft, review, and revise the implementing 
regulations. We look forward to continued developments to the California Consumer Privacy Act 
regulations. 

Respectfully submitted, 

lh I n tN~~, 
Hilary Wandall 

General Counsel & SVP, Privacy Intelligence 
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Message 

From: Carkhuff, Braden 
Sent: 12/7/2019 12:30:40 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Sutter Health Comments on the California Consumer Privacy Act Proposed Regulations 
Attachments: Sutter Health Proposed CCPA Regulations Response.pdf 

On behalf of Sutter Health, I respectfully submit the attached comments regarding the proposed regulations for the 
California Consumer Privacy Act. If you have any questions regarding our comments, please reach out. 

Thank you, 

Braden Carkhuff 

Braden Carkhuff 
Privacy and Information Security Officer - Special Projects 
Communications I Design & Innovation I Marketing I Philanthropy 
Office of the General Counsel 
Cell: 

Quick Tip: Watch where you surf, Phish take a bite out of your security. 

w6rd5 Together, We Can Protect Patient Information 
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+ Sutter Health 

December 6, 2019 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Re: Comments on the California Consumer Privacy Act Proposed Regulations 

Dear Attorney General Becerra: 

Sutter Health is a not-for-profit healthcare organization providing comprehensive, integrated 

medical services in more than 100 Northern California communities. Our organization is staffed by 

over 55,000 employees and affiliated with 12,000 physicians providing care to more than 3 million 

patients. Central to our values are commitments to working with the diverse communities we serve, 

providing excellence, quality, and safety to our patients, and ensuring the privacy and security of our 

patients' information. We are writing to express our concerns with the proposed regulations around 

the California Consumer Privacy Act (CCPA) and to provide feedback, insight, and awareness on 

possible modifications that would allow healthcare organizations such as Sutter Health to continue 

protecting patient information and comply with the CCPA without creating risk and unnecessary 

confusion to our patients. 

The CCPA directly affects the few for-profit entities controlled by Sutter Health, which is a not-for

profit 501(c)(3) tax-exempt entity. Thus, a not-for-profit healthcare organization such as Sutter 

Health, could be subject to the provisions of the CCPA. Our comments below outline the reasons 

why the drafted regulations should be revised to address the challenges the health care sector faces 

with having to comply with both consumer rights under CCPA and patient rights under the Health 

Insurance Portability and Accountability Act of 1996 (HIPAA) and the Confidentiality of Medical 

Information Act (CMIA). The CCPA exempts healthcare information from some requirements under 

the law, but, despite these noted exemptions, there remains ambiguity relating to consumer data 

that may also be directly related to patient health information. At Sutter Health, consumers are 

generally patients and patients are generally consumers, and both personal information and 

protected health information (PHI) are of most value to the patient when they are intimately 

connected. Without a clearer line of demarcation, the interplay between CCPA and HIPAA is 

strained, and all health care providers offering medical care, safety, and wellness within the state of 

California will be faced with similar issues. Consumers are now very aware of privacy issues and data 

protection challenges due to the mass privacy breaches some companies have faced. However, the 

draft regulations conflate consumer data, personal information, and PHI. The similarities and 

nuances that exist between consumer data and PHI will create unnecessary misunderstandings 

among consumers and patients about their data protection rights. 

As a covered entity under HIPAA, Sutter Health is regulated and required to treat PHI with certain 

protections; however, in some instances consumer data and PHI are the same information. For 

example, consumer data may include social security numbers, street addresses, and zip codes and 

this data is also considered PHI. The dual nature of this data creates unintended negative 

consequences for health care providers faced with consumers and patients requesting to exercise 

their rights under CCPA. This is because the data they may request to access, delete, or restrict 
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+ Sutter Health 
resides in both the PHI and consumer data environments. For example, when a consumer, who is 

not yet a patient, visits Sutter Health's website to gain an understanding of the health and wellness 

services Sutter Health offers to the community by clicking on links relating to diabetes or dialysis 

services, and subsequently, that same consumer decides to become a patient of Sutter Health by 

creating an online patient account to book an appointment, the relationship between the previous 

consumer and the subsequent patient will continue to be commingled. Thus an argument may be 

made that the action of initially visiting Sutter's website by the consumer falls within the purview of 

the CCPA, but the subsequent actions taken to create a patient account are exempted. This dilemma 

for the health care sector is significant when magnified by the number of consumers/patients 

seeking information from health care providers. It is apparent that the legislature did not intend to 

create overly burdensome requirements for the health care sector to comply with this law. 

Therefore, an express carve-out should exists for HIPAA covered entities. Sutter Health seeks clarity 

in the regulations on behalf of our patients so we may best serve the communities in which we are 

located. 

Article 2. Notices to Consumers 

§999.305. Notice at Collection of Personal Information 

Current Regulation: §999.305(a)(2)(e) 

While providing consumers notice at or before the collection of a consumer's personal information 

is, and should remain, a central tenet of privacy rights, the requirements of §999.305(a)(2)(e) do not 

contemplate physical locations where only PHI is collected. This section's requirements, when 

applied to a covered entity's service locations, are likely to cause confusion to the consumer and 

patient. While a covered entity may have data subject to CCPA, the information collected at physical 

locations where covered services are provided is PHI and therefore out of scope of the CCPA. By 

requiring the presence of a paper notice or prominent signage directing consumers to the online 

notice, it will cause concerns and confusion as to the appropriate uses of their PHI as well as their 

separate, distinct rights under HIPAA. 

Issue with Current Regulation: 

Section 999.305(a)(2)(e) requires businesses to provide notice of collection of personal information 

before any information is collected. This approach is not practical for health care facilities, where PHI 

is collected and there is no way to separate PHI from personal information. 

[Proposed] Regulatory Solution: 

Revise §999.305(a)(2) to exclude HIPAA covered entities from this requirement, rather than cause 

confusion and misunderstandings among consumer and patient groups. The change would be 

consistent with current HIPAA laws and alleviate overly burdensome requirements placed upon 

HIPAA covered entities. 

While a covered entity may engage in practices where notice is mandated, those same notice 

requirements should not be required in locations where only out-of-scope data is collected. 

Current Regulation: §999.305(a)(3) 

"A business shall not use a consumer's personal information for any purpose other than those 

disclosed in the notice at collection. If the business intends to use a consumer's personal information 

for a purpose that was not previously disclosed to the consumer in the notice at collection, the 
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+ Sutter Health 
business shall directly notify the consumer of this new use and obtain explicit consent from the 

consumer to use it for this new purpose." 

Issue with Current Regulation: 

Section 1798.100 does not contemplate a consent requirement, much less an "explicit consent" 

requirement. The text of the CCPA only addresses consent when discussing selling the personal 

information of a minor, Cal. Civ. Code §1798.120(d), and surrounding a financial incentive program, 

Cal. Civ. Code §1798.125(b)(3). 

Sutter Health feels the "explicit consent" requirement in §999.305(a)(3) goes beyond the scope of 

the CCPA, and also fails to explain how "explicit consent" is to be obtained. 

[Proposed] Regulatory Solution: 

Delete the extra statutory requirement of §999.305(a)(3). 

§999.306. Notice of Right to Opt-Out of Sale of Personal Information 

Current Regulation: §999.306(d) 

"A consumer whose personal information is collected while a notice of right to opt-out notice is not 

posted shall be deemed to have validly submitted a request to opt-out." 

Issue with Current Regulation: 

Sutter Health believes the consequences the health care sector will face was not intended or 

contemplated with this specific provision. Patients who are consumers can't opt-out of the sharing 

of their PHI when it is mandated under HIPAA. As previously stated, PHI and personal information 

are and should be linked. Therefore, HIPAA covered entities should be exempt from this provision. 

Because HIPAA covered entities are not in the business of mining consumers personal data for profit, 

they should be exempt from this law. Moreover, HIPAA covered entities both secure and protect 

PHI, which includes personal information, for patients' health, safety, and welfare. The 'Opt-Out of 

Sale of Personal Information' should exempt these entities to avoid confusion of the issues by both 

consumer and patient groups. 

The regulations also don't consider that in some instances HIPAA covered entities are required to 

share PHI, which may include personal information, and this fact alone fosters confusion among 

both patients and consumers. 

Pursuant to the draft regulations, businesses are required to keep a record of the opt-outs they 

receive. For businesses who don't sell personal information but to whom consumers can be deemed 

to have submitted the default opt-out, this creates a compliance burden. 

Also, if a business receives "default" opt-outs at a time when it didn't sell information but decides to 

sell information within 12 months, the business will be preemptively prohibited from selling 

information for 12 months even though the business has not received explicit "direction from a 

consumer not to sell the consumer's personal information," as required by the CCPA. 

Section 999.306(d)(2) may not be operable for businesses. 

[Proposed] Regulatory Solution 
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+ Sutter Health 
Exempt HIPAA covered entities from this provision or provide language that states consumers may 

exercise their right to opt-out if their personal information is not linked to their PHI. 

§999.308. Privacy Policy 

Issue with Current Regulation: 

The requirement for posting the privacy policy as outlined in §999.308(a)(3) should be revised to not 

dictate the use of the word "privacy" as a link to the CCPA notice. Covered entities are already 

required by HIPAA to post conspicuously on their website a link to the covered entity's notice.1 By 

requiring covered entities to use the word "privacy" as a link to a CCPA compliance web page or 

notice, this will confuse the consumer or patient when they are looking for the covered entity's 

approach to patient privacy. The Attorney General should not dictate the terms required for a link to 

a business's privacy materials when there are competing federal requirements for conspicuously 

posting on a website and what material should be posted there. Businesses should be allowed to 

define what words should link to the appropriate content. 

We encourage the Attorney General to review and revise the terms used in §999.308(b)(l)(d)(2) and 

§999.308(b)(l)(e)(2). In the former section, relating to the categories of personal information 

collected, it is required to designate the categories of their parties with "whom the business shares 

personal information." [Emphasis added] Then, the notice also requires a listing of categories of 

personal information "that it disclosed or sold in the previous 12 months." [Emphasis added] The 

definition of "sale" is broad under the CCPA and also encompasses "discloses" in the definition.2 

However, it does not define "shares" but this could reasonably be understood as "make available" as 

in the definition.3 If the current requirements for the notice (particularly on the website of a 

business) requires the use of a button stating "Do Not Sell My Information," the notice should reflect 

the same broad definition of sale, rather than parsing out "shares," "discloses" and "sells."4 To a 

consumer in the ordinary course of business, each of these terms, when read plainly, all have 

different meanings and present a problem when drafting appropriate language for a privacy policy. 

[Proposed] Regulatory Solution: 

Modify language to provide consistent terms, for example, "shares," "discloses" and "sells" are used 

interchangeably throughout the section. These terms should be defined and used consistently. 

Article 3. Business Practices for Handling Consumer Requests 

§999.312. Methods for Submitting Requests to Know and Requests to Delete 

Issue with Current Regulation: 

The regulation did not contemplate HIPAA covered entities who predominantly handle PHI, which 

encompasses specific personal information. As drafted, this may be confusing for the consumer. It 

might be better if the two pieces were divided - a section on submitting requests to know and a 

section on submitting request to delete. 

The proposed regulations also create a conflation between CCPA and other applicable privacy laws. 

While requiring businesses to provide a method of submitting requests that reflects the manner in 

1See 45 CFR § 164.520(c)(3)(i). 
2 See Cal. Civ. Code§ 1798.140(t)(l). 
3 id. 
4 See §999.305(b)(3). 
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+ Sutter Health 
which the business primarily interacts with the consumer generally makes sense, it does not in the 

context of a provider who is a covered entity. Most providers will interact with patients in person. In 

the context of a covered entity, generally all of the data created and collected as a part of a service 

provided is PHI and out of scope of the CCPA. By requiring an in-person method of submission of 

those requests (in addition to the notice being available in the in person setting addressed earlier) it 

is conflating the information covered by CCPA. To a consumer/patient, it would have the implication 

that the covered entity "sells" their health information. Additionally, requiring front-line staff to be 

able to speak to the nuance between HIPAA patient rights and CCPA consumer rights is untenable. 

Not only does this requirement cause confusion to consumers/patients, it also will confuse front-line 

employees. 

[Proposed] Regulatory Solution: 

Exempt HIPAA covered entities from this provision or provide language that states consumers may 

exercise their right to delete if their personal information is not linked to their PHI. 

§999.313. Responding to Requests to Know and Requests to Delete 

Issue with Current Regulation: 

The methods outlining the steps a business may take to comply with a consumer's request to delete 

their information does not align with the spirit of the law or a consumer's reasonable understanding 

of the word "delete." The draft regulations state a business may either permanently erase, de

identify, or aggregate the personal information. The only appropriate understanding and application 

of a Request to Delete should be permanently and completely erasing the personal information. If all 

documents to the consumer should be in plain language and be written to provide consumers a 

"meaningful understanding," it is difficult to provide the techniques used to de-identify or aggregate 

under CCPA in a plain language understanding.5 Most consumers would reasonably assume that 

when they exercise a Request to Delete, their information will be deleted. The other listed methods, 

de-identification and aggregation still leave a trace and record of the individual. In a response to a 

Request to Delete, the consumer will likely be confused that their request was processed as a de

identification or aggregation, rather than a true deletion. 

§999.315. Requests to Opt-Out 

Issue with Current Regulation: 

Additional clarification is required as to notification requirements for alerting consumers who opt 

out that third-party notification has been completed. The proposed regulations require that action 

on an opt-out request should take no longer than 15 days from the date of receipt. 6 Additionally, the 

business processing the request must notify all third parties with whom it has sold personal 

information in the 90 days preceding the date the request was made.7 The business must notify the 

consumer that this notification to third parties is completed. 8 However, it is unclear how this 

notification and process occurs when the opt-out is initiated from user-enabled privacy controls as 

noted in §999.315(c). This section requires a business to comply with user-enabled privacy controls 

as a valid form of opt-out for the browser or device, or, if known, for the consumer. 9 We request the 

5 See §999.313(c)(ll). 
6 See §999.315(e). 
7 See §999.315(f). 
8 id. 
9 See §999.315(c). 
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+ Sutter Health 
Attorney General to provide additional information as to how to effectively respond to an opt-out 

request initiated by user plug-ins when we may not have any identifying information for the 

individual or any avenue to notify the consumer of the completion of the request. 

Additionally, in the instance of public or shared computers, we may be opting individuals or 

browsers out that are not actually requesting an opt-out. This may cause individuals to be 

inadvertently opted out and then subject to a price difference for a service in which they are 

permitting the sale of their data as permissible under §999.336. This then requires the consumer to 

follow the two-step opt-in process for the sale of their data causing a burden to the consumer who 

did not want to opt-out initially. 

§999.317. Training; Record-Keeping 

Issue with Current Regulation: 

Section 999.317(a) could be interpreted to mean that all employees of a business that could be 

asked questions about a business's privacy practices need to understand all the requirements of the 

CCPA and how to handle consumer questions. This section could be improved by adding clarifying 

statements. For example, following the example of the GDPR, the regulations could require "The 

department" responsible for handling consumer ... ". This type of change would show that while 

frontline staff may get asked questions about the CCPA, they are not required to have knowledge 

beyond where to direct questions. Alternatively, the regulation could be updated to read "All 

individuals directly responsible for handling consumer inquiries ... ". Organizations such as Sutter 

Health have employees tasked with a variety of responsibilities, however the employees with the 

ability to respond to CCPA inquiries in a way that best meets the needs of the consumer reside in the 

privacy and information security department - not a patient services representative tasked with 

checking in patients, obtaining basic patient information, and the like. Adding clarifying statements 

will afford businesses the ability to more easily educate the workforce to best assist the consumer 

because it allows the business to instruct and train employees who to direct questions to instead of 

creating an appearance that all employees should be able to answer CCPA inquiries. Additionally, the 

Attorney General's Standardized Impact Assessment identified that "privacy professionals" would be 

trained for handling consumer requests or be responsible for the business's CCPA compliance. 10 

[Proposed] Regulatory Solution: 

The regulations should clearly reflect that the training requirement is specific to the individuals 

specifically designated to respond to consumer rights requests. 

Article 4. Verification of Requests 

§999.323. General Rules Regarding Verification 

Section 999.323(b)(l) should state that a business may match the "identifying information provided 

by the consumer" to "the in scope personal information of the consumer already maintained by the 

business." In the context of healthcare organizations, the entity may have a large amount of 

information on the consumer, but most of it falls within an exemption to the CCPA. The law should 

require only the use of the data that is in scope of CCPA as to not commingle in-scope and out-of

scope data. This could lead to misunderstandings on the side of the business and cause a violation of 

other privacy laws. Verification processes should rely only on data considered in-scope of CCPA, not 

10 Impact Assessment at 26. 
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+ Sutter Health 
all information the business may have on an individual, especially when the business is a covered 

entity under HIPAA and maintains considerable PHI. 

§999.325. Verification for Non-Accountholders 

We request clarification between the terms "data points" and "pieces of personal information." 

Sections (b) and (c) in this section outline the methods for identifying an individual without a 

password-protected account. The former requires validating two data points to release categories of 

personal information regarding a Request to Know. The latter requires "three pieces of personal 

information" regarding a request to know specific pieces of personal information. Neither terms are 

defined. Parity should be reached between these two sections. 

On behalf of Sutter Health, thank you for the opportunity to provide these comments on the 

proposed regulations implementing the CCPA. Please contact me directly with any questions via 

email rat 

Respectfully, 

Jacki Monson 

Chief Privacy and Information Security Officer 

Sutter Health 
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Message 

From: Courtney Jensen [ 
Sent: 12/6/2019 11:06:46 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: TechNet Comment Letter Regarding Proposed CCPA Regulations 
Attachments: TechNet CCPA Regulations Comment Letter 12.06.19.pdf 

Good Afternoon, 

Attached please find TechNet's written comments regarding the CCPA proposed regulations. 

Please do not hesitate to reach out with any questions. 

Thank you, 
Courtney 

Courtney Jensen 
Executive Director I California and the Southwest 
TechNet I The Voice of the Innovation Economy 
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TechNet Southwest I Telephone 916.600.3551TECHNET 
915 L Street, Suite 1270, Sacramento, CA 95814

THE VOICE OF THE www.technet.org I @TechNetUpdate
INNOVATION ECONOMY 

December 6, 2019 

The Honorable Xavier Becerra 
ATTN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 

Dear Mr. Attorney General Becerra, 

TechNet appreciates the opportunity to submit written comments regarding the 
draft California Consumer Privacy Act ("CCPA") regulations. 

TechNet is the national, bipartisan network of technology CEOs and senior 
executives that promotes the growth of the innovation economy by advocating a 
targeted policy agenda at the federal and SO-state level. TechNet's diverse 
membership includes dynamic startups and the most iconic companies on the 
planet and represents three million employees and countless customers in the fields 
of information technology, e-commerce, the sharing and gig economies, advanced 
energy, cybersecurity, venture capital, and finance. 

TechNet member companies place a high priority on consumer privacy. We 
appreciate the aim of the CCPA to meaningfully enhance data privacy; however, the 
law was drafted quickly and is still in need of refinement. CCPA continues to contain 
unclear requirements that raise significant operational and compliance problems 
that do not advance privacy or data security. The Legislature has looked to the 
Attorney General on some issues to create cohesive rules based on a statute that in 
some parts is unclear. It is imperative for businesses and consumers in California 
that CCPA regulations move forward with the goal of providing clarity to the 
statute. 

Consumer privacy continues to be an evolving landscape that is always under 
construction in California. CCPA is effective on January 1, 2020 and the industry 
has already worked diligently to go live with requirements to come into compliance, 
all of which took place before draft guidance was issued by the AG's office. At the 
same time, an initiative is likely to be on the ballot in 2020 which would completely 
change the features, system changes, user interface, and backend workflow which 
was designed and implemented by industry. These additional layers and 
comprehensive changes are costly and also confusing for consumers. 

Compliance has been costly and every small change to the requirements of AB 375, 
via Attorney General regulations, necessitate expensive changes to platforms. 
Essentially, industry was required to build products without the criteria they would 

Washington, D.C. • Silicon Valley • San Francisco • Sacramento • Austin • Boston • Chicago • Olympia • Albany • Tallahassee 
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be graded on and now, we believe, the regulations could cause further confusion 
and additional layers that were not clearly delineated when businesses began 
planning for and implementing technologies to go live in 2020. We urge that any 
new requirements beyond those delineated in the statute be removed from the 
regulations or, at the very least, have a delayed effective date. 

Respectfully, please find our specific comments regarding the regulations below. 

§ 999.301. Definitions 
o The new definition of "categories of third parties" creates a new level of 

confusion for businesses. Businesses, such as internet service providers 
(ISPs), generally have a direct relationship with consumers. Although they 
may receive personal information indirectly at times, ISPs, advertising 
networks, data analytics providers, and social networks should be removed 
from the third-party definition because they usually collect data directly or 
may be considered "service providers" under the CCPA. 

o The draft rules also define "affirmative authorization" as "an action that 
demonstrates the intentional decision by the consumer to opt-in to the sale 
of personal information." Within the context of a parent or guardian acting on 
behalf of a child under 13, it means that the parent or guardian has provided 
consent to the sale of the child's personal information in accordance with the 
methods set forth in section § 999.330. For consumers 13 years and older, it 
is demonstrated through a two-step process whereby the consumer shall 
first, clearly request to opt-in and then second, separately confirm their 
choice to opt-in." We suggest striking the language mandating a two-step 
process as it can be cumbersome and disruptive for consumers and overly 
prescriptive for businesses. It can prevent businesses from developing 
innovative consent flows based on extensive User Experience (UX) and User 
Interface (UI) research. 

§ 999.305. Notice of Collection of Personal Information 
o § 999.305 sets forth the purpose and general principles relating to a covered 

business' provision of notice at or before the time of collection of personal 
information to a consumer. However, it does not contemplate businesses that 
collect personal information over the telephone and/or the manner in which 
notice should or could be provided. For example, it would be exceptionally 
burdensome to inform a consumer of the categories of the personal 
information to be collected from them and the purposes for which the 
categories of the personal information will be used (§ 999.305(a)(1)) during a 
telephone call, particularly where call time is critical to a business' success. If 
businesses are forced to deliver a privacy notice to a consumer over the 
telephone, businesses are extremely likely to suffer losses in call volume and 

2 
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revenue. Further, it is also unlikely that consumers would be willing to stay on 
a call to listen to a privacy notice being read aloud. 1 

• We respectfully suggest that § 999.305 be amended to clarify that a 
covered business that collects personal information from consumers 
over the telephone can direct consumers to a notice at collection (as 
defined in 999.301(i)). This provides the consumer with transparency 
around the business' privacy practices and the consumer rights with less 
impact on the consumer experience and lesser risk of harm to the 
business. 

o The draft regulations in § 999.305(a)(3) propose "A business shall not use a 
consumer's personal information for any purpose other than those disclosed 
in the notice at collection. If the business intends to use a consumer's 
personal information for a purpose that was not previously disclosed to the 
consumer in the notice at collection, the business shall directly notify the 
consumer of this new use and obtain explicit consent from the consumer to 
use it for this new purpose." This new purpose limitation requiring obtaining 
explicit consent from the consumer to use personal information for a new 
purpose exceeds the scope of the CCPA's statutory language, which only 
requires notice of new purposes (see Civil Code 1798.100 (b)). 

• Accordingly, the draft language should be revised to, "A business shall 
not use a consumer's personal information for any purpose other than 
those disclosed in the notice at collection. If the business intends to 
use a consumer's personal information for a purpose that was not 
previously disclosed to the consumer in the notice at collection, the 
business shall directly notify the consumer of this new use and obtain 
~cpfidt consent from the consumer to use it for this new purpose." 

• An alternative approach to consider is clarifying this limitation so that 
it applies only to material changes that are retroactive. Accordingly § 

999.305(a)(3) should be revised to, "A business shall not use a 
consumer's personal information for any purpose other than those 
disclosed in the notice at collection. If the business intends to use a 
consumer's personal information for a material retroactive purpose 

1 See, e.g. Balebako, Rebecca, et al. "Designing Effective Privacy Notices and Controls" (June 16, 2017). IEEE 
Internet Computing. Available athttps://ieeexplore.ieee.org/xpl/Recentlssue.jsp?punumber=4236; Obar, 
Jonathan A and Oeldorf-Hirsch, Anne, "The Biggest Lie on the Internet: Ignoring the Privacy Policies and 
Terms of Service Policies of Social Networking Services" (June 1, 2018). TPRC 44: The 44th Research 
Conference on Communication, Information and Internet Policy, 2016. Available at 
SSRN: https: //ssrn.com/ abstract=2757465 or http: //dx.doi.org/ 10.2139/ ssrn.2757465; Smith, Aaron, "Half 
of online Americans don't know what a privacy policy is" (December 4, 2014) Pew Research Center. Available 
athttps: //www.pewresearch.org/ fact-tank/2014/ 12 / 04/ half-of-americans-dont-know-what-a-privacy
policy-is/ 
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that was not previously disclosed to the consumer in the notice at 
collection, the business shall directly notify the consumer of this new 
material retroactive use and obtain explicit consent from the consumer 
to use it for this new purpose." 

o Provisions on notice when the information is not directly collected should be 
more flexible (§ 999.305(d)(2)). The regulations should clarify that a 
business that receives personal information from an indirect source may 
comply with its CCPA obligations through contractual provisions that require 
other businesses to provide the requisite notice to consumers. The 
requirements to contact the source and obtain signed attestations are 
confusing and duplicative. 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 
o Respectfully, Tech Net has the same concerns with the delivery of the notice of 

the right to opt-out of the sale of personal information as the notice provision 
above for businesses collecting personal information over the telephone, and 
suggest the same solution as outlined above. 

o Overall, TechNet believes the proposed rules in this section governing the 
"right to opt-out of sale of personal information" exceeds CCPA's statutory 
language, place business at risk for unfair and deceptive claims, and create 
untenable compliance obligations. 

o The proposed rule § 999.306(a)(1) references a consumer's right to direct a 
business "that sells (or may in the future sell) their personal information to 
stop selling their personal information, and to refrain from doing so in the 
future." The CCPA does not govern a business's future potential to sell personal 
information, but instead governs the practices of businesses that sell personal 
information at the time of processing the personal information. The draft rule 
references not only businesses that actually sell personal information but that 
may in the future, which exceeds the current statutory language. 

o The proposed rule § 999.306(d) also states that a business is exempt from 
providing a notice of right to opt-out if it does not sell "and will not" sell 
personal information and if it states in its privacy policy that it does not and 
"will not" sell personal information. This is counter to the text of the CCPA, 
which allows for new uses of data pursuant to notice. In addition, there is a 
lack of clarity as to when businesses will be able to seek authorization from 
these consumers who will have been "deemed" to have opted out. Mandating 
that businesses make future representations like this unnecessarily restricts 
businesses from evolving their business models and roadmaps. And in the 
event that a business in good faith makes a representation that it will not sell 
information and at a later time decides to sell personal information with 
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adequate notice to consumers, the business now risks that it has made an 
unfair and deceptive claim to consumers by previously representing that it will 
not sell personal information. 

o § 999.306(d)(2) states, "A consumer whose personal information is collected 
while a notice of right to opt-out notice is not posted shall be deemed to have 
validly submitted a request to opt-out." First, the proposed rule conflates 
general personal information collection (not selling) with the right to opt-out 
of the selling of personal information. Second, the CCPA explicitly references 
that a business shall be prohibited from selling a consumer's information after 
receiving "direction from a consumer not to sell the consumer's personal 
information" (1798.120 (d)) The rule has replaced this "direction" requirement, 
which requires an explicit action through the opt-out button, with a "default" 
opt-out. Third, pursuant to the draft regulations, businesses are required to 
keep a record of the opt-outs they receive. For businesses who don't sell 
personal information but to whom consumers can be deemed to have 
submitted the default opt-out mentioned above, how would this work once 
selling begins - this would create a cumbersome compliance burden. Also, if a 
business is deemed to receive "default" opt-outs at a time where it didn't sell 
information, when are they permitted to seek a consumer's consent to in fact 
sell? 

• One approach to consider is amending the section to clarify that it only 
applies to previously collected information. Accordingly, the draft 
language should be revised to, "It states in its privacy policy that that it 
does not and will not sell personal information. A consumer whose 
personal information is collected while a notice of right to opt-out notice 
is not posted shall be deemed to have validly submitted a request to 
opt-out with respect to personal information collected during such time 
that the opt-out notice did not appear." 

§ 999.307. Notice of Financial Incentive 
o The disclosures required in § 999.307(b)(5) in relation to financial incentives 

are impractical and deal with competitively sensitive information. It is 
challenging for any business to assign value to a single consumer's data, and 
data often gains value when it is aggregated. Consequently, financial 
incentive programs will more likely be based on a complex calculation of 
costs to the business and market comparisons. Any number that a business 
ultimately discloses will not be meaningful to consumers. Every business and 
service is different, and requiring a business to disclose its methods and 
calculations will likely require disclosure of competitively-sensitive 
information. The CCPA statutory language is already sufficiently protective of 
consumers with regard to discounts. 
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o As noted above, data doesn't have independent value. The perceived value of 
data is subjective, in flux and depends on context. Because data lacks clear, 
objective value, academics have come up with wildly different estimates for 
the value of certain services to people, and experts are likely to come up 
with differing values for other services as well. Concerning free, ads-based 
services, personalized services, people don't give up or exchange data for 
their experience; instead the experience is made possible by data. Data is 
what enables ads-based services to provide the core of the service itself, 
which is personalized content. The reason certain businesses can offer their 
services for free isn't that they're being compensated with people's data. It's 
that they make money by selling ads: these businesses sell advertisers the 
opportunity to present their messages to people. And advertisers pay the 
businesses based on object metrics such as the number of people who see 
their ads or the number of people who click on their ads. 

o Specifically, § 999.307(b)(5) requires "[a]n explanation of why the financial 
incentive or price or service difference is permitted under the CCPA, 
including: a good-faith estimate of the value of the consumer's data that 
forms the basis for offering the financial incentive or price or service 
difference; and a description of the method the business used to calculate 
the value of the consumer's data." The rules articulate standards by which 
businesses can calculate the value of consumer data. We strongly 
recommend removing any requirements for providing an estimate of the 
value of consumer data. 

• The draft language should be revised to: "[a]n explanation of why the 
financial incentive or price or service difference is permitted under the 
CCPA, inciud-ing: a good faith estimate of the v-alue of the consumer's 
data that forms the basis for offering the financial incentive or price or 
sen<-/ce difference; and a descri-ption of the method the business used 
to calculate the v-alue of the consumer's data ." 

• We also propose striking§ 999.337, which describes the methods in 
calculating the value of consumer data. This requirement to disclose 
the value and methodology goes beyond CCPA statutory language. We 
urge that this requirement be struck from the draft regulations. 

§ 999.308. Privacy Policy 
o For consistency with the statute (1798.130(a)(S)(C)(i)) 

§999.308(b)(1)(d)(2) should be revised to the following: "For each category 
of personal information collected, provide the categories of sources from 
which that information was collected, the business or commercial purpose(s) 
for which the information was collected, and the categories of third parties to 
wit-h- whom the business sells shares personal information. The notice shall be 
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written in a manner that provides consumers a meaningful understanding of 
the categories listed." 

o §999.308(a)(1) requires businesses to disclose a comprehensive description 
of a business's online and offline practices which is burdensome and 
operationally challenging. Consumers should be provided with a privacy 
statement of a company's overall privacy practice that involves the collection, 
usage and sharing of the consumers' personal information. 

§ 999.312. Methods for Submitting Requests to Know and Requests to 
Delete 

o We request that this section be revised to allow for businesses that interact 
with consumers online only to not have the toll-free number requirement, but 
rather an email requirement per AB 1564 (Berman). The provisions 
specifying methods of submitting consumer requests appear to ignore recent 
changes to the underlying statute - specifically AB 1564's change to Civil 
Code 1798.130(a)(1)(A), which states that "A business that operates 
exclusively online and has a direct relationship with a consumer from whom 
it collects personal information shall only be required to provide an email 
address for submitting requests for information required to be disclosed 
pursuant to Sections 1798.110 and 1798.115." 

o The proposed rules also appear to potentially require a business to have 
three methods for requests, exceeding requirements of CCPA to have two 
designated methods. § 999.312 (a) and (b) say, businesses shall provide two 
or more designated methods for submitting requests to know and requests to 
delete, but§ 999.312(c)(1), Example 2 references a business "shall offer 
three methods to submit requests to know." We recommend aligning the 
examples in this section with CCPA's statutory requirements. 

o Also, § 999.312(d) mandates a two-step process that actually disempowers 
the consumer as many companies may operate a "self-serve" type process 
where consumers can make their choices as to information to be deleted. 
Requiring this two-step process could frustrate consumers. Companies should 
have the flexibility on process flow. Because of this, the two-step process 
should not be mandated. 

o § 999.312(f) requires companies respond to all requests by treating it as a 
properly submitted request or sending specific directions to the consumer to 
correct any deficiencies regardless of what method is used to submit the 
request (designated method or not). It is unclear how this interacts with § 
999.313 which requires business to confirm receipt of a request within 10 
days of the date received and to respond within 45 (regardless of how long 
verification takes). 
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• CCPA requires that a business designate two or more methods for such 
requests to be submitted and this proposed language defeats the 
purpose of a business designating a method if consumers can still 
submit requests not using a designated method of submission (i.e. to 
be able to staff with trained personnel and meet statutory deadlines). 
Accordingly, we recommended striking § 999.312(f). 

§ 999.313. Responding to Requests to Know and Requests to Delete 
o Businesses are concerned that the CCPA's statutory requirement to provide 

certain specific pieces of personal information to consumers will create a risk 
of identity theft by malefactors. The prohibition on disclosing sensitive 
personal data elements to consumers represents good security practice. 
Additionally, the balancing tests laid out in the proposed regulations are 
helpful clarifications that businesses must weigh the benefit to the consumer 
of receiving specific pieces of personal information with the risk of facilitating 
improper disclosure of such information. We welcome the fact that de
identification of personal information serves as an acceptable method of 
deletion. This provision similarly strikes the proper balance between 
consumers' rights and the interests of businesses and the public in analyzing 
data that presents little risk to consumer privacy. 

• However, the 10-day period to confirm receipt of a consumer request 
should be at a minimum, 10 business days ((§ 999.313(a)) and the 
45-day period for responding to consumer requests should begin to 
run once the request has been verified (§ 999.313(b)). The proposed 
regulations recognize businesses' responsibility to verify requests 
properly, a task that may take days or weeks to complete and is 
reliant upon a consumer's collaboration in providing accurate 
information in a timely manner. After a request is verified, a company 
must then find the information that it holds on a consumer -
information which may be kept in separate databases - and convert it 
into a form which can be delivered to the consumer. If receipt of the 
request initiates the 45-day period, businesses will be incentivized to 
rush through one of these processes, which does not serve the 
consumer. It is likely that in the months after the CCPA takes effect, 
businesses will receive a flood of consumer requests. The Attorney 
General should incentivize businesses to handle these requests 
responsibly and efficiently. Businesses should also be incentivized to 
utilize technologies to avoid potential unintended consequences of 
CCPA during consumer verification including, collecting more personal 
information than needed. Additionally, the requirement that businesses 
either execute or maintain "a signed declaration under penalty of 
perjury" in order to verify requests is confusing and unnecessary (§ 
999.325(c)). 
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o § 999.313 excuses a business from disclosing certain sensitive personal 
information in honoring an individual's exercise of rights under CCPA; however, 
the list of data in this section does not include information that is extremely 
likely to cause harm to the consumer if disclosed to an unintended recipient, 
i.e. prescription drug or provider information, genetic information, information 
related to one's sex-life or sexual orientation, etc. Notably, this information is 
not always protected by HIPAA, GLBA or FCRA and may still be in-scope for 
CCPA. For example, a company may collect certain drug and provider 
information from a consumer during his or her shopping experience so that the 
company can match an individual to the best health plan that covers those 
drugs and has those providers in-network. If that drug and provider data is 
disclosed to an unintended recipient, it could reveal the consumer's medical 
conditions, mental health status, treatment for addiction, etc. That information 
is highly sensitive and likely to cause the consumer significant harm, whether 
embarrassment or potential financial harm, if obtained by an unintended 
recipient. 

• We respectfully request this section be expanded to include such 
sensitive personal information noted above. Further, where a business 
does disclose specific pieces of data as required under this section, 
meeting the verification requirements set forth in§ 999.313(b)(1)-(4), 
we request a businesses be granted a safe harbor from any breach 
liability under CCPA or any other law if that information is disclosed to 
an unintended recipient despite compliance with these provisions. 

o § 999.313(c)(3) states, "A business shall not provide a consumer with 
specific pieces of personal information if the disclosure creates a substantial, 
articulable, and unreasonable risk to the security of that personal 
information, the consumer's account with the business, or the security of the 
business's systems or networks." We recommend amending this to reference 
security risks to personal information of other consumers as well: 
"substantial, articulable, and unreasonable risk to the security of that 
personal information, the consumer's or another consumer's account with the 
business, or the security of the business's systems or networks." 

o § 999.313(c)(4) prohibits the sharing of government identifiers when 
responding to requests to know. While we agree that account passwords and 
security question answers should not be disclosed, the prohibition on sharing 
social security numbers and other government identifiers may not align with 
a consumer's expectation. For example, a consumer may wish to access 
certain documents (e.g., medical or tax forms) with the intention of using or 
porting the documents for another purpose. Some consumers may want to 
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take those forms with the identifier and use it for another purpose and with 
redactions the document could be significantly less useful. 

• We recommend allowing businesses to consider the intent of the 
consumer's request by deleting the current proposed language in 
(c)(4) and revising the language to state, "A business, taking into 
account the context and purpose of the consumer's request, may 
disclose a consumer's Social Security number, driver's license number 
or other government-issued identification number, financial account 
number, or any health insurance or medical identification in response 
to a verified request to know. ff 

o § 999.313(c)(5) requires that if an access request is denied because of 
federal or state law, the consumer must be notified of the reason why. Under 
certain circumstances, this could have negative consequences in areas such 
as active law enforcement purposes, exercising or defending legal claims, 
regulatory investigation, or criminal inquiry. We therefore recommend that 
companies should also be allowed to include CCPA exemptions in their 
privacy policies and point consumers to those exemptions in the case that 
they deny a request because of an exemption listed in the privacy policy per 
CCPA. 

• Accordingly, we recommend the draft language be revised to, "If a 
business denies a consumer's verified request to know specific pieces 
of personal information, in whole or in part, because of a conflict with 
federal or state law, or an exception to the CCPA, the business shall 
inform the requestor and explain the basis for the denial, provided 
however that a business shall be deemed to be in compliance with this 
requirement if bases for denial are set forth in its privacy policy and 
the business refers the consumer to its privacy policy. If the request is 
denied only in part, the business shall disclose the other information 
sought by the consumer. ff 

o § 999.313(d)(1) requires a business to treat a request to delete as an opt
out request if the identity of the requestor cannot be verified. This goes 
beyond the statutory basis of the CCPA. Also it calls into questions if a 
business cannot identify a requestor for purposes of deletion, how can it 
effectuate an opt-out? This may be feasible for online identifiers, where you 
can simply opt-out on an identifier basis, rather than delete. But in the non
identifier context this would not be feasible. In addition, this entire 
requirement runs counter to the verification requirements in the regulation. 
Consumer requests to delete personal information that cannot be verified 
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should not be treated as opt-out requests. Businesses should act upon 
requests when a consumer expresses a clear preference, and the regulations 
should not presuppose consumers' wishes by treating an unverified delete 
request as a do not sell preference. The CCPA provides consumers with 
several distinguishable rights that a consumer can choose to exercise. 
Requiring businesses to conflate consumer rights requests is eliminating 
consumer choice, may be confusing for consumers and is not supported by 
the CCPA statutory language. 

o § 999.313(d)(6) requires a business to tell a consumer why they are denying 
their request to delete, which again could interfere with active law 
enforcement purposes, exercising or defending legal claims, regulatory 
investigation, or criminal inquiry. Also, if a business is not required to comply 
with the law because an exemption applies then it is not a "denial." The draft 
regulations suggest that businesses must provide the categories of sources of 
information, uses of information, categories of third parties to which 
information is disclosed or sold, and the purposes of such disclosures or sales 
for each category of personal information that it collects. These 
requirements require disclosures beyond what the statute requires, as the 
statute does not require such disclosure for each category of information. 

• Accordingly, we recommend the draft language be revised to, "(6) In 
cases where a business denies a consumer's request to delete the 
business shall do all of the following: (a) Inform the consumer that it 
will not comply with the consumer's request and describe the basis for 
the denial, including any statutory and regulatory exception thereforL 
provided however that a business shall be deemed to be in compliance 
with this requirement if bases for denial are set forth in its privacy 
policy and the business refers the consumer to its privacy policy." 

§ 999.314. Service Providers 
o When a person or entity is providing services to an organization, that is not a 

business under CCPA, it would simply be illogical to impose any CCPA 
requirements on such entities. We recommend § 999.314(a) be revised to 
state: "To the extent that a person or entity provides services to a person or 
organization that is not a business, no obligations under CCPA shall apply to 
such person or entity. and would otherwise meet the requirements of a 
"service provider" under Cii.rfi Code section 1798.140(v), that person or entity 
shaii be deemed a sen'ice provider for purposes of the CCPA and these 
regulations." 

o The new restrictions on service providers in § 999.314(c) also go far beyond 
the scope of the CCPA and contradicts the statutory definition of "business 
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purpose" and "service provider" in a few key ways. The text of the statute 
explicitly permits disclosures to "service providers" for a broad list of 
enumerated "business purposes" defined under the statute. Importantly, the 
statute defines "business purpose" to include both a business's or a service 
provider's operational purposes or other notified purposes. The statutory 
text also permits a service provider to use the personal information it 
receives from one business for such business purposes of both that business 
and the service provider where the use is authorized as part of the 
contracted-for "services" provided to the business. Because the service 
provider's business purposes may include using personal information for the 
benefit of one business in a way that might also benefit other businesses, the 
CCPA statute is best interpreted to permit the service provider to use the 
personal information that it receives to provide services to all of its business 
partners, as long as such use is for the benefit of the business that provides 
the information to the service provider and also is contemplated in the 
"services" provided under the written agreement and otherwise consistent 
with the CCPA. 

• For reference,§ 999.314(c) states (with emphasis): "A service 
provider shall not use personal information received either from a 
person or entity it services or from a consumer's direct interaction with 
the service provider for the purpose of providing services to 
another person or entity. A service provider may, however, combine 
personal information received from one or more entities to which it is a 
service provider, on behalf of such businesses, to the extent necessary 
to detect data security incidents, or protect against fraudulent or 
illegal activity." The plain text of the section appears to prohibit service 
providers from using the personal information they receive from one 
entity to provide services to another person or entity, unless such 
services are necessary for detecting security incidents or preventing 
fraud or other illegal activity. 

• The draft regulations improperly focus solely on the business purpose 
of the business, and ignore the fact that the statutory definition of 
"business purpose" in Civil Code 1798.140 (d) also includes the use of 
personal information for the "service provider's operational 
purposes or other notified purposes." Second, the activities 
included in the list of business purposes, also in 1798.140(d)(1)-(7) 
(such as "performing services on behalf of the business or service 
provider, including providing advertising or marketing services, 
providing analytic services, or providing similar services on behalf of 
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the business or service provider") require the combination and use 
of personal information received from and for the benefit of multiple 
businesses. As such, focusing solely on the business purposes of the 
business, as the proposed regulations do, would both render the 
balded language above surplusage, contrary to well-established 
canons of statutory interpretation, as well as potentially render 
impermissible a number of the activities explicitly included on the list 
of permissible business purposes. 

o The restrictions could also be interpreted to not allow certain internal 
operations for the service provider that might require the combining of data, 
including improving the quality of the service provider's services that it 
provides for businesses generally. While the CCPA allows a business to use or 
share personal information with a service provider that is necessary to 
perform a business purpose under certain circumstances, the proposed 
regulations appear to limit what businesses and service providers may do 
with data in a way that is unnecessary and threatens to harm the data 
economy. Given the broad definition of "personal information," this provision 
will limit a business' capacity to utilize its data for legitimate business 
purposes agreed to and defined within the boundaries of a contract, and in 
circumstances in which personal information will not be sold but only used by 
the service provider to provide services to the business. The CCPA statutory 
language already subjects service providers to robust standards. 

• We request that§ 999.314(c) be revised to, "A service provider shall 
not use personal information received either from a person or entity it 
services or from a consumer's direct interaction with the service 
provider for the purpose of providing services to another person or 
entity. A service provider may, however, combine personal information 
received from one or more entities to which it is a service provider, eA

behaff of such business, in order to provide the services specified in a 
contract with the business, or to the extent necessary to detect data 
security incidents, e,= protect against fraudulent or illegal activity, or 
engage in solely internal uses." 

o Additionally, § 999.314(d) requires that a service provider that receives but 
"does not comply" with a consumer's request to know or delete must inform 
the consumer of the reason for the denial, explain that the consumer should 
submit the request directly to the business, and when feasible, provide the 
contact information for the business. This requirement creates new 
obligations for service providers beyond the statutory text of the CCPA 
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because service providers do not have an obligation to comply with such 
deletion requests. 

§ 999.315. Requests to Opt-Out 
o Proposed regulations § 999.315(c) and (g) refer to user-enabled privacy 

controls. The CCPA emphasizes consumer choice. It specifically defines a 
mechanism, the "Do Not Sell" button, that businesses must make available 
to consumers on their Web sites to exercise their choices. It is not consistent 
with the statute to create this additional mechanism, nor is it clear that 
consumers, who use plug-ins, intend to opt out of CCPA sales. Currently, 
there are no such controls. And to the extend they are developed, codifying 
browser-based signals could give significant power to browsers, who could 
unilaterally turn on "Do Not Sell" or even do it selectively for certain 
companies. We support an industry-based efforts to develop consistent 
technical signals for "Do Not Sell" technology, an effort that has been 
underway for over a year. 

• In the event a browser-based program will be established, the law 
should empower the Attorney General to establish a uniform 
mechanism that browsers and devices would be required to implement 
so there is a level playing field for businesses and clarity for 
consumers. 

• At the very least, we recommend the following revisions: 
• "(a) A business shall provide two or more designated methods 

for submitting requests to opt-out, including, at a minimum, an 
interactive webform accessible via a clear and conspicuous link 
titled "Do Not Sell My Personal Information," or "Do Not Sell My 
Info," on the business's website or mobile application. Other 
acceptable methods for submitting these requests include, but 
are not limited to, a toll-free phone number, a designated email 
address, a form submitted in person, a form submitted through 
the mail, and user-enabled privacy controls, such as a browser 
plugin or privacy setting or other mechanism, that communicate 
or signal the consumer's choice to opt-out of the sale of their 
personal information. User-enabled privacy controls, such as a 
browser plugin or privacy setting or other mechanism, that 
communicate or signal the consumer's choice to opt-out of the 
sale of their personal information shall not automatically opt-out 
consumers. Consumers must take an affirmative action to opt
out. " 
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• "(c) If a business collects personal information from consumers 
online, the business shall treat user-enabled privacy controls, 
such as a browser plugin or privacy setting or other mechanism, 
that communicate or signal the consumer's choice to opt-out of 
the sale of their personal information as a valid request 
submitted pursuant to Civil Code section 1798.120 for that 
browser or device, or, if known, for the consumer, provided that 
the consumer undertakes an affirmative action to opt out of the 
sale of their information. Default opt-outs shall not constitute an 
affirmative step to opt out. " 

o Finally, CCPA does not include the requirement in § 999.315(f) to notify 
anyone to whom data was sold in the prior 90 days. This requirement is 
beyond the scope of CCPA and is not feasible given that businesses would not 
have control over how third parties treat the data. 

§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal 
Information 

o Requiring a two-step opt-in process is unnecessary and creates consumer 
confusion (§§ 999.301(a), 999.316(a)). Business should be given flexibility 
concerning how consumer should use an opt-in process. We recommend 
striking the reference to a "two-step" process. This requirement is not 
consistent with other laws or with consumer expectations. It would require 
businesses to build new systems and to make users jump through 
unnecessary hurdles in order to express a preference. It appears to nudge 
consumers toward a course of action, rather than empowering them to make 
their own decisions in a straightforward manner. 

§ 999.317. Training; Record-Keeping 
o § 999.317(g): The reporting requirements in§ 999.317(g) exceed the scope 

of the AG's authority and are not related to the purposes of the CCPA. We 
recommend that the record-keeping requirements in "g" should be struck. 
Nowhere in the CCPA is there a provision regarding record-keeping, and it is 
unclear what policy goal this requirement seeks to fulfil. It imposes an 
additional burden on businesses, which does not appear tied to consumer 
benefits or rights, and it requires the collection of more personal information 
and therefore goes against the spirit of the CCPA. Imposing additional 
record-keeping and disclosure requirements on businesses that handle the 
personal information of 4 million or more consumers appears arbitrary. The 
CCPA already requires that businesses provide multiple disclosures to 
consumers, and this information is unlikely to give them a more meaningful 
understanding of their privacy protections. Moreover, it is unclear what 
should constitute a request "complied with" vs. "denied" in that there are 
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various permutations such as lack of verification, or an applicable exemption. 
Also, should they be retained, at a minimum, the requirement to report the 
"median" number of days should be changed to "average" and this 
requirement should be delayed until at least January 1, 2021. 

§ 999.325. Verification for Non-Accountholders 
o § 999.325 illustrates a scenario of a business maintaining a card verification 

value (CVV) code. Companies are already prohibited from maintaining the 
CVV code per Payment Card Industry (PCI) DSS Requirement 3.2 compliance 
and therefore this should not be used as an example, given that this could be 
interpreted as a requirement. 

o § 999.325(c) requires businesses to match from a California resident at least 
three pieces of personal information together with a signed declaration under 
penalty of perjury that the requestor is the consumer whose personal 
information is the subject of the request and keep such declaration. This 
requirement imposes an additional burden on businesses with respect to the 
verification of identity and introduces a new record-keeping obligation, which 
CCPA did not intend to do. We recommend striking out this requirement in 
order to minimize unnecessary collection of more personal information to 
process an individual's data subject access or deletion requests. 

§ 999.326. Authorized Agent 
o § 999.326 states a business' privacy policy should explain how a consumer can 

designate an authorized agent to make a request under CCPA on the 
consumer's behalf; however, no guidance is provided for the business as to 
what is acceptable to verify that the agent is in fact authorized. Without such 
guidance and a safe harbor for businesses complying with that requirement 
under CCPA, businesses risk creating or committing a data breach by 
facilitating the consumer's request via authorized agent. We respectfully 
request further guidance on what constitutes an authorized agent, and a safe 
harbor for responding to consumer requests made by an authorized agent. 

§ 999.330. Minors Under 13 Years of Age 
o The CCPA should allow for any method permitted by the Children's Online 

Privacy Protection Act (COPPA) for disclosure. This will allow for any new 
methods approved by the Federal Trade Commission to be also permitted 
under CCPA. Accordingly, this section should simply be a reference to the 
methods approved by the FTC for disclosure. 

o The regulations should clarify the standard governing the "knowledge" a 
business must have to trigger a duty to obtain affirmative authorization for 
the sale of the personal information of consumers under 13 in order to 
ensure consistency with the Children's Online Privacy Protection Act (COPPA). 

16 

CCPA_ 45DAY _01603 

nguyent7
Line

nguyent7
Typewritten Text
W190-37 contW190-38 delay

nguyent7
Line

nguyent7
Typewritten Text
W190-39 

nguyent7
Line

nguyent7
Typewritten Text
W190-40 

nguyent7
Line

nguyent7
Typewritten Text
W190-41 

nguyent7
Line

nguyent7
Typewritten Text
W190-42 

nguyent7
Line

nguyent7
Typewritten Text
W190-43 



TECHNET 
THE VOICE OF THE 
INNOVATION ECONOMY 

A website operator is subject to COPPA when it has actual knowledge that it 
is collecting personal information from a user who is a child, not from 
"children" in general. This is reflected in the COPPA statute, regulations and 
longstanding FTC commentary. See, e.g., 15 U.S.C. 6502(a)(1) ("It is 
unlawful for . .. any operator that has actual knowledge that it is collecting 
personal information from a child, to collect personal information from a 
child in a manner that violates the regulations prescribed under subsection 
(b).") (emphasis added); 16 C.F.R. 312.3 ("It shall be unlawful for . .. any 
operator that has actual knowledge that it is collecting or maintaining 
personal information from a child, to collect personal information from a 
child in a manner that violates the regulations prescribed under this part'') 
(emphasis added); FTC, Complying with COPPA: Frequently Asked Questions 
A.14 ("COPPA covers operators of general audience websites or online 
services only where such operators have actual knowledge that a child 
under age 13 is the person providing personal information."). Requiring a 
standard different from what is required under COPPA would cause confusion 
and potentially complicate a business's efforts to protect minors and their 
personal information. What is more, it would be impermissible under COPPA's 
preemption clause. See 15 U.S.C. 6502(d) ("No State or local government 
may impose any liability for commercial activities or actions by operators in 
interstate or foreign commerce in connection with an activity or action 
described in this chapter that is inconsistent with the treatment of those 
activities or actions under this section.") 

o § 999.330(a)(1) should also be modified to make clear that a consent 
methodology that satisfies COPPA necessarily satisfies the "affirmative 
authorization" requirement of the CCPA. Under COPPA's preemption 
standard, it is clear that the Attorney General may not impose additional or 
otherwise inconsistent consent requirements beyond those imposed by 
COPPA. 

• Accordingly, we recommend the draft language be revised to, "A 
business that has actual knowledge that it collects or maintains the 
personal information of ?l.. childFeA- under the age of 13 shall utilize 
estabksh, document, and comply with a reasonable method, in light of 
available technology, for determining that the person affirmatively 
authorizing the sale of the personal information about the child is the 
parent or guardian of that child. Verifiable parental consent that 
complies with the Children's Online Privacy Protection Act and 
regulations thereunder shall satisfy this obligation. This affirmati~'e 
authorization is in addition to any ~'erifiable parental consent required 
under the Children's Online P-ri~cac;' Protection Act, 15 U.S.C. sections 
6501, et seq. " 
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o § 999.331(a): We suggest the following changes to§ 999.331(a) "A 
business that has actual knowledge that it collects or maintains the 
personal information of minors at least 13 and less than 16 years of age 
and wishes to sell such personal information, shall establish, document, 
and comply with a reasonable process for allowing such minors to opt-in 
to the sale of their personal information, pursuant to section 999.316." If 
a company does not plan to sell this personal information, they need not 
have an opt-in mechanism. Accordingly, these revisions should be made. 

§ 999.336. Discriminatory Practices 
o § 999.336 permits a business to offer a price or service difference if 

"reasonably related to the value of the consumer's data" (as defined in § 
999.337). Civil Code 1798.125, as recently amended, allows financial 
incentives if "reasonably related to the value provided to the business by the 
consumer's data." 

• We recommend amending the rule to align with the recent 
amendments to Civil Code 1798.125 in AB 1355 (Chau). 

§ 999.337. Calculating the Value of Consumer Data 
o As noted in our comments in section§ 999.307, we propose striking § 

999.337, which describes the methods in calculating the value of consumer 
data. This requirement to disclose the value and methodology goes beyond 
CCPA statutory language. We urge that this requirement be struck from the 
draft regulations. 

TechNet thanks you for taking the time to consider our comments on the proposed 
CCPA regulations. It is imperative for businesses and consumers in California that 
CCPA regulations move forward with the goal of providing clarity to the statute. We 
urge that any new requirements beyond those delineated in the statute be removed 
from the regulations or, at the very least, have a delayed effective date. 
Regulations should help facilitate compliance on the part of California businesses, 
while ensuring that consumers have clear expectations about what companies are 
and are not allowed to do with personal information. 

If you have any questions regarding this comment letter, please contact Courtney 
Jensen, Executive Director, at 

Thank you, 
Courtney Jensen 
Executive Director, California and the Southwest 
Tech Net 
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Message 

From: Mohamed Hafez [ 
12/6/2019 3:02:48 AM Sent: 

To: 
Subject: 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

The CCPA needs several clarifications 

Hi, I'm the president/developer of a small 3 person app company, and am very concerned about the impact of 
the CCPA on my business. There are several clarifications that would really help us out, and I'm sure a lot of 
other small business as well: 

• The rule for determining if the Personal Information of 50,000 consumers, households, or devices has 
been received, thus making the CCPA applicable to a small business, needs to be clarified as following: 

o While "consumer" is defined as "a natural person who is a California resident", its not clear 
whether "devices" means just devices used in CA or belonging to CA residents, or if 50,000 
devices accessing the app/website from anywhere in the world makes my small business 
susceptible to this law. The latter case will end up placing a lot of onerous regulation and costs 
on small businesses, which doesn't seem to be the intent of this law, so I hope you clarify that it's 
only CA devices that are concerned. What if a small out of state business has 50,000 users that 
access their site from devices almost entirely in New York, but has a handful of them in CA? It 
wouldn't make sense to have them be subject to this entire set ofregulations, and that doesn't 
seem to be the intention. It would be great to specify that explicitly by defining "devices" as 
devices used in CA or belonging to a CA resident. 

o Lets say I collect Personal Information on a CA consumer, and on the two devices they use to 
access my app/website/service. When counting towards the 50,000 limit, does this count as 1 
because this is all the information of just one person, 2 because it's two devices, or 3 because 
there's information on one consumer their two devices? This needs to be specified explicitly. 

• The definition of Unique Personal Identifier needs to explicitly omit "session cookies", which are 
necessary for the functioning of a lot of websites, including mine, and are automatically deleted by a 
brmvser when the user closes the browser, making them useless at being "used to recognize a consumer, 
a family, or a device that is linked to a consumer or family, over time and across different services". 
Note that I'm not talking about persistent cookies, and definitely not tracking cookies, which rightfully 
fit this description. The reason this is important to me is I don't collect any Personal Information for 
random visitors of my who don't intentionally sign up for an account in order to keep under the 50,000 
limit, but I have to place that session cookie there for things to function correctly, like to display error or 
success messages after a user submits a form. The session cookie will be different in the next "session", 
i.e. the next time the user visits the site, so it's useless for tracking anyway, it's just a basic mechanism to 
add statefulness to website. It would be great if session cookies could explicitly be whitelisted as not 
counting as a Unique Personal Identifier. 

• The 50,000 consumer/device limit is stated as follows ( emphasis mine): "Alone or in combination, 
annually buys, receives for the business's commercial purposes, sells, or shares for commercial 
purposes, alone or in combination, the personal information of 50,000 or more consumers, households, 
or devices." It would be great if the definition of commercial here explicitly excluded IP address, not 
tied to any user, that is used only for diagnostic purposes. What I mean is it is common practice to log 
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every time an IP address makes a specific request of your server, so you can see if some group of IP 
Addresses is making excessive requests in an attempt to take the site down ( called a Denial of Service 
attack), see if a particular IP address is trying to log in with bad passwords over and over trying to guess 
the password of a particular user, etc. This is all standard practice, is necessary to keep a service running 
these days, and would be really difficult to tie to an individual anyway without a warrant. If these logs 
are disposed of in a timely manner, they shouldn't count as Personal Information and shouldn't count 
towards the 50,000 consumer/device limit. This should be made explicit to ease the burden on small 
businesses that might otherwise come under the scope of this law. 

These questions and points of view can be found on law biogs concerning the CCP A all over the internet, many 
people are worried and confused about these points, and clarification would be greatly appreciated by many 
small business owners like myself Thank you very much for your consideration. 

Sincerely, 
Mohamed Hafez, 

President, SubstituteAlert Inc. 
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Message 

From: Friedrich, Kate (TR General Counsel) [ 
Sent: 12/7/2019 12:00:51 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Thomson Reuters Written Comments to CA Atty General on Draft CCPA Regulations 
Attachments: Thomson Reuters Comment Ltr to CA Attorney General on Draft CCPA Regulations.pdf 

Importance: High 

Attached please find Thomson Reuters written comments in response to the Attorney General's Draft CCPA 
Regulations. If you have any questions, please do not hesitate to be in contact with me. 

Sincerely, 

Kate Friedrich 
Vice President, Government Affairs 
Thomson Reuters 
the answer company 

Phone: 111111111111 
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December 6, 2019 

Via Email and Mail 

ATTN: Privacy Regulat ions Coordinator 
California Department of Justice 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: Written Comments on Draft CCPA Regulations 

To Whom It May Concern: 

Thomson Reuters submits these comments in response to the Attorney General's Notice 
of Proposed Rulemaking to implement the Californ ia Consumer Privacy Act ("CCPA" or "Act"). 
As California breaks new ground with the nation's first general data privacy law, other states, 
federal officials, and data protection regulators around the world are looking to Californ ia to 
both promote meaningful individual privacy rights and advance important principles of personal 
and public safety and free speech. The draft CCPA regulations provide much-needed 
clarificat ion of the CCPA's statutory requirements, and we appreciate the significant work and 
careful attention that the Attorney General's Office has spent on this unprecedented and 
critically important undertaking. 

Thomson Reuters' customers rely on our services to access legal, regulatory, and 
business information that is critical to (for example) prevent and investigate money laundering, 
fraud, and other criminal activities; comply with legal and regulatory requirements (such as 
"know your customer" laws); find missing children and address human trafficking; and locate 
witnesses and prepare for litigation. The draft CCPA regulations appropriately acknowledge the 
importance of these types of public policy practices,1 and Thomson Reuters requests that the 
Attorney General provide further clarification to ensure that the CCPA regulations do not 
unintentionally frustrate our customer's ability to access and use these information services to 
keep people and their property safe and engage in similar activities that advance the public 
interest. 

1 See, e.g., Draft CCPA Regulations§ 999.314(c) (specifying that service providers may "combine 
personal information received from one or more entities to which it is a service provider, on 
behalf of such businesses, to the extent necessary to detect security incidents, or protect against 
fraudulent or illegal activity.") 

T:-
• thomsonreuters.com 
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Specifically, Thomson Reuters asks the Attorney General to: 

• strike the new regulatory requirement that businesses pass-through opt-out requests to 
third parties, which could produce results inconsistent with the consumer's expectations; 

• eliminate the new requirement that businesses treat unverified deletion requests as 
requests to opt-out; 

• include measures to minimize the risk that bad actors will abuse the CCPA's consumer 
rights to evade detection and further their harmful activities; 

• make the notice of collection of personal information time bound to apply only to data 
collected after the effective date of the CCPA. 

Each of these requests is discussed in more detail in the following sections. 

I. Requiring businesses to pass through opt-out requests will have the unintended 
effect of harming consumers. 

Under the proposed regulations, if a business receives an opt-out request, it must not 
only itself stop selling that consumer's data but also communicate that consumer's request to 
any third party to whom the business sold that consumer's data in the previous 90 days. 
§ 999.315(f).2 The pass-through requirement is a new obligation that is not contained in the 
CCPA statute. While well intended, this new provision is not necessary to further the purposes of 
the Act and could have the contrary effect of frustrating the Act's goals. 

First, the new pass-through requirement is likely to produce results that are inconsistent 
with the consumer's reasonable expectations and preferences. For example, if a consumer has a 
bad customer service experience with one business, she might close her account and ask the 
business to opt her out of its sale of her personal information. When submitting this request, the 
consumer might reasonably expect that this opt-out request applies only to future sales (not 
past sales) and to that specific business. As a result, she might be surprised to learn that this 
opt-out has a downstream ripple effect that could affect other businesses that the consumer 
might want to affirmatively permit to sell her information (such as Thomson Reuters, which 
makes data commercially available for anti -fraud and similar public policy purposes that benefit 
that consumer and other consumers). To avoid this ripple effect, the consumer either would 
need to withdraw her opt-out request before it is communicated to downstream recipients of the 
data or opt back in through a stringent two-step process for every business where she wants to 
permit data sales. This result would frustrate the Act's goals by chilling the consumer's 
willingness to exercise her opt-out right and defying the consumer's actual preferences. 

2 As the regulations are drafted, this pass-through requirement would appear to apply only 
where the recipients of personal information are permitted to further sell such information. 
Consequently, if the contract between the business and the third party prohibits the third 
party from selling the data, the business should not need to notify the third party of a 
consumer's opt out. 

2 
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Second, this new requirement also could harm other consumers who significantly 
benefit from sales of personal information. While a significant portion of the information that 
Thomson Reuters makes available through its Westlaw legal research and CLEAR services is 
publicly-available information sourced from government records,3 we also purchase information 
from businesses that make data commercially available. If these businesses are required to 
pass-through opt-out requests, our customers could be stymied in their efforts to use our 
Westlaw and CLEAR services. Ultimately, this result harms consumers, who suffer the 
consequences of a fraudster or other bad actor who may go undetected if Thomson Reuters is 
required to restrict customers' access to the information that otherwise would be available 
through its services. 

Third, imposing a new pass-through obligation on businesses also is inconsistent with 
the statutory text. The CCPA statute contains one explicit pass-through provision; Section 
1798.105(c) requires a business to forward a consumer's deletion request onward to its service 
providers. It is a longstanding rule of statutory construct ion that where the legislature "includes 
particular language in one section of a statute but omits it in another ... , it is generally 
presumed that [the legislature] acts intentionally and purposely in the disparate inclusion or 
exclusion."4 Consequently, the Attorney General should not read a new pass-through 
requirement into the statute because doing so would be contrary to the presumption that the 
California legislature intentionally and purposely intended to exclude such a requirement. 

Fourth, the stated policy concerns underlying the pass-through requirement for opt-outs 
already are addressed through other regulatory provisions. The Initial Statement of Reasons 
("ISOR") accompanying the draft regulations suggests the new pass-through requirement for 
opt-out requests is needed because consumers may not know who the business sold the 
information to and therefore cannot effectively opt out of sales by downstream recipients of the 
data. ISOR at 25. However, the proposed regulations already include other safeguards to 
address this concern. For example, the proposed regulations mandate that a business that does 
not collect information directly from consumers but intends to resell personal information must 
either contact the consumer directly to provide notice of resale or contact the source from which 
they received the personal information to confirm that the consumer received notice at 
collection. § 999.305(d). 

For these four reasons, we encourage the Attorney General to strike Section 999.315(f) of 
the draft CCPA regulations. 5 

3 This publicly available information is not governed by the CCPA. Cal. Civ. Code§ 
1798.140(0)(2). 

4 See, e.g., Bates v. United States, 522 U.S. 23, 29-30 (1997) (citing Russello v. United States, 
464 U.S. 16, 23 (1983) (quoting United States v. Wong Kim Bo, 472 F.2d 720, 722 (CA5 1972))). 

5 Relatedly, the Attorney General should revise Section 999.315(d) to clarify that businesses have 
broader flexibility in the types of granularity that they provide in their opt-out requests: "In 
responding to a request to opt-out, a business may present the consumer with the choice to opt
out of sales of certain categories of personal information, to certain categories of third parties, 
or for certain types of purposes as long as a global option to opt-out of the sale of all personal 
information is more prominently presented than the other choices." 

3 
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Alternatively, if the Attorney General chooses to retain this new pass-through 
requirement, then Thomson Reuters requests that the Attorney General clarify that businesses 
and recipients of the information need not respond to the opt-out request if the information will 
be used for public policy purposes that are already recognized as exemptions in the CCPA 
statute and draft regulations. Specifically, we recommend that the Attorney General include the 
following language in bold to Section 999.315 of the draft CCPA regulations: 

A business shall notify all third parties to whom it has sold the personal information of 
the consumer within 90 days prior to the business's receipt of the consumer's request 
that the consumer has exercised their right to opt-out and instruct them not to further 
sell the information. The business shall notify the consumer when this has been 
completed. A business or a third party may, however, sell the information to the 
extent necessary to detect security incidents, or protect against fraudulent or 
illegal activity. 6 

These revisions are supported by the CCPA's recognition that the statute is not intended 
to restrict a business's ability to prevent, detect, or defend against unlawful activities (such as 
fraud, human trafficking, and money laundering) and therefore further the statute's goals.7 

II. Businesses should not be required to treat unverified deletion requests as requests 
to opt-out. 

Section 999.313(d)(l) of the draft CCPA regulations adds a new requirement that 
businesses treat deletion requests that cannot be verified as opt-out requests. For reasons 
similar to the concerns raised in Section I above, this new obligation would not further any 
statutory purpose-it does not accurately reflect the consumer's actual preferences, 
inadvertently diminishes the consumer's control over their personal information, and may 
unintentionally chill the consumer's willingness to exercise their deletion right. We therefore 
encourage the Attorney General to strike this new requirement from the final regulations. 

From the consumer's perspective, converting the deletion request into an opt-out does 
not accurately reflect the consumer's stated preferences. Because businesses must notify 
consumers of their CCPA rights, the consumer is well aware that they have both a right to 
request deletion and a right to opt-out. The fact that this informed consumer exercises only her 

6 Thomson Reuters notes that the additional language proposed mirrors, nearly identically, an 
analogous exception set forth for service providers in the Proposed Text of Regulations in 
section 999.314(c). 

7 See, e.g., Cal. Civ. Code§ 1798.105(d}, § 1798.140(d}, § 1798.145(a); see also Draft CCPA 
Regulations§ 999.314(c); ISOR, at 22 ("The subdivision, importantly, provides an exception for 
security and anti-fraud purposes. This exception is consistent with the purposes of the CCPA and 
with similar exceptions in other California privacy laws. (See Student Online Personal 
Information Protection Act, Bus. & Prof. Code,§ 22584; California Financial Information Privacy 
Act, Fin. Code,§ 4056; Consumer Credit Reporting Agencies Act, Civ. Code,§ 1785.15.)."). 
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deletion right (and not also her opt-out right) when contacting the business is evidence that she 
explicitly did not want to opt-out at that time. There are multiple reasons why a consumer 
might want to request deletion, but not opt out. For example, given the new pass-through 
requirement in Section 999.315(f), she might want to delete her data but not trigger the 
cascading opt-out to downstream recipients of the data, which (as explained above in Section I, 
similarly could chill the consumer's willingness to exercise the deletion right if the deletion right 
is automatically converted into an opt-out that is passed through to downstream recipients of 
the data). Of course, the consumer may choose to change her mind and exercise her opt-out 
rights at any time (or may exercise her opt-out right simultaneously with her deletion right). 
Consequently, the proposed new requirement inadvertently and unnecessarily diminishes the 
consumer's control over her personal information by preventing the consumer from effectively 
exercising only the deletion right. 

Requiring the business to convert the deletion request into an opt-out request also 
creates practical challenges. For example, a business might designate a toll-free telephone 
number and a designated email address as its two methods for receiving a deletion request but 
use a "Do Not Sell My Info" link and a browser privacy setting as its two methods for receiving an 
opt-out request. To verify the identity of the consumer submitting the deletion request, and 
considering the factors set forth in the draft regulations, the business might require the 
consumer to provide the following personal information: full name, account number, and date of 
birth. In contrast, the "Do Not Sell My Info" link and browser privacy setting might operate 
based on a unique cookie ID or similar browser or device identifier. If, when submitting his 
deletion request by email, the consumer provides an email address that is not in the business's 
records, an invalid account number, and no name or date of birth, the business likely would 
conclude that the request is not verifiable and inform the consumer that it will not comply with 
the request. It may not technically be possible, however, to successfully convert this deletion 
request into an opt-out request because the information that the consumer provided is not the 
type of information needed, from a technological perspective, to effectuate the opt-out (i.e., the 
cookie ID or similar browser or device identifier). 

Because the new requirement to convert an unverifiable deletion request into an opt-out 
request is contrary to the consumer's expressed choice and unworkable in practice, Thomson 
Reuters requests that the Attorney General remove Section 999.313(d)(l) from the final 
regulations. 

Ill. The regulations should include protections to minimize the risk that bad actors will 
abuse the CCPA's consumer rights to further their own unlawful purposes. 

Since the European Union's General Data Protection Regulation (GDPR) took effect, 
there have been a number of reports and research studies on how fraudsters, identity thieves, 
hackers, and other criminals abuse the GDPR's consumer rights to further their own malicious 
and unlawful purposes.8 As the Attorney General prepares to implement and enforce the 

8 See, e.g., Pavur & Knerr, "GDPArrrrr: Using Privacy Laws to Steal Identities," Blackhat USA 
2019 Whitepaper, available at https://i.blackhat.com/USA-19/Thursday/us-19-Pavur
GDPArrrrr-Using-Privacy-Laws-To-Steal- ldentities-wp.pdf; Martino et al., "Personal Information 
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nation's first comprehensive general data privacy law, it is critical that the regulations are 
carefully crafted to avoid similar gaps and ambiguities that bad actors will try to exploit. 

The CCPA grants the Attorney General specific authority to enact broad exceptions that 
further this important purpose. Section 1798.185(a)(3) of the CCPA directs the Attorney General 
to adopt regulations that establish "any exceptions necessary to comply with state or federal 
law, including, but not limited to, those relating to trade secrets and intellectual property 
rights." Significantly, the statute is not exclusive in its mandate to enact exceptions that address 
trade secret theft and intellectual property infringement. Consequently, the Attorney General 
can (and should) include an exception in the final regulations clarifying that the statute does not 
impede any efforts to address money-laundering, fraud, human-trafficking and missing persons 
reports, and other unlawful activities. This exception would also not impede activities that 
promote the public interest. This can be achieved by adding the following new section to the 
regulations: 

Neither these regulations nor the California Consumer Privacy Act restrict a 
business, service provider, third party, or any other person or entity from 
preventing, detecting, investigating, or responding to security incidents, theft of 
trade secrets or intellectual property infringement, fraudulent or illegal activity, or 
threats to personal or public safety and property. 

Notably, these activities appear to already be exempt under the blanket exceptions 
contained in Section 1798.145 of the CCPA statute, which similarly prevent the statute from 
being applied or enforced in a manner that would impede a business from engaging in a wide 
range of activities in the public interest.9 However, an explicit exception in the final regulations 
would be helpful because the regulations, as drafted, could be interpreted to be in tension with 
these broad statutory provisions. For example, the draft regulations explicitly permit a service 
provider to broadly use personal information to "detect security incidents, or protect against 
fraudulent or illegal activity" but does not contain parallel provisions for third parties or other 
entities to engage in the same activities, notwithstanding the fact that the !SOR recognizes that 
similar exceptions are common across other California privacy laws.810 Adding the new section 
proposed above to the final regulations would align the regulations with the broad purposes 
contained in Section 1798.145 of the statute and avoid any uncertainty regarding the scope of 
these exceptions, which promote important principles of personal and public safety and free 
speech. 

Leakage by Abusing the GDPR 'Right of Access,"' available at 
https://marianodimartino.com/dimartino2019.pdf; Andrew Ross, "How Cyber Threats Could 
Grow Under GDPR," Information Age (May 14, 2018), available at https://www.information
age.com/cyber-threats-gdpr-123472491/. 

10 !SOR, at 22; see also CCPA Draft Regulations§ 999.324(b) (allowing a business that suspects 
fraudulent or malicious activity from a password-protected account to not comply with a request 
to know or delete until further verification can be completed); § 999.315(h) (specifying that a 
business may deny a request to opt-out if it has a "good faith, reasonable, and documented 
belief" that the request is fraudulent). 
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IV. Explicit notice must only be required after the effective date of the CCPA. 

Section 999.305(d) of the draft CCPA regulations should be revised to acknowledge that 
in some cases downstream third parties sell personal information that was collected years ago 
and that retroactively applying the explicit notice requirement to this previously collected data 
would be impractical and unintended by the legislature. Thomson Reuters, therefore, requests 
that the Attorney General make the notice of collection of personal information time bound to 
apply only to data collected after the effective date of the CCPA. 

follows: 
Thomson Reuters requests that the Attorney General revise Section 999.305(d) as 

(d) A business that does not collect information directly from consumers does not need 
to provide a notice at collection to the consumer, but before it can sell a consumer's 
personal information, it shall do either of the following, for personal information 
collected after the effective date of the CCPA: 

(7) Contact the consumer directly to provide notice that the business sells 
personal information about the consumer and provide the consumer with a 
notice of right to opt-out in accordance with section 999.306; or 

(2) Contact the source of the personal information to: 

a. Confirm that the source provided a notice at collection to the 
consumer in accordance with subsections (a) and (b); and 

b. Obtain signed attestations from the source describing how the source 
gave the notice at collection €Hld including €ffl eX€H1'lple of the notice. 
Attestations shall be retained by the business for at least two years and 
made available to the consumer upon request. 

*** 
Thomson Reuters appreciates the opportunity to submit these comments, and we look 

forward to working with the Attorney General and his staff to achieve the shared goals of 
promoting consumer privacy and protecting personal and public safety. 

Sincerely, 

Steve Rubley 
Managing Director, Government Segment 
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Message 

From: 
Sent: 

To: 

CC: 

Pierre Valade [ 
12/6/2019 7:43:55 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Zoe Vilain [ 

Subject: To the attention of Deputy Attorney General Kim - Comments with regards to CCPA 
Attachments: 20191206 - Jumbo Privacy - Written comments regarding the proposed CCPA regulations - .pdf 

To the attention of Deputy Attorney General Kim 

Dear Deputy Attorney General Kim, 

Please find attached a letter to your attention containing our comments regarding the proposed CCPA regulations. 

I am available for any queries, 

Best regards, 
Pierre Valade 
Jumbo Privacy 
www.jumboprivacy.com 
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,Jumbo Privacy~ 
2LH Atelier Inc. 
20 Jay Street, su.ite 624 
Brooklyn, NY J l 20 J 
USA, 

Lisa B. Kiln 
Deputy AJtorney General 
Califrmlia Department of Justice 
Consumer Law Section - Privacy tr 
JOO South Spring Street 1 :,l Floor 
Los Angeles, CA 90013 
USA 

December 6th, 20 I 9 

Subject: 'Writhm comments .regarding the proposed CCPA regulations 

Dear Deputy Attorney General Kim, 

We are writing to you to suggest some comments to the proposed rulemakings of the California 
Attomey General with regards to the California Consumer privacy Act ("CCP A"). 

2121 Atelier Inc, which is a Delaware corporation, with its principal place of business located at 
20 Jay Street, suite 624 - Brooklyn, NY 11201, owns and operates an iOS and Android mobile 
application entitled "Jumbo Privacy", available at the following URL address: 
\VW\VjumbQPrivacv ,CODL 

Jumbo Privacy enables users to take back control of their privacy, notably by suggesting them 
changes to their privacy settings, or deleting old content on their dedicated socia1 media accounts. 
It is available for dovv11load worldwide, and notably for California residents. 

As a company, we believe that privacy rights are fondamental rights, therefore that the exercise of 
such rights should be easy and accessible to all individuals in particular to consumers. The current 
state of the data industry, its opacity, and the numerous data scandals surrounding it, show us that 
there is a significant imbalance between consumer's rights m1d business practices leading to a 
quasi-impossibility for a consumer to exercise his privacy rights. 

Jurnb<l Privacy 
20 Jay Street, suite 624 

Brooklyn, NY 
11201 w 
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We have been fol.lowing with great attention Califr,mia's Congress progressive proposal for the 
CCPA, \Vhich will provide Californian consumers with greater privacy protection, notably through 
the introduction of a key player: the "authorized agent". 

We believe that the use, or hiring, of an authorized agent in the exercise of data privacy rights is 
one of the best remedies to the imbalance between data processors and consumers. In particular 
since such authorized agent wm most likely ensure effectiveness of the exercise of a consumer's 
privacy rights by being dedicated to such mandate and knowing best available laws. 

Please find attached our suggestions and comments to the proposed rulemakings of the California 
Attorney General notably regarding provisions related to such "authorized agent". 

Sincerely, 

Pierre Vaiade, 
Jumbo Privacy 
·w1vw.fumhoprivacy. com 
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·········································-------

Appendix 1 
Jumbo Privacy Proposed Amcndtnents 

L § 999.312. lVlethod.s for Submitting Requests to Know and Requests to Delete 

"(J) I.fa cm1s1m1er submits a request in a rnanner that is not one o{the designated methods 
of submission, or is d<liciem in some manner unrelmed to the verfflcation process, the 
business shall either: 

(1) Treat the request as (lit had been submitted in accordance with the business's 
designated manner, or 

{2) Provide the consumer with 5pec{f]c directions on hmv to st.thmit the requesf +JP 

remedy any d(fkiencies with the request, {{applicable.'' 

Jumbo I:rivacv Comnwnt: \Ve would like to suggest that the consumer, or an authorized agent, be 
alknved to submit a request in a manner of its choosing, even if such manner defers from the 
designated methods of submission ofthe business, and that the business be forced to comply with 
such request not submitted through its designated methods. This \:vould ensure that the request is 
submitted in a manner best suited to the consumer and his needs, without the business imposbg its 
processes, helping balancing relations between consumers and data processors, 

2, § 999.313. Responding to Requests to Know and Requests to Delete 

'"(h) Businesses shall respond to requests to know and requests lo delete 1vithin 4§30 days, 
The 4§30- ,k~v period will begin on the day that the business receives the request, regardless 
c?f'time required to ver[fy the request {{necessary, businesses nu~v take up to an additional 
4§30 do.vs to respond to the consumer's request, for a ma.'dmum wtal of 9()60 days from 
the day the request is received, provided that the business provides the consumer with 
nmice and an explanation of the reason that the business will take rnore than #30 days to 
respond to the request." 

Jumbo Privacy Comment: Requests to know and requests to delete very often concems sensitive 
personal information that need to be rapidly addressed, notably requests to delete personal 
information such as a consumer's IDFA that is in practice used by businesses for advertising 
targeting on a daily basis. We would suggest that a 30 days' delay would be more appropriate to 
such requests, 

J, § 999.326. Authorized Agent 

"(a) FVhen a consumer uses an authorized agent to submit a request to knmv or a request 
to delete, the business may require that the consumer: 

(l) Provide the authorized agent written permission to do so; and 
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{2) Ver{/}} their own identity directly ·with the business, in case the authorized agent 
has not provided reasonable prcuf rf the consumer's identity,'' 

Jrnnbo Privacy Cmnment It seems reasonable to state that consumers would use or hire an 
authorized agent to avoid having to manage data requests themselves< We believe that allowing a 
business to ask to the consumer fr1r additional identity verification \VOuld lead to addition of heavy 
processes and unnecessary delays to the processing of the original data request. 

Therefore, we would suggest this addition to ensure that the business needs to, or can, verify the 
consumer's identity of the consmner only if the business can prove the authorized agent has not 
provided reasonable proof of such consumer's identity. This addition would prevent any 
unnecessary verification by the business, and disproportionate verification measures, ensuring 
respect of the consumer's privacy rights. 

4 
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Message 

From: 
Sent: 
To: 
Subject: 

Derek Onysko [ 
12/7/2019 12:06:39 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Written Comment to Proposed Regulations for CCPA 

The California Consumer Privacy Act of 2018 (the "CCPA") provides California consumers with the right to request a 

business to disclose: 

1. Specific pieces of personal information the business has collected about the consumer; 
2. Categories of personal information it has collected or sold about that consumer; 
3. The purpose for which it collected or sold the categories of personal information; and 
4. Categories of third parties to whom it sold the personal information. 

See CCPA §§ 1798.100, 1798.110, 1798.115. 

CCPA section l 798.130(a)(l) directs businesses to "[m ]ake available to consumers two or more designated methods for 

submitting requests for information required to be disclosed pursuant to Section 1798 .110 and 1798 .115, including, at a 

minimum, a toll-free telephone number, and if the business maintains an Internet Web site, a Web site address." 

CCPA section 1798.185(a)(7) supplements section l 798.130(a)(1) and directs the Attorney General to establish rules and 

procedures to further the purposes of section 1798 .110 and 1798 .115 and to facilitate a consumer's ... ability to obtain 

infonnation pursuant to Section 1798.130, with the goal of minimizing the administrative burden on consumers .... 

The proposed regulations fail to fulfill the CCPA's mandate to minimize the administrative burden on consumers who 

exercise their rights under CCPA sections 1798. 110 and 1798 .115. 

The Attorney General estimated that the CCP A vested California consumers \vith the right to know how their data is being 

used by approximately "15,000 to 400,000 businesses" in California. See Notice of Proposed Rulemaking Action 11, Oct. 

11, 2019. Yet, the Attorney General declared that there will be "no cost impacts on consumers" from exercising their 

rights from these businesses. Id. at 14. 

Assuming it takes just one minute for California consumers to exercise their right to know via a toll-free number or 

website, at a $12 California minimum wage for base consumer costs, it \vould cost a single California consumer between 

$3,000 and $6,666.66 to enforce his or her right to knmv against all these businesses. 

Of course, most California consumers will not enforce rights against even 15,000 businesses. It would not be 

unreasonable, however, for 200 businesses to have collected personal information about a California consumer. At a more 

reasonable time often minutes to enforce a right to know against a business, it would take 33 hours and cost $400 to 

exercise all rights to know against 200 businesses. Extrapolated to all California consumers, that's $11,867,113,500 if 

every California consumer enforced his or her rights to know. The proposed regulations fail to minimize administrative 

costs on consumers and shifts the billions of dollars of CCP A costs onto California consumers. 

The Federal Trade Commission established the National Do Not Call Registry in 2003 to great success and satisfaction of 

the American public. The Attorney General could propose regulations to establish a similar registry for California 

consumers. Such a registry would establish a "one-stop shop" for California consumers to enforce their privacy rights. 

There would be less of a burden on businesses to comply with a standardized registry. And the costs to California 
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consumers would be reduced to almost zero, fulfilling the CCPA mandate. A registry could be established for consumers 

to enforce their right to know, right to delete, and right to opt-out. 

Please re-consider the proposed regulations to with the goal of reducing the administrative costs to consumers. As 

currently drafted, the proposed regulations discourage reasonable consumers from enforcing their privacy rights because 

ofthe exorbitant costs associated \vith enforcement. A statewide registry will provide for more effective enforcement. 

Without a registry, the CCPA affords California consumers new privacy rights but without any remedy to enforce those 

rights. 
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Message 

From: 
Sent: 
To: 

CC: 
Subject: 

Flag: 

MFF 
12/1/2019 12:01:33 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
privacy [privacy@doj.ca.gov] 

Written Comments [Before 12/6/19@5:00pm-PT] 

Follow up 

To: Privacy Regulations Coordinator 
California office of the Attorney General 
300 so. Spring St., First Floor 
Los Angeles, CA 90013 
E: PrivacyRegulations@doj.ca.gov 

cc: Privacy Enforcement and Protection Unit 
E: privacy@doj.ca.gov 

To Whom It May Concern: 
The aforementioned comments and questions concern the need of active enforcement for protection of safe 
at Home program participants. 

l)What department, whom and how should safe at Home members contact for enforcement purposes, per CA 
Government code sections 6205-6217, specifically CA Govt. code section 6208.1, regarding immediate and 
permanent online removal of 'personally identifiable information' C "pn") from data brokers, data 
mining and data aggregators, whose software (from incompetent and complacent CTO' s & their tech team 
members) continuously and consistently allow PII to be placed online as the "site hosts" which affect 
safe at Home members? 

(The safe at Home managerial staff has been complacent & clueless for years, along with certain employees 
in the Executive office at the Secretary of State office, including but not limited to, chief counsel 
Steve J. Reyes, to not communicate with Consumer Law Section-Privacy Unit, Stacey D. schesser, 
Supervising Deputy Attorney General, CIPP/US, regarding immediate 'call to Action' safeguards and 
protection enforcement for safe at Home members.) 

Enough is enough. It has been outrageous. There has been no "liberty and justice under law." Moreover, 
per the press release on Thursday, July 18, 2012, when Kamala D. Harris announced the creation of the 
Privacy Enforcement and Protection Unit, there has been no right to privacy. See the entire press 
release. One sentence included these words: "The California Constitution guarantees all people the 
inalienable right to privacy." 

2) Why hasn't, AND when will, the Privacy Enforcement and Protection Unit do any active enforcement for 
safe at Home Program Participants? [If another Govt. code section needs to be explicitly added to give 
mandatory enforcement power to CA' s DOJ, then please so advise. If so, Assemblymember Ed Chau for the 
49th District, and his District Director, Daisy Ma, will be immediately contacted.] 

Finally regarding question & comment for #2, for years and years the Privacy Enforcement and Protection 
Unit, seemingly has acted like the monkeys who "see no evil, hear no evil and speak no evil," when the 
Unit should have corrected and enforced against so much online PII evil. With what I know and have been 
told about, this Unit has done no active enforcement for safe at Home members, except their passive 
Online Opt-Out Form" and their outdated, antiquated and incomplete "Directory Web Site List With Opt-Out 
Information" C "List"), which MUST be immediately revised. (See below.) 

Q: Where are the email addresses for all the data mining, data broker and data aggregator companies on 
their ''Li st?" 
Q: Why only snail mail information? (I know for a fact that all of the data m1n1ng companies, et. al, 
have email addresses AND/OR contact us pages or links to easily and quickly request removal of one's 
PII, because I have done it and became an expert in online PII removal.) 

Finally, the "opt-Out Form" fails to give any protection to safe at Home members to press-related 
companies, including magazines like PEOPLE, formerly owned by Time, and now owned by the Meredith 
Corporation (located in Des Moines, Iowa). The attorney for PEOPLE, Robert A. Bertsche at Prince, Lobel 
Tye, LLP in Boston, MA, will not remove online letters, names of the letter writer(s), and the cities and 
states for safe at Home members. (Exact reason can be provided upon request.) 
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1,;'Any individual can be found online with merely a name, city and state. (I obtained atty Bertsche' s 
home address online with just his name and state.)** 

3) When will the "opt-Out Written Demand Form for California safe at Home Program Participants" C"Form 
" ) of 7 _13_17, be revised, rewritten, and updated to reflect less unnecessary and unneeded information 
on page 1 of the Form? Page 1 of the Form, needs immediate serious reconstruction and revisions; 

4) The "List" must be update immediately because it contains outdated, antiquated and old information. 
Many of the data broker, data mining and data aggregator companies are not even included. Where are the 
email addresses for PII removal? Where are the website addresses? Where are the 'contact us' links for 
safe at Home member to quickly and expeditiously use to be the best and easiest way for companies to be 
contacted for immediate PII online removal. 

Q: Does the CA DOJ think abused women have time to take the time to get their online PII removed by snail 
mail? (Hypothetical Q: Are you serious?) 

In sum, whomever composed the List and finished it on 6_30_17 did a real sloppy, complacent, incompetent 
and nasty negligent job. (You can quote me too.) 

5) under CA Government code, section 6254.21 (3)(f), safe at Home members should be included as an 
elected or appointed official" or in the alternative, include a separate code section to specifically 
include them. 

The above information took over two hours to intelligently, factually and carefully compose. If the CA 
DOJ would like to consider hiring me as a consultant, I will seriously entertain the offer. 

In the meantime, the CA DOJ offices in Los Angeles and in San Francisco have a tremendous amount of work 
to do on behalf of safe at Home members. 

Respectfully, 
safe at Home Member 
Los Angeles, CA 
Sat, 11/30/19@4:0lpm(PT) 
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Message 

From: 
Sent: 

To: 

CC: 

Anthony Stark 
12/7/2019 12:34:21 AM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Henry Schuck ; Margaret Gladstein [ 

Subject: Written comments - §§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California Code of 

Regulations concerning the California Consumer Privacy Act 
Attachments: Zoomlnfo - Written Comments on Draft CCPA Regulations (12.6.19).pdf 

Dear Privacy Regulations Coordinator: 

Attached please find written comments submitted on behalf of Zoomlnfo regarding the proposal to adopt 
sections§§ 999.300 through 999.341 of Title 11, Division 1, Chapter 20, of the California Code of Regulations 
concerning the California Consumer Privacy Act. 

Please let me know if you are unable to access the attachment, or if you have any other questions or concerns. 

Sincerely, 

Anthony Stark 
General Counsel 
805 Broadway St., Suite 900 I WA I 98660 
o: I 
www.zoominfo.com 

z -

,zoo:m'info 
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December 6, 2019 

VIA EMAIL 

The Honorable Xavier Becerra 
California Department of Justice 
ATIN: Privacy Regulations Coordinator 
300 S. Spring Street 
Los Angeles, CA 90013 
Email: PrivacyRegulations@doj.ca.gov 

Re: Zoom Info's Comments on Draft CCPA Regulations 

Dear Attorney General Becerra: 

Zoomlnfo 1 submits these comments regarding the draft regulations released by your office on October 
10, 2019. Thank you for the opportunity to comment and to you and your staff for the work that you put 
in to preparing the draft regulations. 

Zoom Info provides a database of business contact information for business-to-business ("B2B") sales and 
marketing. Primarily, we seek to profile business organizations and to help our customers understand 
basic information about those organizations and who works there, and provide up-to-date information 
including primarily work emails and phone numbers. One could think of us as a "white pages" for business 
professionals. 

This information is critical to the modern economy. According to TOPO, annually in the United States, 
approximately $26 trillion is transacted in business-to-business commerce, and of that, approximately 
$8 trillion originates from or is significantly impacted by access to B2B contact information. The 
commercial availability of databases like Zoomlnfo not only creates massive efficiency, eliminating the 
need for businesses to each individually engage in manual research, but it levels the playing field for small 
and innovative businesses and increases competition on the merits of goods and services. 

Meanwhile, the information Zoomlnfo provides regarding consumers is not sensitive information that 
implicates serious privacy concerns. The vast majority of business professionals publish their names, 
employers, job titles and similar information on the internet, and many of them include likenesses, email 
addresses and phone numbers, physical addresses, work history, and educational history. Zoomlnfo 
essentially provides the information that a person would typically include on a business card. And 
moreover, with or without the CCPA, Zoom Info has a policy of honoring requests from any consumer to 
be removed from our database. 

Our reading of the regulations comes primarily from the viewpoint of a business that collects and licenses 
"third-party" information, i.e. information not collected directly from the consumer. We use a number of 
means, including primary research and agreements with other businesses, to gather information and 

1 Zoom Info (formerly known as DiscoverOrg) means DiscoverOrg Data, LLC and its affiliates. 

1 www.zoominfo.com 
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curate our database. We are also concerned, as every business is, with the service provider rules as well 
as the general rules around processing and responding to consumer requests. 

Pre-Collection Notice and Third-Party Data 

We would first like to express our support for Section 999.305(d). This is a crucially important provision, 
and it addresses a widely recognized ambiguity in the CCPA in eliminating the pre-collection notice 
requirement for third-party data. In the third-party context, a pre-collection notice would be impossible, 
and the requirement that notice be provided prior to selling the information is the appropriate balance of 
interests. This approach is also consistent with the CPREA, specifically proposed Section 1798.lOO(b). 

Pre-sale Notice 

As to the pre-sale notice options, we propose adding a new subsection 999.305(d)(3) to permit a 
registered data broker to provide pre-sale notice via an online privacy policy or statement. The existing 
options in 999.305(d)(l) and (2) do not account for the possibility that the information does not contain 
a means of communicating with the consumer. For example, a business may gather information through 
research of newspaper articles. Information thereby collected could include the names of individuals 
mentioned in the articles but is not likely to include any contact or address information for such persons. 
And yet, the CCPA does not contemplate preventing the sale of this type of information. Rather, CCPA 
Section 135 contemplates notice of sale in general being provide via an online policy or statement. 

Applying this to data brokers is both consistent with CCPA and consumer protective. Direct notifications 
may in some ways be helpful, but access to a registry of data brokers (combined with such data brokers' 
posted policies) gives consumers access to the relevant information upon demand. A consumer can refer 
to the registry at any time, whereas notices may be lost in a sea of information. 

We propose that new section 999.305(d)(3) would read as follows: 

If the business is a data broker registered pursuant to[_], provide the consumer with a 
notice of right to opt out in accordance with section 999.306 in an online privacy policy 
accessible via the business's internet homepage. 

Maintenance of Personal Information for Suppression and other CCPA Purposes 

We propose a provision expressly providing that businesses may maintain personal information as 
necessary to honor consumer rights or requests submitted pursuant to the CCPA or these regulations or 
otherwise to comply with the CCPA. Section 999.317(b) requires businesses to maintain records of all 
requests, but subsection (e) provides that the required records cannot be used for any other purpose. 
Business should be able to use those records for other purposes reasonably necessary for CCPA 
compliance and especially for purposes of implementing or honoring consumer rights and requests. 

For example, Zoomlnfo continually gathers information from available sources, such as company web 
pages or news articles. If a consumer submits a deletion request, we would delete the information from 
our normal production systems, but, both for our sake and the consumer's, we would like to keep a record 
of the request and the person's information solely for purposes of preventing that consumer's information 
from being re-added to the database. 

2 www.zoominfo.com 
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We appreciate that the CCPA does not (and should not) require businesses to retain information solely for 
the purpose of consumer privacy requests. However, they should be expressly permitted to do so, since 
the extra effort will reduce consumer confusion and frustration. Without being able to implement 
suppression, consumers who were re-added to our database could feel that we had failed to honor their 
deletion or opt-out request, resulting in potential disputes even where the consumer's request was in fact 
honored. 

We note that the right to maintain suppression lists is explicit in the CPREA ballot initiative, specifically 
proposed section 1798.105(c)(2), which reads as follows: 

The business may maintain a confidential record of deletion requests solely for the purpose 
of preventing the personal information of a consumer who has submitted a deletion 
request from being sold, for compliance with laws, or for other purposes solely to the 
extent permissible under this title. 

We propose adding a similar provision to the regulations and making appropriate clarifying revisions to 
Section 999.317(e) as well as Sections 999.313(d)(2) and (3). 

New Obligations Not Supported by CCPA 

There are several instances where the proposed regulations would impose new obligations on businesses 
that we feel go beyond what is contemplated by the statute and that would create unfair additional 
burden on businesses. 

First, businesses should not be required to treat unverifiable deletion requests as if they were opt-out 
requests. See Section 999.313(d)(l). There is no statutory basis for this obligation, and it requires 
businesses to act without consumer direction and upon information that is by definition unreliable. In 
addition, the statute and regulations already provide that business must clearly present the right to opt 
out, so this provision provides no corresponding benefit to consumers (even if we were correct in 
assuming that the person who submitted the unverifiable request nonetheless was the person they 
purported to be and that such person desired to opt out of the sale of their personal information). 

Second, businesses should not be required to provide individualized feedback to consumers beyond what 
is required by the statute. In particular, the proposed obligation in Section 999.312(f) that businesses help 
consumers rectify deficiencies in their requests should be deleted. It is quite enough of a challenge for 
businesses to implement protocols for receiving and processing valid requests as required by the statute; 
the additional burden of helping consumers remedy deficiencies is unreasonable. For one thing, a business 
may simply not know that a particular communication it receives is intended to be a request pursuant to 
the CCPA, and it would be extremely onerous for a business to perform a fact-based analysis in each case 
to determine whether additional guidance is required by the regulation. This is in addition to the 
additional resources a business must devote to making these determinations, beyond the resources 
already required to process requests that are properly submitted. Finally, the statute and the regulations 
are robust in terms of the disclosures that are required; those disclosures are the appropriate place to 
specify what guidance businesses must provide consumers. 

3 www.zoominfo.com 
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Third, businesses should not be required to provide additional contact information or support regarding 
consumer questions or concerns. See Section 999.308(b)(6). As with the above point, the CCPA requires 
very robust and detailed disclosures regarding a business's privacy practices, and those disclosures are 
already required to be presented in a manner that is understandable by average consumers. Those 
requirements should stand on their own, and it is unreasonably burdensome to expect businesses to 
devote additional resources to also answering questions and concerns about those already extensive 
disclosures. Moreover, this additional burden is not provided for in the CCPA. 

Additional Disclosure Requirements 

There are several instances where the proposed regulations would require businesses to include 
information in its notices, responses, or policies that would be unhelpful to consumers, unnecessarily 
burdensome to businesses, and not required by the statute. The following are examples of new disclosure 
requirements that should be eliminated or clarified: 

4 

• Section 999.308(b)(S). Businesses should not be required to explain to consumers how to 
designate an authorized agent. Unless guidance is provided in the regulations for how such 
designations may be made, it is unclear what is being required, or why this information should 
come from the businesses at all. If this provision remains, we ask that form language be provided 
for businesses to include. 

• Section 999.313(a). A business should not be required to explain how said business will process 
the consumer's request or describe its verification process beyond providing instructions to the 
consumer for how to submit such a request. This proposed requirement goes beyond the statute, 
is unduly onerous to businesses, and will not provide benefit to consumers. It will not aid a 
consumer in any fashion to be presented with academic information about the specific manner 
in which the business performs its CCPA obligations, and this requirement appears to require 
disclosure for its own sake. For businesses, it is unduly burdensome to be required not only to 
process consumer requests and verify consumer identities but also to explain all of those 
processes and procedures in each and every response to a consumer request. This disclosure 
requirement also undercuts the goal of simple, clear communication that average consumers can 
understand. 

• Section 999.313(d)(4). It is simply unclear what it would mean for a business to "specify the 
manner in which it has deleted the personal information." 

• Section 999.313(d)(S). It is unclear why a business should be required to "disclose that it will 
maintain a record of the request pursuant to Civil Code section 1798.lOS(d)." This is not onerous, 
but simply adds information to the disclosures that is unlikely to be interesting or helpful to the 
consumer. 

• Sections 999.305, 999.306, 999.307, and 999.308 require that notices and policies be "accessible 
to consumers with disabilities" and "provide information on how a consumer with a disability may 
access the notice in an alternative format." It is not clear what it means to make this information 
accessible to consumers with disabilities or what alternative formats would be accessible. It is also 
unclear how the additional information will be helpful if the disability in question prevents the 

www.zoominfo.com 
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person from accessing the notice or policy. We request further clarity on what is required by this 
provision. It may be that services already exist to allow persons with specific disabilities to access 
such notices or policies in a manner that would be more effective than what individual businesses 
could provide. 

Standards for Disclosure and Verification 

In certain instances, the standards to be applied by businesses in verifying and responding to consumer 
requests are unclear. We request that that the following issues be clarified: 

Section 999.313(c)(3) provides that, under certain circumstances, a business may not provide certain 
information in response to a request that it would otherwise be required to provide under the CCPA. 
Specifically, "[a] business shall not provide a consumer with specific pieces of personal information if the 
disclosure creates a substantial, articulable, and unreasonable risk to the security of that personal 
information, the consumer's account with the business, or the security of the business's systems or 
networks." (Emphasis supplied.) This provision conflates two separate concepts, putting businesses in an 
impossible position. First, a business should be permitted (not required) to refuse to disclose certain 
information if the business can articulate substantial risks. Second, it may be appropriate to require a 
business to refuse such disclosure under certain circumstances as well, but that cannot be the exact same 
standard. This puts a business in the impossible position of applying a vague and subjective standard 
(substantial, articulable, and unreasonable) to determine the exact line between when it must make the 
disclosure and when it cannot make the disclosure. 

The standard provided for when a business must honor an opt-out request is also confusing. Section 
999.315(h) provides "[a] request to opt-out need not be a verifiable consumer request. If a business, 
however, has a good-faith, reasonable, and documented belief that a request to opt-out is fraudulent, the 
business may deny the request." Even though CCPA does not specify that the request be a "verifiable" 
request, it does contemplate that the request be "from the consumer." The requirement that the business 
affirmatively form a "good-faith, reasonable, and documented" belief that the request is "fraudulent" is 
a different standard. It should be enough that the business cannot in good faith determine that the 
request is "from the consumer." At a minimum, the regulations should clarify whether "fraudulent" is 
intended to mean something other than the submission of a request by a person who is not the consumer 
to whom the personal information relates and is not such person's authorized agent. 

Service Provider Provisions 

Section 999.314(c) requires clarification. As drafted, it prevents a service provider from using personal 
information it obtains for providing services to any other party. This makes sense in concept, but it 
requires nuance to account for the different roles a business may play and for different contractual 
arrangements it may have. A business may meet the definition of a service provider, but still have other 
legal rights and obligations separate from its role as a service provider. For example, a business might 
both provide services to another business and also purchase personal information from such other 
business with the intention of using such information in a manner otherwise permissible under the CCPA. 
If the purpose is to make express that a service provider's violation of contractual limitations limiting the 
service provider's use of personal information shall also constitute a violation of the statute (a reasonable 
aim), that should be clarified. 

5 www.zoominfo.com 
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We propose that the regulations be revised to reverse the approach taken by proposed Section 
999.314(d). That section provides that a service provider must provide responses to consumers even 
where it has the consumer's data solely as a service provider. This is problematic. For one thing, a service 
provider may not have access to the personal information it possesses on behalf of a business to whom it 
provides services. We think that imposing any obligations on service providers with respect to data 
processed solely on behalf of a business is the wrong approach. Rather, service providers should be 
required solely to comply with instructions from the business they serve with respect to the personal 
information processed pursuant to that relationship. We think that personal information processed by a 
service provider solely in its capacity as service provider should be deemed to be in the possession of the 
business and not the service provider, and the service provider's only obligation with regard to consumer 
request should be to comply with the business's instructions with regard to consumer requests received 
by the business. 

Once again, we appreciate the opportunity to submit these comments. I would be happy to answer any 
questions you may have. I can be reached by email at anthony.stark@zoominfo.com or by phone at 360-
718-5635. 

Sincere Regards, 

ZOOMINFO 

Anthony Stark 
General Counsel 

805 Broadway St., Suite 900 
Vancouver, WA 98660 

6 www.zoominfo.com 
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Message 

From: Peter Leroe-Mufioz [ 
Sent: 12/6/2019 5:10:39 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Written Comments on Proposed CCPA Regulations I Silicon Valley Leadership Group 
Attachments: Attorney General CCPA Regulations - Public Comment - Final.pdf 

Please find attached written comments from the SV Leadership Group regarding the Attorney General's 
proposed regulations for the CCP A 

We look forward to working with the Attorney General to clarify the CCP A and ensure that its operation and 
enforcement protects consumers and enables economic growth. 

Peter Leroe-Munoz 
General Counsel & Vice President, Tech & Innovation illilll' Leadership Group 
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December 4, 2019 

Honorable Xavier Becerra 
California Attorney General 

California Office of the Attorney General 
Privacy Regulations Coordinator 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

RE: California Consumer Privacy Act - Proposed Regulations 

Honorable Xavier Becerra: 

I am writing on behalf of the Silicon Valley Leadership Group to provide feedback 

on the California Consumer Privacy Act (CCPAJ Regulations that were proposed 

on October 10, 2019. 

The Leadership Group was founded in 1978 by David Packard of Hewlett-Packard 
and represents more than 350 of Silicon Valley's most respected employers. 
Leadership Group member companies collectively provide nearly one of every 
three private sector jobs in Silicon Valley and we have a long history of supporting 
policies that promote innovation, stronger economic growth and improved 
transportation in California. 

Our feedback is provided in the attached Appendix A. 

We are eager to work with your office to help clarify portions of the CCPA, bring 

greater certainty to consumers and business about their respective rights and 

responsibilities, and establish a framework that promotes both privacy and 

economic growth. 

Sincerely, 

Peter Leroe-Munoz 
General Counsel and VP of Tech & Innovation Policy 
Silicon Valley Leadership Group 
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APPENDIX A 

Public Comment on California Consumer Privacy Act Proposed Regulations 

§ 999.305(a)(3) Notice at Collection of Personal Information 
Where a business has proactively and directly notified consumers, including through its 
standard terms and use, that the business intends to use personal information in a new 
way, explicit consumer consent should not be required for such use. 

§ 999.306( d)(3) Notice of Right to Opt-Out of Sale of Personal Information 
A business should be exempt from providing a notice of a right to opt-out when the 
business publishes a change in its Privacy Policy for a determined period of time to give 
consumers the right to opt-out. 

§ 999.307(b)(6) Notice of Financial Incentive 
This section should eliminate language referencing any estimated value of a 
consumer's data, as well as any description of the methodology for calculating such 
value. Determining the value of any particular consumer's personal information is 
highly-specific and time-intensive. Moreover, any estimation would require significant 
speculation at the time of collection, rendering the calculation unreliable. 

§ 999.308(b)(1)(c) Privacy Policy 
This section would require businesses to describe the process used to verify consumer 
requests, including information the consumer provides. Businesses use a variety of 
verification methods for different types of information, including non-public methods. 
This would require frequent updates to the Privacy Policy as methods change, and 
disclosure of non-public or sensitive verification methods. A better practice would be to 
have the business verification processes explained to users in general and without 
specifics, in the request interface, or via a link to an FAQ page. 

§ 999.312(g) Methods for Submitting Requests to Know and Requests to Delete 
If a consumer submits a request in a non-conforming method or manner, businesses 
should not attempt to treat the request as if it were properly submitted, nor should they 
be required to remedy any such request. 

§ 999.313(b) Responding to Requests to Know and Requests to Delete 
The proposed requirement that business must respond to a request within 45 days of 
receipt should be amended to respond within 45 days of when the request was verified. 
This allows businesses to properly verify requests, which may take an extended period of 
time through no fault of the businesses, since the process of verification may include a 
number of third-party sources and participants. 

§ 999.315(c) Requests to Opt-Out 
User-enabled privacy controls should not be presumed to speak for consumers 
regarding their choice to opt out of the sale of their information. Opting out should 
require an affirmative act and conscious choice by consumers. 
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§ 999.317 Training; Record-Keeping 
The requirement of maintaining records of consumer requests for a minimum of 24 
months is overly lengthy. Moreover, the reporting requirements under subsection (g) will 
not distinguish between valid and invalid requests. As such, the numbers will provide 
little value. This subsection should be removed. 

§ 999.323(f) General Rules Regarding Verification 
Businesses should be able to use their industry's standard authentication methodology 
to verify consumer requests. 

§ 999.337 Calculating the Value of Consumer Data 
Determining the value of any particular consumer's personal information is highly
specific and time-intensive. Moreover, any estimation would require significant 
speculation at the time of collection, rendering the calculation unreliable. This element 
should be removed from consideration. 
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Message 

From: Storey, Joanna L. [ 
Sent: 12/6/2019 6:03:29 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Written Comments re the proposed regulations for the California Consumer Privacy Act 
Attachments: Hinshaw and Culbertson Letter to the Attorney General 2019-12-06.pdf 

Please see the attached written comments regarding the proposed regulations for the California Consumer Privacy Act 
for consideration by the Attorney General's office. Thank you, 

Joanna L. Storey, Esq. 

Hinshaw & Culbertson LLP 
One California Street, 18th Floor 
San Francisco, CA 94111 
Tel: I Fax: (415) 834-9070 
https: ljwww.linkedin .com/in/joannastorey/ 

I www.hinshawl aw.com 

liil]HINSHAW 

Hinshaw & Culbertson LLP is an Illinois registered limited liability partnership that has elected to be governed 
by the Illinois Uniform Partnership Act (1997). 

The contents of this e-mail message and any attachments are intended solely for the addressee(s) named in this 
message. This communication is intended to be and to remain confidential and may be subject to applicable 
attorney/client and/or work product privileges. If you are not the intended recipient of this message, or if this 
message has been addressed to you in error, please immediately alert the sender by reply e-mail and then delete 
this message and its attachments. Do not deliver, distribute or copy this message and/or any attachments and if 
you are not the intended recipient, do not disclose the contents or take any action in reliance upon the 
information contained in this communication or any attachments. 
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(i;IJHINSHAW ATTORNEYS AT LAW 

One California Street, 18th Floor 

San Francisco, CA. 94111 

Joanna L. Storey 

December 6, 2019 

VIA EMAIL 
PrivacyRegulations@doj.ca.gov 

The Honorable Xavier Becerra 
c/ o Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

415-362-6000 

415-834-9070 (fax) 

www.hinshawlaw.com 

Re: Comments on Proposed CCP A Regulations 

Dear Mr. Becerra: 

I write on behalf of myself and Hinshaw & Culbertson LLP to offer comments on the 
proposed regulations for the California Consumer Privacy Act. This letter follows the oral 
comments I made at the December 4, 2019 Public Hearing in San Francisco. 

Proposed Regulation §999.314(c) May Unintentionally Frustrate the Tripartite 
Relationship between an Insurer, its Insured, and the Law Firm Retained to Represent 
the Insured and Interfere with §1798.145(a)(4) of the CCPA 

As currently drafted, the proposed regulation §999.314(c) relating to "Service Providers" 
may frustrate the tripartite relationship between an insurer, its insured and the law firm 
retained by an insurer to represent its insured. Law firms that do not qualify as a covered 
"Business" under §1798.140(c) of the CCPA may still be subject to the Act and the 
proposed regulations if the law firm meets the definition of a "Service Provider" and 
processes information on behalf of a business. 

A Service Provider is defined in §1798.140(v) as: 

[A] sole proprietorship, partnership, limited liability 
company, corporation, association or other legal entity that is 

3 278\304809068. V 1 
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December 6, 2019 
Page2 

organized for the profit or financial benefit of its shareholders 
or other owners, that processes information on behalf of a 
business and to which the business discloses a consumer's 
personal information pursuant to a written contract, provided 
that the contract prohibits the entity receiving the information 
from retaining, using or disclosing the personal information 
for any purpose other than for the specific purpose of 
performing the services specified in the contract for the 
business or as otherwise permitted by this title ... 

Because law firms are typically organized to make a profit, they may qualify as a service 
provider to the extent that the law firm provides legal services to businesses that are 
subject to the CCP A. Insurance carriers doing business in California that have more than 
$25 miUion in annual gross revenues meet the CCPA's definition of a business. When an 
insurance carrier that meets the definition of a business retains a law firm, if the written 
agreement between the law firm and insurance carrier, or the carrier's outside counsel 
guidelines prohibit the law firm from retaining, using, or disclosing the personal 
information for any purpose other than the services the law firm was retained to provide, 
then the law firm meets the definition of a Service Provider, and §999.314(c) is implicated. 
Today, insurance carriers trying to meet their own data security and privacy obligations 
routinely limit in writing how law firms may use the information provided by the carrier 
to the law firm. 

Under proposed regulation §999.314(c), a service provider "shall not use personal 
information received either from a person or entity it services or from a consumer's direct 
interaction with the service provider for the purpose of providing services to another 
person or entity." This regulation frustrates the nature and purpose of the tripartite 
relationship between the law firm, its client - the insured, and the client's insurance 
carrier. For example, if the law firm (a service provider) is retained by an insurance carrier 
(a business) to defend its insured, any personal information that the carrier obtained 
during the claims review process or prior to suit being filed could not be used by the law 
firm in providing services to its client, the insured. This sharing quagmire extends further 
and would seemingly prohibit the law firm from sharing information provided by the 
carrier with experts and consultants necessary to defend the insured. 

The Exercise or Defend Claims and Privilege Exceptions in §1798.145(a)(4) and 
§1798.145(b) Do Not Appear to Apply to Service Providers 

While §1798.145(a)(4) and §1798.145(b) of the CCPA provide exceptions to the CCPA's 
obligations when exercising or defending legal claims and when compliance would 
violate an evidentiary privilege under California law, those exceptions by their express 
terms only apply to a "Business." There is nothing in the CCP A or your proposed 
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December 6, 2019 
Page 3 

implementing regulations that extends subsection (a)(4), (b), or any of §1798.145's other 
subsections to law firms when acting as a service provider on behalf of a business. 

While the obvious intent of §1798.145(a)(4) and (b) is to prevent the obligations imposed 
by the CCP A from impeding litigation and protecting attorney-client and other 
evidentiary privileges, unless these provisions are interpreted to extend to a law firm 
service provider retained by a business to defend legal claims such as in the typical 
tripartite relationship, the intent of this exception will be frustrated. Moreover, proposed 
regulation §999.314(c) further frustrates the intent of §1798.145(a) and (b). The proposed 
regulation would impair the ability of a business to defend legal claims through law firm 
service providers. We ask that the Attorney General consider addressing these issues in 
a regulation. 

The Regulations Should Define "Processing" by Further Explaining the Meaning of 
"Operation" 

We also ask that proposed regulations offer additional clarity to terms defined in the 
CCPA. For instance, Civil Code §1798.140(q) defines the term "Processing" as "any 
operation or set of operations that are performed on personal data or on sets of personal 
data, whether or not by automated means." The terms "operation" and "set of 
operations" are not defined within the CCP A or the proposed regulations. 

It appears the CCPA's definition of "Processing" is drawn from Article 4(2) of the General 
Data Privacy Regulation ("GDPR"), but it does not include examples of the types of 
operations encompassed by the CCPA's processing definition as in Article 4(2) of the 
GDPR. Do those terms, for instance, include merely the storage of information or the use 
of information in litigation? 

Because of the promise of enhanced security offered by cloud providers, many law firms 
are using a cloud provider to store their data. Does storing personal information in the 
cloud by a law firm constitute processing that data? Law firms also often use software to 
collect, manage and search electronically stored information for discovery purposes. It is 
unclear under the current scheme whether such efforts would constitute "Processing." 
We request you provide clarification on these points. 

The Regulations Should Provide Guidance on §1798.145(a) of the CCPA 

Finally, we also write to express our concern about the absence of any regulation 
clarifying the meaning and intent of Civil Code §1798.145(a), which provides that the 
obligations imposed on a business by the CCPA shall not "restrict" a business's ability to, 
among other things, comply with federal, state or local laws, comply with subpoenas or 
regulatory inquiries or investigations or to exercise or defend legal claims. Does the use 
of the phrase "shall not restrict" mean that a business does not have to comply with 
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December 6, 2019 
Page4 

§1798.105 when it is reasonably anticipated that information a consumer requests be 
deleted, may be necessary to exercise or defend legal claims, or to comply with state or 
federal law? Or does this mean that a business must still comply with some parts of the 
CCPA that are not affected by its efforts to exercise or defend legal claims? This is 
especially concerning because subsection (b) expressly uses the phrase "shall not apply" 
when addressing privileged information: 

The obligations imposed on businesses by Sections 1798.110 to 1798.135, 
inclusive, shall not apply where compliance by the business with the title 
would violate an evidentiary privilege under California law and shall not 
prevent a business from providing the personal information of a consumer 
to a person covered by an evidentiary privilege under California law as part 
of a privileged communication. 

Cal. Civil Code §1798.145(b) (emphasis added). The scope of the "exercise or defend legal 
claims" exception is simply unknown. It is also unclear how transactional legal services 
may fall into the scope of the CCPA. 

We appreciate your efforts to bring clarity and logic to the CCP A through well-reasoned 
regulations. We recognize the considerable time pressures under which you and your 
staff have been working. We ask that you consider our comments as you revise the 
proposed regulations. Thank you for your time and consideration. 

Very truly yours, 

HINSHAW & CULBERTSON LLP 

Joanna~ rey 
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Message 

From: Scott Jordan [ 
Sent: 12/6/2019 5:40:23 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Written comments regarding proposed CCPA regulations 
Attachments: Jordan CCPA regulations comments.pdf 

Attached please written comments regarding the proposed CCPA regulations (Sections 999.300 through 999.341 of Title 
II, Division 1, Chapter 20 of the CCR). 

-Scott Jordan 

Scott Jordan 
3214 Bren Hall, Department of Computer Science, University of California, Irvine, CA 92697-3435 

http://www.ics.uci.edu/~sjordan 
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BEFORE THE 
CALIFORNIA ATTORNEY GENERAL 

In the Matter of 

Sections§§ 999.300 through 999.341 

of Title 11, Division 1, Chapter 20, 

of the California Code of Regulations (CCR) 

concerning the California Consumer Privacy Act (CCPA) 

COMMENTS OF SCOTT JORDAN 

Scott Jordan 
Department of Computer Science 
University of California, Irvine 
Irvine, CA 92697-3435 

December 6, 2019 
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About the Author: Scott Jordan is a Professor of Computer Science at the University of California, 
Irvine. Scott received the Ph.D. degree in Electrical Engineering & Computer Science from the 
University of California, Berkeley. In 2006, he served as an IEEE Congressional Fellow, working 
in the United States Senate on communications policy issues. During 2014-2016, Scott served as 
the Chief Technologist at the Federal Communications Commission, advising on technological 
issues across the Commission. In writing these reply comments, Professor Jordan represents no 
one but himself, and is not speaking on behalf of his employer or any other party. 
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1. §999.301. DEFINITIONS 

A. Categories of third parties 

The term "categories of third parties" is one element of disclosures related to a consumer's right to request. 1 

Draft §999.301( e) defines "categories of third parties" as "types of entities that do not collect personal 
information directly from consumers, including but not limited to advertising networks, internet service 
providers, data analytics providers, government entities, operating systems and platforms, social networks, 
and consumer data resellers".2 

While advertising networks, internet service providers, data analytics providers, government entities, 
operating systems and platforms, social networks, and consumer data resellers are all good examples of 
categories of third parties, the definition errs when it implies that such third parties are "entities that 
do not collect personal information directly from consumers". CCPA places no such restriction on 
categories of third parties. 

CCPA defines "third party" as a person who is neither "the business that collects personal information from 
consumers" nor a service provider.3 CCPA clearly does not intend that the term "third party" excludes a 
person who both collects personal information directly from consumers and who collects additional 
personal information by obtaining or receiving it from another business. Indeed, Internet service providers 
commonly both collect personal information directly from consumers and collect additional personal 
information by obtaining or receiving it from other businesses. 

Instead, CCP A explicitly gives consumers a "right to opt-out" of a business selling that consumer's personal 
information to third parties4

. Furthermore, CCP A defines "sell" as "selling, renting, releasing, disclosing, 
disseminating, making available, transferring, or otherwise communicating orally, in writing, or by 

1 CCPA, Sections 1798.110(a)(4), 1798.110(c)(4), 1798.115(a)(2), and 1798.130(a)(4). 
2 NOPA, § 999.30l(d). 
3 CCPA, Section 1798.140(w). 
4 CCPA, Section 1798.120. 
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electronic or other means, a consumer's personal information by the business to another business or 
a third party for monetary or other valuable consideration."5 

A consumer's right to opt-out cannot be interpreted as limited to third parties that do not themselves collect 
information directly from a consumer. Instead, the right to opt-out clearly includes selling a consumer's 
information to third parties that do themselves collect information directly from a consumer, but the right 
to opt-out is limited to the consumer's personal information included in the sale and thus does not include 
additional personal information that the third party may itself collect directly from a consumer. 

The definition should be revised to make it clear that categories of third parties includes entities that 
may collect personal information directly from consumers, in addition to obtaining or receiving 
personal information from another business. 

B. Categories of sources 

The term "categories of sources" is one element of disclosures related to a consumer's right to request. 6 

Draft §999.30l(d) defines "categories of sources" as "types of entities from which a business collects 
personal information about consumers, including but not limited to the consumer directly, government 
entities from which public records are obtained, and consumer data resellers". 7 

While the categories of sources should include the business itself (directly from consumers), government 
entities, and consumer data resellers, this list (although clearly stated as not an exhaustive list) mistakenly 
seems to imply very broad categories. The purpose of CCPA including "categories of sources" as one 
element of disclosures related to a consumer's right to request is to inform consumers about where the 
consumer's personal information came from. 

The terms "categories of sources" and "categories of third parties" are related. Consumer personal 
information may be sold by a business to a third party. The business shall disclose the categories of third 
parties and the third party (if a business) shall disclose the categories of sources. Correspondingly, the 
definition of "categories of sources" should mirror that provided in the definition of "categories of 
third parties", and should include not only the business itself ( directly from consumers), government 
entities, and consumer data resellers, but also advertising networks, internet service providers, data 
analytics providers, operating systems and platforms, and social networks. 

2. §999.305. NOTICE AT COLLECTION OF PERSONAL INFORMATION 

A. List of required disclosures 

Draft §999.305(b) states information that a business shall include in its notice at collection. The proposed 
text includes (i) "[a] list of the categories of personal information about consumers to be collected" and (ii) 
"[flor each category of personal information, the business or commercial purpose(s) for which it will be 
used."8 These requirements are consistent with Section 1798.lOO(b). They facilitate a consumer's or the 
consumer's authorized agent's ability to obtain information pursuant to Section l 798.130(a)(5)(B), 
and therefore fall within CCPA's delegation of authority to the Attorney General. 9 In particular, the 
requirement to disclose the business or commercial purposes(s)for each category of personal information 

5 CCPA, Section 1798.140(1)(1). 
6 CCPA, Section 1798.llO(a), 1798.llO(c). 
7 NOPA, § 999.30l(d). 
8 NOPA, § 999.305(b). 
9 CCPA, Section 1798.185(a)(7). 
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furthers the purpose of "inform[ing] consumers at or before the time of collection of a consumer's personal 
information"10

, furthers "[t]he right of Californians to know what personal information is being collected 
about them"11

, and provides Californians with the information that empowers their "right ... to say no to 
the sale of personal information"12

. Only by knowing the purpose for each category of personal information 
may consumers meaningfully exercise their right to say no to the sale of personal information. 

B. Detail and clarity 

Draft §999.305(a)(2) states that "[t]he notice at collection shall be designed and presented to the consumer 
in a way that is easy to read and understandable to an average consumer". 13 It is certainly important that 
the notice at collection shall be easy to read and understandable. However, the regulations should also 
address both the detail and clarity of notices. 

Regarding detail, notices should be required to be sufficiently detailed to enable users to make 
informed contextual decisions about their privacy and their use of the service. Only with sufficient detail 
can a notice be "easily understood by the average consumer" .14 In addition, the notice at collection provides 
consumers with the information necessary to exercise their "right ... to say no to the sale of personal 
information"15

. Consumers view this decision as one that is made in the context of both the categories of 
personal information collected and the purposes for which each category is collected. Consumers require 
a sufficient level of detail to meaningfully exercise this right. 

Regarding clarity, notices should be required to be not misleading. Only if a notice is not misleading 
can a notice be "easily understood by the average consumer". 16 

3. §999.308. PRIVACY POLICY 

Draft §999.308(b)(l) states information that a business shall include in privacy policy to support a 
consumer's right to know about personal information collected, disclosed, or sold. 

A. Collection of personal information 

With respect to the collection of personal information, the proposed text includes (i) a"[l]ist [of] the 
categories of consumers' personal information the business has collected about consumers ... " and (ii) 
"[f]or each category of personal information collected, ... the categories of sources from which that 
information was collected, the business or commercial purpose(s) for which the information was collected, 
and the categories of third parties with whom the business shares personal information." 17 These 
requirements are consistent with Sections 1798.lOO(a), 1798.llO(a), 1798.llO(c), 1798.115(a), and 
l 798.115(c). They facilitate a consumer's or the consumer's authorized agent's ability to obtain 
information pursuant to Section l 798.130(a)(5)(B), and therefore fall within CCPA's delegation of 
authority to the Attorney General. 18 In particular, the requirement to disclose the categories of sources, the 
purposes, and the categories of third parties with whom the personal information is shared, for each 

10 NOPA, § 999.305(a)(l). 
11 AB 375, Section 2(i)(l). 
12 AB 375, Section 2(i)(3). 
13 NOPA, § 999.305(a)(2). 
14 CCPA, Section 1798.185(a)(6). 
15 AB 375, Section 2(i)(3). 
16 CCPA, Section 1798.185(a)(6). 
17 NOPA, § 999.308(b)(l)(d). 
18 CCPA, Section 1798.185(a)(7). 
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category of personal information collected, furthers the purpose of "provid[ing] the consumer with a 
comprehensive description of a business's online and offline practices regarding the collection, use, 
disclosure, and sale of personal information"19

, furthers "[t]he right of Californians to know what personal 
information is being collected about them"20

, furthers "[t]he right of Californians to know whether their 
personal information is sold or disclosed and to whom"21

, and provides Californians with the information 
that empowers their "right . . . to say no to the sale of personal information"22

. Only by knowing the 
categories of sources, the purposes, and the categories of third parties with whom the personal information 
is shared, for each category of personal information, may consumers meaningfully exercise their right to 
say no to the sale of personal information. 

B. Disclosure or sale of personal information 

With respect to the disclosure or sale of personal information, the proposed text includes a "[l]ist [ ofl the 
categories of personal information, if any, that it disclosed or sold to third parties for a business or 
commercial purpose ... ".23 However, the proposed text omits a similar requirement to disclose the 
purposes for which each category of personal information was shared with each category of third 
parties. Draft §999.308(b)(l)(e) should be modified to include this requirement. This would ensure 
that the requirements for notice at collection (§999.305(b)), privacy policies regarding collection of 
personal information (§999.308(b)(l)(d)), and privacy policies regarding disclosure or sale of personal 
information (§999.308(b)(l)(e)) are consistent. This proposed requirement is consistent with Sections 
1798.llO(a), 1798.llO(c), and 1798.115(a). It facilitates a consumer's or the consumer's authorized 
agent's ability to obtain information pursuant to Section l 798.130(a)(5)(B), and therefore falls within 
CCPA's delegation of authority to the Attorney General. 24 It furthers the purpose of "provid[ing] the 
consumer with a comprehensive description of a business's online and offline practices regarding the 
collection, use, disclosure, and sale of personal information"25

, furthers "[t]he right of Californians to know 
whether their personal information is sold or disclosed and to whom"26

, and provides Californians with the 
information that empowers their "right ... to say no to the sale of personal information"27

. Only by knowing 
the purpose for which personal information is shared for each category of personal information may 
consumers meaningfully exercise their right to say no to the sale of personal information. 

4. 999.313. RESPONDING TO REQUESTS TO KNOW AND REQUESTS TO DELETE 

Draft §999.313(c)(l0) states information that a business shall provide in response to a verified request to 
know the categories of personal information collected. The proposed text includes for each identified 
category of personal information it has collected about the consumer, the categories of sources from which 
the personal information was collected, the business or commercial purpose for which it collected the 
personal information, the categories of third parties to whom the business sold or disclosed the category of 
personal information for a business purpose, and the business or commercial purpose for which it sold or 

19 NOPA, § 999.308(a)(l). 
20 AB 375, Section 2(i)(l). 
21 AB 375, Section 2(i)(l). 
22 AB 375, Section 2(i)(3). 
23 NOPA, § 999.308(b)(l)(e). 
24 CCPA, Section 1798.185(a)(7). 
25 NOPA, § 999.308(a)(l). 
26 AB 375, Section 2(i)(l). 
27 AB 375, Section 2(i)(3). 
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disclosed the category of personal information. 28 These requirements are consistent with Sections 
1798. lOO(a), 1798. llO(a), 1798. llO(c), l 798.115(a), and l 798.115(c). They facilitate a consumer's or 
the consumer's authorized agent's ability to obtain information pursuant to Section 
l 798.130(a)(5)(B), and therefore fall within CCPA's delegation of authority to the Attorney General.29 In 
particular, the requirement to disclose the categories of sources, the categories of third parties with whom 
the personal information is shared, and the purposes for collection, disclosure, and sale,for each category 
of personal information collected, furthers the purpose of "provid[ing] the consumer with a comprehensive 
description of a business's online and offline practices regarding the collection, use, disclosure, and sale of 
personal information"30

, furthers "[t]he right of Californians to know what personal information is being 
collected about them"31

, furthers "[t]he right of Californians to know whether their personal information is 
sold or disclosed and to whom"32

, and provides Californians with the information that empowers their "right 
... to say no to the sale of personal information"33

. Only by knowing the categories of sources, the purposes, 
and the categories of third parties with whom the personal information is shared, for each category of 
personal information, may consumers meaningfully exercise their right to say no to the sale of personal 
information. 

5. 999.314. SERVICE PROVIDERS 

Draft §999 .314 states that in order to qualify as a service provider under CCPA, the service provider "shall 
not use personal information received either from a person or entity it services or from a consumer's direct 
interaction with the service provider for the purpose of providing services to another person or entity. "34 

This is consistent with CCP A, in which a service provider is defined as an entity "that processes information 
on behalf of a business and to which the business discloses a consumer's personal information for a business 
purpose pursuant to a written contract, provided that the contract prohibits the entity receiving the 
information from retaining, using, or disclosing the personal information for any purpose other than for the 
specific purpose of performing the services specified in the contract for the business."35 The text in 
§999 .314 properly clarifies that if a service provider collects personal information directly from a consumer 
on behalf of a business, then it is similarly prohibited from using that personal information for any purpose 
other than for the specific purpose of performing the services specified in the contract for the business. 
However, this could be made more explicit in the regulations by mirroring the text in CCPA (''for 
any purpose other than for the specific purpose of performing the services specified in the contract for 
the business") instead of introducing new language ("for the purpose of providing services to another 
person or entity"). 

Draft §999 .314 also states that a service provider receives a consumer request to know or request to delete, 
the service provider must either "comply with the request" or "inform the consumer that it should submit 
the request directly to the business on whose behalf the service provider processes the information". 36 This 

28 NOPA, § 999.313(c)(l0). 
29 CCPA, Section 1798.185(a)(7). 
30 NOPA, § 999.308(a)(l). 
31 AB 375, Section 2(i)(l). 
32 AB 375, Section 2(i)(l). 
33 AB 375, Section 2(i)(3). 
34 NOPA, § 999.314(c). 
35 CCPA, Section 1798.140(v). 
36 NOPA, § 999.314(d). 
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is consistent with CCP A, and it enables a consumer to exercise the right to know and right to delete by 
contacting the business. 
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Message 

From: 
Sent: 
To: 
Subject: 

Ryan Bittle [ 
12/6/2019 10:27:25 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Written public comment for CCPA 

To Whom It May Concern: 

I am a California consumer who only heard about CCPA for the first time a few weeks ago. With the magnitude 
of the impact to both consumers and businesses I am shocked so few are speaking about this Act. 

I commend the Attorney General's proposed regulations and legislative effort to further consumer's rights and 
privacy in today's world of technology. While many of these mandates will place a heavy burden on businesses 
which partake in collecting and/or selling consumer data, these businesses have a responsibility in allowing 
consumers to exercise their right to privacy. As time goes on I suspect the cost of compliance will drop as 
workflows and systems are put in place to streamline the process. 

Regarding the proposed regulations, I do have a few concerns: 

1) Both the right to delete as well as the right to know require a business to act only on a "verifiable consumer 
request". This potentially places a burden on the consumer if a business makes it exceptionally difficult or 
complex to meet by requesting overbearing proof, such as by providing scans of personal documents. Doing 
so also potentially puts the consumer at further risk by providing sensitive information the business did not 
intend to collect in the first place. Currently, only the right to opt out does not require this verifiable request, and 
I propose that businesses be prohibited from requiring extensive proof of identity for opt-out requests. 

2) Many businesses today communicate with their customers primarily via email for updates as well as 
advertising. Under current proposed regulation businesses will likely add a web form on their website in order 
to request removal of information - either to aid in collecting proof of identity or to intentionally make the 
process more cumbersome for the consumer, or both. Furthermore there are currently projects being built, free 
to the consumer, which would allow consumers to send pre-written emails to the businesses in order to easily 
exercise their right under CCPA. Requiring consumers visit each website individually would be burdensome to 
the consumer as they would potentially be submitting requests to many different businesses, each with its own 
variation of the form. I propose that businesses shall accept requests to delete, know, or opt-out via email and 
not require the consumer to go through other means in order to process the request. 

3) Consumers may wish to utilize a third-party service as an authorized agent to help exercise their rights 
under CCPA. An authorized agent, when registered with the Secretary of State, may include a written 
declaration stating they have verified the consumer's identity through specified means (such as viewing a 
government issued document produced by the consumer). In my interpretation of CCPA, a business may 
require the consumer to directly verify with the business making the use of an authorized agent a null and void 
procedure. I propose upon receipt of the declaration the business be required to either accept the consumer as 
verified, or count the declaration as a data point towards verifying the request. 

Thank you for allowing consumers a public comment period to voice their concerns. I hope awareness of 
CCPA increases allowing consumers to exercise their rights to privacy. 

Regards, 

Ryan 
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Message 

From: Gregory Guarnay 
Sent: 12/8/2019 7:08:03 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CC: Denis Bandera-Duplantier ; Damon Magnuski 
Subject: [Non-Profit Request] Protecting Californians' Data Privacy 

Attachments: DAMD Foundation Inc Broker Letter Version 7.docx 

Dear Privacy Regulations Coordinator, 

My name is Gregory, I am a California resident living in Mountain View, and I work with the Delete All My 
Data Foundation, a non-profit dedicated to deleting individuals' personal data wherever possible. 

We look forward to the CCP A entering into effect on January I st, as we believe this will give Californians 
greater control over their personal data. 

With your permission, we would like to CC the Office of the California Attorney General, when, as part of our 
mission, we send out cease and desist letters to data brokers that do not have our members' consent to store, 
process, or share their data, and/or do not provide value to them. 

Attached is an example of such letter that we currently forward to the Office of the Massachusetts Attorney 
General. We would love to also have the support of the Office of the California Attorney General. 

Happy to jump on a call if you have any questions, or if you would like to edit the language, for instance 
making it more CCPA oriented, on the Delete All My Data Broker letter template (attached). 

Thanks for your consideration. 
Gregory Guarnay 
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11-20-19 
Delete All My Data Foundation Inc 
320 Broadway 
PO B0X45622 
Somerville, MA 02145 

TowerData 
Attn: Privacy Officer 
33 Irving Place, 3rd Floor STE 4048 
New York, New York 10003 

Re: CEASE AND DESIST USE OF PERSONAL DATA 
Dear Data Broker: 

We reached out to you in the last year and have since changed to non-profit foundation. We now include 
signed affidavits and forward correspondence to the Massachusetts Attorney General's office. Also, please 
note the change of address at the top of the letter. 

At the request of the individuals listed under Addendum A attached hereto ("Member") you are hereby directed 
to take the following immediate actions in compliance with applicable state, federal and international consumer 
protection, and data privacy laws. This letter is privileged and confidential. Delete All My Data Foundation Inc 
has full power and authority to make such request and this letter shall be considered a direct request form the 
Member to you. This authority and relationship is evidenced by a power of attorney granted by the Member to 
Delete All My Data Foundation Inc, and supported by an affidavit and sworn declaration executed by the 
Member. 

Your firm has been identified as a "Data Broker". Our definition is a company that collects information "Data" 
about a person and sells / licenses that information without the explicit consent of that person. If you are not a 
Data Broker by this definition, please respond with a general description of your services and we will review if 
we should continue pursuing the actions outlined below. 

If your firm is a "Data Broker" or otherwise subject to the rules and regulations outlined below, please comply 
with the request of this letter. 

You and your affiliates are hereby directed to: 
CEASE AND DESIST ALL USE, SALE, RETENTION AND DISTRIBUTION OF 
ALL MEMBER'S PERSONAL INFORMATION AND DATA ("DATA"). 
We further demand that you and your affiliates take the following immediate actions: 
a) Delete all Data; 
b) Provide a list of where the Data came from; 
c) Terminate all further attempts to collect, retain, purchase, sale or distribute Data in any way; 
d) Do not assign or transfer Data to any other party; 
e) Provide a list of affiliates that are covered by this letter; 
f) Confirm to us in writing that all actions requested in this letter have been completed; 
g) Send a copy of the Data to the Member's address listed in Addendum A 

Data shall include all Member non-public personal information, including but not be limited to, the following: 

Social Security Numbers 
Credit Card Account Numbers 
All other financial information 
All location Data 
If you fail to properly take the above listed actions within thirty (30) days of receipt of this letter, our Member 

Delete All My Data Foundation Inc Broker Letter Version 7 
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may suffer significant damages as a result, particularly if the Data currently being held and distributed by you is 
false or misleading. Upon the expiration of applicable statutorily required notice periods, Members may move 
forward with exploring their options of relief available under any applicable laws, including engaging an 
attorney, to seek damages, as applicable, for injuries, triple damages as appropriate, and attorneys' fees in 
addition to the demands in this letter, including but not limited to notification of Attorneys General with 
appropriate jurisdiction. 

Some entities may not be able to delete the Data. If that is the case, please identify the reasons why in 
response to this letter. Depending on the type of Data, please take the following steps: 

Opt Out 

For all products/ services that are subject to opting out, please process the request as well as provide a list of 

products/ services that the Member was opted out of. We understand that your firm may have a consumer 
facing opt-out facility, but as there are hundreds of Data Brokers, our Members have requested that we opt 
them out on their behalf. Our Members have granted us power of attorney to process this request, per our 

attached terms and conditions. 

Fair Credit Reporting Act 

For all products/ services that are subject to the Fair Credit Reporting Act, please enact a "security freeze" or 
similar stop to the selling or licensing of this Data. 

Also, please mail a copy of the Data to the Member at the address provided in Addendum A. 

GDPR 

Several Members on this list may be European citizens and/or reside within the European Economic Area 
("EEA"). You are required under the General Data Protection Regulation (GDPR) to provide access to and 
rectification or erasure of such Member's Data, Data portability, restriction of processing of their Data, the right 

to object to processing of their Data, and the right to lodge a complaint with a supervisory authority. Such 
Member(s) hereby request that all such actions be taken immediately. 

Any transfers of Data by you from the European Economic Area ("EEA") must done pursuant to European 
Commission approved Model Contractual Clauses. 

Non-compliance with GDPR requests will be forwarded to the relevant Data Protection Authority and potentially 
followed by legal proceedings. GDPR guidelines require a response to this letter within 30 days. 

We look forward to your response. 

Our intention is to send a similar letter multiple times per year. We would prefer to work with your team in a 
more streamlined way. This is especially relevant regarding sending a copy of existing Data. We harbor no ill 

will, our Members would like to opt out permanently and delete existing Data where appropriate. We hope to 
work with your team to make this happen in the most efficient way possible. 

Kind Regards, 
Delete All My Data Foundation Inc 

CC Office of the Massachusetts Attorney General 

Attn to: Director of Data Privacy & Security 
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Message 

From: Crenshaw, Jordan 
Sent: 12/9/2019 6:15:12 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: Amended U.S. Chamber Comments 
Attachments: CA AG Privacy Comments.pdf 

I am submitting amended comments to the AG for the privacy rulemaking. It is the same content but a correct title in 
the letterhead. Thank you. 

Jordan Crenshaw 
Policy Counsel , Chamber Technology Engagement Center 
U.S. Chamber of Commerce 
Direct: 

TEC -
1, ,1 -.Jtl<•-· • 
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CHAMBER OF COMMERCE 
OF THE 

UNITED STATES OF AMERICA 

TIM DAY HAROLD KIM 
SENIOR VICE PRESIDENT 

CHAMBER TECHNOLOGY 

ENGAGEMENT CENTER (C_TEC) 

CHIEF OPERATING OFFICER 

U.S. CHAMBER INSTITUTE 

FOR LEGAL REFORM 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

December 6, 2019 

RE: Proposed California Consumer Privacy Act Regulations 

Dear Attorney General Xavier Becerra: 

The U.S. Chamber of Commerce ("Chamber") respectfully submits these comments in 
response to the proposed California Consumer Privacy Act ("CCPA" or "Act") regulations 
("Regulations") put forward by the Attorney General. 1 As national economic growth becomes 
increasingly reliant on data-driven innovation, consumers should be able to have certainty that 
companies respect personal information. Congress should enact a national privacy law that protects 
all Americans equally regardless of which state they call home. The Chamber's 225-member 
company Privacy Working Group, comprised of all industry sectors and small, medium, and large 
businesses, adopted principles for a national privacy framework during October 2018. 2 In 
furtherance of these principles, the Chamber proposed model privacy legislation to Congress on 
February 13, 2019, which draws upon many of the provisions of CCPA including information, opt 
out and deletion rights. 3 

Unfortunately, the CCPA, due in part to time pressures on the State of California ("State") to 
pass privacy legislation before the deadline to remove a ballot initiative in 2018, contains many 
inconsistences and ambiguities that makes it difficult for companies acting in good faith to 
operationalize its requirements. Complicating matters is the ongoing proposed ballot initiative 
known as the California Privacy Rights Act ("CPRA")4 which would change many of CCP A's 
requirements after companies spent time investing in compliance with the original Act. 

1 See Notice of Proposed Rulemaking, California Department of Justice (Oct. 11, 2019) available at 
https ://www.oag.ca. gov/ sites/ all/files/agweb/pdfs/privacy/ ccpa -nopa. pdf. 
2 See U.S. Chamber Privacy Principles (October 2018) available at 
https://www.uschamber.com/sites/default/files/9.6.18 us chamber - ctec privacy principles.pdf. 
3 See U.S. Chamber Model Privacy Legislation (February 13, 2019 updated June 18, 2019) available at 
https://www.uschamber.com/ sites/default/files/uscc dataprivacymodelle gislation. pdf. 
4 See Proposed California Privacy Rights Act (November 13, 2019) available at 
https ://oag. ca. gov/ system/files/initiatives/pdfs/ 19-0021A1%20%2 8Consumer°/o2 0Privacy%2 0-
%20Version%203%29 l.pdf. 
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Because of statutory deficiencies, an unreasonable amount of time for companies to comply, 
and many ambiguities and requirements exceeding the authority of the CCP A, the Regulations will 
have a serious and deleterious effect on the national economy. According to the State's own 
Regulatory Impact Assessment ("RIA"), the proposed CCP A Regulations will cost up to $55 billion 
in compliance costs for California companies alone. 5 The RIA estimates fail to account for lost 
revenue for companies, compliance with CPRA (if adopted), and integration of other state 
frameworks with CCP A These costs will impose a significant burden on businesses. 

Even more worrisome to the Chamber is the fact that CCP A applies to companies outside 
California in states that are contemplating passage of fundamentally different privacy frameworks. 
Small businesses in particular will bear the burden of compliance and be competitively 
disadvantaged. CCPA applies to any company that does business in California and that "[a]lone or 
in combination, annually buys, receives for the business' commercial purposes, sells, or shares the 
personal information of 50,000 or more consumers, households, or devices."6 A food truck operator 
that takes electronic payments for 137 unique customers per day or an online seller in Arizona that 
advertises to 137 unique devices per day could be subject to the requirements of the Act and its 
Regulations. The State's RIA assumes that the Regulation will require companies with fewer than 
20 employees to incur up to $50,000 in compliance costs.7 

The Chamber asserts that consumers are entitled robust privacy rights but many small 
business owners, who are consumers themselves, should be afforded certainty and well-tailored 
regulations that enable them to operate and offer consumer protections. In addition all companies 
subject to CCP A should have certainty as to the scope of their requirements. 

I. CONSUMERS SHOULD KNOW COMPANIES ARE READY TO PROTECT 
THEIR CCPA RIGHTS 

Any major regulation, including those authorized by CCPA, should give the regulated 
community adequate time to institute compliance programs. The State's RIA estimates that the 
Regulations will cover up to 570,066 California companies, the vast majority of which are small 
and medium-sized businesses ("SMEs"). In order to give consumers more certainty about proper 
implementation of CCP A, giving companies the ability to know what the final Regulations are and 
have adequate compliance time will be paramount. Unfortunately, according to a July 2019 
nationwide survey that poll mostly small businesses, only 11.8 percent of companies knew if CCPA 
applied to them. 8 Many small businesses are just becoming aware of CCP A and will need adequate 
time to develop solutions to protect consumers' CCP A rights. 

5 See Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations, State of 
California Department of Justice and Office of the Attorney General at 11 (August 2019) available at 
http://www.dof.ca.gov/Forecasting/Economics/Major Regulations/Major Regulations Table/documents/CCP A Regul 
ations-SRIA-DOF.pdf. 
6 CAL. Crv. CODE§ 1798.140(c)(l)(B). 
7 See supra note 5. 
8 See ESET CCPA Survey Results (July 19-22, 2019) available at 
https://cdnl .esetstatic.com/ESET/US/download/ESET CCP A Survey Results.pdf. 
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Many SMEs must rely on technological solutions to be developed and become available 
many months before the new law's effective date in order to implement the CCP A's new 
requirements. As witnessed in Europe, a robust market for solutions to new privacy regulations 
takes time to develop and can only get started once the implementing regulations are in final form. 

For a benchmark for a reasonable time for compliance, California should look to the 
European Union's General Data Protection Regulation ("GDPR"). The European Union adopted the 
GDPR's final regulations in April 2016 with a two-year implementation period before it took effect 
in May 2018. The GDPR gave regulated entities two full years to review the final regulations and 
develop or purchase compliance systems to implement into their daily business operations before 
those regulations took effect. In stark contrast to Europe's GDPR, CCP A's deadline for the 
Attorney General's rulemaking is July 1, 20209

, which is six months after the law becomes effective 
on January 1st. In fact, as currently written, it is possible that the Attorney General could begin 
State enforcement of CCPA on July 1, 2020-the same day that final rules could be published
leaving companies little time to comply with the final rules. 

We encourage the Attorney General to begin enforcement on January 1, 2022 giving 
companies 18 months to comply, which is still fewer than GDPR' s two years. We believe this is a 
sensible and balanced approach, especially since the GDPR was also predicated on a similar, well
established 1995 Data Protection Directive that EU Member States and businesses had long 
understood and complied with for many years, whereas the CCP A is an entirely new law with 
substantial new obligations for companies to undertake for the very first time. This timeline would 
also enable companies to integrate possible changes to CCPA if ballot initiatives like CPRA are 
adopted by voters. 

Californians deserve to have their privacy protected in ways that are both strong and 
responsibly implemented. We strongly urge the Attorney General to grant consumers and 
companies adequate time to understand the yet-to-be published regulations and appropriately 
comply. Extending the implementation timeline until January l, 2022 is responsible because it 
protects consumers from rushed and potentially incomplete compliance programs, and maximizes 
the ability of businesses to provide consumers with their privacy rights. Consumers benefit when 
they can trust that companies have built well-planned compliance and accountability programs to 
protect their statutory privacy rights. 

II. THE PROPOSED REGULATIONS SHOULD BE MODIFIED TO ENHANCE 
CONSUMER PROTECTIONS AND COMPLY WITH CCPA AND ITS 
AMENDING STATUTES 

A. Notice at Collection of Personal Information 

Covered business under CCP A must "at or before the point of collection, inform consumers 
as to the categories of personal information to be collected and the purposes for which the 

9 CAL. CIV. CODE§ l 798.185(a). 
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categories of personal shall be used." 1° CCPA prohibits covered entities from collecting additional 
categories of personal information or alter the purposes for use without providing a consumer 
notice. 11 

Section 999.305(a)(3) of the proposed Regulations would require covered businesses to 
obtain "explicit consent" from consumers to use data for purposes not described in the initial 
collection notice. No language in the Act authorizes the Attorney General to include an opt-in 
requirement for the use of data, especially in this context. From a policy standpoint, such a 
requirement would incentive companies to provide less specificity in their privacy policies 
weakening the Act's intent to provide consumers notice. Additionally, the Regulations do not 
provide clarification as to how "explicit consent" is given. The final Regulations should focus on 
required updates to privacy policies as opposed to new obligations outside the scope of the statute. 

B. A/fethodsfor Submitting Requests to Know and Requests to Delete 

1) Companies Operating Exclusively Online 

In October 2019, the Governor of California signed AB 1564 amending CCPA to enable 
companies doing business exclusively online to have to provide at a minimum an email address to 
accept consumer privacy rights requests. Prior to enactment of the amending statute, these 
companies would have been required to provide a toll-free telephone number to consumers for this 
purpose as well. 12 Companies that do not operate exclusively online still must provide a toll-free 
telephone number. The proposed Regulations at Section 999.312 do not account for this change and 
the Attorney General should modify the Regulations to comport with AB 1564. 

2) Two-Step Deletion Requests 

CCP A gives consumers the right to have any personal information, subject to exceptions, 
deleted. 13 The Proposed Regulations at Section 999.312(d) would require companies to "use a two
step process for online requests to delete where the consumer must first, clearly submit the request 
to delete and then second, separately confirm that they want their personal information deleted." 
The Chamber asserts that companies should have the flexibility to determine how deletion requests 
are processed. For example, consumers may prefer a "self-serve" process in which they are 
empowered to determine which types of data to delete. 

3) Primary Interaction Method for Deletion and Right to Know Requests 

In addition to providing at least two methods for receiving requests to delete and know 
information, the Regulations at Section 999.312(c) require that "[a]t least one method offered shall 
reflect the manner in which the business primarily interacts with the consumer, even if it requires a 

10 CAL. CIV. CODE§ 1798.lOO(b) 
11 Id. 
12 CAL. CIV CODE§ l 798.130(a). 
13 Id. at§ 1798.105. 
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business to offer three methods for submitting requests to know." The text of the CCP A does not 
contemplate this requirement; thus, the Attorney General lacks the authority to create an additional 
required submission procedure. The Regulations also fail to address how a business can determine 
its primary interaction channel with consumers. 

C. The Presumption of a Request to Opt-Out of Sale 

Section 999.313(d)(l) proposes that with regard to deletion requests, "if a business cannot 
verify the identity of the requestor pursuant to the regulations set forth in Article 4, the business 
may deny the request to delete. The business shall inform the requestor that their identity cannot be 
verified and shall instead treat the request as a request to opt-out of sale." CCPA only requires that 
businesses delete data and request service providers do so upon verifiable request. 14 The proposed 
Regulations exceed statutory authority because CCP A does not explicitly direct companies to treat 
unverified deletion requests as requests to opt out of sales. 

From a practical perspective, the proposed Regulation may practically require companies 
that do not sell personal information-and for that reason do not offer a "Do Not Sell" button-to 
unnecessarily develop processes regarding opt-out requests. Secondly, the proposed Regulations 
threaten the trust relationship between companies and their consumers because the rules could force 
companies to stop sharing information at the request of individuals making fraudulent and 
unverifiable deletion requests in the name of another consumer. 

D. Request to Opt-Out qf Personal Information Sales 

1) Browser-Initiated Opt-Out 

CCPA requires that covered businesses honor requests by consumers directing them not to 
sell personal information. 15 The Act further states that companies bound to this requirement must 
"[p]rovide a clear and conspicuous link on the business's Internet homepage, title 'Do Not Sell My 
Personal Information,' to an Internet Web page that enables a consumer, or a person authorized by 
the consumer, to opt-out of the sale of the consumer's personal information." 16 

The proposed Regulations create requirements that go beyond what CCP A mandates. 
Section 999.315(c) of the Regulations would obligate covered entities collecting information online 
to "treat user-enabled privacy controls, such as a browser plugin or privacy setting or other 
mechanism, that communicate or signal the consumer's choice to opt-out of the sale of their 
personal information as a valid request submitted pursuant to Civil Code section 1798.120 for that 
browser or device, or, if known, for the consumer." Although CCPA enables "authorized agents" to 
make opt-out requests on behalf of consumers, Section 999. 135(g) would consider browser plugin 
or settings "requests" to be a request received directly from a consumer. 

14 Id. at§ 1798.lOS(c). 
15 CAL. CIV CODE§ 1798.120. 
16 CAL. CIV CODE§ l 798.135(a)(l). 
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A requirement that browser settings or plugins be construed as an opt-out request for 
purposes of CCP A fails to consider that these types of technology were designed in other contexts, 
and are not aligned with the Act's complex and extremely broad definitions of "sale" 17 and 
"personal information." 18 The CCPA emphasizes consumer choice and specifically defines the "Do 
Not Sell" button as a mechanism for opt-out. It is neither consistent with the statue to create this 
additional mechanism nor clear that consumers who use plugins intend to opt out of CCPA-defined 
sales. 

Currently, browser-based opt-out technology is not sufficiently interoperable and 
developed to ensure that all parties that receive such a signal can operationalize it. Instead, the 
Chamber supports industry-based efforts to develop consistent technical signals for "Do Not Sell" 
technology, an effort that has been underway for over a year. Accordingly, the Regulations should 
clarify that any mechanisms not designed specifically for CCPA need not be honored as intending 
to effectuate a choice under CCP A 

2) Notifying Third Parties of Opt Out Requests 

Consumers under the CCP A have the right to direct businesses not to sell personal 
information to third parties. 19 Once a covered business has received the opt-out request, the statute 
mandates they refrain from selling personal information about the consumer to third parties and 
wait 12 months to contact the consumer about opting back into sales. 20 

Section 999.315 of the Regulations though exceeds its statutory authority by imposing an 
additional requirement of notifying third parties of an opt-out request. Under the proposed 
Regulation, 

A business shall notify all third parties to whom it has sold the personal information 
of the consumer within 90 days prior to the business's receipt of the consumer's 
request that the consumer has exercised their right to opt-out and instruct them not to 
further sell the information. The business shall notify the consumer when this has 
been completed. 

CCPA Sections 1798.120 and 1798.135, granting the consumer opt-out right, do not state an 
obligation upon covered businesses to notify third parties of an opt-out request. Such a request 

17 CAL. Crv CODE§ 1798.140(1)(1). "Sell." "selling." "sale," or "sold," means selling, renting, releasing, disclosing, 
disseminating, making available. transferring, or otherwise communicating orally, in writing, or by electronic or other 
means, a consumer's personal information by the business to another business or a third party for monetary or other 
valuable consideration. 
18 See AB-874 (signed into law amending CCPA October 11, 2019) Personal infonnation" means infonnation that 
identifies, relates to, describes, is reasonably capable of being associated with. or could reasonably be linked, directly or 
indirectly, with a particular consumer or household. Personal infonnation includes. but is not limited to, the following if 
it identifies, relates to, describes, is reasonably capable of being associated with, or could be reasonably linked, directly 
or indirectly, with a particular consumer or household. 
19 CAL. CIV CODE§ l 798.120(a). 
20 Id. at§ l 798.135(a)( 4)-(5). 
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unnecessarily burdens the operations of covered businesses, as they would not have control over 
how third parties have treated personal information. 

E. Training and Recordkeeping 

Section 999.317 of the proposed Regulations requires businesses to maintain records of 
consumer requests and responses for at least 24 months. In particular, the Regulations mandate 
unnecessary and arbitrary recordkeeping and notice requirements for companies dealing with the 
personal information of 4,000,000 or more consumers. Under the proposal, 

A business that alone or in combination, annually buys, receives for the business's 
commercial purposes, sells or shares for commercial purposes, the personal 
information of 4,000,000 or more consumers, shall: 

(1) Compile the following metrics for the previous calendar year: 
a. The number of requests to know that the business received, 

complied with or in part, and denied; 
b. The number of requests to delete that the business received, 

complied with in whole or in part, and denied; 
c. The number of requests to opt-out that the business received, 

complied with in whole or in part, and denied; and 
d. The median number of days within which the business 

substantively responded to requests to know, requests to delete, 
and requests to opt-out. 

(2) Disclose the information compiled in subsection (g)(l) within their 
privacy policy or posted on their website and accessible from a link 
included in their privacy policy." 

CCPA requires that company privacy policies need only include a description of a consumer's 
privacy rights and categories of data collected and shared. 21 The statute does not require any metrics 
about consumer privacy rights requests and denials in its required privacy policy language. 

The Attorney General delineates the recordkeeping requirements at businesses dealing with 
the personal information of 4,000,000 or consumers. The Attorney General's Initial Statement of 
Reasons ("ISOR") indicates that the Office of Attorney General held discussions with SMEs about 
compliance. According to the ISOR, "[b ]ased on these discussions and internal analysis, the 
Attorney General took a hybrid approach, limiting the more rigorous training and record-keeping 
requirements to businesses that handle the personal information of approximately 10% of 
California's population."22 The reasoning to differentiate recordkeeping requirements based upon 
the 10 percent threshold arbitrarily fails to explain why the Attorney General settled on this number. 

21 CAL. Crv CODE§ l 798.130(a)(5). 
22 See Initial Statement of Reasons, Proposed Adoption of California Consumer Privacy Act Regulations, at 44 (October 
11, 2019) available at https: //www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-isor-appendices.pdf. 
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As noted above, the Regulations under Section 999.315 could also force covered entities to 
treat undefined user-enabled controls like a "browser plug-in" as a request to opt out of data sales. 
The contemplated signal requirements create operationalization challenges, as it is not clear that a 
covered business would or could actually count the number of "requesters" that have made opt-out 
requests, as those requests would not be moved through an active, business-tracked process. 

Give the technological challenges associated with implementation of Section 999.315, the 
arbitrary decision to delineate recordkeeping requirements at 4,000,000 consumers, and the lack of 
statutory authority to implement such a requirement, the Chamber respectfully requests that the 
Attorney General eliminate the proposed Section 999.317 from the final Regulations. 

F. Loyalty Programs and Financial Incentive Notice 

1) Loyalty Programs 

CCPA prevents covered businesses from engaging in "discriminatory" practices such 
denying goods or services, charging different prices, or giving a different level of quality, against 
consumers that exercise their privacy rights under the Act. 23 An overly broad interpretation of the 
Anti-Discrimination rights in CCPA threatens the ability ofretailers, banks, airlines, restaurants, 
and entertainment companies to offer loyalty and reward programs that greatly benefit consumers. 
According to one study, the overwhelming majority of consumers agree that loyalty programs save 
them money. 24 The Chamber strongly urges the Attorney General to interpret CCPA in a manner 
that ensures that the consumers continue to enjoy loyalty and rewards programs without disruption 
to businesses or their customers. 

2) Financial Incentive Notice 

Although prohibiting discrimination against consumer who exercise privacy rights, the Act 
permits covered businesses to offer financial incentives for data collection, sales, and deletion if the 
difference in price or quality of goods and services "is directly related to the value provided to the 
business by the consumer's data."25 The covered entity must also provide notice to consumers and 
receive prior opt-in consent to enroll consumers in the incentive program. 26 

The Regulations at Section 999.307(b)(5) propose that as part of the financial incentive 
disclosure, covered businesses must provide: 

An explanation of why the financial incentive or price or service difference is 
permitted under the CCP A, including: 

23 CAL. Crv CODE§ l 798.125(a). 
24 Emily Collins, "How Consumers Really Feel About Loyalty Programs," FORRESTER (May 8, 2017) available at 
http://www.oracle.com/us/solutions/consumers-loyalty-programs-3738548.pclf. 
25 Id. at§ l 798.125(b )(1) as modified by the legislature. 
26 Id at§ l 798.125(b )(2)-(3). 
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a. A good-faith estimate of the value of the consumer's data that forms the 
basis for offering the financial incentive or price or service difference; 
and 

b. A description of the method the business used to calculate the value of the 
consumer's data. 

Currently, it remains a challenge for any business to assign value to a single consumer's data, and 
data often gains value when aggregated. The valuation of data is difficult for raw and individual 
data as opposed to insights from data that are dependent on context. 27 Every business and service is 
different, and requiring a business to disclose its methods and calculations could likely require 
disclosure of competitively sensitive information. Any Regulation regarding the financial incentive 
notice should specifically relieve companies from having to reveal trade secrets or proprietary 
information. CCPA already sufficient protects consumers with regard to discounts and such a 
requirement is unnecessary and could have a chilling effect on discounts. 

G. Special Rules for Minors Under 13 Years of Age 

CCPA requires that in order for a covered business to sell legally the personal information of 
children under 13 years of age, a consumer's parent or guardian must provide affirmative 
authorization.28 Section 999.330 of the Regulations would require covered businesses with actual 
knowledge of collecting or maintaining personal information of children under 13 to "establish 
document, and comply with a reasonable method for determining that the person authorizing the 
sale of the personal information about the child is the parent or guardian." The Chamber strongly 
recommends that if a covered business follows comparable provisions of the Children's Online 
Privacy Protect Act to CCP A, the Attorney General should deem such business to have complied 
with those provisions of the Act. 

III. THE CALIFORNIA ATTORNEY GENERAL SHOULD REMEDY THE MISSED 
OPPORTUNITY TO PROVIDE REGULATORY CERTAINTY THROUGH 
SAFE HARBORS IN ITS DRAFT REGULATIONS. 

With this rulemaking, the Attorney General has the opportunity to clarify and strengthen the 
CCPA's statutory safe harbors that were designed to protect well-meaning businesses that take 
reasonable precautions to protect consumer data. 29 The CCP A provides that businesses are subject 
to a private right of action where they do not "implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information," which results in the 
"unauthorized access and exfiltration, theft, or disclosure" of a consumer's "nonencrypted and 

27 See Testimony of Will Rinehart, Hearing on Data Ownership: Exploring Implications for Data Privacy Rights and 
Data Valuation at 2 (October 24, 2019) available at 
https://www.banking.senate.gov/imo/media/doc/Rinehart%20Testimony10-24-l9.pdf. 
28 CAL. Crv CODE § 1798.120( c)-( d). 
29 See Understanding the Rights, Protections, and Obligations Established by the California Consumer Privacy Act of 
2018: Where should California go from here?: Informational Hearing Before the Comm. On Privacy and Consumer 
Protection, 2019 Leg. Sess. (Cal. 2019) (statement of Alastair Mactaggart, Chairman, Californians for Consumer 
Privacy, explaining purpose of safe harbor provisions), available at https://www.assembly.ca.gov/media/assembly
committee-privacy-consumer-protection-20190220/video. 
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nonredacted personal information[.]"30 The law allows businesses to quell private suits by 
"cur[ing]" an alleged violation. 31 It was a mistake for the Attorney General not to address these 
statutory safe harbors in the draft rules, and that mistake should be remedied. The final rules should 
contain concrete guidance for organizations attempting to comply with the law. Doing so will 
provide needed regulatory certainty and protect businesses operating in good faith from abusive 
litigation. 

Regulatory guidance is needed here given that the CCP A's private right of action 
provision-absent clarification and strengthening of the safe harbor provisions-can result in 
substantial and unnecessary costs for businesses. The CCP A's private right of action for certain 
security breaches authorizes consumers to sue for liquidated damages between $100 and $750 "per 
incident."32 Moreover, the statute does not clearly require a showing of harm. This approach
which allows for uncapped statutory damages that are untethered from any real-world harm-is 
dangerous. As the U.S. Chamber of Commerce Institute for Legal Reform outlined in a July white 
paper, private rights of action in the privacy context can have disastrous consequences for 
businesses with little real benefit to consumers. 33 And those potential consequences are even more 
acute now, in light of the recently approved AB-1130, which broadens the categories of information 
for which businesses may be liable under the CCP A's private right of action. 34 

One way to partially alleviate the unintended consequences of private rights of action is to 
establish safe harbors-statutory or regulatory provisions that preclude liability if certain 
enumerated conditions have been met. Safe harbors benefit both businesses and consumers. 
Businesses are able to discern what their compliance obligations are and thus meet consumer 
protection mandates, without fear of undue liability or abusive litigation. Consumers reap the 
benefits of increased compliance, as businesses utilize the clear guidance to implement protections 
for personal information. For these reasons, among others, safe harbors are routinely used in 
consumer protection statutes in California and beyond. 35 

3° Cal. Civ. Code§ 1798.lSO(a)(l); see also AB-1355, available at 
https://leginfo.legislature.ca.gov/faces/billCompareClient.xhtml?bill id=201920200AB1355 (amending, inter alia, § 
1798.150). 
31 See id.,§ 1798.lSO(b). 
32 Id.§ 1798.lSO(a)(l)(A). 
33 See Ill-Suited: Private Rights of Action and Privacy Claims, at 14, Chamber Institute for Legal Reform (July 2019), 
https://www .instituteforlegalreform.com/uploads/sites/1/111-Suited -
Private Rights of Action and Privacy Claims Report.pdf ("[P]rivate rights of action are routinely abused by 

plaintiffs' attorneys, leading to grossly expensive litigation and staggeringly high settlements that disproportionally 
benefit plaintiffs' lawyers rather than individuals whose privacy interests may have been infringed."). 
34 See AB-1130, available at 
https://leginfo.legislature.ca.gov/faces/billCompareClient.xhtml?bill id=201920200AB 1130 (broadening definition of 
"personal information" in Cal. Civ. Code§ 1798.81.S(d)(l)(A) to include additional identification numbers or biometric 
data, in combination with an individual's first name or initial and last name); see also Cal. Civ. Code§ 1798. lSO(a)(l) 
(incorporating definition of "personal information" from Cal. Civ. Code§ 1798.81.S(d)(l)(A)). 
35 See Comments of the United States Chamber of Commerce re the California Consumer Privacy Act Rulemaking, at 9 
n.41-46 (Mar. 8, 2019), available at https://www.uschamber.com/sites/default/files/ca ag privacy comments .pdf 
("Chamber CCP A Comments"). 
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Given the plain text of the statute, which clearly establishes safe harbors, 36 the clear intent of 
its drafters, 37 and the numerous comments that the Attorney General received-including from the 
Chamber-urging for the regulations to include safe harbors, 38 the Attorney General should have 
clarified and strengthened the CCP A's safe harbors in the draft regulations. 39 The Attorney 
General did not address this in the first drafts, 40 but can and should remedy this missed opportunity 
by adopting discrete safe harbor rules, including rules that: 

• Clarify that a business that has implemented "reasonable security procedures and practices 
appropriate to the nature of the information" where it adopts information or data security 
practices recommended by an appropriate body, such as a standard-setting organization, a 
regulator, or a trade association, or when businesses can otherwise show that they have 
made good faith efforts to adopt compliance programs appropriate for the risks associated 
with the data they maintain;41 and 

• Clarify that a business that implements "reasonable security procedures and practices"-as 
defined above-following a data breach will be found to have "cured" the breach within the 
meaning of the CCP A 42 

36 Cal. Civ. Code § 1798.150( a)( 1) (" Any consumer whose nonencrypted and nonredacted personal information, as 
defined in subparagraph (A) of paragraph (1) of subdivision (d) of Section 1798.81.5, is subject to an unauthorized 
access and exfiltration, theft, or disclosure as a result of the business's violation of the duty to implement and maintain 
reasonable security procedures and practices appropriate to the nature of the information to protect the 
personal information may institute a civil action .... " (emphasis added)); id. § l 798.150(b) ("In the event a cure is 
possible, if within the 30 days the business actually cures the noticed violation and provides the consumer an 
express written statement that the violations have been cured and that no further violations shall occur, no action for 
individual statutory damages or class-wide statutory damages may be initiated against the business." (emphasis 
added)). 
37 See supra note 28. 
38 See, e.g. Chamber CCPA Comments at 9-11; Comments of the California Chamber of Commerce at 34 (CCP A 
00000112) (urging adoption of a "reasonable security" safe harbor consistent with the California Data Breach Report); 
Comments of the Toy Association at 7 (CCPA 00000191) ("We urge the Attorney General to consider a process to 
recognize [safe harbor] programs. At a minimum, the Attorney General should provide examples of 'reasonable 
security' of the covered sensitive data that would insulate companies from unnecessary litigation, recognizing that 
security continues to evolve and that a measure of flexibility is essential."); Comments of Experian at 7 
(CCPA00000259) ("[W]e ask the Attorney General to recognize that a business's documented adherence to accepted 
cybersecurity remediation standards (such as those proposed by the National Institute of Standards and Technology, the 
SANS Institute, the International Organization for Standardization, or the Center for Internet Security) constitutes 
satisfaction of the duty to implement and maintain reasonable security procedures and practices under the CCP A"); 
Comments of Okta, Inc. at 5 (CCP A 00000309) (requesting "safe harbor for reasonable security"); Comments of 
International Pharmaceutical & Medical Device Privacy Consortium at 2 (CCP A 00000417) ("A safe harbor to the 
private right of action should be included for businesses that have implemented a data security program consistent with 
recognized industry standards."); Comments of the Los Angeles Area Chamber of Commerce at 1 (CCPA 00000553) 
(proposing safe harbor for implementing "recognized information security standard" (internal quotation omitted)); 
Comments of HITRUST at 1 (CCP A 00000604) ("HITRUST supports suggestions made at public meetings you have 
held on the CCP A in support of a safe harbor option for entities that complete recognized certification programs."); 
Comments of Genetech at 8 (CCP A 00001364) ("The CCP A's consumer private right of action enforcement mechanism 
should include a safe harbor for businesses that have implemented a data security program that is reasonable and 
consistent with recognized industry standards."). 
39 See Cal. Civ. Code § l 798.185(a) (allowing for the Attorney General to engage in gap-filling and thus define safe 
harbors). 
40 See generally Proposed Text of California Consumer Privacy Act Regulations, available at 
https ://oag.ca. gov/ sites/all/files/agweb/pdfs/privacy/ ccpa-proposed-re gs. pdf. 
41 See Chamber CCPA Comments at 10. 
42 See id. at 10-11. 
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Clarifying and strengthening the statute's safe harbors in these ways will allow businesses to better 
operationalize and incorporate the CCP A's mandates. As a result, the safe harbors will provide 
certainty for businesses and better protect consumers. 

Respectfully Submitted, 

Tim Day Harold Kim 
Senior Vice President Executive Vice President 
Chamber Technology Engagement Center U.S. Chamber Institute for Legal Reform 
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Message 

From: Sarah Thompson 
Sent: 12/8/2019 10:37:16 AM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov] 

Subject: CCPA questions/comments 
Attachments: CCPA Questions for AG Open Session 12_3_2019.docx 

Hello, 

Attached are our questions/comments in regards to the CCPA. I apologize that this is a bit late. Unfortunately it got 
caught in my outbox Friday afternoon. 
Please feel free to contact me if you have any questions. 

Regards, 
Sarah Thompson 
Chief Product Officer 
Siemly Globlal, LLC 
www.siemly.com 
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CCPA Implementation Guideline Questions 
Submitted by Siemly Global, LLC 

Contact: Sarah Thompson (sthompson@siemly.com) 

www.siemly.com 

General Questions 

1. Can a consumer only submit 2 DSARs per year to the same company or only exercise a right 

twice per year with the same company? For example, if a consumer asks a company what data 

of theirs they have and then submits a second DSAR to the company to opt out of sale, would 

the company be required to respond to a third request by the consumer to delete all of their 

data during that same year? 

2. What are the requirements for a business's third-party suppliers to delete data if the consumer 

does not ask them directly? Is this stated anywhere in the reg? 

3. Are all companies that use google ads or analytics or the like subject to CCPA if they make more 

than 50% of their annual revenue from selling ad space? It seems like they would be regardless 

of annual revenue or whether they sell consumer's data in any other manner. 

4. The regulations specifies that only for profit companies are subject to CCPA. However, there are 

many not of profit companies that collect large amounts of sensitive personal information from 

California consumers such as credit unions for example and religious organizations. Is there any 

case where they would need to comply with CCPA? 

Sect 999.301 
PG 2, Section (n) 

1. Where is there a complete list of categories and their definitions? 

a. Data categories 

b. Source categories 
c. 3rd party categories 

2. If I collect IP addresses from website visitors do the business need to say that they collect IP 

addresses, or do I need to state the exact address they collected. 

3. 999.301 (a) states that the parent of a minor must confirm their request for opt-in, after 

submission. If the consumer does not do this, what does the business do? Can it close the 

request after 45 days and simply out the user out? 

4. Does the business have to remind the consumer to verify their submission during this 45-day 

period? 

Sect 999.305 Notice at collection of personal information 
PG 4, Section (a)(3) 

1. How does a company inform change of use for consumer's they have no contact information for 

such as website visitors? 
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2. If a business did not have a "opt-in" button on their website after Jan.1, 2019, do they need to 

send privacy policy notices to anyone whom they collected data from in 2019? 

Sect.999.313 Responding to Requests to Know and Requests to Delete 
1. Does a consumer have to submit a separate request for deletion to all companies a business 

shares/sells their data to? 

2. Does the business have to notify third parties of deletion requests at all? 

PG 11, Section(b) 

1. 999.308 (d)states that the consumer must confirm their request for deletion, after submission. If 

the consumer does not do this, what does the business do? 

2. Can it close the request after 45 days and simply out the user out? 

3. Does the business have to remind the consumer to verify their submission during this 45-day 

period? 

PG 12, Section ( c)( 6) 

1. What are reasonable security measures? Is email reasonable? 

2. If not, can you require that the user creates an account on a third-party system to handle secure 

communication? 

PG 12, Section(c)(7) 

1. In the interest of security, can a business require that the user creates an account on a third

party system to handle secure communication if the user does not possess or the business does 

not offer existing password protected portal access? 

PG 14, Section(3) 

1. In reference to archived or backup systems, what does "next accessed or used" mean? If the 

backup runs nightly, is that "used" or does it refer to when a backup schedule is modified? If the 

business does not modify the schedule wouldn't that mean the data may never be deleted? 

PG 14, Section(4) 

1. What does it mean to specify the manner in which data is deleted? Does the business need to 

disclose specific systems they use and how they are accessed? 

Sect 999.314 SERVICE PROVIDERS 

PG 15, Section(d) 

1. On what basis can/must a service provider deny a consumer request?) 

Sect 999.315 Requests to Opt-Out 

Pg 16 (f) 
1. Can a consumer opt-out of data sharing, not just selling? 

2. Why do they only have to inform third parties they sold data within the past 90 days? Doesn't 

the request apply to the preceding 12-month period? 
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3. Does the business have to specify the company names and data categories sold to those third 

parties or just the 3rd party's category? 

4. Does the business need to be explicit about what data they have collected prior to opt out? 

5. What are the guidelines for the business to send this request to the third party in order for it to 

be secure and auditable? 

6. What does the third party need to do on receipt of this notice from the business? 

a. What proof do they need to provide that they have complied with the request? 

b. How long do they have to comply with the request? 

7. Does the business require any proof of compliance from the third party before they can 

close/respond to the request? 

Sect 999.317 Training; Record-Keeping 

Pg 16 (a) 
1. Are there certified training programs that trainers can attend? If not, how does a business find 

qualified trainers? 

Pg 16 (b) 
2. 

Can the consumer make a request for deletion of the request record data since it can include 

very sensitive information? 

3. What if the company keeps the request data for longer than 24 months? 

Sect 999.318 Requests to Access or Delete Household Info 

Pg 18 (b) 

1. How can a business verify household members in order to comply with DSARs? How are they to 

know who lives in the household and their contact information to obtain opt-in? 

Sect 999.323 General Rules Regarding Verification 

Pg 219 (e) 
1. If a business does anonymize the request data in the interest of security, how can a business 

prove that they have complied with a specific request or track who has submitted requests 

within a 12-month period? 

Sect 999.325 General Rules Regarding Verification 

Pg 20 (b) 

1. What is a reasonable degree of certainty? 60% certain? 80%? 

Pg 20 (c) 
1. What constitutes "a signed declaration". 

a. Does it need to be an actual signature? 

i. If so, doesn't this increase the risk to the requestor? 

b. Can it be an electronic signature? 

c. Can it be an acknowledgement button in an email? 
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Sect 999.330 Minors Under 13 Years of Age 
Pg 21(c) 

1. What is sufficient proof of age? Age verification tool which can perform document verification 

for example or simply a checkbox "Are you over 18"? 

2. If opt-in is required for minors under 16, does that not mean that everyone must opt-in unless 

the company employs a third-party identity verification tool to confirm a person's age? 

Pg 22(c) 

3. How is a phone or video call a verification method of guardianship? Is ID required to be 

submitted? 
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Message 

From: 
Sent: 

To: 

Subject: 

Attachments: 

Tonsager, Lindsey 
12/6/2019 5:28:54 PM 
Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
CCPA Rulemaking - Written Comments of the Entertainment Software Association 

Written Comments of the ESA.pdf 

Dear Privacy Regulations Coordinator: 

Please find attached the comments of the Entertainment Software Association in connection with the Attorney General 
Office's rulemaking on the California Consumer Privacy Act of 2018. 

Respectfully submitted, 
Lindsey Tonsager 
Counsel for the Entertainment Software Association 

Lindsey Tonsager 

Covington & Burling LLP 
Salesforce Tower, 415 Mission Street, Suite 5400 
San Francisco, CA 94105-2533 

www.cov.com 

COV NG ON 
This message is from a law firm and may contain information that is confidential or legally privileged. If you are not the intended recipient, please 
immediately advise the sender by reply e-mail that this message has been inadvertently transmitted to you and delete this e-mail from your system. 
Thank you for your cooperation. 
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December 6, 2019 

Via Email 

entertainment® 
software 
association 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 
Privacy Regulati ons@doj . ca. gov 

RE: Written Comments on the Proposed CCPA Regulations 

To Whom It May Concern: 

The Entertainment Software Association ("ESA") 1 submits these comments in response 
to the Attorney General's Notice of Proposed Rulemaking implementing the California 
Consumer Privacy Act ("CCP A" or "Act"). 2 ESA' s members share the Attorney General's goal 
of protecting the privacy and security of consumers' personal information, and we appreciate the 
significant efforts of the Attorney General's Office to provide industry guidance on the scope 
and application of the Act's requirements. 

In particular, ESA appreciates the Attorney General's clarification that a business has the 
option of permanently and completely erasing, de-identifying, or aggregating personal 
information in response to a verifiable deletion request. 3 This proposed approach should be 
retained in the final regulation. Together with the cure period, these options serve as important 

1 ESA is the U.S. association for companies that publish computer and video games for video game consoles, 
handheld devices, personal computers, and the internet. There are over 900 video game companies in the State of 
California. 

2 California Department of Justice, Notice of Proposed Rulemaking Action (Oct. 11, 2019), 
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-nopa.pdf. 

3 California Department of Justice, Proposed Text of Regulations, § 999.313(d)(2) [hereafter, "Proposed 
Regulations"]. As explained in the comments we filed in connection with the Attorney General's hearings on the 
CCP A, ESA requests that the Attorney General clarify that imprecise location information (such as zip code) is not 
"personal information" under the CCP A 
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safety valves to protect consumers' rights while also avoiding "gotcha" -style enforcement and 
encouraging innovation in automated systems and processes to comply with consumer requests. 

A number of areas remain, however, that create unnecessary uncertainty or require 
further clarification. Specifically, ESA requests that the Attorney General further revises its 
CCPA regulations to address the following issues: 

• Explicitly permit businesses to protect the security and integrity of their systems and 
networks; 

• Permit service providers to process personal information consistent with the statutory 
text; 

• Delete the requirement to publish compliance metrics; 
• Align the requirement to obtain explicit consent for privacy policy updates with the 

Federal Trade Commission's longstanding precedent for material retroactive changes; 

2 

• Clarify that providing a website address where a printable version of the privacy policy is 
available is sufficient to satisfy the requirement that the policy be printable; 

• Clarify the requirements related to the opt out of "sale" by (a) specifying that personal 
information is not "sold" where it is not exchanged for "monetary or other valuable 
consideration"; (b) aligning the Proposed Regulations with the verifiable parental consent 
mechanisms recognized under the Children's Online Privacy Protection Act 
("COPP A") 4

; ( c) reducing the burden required for consumers who want to opt in; ( d) 
eliminating the new requirement that businesses treat unverified deletion requests as 
requests to opt out; and ( e) striking the new requirement that businesses pass through opt
out requests to third parties. 

Each of these requests is considered in more detail below. 

I. The regulations should explicitly recognize that businesses may take steps necessary 
to protect the security and integrity of their systems and networks. 

As currently drafted, the CCPA's access, deletion, and portability rights 5 are vulnerable 
to abuse by malicious actors. Research involving similar consumer rights under the European 
Union's General Data Protection Regulation demonstrates how identity thieves, fraudsters, and 
other criminals can abuse such rights. 6 ESA and its members appreciate the Attorney General's 
recognition that measures to detect and prevent security incidents, fraud, and other unlawful 

4 15 U.S.C. § 6501, et seq. 

5 As drafted, the Proposed Regulations do not appear to incorporate all of the statutory amendments that the 
California Governor signed into law in October 2019. For example, the statute, as amended, no longer requires all 
businesses to maintain a toll-free telephone number to receive consumer requests. ESA requests that the Attorney 
General harmonize the final regulations with all of the statutory amendments and apply the same methods for 
access, portability, and deletion requests. 

6 See, e.g., Andrew Ross, "How Cyber Threats Could Grow Under GDPR," Information Age (May 14, 2018), 
available at https://www.information-age.com/cyber-threats-gdpr-1234 72491/; Martino et al., "Personal Information 
Leakage by Abusing the GDPR 'Right of Access,"' available at "https: //marianodimartino.com/dimartino2019.pdf'. 
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activity are important and permitted under the CCP A 7 ESA' s members urge the Attorney 
General to further clarify the scope of the regulations to further prevent malicious actors from 
abusing the CCP A rights. 

3 

Our members have implemented a number of important controls to help ensure that video 
game players have a fun and fair gameplay experience. For example, members may use 
proprietary technologies to determine when a player is using illegal software that infringes 
intellectual property, is attempting to engage in fraud in connection with in-game purchases, is 
harassing or bullying other players through an in-game chat, or is cheating or otherwise engaging 
in behavior that violates the game rules. Once this malicious activity is detected, an ESA 
member may take a range of actions including to suspend or block the account from using online 
game services or other action consistent with the game's terms of use. The malicious actor may 
then try to use the CCPA' s access or portability rights to try to reverse engineer what specific 
information or action resulted in the suspension or termination of the account in order to try to 
circumvent the controls and evade detection in the future. 

Moreover, individuals might try to use the portability right in ways that could violate a 
game publisher's trade secrets or intellectual property rights. For example, a person's raw 
gameplay and game character information may contain creative elements that cannot be 
technically transposed into another game or that could infringe the copyrights and other 
intellectual property rights that the game publisher has in such elements if ported to another 
game. The statutory text expressly directs the Attorney General to protect these rights and avoid 
having portability be used as a tool of infringement. 8 

The statutory text of the CCPA and the proposed regulations already appear to generally 
permit video game companies to deny consumer access, deletion, or portability requests where 
the company has a good faith belief that the request is fraudulent, malicious, or would facilitate 
unlawful activity. This would include rejecting requests for data sets that could be used to draw 
insights into system architecture (which could then be used to try to compromise those systems). 
However, to avoid any ambiguity and send a strong message to fraudsters and other bad actors 
that the state of California will not tolerate any abuse, we strongly urge the Attorney General to 
clarify the Proposed Regulations as follows: 

Nothing in the statute or these regulations shall restrict a business's ability to ensure 
security and integrity. 

In addition, the regulations should add a new definition of "security and integrity": 

"Security and integrity" means the ability: (1) of a network or an information system to 
detect security incidents that compromise the availability, authenticity, integrity, and 

7 See. e.g., Proposed Regulations, §§ 999.314(c) (permitting service providers to broadly use personal information 
for security and anti-fraud purposes), 999.315(h) (allowing a business to refuse fraudulent opt-out requests); 
999.323(c) (authorizing the collection of additional information during the verification process for security and 
fraud-prevention purposes). ESA requests that the Attorney General further clarify that the explanation that a 
business believes an opt-out request is fraudulent may be provided at a high enough level of generality to avoid 
making it easier for malicious actors to reverse-engineer or otherwise circumvent fraud detection mechanisms. 

8 Cal. Civ. Code § l 798.185(a)(3). 
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confidentiality of stored or transmitted personal information; (2) to detect security 
incidents, resist malicious, deceptive, fraudulent, or illegal actions, and to help 
prosecute those responsible for such actions; (3) to protect trade secrets and 
intellectual property rights; and (4) to ensure the safety of natural persons. 

This revision not only furthers the purposes of the CCPA by taking into consideration 
security concerns and upholding legal rights (including those relating to trade secrets and 
intellectual property),9 but also is consistent with clarifications recently sought by consumer 
advocates. 10 

II. The regulations should be clarified to avoid unduly restricting service providers' 
lawful data processing. 

4 

Section 999.314(c) of the Proposed Regulations states that a service provider cannot "use 
personal information received either from a person or entity it services or from a consumer's 
direct interaction with the service provider for the purpose of providing services to another 
person or entity" unless it is "necessary to detect data security incidents, or protect against 
fraudulent or illegal activity." 11 The ISOR notes that this provision 

clarifies that a service provider's use of personal information collected from one business 
to provide services to another business would be outside the bounds of a "necessary and 
proportionate" use of personal information. Doing so would be advancing the 
"commercial purposes" of the service provider rather than the "business purpose" of the 
business. 

ISOR at 22. 

ESA and its members request that the Attorney General clarify this language to explain 
that service providers also can, consistent with the statutory text, use the information they receive 
from one business for the service provider's own operational purposes (including to provide 
services to other businesses) as long as the use is part of the services specified in the written 
contract with the business. 

This clarification is necessary to avoid treating the statutory text in the "business 
purposes" definition as surplusage. The CCP A defines a "business purpose" to include the use 
of personal information for the "service provider's operational purposes." 12 In addition to 
detecting security incidents and protecting against fraudulent or illegal activity, 13 the statute 
expressly includes a number of other "operational purposes" that constitute "business purposes" 

9 Cal. Civ. Code §§ l 798.185(a)(3), (7). 

10 See, e.g., Alastair Mactaggart Letter to the Office of the Attorney General (Nov. 4, 2019) (regarding submission 
of amendments to the California Privacy Rights and Enforcement Act of 2020), 
https :// oag.ca. gov/ system/files/initiatives/pdfs/ 19-0021A1%20%2 8Consumer°/o2 0Privacy%2 0-
%20Version%203%29 _ l.pdf. 

11 Proposed Regulations, § 999.314. 

12 Cal. Civ. Code§ 1798.140(d). 

13 Cal. Civ. Code§ 1798.140(d)(2). 
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when performed by the service provider. These activities include (for example) providing 
analytic services, debugging to identify and repair errors, verifying customer information, and 
providing advertising or marketing services. 

5 

Importantly, these "business purpose" activities often require the service provider to 
combine and process personal information received from multiple businesses in order to provide 
the contracted-for services back to these businesses. For example, a mobile game developer may 
use a third-party debugging service that receives personal data (such as device and other unique 
identifiers) any time the game crashes. To effectively detect patterns (e.g., that a specific version 
of a mobile operating system is causing crashes on a specific type of device) and troubleshoot the 
problem, the debugging service may need to combine and analyze the information it receives 
from all of its business customers. If it is restricted to analyzing the data it receives from a single 
customer alone, it might not be able to detect the issue and the issue would remain unresolved. 
Similarly, an analytics service provider must combine and analyze the personal information that 
it receives from all of its business customers in order to derive the analytics reports and business 
insights that make up the contracted-for analytics services. 

As drafted, Section 999 .314( c) of the Proposed Regulations is ambiguous because it 
could be interpreted as prohibiting the service provider from combining and analyzing the 
information it receives from multiple business customers for these contracted-for business 
purposes. Such a reading would, in effect, convert all of the examples of "business purposes" 
contained in Section 1798.140( d) of the statute - except for the small subset of security and 
fraud purposes contained in Section 1798.140( d)(2) - into surplusage, which the California 
Supreme Court expressly disfavors. 14 

To avoid this result, the Attorney General should clarify that Section 999.3 l4(c) of the 
CCPA regulations are not so narrow. Specifically, the Attorney General should specify that a 
service provider's data processing is "reasonably necessary and proportionate to achieve the 
operational purpose for which the personal information was collected or processed or for another 
operational purpose that is compatible with the context in which the personal information was 
collected" as long as the processing is to provide the services specified in the contract with the 
business. 

This alternative interpretation resolves the relationship between the three definitions that 
the Attorney General considered in its ISOR (i.e., "service provider," "business purpose," and 
"commercial purpose") in a manner that is more consistent with the statutory text and avoids 
treating any statutory language as superfluous. Importantly, it aligns the "business purpose" 
definition with the language in the "service provider" definition prohibiting the service provider 
from "retaining, using, or disclosing the personal information for a commercial purpose other 
than providing the services specified in the contract with the business" or for "any purpose other 
than for the specific purpose of performing the services specified in the contract for the 
business." 15 It also tethers the permitted service provider activities to the context in which the 
service provider collects the information - i.e., to provide the contracted-for services (e.g., fraud 

14 Copley Press, Inc. v. Superior Court, 39 Cal. 4th 1272, 1286, 141 P.3d 288, 296 (2006). 

15 Cal. Civ. Code§ 1798.140(v) (emphasis added). 
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detection, preventing security incidents, analytics, or debugging to identify and repair errors) to 
the business. 

For these reasons, ESA requests that the Attorney General revise Section 999.314(c) as 
follows: 

6 

A service provider shall not use personal information received either from a person or 
entity it services or from a consumer's direct interaction with the service provider for the 
purpose of providing services to another person or entity, except as reasonably necessary 
and proportionate to perform the services specified in the contract for the business. A 
service provider may, however, combine personal information received from one or 
more entities to which it is a seryice proYider, on behalf of such businesses, to the 
extent necessary detect data security incidents, or protect against fraudulent or 
illegal actiYity. 

Ill. Publishing compliance metrics in a company's privacy policy does not further any 
statutory purpose and could create consumer confusion. 

The Proposed Regulations impose certain reporting obligations on companies that alone 
or in combination, annually buy, receive for the business's commercial purposes, sell, or share 
for commercial purposes, the personal information of 4,000,000 or more consumers. 
Specifically, such businesses, must publish certain metrics regarding the number of requests they 
received, complied with, or denied, and the median number of days it took to respond to 
requests. 16 The ISOR explains that these metrics are necessary to inform the Attorney General, 
policymakers, academics, and members of the public about businesses' compliance with the 
CCPA. 

However, this requirement serves no statutory purpose. Importantly, academics and 
members of the public do not need this information to ensure compliance with the CCP A, 
because the California legislature already refused to provide a private right of action in the 
context of consumer access, deletion, and opt-out requests. 17 The Proposed Regulations already 
require businesses to maintain a record of the requests they received and how they responded to 
those requests, 18 and the Attorney General has adequate means at his disposal to seek access to 
this information in the ordinary course of his regulatory and enforcement activities. 

Moreover, the requested metrics do not achieve the stated purpose of assessing legal 
compliance. The fact that a request was denied does not, alone, demonstrate noncompliance, as 
the business might have lawfully relied on an applicable exception or lawfully denied the request 
based on a reasonable determination that it was fraudulent. Similarly, publishing the median 
number of days taken to respond to requests does not reflect on compliance. A business might 
report a median number of days lower than 45 days even if it had multiple occasions where it 

16 Proposed Regulations, § 999.3 l 7(g). 

17 SB 561 would have granted consumers a private right of action for any violation of the CCP A. SB 561 was placed 
on the suspense file earlier this year. 

18 ProposedRe.!:,'Ulations, § 999.317(b). 
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unjustifiably responded after the statutory deadline had passed, and a business might report a 
median number of days higher than 45 days even if it had acted lawfully by properly seeking an 
extension under the statute. 19 Consequently, the requirement would appear on its face to be 
arbitrary and capricious. 

7 

Compiling the required metrics also might not be practically feasible. In many cases, a 
business will not be able to determine whether a consumer is a California resident, but may 
respond to the individual's request regardless as a voluntary best practice. The regulations do 
not appear to require these individuals to be considered when determining whether the 4 million 
threshold (which also has no reasonable basis and appears to have been arbitrarily selected) has 
been met, since "consumers" are defined to include only California residents. But this variability 
could significantly skew the metrics and make them less reliable. 

Unfortunately, the most likely result of publishing these metrics is to create consumer 
confusion around their meaning and import. 20 In responding to consumer requests under the 
European Union General Data Protection Regulation, it is the experience of ESA members that 
each consumer request to exercise access or deletion of personal information is unique. 
However, a California consumer might compare his or her own experience against these metrics 
and become frustrated if their specific request is taking longer than the average or is denied, even 
though there may be entirely legitimate reasons for the delay or the denial. The consumer might 
also have the misimpression that these metrics represent legal standards, and that any delay or 
denial is unlawful, when this clearly is not the case for the reasons described above. 

Consequently, we respectfully request that the Attorney General strike Section 
999.317(g) of the Proposed Regulations and instead seek this information as needed in the 
ordinary course of regulatory and enforcement activities. 

19 The draft regulations require businesses to respond to requests to know and to delete personal information within 
45 days, "regardless oftime required to verify the request." Proposed Regulations,§ 999.313(b). Forcing businesses 
to hurry through verification proceedures to meet arbitrary and capricious deadlines significantly jeopardizes the 
security of consumers' personal information and compliance with other laws that may require the business to 
withold the data from the consumer or to retain the data. See, e.g,, Cal. Civ. Code§ 1798.81.5 (West). It also 
overlooks the statutory text in Section l 798. l 45(j)( l) that plainly states that a "time period for a business to respond 
to any verified consumer request may be extended by up to 90 additional days where necessary," such as where the 
consumer delayed the business's reasonable efforts to verify the request ( emphasis added). To better protect 
consumers and faciliate legal compliance, we request that the Attorney General clarify that businesses can seek an 
additional 90-day extension where a consumer does not promptly verify their request. 

20 The requirement in the draft regulations that businesses disclose the value of the consumer's data and the results 
and methods of calculating that value also are likely to be impractical and encourage competitors to seek access to 
sensitive proprietary infonnation. Proposed Regulations, § 999.307. In addition, this requirement runs contrary to 
established California case law that assigns no value to personal infonnation. See In re iPhone Application Litig., 
No. ll-JVID-02250-LHK, 2011 WL 4403963, at *14 (N.D. Cal. Sept. 20, 2011) ("Numerous courts have held that a 
plaintiff's 'personal infonnation' does not constitute money or property under the [Unfair Competition Law]."). 
Accordingly, we propose striking sections 999.307(b)(5) and 999.337 of the Proposed Regulations. 
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IV. Any requirement to obtain explicit consent for privacy policy updates should align 
with longstanding Federal Trade Commission precedent. 

Under the proposed regulations, a business must notify the consumer and obtain explicit 
consent before processing personal information for a purpose that was not previously disclosed 
to the consumer in the notice provided at or before collection. 21 ESA appreciates the Attorney 
General's concern that a "consumer could have reasonably relied on the information provided in 
the notice at collection when interacting with the business," 22 and encourages the Attorney 
General to align the regulations with the more than fifteen years of Federal Trade Commission 
("FTC") precedent on this issue. 

8 

The FTC has long held that retroactive application of material changes in a business's 
data practices may be deceptive or cause substantial injury to consumers that is not outweighed 
by countervailing benefits to consumers or competition. 23 In such circumstances, the FTC 
requires the business to provide prominent disclosures and obtain opt-in consent before using the 
consumer's data in a materially different manner than claimed when the data was obtained. 24 

This approach, which is based on whether the change is material (i.e., is likely to affect 
the consumer's conduct or decision with regard to a product or service25

) and retroactive (i.e., 
applies to information collected prior to the effective date of the new policy), strikes the right 
balance of getting consumers the information they need and providing consumers appropriate 
choices, without unduly overwhelming consumers or interrupting the consumer experience when 
the changes have minimal impact on the consumer's privacy interests. As former FTC Chief 
Technologist Ashkan Soltani explained in his testimony before the California Senate Judiciary 
Committee's hearing on the CCPA, there is a significant risk that consumers will begin to get 
notice fatigue if they are asked to affirmatively assent to every new purpose for which a business 
processes data, regardless of whether that new purpose is materially different than those 
previously disclosed or is retroactive. In such circumstances, the Proposed Regulations could 
have the unintended effect of making consumers less likely to read notices before opting in to the 
changes. 

To avoid this result, and to bring the CCPA into alignment with established legal 
precedent, ESA recommends that the Attorney General make the following changes in bold to 
Section 999.305(a)(3) of the Proposed Regulations: 

21 Proposed Regulations, § 999.305(a)(3). 

22 California Department of Justice, Initial Statement of Reasons, at 8-9, 
https :// oag.ca. gov/ sites/all/files/agweb/pdfs/privacy /ccpa-iso r-appendices. pdf [hereafter, "I SOR"]. 

23 Federal Trade Commission, Complaint, In Re Gateway Learning Corp., No. C-4120, 2004 WL 2618647, at 5 
(F.T.C. Sept. 10, 2004), https://www.ftc.gov/sites/default/files/documents/cases/2004/09/0409l 7comp042304 7.pdf. 

24 Id. at 3; see also Federal Trade Commission Report, Protecting Consumer Privacy in an Era of Rapid Change, at 
5 8, https ://www.ftc.gov/sites/ default/files/documents/reports/federal-trade-commission-report -protecting-consumer
privacy-era-rapid-change-recommendations/l20326privacyreport. pdf. 

25 Federal Trade CommissioQ FTC Policy Statement on Deception (Oct. 14, 1983), appended to Cliff dale 
Associates, Inc., 103 F.T.C. llO, 174 (1984). 
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9 

A business shall not use a consumer's personal information for any purpose other than 
those disclosed in the notice at collection. If the business intends to retroactively use a 
consumer's personal information for a purpose that was not is materially different than 
what was previously disclosed to the consumer in the notice at collection, the business 
shall directly notiJY the consumer ~l prominently disclose this new use to the consumer 
and obtain express U:ffirmative consent explicit eenrwnt frem the eenr,;unwr to use it for 
this new purpose. 

V. The regulations should clarify that providing the website address for a printable 
version of the privacy policy is an acceptable way to enable print functionality. 

Under the Proposed Regulations, businesses must make their privacy policies available in 
a printable format. 26 ESA and its members support the CCP A's goal of making privacy policies 
accessible for all consumers. As the "Internet of Everything" expands beyond desktop 
computers and laptops to include devices that have no reason to connect to a printer, ESA 
encourages the Attorney General to provide companies flexible alternatives to ensure consumers 
can access printable copies of privacy policies. 

For example, video game consoles and handheld gaming devices do not have print 
functionality given that they are designed for gaming and entertainment purposes and not, for 
example, document processing. ESA' s members take steps to ensure that consumers can access 
privacy notices through these devices and provide the website URL where a consumer can access 
a printable version of the privacy notice through a web browser on a printer-connected device. 
We believe providing the website URL qualifies as an "additional format" under the Proposed 
Regulations, but ask the Attorney General to clarify by revising the Proposed Regulations as 
follows: 

Be available in an additional format that allows a consumer to print it out as a separate 
document, such as a website address where the consumer can access a printable version 
of the privacy policy. 

This approach is consistent with Section 999.306(c)(5) of the Proposed Regulations, 
which similarly permits businesses to include a website address for a business's privacy policies 
in the case of a printed form containing the notice of a right to opt-out. 

VI. The Attorney General should clarify the "sale" opt-out requirements. 

As explained further below, ESA requests that the Attorney General clarify the 
requirements related to the opt out of "sale" by (a) specifying that personal information is not 
"sold" where it is not exchanged for "monetary or other valuable consideration"; (b) aligning the 
Proposed Regulations with the verifiable parental consent mechanisms recognized under the 
Children's Online Privacy Protection Act ("COPP A")27

; ( c) reducing the burden required for 
consumers who want to opt in; (d) eliminating the new requirement that businesses treat 

26 Proposed Regulations, § 999.308(a)(2)(e). 
27 15 U.S.C. sections 6501, et seq. 
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unverified deletion requests as requests to opt out; and (e) striking the new requirement that 
businesses pass through opt-out requests to third parties. 

10 

A. Specify that personal information is not "sold" if the exchange of data is not 'Jar 
monetary or other valuable consideration. '' 

ESA' s members are focused on creating dynamic interactive experiences that challenge 
the boundaries of storytelling, competition, and social interaction. They are not in the business 
of selling data for commercial purposes or profit. Personal information often does need to be 
disclosed, however, between the operator of the gaming console or handheld device and the 
video game publisher in order to offer a wide range of video game services to players. In 
addition, ESA's members contract with a wide range of business partners who need personal 
information in order to provide important services that promote game development, enable game 
functionality, detect fraud and intellectual property infringement, and facilitate more effective 
promotion and advertising of game services to existing and prospective players. While some of 
these business partners are service providers, others may be considered third parties who use 
personal information to provide the contracted-for services but who do not receive such data for 
monetary or other valuable consideration. 

Because there is significant confusion and uncertainty regarding the scope of the CCPA's 
"sale" definition, ESA requests that the Attorney General clarify that disclosures of personal 
information do not constitute a "sale" unless the personal information is disclosed "for monetary 
or other valuable consideration." This interpretation is supported by the plain text and legislative 
history of the statute, which require that personal information be exchanged for monetary or 
other valuable consideration. 28 An interpretation of the statute that treats any disclosure of 
personal information to another business or third party as a sale would impermissibly read the 
words "for monetary or other valuable consideration" out of the statute. 29 

Permitting disclosures of personal information to third parties who receive personal 
information to provide or facilitate video game services to players also is consistent with case 
law interpreting the meaning of "other valuable consideration." The Supreme Court of 
California has adopted the "bargained-for exchange" test for determining what constitutes 

28 Cal. Civ. Code§ 1798.140(1); see also California Senate Judiciary Conunittee Bill Analysis (AB 375) at 17-18 
(June 26, 2018) ("'Sell' as used in this bill would essentially delete this second section of the definition [ contained 
in the preceding ballot initiative, which would have included] importantly the sharing of the infomiation for no 
consideration to a third party for that party's commercial use. It is unclear why this change was made, but its effect 
would be that a consumer could not opt out of the sharing of their personal inforniation with third parties, so long as 
there is not valuable consideration received."); California Assembly Floor Analysis (AB 375) at 7 (June 25, 2018) 
(referring to a "narrowing of the definition of 'sell' to remove reference to situations that do not involve valuable 
consideration"). 

29 Corley v. United States, 556 U.S. 303, 314 (2009); Smith v. Superior Court, 137 P.3d 218, 221 (Cal. 2006) ("[W]e 
give significance to every word, phrase, sentence, and part of an act in pursuance of the legislative purpose.") (citing 
People v. Canty, 90 P.3d 1168, 1172 (Cal. 2004)) (internal quotation marks omitted); Shoemaker v. Myers, 80 l P.2d 
1054, 1067 (Cal. 1990) ("We do not presume that the Legislature performs idle acts, nor do we construe statutory 
provisions so as to render them superfluous."). 
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"valuable consideration." 30 In the typical scenario where personal information is disclosed to 
provide or facilitate video game services to players, the business promises to pay the third party 
money to induce or motivate the third party to perform the contracted-for services to players. In 
exchange, the third party promises to perform such services to induce or motivate the business to 
remit payment. Although personal information may need to be exchanged so that the third party 
can perform the contracted-for services, both parties have not "so understood and intended" the 
exchange of data to be the "plan and purpose for which the consideration was paid" or 
provided. 31 In such circumstances, personal information is not exchanged for "monetary or other 
valuable consideration" and, accordingly, there is no "sale" for CCPA purposes. 32 

B. The parental consent mechanisms permitted under the regulations should align 
with the verifiable parental consent mechanisms recognized under COPPA. 

As drafted, Section 999.330(a) creates ambiguity regarding whether businesses can rely 
on existing processes for obtaining verifiable parental consent under COPPA to comply with the 
CCPA's parental consent requirements. Specifically, Section 999.330(a) states: 

A business that has actual knowledge that it collects or maintains the personal 
information of children under the age of l3 shall establish, document, and comply with a 
reasonable method for determining that the person affirmatively authorizing the sale of 
the personal information about the child is the parent or guardian of that child. This 
affirmative authorization is in addition to any verifiable parental consent required under 
the Children's Online Privacy Protection Act, 15 U.S.C. sections 6501, et seq. 

30 See, e.g., Jara v. Suprema Meats, Inc., 121 Cal. App. 4th 1238, 1248-49 (Cal. Ct. App. 2004) (explaining that 
"[t]o constitute consideration, a perfonnance or a return promise must be bargained for. .. A performance or return 
promise is bargained for if it is sought by the promisor in exchange for his promise and is given by the promisee in 
exchange for that promise" (quoting Restmt. 2d of Contracts§ 71)); Stern v. Franks, 35 Cal. App. 2d 676, 678 (Cal. 
Dist. Ct. App. 1939) ("Nothing is consideration that is not regarded as such by both parties" (quoting Philpot v. 
Gruninger, 81 U.S. 570,577 (1871));; People v. Cardas, 137 Cal. App. Supp. 788, 791 (Cal. App. Dep't 1933 
(although participants in a sweepstakes gave the promotor something of value, that gift was not a condition upon 
which the chance to participate in the sweepstal<:es was delivered; therefore, no consideration was exchanged); see 
also Colorado Nat. Bank of Denver v. Bohm, 286 F.2d 494, 496 (9th Cir. 1961) (In deternlining whether 
consideration was exchanged, the Ninth Circuit identified a fundamental common law principle "that consideration 
must be bargained for- it must be the thing which the parties agree shall be given in exchange for the promise"). 

31 People v. Gonzales, 62 Cal. App. 2d 274, 282-283 (Cal. Dist. Ct. App. 1944) (quoting State v. Danz, 250 P. 37 
(Wash. 1926)) (internal quotation marks omitted). 

32 ESA appreciates that, consistent with the statutory te;,...i of the CCP A, the draft regulations do not require 
businesses to honor do-not-track signals as opt-out-of-sale requests. The draft regulations appear to appropriately 
recognize that "do not sell" is not equivalent to "do not track" by requiring businesses to honor user-enabled privacy 
controls only for sales of personal infonnation, rather than for online tracking. Compare Cal. Bus. Prof. Code 
Section 22575(b)(5) (defining "do not track" signals as communicating a consumer's "choice regarding the 
collection of personally identifiable infonnation about an individual consumer's online activities over time and 
across third-party Web sites or online services"), with Proposed Regulations Section 999.315(c) and Cal. Civ. Code 
§ 1798.140(1) ( defining "sale" as the exchange of personal information "for monetary or other valuable 
consideration"). To avoid requiring technical compatibility with every "do not sell" plugin or setting that could 
emerge (wllich is not practically possible), ESA encourages the Attorney General to clarify in the final regulations 
that this requirement applies only to commonly-accepted and industry standard user-enabled privacy controls. 
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12 

Section 999.330(a)(2) lists six specific methods that the Attorney General characterizes as 
"reasonably calculated to ensure that the person providing consent is the child's parent or 
guardian." However, it is not clear whether this list is exhaustive, and the list notably departs in 
some significant respects from FTC guidance. 33 

ESA requests that the Attorney General permit businesses to repurpose their existing 
verifiable parental consent processes under COPPA by, for example, expanding this process to 
include offline data that is sold for CCPA purposes. More specifically, the Attorney General 
should clarify the Proposed Regulations to align the permitted parental consent mechanisms 
under the CCPA with parental consent methods permitted under COPP A by making the 
following changes to Section 999.330(a): 

(1) A business that has actual knowledge that it collects or maintains sells the personal 
information of children under the age of 13 shall establish, document, and comply with a 
reasonable method for determining that the person affirmatively authorizing the sale of 
the personal information about the child is the parent or guardian of that child. +ms 
affirmative authorization is in addition to any The business may utilize the same 
procedures used to obtain the verifiable parental consent required under the Children's 
Online Privacy Protection Act, 15 U.S.C. sections 6501, et seq.; provided, however, that 
such consent is appropriately scoped to cover the sale of any personal information the 
business collects (whether online or offline). 

(2) Methods that are reasonably calculated to ensure that the person providing consent is 
the child's parent or guardian include, but are not limited to: 

a. Providing a consent form to be signed by the parent or guardian uHder penalty of 
perjury and returned to the business by postal mail, facsimile, or electronic scan; 

C. Consumers should not be required to go through an unduly burdensome two-step 
process in order to exercise their opt-in choice. 

Section 999.316(a) requires all consumers who wish to opt in to sales to undergo a two
step process through which they submit a request to opt in to the sale of personal information and 
then submit a subsequent confirmation of that request. 

The CCPA was built on the recognition that "California consumers should be able to 
exercise control over their personal information." Requiring consumers to confirm their request 
to exercise a CCP A right detracts from that goal by introducing unnecessary steps that may 
unduly discourage the consumer from completing his or her request. 

Additionally, the stated policy concerns underlying the two-step requirement for opt-in 
consent (including for minors between the ages of 13 and 16) are already addressed through the 
statute. The ISOR suggests that the new two-step requirement for opt-in requests is needed to 

33 For example, the first mechanism listed in the Proposed Regulations would require that a parent or legal guardian 
sign and return a consent form "under penalty of perjury," which is not required under COPP A. Compare Proposed 
Regulations, § 999.330(a)(2)(a), with 16 C.F.R. § 312.S(b )(i). 
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13 

give "consumers the opportunity to correct an accidental choice to opt back into the sale of their 
personal information," and to provide "businesses additional assurance that the consumer has 
made a clear choice to exercise their right to opt-in." ISOR at 26. However, there is no evidence 
that opt-in requests are likely to be "accidental" and consumers, of course, retain the ability to 
opt out again at any time if their opt-in request was a mistake. 34 Requiring a double opt-in is 
especially disproportionate given that opt-out requests need not be verified. This discrepancy is 
likely only to confuse and frustrate the consumer. 

Consequently, the double opt-in requirement should be removed from Section 999.316(a) 
and from the definition of "affirmative authorization" for consumers 13 years old and older. If 
the Attorney General rejects this request and retains the double opt-in requirement, then the 
regulations should at minimum similarly require the consumer to confirm his or her opt out 
request (i.e., double opt-out) before the business is required to comply with the request. 

D. Requiring businesses to treat unverified deletion requests as opt-out requests 
diminishes consumer choice and creates practical challenges. 

The Proposed Regulations introduce a new requirement that businesses must treat 
deletion requests that they cannot verify as requests to opt out of sales. 35 This requirement is not 
necessary to further any purpose of the CCPA. To the contrary, Section 999.313(d)(1) 
meaningfully diminishes the consumers' ability to control his or her own information. 36 The fact 
that a consumer chooses to submit only a deletion request and not also simultaneously opt out is 
significant, and is strong evidence that the consumer affirmatively chooses not to exercise the 
opt-out right. 

Moreover, automatically converting the deletion request into an opt-out request does not 
provide the consumer any additional benefit. A business that denies the deletion request already 
must inform the consumer that the request is denied, at which point the consumer would be free 
to choose to submit a request to opt out of the sale of the information if she so desired. 

Finally, this requirement may prove unworkable in practice. Consistent with the 
Proposed Regulations, a business may have one method for consumers to submit requests to 
delete data that requires a certain subset of the data the business maintains about the consumer, 
so the business can match the data provided with the particular requesting individual. 37 In 
contrast, the business may use a different mechanism for consumers to submit opt out of sales 
requests. If the two mechanisms used are different and collect different types of information 
(e.g., a webform request and user-enabled privacy settings), it might not be possible to convert 
the deletion request into an actionable opt-out request based on the data available to the business. 

34 Cal. Civ. Code§ 1798.120. 

35 Proposed Regulations, § 999.313(d)(1). 

36 CCPA §§ 1798.lOS(b), 1798.120(b); Proposed Regulations§§ 999.306, 999.308. 

37 Proposed Re.!:,'Ulations, § 999.323(b)(l). 
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For these reasons, ESA requests that the Attorney General strike Section 999.313(d)(l) 
from the final regulations. 

E. Requiring businesses to pass through opt-out requests inadvertently would 
undermine consumer choice. 

14 

The Proposed Regulations require a business that receives an opt-out request not only to 
stop selling that consumer's personal information, but also to communicate that consumer's 
request to any third party to whom the business sold that consumer's data in the prior 90 days. 38 

This new requirement does not advance any statutory purpose and, to the contrary, undermines 
consumers' ability to freely exercise control over their personal information. 

This new requirement is unnecessary, because the statute already requires consumers to 
receive explicit notice before a third party may resell personal information. 39 This provision 
enables consumers to effectively exercise their opt out of sale rights with respect to the entire 
universe of parties who sell their data. 

The new requirement also could have the unintended consequence of undermining the 
consumer's preferred choices. For example, a consumer may desire to terminate her relationship 
with video game publisher X, who may disclose personal information to third party Y to provide 
certain game services across a number of different video games. If the consumer continues to 
play a different game published by video game publisher Z, who also discloses the consumer's 
personal information to third party Y, then Y might be unable to continue to provide the game 
services when the consumer plays publisher Z' s game title due to the opt-out request that it 
received in connection with publisher X's game. This might surprise and frustrate the consumer, 
who believed her opt-out request would apply only to publisher X. 

In addition to creating consumer confusion, adding a new pass-through obligation for 
"sale" opt outs would be inconsistent with the statutory text and longstanding cannons of 
statutory interpretation. The CCP A contains a single pass-through obligation, requiring 
businesses to pass deletion requests on to service providers. 40 The California Supreme Court has 
held that "the expression of some things in a statute necessarily means the exclusion of other 
things not expressed." 41 Consequently, the inclusion of the deletion pass through means the 
exclusion of the pass-through requirement in the opt-out right must be given effect. 

38 Proposed Regulations, § 999.315(t). 

39 Section 999.305(d) of the Proposed Regulations requires companies that collect a consumer's data, but do not 
collect the data directly from the consumer, to (1) notify the consumer of that business's sale of their data, or (2) 
obtain a signed attestation from the source of the data that the source gave the consumer the relevant notice and 
obtain a copy of that notice. Both of these options are unlikely to be workable given the number of intermediaries 
that can be involved in a particular product or service offering. Instead, ESA encourages the Attorney General to 
pennit the third party to obtain a broad confirmation by consumer type and contractual commitments that the source 
of the data has the right to share the personal information. 

4° Cal. Civ. Code§ l 798.105(d). 

41 Gikas v. Zolin, 6 Cal. 4th 841, 852, 863 P.2d 745, 752 (1993). 

Entertainment Software Association• 601 Massachusetts Ave. NW• Suite 300 • Washington, DC 20001 • Phone: (202) 223-2400 

CCPA_ 45DAY _01686 

nguyent7
Line

nguyent7
Typewritten Text
W204-10 cont 

nguyent7
Line

nguyent7
Typewritten Text
W204-11 



15 

For these reasons, ESA asks the Attorney General to remove Section 999.315([) from the 
final regulations. 

* * * 

ESA appreciates the Attorney General's consideration of these comments, and we hope 
to continue working with the Attorney General and his staff on these critically important issues. 

Sincerely, 

Gina Vetere 
Senior Vice President & General Counsel 
Entertainment Software Association 
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Message 

From: 
Sent: 
To: 
Subject: 

Robert Rutkowski 
12/6/2019 12:47:22 PM 
Xavier Becerra [Xavier.Becerra@doj.ca.gov] 
Strengthen California's Consumer Data Privacy Regulations 

Xavier Becerra, Attorney General 
Attorney General's office 
California Department of Justice 
Attn: Public Inquiry Unit 
P.O. Box 944255 
1300 I Street, suite 1740 
Sacramento, CA 94244-2550 
xavier.becerra@doj.ca.gov 
Phone: 916-445-9555 Fax: 916-323-5341 

Re: Strengthen California's Consumer Data Privacy Regulations 

Dear Attorney General: 

A coalition of privacy advocates have filed comments seeking strong 
regulations to protect consumer data privacy. The draft regulations are 
a good step forward, but the final regulations should go further. 

The California Consumer Privacy Act of 2018 (CCPA) created new ways for 
the state's residents to protect themselves from corporations that 
invade their privacy by harvesting and monetizing their personal 
information. Specifically, CCPA gives each Californian the right to know 
exactly what pieces of personal information a company has collected 
about them; the right to delete that information; and the right to 
opt-out of the sale of that information. CCPA is a good start, but they 
want more privacy protection from the California Legislature. 

CCPA also requires the California Attorney General to adopt regulations 
by July 2020 to further the law's purposes. In March 2019, EFF submitted 
comments with suggestions for CCPA regulations. In October 2019, you 
published draft regulations and again invited public comment. 

In the new comments, the coalition wrote: 

The undersigned group of privacy and consumer-advocacy 
organizations thank the office of the Attorney General for its work on 
the proposed California Consumer Privacy Act regulations. The draft 
regulations bring a measure of clarity and practical guidance to the 
CCPA' s provisions entitling consumers to access, delete, and opt-out of 
the sale of their personal information. The draft regulations overall 
represent a step forward for consumer privacy, but some specific draft 
regulations are bad for consumers and should be eliminated. others 
require revision. 

The coalition made dozens of suggestions. Noted are two here. 

First, to implement CCPA' s right to opt-out of the sale of one's 
personal information, the draft regulations at Section 315(c) would 
require online businesses to comply with user-enabled privacy controls, 
such as browser plugins, that signal a consumer's choice to opt-out of 
such sales. EFF suggested such an approach in the March 2019 comments. 
The coalition comments now seek a clarification to this draft 
regulation: that "do not track" browser headers, which thousands of 
Californians have already adopted, are among the kinds of signals that 
online businesses must treat as an opt-out from data sale. 

Second, the coalition urges issuing clarifying regulations that bar 
misguided efforts announced by some members of the adtech industry to 
evade CCPA' s right to opt-out of sales. Adtech is one of the greatest 
threats to consumer data privacy, as explained in a new EFF report on 
third-party tracking. The broad dissemination of personal information 
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throughout the adtech ecology is a form of "sale" plainly subject to 
CCPA' s right to opt-out. Regulations should now lay to rest the crabbed 
arguments to the contrary. 

Yours sincerely, 
Robert E. Rutkowski 

cc: 
Representative Steny Hoyer 
House Majority Leader 
Legislative Correspondence Team 
1705 Longworth House office Building 
Washington DC 20515 
office: (202) 225-4131 
Fax: (202) 225-4300 
https://urldefense.proofpoint.com/v2/url?u=https-3A~www.majorityleader.gov_content_email-
2Dwhip&d=DwIDaQ&c=uASjV29gZuJt5_5J5CPRuQ&r=pjnDzEEbcy
Gofg9cc8Ku0xxQt4kikqvQtb6_GugvPg&m=vfjxBllqKP2PsUtb7VcJUnCKomUMok1LFM_QlJMBD9s&s=pt3Ppo81ebYb2hz0gBYMrQZA 
wnFs_ilvmpmdQropjKY&e= 

Re: Comments: 
https://urldefense.proofpoint.com/v2/url?u=https-3A~www.eff.org_document_2019-2D12-2D06-2Dprivacy-
2Dcoalition-2Dcomments-2Dre-2Dcag-2Ddraft-2Dccpa-2Dregspdf-
2DO&d=DwIDaQ&c=uASjV29gZuJt5_5J5CPRuQ&r=pjnDzEEbcy
Gofg9cc8KuOxxQt4kikqvQtb6_GugvPg&m=vfjxBllqKP2PsUtb7VcJUnCKomUMoklLFM_QlJMBD9s&s=sj7gznm0FBst3D2cG41RqEsb 
gghectnCSEsMmJl_plA&e= 
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Message 

From: Friel, Alan L. 
Sent: 12/6/2019 7:18:51 PM 
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]; Sweeney, Margaret 

Subject: RE: Proposed Regulations Implementing the California Consumer Privacy Act 
Attachments: 20191206191224441.pdf 

Thank you for your reply. Please kindly discard our submission of 5:14 pm and replace it with the attached. The prior 
submission was inadvertently sent and is version 4 of the document. This is the final version 5, as indicated in the 
document footer number on each page after the cover page. 

Best regards, 

Alan L. Friel I Partner I BakerHostetler 
11601 Wilshire Blvd. I Suite 1400 
Los Anrles, CA 90025-0509 

I F +1.310.820.8859 

600 Anton Blvd. I Suite 900 
Costa Mesa, CA 92626-7221 

IF +1.714.754.6611 

bakerlaw.com 

8~ 

From: Privacy Regulations <PrivacyRegulations@doj.ca.gov> 
Sent: Friday, December 6, 2019 5:20 PM 
To: Sweeney, Margaret 
Cc: Friel, Alan L. 
Subject: RE: Proposed Regulations Implementing the California Consumer Privacy Act 

Thank you for submitting a public comment on the CCPA proposed regulations. Your email has been received. 

Sincerely, 
California Department of Justice 

From: Sweeney, Margaret 
Sent: Friday, December 06, 2019 5:14 PM 
To: Privacy Regulations <PrivacyRegulations@doj.ca.gov> 
Cc: Friel, Alan L. 
Subject: Proposed Regulations Implementing the California Consumer Privacy Act 

Good Afternoon, 

On behalf of Baker Hostetler please see attached letter. 

Thank you 
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Margaret Sweeney 
Legal Secretary 

BakerHostetler 
11601 Wilshire Boulevard I Suite 1400 
Los An eles CA 90025-0509 

bakerlaw.com 

This email is intended only for the use of the party to which it is 
addressed and may contain information that is privileged, 
confidential, or protected by law. If you are not the intended 
recipient you are hereby notified that any dissemination, copying 
or distribution of this email or its contents is strictly prohibited. 
If you have received this message in error, please notify us immediately 
by replying to the message and deleting it from your computer. 

Any tax advice in this email is for information purposes only. The content 
of this email is limited to the matters specifically addressed herein 
and may not contain a full description of all relevant facts or a 
complete analysis of all relevant issues or authorities. 

Internet communications are not assured to be secure or clear of 
inaccuracies as information could be intercepted, corrupted, lost, 
destroyed, arrive late or incomplete, or contain viruses. Therefore, 
we do not accept responsibility for any errors or omissions that are 
present in this email, or any attachment, that have arisen as a result 
of e-mail transmission. 

CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged 
information. It is solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is 
prohibited and may violate applicable laws including the Electronic Communications Privacy Act. If you are not the 
intended recipient, please contact the sender and destroy all copies of the communication. 
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BakerHostetler 

December 6, 2019 

VIA E-MAIL (PrivacyRegulations@doj.ca.gov) 

Privacy Regulations Coordinator 
California Office of the Attorney General 
300 South Spring Street, First Floor 
Los Angeles, CA 90013 

Baker&Hostetler LLP 

11601 Wilshire Boulevard 
Suite 1400 
Los Angeles, CA 90025-0509 

T 310.820.8800 
F 310 .820 .8859 
www.bakerlaw.com 

Alan L. Friel 

Re: Proposed Regulations Implementing the California Consumer Privacy Act 

Dear Privacy Regulations Coordinator: 

BakerHostetler, one of the nation's largest law firms, represents clients around the globe. With 
offices coast to coast, three of which are in California, our nearly 1,000 attorneys counsel 
businesses of all sizes and in all industries. For the last year our highly ranked and awarded, 70+ 
member, Privacy and Data Protection practice has been counseling clients on how to interpret, 
and prepare for the effectiveness of, the California Consumer Privacy Protection Act ("CCP A" 
or "Title"). These comments are an aggregation of comments that some of our clients have 
asked us to submit to you. They do not reflect the position of all of our clients, or of the firm 
itself. However, we believe that the issues noted are ones ripe for further change or clarification, 
and within the authority of Attorney General to adopt. Accordingly, we respectively submit the 
following for your consideration: 

I. Safe Harbors 

• The enforcement delay under Section .185(c) of the Title should be a safe harbor 
period for any business that is making good faith efforts to come into compliance by 
the end of that period, and having done so should be deemed a cure under Section 
.lSS(b) of the Title. 

The delay in the issuance of a first set of proposed regulations has created an undue burden 
on businesses. The lack of clarity on issues such as the meaning and scope of terms and how 
to give requisite notice, verify consumers and fulfill their rights left business with little to do 

Atlanta Chicago Cincinnati Cleveland Columbus Costa Mesa Denver 
Houston Los Angeles New York Orlando Philadelphia Seattle Washington, DC 
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until recently other than inventory their data and develop general compliance programs. It is 
clear that the Title will become effective before the regulations are final. The rush to try to 
implement details even based on the October 2019 first draft regulations has left businesses 
and their advisors with too much to accomplish in too little time, and many companies are 
already, or will soon be, in code lock. Mobile apps cannot be revised without submitting a 
new update to Google or Android for approval. As of today, the regulation on the "Do Not 
Sell" button has not even been proposed for consideration. 

Further, many vexing questions remain unanswered by the first draft of the regulations, and 
those draft regulations ("Regs") provide, for many unexpected and difficult to implement 
compliance obligations. It will take considerable time for even companies that have staffed 
entire teams to work full-time for the last year or more to prepare to do what will be 
ultimately necessary to launch a fully compliant program. 

• A good faith belief that a business is in compliance, where that conclusion is not 
expressly contradicted by the Title or the final regulations, should be a complete 
defense to non-compliance, if the business commits to cure upon being instructed 
by the AG that its position is mistaken. 

The proposed regulations leave much unanswered and there is sparse legislative history to 
guide interpretation of the Title. Further, the Title is in many ways ambiguous and subject to 
entirely reasonable, but conflicting, interpretations simultaneously. The right to cure in 
Section .155(b) of the Title should be a real and meaningful right to prospectively cure. 

• A Business should not be liable for providing personal information to a person 
who is not the consumer in response to a consumer request if it can show that it 
met the verification standards set forth in the final regulations and/or a business 
should be provided ultimate discretion to determine that it cannot sufficiently 
verify a Consumer when specific pieces of personal information are requested. 

Article 4 of the Regs reflect the principle that security is paramount to consumer access to 
specific pieces. This approach should be :fw.iher incented by providing a safe harbor for a 
business declining to provide specific pieces in a good faith attempt to protect the security of 
the applicable consumer. 

II. Requirements Relating to Offline Collection. 

The Regs place significant, and sometimes impossible, burdens on retail businesses and other 
businesses that substantially interact with consumers offline. 

4847-1615-3774.5 
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• Qffline Notices. 

o The AG should revise the Regs to state that the notices required bv Sections 
.305(a)(2)(e) (notice at collection) and .306{b){2) (notice of the right to opt
out) can be satisfied by providing a single link to the business' California
specific privacy notice, or the California-specific section of a business' 
privacy notice, in the offline methods currently permitted in the Regs. 

o The regulations cunently arguably require businesses that collect personal 
infonnation offiine to post two additional, separate notices, in addition to the 
numerous notices that are already presented to individuals who visit retail and 
other offline business locations in California ( e.g., Prop 65 and many others) - the 
notice at collection pursuant to Section 999.305(a)(2)(e) and the notice of the 
right to opt-out pursuant to Section 999.305(b)(3) and .306(b)(2). 

o Because of the foregoing, and for the additional reasons discussed below, the AG 
should clarify that both the Notice of Collection and the Notice of the Right to 
Opt-Out may be given by providing a link to the business' California-specific 
privacy notice or the California-specific section of a business' privacy notice in 
the offline methods currently permitted in the regulations1

. 

o Consumers will be confused and misled if presented with more specific 
infonnation regarding their right to opt out of sales of personal information. Most 
retailers do not sell information in the colloquial sense, and especially not 
information collected in person at a retail location. Presenting the Notice of the 
Right to Opt-Out and explaining that a business sells inforn1ation, such as only in 
the context of interest-based advertising (in the event that is ultimately determined 
to be a sale, which remains far from clear), will only confuse and mislead a 
consumer. This is, in part, because to the extent that retailers and other offline 
businesses do sell as defined in the CCP A, such sales are often limited to their 
online retailers' activities (though that is currently not settled in the digital 
advertising industry). Explaining this in the context of an in-person notice in a 
clear and concise manner in a way that the average consumer will actually read 
and understand is an impossible task and will not fu1iher the purposes of the 
CCPA. 

o Multiple or complex notices are contrary to the principle of simplicity and 
understandability that are woven elsewhere throughout the Regs. 

1 Section 999.305(a)(2)(e) states that businesses "may, for example, include the [Notice at Collection] on printed 
forms that collect personal infmmation, provide the consumer with a paper version of the notice, or post prominent 
signage directing consumers to the web address where the notice can be found." Section 999.306(b)(2) allows the 
Notice of the Right to Opt-Out to be given on methods that "include, but are not limited to, printing the notice on 
paper forms that collect personal info1111atio11, providing the consumer with a paper version of the notice, and 
posting signage directing consumers to a website where the notice can be found." 
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• Handling Offline Consumer Requests. 

o The AG should revise the Regs to clarify that there is no requirement that 
businesses must accept paper forms submitted in person for consumer 
requests, and allow for businesses to merely ensure that in-store inquiries are 
directed to a way to submit the inquiry, such as by pointing consumers to the 
business' privacy policy, where the information can be found, or to a 1-800 
number program. 2 

o The Regs require that retail businesses offer at least three methods to submit 
requests to know: a toll-free telephone number, an interactive webfmm accessible 
through the business's website, and an in-store method, an example of which is 
said to be a fonn that can be submitted in person at the retail location. See Section 
999.312(a). 

o Requiring businesses to allow consumers to submit a form in person at a retail 
location detracts from the purposes of the CCP A and also presents a litany of 
operational issues for businesses. 

• Personal information, such as name, email and phone number, submitted 
on a form could be exposed to any number of retail employees where the 
form was submitted. On the other hand, a request via email, phone call or 
on an interactive webform may be made in the privacy of the consumer's 
use of a computer or phone. 

• Businesses cannot feasibly verify the identity of an individual at a retail 
location for a variety of reasons. Therefore, although the in-person receipt 
of requests should not be required as discussed above, if the AG does 
require businesses to do so, the regulations should specify that the 
businesses' submission of a form in person does not require in person 
verification. 

• It is not clear how a retail location would verify identity in-person 
anyway. In the practice of privacy-by-design, point of sale systems 
do not (and should not) have access to information that would 
allow businesses to verify. Alternatives like check multiple IDs is 
overly intrnsive. 

• Businesses will have to rely on retail-level employees, often part
time or actually employees of a franchisee and not the brand, to 
distribute and intake the fmms and see to it that they are sent to the 
corporate office location where the process will be canied out. 
These personnel are not appropriately equipped to perfom1 such 
tasks. 

2 As discussed above, this infonnation already must be posted on prominent signage. 
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• As a result, the submission of fonns in-person Vvrill require more 
communication, risk of data loss or seepage, and follow-up from both the 
consumer and the business than would otherwise occur in an electronic 
( e.g., email or interactive webfom1 context) or oral (phone) context, and 
would detract from privacy and thus the purposes of the CCPA. 

o Training Employees in Retail/Hospitality/Other Offline Collection Settings. 
• The AG should include a provision in the Regs that Section 999.312({) 

does not apply to a business' retail-level and similar employees. 
• Due to the requirement that a business must assist a consumer who has 

provided a deficient request pursuant to Section 999.312(±)3 and Section 
999.317(a)4 (i.e., that all individuals responsible for handling consumer 
inquiries must be informed "how to direct consumers to exercise their 
rights"), all retail-level employees must be trained on how to direct a 
consumer to exercise their CCP A rights. This is not realistic. 

III. Consumer Requests 

• The AG should revise Section 999.312(a) of the Regs to state that a business that 
operates exclusively online, and has a direct relationship with a consumer from 
whom it collects personal information, shall only be required to provide an email 
address for submitting requests to know. 

• This is consistent with the amendments from Assembly Bill 25, which was signed into 
law on October 11, 2019 as Section .130(a)(l)(A) of the Title. 

IV. Notice at Collection 

• The AG should revise Section 999.305 of the Regs to state that the notice at 
collection to be given to parties who are subject to tbe exemption in CA Civ. Code 
§1798.140(h)(1)5 (i.e., job applicants, employees, owners, directors, officers, medical 
staff members, or contractors of a business) need not include a link to tbe business' 
privacy policy as required in Section 999 .305(b )( 4) of the Regs. 

3 "If a consumer submits a request in a manner that is not one of the designated methods of submission, or is 
deficient in some manner unrelated to the verification process, the business shall either: (1) Treat the request as ifit 
had been submitted in accordance with the business's designated manner, or (2) Provide the consumer with specific 
directions on how to submit the request or remedy any deficiencies with the request, if applicable." 

4 "All individuals responsible for handling consumer inquiries about the business's privacy practices or the 
business's compliance with the CCPA shall be informed of all the requirements in the CCP A and these regulations 
and how to direct consumers to exercise their rights under the CCP A and these regulations." 
5 As included in Assembly Bill 25, signed into law on October 11, 2019. 
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• This is consistent with the amendments from Assembly Bill 25, which was signed into 
law on October 11, 2019 as Section .140(n)(l)(excluding HR data for one year), because 
the full privacy notice will no longer include this type of HR data. 

V. Scope of regulatory coverage. 

• The Regs should clarify that CCP A rights only apply to California consumers, and 
that a business may decline to provide CCP A rights where it cannot reasonablv 
verify residencv. 

o In multiple contexts, the Regs arguably do not allow businesses, service 
providers, and third parties to limit the application of the CCP A to only personal 
information of California consumers. Similarly, in some contexts the Regs 
appear to confer rights under the CCPA upon individuals regardless of their 
status as a California Consumer. The AG must provide a regulatory scheme 
which provides obligations on businesses, service providers, and third parties 
relating only to personal information of California consumers, and corresponding 
rights to only California consumers. 

o The AG should state in the Regs that "reasonable steps" as set forth in CA Civ. 
Code §1798.135(b) include, but are not limited to, detecting and utilizing internet 
protocol (IP) address to detennine a person's status as a California consumer. 

o The AG should state in the Regs that businesses, service providers, and third 
parties are permitted take the "reasonable steps" referred to in Section .13 5(b) of 
the Title to determine a person's status as a California consumer in contexts 
outside of those set forth in Section .13 5(b ), including, without limitation, a 
business' verification of identity. 

o Section .135(b) states: "Nothing in this title shall be constrned to require a 
business to comply with the title by including the required links and text on the 
homepage that the business makes available to the public generally, ifthe 
business maintains a separate and additional homepage that is dedicated to 
Calffornia consumers and that includes the required links and text, and the 
business takes reasonable steps to ensure that California consumers are directed 
to the homepage for California consumers and not the homepage made available 
to the public generally." An example of "reasonable steps" would be to detect the 
IP address of a website visitor and to make a decision to direct them to the 
California-specific homepage based on the detection. It is otherwise unclear how 
a business would detect that someone visiting a website is, in fact, a California 
consumer visitor to the website. 
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• In other online contexts, such as digital advertising, businesses, service providers, 
and third parties will have to make decisions whether and how to afford rights to a 
visitor to a website, mobile application, or online service. Often the only 
information the website publisher and advertising vendors providing the publisher 
services have on visitors is IP address and infonnation collected by cookies and 
other tracking technologies. The only feasible way of understanding if such 
visitor should be afforded the rights of a California consumer is to understand the 
location of such visitor. 

• Accordingly IP address lookup, reference to address on file and other 
reasonable methods of establishing location should be deemed reasonable 
methods to verify that a consumer is a California consumer, and nothing 
more exacting should be required. However, if a business wants to require 
more exacting residency verification, it should be free to be able to do so. 

o In the context where a business is interacting with a consumer online, the 
AG should clarify that the "reasonable steps" a business may take 
pursuant to CA. Civ. Code §1798.135(a)(6) may also be taken by 
businesses in the context of verification. 

VI. Service Providers 

• The AG should revise Section 999.314 of the Regs to state that a service provider 
shall retain its status as a service provider so long as the purposes for which it is 
permitted to process personal information under the contract with the business 
meets the definition of "business purpose" under CA Civ. Code§ 1798.140(d). 

o Section 999 .314( c ), as cunently written, provides a bright line as to the 
permissible purposes for which a service provider can process personal 
information. In view of the balancing test provided in the statute, this bright line 
is not necessary, conflicts with the plain statutory language and misses the reality 
of the provision of services by vendors, in which vi1tua1ly all vendors that process 
personal information do so for their own business purposes, frequently for the 
benefit of all of their customers, and not to the detriment of consumers. 

o Section 999.314(c) of the Regs puts businesses and service providers alike in an 
impossible position to comply with the statute. Section 314( c) as cunently 
written would prevent service providers from carrying out routine operational 
activities (i.e., business purposes), including, but not limited to: 

• Deidentifying and aggregating personal information, which is necessary to 
use deidentified and aggregate personal information in the first place (e.g., 
the use of which is provided for in the vast majority of services 
agreements between vendors and customers, and which notably allows for 
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data minimization and furtherance of privacy and security of such 
information); 

• Appointing subcontractors (e.g. sub-service providers); 
• Disclosing infonnation to comply with law, or complying with a legal 

inqui1y, investigation, subpoena or similar from authorities (See CA Civ. 
Code Section 1798.145(a), which only affords exceptions like these to 
businesses and rrot service providers or third pmiies). 

o In addition to the seven enumerated business purposes in CA Civ. Code 
§ 1798.140( d)(l )-(7), the definition of business purpose allows for "operational 
purposes, or other notified purposes." Businesses should be free to direct their 
service providers to process for such purposes, and in particular the "other 
notified purposes" - which necessarily entails that the business has notified 
consumers of such purposes. This could include appointment of subcontractors 
and compliance with law and legal process or other specific disclosures not 
inconsistent with the collection purpose since the purposes are notified. 

o Because of Section .314( c) of the Regs, the moment that the regulations are 
promulgated, service providers providing services under existing contracts will 
immediately be in violation of the CCP A and businesses will immediately be shed 
of the immunity afforded to them under CA Civ. Code §1798.140(k). "A business 
that discloses personal information to a service provider shall not be liable under 
this title if the service provider receiving the personal information uses it in 
violation of the restrictions set forth in the title, provided that, at the time of 
disclosing the personal information, the business does not have actual knowledge, 
or reason to believe, that the service provider intends to commit such a violation." 
This is because by continuing to provide services and process personal 
information for purposes which are not permitted, the service provider would be 
in violation of the CCP A, and businesses would have actual knowledge, because 
of the pennissions granted in a contract with the service provider, "that the service 
provider intends to commit such a violation." \Vhile it is tmclear what the liability 
would be for such violation by the service provider, what is clear is that 
innumerable businesses would immediately lose immunity afforded to it by CA 
Civ. Code §1798.140(k) because of §999.314(c) of the Regs. 

o The Statement of Reasons in connection with the Regs indicate that the AG's 
reason for drawing the bright line of limited permitted service provider business 
purposes was to prevent business purposes from bleeding into commercial 
purposes. This confuses the distinction between the definition of business 
purposes and commercial purposes. If the test in the definition of business 
purpose, in Section .140 ( d) of the Title, that the "the use of persona} information 
shall be reasonably necessary and proportionate to achieve the operational 
purpose for which the personal information was collected or processed or for 
another operational arose that is compatible with the context in which the personal 
infonnation was collected" is met, then the purpose is by that measure a business 
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and not a commercial purpose. The Regs propose to upend that statuto1y 
distinction between the two definitions by rewriting the CCP A with a bright line 
the legislature did not draw, and in doing so would eviscerate the test the law 
requires be applied to establish what purposes qualify as a business' or a service 
provider's business purposes. 

VII. Financial Incentive and Non-Discrimination 

• The Regs should establish that "Loyalty program benefits are reasonably related to 
the value of a consumer's data to the business offering the program arising out of 
the business' use and disclosure of that personal information as set forth in the 
program terms, as a condition of ongoing loyaltv program participation, if the terms 
and benefits of the loyalty program, and the scope of the business' potential use and 
disclosure of the personal information, and any related waivers of consumer rights 
under the Title, are clearly stated in the program terms, the consumer affirmatively 
accepts the program terms and the consumer can prospectively withdraw from the 
program and upon doing so prospectively regain the consumer's full rights under 
the Title regarding that personal information (including right to know, right to 
delete and opt-out)." 

• The Regs impose restrictions on any "financial incentive," the definition of which hinges 
on the collection ofpersonal information. 

• Loyalty programs by their nature are financial incentives that require personal 
infonnation. 

• Many consumers want to keep their loyalty programs, which are entirely voluntary in 
natme. 

• As part of a loyalty program, consumers choose to give their information to a company so 
that it can provide them with certain benefits, including marketing, sometimes from third 
parties. 

• Under the Regs, a "financial incentive" is not only su~ject to various regulatory 
requirements, but it is prohibited outright. 

• An exception to this prohibition is if the value received by a consumer from the financial 
incentive is reasonably related to the value to the business of the of the consumer's data. 
The Regs enumerate eight methods for determining the value of a consumer's data. This 
presents several issues. 

o Most significantly, the language is unclear and confusing. 
o This confusion creates a high regulato1y burden for a company simply to 

determine if it qualifies for the exception. 
o Additionally, while the complicated nature of the law makes compliance difficult, 

there are many methods by which a company can calculate the value of 
consumers' data in order to fit within the exception. 

o The practical effect is that if a company spends enough money on its calculations, 
then, and only then, can it offer a loyalty program. 
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o These compliance costs do not work to protect consumers' data, instead it is 
spent manipulating a company's data in myriad ways until it fits one of the 
prescribed methods. 

o The Regs thereby create a banier to entry for offering loyalty programs that 
excludes smaller businesses and generally adds unnecessary costs. 

• In reality, a bargained for exchange occurs when a consumer knowingly accepts loyalty 
program benefits in exchange for providing a business certain specified uses of the 
consumer's data. That fully-informed, free market exchange is, alone, an adequate 
measure of the value to each paiiy. There is no need for any more complex analysis. 

VIII. Business-to-Business Exception 

• The Regs should clarify that the Do Not Sell Right does not apply to personal 
information covered by Section .145{n)(l) of the Title. 

• Assembly Bill 1135, which was signed by the Governor on October 11, 2019, adds 
Section .145(n)(l) to the Title to exempt, for one yeai·, certain business-to-business 
communications data, from Sections .100, .105, .110, .115, .130 and .135 of the Title. 

• Not specifically excepted are Sections .120 or .125 of the Title, which at first blush 
suggests that the Do Not Sell opt-out rights and non-discrimination rights are not 
included in the exclusion. 

• However, a more careful reading indicates that the inclusion of Sections .100, .105, .110, 
.115, .130 and .135 of the Title as excluded is sufficient to exclude Sections .120 and .125 
without the need to name them, because: 

o Section .135, which is where a business' obligations conesponding to .120 exist, 
is excluded and without Section .135 Section .120 is rendered is meaningless. 

o And, as to Section .125, with all the consumer rights provisions excluded what 
would be left that the exercise or non-exercise of which could be the basis for 
discrimination? Nothing. 

Thus, the AG should clarify that .120 and .125 do not apply given that the exclusion of 
the rest of the consumer privacy rights makes them moot. 

Thank you for your consideration of these comments. 

Respectfully submitted, 

(DCA/.<,e r l~s{e{(~r-
BAKER & HOSTETLER, LLP 
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ptT - GROWTH 

Statement of the Association of National Advertisers 
(ANA) to the California Attorney General on the 

Proposed Regulations Implementing the California 
Consumer Privacy Act 

San Francisco, CA 
December 4, 2019 

Good morning/afternoon and thank you for the 
opportunity to provide comments regarding the content of 
the proposed regulations implementing the California 
Consumer Privacy Act. My name is Dan Jaffe, and I am 
the Group Executive Vice President of Government 
Relations at the Association ofNational Advertisers -- the 
"ANA." 

The ANA's mission is to drive growth for marketing 
professionals, for brands and businesses, and for the 
industry. Growth is foundational for all participants in the 
ecosystem. ANA protects the legitimate First 
Amendment rights of advertisers to effectively reach 
consumers and support a competitive and fair 
marketplace. The ANA's membership consists of more 
than 1,600 domestic and international companies, 
including more than 1,000 client-side marketers and 
nonprofit fundraisers and 600 marketing solutions 
providers ( data science and technology companies, ad 
agencies, publishers, media companies, suppliers, and 

ANA I 2020 K Street, NW I Suite 660 I Washington, D.C. 20006 I 212.697.5950 I www.ana.net 
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vendors). C~ollectively, AN.l\ member companies 
represent 20,000 brands, engage 50,000 industry 
professionals, and invest 1nore than $400 billion in 
1narketing and advertising annually. The vast niajority of 
the1n are either headquartered or do substantial business 
in California. 

Because the i\NA strongly supports the h11po11ance of 
protecting consun1er privacy, Ollr n1e1nbers have long had 
in 11Iace vi2:orous codes of conduct and self-regulatorv 

.,;;_, '-' ¥ 

progran1s that pern1it consun1ers to control access to and 
use of their inforn1ation. 

The (;CPi\. represents a highly cornplex and in n1any 
respects an1biguous la,,r, and without final rules to 
sufficiently clarify its ter1ns in advance of its effective 
date, the C(~P A will prove to be extremely disruptive to 
consumers and business alike. "!\NA strongly urges yoi1 to 
\Vork diligently to reduce the econo1nic and general 
burdens of the CCPA vvhile n1aintaining protections fi)r 
consun1ers. It is sirnply in1practical and unfair to raise 
consun1ers' expectations about their rights and to require 
businesses to co1nply with obligations that arc still 
t1nknovvn. 

W c recognize that thc proposed regulations to i.tnple1nent 
the CCPi\ are \Veil-intentioned, but \Ve are very 
concerned that they vvill not effectuate the hnv' s stated 
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goals. In son1e cases, tl1ey do not reflect the ('jC~Pl\ 's 
language and scope as enacted by the Legislature; they 
also could decrease consun1er ch.oice and privacy rather 
than advance it; and they 1,vill dra1natica1ly impact the cost 
of doing business. 

We believe thev ., vvill: 

l . lin1it in1portant progra:rns and services that C~alifornia 
consun1ers novv enjoy and expect; 

2. place requiren1ents on businesses that vvill ulti:rnately 
substantiaJlv restrict rather than enhance consun1er 

w' 

choice and control; and 

3, hnpose significant costs and burdens on the 
Califon1ia economy, as evidenced by the estimated 
up to 16.454 billion dollar cost of the regulations 
over the next ten years set forth in the Standardized 
Regulatory Impact Assessn1ent on the CCP1-\ 
published by your office. 

\Ve urge that the proposed regulations be .in1proved in a 
number of ,vays, and \Ve 1,viH be submitting 1nore 
extensive suggestions on these iln.proveinents sho11ly. 
But today vve highlight three in1portant issues regarding: 

l. loyalty progran1s; 

3 
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2. brovvser signals that coJ11n1unicate opt-out choices; 
and 

3. requiring businesses to pass opt-outs to third parties. 

First, Section 999*336 of the proposed regulations 
repeats tbe statutory language that a business rnay 
offer finaru:ial incentive or a price or service difference 
to a consun1e:r if the difference is reasonably related to 
''tbe value provided to the business by tbe consu.n1er's 
d11ta.. ' ' If a business oilers such an incentive, Section 
999,.307 requires the business to provide a notice of the 
incentive that lists a good-faith estin1ate of tbe ·value of 
the consumer's data and a description of the n1ethod 
the business used to calculate the value of the 
consumer's data* Th.is provision ,Nill significantly 
impact nun1ero11s loyalty p.rogran1s vvith ,vhich we are all 
fa1nil.iar, such as gas dollar progra1ns, frequent flyer 
progran1s, or grocery 'tvalued custon1ern re\vard.s. 
c:onsumers provide data to participate in loyalty p.rogra1ns 
because they obtain 1najor value through lovver prices and 
special offers. In order to provide this value to 
consun1ers, loyalty progra1ns depend on data; but deletion 
or opt-out requests restrict th.at data. The proposed 
regulations' requirernent regarding the relationship of the 
value received fron1 data to the price or service dif:Ierence 
o:fiered to co.nsun1ers could ,vell create requiren1ents that 
n1turv·J businesses cannot n1eet thereby ·prohibiting / $ {...,..... 
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businesses from. offering these re\vards progra1ns that 
constuners enjoy and expect A.nd the proposed 
regulations' directive to provide an estin1ate of the value 
of that data and a description of the 1nethod used to 
calculate such value is unvvorkable and risks exposing 
businesses' proprietary processes and confidential 
infor1nation to the public. i\lthough the proposed 
regulations provide ce11ain acceptable n1ethods for 
calculating the value of data~ it ,vill be diflicult for a 

.• 

business to 
._. 

calculate the value of such data on an 
individual co:nsun1er basis rather than an aggregate 
consun1er value, making th.ese calculations co.rnplex. 

J\1aking disclosures about the value of data therefore 
could confuse consu1ners rather than provide helpful 
transparency into business practices. Loyalty progra1ns 
should not be jeopardized because unreasonable burdens 
are imposed due to some consun1ers choosing to exercise 
their CCPA rights. 

l--Ian11ing loyalty prograrns valued by consu1ners could 
vvell undennine their confidence in privacy protection in 
general and impose additional costs on then1. 
Accordingly~ the AN.r\ urges that the regulations clarify 
sufliciently ho\v J! business n1ay justify that a pric~9_",Qr 
service diffi:Je.nce is reasonablv related to ''the value 
nrovided to the business bv the consrnner's data" and 
ren1ove the Jeguiren1cnt to prQvide an esthnate of the 

5 
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value and the 1nethod of calculating such yalue in a notice 
so that consu1ners can continue to receive these l9yalty 
nrogran1s that they ap11reciate and desire. 

Second, Section 999..315(c) of the proposed :regulations 
states that a business that collects lle:rsonal 
inforn1ation f:rorn consun1e:rs online xnust treat use:r
enabled p:rivacy controls (such as a browse:r plug-in, 
privacy setting or other mecbanis:n1) that con1n1uJ1icate 
or signal the consu]1:u:r's choice to opt out of the sale of 
their personal information as a valid request 
subn1itted fo:r that browser o:r device, o:r == if kno,vn == 

for tbe co11s1.n11er.. This Inandate ,vill han11 cons1uners, 
as it could be interpreted to re1nove their ability to set 
granular preferences and choose \Vhich businesses can 
and ca1u1ot sell personal infonnation. This would deprive 
consu1ners of the opportunity to exerc.ise mean.ingful 
choices and n1ake business-bv-business decisions about 

"' 
different entities that may transfer or use data. A 
consun:1er very ,vell n1ay ,vant to restrict a specific 
business's ability to sell personal i.nforn1ation ····-· say, a car 
dealership -- but allow another, different business - for 
example~ a grocerv store -- to transfer or sell personal

/ '-.,.,· .,! 

info.rn1ation. The overly broad requiren1ent to hon.or 
brovvser settings on an across-the-board basis vvould.,_. 

destroy th.is ability to n1ake granular choices based on 
individual preferences, since they ,vould apply across the 
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entire n1arketplace. Furthem1ore, this requiren1ent goes 
far beyond the scope of the CCP A because this ne\v 
business duty is not included in the statute. Therefore, at 
the, least, this reguire1nent shot~ld be ren1oved or the 
proposed ru.les should be revised so that a business 
engaged in the sale of nersonal infon11ation has the option 
either to ho11or brovvser plug-ins, privacy settings t1.I 
n1echanis1ns.. or not be reguired to honor thern if t]~_ 

business includes a "Do Not Sell N1y Info" link and oflers 
another n1echanism or protocol for constnners to opt out 
of the sale ofpersonal inforn1ation. 

Third, Section 999~315(f) of the proposed regulations 
states that, upon receipt of 1u1 opt-out request, a 
business must notify all third parties to ,vhom it has 
sold the personal inforination of the consumer within 
90 days prior to the re<1uest that the consumer bas 
exercised the :right to opt out, and instruct such third 
parties not to further sell tbe information.. 'This 
represents a significant ne\v and sw·eeping requiren1ent 
not conte1nplated by the C(;PA's language. The nevv 
requiren1ent to pass opt-out requests along to a potentially 
broad range of other businesses ,vould take the 
consun1er' s expressed choice ,vi.th respect to one business 
- like a retail holiday-then1ed store -- and apply that 
choice across the n1arketplace to others'! such as those less 

L ~ 

seasonal in nature. If third parties act on opt-out requests 
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originally directed to just that business alone, consun1ers 
1nay lose access to other valued products; services, and 
content that they did not intend to lhnit ANA!\ therefore 
suggests that the 12roposed rul~;; be revised so businesses 
are not required to pass 012t-out requests along to third 
parties for ,vhe11 data has been provided in the last 90 
days. 

The proposed regulations run the risk of significantly 
reducing the use and value of consun1er data, depriving 
consu1ners of ber1efits and advantages they cun~ently 
receive. C~onstuners vvill certainly feel the efTects of the 
regulations, ,vhich ,vill raise the cost of doing business in 
Califbrnia. i\nd business operations should not be 
stymied or rendered ineffective because the ''rules of the 
road'; are not clear. We ·\vill be subn1itting detailed .__, 

,vritten cornn1ents shortly, setting forth n1ore infon11ation 
about these and a number of other in1portant concerns, 
and we look forvvard to \Vorking vvith you as the 
regulations to hnple111ent the CCP A are finalized. 

Thank you for the opportunity to speak to you today. 
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ABO'CTTHE \VITNESS 

John William Templeton is a San Francisco-based newspaper, hook and television 
publisher and producer with 45 years experience who has been in :rnanagement for 40 
yeras. An exr)ert in the lV1DL lvhcrosoft anti-trust case and Moore "<J: Lightstonn• l ~ 

copyright infringement case1 he is plaintiff in the anti-trust and trade1nark case 
Ten1pleton v: Amazon, G·oogle, Thriftbooks, et.aL 
He has testified to the Senate and House Judiciary Committees1 the House Energy 
,md Commerce C:omittcee and House Small Business Committee. 
.A..uthor of the fom--volurne history of AJrican-Americans in California in r991 and 
curator of the first black history exhibit in the Historic State Capitol~ he \Vas editor 
of the SanJose BusinessJournal and director of employee communications for F.IVIC 
Defense Systems Group before frwrning his own imprint in 1989, 
In 2017, he was presented the Comrnunity Activist /\ward by the San Francisco 
branch of the NA_A_CP The Califrnnia Black Charnber of Commerce presented the 
Visionary Award to him in 2016, KG0--7 awarded the Circle 7 ,Award in 20n for his 
development of the 6,000 site California.African-American Freedo.m Trait 
He has presented to the California Council for the Promotion of History, California 
Council for the Social Studies, Association for the Study ofl\frican-A.merican Life 
and History; American Library Association, American Bar Association, American 
Educational Research Association and American Historical Association-Pacific Coast 
Branch. 
A fourth generation Presbyterian ruling elder1 he served as a Comrnissioner to the 
five-·state Synod of the Pacific and was Overture A.dvocate to the 2018 General 
A.ssembJy of the Presbyterian C,hurch US.A achieving a 485-9 vote in favor of a 
measure originated in the Presbytery of San Francisco. 
Since 19951 he has published the online business newspaper hlackmo11ey.con1 and 
published the ]ourndl (<fB!ack Imwvt1tirm scholarly scientific magazine. 
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ABSTRACT 
Dear General Becerra and StaB\ 

I'he Honorable Ivfalia Cohen, Chair of the State Board of EquaJization and fon:ner 

President of the San Francisco Board of Supervisors and San Francisco Retirement 

System, described technology as the "civil rights issue of the 21st Century" during the 

2017 Innovation and Equity: 50 J\fost Important African-Americans in Techc1logy. 

symposmm. 

She was joined by then-TreasurerJohn Chiang, who discussed how he used his 

authority to act against racial discriination by \vells Fargo Bank hy preventing state 

agencies frorn using the bank 
"-~ ,t.__; 

Reps. Zoe Lofgren and Anna Eshoo, Silicon Valley Democrats have taken the lead to 

inrroduce a national online privacy protection hiU, based in large part on the 

California Online Privacy Protection Act and the European l}niods GeneraJ Data 

Protection Protocol. 

'\-'Ve face a moment similar to the first two decades of the zoth centu.rv:, California 

became the hub of the .rnost important communications technology of the century; 

The earliest technical innovators of the nascent motion picture industry included 

African'J\meriums Noble Johnson, Oscax .M.ichaeux and Ben,iamin Franklin Spikes, 

But the industry became dominated by a movie which vvas so divisive that it sparked 

the creation of the National Association for the 1\dvancernent of Colored People. 
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That movie "Birth of a Nation1
} accelerated the .Tim Crow period of American historv.

/, 

reversing the impact of the r4th and r5th Amendments until the r95os. 

Eighty years before, the advent of the cotton gin reversed the abolition timetable 

anticipated by the Founders with the 20 year delay in Congress) ability to ban the 

slave trade. 

As Chair Cohen and Treasurer Chiang noted1 the actions of public officials can have 

conse(1ue11ces for decades, rnost irnrJortantlv locking in inenualitv. 
..t1 ~ 1 ,,. ~"' "i_ 

In each of the past two centuries) African-lunericans have had theirquest for 
..,.i 

freedom reversed by technological changes supported by public policy. 

The lesson of history is that technological change must be governed by the positive 

impact for those who have been excluded in the past 

As the subject matter expert on .AJrican-.American history in the \\'lest and the 

abolition movement as well as the dean of Silicon Val.k:y jonrnalists1 I see that lesson 

coming to fruition in the California Online Privacy Protection Act. 

The most progressive civil rights act in American history; the lTnruh Civil Rights Act) 

as amended since 1959, can be subverted, just as the 14th Amendment was by the 

movie industry. 

A.s author of the authoritative history of the adoption of the x3th and 14th 

i\mendments1 the '>'Vitness is able to insightfoHy observe the paraUels in history for 

policy choices and failures in n similar time of pohticai and economic upheavaL 
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He is further illuminated by the challenge of having to defend his own name from 

egregious violations of his California privacy rights , including the right of publicity, 

false advertising, phishing, unfair business practices and restraint of trade. Pursuing 

these matters has subjected him to retaliation, interference with religious practice, 

bullying and commercial disparagement. 

john william templeton all things open Q 

Web Images Videos News Settings • 

All Regions ... Safe Search: Moderate ... Any Time ... 

Recent News 

How liberals learned to Unexpected access: McArthur delivers on 
love federalism 18th~century Wren space Jam 

Building drain 
uncovered 

b,p Washington P... 311 Virginia Gazette 3d Ill Robesonian 2h 

~ More News 

John Templeton at Amazon @ 
8 Amazon.com • Report Ad 

Buy John Templeton at Amazon! Free Shipping on Qualified Orders. 

Amazon Prime Benefits. Shop Amazon Fire Tablets, Explore Amazon Smart Home 

All Things Open 2015 1 Keynote Panel hosted by Delisa ... 
D https://www.youtube .com/watch?v=HQrkgyArV5k 

All Things Open 2015. October 19th and 20th. Raleigh NC. Hosted by Delisa Alexander with 

special guests Carolina Simard. John Wllllam Templeton. and Nithya R ... 
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Simply put, Google, Amazon and others place more than 130 pages of their own 

before his owned and earned media, favoring their own surreptitious capture of 

hundreds of facts about his customers. 

iPad '9' 4:46 PM 

o. a John william templeton 

IMAGES VIEW ALL --- -~ 
._._.. = - -.;.;.. -==---- ': .. .~ I . .... . .. 

~ 
~ 

John William Templeton - Cakewalk - You Tube 
https://www.youtube.com , watch 

: ,£,-- : 
-~~ ~ 
~ u~ I 

' • ('" 9 21 

UPLOADED BY: 

MarcusbooksMustc 

POSTED: 

Apr 20. 2010 

Amazon.com: John William Templeton: Books 
https://www.amazon.com , Books-John-... 

by Easter, David Templeton: O'Rourke. Gerald : Mellin. William F.: Whilmore, William F. ; 

Adams, Cinddy K.; Clawson. Carl H. Jr. : Ruhe, Will iam J.: Williamson. John A .; Lanier, William 

D. 

- ... . 

John William Templeton - The Trillion Dollar Black Market - Our Roots Run Deep: the Black 
Experience - World Class Speakers 
www.wcsoeakers.com , speaker 

f 100% 

In February, he was featured to the six million readers of California State Automobile 

Association and his nationwide promotion in August on Good Morning America. 

He didn't know about the latter for more than a month because his audience was 

diverted to these rigged pages. 

According to the New York Times, Amazon makes $1,400 per year from each person it 

captures. 
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This seven year ordeal has been in recent weeks the subject of testimony to the 

House Energy and Commerce Committee and House Small Business Committee and 

a civil complaint in the Northern District of California, U.S District Court. 

• • < [!] -
Go gle -
Books Adel IOffl)' tibfwry "' -- (I • 

Amazon.com 
Bames&Noble com 

llooks-A-Mllhon 
lndieBoU11d 

Hnd "'a library 

Al sellers • 

J oO D 
GH Textbookl on Goo911 Pit y 

Rani and save trom ine wonc:rs ta,gest 
1BooblDN. Read, t.gf,ltghL and take noies. 
acro11 web. tablel. and phone 

Go to Google Play No,w • 

Myibta,y 

My HislOf)' 

Books on Googa Play 

Come This Far by Faith: African-Americans in the u. s. 1980-2020 

John William Templeton 

eAc:cess CortXllllUOI" 2C 17 • 60:l oaq@.s 

O Reviews 

A klogitudim1I look al clly by city trends m 150 metrOJ)OtilBn areas rOf the A111can·Amencan populalion from 1118 author or U. 
Nlustrated National Gurde to Blaclc Households 1n 198' 

What people are saying - Write a review 

We haven't found any re'lleWS in Ule usual places 

About the author ( 2017) 

In 1980. John w •liam Templeton became edtlor of the okkual black newspaper in A.menca. In 1984. his firs t book analyzed the 1980 Census 1n 155 metr0p:>litan arNS 

Stnee then he's chrontded black liffl fult lime in hiSlofy. buslnul. finance and lecMl'llogy mduding the 50 Most lmportan1 A~Atneric:en, n Technok>gy and 

National Black Busine55 Monll. At the d ose or the Second Reconstruction he fevJeWS 1M ktr'9ifudinal data to lay a foundation lo .,IIICh ih& promited land" that 

Afric en-Amencen:1 have migr&ted repeatedty in search ol 

Bibliographic information 

r111e 
Autho< 

Edition 

Pub!tsher 

ISBN 

Langlh 

Export CHation 

Come This Fat by Faith. African-Americans in the U. S. 1980-2020 

John w•bam Tempteton 

illustreted 

aAcces.s Co,po,.ation, 2017 

0935419152. 9780935419153 

600 pages 

IIITtX EndNot, ..... 
II i! :.: 
[ii . .... 

His stature as a journalist, historian, curator and religious leader is highjacked 

through these tactics in order to convince unsuspecting readers to give up their 

personal data. 
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.Although most of these matters involve violations of California hrw) local and state 

prosecutors are not prepared to address these threats to the public COPP.A offers 

most of all the opportunity to engage current law in a systematic way to create a level 

playing field for AfricarrArnerican businesses and online use.rs, who are the subject of 

racial profiling in a wide array of digital mctho!ogies. 

'The Attornev GeneraFs reg:ulation must see the COPPA as the newest addition to ., " 

the state's civil rights legal framework and empower Distrkt Attorneys and the 

Department of'Justice to understand the danger •,vhich individuals and small 

businesses have been placed under through several decades of an inadequate legal 

framework. 

The State of California could be the last bulwali<. against a digital repetition of the 

Jim Crow era brought on through the movie industry 

The Risk to A:fricru:i.-Americans from P:ri.vacy Violations 

Baked-· In Discrimination 

''On August .1.3, :::u .. )18) the Assistant Secretary for Fair Housing and Equal Opportunity 

(''1-\.ssistant Secretary'i) filed a timely complaint with the Department of Housing and 

Urban Development ("IlUlY' or the "Depart.rnenf') alleging that Respondent 

violated subsections 804(a), 804(b), 8c..··q(c) and 804--(D of the Fair Act1 42 

US.C. §§ 3601-19 ("/\cf')~ by discrim.inating because of race, c0Ior1 sex, 
frni1ii ··\tr rvitirrnl ··1rinip anA {lfr, .. ~h;f,n:, , 1 1 t S[< .ls, .... , ... . ). , . z.. b ~ v ..... ~ ,, ....... ~;-
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"The Act authorizes the Secretary of HUD to issue a Charge of Discrirnination 
(''Chargt/1

) on behalf of aggrieved persons following an investigation and a 

determination that reasonable cause exists to believe that a discriminatory. housing
' 

practice has occurred,, .. 

"It is unlawful to make 1 print, or publish, o.r cause to be made, printed, or published, 

any notice, statement, or advertisement "vi.th respect to the sate or rental of a 

dwelling that indicates any preference, Hmit-1tion1 or dlscrimination based on race, 

color, religion, sex, familial status, national origin or disability; or that indicates an 

intention to make such a distinction. 42 USC,§ 3604(c); 24 CJ(R, § H)o,75(a) 1 (h:\ 

(c)(1). Such unlawful activity includes "{&}electing 
~ 

media or locations for advertising 
~. 

the sale or rental of dsvellings which deny a particular segrnent of the housing market 

information about housing opportunities because of ran.\ color, religion, sex, 

handicap, familial status, or national origin." 24 C.FJL § roo,75(c)(3). Such unlawful 

activity also includes "[defusing to publish advertising for the sale or rental of 

dwellings or .requiring different charges or tenns for such advertising because of race, 

color, rdigion1 sex, handicap, familial status, or national origin.'} 24 C.ER. § H)o.75(c) 

(4>. ,., 

"Respondent Facebook1 Inc., is incorporated in Delaware with headquarters in 

.l\.-1:enlo Park~ California, Respondent is the second largest online advertiser in the 

United States and is responsible for approximately t,,venty percent of aU on.line 

advertising nationwide, 

6, Respondent operates Facebook and fostagram, two of the rnost widdy used social 

media platforms in the United States. Facebook has .1pproximately 22r million active 

users in the United States and over two billion active users globally; while Instagram 

has approximately n4 million active users in the United States and over one hiUion 

active users globally; ,vith active user defined as smneone who uses the platfr)rm at 

least once per month, Respondent also operates Messenger, a messaging tool and 

plat.forn1 that can be accessed from within Fac:ebook or through a su1ndakme ,vebsite 

and mobile application, In addition, Respondent has created an '~\udience Network/~ 

which is cmnprised of thousands of websites and mobile applications that are 

operated by third parties but on which Respondent displays targeted ads, 

C. FactualAllegations 
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7, Respondent collects millions of data points ahout its users, draws inferences about 

each user based on this data, and then charges advertisers for the ability to 

microtarget ads to users based on Respondent\ inferences about them. These ads a.re 

then shown to users across the web and in mobile applications, Respondent 

promotes and distinguishes its advertising platform by proclaiming that :,most online 

advertising tools have limited targeting options ... like location, age, gender, 

interests and potentially a few others.. , . But Facebook is different People on 

Facebook share their tn1e identities, interests} life events and more.''1 As R_espondent 
explains, its advertising platform enables advertisers to "[deach people based on , , . 

zipcode , , , age and gender ... specific languages , , . the interests they've shared, 

their activities, the Pages they1ve Hke{d} ... [their} purchase behaviors or intents, 

device usage and rnore.'12 Thus1 Respondent "usels11ocatfon-related information
such as your current location, where you live, the places you like to go, and the 

businesses and people you're near to provide) personalize and improve our Products, 

including ads) for you and others.n3 

8, .A.dvertisers pay Respondent to show targeted ads to users on Facebook1 Instagram1 

and J\/1essengec
f 

and on Resnondenfsr' Audience .Nenvodc ,fargxeted ads are generallv
.,.;c:- V 

placed through a single advertising platform called Ads 1\!fanage:r regardless of where 

the ads will be shown to users. 

9. Respondent holds our its advertising platform as a powerful resqytce for 

advertisers in many industries, including housing and housing--related services. For 

example, Respondent promotes its advertising platform with ii~mccess storiest 

including stories from a housing developer) a real estate agency; a mortgage lender, a 

real-estate-focused marketing agency; and a search tool for rental housing, 

IO, R.espondent\ advertising platform is actively being used for housing·-related ads. 

Such ads include ads for mortgages from iarge national Ienders~ ads for rental housing 

frorn large real estate listing services1 and ads for specific houses for sale from rea.l 

estate agents. 

TL Bee.ruse of the way Respondent designed its advertising platform) ads for housing 

and housing"rdated services are shown to large audiences that are severely biased 

based on characteristics protected by the Act1 such as audiences of tens of thousands 

ofusers that are n.earlv all men or nearlv all women.'' 
/ , 
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This charge by the U.S. Department of Housing and Urban Development comes 55 
years after Assemblyman Byron Rumford passed the California Fair Housing Act and 

50 years after the passage of the national Fair Housing Act. 

All of these issues would also be violations of the Unruh Civil Rights Act, the 

authorizing law for the California Department of Fair Employment and Housing. 

The state of California must understand this background of baked-in discrimination 

by online networks in order to enforce the California Online Privacy Protection Act, 

because customer data is being used not just to make money, but to actively 

discriminate. 

This discrimination is confirmed in recent weeks from the inside. Black Facebook 

employees complain racism, discrimination have gotten worse 

Jessica Guynn 
USA TODAY 

SAN FRANCISCO - An anonymous memo alleging Facebook still has a problem 
with racial bias is circulating inside the company one year after a former employee 
complained of racism and discrimination there. 
The Medium post from 12 current and former employees, first reported by Business 
Insider, details a number of incidents, suggesting morale has sunk even lower 
since Mark Luckie published his Facebook post about discrimination on the 
company's Silicon Valley campus and on the social media giant's platform. 
Both missives expose the racial fault lines in the mostly white tech industry and how 
the stubbornly persistent lack of representation and agency ofAfrican-
Americans inside Facebook directly affects how black people on Facebook and its 
other platforms are treated. 
"We may be smiling. We may post on Instagram with industry influencers and 
celebrities. We may use the I G 'Share Black Stories' filter and be featured on 
marketing pieces. We may embrace each other and share how happy we are to have 
the opportunity to work with a company that impacts nearly three billion people," 
the anonymous memo says. "On the inside, we are sad. Angry. Oppressed. Depressed. 
And treated every day through the micro and macro aggressions as ifwe do not 

belong here. " 
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If computer programs do no nothing but use existing literature and practice, 

Particularly,; the motion .tt)icture industry
.,I 

v;rhich has svstcmatized v.rhite supren1acv 
.! . / 

since D.W Griffith, it would lock in and accelernt 

AI programs exhibit racial and gender biases1 research reveals !Technology I'Ihe 
Guardian 6/zh9, 5}r3 PI\J 

A.n artificial intelligence tool that has revolutionised the ability of computers tc} 

interpret everyday language has been sho\.vn to exhibit stdking gender and racial 

biases, 

The :findings raise the spectre of existing S()da1 inequalities and prejudices being 

reinforced in new and unpredictabie w·ays as an increasing number of decisions 

affecting our everyday lives are ceded to automatons, 

In the past few years1 the ability of programs such as Google 'Tbnslate to interpret 

language has improved dramatica11y: These gains have been thanks to new ma.chine 

learning techniques and the availability of vast amounts of on line text data~ on 

vvhich the algorithms can be trainecL 
"' 

However, as machines a.re getting closer to acquiring human-like language abHities 1 

they are also absorbing the deeply ingrained biases concealed with.in the patterns 

oflanguage use, the latest research reveals, 

Joanna Bryson~ a computer scientist at the University of .Bath and a co·-author, said: 

·:A lot of people are saying this is showing that AI is prejudiced. I\To, 'Ihis is 

showing we're prejudiced and that AI is learning it.') 

But Bryson warned that AI has the potential to reinforce existing biases becausei 

unlike humans) algorithms may be unequipped to consciously counteract learned 

biases. ''.f\. danger would be if yuu had an AI system that diddt have an expHdt part 

that was driven by moral ideasJ that woukl. be bad1n she sakL 

The researchJ published in the journal Scie11ce1 focuses on a learning tool 
L 

known as (;word err1bedding\ which is already transforming the computers 

interpret speech and texL Sorne argue that the narnra1 next step the technology
,e...,.,.., 
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may involve machines developing human-like abilities such as common sense and 

logic. 

':t\. major reason we chose to study word embeddings is that they have been 

spectacularly successful in the last few years in helping computers make sense of 

language/' said Arvind Narayanan, a computer scientist at Princeton University and 

the paper's senior author. 

The approach) which is already used in web search and machine translation, works 

by building up a n1athcmatkal representation of language} in which the meaning of 

a word is distilled into a series of numbers (km::nvn as a word vectm:) based on 

vd1ich other words most frequently appear alongside it. Perhaps surprisingly; this 

purely statistical approach appears to capture the rich cultural and social context 

ofwhat a word means in the way that a dictionary definition would be incapable oE 

For instance) in the mathematical "language spacen, words for flowers are clustered 

closer to W(}rds linked to pleasantness, \vbi1e words for insects are closer to words 

linked to unpleasantness, reflecting common vic;,,rs on the relative merits of insects 

versus flowers, 

The latest paper shoi:vs that some more troubling implicit biases seen in human 

psychology experiments are also readily acquired by algorithms. The words 

"femalen and "worn.an'' were more doselv associated with arts and humanities 
/ 

occupations and with the home1 whHe "male) and ('mad' were closer to maths and 

engineering professions, 

And the AI system was more likely to associate European Ameriqah names \,vith 

pleasant words such as "giftn or "happy'\ ivhile African .A.merican names were more 

commonly associated with unpleasant words. 

'The findings suggest that algodthrns have acquired the same biases that lead 

people (in the UK and US, at least) to rnatch pleasant vmrds and white faces in 

implicit association tests, 
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These biases can have a profound impact on human behaviour, One previous study 

showed that an identical CV is 5dfb more likely to result in an intervie\v invitation 

if the candidate's name is European Arne:rican than if it is African American. I11e 

latest results suggest that algorithms~ unless explicitly programmed to address this, 

will be riddled \.vith the same soda! prejudices, 

"If you didn't bdieve that there was racism associated with people's names; this 

shows it's the:re., 
1
' /said Bruson. 

The machine learning t()ol used in the smdy ,vas trained on a dataset known as the 
0 • 

"common crawin corpus - a list of 84obn words that have been taken as they 

appear from material published online. Si1nilar results ,,vere found v,rhen the same 

tools were trained on data from Google News, 

Sandra Wachter) a researcher in data ethics and algorithms at the University of 

Oxford~ said: "The world is biased, the historical data is biased) hence it is not 

surprising that we receive biased results, n 

Rather than algorithms representing a threat, they couid present an opportunity to 

address bias and counteract it where appropriate 1 she added. 

'iu least with algorithms~ we can potent:iaily know when the aigorithm is biased/' 

she said. "Humansj for example, conld lie about the reasons they did not hire 

someone. In contrast, we do not expect algorithms to lie or deceive us/' 

However, \V'achter said the question of how to eliminate inappropriate bias from 

algorithms designed to understand language; without stripping away their powers 

of interpretation, would be challenging, 

«\Xfe can, in principle, build systems that detect biased decision-making, and then 

act on it, }j s,.tid \Vachter, who aiong ,.vith others has called for an .AI watchdog to be 

establishezt "This is a very complicated task1 but it is a responsibility that v;e as 

society should not shy awav from.j1 

. . / 
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How AJ, Can Be \Vcaponized to Spread Disinformation The Nevv Ybrk ·rimes 6/,)/r9, s/03 

By CA.DE AiETZ and SCOTT BLU1v1ENT.H.A..L 

In 2017, an onJine disinformation campaign spread against the "\'Chite Helmets/' claiming 

that the group of aid volunteers was serving as an arm of'\X!estern governments to sow 

unrest in Syria. 

'fhis ~fo1se infi.)rmation was convincing. But the Russian organization behind the campaign 

ultirnately gave itself away because it repeated the same text across many different fake news 

sites. 

Now, researchers at the vvorld\ top artificial inteIEgence Iabs are honing technoio0,y that can 

min1ic how humans write, which could potentially help disinformation ca.mpaigns go 

undetected by generating huge amounts of subtly different messages. 

'Tech giants like Faccbook and governments around the world are struggling to deal with 

d.isinfonnation, from misleading posts about v,Jccines to incitement of sectarian violence. A.s 

artificial intelligence becomes more powerful) experts worry that disinformation generated 

byA.L could make an already complex problem bigger and even more difficult to solve, 

1n recent months, two prominent labs - Openi\J in San Francisco and the AUen Institute 

for Artificial Intelligence in Seattle······- have built particularly powerful examples of this 

technology Both have warned that it could become increasingly dangerqg< 

}Jee Radford, a researcher at OpenAI, argued that this technology could help governments, 

companies and other orn:anizations spread disinformation far more d-fic:icntly: Rather than 
~~ A V 

hire human workers to 1,vritc and distribute propaganda, these 

https://ww\.v.nytirn.es.co m/interacti veho1t./o 6/ 07!technology/ai-texr---disinformation.htmt 
P,lge 2 of4 

How A.L Could .Be \v"ea_ponized to Spread Disinformation - "fhe New York Tirnes 6/9/J9, 
9'03.A..M 
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organizations could lean on machines to compose believable and varied content at 

tremendous scale. 

A fake Face book post seen by millions could, in effect, be tailored to political leanings with a 

simple tweak. 

"The level of information pollution that could happen with systems like this a few years 

from now could just get bizarre," Mr. Radford said. 

This type of technology learns about the vagaries of language by analyzing vast amounts of 

text written by humans, including thousands of self-published books, Wikipedia articles and 

other internet content. After "training" on all this data, it can examine a short string of text 

and guess what comes next. 

We wanted to see what kind of text each of the labs' systems would generate with a simple 

sentence as a starting point. How would the results change ifwe changed the subject of the 

sentence and the assertion being made? 

OpenAI and the Allen Institute made prototypes of their tools available to us to experiment 

with. We fed four different prompts into each system five times. 

What we got back was far from flawless: The results ranged from nonsensical to moderately 

believable, but it's easy to imagine that the systems will quickly improve. 

"The level of information pollution that could happen with systems like this a few years 

from now could just get bizarre," said Alec Radford, an artificial intelligence researcher in 

San Francisco. Carlos Chavarria for The New York Times 

Researchers have already shown that machines can generate images and sounds that are 

indistinguishable from the real thing, which could accelerate the creation of false and 

misleading information. Last month, researchers at a Canadian company, Dessa, built a 

system that learned to imitate the voice of the podcasterJoe Rogan by analyzing audio from 

his old podcasts. It was a shockingly accurate imitation. 
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Now, something similar is happening with text. OpenAI and the Allen Institute, along with 

Google, lead an effort to build systems that can completely understand the natural way 

people write and talk. These systems are a long way from that goal, but they are rapidly 

1mprovmg. 

"There is a real threat from unchecked text-generation systems, especially as the technology 

continues to mature," said Delip Rao, vice president of research at the San Francisco start

up A.I. Foundation, who specializes in identifying false information online. 

OpenAI argues the threat is imminent. When the lab's researchers unveiled their tool this 

year, they theatrically said it was too dangerous to be released into the real world. The move 

was met with more than a little eye-rolling among other researchers. The Allen Institute 

sees things differently. Yejin Choi, one of the researchers on the project, said software like 

the tools the two labs created must be released so other researchers can learn to identify 

them. The Allen Institute plans to release its false news generator for this reason. 

Among those making the same argument are engineers at Facebook who are trying to 

identify and suppress online disinformation, including Manohar Paluri, a director on the 

company's applied A.I. team. 

"Ifyou have the generative model, you have the ability to fight it," he said. 
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Message 

From: 

Sent: 

To: 

CC: 

Subject: 

Earley, Susan 
12/13/2019 10:23:11 AM 

Privacy Regulations [PrivacyRegulations@doj.ca.gov] 
Holbrook, Jeremy 
CCPA commentary 

https :// oag.ca .gov /sites/ a 11/fi les/ agweb/pdfs/priva cy/ ccpa-proposed-regs. pdf 

Commentary: 

990.301{a) Please separate this section into three sections for clarity. 

Suggested text: 

(a)"Affirmative authorization" means an action that demonstrates the intentional decision by the consumer to opt-in to 

the sale of personal information. 

(1) For consumers under 13 years old, it means that the parent or guardian has provided consent to the sale of the child's

personal information in accordance with the methods set forth in section 999.330.

(2}For consumers 13 years and older, it is demonstrated through a two-step process whereby the consumer shall first

clearly request to opt-in, and then second, separately confirm their choice to opt-in.

990.301{u) 

This does not cover the case where a parent may "request to delete" information for their children, or a guardian may 

"request to delete" information about the person they manage. 

Suggested text: 

"Verify" means to determine that the consumer making a "request to know" or "request to delete" is the consumer about 

whom the business has collected information, or is the parent or legal guardian of the consumer. 

999.305{a){l) This sentence is too complex and it looks like there is an extra clause. Remove the extra clause. 

Suggested text: 

The purpose of the notice at collection is to inform consumers at or before the time of collection of e c0Rs1:1mer's f}ersoRel 

iRformetioR of the categories of personal information to be collected from them and the purposes for which the 

categories of personal information will be used. 

999.305{a){2){e) Examples in laws are never a good idea. 

Suggested text: 

Be visible or accessible where consumers will see it before any personal information is collected. 

a. For on line collection, at least one of

(i) a conspicuous link to the notice on the business's website homepage

(ii) a conspicuous link to the notice on the business's mobile application's homepage

(iii) a conspicuous link to the notice on all webpages where personal information is collected.

b. For of/line collection, at least one of

(i) include the notice on printed forms that collect personal information

(ii) provide the consumer with a paper version of the notice

(iii) post prominent signage directing consumers to the web address where the notice can be found.

999.305{a){3) Reword for clarity. 

Suggested text: 

(3) A business shall not use a consumer's personal information for any purpose other than those disclosed in the notice at

collection. Prior notification and explicit consent from a consumer is required to allow usage of that consumer's personal

information for a purpose that was not previously disclosed to the consumer in the notice at collection.

999.305{b){4) Offline notices should not be directed to a website! 

Suggested text: 
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A link to the business's privacy policy, or in the case of offline notices, the email or postal address used to request a copy 
of the business's privacy policy. 

999.306{b){2) For clarity and ease of maintenance, refer to section 999.305(a)(2)(e)(b), or just to 999.305(a)(2)(e) if the 
prior suggestion was not accepted. 
Suggested text: 
A business that substantially interacts with consumers offline shall also provide notice to the consumer by an offline 
method that facilitates consumer awareness of their right to opt-out. Such methods are described in section 
999.305(a)(2)(e)(b). 

999.308{b){2) Add explanation of effects of deletion, or reasons why a business can't delete their information. (open 
accounts with balances, sale of merchandise that may be subject to legal notification of recalls, etc.) 
Suggested text: 

a. Explain that the consumer has a right to request the deletion of their personal information collected or 
maintained by the business. 

Thanks! 

Susan Earley 
Director 

i. Deletion of personal information related to accounts held with the business will require closing of 
those accounts. If the account terms have not been satisfied, then the request cannot be honored 
at that time. 

ii. Deletion of personal information related to the business' legal notification obligations to that 
consumer is prohibited without a properly executed waiver of those rights. 

Certified Computing Professional, Principal Level 
Certified Data Management Professional, Master Level 
Certified Business Intelligence Professional, Master Level 

This message, including any attachments, is the property of Transform HoldCo LLC and/or one of its 
subsidiaries. It is confidential and may contain proprietary or legally privileged information. If you are not the 
intended recipient, please delete it without reading the contents. Thank you. 
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