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Jessica Simmons_

Sent:

3/27/2019 12:03:12 PM

To:

Privacy Regulations M

CC:

Jessica Simmons

Subject:

Auto Alliance regulatory text recommendations for CCPA AG Rulemaking

Attachments: CCPA AG Rulemaking proposed rule text - Auto Alliance.pdf

To whom it may concern,
The Auto Alliance was pleased to submit comments to the AG rulemaking a couple of weeks ago. We have worked to
fashion some language to put our clarifying recommendations into regulatory text. Please find a document with
explanatory cover letter and accompanying draft regulatory text. Should you have any trouble accessing the
attachment, please let me know.
Best,
Jessica Simmons

Jessica L.Simmons
Assistant General Counsel

ALLIANCE OF AUTOMOBILE MANUFACTURERS
803 7`"Street, NW

Main Phone:

Suite 300

Main Fax:
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Washington,DC 20001
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March 27,2019
California DepartmentofJustice
ATTN:Privacy Regulations Coordinator
300 S. Spring St.
Los Angeles,CA 90013
privacyregulations@doj.ca.gov
RE:Proposed Regulations ofthe Alliance ofAutomobile Manufacturers for the
California Attorney General's Rulemaking Pursuantto the California Consumer
Privacy Act
To Whom It May Concern:
The California Consumer Privacy Act("CCPA")directs the California Attorney General to
promulgate regulations on various specified topics and as necessary to further the purposes
ofthe CCPA. As partofits preliminary activities in the rulemaking process,the Attorney
General's Office invited public comments.The Alliance ofAutomobile Manufacturers
("Alliance")prepared and submitted comments("Comments")on March 8,2018.The
Alliance is the leading advocacy group for the auto industry,representing 12 member
companies thataccountfor approximately 70 percent ofall car and lighttruck sales in the
United States.t
As follow up to the Alliance's submission,the Alliance believes it may be helpful to provide
the California Attorney General's Office actual proposed regulation language associated
with the comments we previously submitted. We re-attach our previously submitted
Comments for your convenience. The proposed regulations align with those earlier
Comments as follows:
• Proposed Rule 1 addresses the concerns raised in Comment 1 and Comment8
(pages 4-6 and 14-15 of our Comments).
• Proposed Rule 2 addresses the concerns raised in Comment2(pages 6-7 of our
Comments).
• Proposed Rule 3addresses the concerns raised in Comment 3(pages 7-8 of our
Comments).
• Proposed Rule 4 addresses the concerns raised in Comment4(page 8 of our
Comments).
• Proposed Rule 5 addresses the concerns raised in Comment 5(pages 9-10 of
our Comments).

The members of the Alliance include (alphabetically)the BMW Group, Fiat Chrysler
Automobiles, Ford Motor Company,General Motors Company,Jaguar Land Rover, Mazda,
Mercedes-Benz USA, Mitsubishi Motors, Porsche,Toyota, Volkswagen Group of America,and
Volvo Car USA.
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• Proposed Rule6 addresses the concerns raised in Comment6(pages 10-12 of
our Comments).
• Proposed Rule 7 addresses the concerns raised in Comment7(pages 12-14 of
our Comments).
• Proposed Rule 8 addresses the concerns raised in Comment9(pages 15-16 of
our Comments).
• Proposed Rule 9 addresses the concerns raised in Comment 10(page 17 of our
Comments).
• Proposed Rule 10 addresses the concerns raised in Comment 11 (pages 17-18
of our Comments).
• Proposed Rule 11 addresses the concerns raised in Comment 12(page 18 of
our Comments).
The Alliance recognizes thatthe CCPA applies across industries and therefore drafted the
proposed regulations to apply broadly,notjust to the automotive-specific issues raised in
our earlier Comments. For example,Proposed Rule 7clarifies thata consumer's opt-out
from sales shall notprevent a business from disclosing personal information where such
disclosure is"for purposes related to environmental protection,such as participation in
government environmental protection programs."This language is intended to address
automakers'disclosures ofinformation when participating in state ofCalifornia
environmental initiatives such as the Clean Fuel Rewards Program; however,the proposed
rule was drafted more broadly to cover potential similar programs in other industries.
The Alliance appreciates the Attorney General's consideration ofthese proposed
regulations. Please feel free to contact us if you have any questions or would like to discuss
any aspectofthese proposed regulations.
Best Regards,

Jessica Simmons
Assistant General Counsel
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CCPA Attorney General Rulemakinq — Proposed Rule Language
Rule 1: Mitigating risks in association with responses to access requests.
## CCR §##1#
(a) Nothing in [the Act] shall require a business to provide all specific pieces of personal information
a business has collected about a consumer in response to [an access request], where the
provision of such personal information:
(1) poses a reasonable risk of having a substantial, adverse impact on the rights and
freedoms of other consumers;
(2) may compromise trade secrets and intellectual property rights of the business; or
(3) likely would
i. provide little meaningful information to the average, reasonable consumer; and
ii. be unduly burdensome for the business to provide.
(b) In determining whether the provision of personal information in response to an access request
may adversely affect the rights and freedoms of other individuals, the Attorney General will take
into consideration:
(1) whether the personal information may relate to multiple individuals, including but not
limited to where personal information is related to devices operated by multiple users;
and
(2) the potential for consumers to suffer harm if personal information relating to them is
obtained by other individuals, including for example, where the personal information
could reasonably facilitate identity theft or could be misused by someone engaging in
stalking behaviors.
(c) In determining whether the provision of personal information in response to an access request
would be unduly burdensome to a business,the Attorney General will take into consideration the:
(3) volume and nature of the information;
(4) available technologies; and
(5) cost of providing the information in the format required under[the Act].
(d) In determining whether the provision of personal information in response to an access request
would provide little meaningful information to the average, reasonable consumer, the Attorney
General will take into consideration the:
(6) level of technical or other knowledge required to understand the information; and
(7) the volume and nature of the information.
(e) If, pursuant to subsection (a), above, a business reasonably believes that it is not required to
provide all specific pieces of personal information a business has collected about a consumer in
response to [an access request],the business may provide the consumer with:
(1) a subset of the specific pieces of personal information collected;
(2) a compilation of the personal information collected that has been reasonably
summarized, as appropriate;
(3) a description ofthe categories of personal information collected; or
1
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(4) an explanation of why the business cannot respond to the access request.
Rule 2: Clarifying that the sharing of personal information with emergency providers is permitted
notwithstanding a consumer's request to opt out of a "sale" of personal information.
## CCR §###
(a) The right to opt out shall not be construed to prohibit a business from sharing a consumer's
personal information with third parties that provide emergency assistance services.
(b) For the purposes of subsection (a), emergency assistance services include, but are not limited to,
emergency medical services, roadside assistance providers, and similar entities.
Rule 3: Clarifying that where a device or subscription service may be used by multiple users, only
the device owner or registered user of the subscription service has the right to request access to,
deletion of, or suspension of the sale of personal information related to the device or subscription
service.
## CCR §###
(a) Where a business holds personal information related to a device or subscription service, only the
owner of the device or registered user of the subscription service may exercise rights to request
access to personal information associated with the device or subscription service, request
deletion of such personal information, or request that the business no longer sell personal
information associated with the device or subscription service.
Rule 4: Establishing robust verification standards for access,deletion,and opt-out requests.
## CCR §###
(a) Before complying with a consumer's access, deletion, or opt-out request, each business may
apply verification procedures designed to verify the identity of the person from whom the business
received such request. Any such procedures shall be reasonable and appropriate to the nature of
the request and the nature of the personal information involved.
(b) Where a business has reasonable grounds to believe that compliance with a consumer request
made by someone other than the consumer, or a party authorized by the consumer,to whom the
personal information relates may adversely affect the rights and freedoms of other individuals, the
business may insist that the requestor provide information that helps the business establish the
requestor's identity to a high degree of certainty before complying with a consumer's access,
deletion, or opt-out request.
(c) A business that takes reasonable steps appropriate to the nature of the personal information
impacted by a consumer's access, deletion, or opt-out request to verify the identity of the person
from whom the business receives the request and to verify that the person is authorized to make
such a request shall not be liable under[the Act]for complying with the request.

Rule 5: Clarifying the meaning of "solely internal uses that are reasonably aligned with the
expectations of the consumer based on the consumer's relationship with the business."
2
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## CCR §###
(a) For purposes of[the Act], the use of personal information for internal analysis related to safety,
quality, performance, efficiency, or security, where this use is disclosed to consumers in its
website privacy policy pursuant to Cal. Civ. Code § 1798.130(a)(5) and at or before the point of
collection pursuant to Cal. Civ. Code § 1798.100(b), shall constitute "solely internal uses that are
reasonably aligned with the expectations of the consumer based on the consumer's relationship
with the business" such that the personal information would not be subject to a consumer's
deletion request.
Rule 6: Clarifying that data will be considered "deidentified" when it cannot reasonably be used to
identify a consumer.
## CCR §###
(a) For purposes of [the Act], information held by a business shall be considered deidentified where
given the nature of the information and the safeguards that the business has implemented to
prevent reidentication, the business cannot reasonably identify a particular consumer. The
safeguards implemented by the business shall include reasonable and appropriate procedures,
including contractual safeguards,to prevent reidentification of the information by the business, its
service providers, and third parties.
(b) Information that has been pseudonymized shall be considered deidentified provided the business
has developed and implemented reasonable and appropriate procedures to prevent the
reidentification of such information by the business or its service providers.
Rule 7: Clarifying the scope of the rightto opt-out of sales.
## CCR §###
(a) Nothing in [the Act] shall prevent a business from disclosing personal information to another
business or third party, including after the receipt of a request to opt-out from sales, where such
disclosure is:
(1) made to a dealer or franchisee that shares common branding with the business
disclosing the information;
(2) for purposes related to public safety, such as product analysis for safety and security, or
sharing with emergency assistance providers, including roadside assistance providers; or
(3) for purposes related to environmental protection, such as participation in government
environmental protection programs; or
(4) required by state or federal law.
Rule 8: Clarifying that businesses may enforce reasonable terms of financial incentive programs
following a consumer's opt outfrom the program.
## CCR §###
(a) For purposes of Section 1798.125(a), a consumer's right to revoke opt-in consent to a financial
incentive program shall not be construed as the exercise of one of the consumer's rights under
[the Act].
3
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(b) A business may enforce the terms of a financial incentive program against a consumer who
revokes opt-in consent to such program as long as such terms are not unjust, unreasonable,
coercive, or usurious in nature.
Rule 9: Clarifying the interpretation of"collecting" personal information.
## CCR §##/#
(a) For purposes of[the Act], personal information that is stored on devices not owned by a business
does not constitute personal information that a business has "collected" until the business
retrieves such information from the device.
Rule 10: Permitting businesses to deidentify personal information in response to deletion
requests.
## CCR §###
(a) A business shall be deemed to have completed a consumer's request for deletion if the business
deidentifies the personal information in accordance with [any sections defining deidentification].
Rule 11: Clarifying the interpretation of "personal information" as it relates to employee
information.
## CCR §###
(a) For purposes of[the Act], information shall not be considered "personal information" if:
(1) it relates to a business's own personnel, including employees and contractors; and
(2) is collected and used within the employment context.
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Message

Sent:

From:

M.
Forer4/22/2019 11:11:51 PM

To:

Privacy Regulations lilt

Subject:

California Consumer Privacy Act(CCPA)Comments

To Whom It May Concern:
If I had known about the the public forum in Los Angeles, I would have attended and made sure
to have sat on the front row smack right in the middle in the row due to the importance of the
CCPA and its enforcement thereof.
Regarding the preceding paragraph, someone at the AG's Office (especially the office in Los
Angeles!)should have notified the technology editors in the major newspapers located in San
Francisco, Fresno, Los Angeles, Riverside/Inland Empire, Sacramento, San Diego and Stanford,
about the public forums, and their dates about the CCPA. This would have informed them to
assign one of their technology writers to cover it, which would have provided "notice" to a larger
populated number of citizens in California, since after all, the purpose was a "public forum." It is
shameful. The AG's office failed to market the public forums correctly.

This email concerns the necessity for the AG's Office to make sure that the CCPA complies and
elevates the legislative importance of the mandatory opt-out requests by Safe at Home
program participants of their online personally identifiable information (PII) by data brokers,
data aggregators and data mining companies.
The information that has been on on the AG's privacy page for Safe at Home program
participants, e.g., "Directory Web Site List with Opt-Out Information," etc., is outrageously out
of date, antiquated and teetering on the line of uselessness.
Furthermore, the AG's office, specifically the Consumer Law Section - Privacy Unit in San
Francisco, with Supervising Deputy Attorney General Ms. Stacey D. Schesser at the helm, must
immediately set up a separate unit for enforcement of Government Code sections 62056217, on behalf of all Safe at Home participants.
The AG's Privacy Unit, along with the executive office of the CA Secretary of State (Ms. Lizette
Mata, Assistant Chief Deputy Secretary of State) and the Safe at Home program manager, Ms.
Meg Webber(as of 4/1/2018), must jointly, uniformly and consistently take the ethical, legal
and moral responsibility to protect Safe at Home participants.
Meg Webber,Manager
California Secretary of State
Safe at Home Program

CCPA0001313

The CCPA must include PII opt-out request enforcement protections for all Safe at Home
participants. If you have any questions, please direct them to the undersigned. Thank you for
your focused attention, time and thoughtfulness in seriously addressing the very important
security, privacy and safety issues for Safe at Home program participants included herein.
Respectfully,
Michele Forer, J.D.
Los Angeles

As part of the rulemaking process, Attorney General Becerra invites all interested persons to
provide comments on the CCPA rulemaking at any of the following forums, or by submitting
written comments to privacyregulations@doj.ca.gov or by mail at California Department of
Justice, ATTN: Privacy Regulations Coordinator, 300 S. Spring St., Los Angeles, CA 90013.
Please note that any information provided is subject to the Public Records Act. Times and
locations subject to change. Please view :.Dag.ca.gov/privacy/ccpa for most updated
information.
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Message
From:
Sent:
To:

Jen King
3/29/2019 11:43:44 AM
Privacy Regulations

CC:
Jana Gooth
Subject:
CCPA comments
Attachments: king_gooth_CCPA_comments.pdf

Greetings - please accept these extremely late comments on the CCPA,attached.
Sincerely,
Jen King
Jennifer King, Ph.D
Director of Consumer Privacy
Center for Internet and Society
Stanford Law School

Google Scholar profile:
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California DepartmentofJustice
ATTN:Privacy Regulations Coordinator
300S.Spring St.
Los Angeles,CA 90013
Re:Comments on Assembly Bill 37S,the California Consumer Privacy Act of2018
March 29,2019
To Whom It May Concern:
We are pleased to submitcomments to the California Attorney General's office regarding AB 375,the
California Consumer Privacy Act (CCPA). We submit these comments on behalf of ourselves
individually and provide our institutional affiliation for identification purposes only.
The CCPA, as passed, includes provisions that we are concerned will ultimately be ineffective in
protecting consumer privacy. We describe our concerns in detail below.
1. This law includes design-based directives that are not supported by existing research.
California is not unique in its efforts to pass laws that include digital design imperatives that are not
vetted by design experts,and thus in their implementation may be ineffective,or at worst,contravene
the intent ofthe law.In the absence ofa requirement for evidenced based policy-making,California
legislators may pass legislation that includes design-based directives that are created ad hoc without
supporting expert research. In the domain of computer interface design, these ad hoc choices may
have unintended effects. For example,research conducted by Dr. Jennifer King and colleagues' has
demonstrated that CaIOPPA's 2003 requirement that all websites conducting business with
California residents include a link on the website's homepage with the specific wording "Privacy
Policy"has contributed to consumer confusion over the meaning ofthe phrase itself,with consumers
reporting a mistaken belief that the phrase "Privacy Policy" implies an actual level of privacy
protection that in fact does not exist.
In Section 1798.135(a)(1),the CCPA specifies that businesses "provide a clear and conspicuous link
on the business's Internet homepage, titled "Do Not Sell My Personal Information," to an Internet
Web page that enables a consumer,or a person authorized by the consumer,to opt-out ofthe sale of
the consumer's personal information." How will businesses interpretthis'clear and conspicuous'link
requirement? Existing implementations of CaIOPPA suggest an answer. CaIOPPA gives specific
requirements regarding the appearance, content, and placement for links to a company's privacy
1 See: Hoofnagle,Chris Jay; King,Jennife;, Li,Su;and Turow,Joseph. How Different are Young Adults from
Older Adults When it Comes to Information Privacy Attitudes and Policies?(April 14,2010). Available at
SSRN: https://ssrn.com/abstract=1589864;Turow,Joseph; King,Jennifer; Hoofnagle,Chris Jay; Bleakley,
Amy;and Hennessy,Michae.,Americans Reject Tailored Advertising and Three Activities that Enable It
(September 29,2009). Available atSSRN:https://ssrn.com/abstract=1478214
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policy. The net result has been that the vast majority of websites place the link in the footer(at the
bottom)oftheir homepages and across their Web sites—arguably not a conspicuous placement,and
one that signals the link's relative unimportance in relation to other elements on a Web page.
Doubtless we will see the'Do Not Sell'link relegated to the same placement,where it willjoin "Privacy
Policy,""Your California Privacy Rights," and other mandated links. Given that the current definition
of "homepage" in 1798.140(1) includes "any Internet Web page where personal information is
collected," businesses will likely need to place a link on every page of a website (and potentially
mobile app)due to the fact that both websites and mobile apps often include pervasive advertising
trackers that collect personal information from consumers across most or all ofa website's or app's
pages,irrespective of whether the website or app itselfis actively collecting user information.
It is importantto note that placing these links at the bottom ofa Web page is neither inherently clear
nor conspicuous,and is not based on any research suggesting what the optimal placement would be
for consumers to both notice and comprehend these links. Furthermore, CCPA assumes that the best
presentation for thisform ofnotice is a link,as opposed to any other form ofinteraction,constraining
the form of notice and potentially making it future-incompatible, particularly as voice-based
interfaces become more common.CCPA,like CalOPPA,contains inherent assumptions about how to
communicate notice to consumers about privacy without any reference to the decade-plus research
efforts in this area to determine how best to do so. As such, it may contain the seeds of its own
ineffectiveness by reifying a paradigm of notice that research has demonstrated repeatedly that
consumers ignore or misinterpret.
2. Educating consumers about their new deletion rights will require considerable effort, which
appears both unaddressed and unfunded in CCPA.
In order for thislaw to be effective,the public mustknow thatit exists and how to acton it,specifically
what rights they have, and how to exercise them. California must provide public outreach and
educational materials informing consumers ofthe CCPA.However,the existing legislation is silenton
the matter of consumer education, and appears to not contain any mechanisms for funding such
education.We must notassume that consumers will naturally understand whatthese new rights are
or how to use them. Furthermore,should our predictions in Section 1 be accurate and the'Do Not
Sell' link is relegated to website footers, most consumers will not know this right exists. Public
knowledge ofthe'Do Not Sell'or'Deletion'rights will become dependent upon media coverage and
outreach by civil society organizations,filling in the gaps left by a lack of public outreach by the State
of California.
The inclusion of Section 1798.185(a)(3)(C)("For the development and use of a recognizable and
uniform opt-outlogo or button by all businesses to promote consumer awareness ofthe opportunity to
opt-out of the sale of personal information.') attempts to address the issue of public knowledge by
calling for the development (by whom?) of a consistent logo or button to increase consumer
awareness of the 'Do Not Sell' right. But absent an accompanying public relations or education
campaign,the mere existence ofthis button or logo does not guarantee that the public will be wellinformed ofthis new right.Further,this button or logo will compete againstan already crowded field

2

CCPA0001317

ofprivacy and security seals,as well as other visual elementscompeting for one's attention.Assuming
a button or logo is an effective means of informing the public of this new right, what would be the
most effective way ofdisplaying it in relation to the link requirement? if most companies do display
the 'Do Not Sell' link at the footer of their page, should this button/logo be placed near it? Or
somewhere else?How should it display on mobile Web pages?Or within mobile apps?Or,what would
be the most effective way of communicating this information to consumers, period? Unfortunately,
while experts such as ourselves can make research-based suggestions to attempt to optimize this
requirement,ideally we would have the ability to review these proposals before the law's passage,
or even better,be provided with the time and resources to design and test possible solutions to make
formal recommendations to the State.

3. CCPA,as written, focuses on first party relationships, but is silent on how consumers will
identify the companies that acquire and sell/share their data.
While consumers may understand who the first party businesses are who collect their data,what is
particularly unclear to the majority of the public is who else is collecting information about them.
This is a category of actors that include advertising technology (Adtech) businesses,data brokers,
and others who collect, buy, sell, and trade in consumer data, typically without consumers' tacit
knowledge or express consent. Consumers generally do not have direct relationships with these
businesses. As written, CCPA makes assumptions around notice that presupposes consumers will
know exactly which companies they wish to targetto exercise their'Do Not Sell'and'Deletion'rights.
How will consumers determine which companies hold their identifiable or household data outside of
the first party business relationships they have initiated directly?
One solution could be for first party businesses to publicly identify the companies (and include
contact information)to whom they sell or share data(and thus potentially obviate Section 1798.83.,
a.k.a. The Shine the Light law2), as well as the companies for whom they facilitate direct data
collection from consumers(e.g.,Adtech companies).The original text ofthe ballot initiative included
a similar provision,and it is regrettable thatthe current legislation does not. Another solution could
be found in the European Union's General Data Protection Regulation (GDPR): businesses have to
actively inform a consumer within a reasonable time period that they are processing their data and
from which source the data originates.3
This requirement should extend to any business that collects data facilitated by a first party
relationship.Compliance with this requirement would ensure thatthe websites and mobile apps that
utilize advertisingtechnology services mustidentify all ofthe parties collectingtheir customers'data.

See: Hoofnagle,Chris Jay and King,Jennifer. Consumer Information Sharing:Where the Sun Still Don'tShine
(December 17,2007).Available atSSRN: https://ssrn.com/abstract=1137990.
3 See GDPR art. 14(1),(2)(f)and recital 61,http://data.europa.eu/eli/reg/2016/679/oj
Z
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4. CCPA,as written,does notappear to provide consumers with meaningful deletion rights with
respect to Adtech-type businesses.
The deletion right provided by the CCPA makes the most sense when considering consumers'direct
relationships with information-collecting businesses (e.g., Facebook, Google, etc.). In these cases, a
consumer can make an affirmative decision to end a relationship with a specific company or website
and thus request the deletion of her data. Looking forward, the company or website presumably
would not continue to collect data about the individual, unless the individual consumer re-initiated
a relationship.
However,when considering businesses such as Adtech companies that collectconsumer information
through another company's website or app, this deletion right appears misleading. Given that
consumers today typically do not affirmatively consent to, or are even aware of, these 'secondary'
relationships, what will be the practical effect of initiating a deletion request with one of these
businesses? Our concern is that these companies can restart the collection process as soon as a
consumer visits a website or uses an app that deploys their services. Assuming an individual could
even keep track ofthe myriad ofsecondary companies that silently collect her personal information,
ifan individual consumer wishes to preventfurther collection ofher information by these secondary
businesses,she would have to know which websites and apps engage with the primary companies
she engages with. Furthermore, for the deletion requests to be meaningful, she would potentially
have to track herself to whom and how often she had made deletion requests and then judge how
often she would need to repeat the requests. A scenario such as this calls into question the efficacy
and meaningfulness ofthe deletion right itself.
It would seem most sensible to switch our engagement with information collection in California to
opt-in, rather than opt-out, much like the GDPR has. However, we are aware of the potential legal
challenges to an opt-in regime in the U.S.,and the CCPA may not be the bestavenue by which to make
this challenge.Atthe same time,it is exactly this form ofdata collection and tracking thatconsumers
dislike the most,and it does not appear that the CCPA,as currently conceived,will have a meaningful
effect on this problem.

S. The 'Deletion' and 'Do Not Sell' rights that the CCPA creates run the risk of not being
effectively enforced.
While consumers are given the right to civil action in security-related cases,they do not have such a
right when businesses do not comply with their consumer right requests. The only sanction those
businesses face is a civil penalty of a maximum of $7,500 per violation, asserted by the Attorney
General. Given that there is no formal mechanism for consumers to lodge a complaint with the
Attorney General,it is unlikely that even in the eventa business categorically ignores consumer right
requests and therefore commits multiple violations,such a civil penalty would significantly multiply.
Under the current sanction regime of the CCPA it is—at least for bigger companies—cheaper to
simply notcomply with most provisions ofthe law and pay an occasional penalty than it would be to
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comply with them.This not only renders the law itselfineffective and poses a risk to the rule oflaw,
but also disadvantages smaller businesses. These upfront calculations of intermittently paying a
small penalty rather than actually abiding the privacy law is what had been happening in the EU for
decades,and which led to the sensible and dynamic fines under GDPR.
We would therefore recommend amending the CCPA to(1)re-introduce the rightto civil action for
consumers who have suffered any kind of violation of the CCPA;(2) increase the maximum civil
penalty to an amount that will reasonably deter violations;(3) re-introduce the right to lodge a
complaint with the Attorney General;(4)and,re-introduce enforcement by additional public entities.
6. Further harmonization ofCCPA with the GDPR.
After having spentimmense efforts into complying with the GDPR over the last years,many California
businesses have a significant interest in capitalizing on the synergies between the CCPA and the
GDPR.Though the CCPA does entail concepts inspired by the GDPR,itoften comes shortofthe GDPR's
full force of effect This becomes particularly apparent in regard to the right to deletion. In order to
improve the CCPA,in addition to addressing the specific concerns we list above, we therefore also
suggestthe following,non-conclusive alignments:
A. Extend the right ofdeletion to personal information irrespective ofits origin.
Other than the GDPR,the CCPA only allows for consumers to request the deletion of their personal
information from businesses that themselves collected the information. Once a consumer's
information is sold to or shared with a third party,the consumer has no means ofhaving it deleted.
With the objective of the CCPA being to give consumers more control over the use oftheir personal
information,the current wording remains largely ineffective to achieve this goal.
B. Introduce joint liability.
While a business has to direct its service providers to delete personal information after receiving a
deletion request, it is not liable for the non-compliance of its service provider with this direction.
Therefore,there is no incentive for a service provider to actually follow this direction.Following the
GDPR's example,we would suggestthe incorporation ofa jointliability ofthe business and its service
providers for the deletion in order to ensure the effectiveness ofthe provision.
C. (narrow the exceptions for compliance with deletion requests.
Currently,there are three exceptions to the obligation to delete personal information that seem to
bear the risk of being excessively invoked by businesses and therefore hinder the provision to grant
consumers an effective right ofdeletion,namely Section 1798.105(d)(1),(7)and (9).Again drawing
from the GDPR, we would suggest to instead introduce the concept of'legitimate interest' as an
exception for when a business may deny a deletion.This way,businesses would have to consider the
implications of a continuous processing of personal information on the right to privacy of the
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consumer. Only where the individuals' interests and fundamental rights and freedoms are
outweighed by the businesses'legitimate interests,they would be exempted from fulfilling deletionrequests.
7. California can be a leader in shifting the paradigm of notice and consent.
While there is much debate about how best to legislate privacy,there is nearly universal agreement
that how we inform the public about the use of their data is ineffectual at best and misleading at
worst.Weknow thatprivacy policies aregenerally unread bythe public;theyare toolong and written
for lawyers,by lawyers;their language is often ambiguous and elides over specific uses ofconsumer
data. In sum,they are unhelpful for providing consumers with clear, actionable data for making
informed decisions. It is no wonder that researchers have documented a sense ofresignation among
the public regarding the use oftheir personal data.4
While California led the U.S. by passing CaIOPPA in 2003 and requiring that websites post privacy
policies for California consumers (and, by default, most of the globe), at the same time it gave
companies a minimum standard with which to comply that has proven to be ineffective at providing
the public with clear,actionable knowledge by which to make informed decisions.As written,CCPA
does nothing to address or improve this state ofaffairs,and in fact enshrines existing flawed notice
and consent principles into new law.
There are two approaches we suggest here: the first makes specific suggestions with regards to
notice and consentto aid CCPA as written.The second makes big-picture recommendations as to how
California can lead in shifting the paradigm around privacy disclosures.
A. CCPA-Specific Suggestions
1. Pursuant to Section 1798.185(a)(6) ("Establishing rules, procedures, and any exceptions
necessary to ensure that the notices and information that businesses are required to provide
pursuant to this title are provided in a manner that may be easily understood by the average
consumer, are accessible to consumers with disabilities, and are available in the language
primarily used to interact with the consumer, including establishing rules and guidelines
regardingfinancial incentive offerings, within one year of passage of this title and as needed
thereafter."),we recommend thatthe Attorney General and the Legislature consider engaging
directly with academic researchers, civil society organizations, and Human-Computer
Interaction/User Experience Design practitioners to solicit recommendations as to how best
to design and implement the notices required by this statute following principles of usercentered design.This engagementcould take theform ofa formal working group or advisory
committee,or a design challenge,for example.The critical requirement is to initiate a formal
process thatthese communities can respond to with a goal ofinfluencing policy; absentthis
incentive,these communities are notlikely to engage in the policymaking process,given that
See: Draper,N.A.,&Turow,J.(2019).The corporate cultivation ofdigital resignation. New Media & Society.
https://doi.org/10.1177/1461444819833331
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academic publishing generally does not reward policy-focused research, and practitioners
are unlikely to engage in pro Bono work without a specific client. Relatedly,the State could
also directly commission a research study to achieve these ends.
2. Require that all businesses poststandardized language(titles and text)that describe the'Do
Not Sell' right, the process for making a request, and any additional information for
consumers.Absentthese requirements,companies may be incentivized to use language that
misleads consumers. However, we suggest that this language is developed based on a usercentered design process as suggested in(1)above.
3. Amend the definition of"homepage" in Section 1798.140(1) to include the following: "The
application's platform page or download page(within an online store and/or on a website),
a link within the application"to ensurethatapps thatare available both through online stores
such as Google Play as well as directly on company or personal websites are included.
4. Amend Section 1798.135(x)(1)to include all ofa company's digital interfaces(e.g. all mobile
applications and mobile websites, in addition to standard websites), and to include
information about the right in printed materials accompanying any Internet connected
hardware or devicesthatlack interfaces(e.g.,connected devices,such as appliances,or'smart
speakers')or where presenting a link is impracticable.
B. Fundamental changes to the Notice and Consent Framework
While researchers have been examining the problems with notice and consent for nearly two
decades,there has been neither federal or state-level efforts to distill these findings and create either
recommendations or actual legislation that translates this research into a new framework that aims
to make notice standardized, clear and consumer friendly, and gives consumers substantive and
meaningful consentoptions.While the Federal Trade Commission has held workshops5 exploring the
issues around notice design and consent, and has issued guidance for design issues related to
disclosures generally,6they have notissued guidance beyond their 2012Protecting ConsumerPrivacy
in an Era ofRapid Change report, where they suggested "[p]rivacy notices should be clearer,shorter,
and more standardized to enable better comprehension and comparison of privacy practices."7
California could take a lead in this challenge, by following the suggestions in 7(A)(1) above to
commission expert guidance and feedback that addresses both the CCPA specifically and to spark
action towards rethinking how we can improve notice and consent mechanisms that effectively
inform consumers and give them real and significant choices over their personal information. In
order to create a truly privacy-forward law that provides the public with meaningful, actionable
rights,the CCPA's notice requirements should notreston an existing framework thatfails to properly
inform consumers and provide them with substantive consent processes. Should we eventually see

shttps://www.ftc.gov/news-events/events-calendar/2012/05/short-advertising-privacy-disclosures-digitalworld
6 See the FTC's DotCom disclosures guide: https://www.ftc.gov/sites/default/files/attachments/pressreleases/ftc-staff-revises-online-advertising-disclosure-guidelines/130312dotcomdisclosures.pdf
7 https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protectingconsumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
7
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action on these issues at the federal level, California's work in this area would serve as a model as to
how to reconstitute how we provide notice and obtain consentin the digital world.
In closing, we appreciate this opportunity to submit our comments and provide the Attorney
General's office with feedback on this important law.
Sincerely,

Dr.Jennifer King*
Director ofConsumer Privacy
Center for Internet and Society
Stanford Law School

Jana Gooth,MLE*
Visiting Research Scholar
Center for Internet and Society
Stanford Law School

*Affiliation provided for identification purposes only. These comments are not submitted on behalf
ofthe Center for Internet and Society.
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Message
From:

Privacy Regulations

Sent:

3/20/2019 1:15:20 PM

To:

Tyler Crabtre_

Subject:

FW:[WEB FORM]GENERAL COMMENT OR QUESTION

Original Message
From: Robert Rutkowski
Sent: Tuesday, March 19, 2019 3:20 PM
To: PIUWebform <piuwebform@doj.ca.gov>
Subject: [WEB FORM] GENERAL COMMENT OR QUESTION
Below is the result of the feedback form.
It was submitted by
DOJ USE ONLY
NEW TYPE:
DOJ USE ONLY
TYPE: PL
First Name: Robert
Middle Initial:
Last Name: Rutkowski
Address Line:
Address Line
city:
Stat
Zip:
Zip4:
Area Code:
Phone Number:
Comment Or Question Message:
Attorney General Xavier Becerra
Attorney General's Office
California Department of Justice
Attn: Public Inquiry Unit
P.O. Box 944255
Sacramento, CA 94244-2550
https://oag.ca.gov/contact/general-comment-question-or-complaint-form
Re: Comment on CCPA regulations
Dear Attorney General:
The California Consumer Privacy Act (CCPA) requires the California Attorney General to take input from
the public on regulations to implement the law, which does not go into effect until 2020.
The Electronic Frontier Foundation has filed comments on two issues: first, how to verify consumer
requests to companies for access to personal information, and for deletion of that information; and
second, how to make the process of opting out of the sale of data easy, using the framework already in
place for the Do Not Track (DNT) system.
verification of Requests
when it comes to verifying requests that users make of businesses to access their own data, carefully
balance the interest of the consumer in obtaining their own personal information without undue delay or
difficulty, with their interest in avoiding theft of their private data by people who might make
fraudulent CCPA requests for data.
If a consumer already has a password-protected account, mandate use of that password to verify the
account. Further, the business must ensure that the requester really knows the password, and didn't just
steal a laptop with an open app, by requiring the requester to log out of the account and present the
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password again. Also encourage, but not require, two-factor authentication as a form of verification in
cases where doing so poses no risk to the user.
If a consumer does not have a password, the company must be as certain as is reasonably possible that the
requester is the subject of the personal information being requested.
opting out of Sales
I also encourage you rely on the existing Do Not Track (DNT) system when issuing rules about consumer
requests to opt-out of data sales. The DNT system combines a technology (a browsing header that announces
the user prefers not to be tracked online) with a policy framework (how companies should respond to that
signal).
The DNT header is already widely supported by most major web browsers, including Google Chrome, Mozilla
Firefox, and opera. EFF proposes that the Attorney General require any business that interacts with
consumers directly over the Internet to treat a browser's DNT request as a request to opt-out of data
collection.
Yours sincerely,
Robert E. Rutkowski
cc:
Representative Steny Hoyer
House Majority Leader
Legislative Correspondence Team
1705 Longworth House Office Building
Washington DC 20515
Office: (202) 225-4131
Fax: (202) 225-4300
https://www.majorityleader.gov/content/email-whip

P/F: A
E-mail:
Re: EFF's comments: https://www.eff.org/document/eff-consumer-data-privacy-comment-California-attorneygeneral
Affirm Information Accurate: Yes
Email:
Confirm maI
i
Referrer: https:

oag.ca.gov consumers

[End of comment or complaint information]
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Message
From:

Lara Larramendm

Sent:

4/18/2019 2:44:35 PM

To:

Privacy Regulations

Subject:

Fwd:California Consumer Privacy Act of 2018(CCPA,2018)- Concerns

Attachments: CCPA_AGBecerra_03-27-2019.pdf; CCPA_AGBecerra_03-27-2019.pdf

Good afternoon.
Attached please find BizFed's letter, addressed to AG Becerra, stating our concerns regarding the
potential impacts of the California Consumer Privacy Act of 2018(CCPA).
If you have any questions, please do not hesitate to contact us. Thank you for your time and
consideration to our letter.
Sincerely,
Lara L. Larramendi
P.S. How is government helping or hurting your business growth? What do you want our elected officials, media and BizFed to
focus on?
VOICE YOUR OPINIONS,take #BizFedPulsePOLL today! bizfediacountv.00ci/Doll

Lara L. Larramendi, Goverment Relations Director
BizFed.org
Los Angeles County Business Federation
A grassroots alliance of 180 diverse business groups mobilizing 400,000 employers

Forwarded message
From: Lara Larramendi
Date: Wed, Mar 27, 2019 at 3:01 PM
Subject: California Consumer Privacy Act of 2018(CCPA,2018)- Concerns
To:
Cc: Liz Saldivar

De'Andre Valencia

Good afternoon.
Attached please find BizFed's letter, addressed to AG Becerra, stating our concerns regarding the
potential impacts of the California Consumer Privacy Act of 2018(CCPA).
If you have any questions, please do not hesitate to contact us. Thank you for your time and
consideration to our letter.
Sincerely,
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Lara L. Larramendi
P.S. How is government helping or hurting your business growth? What do you want our elected officials, media and BizFed to
focus on?
VOICE YOUR OPINIONS,take #BizFedPulsePOLL today!

bizfedlacountv.ora/Doll

Lara L. Larramendi, Goverment Relations Director
,iz ei.orq
Los Angeles County Business Federation
A grassroots alliance of 180 diverse business groups mobilizing 400,000 employers
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March 27, 2019
The Honorable Xavier Becerra
California Attorney General
Department of Justice
1300 "I" St. #1740
Sacramento, CA 95814
RE: California Consumer Privacy Act of 2018
Dear General Becerra,
We are contacting you on behalf of BizFed, a grassroots alliance of more than 180 business
organizations, representing more than 400,000 employers with 3.5 million employees in Los
Angeles County. As a united federation, we advocate for policies and projects that
strengthen our regional economy. I am writing to share our very significant concerns
regarding the potential impacts of the California Consumer Privacy Act of 2018(CCPA).
Los Angeles County has one of the strongest economies in the world and is a primary driver
of California's economy. We lead the country in technology, manufacturing, and
international trade, and are home to world-class healthcare, entertainment, creative, and
design industries. In the last decade, Southern California has become the intersection of
content and technology, with both established companies and innovative startups bringing a
great, competitive edge to the County -- including hubs like Silicon Beach.
As we learn more about the CCPA through public hearings and rulemaking workshops, we
are troubled by the growing evidence that the law may stifle our robust local business
environment after the law takes effect January 1, 2020.
We have three primary concerns with the CCPA:
First, Southern California businesses could be limited in their ability to identify and reach
customers and clients if the implementation of the law discourages individuals from using
technology in their everyday activities.
Virtually all businesses, whether global or local, use the internet in some fashion to function,
enhance revenue, provide offerings, and reach new customers. But the vast majority of
companies do not "sell" data; rather, they use data to develop and deploy products, tools,
and services consumers want, need and expect in today's fast-paced global economy.
Businesses don't know personal information about potential customers but certainly, want
to provide information about their goods and services to those who may be interested.
Accordingly, the CCPA could impede the ability of smaller enterprises to reach potential
customers. The Los Angeles advertising market is large and costly. Television and
newspaper advertising is beyond the means of smaller businesses, so the internet has
provided an affordable means for small businesses to reach potential customers in their
community and also in places far from Los Angeles. These capabilities have fostered real
dynamism in, and reach for, our Southern California economy. CCPA's blunt, one-size fits
all requirements could take a severe toll on us.
While the CCPA may have been aimed at data-brokers, it misses the mark and
unintentionally hurts all businesses that are "data-dependent." If consumers are convinced
to "opt-out"from an overly broad notion of"sale of personal information" -- which seems to
cover almost any sort of movement of data between two commercial entities -- they may
Los Angeles County Business Federation / 6055 E. Washington Blvd., #1005, Commerce, California 90040 /
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unwittingly restrict their access to products and services they want and need. If businesses
-- particularly online content creators -- that utilize the internet to provide relevant content
could lose customers and revenue as the internet marketplace becomes a less effective
place to find customers.
Second, the success of the creative community, technology startup companies, advertising
agencies and the small- and medium-sized businesses that supply those industries, may be
at risk if the privacy law reduces online advertising and other revenue generation. If this
new law impacts the success of the creative community, the Southern California community
will be disproportionately impacted. Consumer privacy should be achieved without
disrupting content platforms, consumer apps, loyalty programs and a host of products and
services that rely on a robust online economy.
Third, companies that qualify under the CCPA, could be subject to significant compliance
costs to hire lawyers, technology consultants and meet ongoing operational requirements.
A small boutique that simply wants to communicate with residents in their area and service
existing customers may find the compliance burdens of the CCPA are simply too costly and
complicated. Small companies that have found major benefits in free online tools and
resources to help streamline their business operations, may be facing new subscription
costs or other fee-based models to access the same tools they currently receive for free.
California businesses are experiencing significant cost increases, and we certainly do not
need to make it even more expensive or add another layer of mandates to the list of
obligations.
We're now hearing that instead of fixing the problems with the CCPA, considerations in
Sacramento (Legislature and Attorney General) are underway to add massive, untenable
litigation hooks to the law that would not only increase compliance costs but could drive
companies out of business altogether. That can hardly be a desirable outcome from wellintended efforts to protect consumer data and privacy.
With millions ofjobs hanging in the balance, sustaining robust local economic growth is
critical for both Los Angeles County and the State of California. We are unwilling to trust
that the CCPA will have only positive impacts and urge you and your colleagues to pursue a
rigorous examination of its potential pitfalls before it takes effect on January 2020,to avoid
significant negative economic impacts on our local businesses.
Please contact us with any questions.
Sincerely,

Steve Bullock
BizFed Chair
Cerrell Associates

David Fleming
BizFed Founding Chair

Tracy Hernandez
BizFed Founding CEO
IMPOWER, Inc.

Los Angeles County Business Federation / 6055 E. Washington Blvd., #1005, Commerce, California 90040 /
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March 27, 2019
The Honorable Xavier Becerra
California Attorney General
Department of Justice
1300 "I" St. #1740
Sacramento, CA 95814
RE: California Consumer Privacy Act of 2018
Dear General Becerra,
We are contacting you on behalf of BizFed, a grassroots alliance of more than 180 business
organizations, representing more than 400,000 employers with 3.5 million employees in Los
Angeles County. As a united federation, we advocate for policies and projects that
strengthen our regional economy. I am writing to share our very significant concerns
regarding the potential impacts of the California Consumer Privacy Act of 2018(CCPA).
Los Angeles County has one of the strongest economies in the world and is a primary driver
of California's economy. We lead the country in technology, manufacturing, and
international trade, and are home to world-class healthcare, entertainment, creative, and
design industries. In the last decade, Southern California has become the intersection of
content and technology, with both established companies and innovative startups bringing a
great, competitive edge to the County -- including hubs like Silicon Beach.
As we learn more about the CCPA through public hearings and rulemaking workshops, we
are troubled by the growing evidence that the law may stifle our robust local business
environment after the law takes effect January 1, 2020.
We have three primary concerns with the CCPA:
First, Southern California businesses could be limited in their ability to identify and reach
customers and clients if the implementation of the law discourages individuals from using
technology in their everyday activities.
Virtually all businesses, whether global or local, use the internet in some fashion to function,
enhance revenue, provide offerings, and reach new customers. But the vast majority of
companies do not "sell" data; rather, they use data to develop and deploy products, tools,
and services consumers want, need and expect in today's fast-paced global economy.
Businesses don't know personal information about potential customers but certainly, want
to provide information about their goods and services to those who may be interested.
Accordingly, the CCPA could impede the ability of smaller enterprises to reach potential
customers. The Los Angeles advertising market is large and costly. Television and
newspaper advertising is beyond the means of smaller businesses, so the internet has
provided an affordable means for small businesses to reach potential customers in their
community and also in places far from Los Angeles. These capabilities have fostered real
dynamism in, and reach for, our Southern California economy. CCPA's blunt, one-size fits
all requirements could take a severe toll on us.
While the CCPA may have been aimed at data-brokers, it misses the mark and
unintentionally hurts all businesses that are "data-dependent." If consumers are convinced
to "opt-out"from an overly broad notion of"sale of personal information" -- which seems to
cover almost any sort of movement of data between two commercial entities -- they may
Los Angeles County Business Federation / 6055 E. Washington Blvd., #1005, Commerce, California 90040 ;
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unwittingly restrict their access to products and services they want and need. If businesses
-- particularly online content creators -- that utilize the internet to provide relevant content
could lose customers and revenue as the internet marketplace becomes a less effective
place to find customers.
Second, the success of the creative community, technology startup companies, advertising
agencies and the small- and medium-sized businesses that supply those industries, may be
at risk if the privacy law reduces online advertising and other revenue generation. If this
new law impacts the success of the creative community, the Southern California community
will be disproportionately impacted. Consumer privacy should be achieved without
disrupting content platforms, consumer apps, loyalty programs and a host of products and
services that rely on a robust online economy.
Third, companies that qualify under the CCPA, could be subject to significant compliance
costs to hire lawyers, technology consultants and meet ongoing operational requirements.
A small boutique that simply wants to communicate with residents in their area and service
existing customers may find the compliance burdens of the CCPA are simply too costly and
complicated. Small companies that have found major benefits in free online tools and
resources to help streamline their business operations, may be facing new subscription
costs or other fee-based models to access the same tools they currently receive for free.
California businesses are experiencing significant cost increases, and we certainly do not
need to make it even more expensive or add another layer of mandates to the list of
obligations.
We're now hearing that instead of fixing the problems with the CCPA, considerations in
Sacramento (Legislature and Attorney General) are underway to add massive, untenable
litigation hooks to the law that would not only increase compliance costs but could drive
companies out of business altogether. That can hardly be a desirable outcome from wellintended efforts to protect consumer data and privacy.
With millions ofjobs hanging in the balance, sustaining robust local economic growth is
critical for both Los Angeles County and the State of California. We are unwilling to trust
that the CCPA will have only positive impacts and urge you and your colleagues to pursue a
rigorous examination of its potential pitfalls before it takes effect on January 2020,to avoid
significant negative economic impacts on our local businesses.
Please contact us with any questions.
Sincerely,

Steve Bullock
BizFed Chair
Cerrell Associates

David Fleming
BizFed Founding Chair

Tracy Hernandez
BizFed Founding CEO
IMPOWER, Inc.
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Message
From:
Sent:
To:

Dwyer,Patrick _
5/1/2019 10:08:44 AM
Privacy Regulations

Subject:
RE: California Consumer Privacy Act of2018—Pre-Rulemaking Comment Letter
Attachments: Comments on CA Consumer Privacy Act.pdf

Dear Sir or Madam:
Mastercard International Incorporated appreciates this opportunity to submit written comments in response to the
preliminary rulemaking activities undertaken by the California Department ofJustice prior to the official rulemaking
required by the California Consumer Privacy Act of 2018.

Best,

Patrick Dwyer

Patrick Dwyer
Director
State Public Policy
Mastercard I mobile—

so mastercard
CONFIDENTIALITY NOTICE This e-mail message and any attachments are only for the use of the intended recipient and
may contain information that is privileged, confidential or exemptfrom disclosure under applicable law. If you are not
the intended recipient, any disclosure, distribution or other use of this e-mail message or attachments is prohibited. If
you have received this e-mail message in error, please delete and notify the sender immediately. Thank you.

CCPA0001336

9

mastercard

April 30,2019
By F,mail
California Department ofJustice
ATTN: Privacy Regulations Coordinator
300 S. Spring Street
Los Angeles,CA 90013
privacyregulations@doj.ca.gov

RE: California Consumer Privacy Act of 2018—Pre-Rulemaking Comment Letter
Dear Sir or Madam:

Mastercard International Incorporated("Mastercard")' appreciates this opportunity to
submit written comments in response to the preliminary rulemaking activities undertaken by the
California Department ofJustice prior to the official rulemaking required by the California
Consumer Privacy Act of2018("CCPA" or the"Act").
Discussion
A.

Introduction

The CCPA requires that on or before July 1,2020,the Attorney General("AG")solicit
broad public participation to adopt regulations implementing the CCPA. Cal. Civ. Code
§ 1798.185(a). The CCPA specifically requires the AG to solicit public participation and adopt
regulations to further the purposes ofthe CCPA with regard to seven enumerated areas. Id.
Mastercard's comments are focused on two topics in areas for which the AGis required to solicit
public participation and issue regulations as needed: what should(and should not)be included in
personal information, id. § 1798.185(a)(1),and exceptions to the Act's coverage to comply with
state or federal law relating to trade secrets and intellectual property rights. Id. § 1798.185(a)(3).
Accordingly, as your office prepares to issue regulations in accordance with the CCPA,
we respectfully submitthe following requests for clarification for your consideration.
Mastercard believes these clarifications will better enable all interested parties to comply with

'Mastercard is a technology company in the global paymentsindustry. We operate the world'sfastest payments
processing network,connecting consumers,financial institutions, merchants,governments and businessesin more
than210 countriesand territories. Mastercard's products and solutions make everyday commerce activities—such as
shopping,traveling,running a business and managingfinances—easier,more secure and more efficientfor
everyone.
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the law, provide needed certainty with regard to legally protected proprietary interests, and
ensure consistency with the intent ofthe CCPA.
B.

Definition of"PersonalInformation"

The CCPA requires the AG to solicit public input and issue regulations as needed on
what information should be included in personal information. Cal. Civ. Code § 1798.185(a)(1).
How personal information is ultimately defined is a key issue under the Act, because the Act
establishes various rights ofconsumers with respect to their personal information that is
collected or held by businesses. Similarly,for businesses,the definition ofpersonal information
is significant because it defines the scope ofthe obligations ofbusinesses that collect or hold
personal information about consumers. The definition ofpersonal information in the Act
includes several vague phrases that do not appear to have been used in a U.S. or major
international privacy law,including,for example,the phrase"capable ofbeing associated with."
Cal. Civ. Code § 1798.140(o)(1). Such novel and vague language is potentially unlimited in its
breadth, which will create significant uncertainty asto the scope ofconsumer rights and the
impact and obligationsfrom the CCPA on businesses. Thus, Mastercard believes that it is
important to ensure that the question of what is included, and necessarily what is notincluded,in
the definition ofpersonal information is clear.
In this regard, Mastercard respectfully suggests that the rules issued by the AG should
make clear that"personal information" does notinclude pseudonymous information. Mastercard
believes that the exclusion ofpseudonymous information from "personal information"is
consistent with both the language ofthe Act and its intent.
For example,the CCPA defines"personal information"to mean "information that
identifies, relates to, describes,is capable ofbeing associated with, or could reasonably be
linked, directly or indirectly, with a particular consumer or household." Cal. Civ. Code
§ 1798.140(o)(1). The definition includes a list ofeleven types ofinformation that may
constitute personal information,including"identifiers such as a real name,alias, postal address,
unique personal identifier, online identifier,Internet Protocol address, email address, account
name,social security number,driver's license number,passport number,or other similar
identifiers[,]" butin each case such information falls within the definition only "ifit identifies,
relates to, describes,is capable ofbeing associated with,or could be reasonably linked, directly
or indirectly, with a particular consumer or household[.]" Id. While this definition is broad,the
Act also recognizes privacy protective data minimization processing by including explicit
references and definitionsfor"deidentified,""aggregate consumer information" and
"pseudonymize" or"pseudonymization." Id.,at§ 1798.140(a),(h)and (r).
Consistent with the basic definition of personal information,the Act defines
"pseudonymize" as"the processing of personal information in a manner that renders the personal
information no longer attributable to a specific consumer without the use ofadditional
information, provided that the additional information is kept separately and is subject to technical
and organizational measures to ensure that the personal information is not attributed to an
identified or identifiable consumer." Cal. Civ. Code § 1798.140(r).
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Once information is pseudonymized,a business that holds such information should have
no obligation to re-link or reidentify the information data that has been disassociated with and is
no longer attributable to a particular consumer in order to satisfy a request by a consumer
wishing to exercise their rights under the Act. For example,the CCPA provision that entitles a
consumer to request that a business disclose personal information that the business has collected
about the consumer states explicitly that"this section shall not require a business to retain any
personal information collected for a single, one-time transaction,ifsuch information is not sold
or retained by the business or to reidentify or otherwise link information that is not maintained in
a manner that would be considered personal information." Cal. Civ. Code § 1798.100(e).
Similarly,the CCPA section that lists the information that a business must disclose to a
consumer states that the business is not required to"reidentify or otherwise link any data that,in
the ordinary course ofbusiness,is not maintained in a manner that would be considered personal
information."Cal. Civ. Code § 1798.110(d)(2). Finally, the CCPA contains a general statement
ofintent making clear that"this title shall not be construed to require a business to reidentify or
otherwise link information that is not maintained in a manner that would be considered personal
information." Cal. Civ. Code § 1798.145(i).
Given the existing definitions of"personal information" and "pseudonymize" and thefact
that the Act is clear that a business has no obligation to reidentify information, Mastercard
believes that the intent ofthe Act is notto treat pseudonymized information as personal
information. However,the Act contains provisions that could create some confusion, which is
why Mastercard believes clarification is necessary. In particular, the definition ofpersonal
information includes numerous traditional identifiers, as well as"other similar identifiers." Cal.
Civ. Code § 1798.140(o)(1)(A). This creates potential ambiguity for pseudonymized data sets
which replace attributable identifiers with anonymous identifiers. To avoid confusion,
Mastercard respectfully suggests that the AG clarify this point in its rules implementing the Act
by expressly stating that pseudonymized information does not constitute personal information, or
that a pseudonymized identifier is not an identifier per Cal. Civ. Code § 1798.140(o)(1)(A).
C.

Application ofthe CCPA to IntellectualProperty or the Disclosure of
Information that would Rei~ealData orInfringe on a ThirdParty's Rights

The CCPA specifically grants the AG the authority to establish"any exceptions
necessary to comply with state or federal law,including, but not limited to, those relating to trade
secrets and intellectual property rights, within one year ofpassage ofthis title and as needed
thereafter." Cal. Civ. Code § 1798.185(a)(3).
Federal and state laws provide a variety of protections for intellectual property,including
information subject to copyright, patent, service mark and/or trade secret protections. In
addition, many businesses hold information the disclosure ofwhich would infringe or adversely
effect the rights or freedoms ofthird parties. Mastercard respectfully suggests that the AG,
under the authority noted above,issue rules establishing an exception from the CCPA's access
and deletion obligations for those types of proprietary information that are subject to protection
under federal or state law. Mastercard respectfully suggests that a business should not be
required to disclose or delete any information that is subject to intellectual property protections,
including any formula,pattern, compilation, program, device, method,technique, or process
3
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developed to process or analyze personal information, any information derived from such
process or analysis, or any other trade secrets,intellectual property or material nonpublic
information.
D.

Conclusions

Mastercard appreciates the opportunity to provide comments regarding the preliminary
rulemaking required by the CCPA. Ifthere are any questions regarding our comments, please do
not hesitate to contact the undersigned at
or
or
our counsel at Sidley Austin LLP in this matter, Joel D.Feinberg, at

EEE7M

Sincerely,
/s/ Patrick S. Dwyer
Patrick S. Dwyer
Director,Public Policy, U.S. Markets

cc: Joel D.Feinberg,Sidley Austin LLP
Patrick K. O'Keefe,Sidley Austin LLP
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Message
From:

Patack, Melissa _

Sent:

4/16/2019 9:01:30 AM

To:

Privacy Regulations

CC:

Stacey Schesser

Subject:

Suggested Guidelines to be issued by AG

Attachments: 4628_001.pdf

Thank you for your consideration. Please find cover letter and suggested draft guidelines attached.

Melissa Patack
Vice President & Sr. Counsel
State Government Affairs
Motion Picture Association of America, Inc.
W:

C:

From:Copier Scanner
Sent:Tuesday, April 16,2019 9:03 AM
To: Patack, Melissa
Subject: Attached Image
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MOTION PICTURE ASSOCIATION OF AMERICA,INC.
15301 VENTURA BOULEVARD,BUILDING E
SHERMAN OAKS,CA 91403
Main:
MELISSA PATACK
Vice President&Sr. Counsel
State Government Affairs

M

&Direct

April 16,2019
The Honorable Xavier Becerra
Attorney General
State ofCalifornia
P.O. Box 944255
Sacramento CA 94244

Dear Attorney General Becerra:
On behalfofthe Motion Picture Association of America,Inc. and our member companies,
enclosed please find comments your office has invited with regard to issuing guidelines on
business practices and procedures that would be considered compliant with specified provisions
ofthe California Consumer Privacy Act.
If your or your staffhas any questions or need further information, please don't hesitate to
contact me or our legislative advocate in Sacramento,Felipe.Fuentes, who can be reached at

We appreciate your consideration,

cc: Felipe Fuentes,The Apex Group
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The California Consumer Privacy Act("CCPA")requires businesses to establish numerous
practices and procedures to comply with the law's requirements. There are several areas in
which businesses may have specific practices or procedures in place which are consistent with
the purposes ofCCPA and should be considered as meeting requirements ofCCPA. MPAA
urges Attorney General Becerra to issue guidance to businesses confirming that the use ofthese
practices or procedures would be deemed compliant with CCPA. Below are some examples.

Verification ofidentity
Section 1798.130(a)(2)requires a business to disclose and deliver required information to a
consumer who has made a verifiable consumer request. The Attorney General should provide
guidance and examples ofacceptable procedures that could be utilized by a business to
determine a verifiable consumer request. Suggested Language:
The,following methods are appropriate, but not exclusive, ways to verify a consumer's identi)y
before providing information:
• The consumer logs into an online account with their account credentials andfollows
instructions to make a requestfor information. This method may include aform oftwo,factor authentication or other security steps. An example oftwofactor authentication is
inputting a code that has been sent to an email or phone number associated with the
account.
s The consumer transmits a copy ofa current, government issued identification showing at
a minimum name, street address located in California, and date of birth.
a The consumer provides one or more data points requested by the business to enable the
business to cross-referencefor identity verification purposes. Examples of'such data
points are a verifiedphone number, verified email address, method ofpayment, or
transaction historv.
o The consumer correctly,responds to a series of'knowledge-based questions which only
the person being verified can answer. Questions may be, but are not required to be
generated through dynamic knowledge-based authentication services.
® The customer is able to correctly verify a unique code.sent to apreviously verified
address, telephone number, email account which is associated with the consumer's
account with the business.
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The law specifies that a consumer may make a request on behalfofthe consumer's minor child.
Many businesses are required to comply with the federal Children's Online Privacy Protection
Act(COPPA),which addresses online marketing and other online engagement ofchildren under
13. The Federal Trade Commission has promulgated regulations addressing children's privacy
and the responsibilities and obligations that businesses must assume and undertake in engaging
children online. See CFR Title 16 Part 312. Included are specific procedures for obtaining
verifiable parental consent,and the right ofthe parent to review the personal information
provided by the child. The Attorney General should issue guidance indicating that the business'
compliance with COPPA,with regard to parental consent,verification ofthe parent's identity to
exercise rights on behalfofa child under 13,and review ofthe minor child's personal
information, will satisfy compliance with CCPA.Suggested Language:
For a verified consumer requestsubmitted by a consumer on behalfofthe consumer's minor
child, a business that is compliant with regulationspromulgated by the Federal Trade
Commission implementing the Children's Online PrivacyProtection Act,16C.F.R. section 312.1
etseq.("COPPA")and/or which utilizes or otherwise incorporatesparental verification
methods consistent with the requirements ofCOPPAfor the purposes ofverifying a consumer
requestsubmitted by a consumer on behalfofthe consumer's child under 13 will be in
compliance with the California Consumer Privacy Act.
The CCPA provides that a consumer may authorize a person to act on the consumer's behalf A
person acting as a representative ofthe consumer is required to register with the Secretary of
State. The Attorney General should provide guidance and examples ofacceptable procedures
thatcould be utilized by a business to determine a verifiable consumer request. Suggested
Language:
When a person registered with the Secretary ofState has been authorized by the consumer to act
on the consumer's behalf("Authorized Agent'), thefollowing methods are appropriate, but not
exclusive, waysfor a business to verify the Authorized Agent's identity before providing
information:
• A business may require the Authorized Agent to submit a method ofverification as though
the consumer were making the requestfor information directly ofthe business;and
A business may require the AuthorizedAgentto submit verification oftheir own identity
and authorization to act on behalfofa consumer, as well as verification oftheir
registration with the Secretary ofState.

Unverifiable Consumer Requests
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Section 1798.130 requires a business to provide the required information to the consumer within
45 days ofreceiving a verifiable consumer request[subject to an additional 90 day extension as
provided in Section 1798.145(g)(1)]. This section also specifies that efforts to verify the request
would not extend the 45 day required response time frame,absent one extension ofthe 45 day
time period. The Attorney General should provide guidance that ifa business is unable to verify
the consumer within the 45 day time frame using any ofthe above procedures,the business will
not be in violation ofthe CCPA for failure to provide the requested information. Suggested
Language:
A business that has attempted to utilize one or more ofthe procedures specified in
, or an
equivalentprocedure, to identify a consumer but has been unable to determine, within 45 days of.
receiving the consumer request, that the request is a verifiable consumer request,.shall not be
required to provide information to the consumer,pursuant to Sections 1798.11© and 1798.115.
Format ofresponse to verifiable consumer requests
Section 1798.130(a)(2)requires a business to deliver required irrfonnation to a consumer in a
"readily usable format that allows the consumer to transmit this information from one entity to
another entity without hindrance." The Attorney General should provide guidance on what
formats would be acceptable and provide examples. Suggested Language:
"Readily usable"shall include anystructured, commonly used and machine-readableformat, at
the business'discretion. Examples include, but are notlimited to,.csv..pdJ'and JS0JNIfiles.
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Message

From:Greg Campbell
Date: May 3,2019 at 1:32:15 PM PDT
To: Laura Stuber
Subject:Thank you
Laura-

Just following up with you from our meeting yesterday. I really appreciate the time you spent with us.

As promised here is the document we went through at the meeting.

Please let me know if you need any clarification or further context on any of these issues.
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We look forward to having future discussions. I hope you enjoy your weekend.

Greg Campbell
Campbell Strategy & Advocacy
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May 2,2019

I.

Summary of Key Background and Recommendations for AG
A.

B.

Background
1.

The protection of consumer privacy is a core value of Comcast. It is essential
to maintain our customers'trust regarding the protection and responsible
processing of their personal data.

2.

We take this responsibility seriously and are diligently working toward
compliance with the many new requirements ofthe CCPA,as enacted.

3.

We also appreciate the challenges the AG office faces in implementing this
new law,and we are committed to remaining constructive in our
suggestions on establishing a reasonable regulatory path forward that best
serves consumers and facilitates compliance by CA businesses.

Recommendationsfor AG
1.

2.

Focus on afew discrete rules and clarifications.
a)

There are several key areas where the AG's adoption of rules would
provide necessary guidance to businesses that will assist in their
compliance efforts.

b)

These include (i) defining the acceptable methods and parameters of
what constitutes "verifiable consumer requests;"(ii) the timing for
compliance with such requests; and (iii) setting an effective date for
the AG's rules that gives businesses sufficient time to implement
them.

C)

We have included below and in the Appendix specific
recommendations and proposed rule language to address these
issues.

Beyond the above and any other required discrete rules, the AG should allow
time to assess how businesses are implementing the new requirements and
whetherfurther definitional or other regulatory adjustments are needed
after the law is operationalized.
a)

The AG should refrain from adding more requirements at this early
stage (e.g., new categories of personal information or unique
identifiers). Instead, it should monitor how the law is
operationalized,including(i) businesses' responses to consumer
requests for access, deletion,and opt-out,and (ii) whether
consumers' rights are adequately addressed by the existing broad
definitions and other provisions contained in the CCPA.

b)

This measured,incremental approach is especially warranted given
that the CCPA is actively undergoing an amendment process,and
many of the issues the AG is authorized to update may change later
this year.

1
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3.

II.

Adopt a "reasonableness"testfor compliance.
a)

If a business has a good system in place for compliance,the AG
should encourage remediation,system improvements,and greater
compliance as opposed to fines for a technical violation.

b)

This "reasonableness"standard is consistent with the APA's and
CCPA's requirements that an agency consider:
(1)

The public benefits of a regulation and alternatives that may
be less burdensome and equally effective in achieving the
purpose.(Government Code Section 11346.2(b)(1));

(2)

The potential adverse economic impact of each regulation on
California businesses and individuals, with the goal of
"avoiding the imposition of unnecessary or unreasonable
regulations or reporting, recordkeeping,or compliance
requirements."(Government Code Section 11346.3(a)); and

(3)

The "obstaclesto implementation" and "the goal of
minimizing the administrative burden on consumers" and
"the burden on business."(CCPA Section 1798.185(a)(1),(2)
and (7)).

Specific Substantive Rule Recommendations
A.

Verifiable Consumer Requests — Methods(Section 1798.175(a)(7))
1.

Provide flexibility and allow businesses to verify requests for access,
deletion,or opt out of sale received from a consumer(or authorized person
on the consumer's behalf) based on,among other factors, a consumer's
relationship with the business,especially given the wide scope of businesses
subject to the CCPA.

2.

Allow verification methods that many businesses already utilize to comply
with other privacy laws,such as the GDPR,California Shine the Light Law,
Children's Online Privacy Protection Act.(See.e.g., GDPR Art. 15-22; CA
Section 1798.83; FTC rules in 16 CFR 312.5).
Provide businesses protection from liability if an unauthorized disclosure
occurs after verifying a consumer(or authorized person on the consumer's
behalf) with a method deemed permissible under the rules.
Permit a business to (i) request additional information from a consumer
making a request if the business has any doubts about the requester's
identity based on the initial information provided; and (ii) decline to provide
information if the request cannot be verified after reasonable efforts to do
so using approved methods.
The specific rules set out in the Appendix address all ofthe above issues.

3.

4.

5.

2
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B.

C.

Verifiable Consumer Requests-Timinq (Section 1798.175(a)(7))
1.

Section 1798.185(a)(7) provides that AG regulations are required to specify
the form and procedures for consumers to submit a request to a business
and the rules and procedures for a business to determine that a request
received is a "verifiable consumer request."

2.

Section 1798.140(y)defines "verifiable consumer request" as a request by a
consumer(or authorized person on the consumer's behalf)"that the
business can reasonably verify, pursuant to regulations adopted by the
Attorney General'as required bySection 1798.185(a)(7). It further
specifies that a business is not obligated to comply with such requests "if the
business cannot verify, pursuant to this subdivision and regulations adopted
by the Attorney Generalpursuant to[Section 1798(a)(7)],that the
consumer making the request is the consumer about whom the business has
collected information or is a person authorized by the consumer to act on
such consumer's behalf."(emphases added)

3.

The above sections,and the overall statutory scheme, provide that CCPA's
requirement for a business to respond to a consumer request is not
triggered until after the AG has adopted regulations to specify how a
business can determine if it is a "verifiable consumer request."

4.

It would thus be contrary to the plain language ofthe CCPA,as well as
unreasonable and contrary to the purpose of the CCPA,to require a business
to respond to a consumer request prior to the AG adopting regulations on a
"verifiable consumer request."

5.

Notwithstanding the clear provisions noted above,it is possible some may
claim that CCPA's operative date of January 1,2020 means that businesses
must respond to consumers' requests any time after January 1,2020 even if
final AG regulations are not yet adopted and in effect.

6.

To avoid such confusion and to provide needed certainty to consumers and
businesses as to the timing of the obligation to respond to a consumer
request, we recommend that the AG adoptthe timing rule set out in the
Appendix. This rule indicates that a business's obligation to respond to
consumer access requests shall apply only after the adoption and effective
date offinal AG regulations defining the parameters of such requests.

Effective Date ofAG Regulations and Enforcement
1.

The statute does not state the date by which compliance with the AG's rules
is required and when failure to comply could constitute a violation.

2.

It would be unreasonable to expect compliance starting on the same date or
soon after final regulations are published,especially since such regulations
might require adjustments to businesses' practices and operations in order
to comply with them.

3.

Moreover,the APA specifies that agency regulations generally become
effective on a quarterly basis and no less than two calendar months after
3
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4.

5.

final regulations are filed with the Secretary ofState unless,among other
reasons,the authorizing statute specifies otherwise. (Government Code
Section 11343.4)
In this case,the CCPA specifies a six-month enforcement date, which is
reasonable to construe as being the same as the effective date of the AG's
regulations under the language of the APA.
Thus,the rule recommended below specifies the effective date ofthe AG's
regulations when compliance is required as six months after publication of
the final rules.

4
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Appendix — Proposed Rule Language
Proposed Regulations — Verifiable Consumer Requests — Methods
(a) (1) A business is not obligated to disclose information in response to an access, deletion, optout,or other request from a consumer (or authorized person on the consumer's behalf) under
Sections 1798.100, 1798.105, 1798.110, 1798.115, or otherwise under the California Consumer
Privacy Act, unless the business can verify that the consumer making the request is the consumer
about whom the business has collected information or is a person authorized by a consumer to
act on that consumer's behalf, which shall be deemed a "verifiable consumer request."
(2) The following methods are appropriate, but not exclusive, ways to verify a consumer's
identify before disclosing such information, each of which shall be deemed per se reasonable
as a verification method:
(A) Submission of a current government-issued identification or an original, notarized
request.
(B) The consumer (or authorized person on the consumer's behalf) provides one or
more data paints requested by the business to enat.JIe the business to crossreference for identity verification purposes, Examples of such data points are a
verified phone number, verified email address, method of payment, or
transaction history.
(C) Verification of identity through the use of a third-party identity verification service.
(D) The consumer lugs into a password-protected online accouns, with their account
credentials and follows instructions to make a request for such information.
This method may include a form of two factor or multi-factor authentication or
other security steps. An example of two-factor authentication is inputting a
code that has been Sent to an email or phone number associated with the
consumer's account by the business.
(E) The consumer correctly responds to a series of knowledge-based questions
which only the individual being verified can answe . Questions may be, but are
not required to be,generated through dynamic knowledge-based authentication
services.
(F) The consumer is able to correctly verify a unique code sent to a previously
verified address, telephone number, or email account which is associated with
the consumer's account with the business.
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(3) For determining whether a request made by a person on behalf of a consumer is a "verifiable
consumer request," the requester shall be required to demonstrate that the consumer has
knowingly and specifically authorized the requester to make a request regarding that
consumer's personal information, or the business may request confirmation of such
authorization directly from the consumer. The following methods are appropriate, but not
exclusive, ways for a business to verify such requester's identity before providing
information,each of which shall be deemed perse reasonable as a verification method:
(A) Requiring such requester to be registered with the California Secretary of State as an
agent of the other consumer with a registration that includes the authority to make
a request related to disclosure of the consumer's personal information pursuant to
the California Consumer Privacy Act. When a person registered with the Secretary
of State has been authorized by the consumer to act on the consumer's behalf
("Authorized Agent"):
(i) A business may require the Authorized Agent to submit a method of
verification as though the consumer were making the request for information
directly of the business; and
(ii) A business may require the Authorized Agent to submit verification of its
own identity and authorization to act on behalf of the consumer, as well as
verification of its registration with the Secretary of State.
(B) Requiring such requester to provide proof of appointment as the consumer's legal
guardian,fiduciary, or similar legally authorized and recognized person.
(C) For a consumer request submitted by a person on behalf of the pe►•son's minor
child, a business that is compliant with regulations promulgated by the Federal
Trade Commission implementing the Children's Online Privacy protection Act, 16
C.F.R. section 312.1 et seq. ("CCIPPA"), and/or which utilizes or otherwise
incorporates parental verification methods consistent with the requirements of
COPPA for the purposes of verifying a consumer request submitted by Qa
consumer on behalf of the consumer's child under 13, will be deemed to be. ,a
"verifiable consumer request" in compliance with the California Consumer
Privacy Act and any implementing regulations.
(4) If a business cannot verify the identity of the requester from the information initially
submitted and thus cannot conclude that it is a "verifiable consumer request," the business
may request additional information from the consumer or other requester.
(5)

A business that utilizes one or more of the procedures specified under subsection 2 or 3 of
this section, or an equivalent procedure, to verify the identity of a consumer (or authorized
person on the consumer's behalf), shall not be held liable, in any action by the Attorney
General or other enforcement authority or in any private action under the California
Consumer Privacy Act or related data breach notification laws, for the unauthorized
disclosure of personal information in response to a consumer request under the California
Consumer Privacy Act or any implementing regulation.
6
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(6) A business that has undertaken reasonable efforts to utilize one or more of the procedures
specified under subsection 2 or 3 of this section, or an equivalent procedure, to verify the
identity of a consumer (or authorized person on the consumer's behalf) but has been unable
to determine, within 45 days of receiving the request, that the request is a verifiable
consumer request, shall not be required to provide information to the consumer or other
requester pursuant to any section of the California Consumer Privacy Act or any implementing
regulation.
(7) For purposes of Section 1798.13O(a)(2)'s requirement that a business deliver require,
information to a consumer in a "readily usable format that allows the consumer to
transmit this information from one entity to another entity without hindrance," the term
"readily usable" shall include any structured, commonly used and machine-readable
format, at the business' discretion. Examples include; but are not limited to, .csv, .pdf
and JSON files.

Proposed Regulations — Verifiable Consumer Request — Timing
Any obligation of a business imposed by the California Consumer Privacy Act to respond to a
consumer request for access, deletion, or opt-out of the sale of the consumer's personal information,
either by the consumer or by an authorized person on the consumer's behalf, shall apply only after the
adoption and effective date of final regulations that specify the acceptable methods and
procedures for a business to determine that a request received from a consumer (or authorized
person on the consumer's behalf) is a "verifiable consumer request."

Proposed Regulations — Effective Date of AG Regulations and Enforcement
(a) These regulations implementing the California Consumer Privacy Act shall take effect and
compliance shall be required no later than six months after publication of final regulations.
(b) The Attorney General may bring an enforcement action under the California Consumer
Privacy Act and these regulations at any time starting six months after publication of final
regulations, but no sooner than 30 days after the business receives notification from the Attorney
General describing the business's alleged noncompliance.
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From:
To:
Subject:
Date:
Attachments:

Amy Zajac-Hamerton
Privacy Regulations
Comments on CCPA From Genentech, Inc
Friday, March 08, 2019 3:58:26 PM
Genentech Comment Letter March 8 2019.pdf

To Whom it May Concern:
Genentech is submitting the attached comments in regards to the
California Consumer Privacy Act (CCPA) of 2018. Should you have any
questions or need additional information from Genentech, my contact
information is below.
May I please request confirmation of this email. Thank You.
Amy Zajac
State Government Affairs

Genentech
A Member of the Roche Group

