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DOJ Mobility

Providing Mobile Solutions for Law
Enforcement Agencies from DOJ’s
California Justice Information
Services Division







DOJ’s Newest IT Solutions

»Mobile Solutions
CA DOJ Mobile Portal App

JusticeMobile: Provides mobile access via S
“Smart Devices” to CLETS KAMALA D. HARRIS
SmartJustice: Provides desktop and mobile CA DOJ Mobile

access to Offender Profile Data

CalPhoto: DMV Photos/Bookings %

JusticeMDM: DOJ’s low cost hosted s, e
Mobile Device Management system



JusticeMobile

Provides access to the following systems:
DMV

Wanted Persons

Stolen Vehicle

Criminal History

Automated Firearms

Missing Persons

Restraining and Protective Order
Supervised Release File

California Sex and Arson Registry
Automated Boat

Automated Property

National Law Enforcement Telecommunications System
National Crime Information Center
Missing and Unidentified Persons
Armed and Prohibited Persons
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Modern Effort

JusticeMobile and Smart Device Technology
DOJ Bureau of Firearms (BOF) first weekend deployed

200% increase in inquiries
4 felony arrests otherwise not occurred

300% increase in agent productivity
Using Armed and Prohibited Persons, DMV, etc.

San Francisco Police Department; 1602 devices by June,
2013; 700 more devices mid 2014.

San Francisco PD users
|dentify subjects in the field through CalPhoto
Use mobile device’'s camera to take crime scene photos
Conduct report writing in the field
Supervisors approve reports in the field



DOJ Mobility Services

»>JusticeMobile Platform

»>Multi-Tier Solution
App: JusticeMobile (LEAWeDb)
Security Solution: JusticeMDM
VPN Services
Two Factor Authentication

»Open to multiple Smartphone and Tablet
Flavors (I0S, Android, Windows)



Benefits of DOJ Mobility
What JusticeMobile and JusticeMDM can do for you

> Tactical and officer safety — information in the field
»Investigators
»Motors
»Special Ops
»Mounted
»Bicycles
»\Watercraft
> Aircraft




DOJ Mobility Requirements

> FIPS 140-2 certified data encryption — in motion
» 2 factor authentication to log into VPN tunnel
> Mobile Device Management (MDM) software
»Ability to remotely “wipe” a device if lost or stolen
»Policies to prevent data leakage (no screenshots, Siri, etc.)

» No CORI data stored on the phone



Mobile Device Management (MDM)

»May be agency selected

_Or_

»DOJ’s hosted solution offering
“JusticeMDM”



JusticeMDM

>Highly Available

»Hosted in DOJ’s Data Centers

»Partitioned by agency
Multitenant Environment

»Full administrator access for the agency

»Preconfigured with minimum policy set
required to meet requirements




JusticeMDM Costs

»0One price for JusticeMDM

Currently $24.00 a device per year



JusticeMobile Team
Contact Information

Contact the JusticeMobile Team at:

E-mail: JusticeMobile@doj.ca.gov
(916) 227-6381

Further Information and forms available on CLEW at http://clew.doj.ca.gov






