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What hath God Wrought? 
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CLOUD COMPUTING 

A  distributed, elastic,  self provisioning, computing model  
that permits on-demand network  access  from  anywhere to  

a shared pool  of resources and information.  

* Credit to George White FBI CJIS 





 https://www.youtube.com/watch?v=O_YWfdZVxPs 



 

   

 
  

 
 

 
 

 
  
  

 
  

 
 

 
  

 
 

 
 

  
 

 
 

 
 

 
   

CLOUD COMPUTING 

Should I Be Worried About My Data? 

How committed to compliance Which/what cloud service 
is your chosen provider? model(s) are you leveraging? 
• HIPAA • SaaS 
• FISMA • PaaS 
• SOX • IaaS 
• PCI DSS 

What is the data sensitivity? 
What services are you moving • PII 
to the cloud? • IP 
• Searchable Records • CJI 
• Back Office Services (e-mail, • Financial 

collaboration, working files) • Health Records 
• Web Portal 

* Credit to George White FBI CJIS 



 

 

CLOUD COMPUTING 

Some Cloud Service Provider  Must-Haves  

 

• Transparency   
• Encryption at rest and in transport  
• Personnel  security screening  
• Customer or 3rd  party audit  
• Responsiveness to E-Discovery  
• Clear access control mechanisms  
• Granular breach response   
• Exit Strategy  

* Credit  to George White FBI CJIS  



   Not All Clouds Are Created Equal
 



  

 
 

  
 

 
  

 
 

 

The Microsoft Cloud
 

200+ cloud services 
1+ million servers 
$15B+ infrastructure 
investment 

1 billion customers 
127 countries 
worldwide 

Microsoft 
Intune 





 The Microsoft Government Community Cloud
 



 
   

 

 

 
 

 
  

 

  
 

 

 
 

 

 
  

 
  

 

>2Million 
Developers registered with 

Visual Studio Online 

+10% growth MoM 

>30Trillion 
Storage objects 

in Azure 

1,200,000 
SQL databases 

in Azure 

>60% 
Customers using higher 

level services 

Approaching 

3,000,000 
O365 Gov Users 

350Million 
Azure Active Directory users 

>18Billion 
Azure Active Directory 
authentications/week 



   

  
 

 
 

 
 

  
 

  
 

 
 
  

  

  
 

 

 
 

 
   

  

 
 

 
 

  

 
 

 
 

 
 
 

 

 
  

 

       

  
 

 

  
 

 

Federal Desktop Trustworthy Core Configuration Office 365 for Microsoft Security Computing 

Messaging
 
System ISO/IEC
 

First Microsoft 
Datacenter 

Response Center 

Active 
Directory 

Windows 
Update 

Initiative 
Malware 

Protection 
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Security 
Development 

Lifecycle 
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Digital 
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HIPAA/ 
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CJIS 

Government 
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Heritage of security and compliance
 



    

  
       

       
   

HIPAA ECSB FedRAMP CJIS IRS 1075 

Commitment to industry-leading compliance 
Microsoft offers unrivaled industry leadership through its commitment to compliance. 

Microsoft is the first and only hyperscale cloud provider to meet CJIS security 
requirements for infrastructure and productivity. 



 

 

 

Comprehensive 

Compliance
 

Protecting YOUR data
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CJIS
 

Employee Background Checks
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IRS 1075
 

Audits 
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HIPAA 

Sign on the 

dotted line
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Agency 

Partner Microsoft 

CA DoJ / FBI 
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     Agency interactions depend on nature of Cloud service
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Cyber Defense  Operations  Center  
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