Misconfigured system exposing sensitive data

On 12/27/25 we sent an email reminder about using dental insurance benefits
before the end of the year. Unfortunately, due to a one-time system error, that
email included an attachment containing a list of active patients.

The information in the attachment may have included patient names, dates of
birth, phone numbers, and email addresses. No Social Security numbers,
financial information, insurance IDs, or clinical records were included.

Once we became aware of the issue, we immediately took steps to correct it
and prevent this from happening again. We use HIPAA-compliant and secure
platforms to protect patient information, and this incident does not reflect our
standard practices.



