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To the Parent/Guardian of <<Name 1>>:

RE: Notice of Data Breach

What Happened?
County of Orange Social Services Agency (SSA) is writing to you because of a privacy/security incident that was discovered in 
April 2018 within the Agency’s Family Self-Sufficiency and Adult Services Division. A former employee with access to SSA 
computer systems may have inappropriately accessed and used your and/or your family’s information without a business purpose.

What Information Was Involved?
The following information items about you and your family may have been accessed; First Names, Last Names, Phone 
Numbers, Addresses, Social Security Numbers, Dates of Birth, Passports, Driver’s Licenses, E-mail Addresses, Birth and 
Marriage Certificates, Immigration Documents, Tax Documents, Bank Statements, Utility Records, Employment Records and 
Medical Records.

What We Are Doing:
SSA deeply regrets any inconvenience this incident may cause you. Upon discovery of the incident, SSA conducted both a 
thorough internal investigation as well as a joint investigation with law enforcement. The employee’s access was immediately 
deactivated, and the employee subsequently separated from the County. To help prevent something like this from happening in 
the future, SSA is reviewing and updating its safeguarding controls, privacy and security policies and procedures, and retraining 
our employees.

What You Can Do:
We recognize this breach may be of significant concern to you and your family; therefore, we are taking steps to ensure your 
privacy and benefits information are better protected in the future. SSA has retained Epiq (www.epiqglobal.com) to provide one 
(1) year of complimentary myTrueIdentity 3B Credit Monitoring Service.

Special note for minors affected by this incident:
The same services referred to adults may not be available to affected minors. As an alternative, parents/legal guardian 
can check to see if your child may be a victim of identity theft by enrolling into Equifax Child Identity Monitoring:  
http://myservices.equifax.com/efx1_brminor. This will scan the Equifax credit database for any instances of the minor’s social 
security number and look for a copy of the minor’s Equifax credit file.

If no SSN match is found and no Equifax credit file exists, Equifax will create an Equifax credit file in the minor’s name and 
immediately “lock” the Equifax credit file. This will prevent access to the minor’s Equifax credit file in the future. If Equifax 
receives a request for your minor’s Equifax credit report, you will receive an email alert.

If there is a match and an Equifax credit file exists, Equifax will immediately “lock” the file and alert you to activity against the 
file, such as an attempt to open a new line of credit.

The minor’s Equifax credit file will be locked for 12 months from date of activation. After that time, the minor’s Equifax credit 
file will be deleted from the credit database if it contains no credit data.
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Other Important Information:
For additional information on the prevention of identity theft, you may visit the Federal Trade Commission’s website,  
www.ftc.gov. Take time to read the FTC’s guide, “Take Charge: Fighting Back Against Identity Theft” at  
http://www.consumer.ftc.gov/features/feature-0014-identity-theft or call the identity theft hotline at the FTC at (877) IDTHEFT 
(877-438-4338). Please also read the enclosed “Breach Help-Consumer Tips from the California Attorney General”.

For More Information:
For information about your privacy rights, you may visit the website of the California Department of Justice, Privacy Enforcement 
and Protection at https://www.oag.ca.gov/privacy.

Should you need any further information about this incident, please contact Epiq at 888-905-0448.

Sincerely,

Debra J. Baetz
Director
County of Social Services Agency
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Enter your Activation Code: <<INSERT ACTIVATION CODE>>

Product Information

Equifax Child Identity Monitoring will scan the Equifax credit database for any instances of the minor’s social security 
number and look for a copy of the minor’s Equifax credit file.

•	 If no SSN match is found and no Equifax credit file exists, Equifax will create an Equifax credit file in the minor’s name 
and immediately “lock” the Equifax credit file. This will prevent access to the minor’s Equifax credit file in the future. 
If Equifax receives a request for your minor’s Equifax credit report, you will receive an email alert.

•	 If there is a match and an Equifax credit file exists, Equifax will immediately “lock” the file and alert you to activity 
against the file, such as an attempt to open a new line of credit.

•	 The minor’s Equifax credit file will be locked for 12 months from date of activation. After that time, the minor’s Equifax 
credit file will be deleted from our credit database if it contains no credit data.

Enrollment Instructions

To enroll in Equifax Child Identity Monitoring go to http://myservices.equifax.com/efx1_brminor and follow the  
instructions below:

1. Welcome Page: Enter the Activation Code provided at the top of this page in the “Activation Code” box and click the 
“Submit” button.

2. Register: Complete the form with YOUR contact information first (name, gender, home address, date of birth, Social Security 
Number and telephone number) and click the “Continue” button. 

3. Create Account: Complete the form with your email address, create a Username and Password, after reviewing the Terms of 
Use, check the box to accept the Terms of Use and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the questions and 
click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enrollment. Please click the “View My Product” button to access 
the product features.

6. Click the orange “Enroll Child” button to enter your child’s information (child’s name, Date of Birth and Social Security 
Number). Note: if you enter the child’s SSN incorrectly, you will need to remove the minor by going to your Member Center 
and clicking on “My Account” to remove the minor from the account. You may then re-enroll the minor with the correct SSN.

7. Check the box confirming you are the child’s parent or guardian.

8. Click “Submit” to enroll your child.
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