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VIA ELECTRONIC SUBMISSION 

Attorney General Xavier Becerra 
Office of the Attorney General 
California Department of Justice 
Attn: Public Inquiry Unit 
P.O. Box 944255 
Sacramento, CA 94244-2550 

Re: Notification of Data Breach 

Dear Attorney General Becerra: 

We represent AltaMed Health Services Corporation (“AltaMed”) in connection with a recent data 
security incident experienced by Sharecare Health Data Services (“SHDS”), an AltaMed business 
associate, which is described in greater detail below.   

1. Nature of the security incident. 

On December 31, 2018, SHDS informed AltaMed that it had experienced a data security incident 
involving the SHDS network which affected information belonging to certain AltaMed patients.  In 
doing so, SHDS stated that it first detected abnormal activity within the SHDS network on June 22, 
2018 and that it ultimately determined that an unauthorized third-party gained access to the SHDS 
network as early as May 21, 2018.  According to SHDS, its investigation relating to this incident 
revealed that the unauthorized third-party accessed and/or acquired SHDS files containing AltaMed 
patient information.  This information may have included patient names, addresses, dates of birth, 
and unique identification numbers as well as names and addresses of facilities that provided health 
services and, in some instances, medical record numbers, and/or internal SHDS processing notes.  

2. Number of California residents affected. 

AltaMed notified 5,767 California residents regarding this data security incident. Notification letters 
were mailed via first class U.S. mail on February 15, 2019.  A sample copy of the notification letter 
is included with this letter.   

3.  Steps taken relating to the incident. 

Since receiving notice from SHDS about this incident, AltaMed has worked diligently to learn as 
much as possible about it and to identify those AltaMed patients whose information may have been 
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affected for purposes of notification.  According to SHDS, SHDS has also taken affirmative steps to 
respond to this incident and to help prevent similar incidents from occurring in the future. 

4.  Contact information. 

AltaMed is dedicated to protecting the sensitive information that is in its control. If you have any 
questions or need additional information, please do not hesitate to contact me at (720) 202-2052, 
or by e-mail at Alyssa.Watzman@lewisbrisbois.com.  

Sincerely, 

/s/ Alyssa R. Watzman 

Alyssa R. Watzman of 
LEWIS BRISBOIS BISGAARD & SMITH LLP

Enclosure 
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