
Notice of Data Breach

Dear <<First_name>> <<Last_name>>,

Amgen Inc. (“Amgen”) is writing to notify you of a cybersecurity incident involving your personal information. This 
letter includes information about the nature of the incident, affected information, and the actions Amgen has taken to 
protect your information. 

What Happened?
On or about July 2, 2026, Amgen became aware of an unauthorized third party access to certain Amgen systems and 
data stored in cloud environments hosted by third party cloud service providers. Upon discovering the incident, Amgen 
promptly commenced an investigation and engaged independent cybersecurity forensic experts. On July 18, 2026, Amgen 
identified that the unauthorized third party had obtained access to and acquired certain files containing patient personal 
information and health information. 

What Information Was Involved?
Based on our investigation to date, these files included your name; email address; postal address; date of birth; government 
identification number; medical information; and/or health insurance information. 

What We Are Doing
Amgen takes its obligation to safeguard privacy and security of its patients’ data very seriously. Upon learning of the 
incident, Amgen activated its cybersecurity response plan, began implementing containment measures, and engaged 
independent cybersecurity forensic experts. As with any cybersecurity incident, we are investigating this incident and 
will take appropriate actions. 

Further, we are providing you with identity monitoring provided by Kroll at no cost to you for 24 months should you 
choose to enroll. Your identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft 
Restoration.

What You Can Do
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and 
to monitor your credit reports for suspicious activity. Please review the attachment called Preventing Identity Theft and 
Fraud for more information on ways to protect yourself against the potential misuse of your information.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services. 
You have until <<b2b_text_6 (activation deadline)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.

Additional information describing your services is included in the section titled Take Advantage of Your Identity 
Monitoring Services in the attachment to this letter.

<<FIRST_NAME>> <<MIDDLE_NAME>> <<LAST_NAME>> <<SUFFIX>>
<<ADDRESS_1>>
<<ADDRESS_2>>
<<CITY>>, <<STATE_PROVINCE>> <<POSTAL_CODE>>
<<COUNTRY>>

ELN-27935

<<Return to Kroll>>
<<Return Address>>
<<City, State ZIP>>

<<Date>> (Format: Month Day, Year)



For More Information 
Amgen takes its obligation to safeguard privacy and security of your data very seriously. Should you have any further 
questions or concerns regarding this matter, you may contact Amgen at privacy@amgen.com or call (844) 958-8971, 
Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time, excluding major U.S. holidays. Please have your 
membership number ready.

To report an adverse event or product complaint that has occurred during the use of an Amgen product, call Amgen 
Medical Information at 800-77-AMGEN (800-772-6436).

Sincerely, 

Amgen Inc. 
One Amgen Center Drive
Thousand Oaks, CA
91320 



Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or identity theft 
by, among other things, reviewing your account statements and monitoring credit reports closely. If you detect any 
suspicious activity on an account, you should promptly notify the financial institution or company with which the account 
is maintained. You should also promptly report any fraudulent activity or any suspected incidents of identity theft to 
proper law enforcement authorities, including the police and your state’s attorney general, as well as the Federal Trade 
Commission (“FTC”).

You may wish to review the tips provided by the FTC on fraud alerts, security/credit freezes, and steps you can 
take to avoid identity theft. For more information and to contact the FTC, please visit www.ftc.gov/idtheft or call  
1-877-ID-THEFT (1-877-438-4338). You may also contact the FTC at: Federal Trade Commission, 600 Pennsylvania 
Avenue, NW, Washington, DC 20580.

Credit Reports: You may obtain a free copy of your credit report once every 12 months from each of the three 
national credit reporting agencies by visiting http://www.annualcreditreport.com, by calling tollfree 1-877-322-8228, 
or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. 
Box 105281, Atlanta, GA 30348. You can print a copy of the request form at https://www.annualcreditreport.com/cra/
requestformfinal.pdf.

Alternatively, you may elect to obtain or purchase a copy of your credit report by contacting one of the three national 
credit reporting agencies. Contact these national credit reporting agencies to request a copy of your credit report or for 
general inquiries, including obtaining information about fraud alerts and placing a security freeze on your credit files. 
Contact information for these agencies is as follows:

Equifax 
1-800-685-1111 
www.equifax.com 
P.O. Box 740241
Atlanta, GA 30374

Experian 
1-888-397-3742 
www.experian.com 
P.O. Box 2104 
Allen, TX 75013

TransUnion 
1-800-888-4213
www.transunion.com 
P.O. Box 2000
Chester, PA 19016

Fraud Alerts: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will 
stay on your credit file for at least 90 days. The alert informs creditors of possible fraudulent activity within your report 
and requests that the creditor contact you prior to establishing any new accounts in your name. To place a fraud alert on 
your credit report, contact any of the three national credit reporting agencies using the contact information listed above. 
Additional information is available at http://www.annualcreditreport.com.

Credit and Security Freezes: You may have the right to place a credit freeze, also known as a security freeze, on your 
credit file, so that no new credit can be opened in your name without the use of a PIN number that is issued to you when 
you initiate the freeze at no cost to you. A credit freeze is designed to prevent potential credit grantors from accessing 
your credit report without your consent. If you place a credit freeze, potential creditors and other third parties will not be 
able to get access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay 
your ability to obtain credit. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit 
reporting company. Since the instructions for how to establish a credit freeze differ from state to state, please contact 
the three major credit reporting companies using the contact information above. In order to request a security freeze, 
you may need to supply your full name (including middle initial, as well as Jr., Sr., II, III, etc.), date of birth, Social 
Security number, all addresses for up to five previous years, email address, a copy of your state identification card or 
driver’s license, and a copy of a utility bill, bank or insurance statement, or other statement to show proof of your current 
address. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law 
enforcement agency concerning your identity theft.

Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act. We encourage 
you to review your rights under the Fair Credit Reporting Act by visiting https://files.consumerfinance.gov/f/ 
201504_cfpb_summary_your-rights-under-fcra.pdf, or by requesting information in writing from the Consumer Response 
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.

Other Important State Information 
You may also file a report with your local police or the police in the community where the identity theft took place. 
Further, you are entitled to request a copy of the police report filed in this matter.



For Rhode Island residents: 
Based on review to date, this data security incident impacted personal information of 106 Rhode Island residents.  
You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney General 
Office: Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903, 401-274-4400  
http://www.riag.ri.gov. 

For Maryland Residents: 
You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney General, 200 St. 
Paul Place, Baltimore, MD 21202, 1-888-743-0023 www.marylandattorneygeneral.gov.

For Washington D.C. Residents:
You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia, 
441 4th Street, NW, Washington, DC 20001, 202-727-3400 https://oag.dc.gov/.

For North Carolina Residents: 
You may obtain information about avoiding identity theft at: North Carolina Attorney General’s Office, 9001 Mail 
Service Center, Raleigh, NC 27699, 919-716-6400 www.ncdoj.gov.

For New York Residents:
You may obtain  information regarding security breach response and identity theft prevention and protection at: 
Office of the New York Attorney General, The Capitol, Albany, NY 12224, 1-800-771-7755 https://ag.ny.gov/;  
New York Department of State, One Commerce Plaza, 99 Washington Avenue, Albany, NY 12231, 1-800-697-1220  
https://dos.ny.gov/ 

For New Mexico Residents: 
The Fair Credit Reporting Act provides certain rights in addition to the right to receive a copy of your credit report 
(including a free copy once every 12 months), including the right to ask for a credit score, dispute incomplete or inaccurate 
information, limit “prescreened” offers of credit and insurance, and seek damages from violators. If you are the victim of 
identity theft, you also have the right to file a police report and obtain a copy of it.

For Iowa and Oregon Residents: 
You are advised to report any suspected identity theft to law enforcement or to the state Attorney General. 

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico and Vermont Residents: 
You may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must 
contact each of the credit bureaus directly to obtain such additional report(s).

Take Advantage of Your Identity Monitoring Services
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied 
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who will be 
able to help you determine if it is an indicator of identity theft. To receive credit services, you must be over the age of 18 
and have established credit in the U.S., have a Social Security number in your name, and have a U.S. residential address 
associated with your credit file.

Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective 
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and 
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied 
to an identity theft event.

Identity Theft Restoration
If you experience identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve related 
issues. You will have access to a dedicated investigator who understands your issues and can do most of the work for you. 
Your investigator will be able to investigate the scope of the identity theft, and then work to resolve it.



Notice of Data Breach

Dear <<First_name>> <<Last_name>>,

Amgen Inc. (“Amgen”) is writing to notify you of a cybersecurity incident involving your personal information. This 
letter includes information about the nature of the incident, affected information, and the actions Amgen has taken to 
protect your information. 

What Happened?
On or about July 2, 2026, Amgen became aware of an unauthorized third party access to certain Amgen systems and 
data stored in cloud environments hosted by third party cloud service providers. Upon discovering the incident, Amgen 
promptly commenced an investigation and engaged independent cybersecurity forensic experts. On July 18, 2026, Amgen 
identified that the unauthorized third party had obtained access to and acquired certain files containing patient personal 
information and health information. 

What Information Was Involved?
Based on our investigation to date, these files included your name; email address; postal address; date of birth; government 
identification number; medical information; and/or health insurance information. 

We have also determined that certain files included your social security number and/or personal financial information 
such as your bank account number.

What We Are Doing
Amgen takes its obligation to safeguard privacy and security of its patients’ data very seriously. Upon learning of the 
incident, Amgen activated its cybersecurity response plan, began implementing containment measures, and engaged 
independent cybersecurity forensic experts. As with any cybersecurity incident, we are investigating this incident and 
will take appropriate actions. 

Further, we are providing you with identity monitoring provided by Kroll at no cost to you for 24 months should you 
choose to enroll. Your identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft 
Restoration.

What You Can Do
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and 
to monitor your credit reports for suspicious activity. Please review the attachment called Preventing Identity Theft and 
Fraud for more information on ways to protect yourself against the potential misuse of your information.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services. 
You have until <<b2b_text_6 (activation deadline)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.

<<FIRST_NAME>> <<MIDDLE_NAME>> <<LAST_NAME>> <<SUFFIX>>
<<ADDRESS_1>>
<<ADDRESS_2>>
<<CITY>>, <<STATE_PROVINCE>> <<POSTAL_CODE>>
<<COUNTRY>>

ELN-27937

<<Return to Kroll>>
<<Return Address>>
<<City, State ZIP>>

<<Date>> (Format: Month Day, Year)



Additional information describing your services is included in the section titled Take Advantage of Your Identity 
Monitoring Services in the attachment to this letter.

For More Information 
Amgen takes its obligation to safeguard privacy and security of your data very seriously. Should you have any further 
questions or concerns regarding this matter, you may contact Amgen at privacy@amgen.com or call (844) 958-8971, 
Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time, excluding major U.S. holidays. Please have your 
membership number ready.

To report an adverse event or product complaint that has occurred during the use of an Amgen product, call Amgen 
Medical Information at 800-77-AMGEN (800-772-6436).

Sincerely, 

Amgen Inc. 
One Amgen Center Drive
Thousand Oaks, CA
91320 



Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or identity theft 
by, among other things, reviewing your account statements and monitoring credit reports closely. If you detect any 
suspicious activity on an account, you should promptly notify the financial institution or company with which the account 
is maintained. You should also promptly report any fraudulent activity or any suspected incidents of identity theft to 
proper law enforcement authorities, including the police and your state’s attorney general, as well as the Federal Trade 
Commission (“FTC”).

You may wish to review the tips provided by the FTC on fraud alerts, security/credit freezes, and steps you can 
take to avoid identity theft. For more information and to contact the FTC, please visit www.ftc.gov/idtheft or call  
1-877-ID-THEFT (1-877-438-4338). You may also contact the FTC at: Federal Trade Commission, 600 Pennsylvania 
Avenue, NW, Washington, DC 20580.

Credit Reports: You may obtain a free copy of your credit report once every 12 months from each of the three 
national credit reporting agencies by visiting http://www.annualcreditreport.com, by calling tollfree 1-877-322-8228, 
or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. 
Box 105281, Atlanta, GA 30348. You can print a copy of the request form at https://www.annualcreditreport.com/cra/
requestformfinal.pdf.

Alternatively, you may elect to obtain or purchase a copy of your credit report by contacting one of the three national 
credit reporting agencies. Contact these national credit reporting agencies to request a copy of your credit report or for 
general inquiries, including obtaining information about fraud alerts and placing a security freeze on your credit files. 
Contact information for these agencies is as follows:

Equifax 
1-800-685-1111 
www.equifax.com 
P.O. Box 740241
Atlanta, GA 30374

Experian 
1-888-397-3742 
www.experian.com 
P.O. Box 2104 
Allen, TX 75013

TransUnion 
1-800-888-4213
www.transunion.com 
P.O. Box 2000
Chester, PA 19016

Fraud Alerts: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will 
stay on your credit file for at least 90 days. The alert informs creditors of possible fraudulent activity within your report 
and requests that the creditor contact you prior to establishing any new accounts in your name. To place a fraud alert on 
your credit report, contact any of the three national credit reporting agencies using the contact information listed above. 
Additional information is available at http://www.annualcreditreport.com.

Credit and Security Freezes: You may have the right to place a credit freeze, also known as a security freeze, on your 
credit file, so that no new credit can be opened in your name without the use of a PIN number that is issued to you when 
you initiate the freeze at no cost to you. A credit freeze is designed to prevent potential credit grantors from accessing 
your credit report without your consent. If you place a credit freeze, potential creditors and other third parties will not be 
able to get access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay 
your ability to obtain credit. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit 
reporting company. Since the instructions for how to establish a credit freeze differ from state to state, please contact 
the three major credit reporting companies using the contact information above. In order to request a security freeze, 
you may need to supply your full name (including middle initial, as well as Jr., Sr., II, III, etc.), date of birth, Social 
Security number, all addresses for up to five previous years, email address, a copy of your state identification card or 
driver’s license, and a copy of a utility bill, bank or insurance statement, or other statement to show proof of your current 
address. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law 
enforcement agency concerning your identity theft.

Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act. We encourage 
you to review your rights under the Fair Credit Reporting Act by visiting https://files.consumerfinance.gov/f/ 
201504_cfpb_summary_your-rights-under-fcra.pdf, or by requesting information in writing from the Consumer Response 
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.

Other Important State Information 
You may also file a report with your local police or the police in the community where the identity theft took place. 
Further, you are entitled to request a copy of the police report filed in this matter.



For Rhode Island residents: 
Based on review to date, this data security incident impacted personal information of 106 Rhode Island residents. 
You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney General 
Office: Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903, 401-274-4400  
http://www.riag.ri.gov. 

For Maryland Residents: 
You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney General, 200 St. 
Paul Place, Baltimore, MD 21202, 1-888-743-0023 www.marylandattorneygeneral.gov.

For Washington D.C. Residents:
You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia, 
441 4th Street, NW, Washington, DC 20001, 202-727-3400 https://oag.dc.gov/.

For North Carolina Residents: 
You may obtain information about avoiding identity theft at: North Carolina Attorney General’s Office, 9001 Mail 
Service Center, Raleigh, NC 27699, 919-716-6400 www.ncdoj.gov.

For New York Residents:
You may obtain  information regarding security breach response and identity theft prevention and protection at: 
Office of the New York Attorney General, The Capitol, Albany, NY 12224, 1-800-771-7755 https://ag.ny.gov/;  
New York Department of State, One Commerce Plaza, 99 Washington Avenue, Albany, NY 12231, 1-800-697-1220  
https://dos.ny.gov/ 

For New Mexico Residents: 
The Fair Credit Reporting Act provides certain rights in addition to the right to receive a copy of your credit report 
(including a free copy once every 12 months), including the right to ask for a credit score, dispute incomplete or inaccurate 
information, limit “prescreened” offers of credit and insurance, and seek damages from violators. If you are the victim of 
identity theft, you also have the right to file a police report and obtain a copy of it.

For Iowa and Oregon Residents: 
You are advised to report any suspected identity theft to law enforcement or to the state Attorney General. 

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico and Vermont Residents: 
You may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must 
contact each of the credit bureaus directly to obtain such additional report(s).

Take Advantage of Your Identity Monitoring Services
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied 
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who will be 
able to help you determine if it is an indicator of identity theft. To receive credit services, you must be over the age of 18 
and have established credit in the U.S., have a Social Security number in your name, and have a U.S. residential address 
associated with your credit file.

Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective 
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and 
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied 
to an identity theft event.

Identity Theft Restoration
If you experience identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve related 
issues. You will have access to a dedicated investigator who understands your issues and can do most of the work for you. 
Your investigator will be able to investigate the scope of the identity theft, and then work to resolve it.



Notice of Data Breach

Dear Parent or Guardian of <<First_name>> <<Last_name>>,

Amgen Inc. (“Amgen”) is writing to notify you of a cybersecurity incident involving your child’s personal information. 
This letter includes information about the nature of the incident, affected information, and the actions Amgen has taken 
to protect your child’s information. 

What Happened?
On or about July 2, 2026, Amgen became aware of an unauthorized third party access to certain Amgen systems and 
data stored in cloud environments hosted by third party cloud service providers. Upon discovering the incident, Amgen 
promptly commenced an investigation and engaged independent cybersecurity forensic experts. On July 18, 2026, Amgen 
identified that the unauthorized third party had obtained access to and acquired certain files containing patient personal 
information and health information. 

What Information Was Involved?
Based on our investigation to date, these files included your child’s name; email address; postal address; date of birth; 
government identification number; medical information; and/or health insurance information. 

What We Are Doing
Amgen takes its obligation to safeguard privacy and security of its patients’ data very seriously. Upon learning of the 
incident, Amgen activated its cybersecurity response plan, began implementing containment measures, and engaged 
independent cybersecurity forensic experts. As with any cybersecurity incident, we are investigating this incident and 
will take appropriate actions. 

Further, we are providing you with Minor Identity Monitoring, Fraud Consultation, and Identity Theft Restoration 
provided by Kroll at no cost to you for 24 months should you choose to enroll. 

What You Can Do
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your child’s account statements, 
and to monitor your child’s credit reports for suspicious activity. Please review the attachment called Preventing Identity 
Theft and Fraud for more information on ways to protect your child against the potential misuse of your information.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your Minor Identity Monitoring services. 
You have until <<b2b_text_6 (activation deadline)>> to activate your Minor Identity Monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.

Additional information describing your child’s services are included in the section titled Take Advantage of Your Identity 
Monitoring Services in the attachment to this letter.

PARENT OR GUARDIAN OF
<<FIRST_NAME>> <<MIDDLE_NAME>> <<LAST_NAME>> <<SUFFIX>>
<<ADDRESS_1>>
<<ADDRESS_2>>
<<CITY>>, <<STATE_PROVINCE>> <<POSTAL_CODE>>
<<COUNTRY>>

ELN-28005

<<Return to Kroll>>
<<Return Address>>
<<City, State ZIP>>

<<Date>> (Format: Month Day, Year)



For More Information 
Amgen takes its obligation to safeguard privacy and security of your child’s data very seriously. Should you have 
any further questions or concerns regarding this matter, you may contact Amgen at privacy@amgen.com or call  
(844) 958-8971, Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time, excluding major U.S. holidays. Please 
have your child’s membership number ready.

To report an adverse event or product complaint that has occurred during the use of an Amgen product, call Amgen 
Medical Information at 800-77-AMGEN (800-772-6436).

Sincerely, 

Amgen Inc. 
One Amgen Center Drive
Thousand Oaks, CA
91320 



Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or identity theft 
by, among other things, reviewing your child’s account statements and monitoring credit reports closely. If you detect 
any suspicious activity on an account, you should promptly notify the financial institution or company with which the 
account is maintained. You should also promptly report any fraudulent activity or any suspected incidents of identity theft 
to proper law enforcement authorities, including the police and your state’s attorney general, as well as the Federal Trade 
Commission (“FTC”).

You may wish to review the tips provided by the FTC on fraud alerts, security/credit freezes, and steps you can 
take to avoid identity theft. For more information and to contact the FTC, please visit www.ftc.gov/idtheft or call  
1-877-ID-THEFT (1-877-438-4338). You may also contact the FTC at: Federal Trade Commission, 600 Pennsylvania 
Avenue, NW, Washington, DC 20580.

Credit Reports: You may obtain a free copy of your child’s credit report once every 12 months from each of the three 
national credit reporting agencies by visiting http://www.annualcreditreport.com, by calling tollfree 1-877-322-8228, 
or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. 
Box 105281, Atlanta, GA 30348. You can print a copy of the request form at https://www.annualcreditreport.com/cra/
requestformfinal.pdf.

Alternatively, you may elect to obtain or purchase a copy of your child’s credit report by contacting one of the three 
national credit reporting agencies. Contact these national credit reporting agencies to request a copy of your child’s credit 
report or for general inquiries, including obtaining information about fraud alerts and placing a security freeze on your 
child’s credit files. Contact information for these agencies is as follows:

Equifax 
1-800-685-1111 
www.equifax.com 
P.O. Box 740241
Atlanta, GA 30374

Experian 
1-888-397-3742 
www.experian.com 
P.O. Box 2104 
Allen, TX 75013

TransUnion 
1-800-888-4213
www.transunion.com 
P.O. Box 2000
Chester, PA 19016

Fraud Alerts: You may want to consider placing a fraud alert on your child’s credit report. An initial fraud alert is free 
and will stay on your child’s credit file for at least 90 days. The alert informs creditors of possible fraudulent activity 
within your report and requests that the creditor contact you prior to establishing any new accounts in your child’s name. 
To place a fraud alert on your child’s credit report, contact any of the three national credit reporting agencies using the 
contact information listed above. Additional information is available at http://www.annualcreditreport.com.

Credit and Security Freezes: You may have the right to place a credit freeze, also known as a security freeze, on your 
child’s credit file, so that no new credit can be opened in your child’s name without the use of a PIN number that is issued 
to you when you initiate the freeze at no cost to you. A credit freeze is designed to prevent potential credit grantors from 
accessing your child’s credit report without your consent. If you place a credit freeze, potential creditors and other third 
parties will not be able to get access to your child’s credit report unless you temporarily lift the freeze. Therefore, using 
a credit freeze may delay your ability to obtain credit. Unlike a fraud alert, you must separately place a credit freeze on 
your child’s credit file at each credit reporting company. Since the instructions for how to establish a credit freeze differ 
from state to state, please contact the three major credit reporting companies using the contact information above. In order 
to request a security freeze, you may need to supply your child’s full name (including middle initial, as well as Jr., Sr., II, 
III, etc.), date of birth, Social Security number, all addresses for up to five previous years, email address, a copy of your 
state identification card or driver’s license, and a copy of a utility bill, bank or insurance statement, or other statement to 
show proof of your current address. If you are a victim of identity theft, include a copy of the police report, investigative 
report, or complaint to a law enforcement agency concerning your child’s identity theft.

Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act. We encourage 
you to review your rights under the Fair Credit Reporting Act by visiting https://files.consumerfinance.gov/f/201504_
cfpb_summary_your-rights-under-fcra.pdf, or by requesting information in writing from the Consumer Response Center, 
Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.

Other Important State Information 
You may also file a report with your local police or the police in the community where the identity theft took place. 
Further, you are entitled to request a copy of the police report filed in this matter.



For Rhode Island residents: 
Based on review to date, this data security incident impacted personal information of 106 Rhode Island residents. 
You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney General 
Office: Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903, 401-274-4400  
http://www.riag.ri.gov. 

For Maryland Residents: 
You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney General, 200 St. 
Paul Place, Baltimore, MD 21202, 1-888-743-0023 www.marylandattorneygeneral.gov.

For Washington D.C. Residents:
You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia, 
441 4th Street, NW, Washington, DC 20001, 202-727-3400 https://oag.dc.gov/.

For North Carolina Residents: 
You may obtain information about avoiding identity theft at: North Carolina Attorney General’s Office, 9001 Mail Service 
Center, Raleigh, NC 27699, 919-716-6400 www.ncdoj.gov.

For New York Residents:
You may obtain  information regarding security breach response and identity theft prevention and protection at: 
Office of the New York Attorney General, The Capitol, Albany, NY 12224, 1-800-771-7755 https://ag.ny.gov/; New 
York Department of State, One Commerce Plaza, 99 Washington Avenue, Albany, NY 12231, 1-800-697-1220  
https://dos.ny.gov/ 

For New Mexico Residents: 
The Fair Credit Reporting Act provides certain rights in addition to the right to receive a copy of your child’s credit 
report (including a free copy once every 12 months), including the right to ask for a credit score, dispute incomplete or 
inaccurate information, limit “prescreened” offers of credit and insurance, and seek damages from violators. If you are 
the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For Iowa and Oregon Residents: 
You are advised to report any suspected identity theft to law enforcement or to the state Attorney General. 

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico and Vermont Residents: 
You may obtain one or more (depending on the state) additional copies of your child’s credit report, free of charge. You 
must contact each of the credit bureaus directly to obtain such additional report(s).

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Minor Identity Monitoring
Minor Identity Monitoring detects when names, aliases, or addresses become associated with your child’s Social Security 
number. An alert will be sent to you when activity is detected. The presence of a credit file may be an indicator of identity 
theft or fraud for children who, as minors, should not have a credit history. To activate services, a U.S. Social Security 
number and U.S. residential address is required.

Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective 
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and 
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied 
to an identity theft event.

Identity Theft Restoration
If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve 
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the work 
for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.
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