ZĞƚƵƌŶDĂŝůWƌŽĐĞƐƐŝŶŐ
WKŽǆϱϴϵ
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$37$%&
$1<67
$1<72:167

VTVVVTTVSSVTVTVUUTVSTTVUTVUTSVSTTTUVVTUUTUVVVUTTVSUTSTTSVSVVUUUTU

Z͗EŽƚŝĐĞŽĨĂƚĂƌĞĂĐŚ
ĞĂƌ^ĂŵƉůĞ͘^ĂŵƉůĞ͗
/ĂŵǁƌŝƚŝŶŐƚŽǇŽƵŽŶďĞŚĂůĨŽĨŝƌĞĐƚŶĞƌŐǇ>W;͞ŝƌĞĐƚŶĞƌŐǇ͟ͿǁŝƚŚŝŵƉŽƌƚĂŶƚŝŶĨŽƌŵĂƚŝŽŶĂďŽƵƚĂĚĂƚĂ
ƐĞĐƵƌŝƚǇŝŶĐŝĚĞŶƚƚŚĂƚŽĐĐƵƌƌĞĚŽŶEŽǀĞŵďĞƌϯ͕ϮϬϮϬĂƚĂǀĞŶĚŽƌƚŚĂƚƉƌŽǀŝĚĞƐĚĂƚĂĂŶĂůǇƚŝĐƐƐĞƌǀŝĐĞƐĨŽƌƵƐ͘
tĞĂƚƚĞŵƉƚĞĚƚŽŶŽƚŝĨǇǇŽƵŝŶĞĐĞŵďĞƌŽĨϮϬϮϬ͕ďƵƚƚŚĂƚĂƚƚĞŵƉƚǁĂƐƌĞƚƵƌŶĞĚƵŶĚĞůŝǀĞƌĂďůĞ͘ǆƚƌĂϭƚĂŬĞƐ
ƚŚĞƉƌŽƚĞĐƚŝŽŶĂŶĚƉƌŽƉĞƌƵƐĞŽĨǇŽƵƌƉĞƌƐŽŶĂůŝŶĨŽƌŵĂƚŝŽŶǀĞƌǇƐĞƌŝŽƵƐůǇ͘tĞĞŶŐĂŐĞĚĂŶŽƵƚƐŝĚĞǀĞŶĚŽƌƚŽ
ŚĞůƉƵƐŝĚĞŶƚŝĨǇǇŽƵƌƵƉĚĂƚĞĚĐŽŶƚĂĐƚŝŶĨŽƌŵĂƚŝŽŶ͕ƚŽĂůůŽǁƵƐƚŽĂŐĂŝŶƚƌǇƚŽĐŽŶƚĂĐƚǇŽƵ͘tĞŚŽƉĞƚŚŝƐůĞƚƚĞƌ
ƌĞĂĐŚĞƐǇŽƵƐĂĨĞůǇ͘/ƚǁŝůůĞǆƉůĂŝŶƚŚĞŝŶĐŝĚĞŶƚĂŶĚƉƌŽǀŝĚĞǇŽƵŝŶĨŽƌŵĂƚŝŽŶĂďŽƵƚƐĞĐƵƌŝƚǇŵĞĂƐƵƌĞƐǇŽƵĐĂŶ
ƚĂŬĞƚŽƉƌŽƚĞĐƚǇŽƵƌƐĞůĨĂŶĚǇŽƵƌƉĞƌƐŽŶĂůŝŶĨŽƌŵĂƚŝŽŶ͘
tŚĂƚ,ĂƉƉĞŶĞĚ͗
KŶEŽǀĞŵďĞƌϯ͕ϮϬϮϬ͕ǁĞǁĞƌĞŶŽƚŝĨŝĞĚŽĨĂĚĂƚĂƐĞĐƵƌŝƚǇŝŶĐŝĚĞŶƚƚŚĂƚŽĐĐƵƌƌĞĚĂƚŽŶĞŽĨŽƵƌĚĂƚĂĂŶĂůǇƚŝĐƐ
ǀĞŶĚŽƌƐ͕ǁŚŝĐŚŝŶǀŽůǀĞĚƐŽŵĞŽĨǆƚƌĂϭ͛ƐĐƵƐƚŽŵĞƌŝŶĨŽƌŵĂƚŝŽŶ͘dŚĞŝŶĐŝĚĞŶƚŝŶǀŽůǀĞĚĂ͞ƌĂŶƐŽŵǁĂƌĞ͟
ĂƚƚĂĐŬŽŶƚŚĞǀĞŶĚŽƌ͛ƐƐǇƐƚĞŵƐŽŶEŽǀĞŵďĞƌϯ͕ϮϬϮϬ͘KŶƚŚĂƚĚĂƚĞ͕ŝƚĂƉƉĞĂƌƐƚŚĂƚƵŶĂƵƚŚŽƌŝǌĞĚƉĂƌƚŝĞƐ
ĂĐĐĞƐƐĞĚĂŶĚĞǆƚƌĂĐƚĞĚƐŽŵĞŽĨƚŚĞǀĞŶĚŽƌ͛ƐĐůŝĞŶƚĨŝůĞƐ͕ŝŶĐůƵĚŝŶŐƐŽŵĞĨŝůĞƐĐŽŶƚĂŝŶŝŶŐĐƵƐƚŽŵĞƌŝŶĨŽƌŵĂƚŝŽŶ
ŽĨǆƚƌĂϭ͘/ŶĂĐĐŽƌĚĂŶĐĞǁŝƚŚƚŚĞƐƚĂŶĚĂƌĚƌĞĐŽŵŵĞŶĚĂƚŝŽŶŽĨƚŚĞ&/ĂŶĚĨŝŶĂŶĐŝĂůƌĞŐƵůĂƚŽƌƐ͕ƚŚĞǀĞŶĚŽƌ
ĚŝĚŶŽƚƉĂǇƚŚĞƌĂŶƐŽŵ͕ĂŶĚŝŵŵĞĚŝĂƚĞůǇďĞŐĂŶǁŽƌŬŝŶŐƚŽĐŽŶƚĂŝŶƚŚĞŝŶĐŝĚĞŶƚĂŶĚƚĞƌŵŝŶĂƚĞĂŶǇ
ƵŶĂƵƚŚŽƌŝǌĞĚĂĐĐĞƐƐ͘ǆƚƌĂϮdŚŝƐŶŽƚŝĐĞǁĂƐŶŽƚĚĞůĂǇĞĚĂƐƚŚĞƌĞƐƵůƚŽĨĂůĂǁĞŶĨŽƌĐĞŵĞŶƚŝŶǀĞƐƚŝŐĂƚŝŽŶ͘
tŚĂƚ/ŶĨŽƌŵĂƚŝŽŶtĂƐ/ŶǀŽůǀĞĚ͗
dŚŝƐŝŶĐŝĚĞŶƚŝŶǀŽůǀĞĚǆƚƌĂϯ͘ƐĂƌĞƐƵůƚ͕ǇŽƵƌƉĞƌƐŽŶĂůŝŶĨŽƌŵĂƚŝŽŶŵĂǇŚĂǀĞďĞĞŶĞǆƉŽƐĞĚƚŽŽƚŚĞƌƐ͘
tŚĂƚtĞƌĞŽŝŶŐ͗
tĞƵŶĚĞƌƐƚĂŶĚƚŚĂƚƚŚĞǀĞŶĚŽƌŚĂƐƚĂŬĞŶĂĐƚŝŽŶƐƚŽŵŝƚŝŐĂƚĞƚŚĞŝŶĐŝĚĞŶƚ͕ŝŶĐůƵĚŝŶŐŶŽƚŝĨǇŝŶŐůĂǁ
ĞŶĨŽƌĐĞŵĞŶƚ͕ƐƵĐĐĞƐƐĨƵůůǇůŽĐŬŝŶŐŽƵƚƚŚĞƵŶĂƵƚŚŽƌŝǌĞĚƵƐĞƌƐĨƌŽŵƚŚĞŝƌƐǇƐƚĞŵ͕ĂŶĚƵŶĚĞƌƚĂŬŝŶŐĂĨƵůů
ĨŽƌĞŶƐŝĐŝŶǀĞƐƚŝŐĂƚŝŽŶŽĨƚŚĞŝŶĐŝĚĞŶƚ͘/ŶĂĚĚŝƚŝŽŶ͕ǁĞŚĂǀĞƐƵƐƉĞŶĚĞĚĂůůĂĐƚŝǀŝƚǇǁŝƚŚƚŚŝƐǀĞŶĚŽƌ͘tŝƚŚƌĞƐƉĞĐƚ
ƚŽƉĂǇŵĞŶƚĐĂƌĚĚĂƚĂ͕ǁĞŚĂǀĞŶŽƚŝĨŝĞĚsŝƐĂ͕DĂƐƚĞƌĐĂƌĚ͕ŵĞƌŝĐĂŶǆƉƌĞƐƐĂŶĚŝƐĐŽǀĞƌƐŽƚŚĂƚƚŚĞǇŵĂǇ
ƚĂŬĞĂƉƉƌŽƉƌŝĂƚĞĂĐƚŝŽŶƚŽƉƌŽƚĞĐƚĐĂƌĚŚŽůĚĞƌƐ͘ǆƚƌĂϰ
&ƵƌƚŚĞƌ͕ƚŽŚĞůƉƉƌŽƚĞĐƚǇŽƵƌŝĚĞŶƚŝƚǇ͕ǁĞĂƌĞŽĨĨĞƌŝŶŐĂĐŽŵƉůŝŵĞŶƚĂƌǇƚǁŽͲǇĞĂƌŵĞŵďĞƌƐŚŝƉŽĨǆƉĞƌŝĂŶ͛ƐΠ
/ĚĞŶƚŝƚǇtŽƌŬƐ^D͘dŚŝƐƉƌŽĚƵĐƚƉƌŽǀŝĚĞƐǇŽƵǁŝƚŚŝĚĞŶƚŝƚǇĚĞƚĞĐƚŝŽŶĂŶĚƌĞƐŽůƵƚŝŽŶŽĨŝĚĞŶƚŝƚǇƚŚĞĨƚ͘dŽ
ĂĐƚŝǀĂƚĞǇŽƵƌŵĞŵďĞƌƐŚŝƉĂŶĚƐƚĂƌƚŵŽŶŝƚŽƌŝŶŐǇŽƵƌƉĞƌƐŽŶĂůŝŶĨŽƌŵĂƚŝŽŶƉůĞĂƐĞĨŽůůŽǁƚŚĞƐƚĞƉƐďĞůŽǁ͗
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Ensure that you enroll by: September 30, 2021 (Your code will not work after this date.)
Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit
Provide your activation code: &',/

If you have questions about the product, need assistance with identity restoration or would like an alternative
to enrolling in Experian IdentityWorks online, please contact our customer care team at (855) 534-3844 by
September 30, 2021. Please be prepared to provide engagement number B013673 as proof of eligibility for
the identity restoration services by Experian. A credit card is not required for enrollment in Experian
IdentityWorks.
ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP:
What You Can Do:
You can contact Experian immediately regarding any fraud issues, and have access to the following features
once you enroll in Experian IdentityWorks:






Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*
Credit Monitoring: Actively monitors Experian file for indicators of fraud.
Identity Restoration: Identity Restoration agents are immediately available to help you address credit
and non-credit related fraud.
Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.
Up to $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

&ŽƌDŽƌĞŝŶĨŽƌŵĂƚŝŽŶ͗
/ĨǇŽƵďĞůŝĞǀĞƚŚĞƌĞǁĂƐĨƌĂƵĚƵůĞŶƚƵƐĞŽĨǇŽƵƌŝŶĨŽƌŵĂƚŝŽŶĂŶĚǁŽƵůĚůŝŬĞƚŽĚŝƐĐƵƐƐŚŽǁǇŽƵŵĂǇďĞĂďůĞƚŽ
ƌĞƐŽůǀĞƚŚŽƐĞŝƐƐƵĞƐ͕ƉůĞĂƐĞƌĞĂĐŚŽƵƚƚŽŽƵƌĐĂůůĐĞŶƚĞƌĂƚ;ϴϱϱͿϱϯϰͲϯϴϰϰ͘tĞǁŝůůƉƵƚǇŽƵŝŶƚŽƵĐŚǁŝƚŚĂŶ
ǆƉĞƌŝĂŶĂŐĞŶƚ͘/Ĩ͕ĂĨƚĞƌĚŝƐĐƵƐƐŝŶŐǇŽƵƌƐŝƚƵĂƚŝŽŶǁŝƚŚĂŶĂŐĞŶƚ͕ŝƚŝƐĚĞƚĞƌŵŝŶĞĚƚŚĂƚ/ĚĞŶƚŝƚǇZĞƐƚŽƌĂƚŝŽŶ
ƐƵƉƉŽƌƚŝƐŶĞĞĚĞĚ͕ƚŚĞŶĂŶǆƉĞƌŝĂŶ/ĚĞŶƚŝƚǇZĞƐƚŽƌĂƚŝŽŶĂŐĞŶƚŝƐĂǀĂŝůĂďůĞƚŽǁŽƌŬǁŝƚŚǇŽƵƚŽŝŶǀĞƐƚŝŐĂƚĞĂŶĚ
ƌĞƐŽůǀĞĞĂĐŚŝŶĐŝĚĞŶƚŽĨĨƌĂƵĚƚŚĂƚŽĐĐƵƌƌĞĚ;ŝŶĐůƵĚŝŶŐ͕ĂƐĂƉƉƌŽƉƌŝĂƚĞ͕ŚĞůƉŝŶŐǇŽƵǁŝƚŚĐŽŶƚĂĐƚŝŶŐĐƌĞĚŝƚ
ŐƌĂŶƚŽƌƐƚŽĚŝƐƉƵƚĞĐŚĂƌŐĞƐĂŶĚĐůŽƐĞĂĐĐŽƵŶƚƐ͖ĂƐƐŝƐƚŝŶŐǇŽƵŝŶƉůĂĐŝŶŐĂĨƌĞĞǌĞŽŶǇŽƵƌĐƌĞĚŝƚĨŝůĞǁŝƚŚƚŚĞ
ƚŚƌĞĞŵĂũŽƌĐƌĞĚŝƚďƵƌĞĂƵƐ͖ĂŶĚĂƐƐŝƐƚŝŶŐǇŽƵǁŝƚŚĐŽŶƚĂĐƚŝŶŐŐŽǀĞƌŶŵĞŶƚĂŐĞŶĐŝĞƐƚŽŚĞůƉƌĞƐƚŽƌĞǇŽƵƌ
ŝĚĞŶƚŝƚǇƚŽŝƚƐƉƌŽƉĞƌĐŽŶĚŝƚŝŽŶͿ͘WůĞĂƐĞŶŽƚĞƚŚĂƚƚŚŝƐ/ĚĞŶƚŝƚǇZĞƐƚŽƌĂƚŝŽŶƐƵƉƉŽƌƚŝƐĂǀĂŝůĂďůĞƚŽǇŽƵĨŽƌƚǁŽ
ǇĞĂƌƐĨƌŽŵƚŚĞĚĂƚĞŽĨƚŚŝƐůĞƚƚĞƌĂŶĚĚŽĞƐŶŽƚƌĞƋƵŝƌĞĂŶǇĂĐƚŝŽŶŽŶǇŽƵƌƉĂƌƚĂƚƚŚŝƐƚŝŵĞ͘dŚĞdĞƌŵƐĂŶĚ
ŽŶĚŝƚŝŽŶƐĨŽƌƚŚŝƐŽĨĨĞƌĂƌĞůŽĐĂƚĞĚĂƚǁǁǁ͘ǆƉĞƌŝĂŶ/tŽƌŬƐ͘ĐŽŵͬƌĞƐƚŽƌĂƚŝŽŶ͘zŽƵǁŝůůĂůƐŽĨŝŶĚƐĞůĨͲŚĞůƉƚŝƉƐ
ĂŶĚŝŶĨŽƌŵĂƚŝŽŶĂďŽƵƚŝĚĞŶƚŝƚǇƉƌŽƚĞĐƚŝŽŶĂƚƚŚŝƐƐŝƚĞ͘zŽƵƐŚŽƵůĚĂůƐŽƌĞƉŽƌƚĂŶǇƐƵƐƉĞĐƚĞĚŝŶĐŝĚĞŶƚŽĨŝĚĞŶƚŝƚǇ
ƚŚĞĨƚƚŽůĂǁĞŶĨŽƌĐĞŵĞŶƚĂŶĚǇŽƵĐĂŶŽďƚĂŝŶĂĐŽƉǇŽĨĂŶǇƌĞƐƵůƚŝŶŐƉŽůŝĐĞƌĞƉŽƌƚ͘zŽƵƐŚŽƵůĚĂůƐŽŶŽƚŝĨǇǇŽƵƌ
ƐƚĂƚĞƚƚŽƌŶĞǇ'ĞŶĞƌĂůĂŶĚƚŚĞ&d͘ǆƚƌĂϲ
tĞƐŝŶĐĞƌĞůǇĂƉŽůŽŐŝǌĞĨŽƌƚŚŝƐŝŶĐŝĚĞŶƚĂŶĚƌĞŐƌĞƚĂŶǇŝŶĐŽŶǀĞŶŝĞŶĐĞŝƚŵĂǇĐĂƵƐĞǇŽƵ͘^ŚŽƵůĚǇŽƵŚĂǀĞ
ƋƵĞƐƚŝŽŶƐŽƌĐŽŶĐĞƌŶƐƌĞŐĂƌĚŝŶŐƚŚŝƐŵĂƚƚĞƌ͕ƉůĞĂƐĞĚŽŶŽƚŚĞƐŝƚĂƚĞƚŽĐŽŶƚĂĐƚƵƐĂƚ;ϴϱϱͿϱϯϰͲϯϴϰϰ͘
^ŝŶĐĞƌĞůǇ͕
zŽƵƌŝƌĞĐƚŶĞƌŐǇdĞĂŵ
ΎKĨĨůŝŶĞŵĞŵďĞƌƐǁŝůůďĞĞůŝŐŝďůĞƚŽĐĂůůĨŽƌĂĚĚŝƚŝŽŶĂůƌĞƉŽƌƚƐƋƵĂƌƚĞƌůǇĂĨƚĞƌĞŶƌŽůůŝŶŐ͘
ΎΎdŚĞ/ĚĞŶƚŝƚǇdŚĞĨƚ/ŶƐƵƌĂŶĐĞŝƐƵŶĚĞƌǁƌŝƚƚĞŶĂŶĚĂĚŵŝŶŝƐƚĞƌĞĚďǇŵĞƌŝĐĂŶĂŶŬĞƌƐ/ŶƐƵƌĂŶĐĞŽŵƉĂŶǇŽĨ&ůŽƌŝĚĂ͕ĂŶƐƐƵƌĂŶƚ
ĐŽŵƉĂŶǇ͘WůĞĂƐĞƌĞĨĞƌƚŽƚŚĞĂĐƚƵĂůƉŽůŝĐŝĞƐĨŽƌƚĞƌŵƐ͕ĐŽŶĚŝƚŝŽŶƐ͕ĂŶĚĞǆĐůƵƐŝŽŶƐŽĨĐŽǀĞƌĂŐĞ͘ŽǀĞƌĂŐĞŵĂǇŶŽƚďĞĂǀĂŝůĂďůĞŝŶĂůů
ũƵƌŝƐĚŝĐƚŝŽŶƐ͘

*/$

Information on Obtaining Credit Reports, Credit Freezes and Security Alerts
It is important that you remain vigilant over the next 12 to 24 months by reviewing your account statements
and monitoring your credit reports for suspicious activity. We have provided information below about how to
contact the credit reporting agencies and the Federal Trade Commission to obtain your credit report, place
fraud alerts and credit freezes, and obtain additional information.
Obtain a Free Credit Report: You may obtain a free copy of your credit report from each of the three
nationwide consumer reporting agencies by calling 1-877-322-8228 or going online to
www.annualcreditreport.com. Under federal law, you are entitled to one free copy of your credit report every
12 months from each of the three nationwide credit reporting agencies.
Credit Freezes & Fraud Alerts: You have a right to place a ‘security freeze’ on your credit report at no charge,
which will prohibit a credit reporting agency from releasing information in your credit report without your
written authorization. The security freeze is designed to prevent credit loans, and services from being
approved in your name without your consent. However, please be aware that placing a security freeze on your
credit report may delay, interfere with, or prohibit the timely approval of any requests you make for new
loans, credit mortgages, employment, housing or other accounts involving the extension of credit. Under
federal law, you cannot be charged to place, lift, or remove a security freeze.
As an alternative to a security freeze, you have the right to place an initial or extended fraud alert on
your credit file at no cost. An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon
seeing a fraud alert display on a consumer’s credit file, a business is required to take steps to verify
the consumer’s identity before extending new credit. If you are a victim of identity theft, you are entitled to an
extended fraud alert, which is a fraud alert lasting 7 years.
A security freeze does not apply to a person or entity, or its affiliates, or collection agencies acting on behalf of
the person or entity, with which you have an existing account that requests information in your credit report
for the purposes of reviewing or collecting the account. Reviewing the account includes activities related
to account maintenance, monitoring, credit line increases, and account upgrades and enhancements. To place
a security freeze on your credit report, you must contact each of the three major consumer reporting agencies:
Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion (www.transunion.com) by regular,
certified or overnight mail at the addresses below. You may also place a security freeze through each of the
consumer reporting agencies’ websites or over the phone, using the contact information below:
Experian: (888) 397-3742
Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
https://www.experian.com/
freeze/center.html

Equifax: (877) 298-0045
Equifax Information Services LLC
P.O. Box 105788
Atlanta, GA 30348-5788
https://www.equifax.com/
personal/credit-report-services/
credit-freeze/

TransUnion: (888) 909-8872
TransUnion Credit Freeze
P.O. Box 160
Woodland, PA 19094
https://www.transunion.com/
credit-freeze

In order to request a security freeze, you will need to provide some or all of the following information to the
credit reporting agencies, depending on whether you do so online, by phone, or by mail: (1) Your full name
(including middle initial as well as Jr., Sr., II, III, etc.), (2) Social Security Number, (3) Date of birth, (4) If you
have moved in the past five years, the addresses where you have lived over the prior five years, (5) 5. Proof of
current address, such as a current utility bill, telephone bill, rental agreement, or deed, (6) a legible photocopy
of a government issued identification card (state driver’s license or ID card, military identification, etc.), (7)
Social Security Card, pay stub, or W2, (8) if you are a victim of identity theft, include a copy of either the police
report, investigative report, or complaint to a law enforcement agency concerning identity theft.
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The credit reporting agencies have three (3) business days after receiving your request to place a security
freeze on your credit report. The credit bureaus must also send written confirmation to you within five (5)
business days and provide you with a unique personal identification number (PIN) or password, or both that
can be used by you to authorize the removal or lifting of the security freeze.
To learn more about fraud alerts, security freezes, and protecting yourself from identity theft and to report
incidents of identity theft, you can visit the Federal Trade Commission’s website at
www.consumer.gov/idtheft, or www.ftc.gov/credit, or call 1-877-IDTHEFT (1-877-438-4338). You may also
receive information from the Federal Trade Commission by writing to: Federal Trade Commission, Consumer
Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580. You also have a variety of rights
under the federal Fair Credit Reporting Act (FCRA). For more information on your FCRA rights, visit:
https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf
For residents of the following states, your state’s statute requires that we notify you that you may also obtain
information about preventing and avoiding identity theft from your State Attorney General’s Office or other
state resource listed below:
o
o

o
o
o

Maryland: Maryland Office of the Attorney General, Consumer Protection Division, 200 St. Paul Place,
Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us
North Carolina: North Carolina Attorney General’s Office: North Carolina Attorney General’s Office,
Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM,
www.ncdoj.gov
New York: New York Division of Consumer Protection, consumer hotline 800-697-1220,
https://www.dos.ny.gov/consumerprotection/security_breach/data_security_breach.htm
Rhode Island: RI Office of the Attorney General, 150 South Main Street, Providence, RI 02903, (401) 2744400; http://www.riag.ri.gov/ConsumerProtection/About.php#
Washington DC: Office of the Attorney General for the District of Columbia: https://oag.dc.gov/ .
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APPENDIX TO SAMPLE NOTIFICATION LETTER
Key to Extra Fields:
Extra1: Shortened name of company, i.e. “Direct Energy”
Extra2: Unique field for Rhode Island only
Extra3: “your bank account information” or “your credit card information” or “your credit card
information together with your username and password” or “your social security number” or
“your username and password”
Extra 4: This field is only used if “your username and password” appears in Extra3
“We have implemented a password change in our systems as precaution. The next time
you log into your account with us you will be asked to reset your password. Please do so,
and also change your password on other accounts if you have used the same login
credentials for any other accounts.”
Extra 5: This field is only used if “your bank account information” appears in Extra3.
“Security Alert with ChexSystems: You may place an alert with ChexSystems. Chex
Systems, Inc. is a consumer-reporting agency governed by the FCRA and other laws (the
Federal Trade Commission enforces the FCRA) which provides account verification
services to its financial institution members to aid them in identifying account applicants
who may have a history of account mishandling (for example, people whose accounts
were overdrawn and then closed by them or their bank). In short, ChexSystems is like the
credit reporting agencies (Equifax, Experian, TransUnion) but specific to
checking/savings history instead of credit/loan history. ChexSystems has two protections
available:
•
Consumer Report Security Alert. This puts a flag on your consumer file stating
the banking institution needs to take additional steps to confirm it is you who is initiating
the action (much like placing a fraud alert with the credit reporting agencies). You may
request a 90-day alert, which is the default, though you may extend it to 7 years if you
complete the ChexSystems ID Theft affidavit form (available online), have the affidavit
notarized, and send the notarized affidavit to ChexSystems. To set the Consumer Report
Security Alert, call (888) 478-6536 or online by visiting https://www.chexsystems.com.
•
Consumer Report Security Freeze. This will prohibit ChexSystems from releasing
any information in your consumer file without your express authorization, meaning you
have to contact ChexSystems and lift the freeze in order for your information to be
released (much like placing a freeze with the credit reporting agencies). You should be
aware that taking advantage of this right may delay or prevent timely approval from any
user of your consumer report that you wish to do business with. The third party will
receive a message indicating that you have blocked your information. To set the

Consumer Report Security Freeze, call (800) 887-7652 or online by visiting
https://www.chexsystems.com.”
Extra6: This field is only used if “your credit card information” is in Extra 3.
“If you manage your account with us online and had a payment card stored for automatic
payments on your account, you will need to update that with your new card information.”

