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We are writing to inform you of an incident that may have involved your personal information.

The city which produces your water bills, The Town of Jamestown, uses Black Mountain Software for its
Utility Billing process. On June 17th, Black Mountain Software became aware of an online security
problem and quickly worked to resolve the issue within minutes of the discovery. On June 18th, we
alerted all BMS customers of the situation. By June 20th, a thorough forensic review of records was
complete and BMS identified eight (8) of their client organizations had files that were accessed without
proper authorization and notified each of them. Unfortunately, some of your personal information was
contained in the accessed files.

We are truly sorry this situation occurred. At this time, we are confident the problem has been resolved
and there will be no further unauthorized access to files.

Your social security number and other personal information was in the files that were accessed.

We have been in constant contact with The Town of Jamestown since first learning about this situation.

We believe the risk of harm to you is low.

We want to make you aware of steps you may take to guard against identity theft or fraud. Please
review the enclosed Information about Identity Theft Prevention.

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no
cost to you. The following identity protection services start on the date of this notice and you can use
them at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your
identity. You are automatically eligible to use this service - there is no action required on your part. If a
problem arises, simply call 1-877-615-3746 and a dedicated investigator will do the work to recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.
AllClear maintains an A+ rating at the Better Business Bureau.

AllClear PRO: This service offers additional layers of protection including credit monitoring and a $1
million identity theft insurance policy. For a child under 18 years old, AllClear ID ChildScan identifies
acts of credit, criminal, medical or employment fraud against children by searching thousands of public
databases for use of your child’s information. To use the PRO service, you will need to provide your
personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone by
calling 1-877-615-3746 using the following redemption code: 9999999999.

Please note: Additional steps may be required by you in order to activate your phone alerts.

July 3, 2014



We take the protection of your personal information seriously and have immediately taken steps to
prevent a similar occurrence. If you have further questions or concerns about this incident, you can find
more information on our website, http://www.blackmountainsoftware.com/support/securityinformation.html.

Please feel free to contact AllClearID directly at 1-877-615-3746 or support@allclearid.com. They can
provide additional information specific to you and your information.

We sincerely regret any inconvenience or concern caused by this incident.

Sincerely,

Heather Neff
Chief Operating Office
Black Mountain Software
145 Southlake Crest, Suite 1
Polson, MT 59860
800-353-8829
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July 3, 2014

We are writing to inform you of an incident that may have involved your personal information.

The city which produces your water bills, The City of Milbank, uses Black Mountain Software for its Utility
Billing process. On June 17th, Black Mountain Software became aware of an online security problem and
quickly worked to resolve the issue within minutes of the discovery. On June 18th, we alerted all BMS
customers of the situation. By June 20th, a thorough forensic review of records was complete and BMS
identified eight (8) of their client organizations had files that were accessed without proper authorization
and notified each of them. Unfortunately, some of your personal information was contained in the
accessed files.

We are truly sorry this situation occurred. At this time, we are confident the problem has been resolved
and there will be no further unauthorized access to files.

Your bank account number and other personal information was in the files that were accessed.

We have been in constant contact with The City of Milbank since first learning about this situation.

We believe the risk of harm to you is low.

We want to make you aware of steps you may take to guard against identity theft or fraud. Please
review the enclosed Information about Identity Theft Prevention.

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no
cost to you. The following identity protection services start on the date of this notice and you can use
them at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your
identity. You are automatically eligible to use this service - there is no action required on your part. If a
problem arises, simply call 1-877-615-3746 and a dedicated investigator will do the work to recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.
AllClear maintains an A+ rating at the Better Business Bureau.

AllClear PRO: This service offers additional layers of protection including credit monitoring and a $1
million identity theft insurance policy. For a child under 18 years old, AllClear ID ChildScan identifies acts
of credit, criminal, medical or employment fraud against children by searching thousands of public
databases for use of your child’s information. To use the PRO service, you will need to provide your
personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone by
calling 1-877-615-3746 using the following redemption code: 9999999999

Please note: Additional steps may be required by you in order to activate your phone alerts.



We take the protection of your personal information seriously and have immediately taken steps to
prevent a similar occurrence. If you have further questions or concerns about this incident, you can find
more information on our website, http://www.blackmountainsoftware.com/support/securityinformation.html.

Please feel free to contact AllClearID directly at 1-877-615-3746 or support@allclearid.com. They can
provide additional information specific to you and your information.

We sincerely regret any inconvenience or concern caused by this incident.

Sincerely,

Heather Neff
Chief Operating Office
Black Mountain Software
145 Southlake Crest, Suite 1
Polson, MT 59860
800-353-8829
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We are writing to inform you of an incident that may have involved your personal information.

Your employer/former employer, Jefferson County, uses Black Mountain Software for its payroll
processing. On June 17th, Black Mountain Software became aware of an online security problem and
quickly worked to resolve the issue within minutes of the discovery. On June 18th, we alerted all BMS
customers of the situation. By June 20th, a thorough forensic review of records was complete and BMS
identified eight (8) of their client organizations had files that were accessed without proper authorization
and notified each of them. Unfortunately, some of your personal information was contained in the
accessed files.

We are truly sorry this situation occurred. At this time, we are confident the problem has been resolved
and there will be no further unauthorized access to files.

There were bank account numbers, social security numbers, and other personal information in the files
that were accessed.

We have been in constant contact with your employer/former employer, Jefferson County, since first
learning about this situation.

We believe the risk of harm to you is low.

We want to make you aware of steps you may take to guard against identity theft or fraud. Please
review the enclosed Information about Identity Theft Prevention.

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no
cost to you. The following identity protection services start on the date of this notice and you can use
them at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your
identity. You are automatically eligible to use this service - there is no action required on your part. If a
problem arises, simply call 1-877-615-3746 and a dedicated investigator will do the work to recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.
AllClear maintains an A+ rating at the Better Business Bureau.

AllClear PRO: This service offers additional layers of protection including credit monitoring and a $1
million identity theft insurance policy. For a child under 18 years old, AllClear ID ChildScan identifies
acts of credit, criminal, medical or employment fraud against children by searching thousands of public
databases for use of your child’s information. To use the PRO service, you will need to provide your
personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone by
calling 1-877-615-3746 using the following redemption code: 9999999999.

July 3, 2014



Please note: Additional steps may be required by you in order to activate your phone alerts.

We take the protection of your personal information seriously and have immediately taken steps to
prevent a similar occurrence. If you have further questions or concerns about this incident, you can find
more information on our website, http://www.blackmountainsoftware.com/support/securityinformation.html.

Please feel free to contact AllClearID directly at 1-877-615-3746 or support@allclearid.com. They can
provide additional information specific to you and your information.

We sincerely regret any inconvenience or concern caused by this incident.

Sincerely,

Heather Neff
Chief Operating Office
Black Mountain Software
145 Southlake Crest, Suite 1
Polson, MT 59860
800-353-8829
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We are writing to inform you of an incident that may have involved your personal information.

Your employer/former employer, Havre Public Schools, uses Black Mountain Software for its payroll
processing. On June 17th, Black Mountain Software became aware of an online security problem and
quickly worked to resolve the issue within minutes of the discovery. On June 18th, we alerted all BMS
customers of the situation. By June 20th, a thorough forensic review of records was complete and BMS
identified eight (8) of their client organizations had files that were accessed without proper authorization
and notified each of them. Unfortunately, some of your personal information was contained in the
accessed files.

We are truly sorry this situation occurred. At this time, we are confident the problem has been resolved
and there will be no further unauthorized access to files.

There were social security numbers and other personal information in the files that were accessed.

We have been in constant contact with your employer/former employer, Havre Public Schools, since first
learning about this situation.

We believe the risk of harm to you is low.

We want to make you aware of steps you may take to guard against identity theft or fraud. Please
review the enclosed Information about Identity Theft Prevention.

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no
cost to you. The following identity protection services start on the date of this notice and you can use
them at any time during the next 12 months.

AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your
identity. You are automatically eligible to use this service - there is no action required on your part. If a
problem arises, simply call 1-877-615-3746 and a dedicated investigator will do the work to recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.
AllClear maintains an A+ rating at the Better Business Bureau.

AllClear PRO: This service offers additional layers of protection including credit monitoring and a $1
million identity theft insurance policy. For a child under 18 years old, AllClear ID ChildScan identifies
acts of credit, criminal, medical or employment fraud against children by searching thousands of public
databases for use of your child’s information. To use the PRO service, you will need to provide your
personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone by
calling 1-877-615-3746 using the following redemption code: 9999999999.

July 3, 2014



Please note: Additional steps may be required by you in order to activate your phone alerts.

We take the protection of your personal information seriously and have immediately taken steps to
prevent a similar occurrence. If you have further questions or concerns about this incident, you can find
more information on our website, http://www.blackmountainsoftware.com/support/securityinformation.html.

Please feel free to contact AllClearID directly at 1-877-615-3746 or support@allclearid.com. They can
provide additional information specific to you and your information.

We sincerely regret any inconvenience or concern caused by this incident.

Sincerely,

Heather Neff
Chief Operating Office
Black Mountain Software
145 Southlake Crest, Suite 1
Polson, MT 59860
800-353-8829
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