Date: December 31, 2025
Subject: Notice of Data Breach
Dear Valued Client,

We are writing to inform you of a recent data security incident that may have involved
certain personal information related to your legal matter with Bridgewater Law Group.
Protecting our clients’ privacy and confidentiality is of the utmost importance to us, and we
take this matter very seriously.

WHAT HAPPENED On or about December 24, 2025, Bridgewater Law Group identified
suspicious activity within our computer systems. Upon discovery, we promptly took steps
to secure our systems and initiated a comprehensive investigation with the assistance of
leading cybersecurity professionals and local authorities. The investigation determined
that an unauthorized third party may have accessed or acquired certain data stored within
our systems.

WHAT INFORMATION MAY HAVE BEEN INVOLVED Based on our investigation to date, the
information potentially involved may have included some combination of the following,
depending on the individual:

e Name and contact information
e Case-related documents

e Medicalrecords or medical information obtained in connection with your legal
representation

e Social Security Number (if provided to us for your case)

At this time, we have no evidence that your information has been misused, but we are
providing this notice out of an abundance of caution and in compliance with applicable
state and federal laws.

WHAT WE ARE DOING Bridgewater Law Group has taken and continues to take all
appropriate and legally required steps to address this incident, including:

¢ Immediately securing our systems and implementing additional technical
safeguards.

e Engaging third-party cybersecurity experts to investigate and remediate the issue.
e Reviewing and strengthening internal data protection and access controls.

o Notifying appropriate regulatory authorities and law enforcement as required by law.



We are offering 12 months of complimentary credit monitoring and identity restoration
services. Please contact us on how to enroll in these services.

WHAT YOU CAN DO We encourage you to remain vigilant by reviewing statements and
explanations of benefits from healthcare providers and insurers. Under California law, you
are also entitled to:

1. Request a Free Credit Report: You may obtain a free copy of your credit report
once every 12 months from each of the three nationwide credit reporting agencies
at www.annualcreditreport.com or by calling (877) 322-8228.

2. Place a Security Freeze: A security freeze prevents new credit from being opened in
your name without the use of a PIN. Itis free to place, lift, or remove.

o Equifax: (800) 685-1111 | P.O. Box 740241, Atlanta, GA 30374
o Experian: (888) 397-3742 | P.O. Box 9554, Allen, TX 75013
o TransUnion: (888) 909-8872 | P.O. Box 160, Woodlyn, PA 19094

3. Contact the Federal Trade Commission (FTC): You can learn more about avoiding
identity theft from the FTC at www.identitytheft.gov or by calling (877) 438-4338.

FOR MORE INFORMATION If you have questions about this notice or would like additional
information, please contact us at: 626-733-4100 | Hours: 8am-5pm M-F (24/7 for all other
inquiries).

We sincerely regret any concern this situation may cause and appreciate your trust in
Bridgewater Law Group. We remain committed to protecting your information and to acting
in your best interests at all times.

Sincerely, Bridgewater Law Group


https://www.annualcreditreport.com/

