APPENDIX

In December 2019, Wichita State University (“WSU”) learned of a security incident involving
unauthorized access to a computer server that WSU used to operate various student and employee
web portals. WSU immediately secured this server and engaged a leading computer forensic firm
to investigate the incident to determine its scope and impact. The investigation determined that an
unauthorized person gained access to this computer server between December 3, 2019 and
December 5, 2019.WSU performed a comprehensive review of the server and, on January 13,
2020, determined that information stored in a historical database on the server contained names,
email addresses, dates of birth, and Social Security numbers. WSU is offering identity theft
protection services through ID Experts®, the data breach and recovery services expert, to provide
California residents with MylIDCare™. MylIDCare services include: 12 months of credit and
CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft
recovery services. With this protection, MyIDCare will help you resolve issues if your identity is
compromised. WSU also provided a telephone number for potentially affected individuals to call
with any questions they may have about the incident. To help prevent an incident like this from
happening in the future, WSU is taking steps to enhance their existing security protocols and is re-
educating its staff for awareness on these types of incidents.

This report is not, and does not constitute, a waiver of WSU’s objection that California lacks
personal jurisdiction over it regarding any claims related to this data security incident.
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