
P.O. Box 30285 
Salt Lake City, UT 84130-0285 

September 11, 2019

Attorney General's Office 

California Department of Justice 

P.O. Box 944255 

Sacramento, CA 94244-2550 

Dear Attorney General Xavier Becerra: 

This is an update to the data security event that we previously notified you about on August 12, 2019.

As indicated previously, after receiving a referral from an external security researcher, we determined on

July 19, 2019 that there was unauthorized access on March 22 and March 23, 2019 by an outside individual 

who obtained certain types of personal information relating to people who had applied for a Capital One 

credit card product and existing Capital One credit card customers. After finding out about the issue, Capital 

One promptly took action by fixing it, verifying that there are no other instances of the vulnerability in our 

environment, and commencing an investigation. 

We believe it is unlikely that the information was used for fraud or disseminated by the individual, who 

has been arrested for her conduct. Credit card account number(s) and log-in credentials were not 

compromised. 

The largest category of information accessed was information on consumers and small businesses as of 

the time they applied for one of our credit card products from 2005 through early 2019. This information 

included names, addresses, zip codes/postal codes, phone numbers, email addresses, dates of birth, and self-

reported income. The individual also obtained portions of credit card customer data, including customer 

status data (for example, credit scores, credit limits, balances, payment history, contact information) and 

fragments of transaction data from a total of 23 days during 2016, 2017 and 2018. 

In addition, for a subset of these consumers, about 140,000 Social Security Numbers and 80,000 linked bank 

account numbers were obtained. 

Capital One mailed a written notice to the impacted California residents pursuant to the Security

Breach Notice Act, Cal. Civ. Code §1798.82. Beginning August 8 and ending August 30, we have mailed

notice to a total of twenty five thousand eight hundred and fifty (25,850) residents of your state that their

Social Security number and/or Bank Account Number(s) may have been obtained in the incident. In order to

mitigate the risk of identity theft associated with this incident, we are providing free access to two years of 

credit monitoring services through the "myTrueIdentity" services product offered by TransUnion to the 

impacted California residents.  This notice does not include information pertaining to remailed breach 
notices resulting from returned mail. At this time, we have no reason to believe this number of impacted 
residents will change.

We have attached an example of the customer notifications, which vary based on each customer's particular 
circumstance.

We remain committed to maintaining high standards for customer service and customer data security and 

want to assure you that we are taking appropriate steps to protect the personal information of our customers. 



If you have any questions, comments or concerns, please contact Jonathan Olin, Senior Associate General 

Counsel at (202) 596-5804 or Jonathan.Olin@capitalone.com. 

Sincerely, 

Ryan D. Barker 

Senior Director, Privacy Office 





WHAT YOU CAN DO
In addition to your enrolling in the credit monitoring service, we’ve included a list of resources for
protecting yourself against potential misuse of your personal information.

FOR MORE INFORMATION
Once again, we sincerely apologize. We want you to know that we are here for you and welcome any
questions. We’ve set up a dedicated website at www.capitalone.com/facts2019. We also invite you to
call us at 1-844-388-8999. Our dedicated support team for this incident is standing by to answer your
questions and care for your needs 24/7.

Sincerely,

Capital One













Additionally, we want to let you know that upon learning of the incident, Capital One immediately fixed
the issue and promptly began working with federal law enforcement. We have invested heavily in
cybersecurity and will continue to do so, and we will use what we’ve learned from this incident to further
strengthen our cyber defenses.

WHAT YOU CAN DO

In addition to your enrolling in the credit monitoring service, we’ve included a list of resources for
protecting yourself against potential misuse of your personal information.

FOR MORE INFORMATION

Once again, we sincerely apologize. We want you to know that we are here for you and welcome any
questions. We’ve set up a dedicated website at www.capitalone.com/facts2019. We also invite you to
call us at 1-844-388-8999. Our dedicated support team for this incident is standing by to answer your
questions and care for your needs 24/7.

Sincerely,

Capital One
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