Han Duong, M.D.

Secure Processing Center

25 Route 111, P.O. Box 1048
Smithtown, NY 11787

Postal Endorsement Line
<<Full Name>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
<<City>>, <<State>> <<Zip>>
<<Country>>
***Postal IMB Barcode
<<Date>>

Notice of Data Breach

Dear <<Full Name>>,

We value you as a patient, and we would like to thank you for allowing us to assist you with your healthcare needs.
Unfortunately, a minor breach occurred when my office was broken into in the early morning hours on October 17,
2024. This letter is meant to inform you of the event, what we are doing, and what you can do to protect yourself.

What Happened?
In the morning of October 17, 2024, | was informed by the landlord that the clinic had been burglarized. Upon my
arrival at the office, | saw that the police were on-scene and investigating. Their investigation remains on-going.

The perpetrator(s) had rummaged through cabinets and drawers in the office, but only took some small valuables and
three laptop computers. It appeared that the perpetrator(s) were looking for money; they were not interested in taking
any medical equipment or patient files.

What Information Was Involved?

The three stolen laptop computers were all password protected. However, one laptop computer contained medical
information for some patients, including you. The information involved recent visit notes, forms, lab/image reports,
and/or other medical paperwork. For those patients whose Social Security Numbers may have been exposed, we are
offering credit monitoring services free of charge. If you did not receive an offer letter enclosed with this notice, then
your Social Security Number was not compromised.

What We Are Doing?

In response to the burglary incident, we have been working with the police since the day the crime occurred with hopes
of recovering the stolen property. There are new locks, new outdoor security lights in the back parking lot, and new
security cameras installed on the outside and inside the clinic to deter future criminal acts. Most importantly, we
wanted to promptly advise you of this event.

What You Can Do.

For those patients whose Social Security Number may have been exposed, we are offering you 12 months of credit
monitoring service at no cost to you. You will need to complete the enrollment process to claim your individual benefit.
Please refer to the enrollment instructions included with this letter.



If you did not receive an enrollment letter with this notice, then none of your sensitive personal or financial information
was disclosed. However, it is still wise to monitor your credit and request a free credit report from major credit-reporting
agencies, such as Equifax, Experian, or TransUnion. You may contact Equifax at 1-800-685-1111 or equifax.com;
Experian at 1-888-397-3742 or experian.com; or TransUnion at 1-800-916-8800 or transunion.com. You may also
request your credit report at www.AnnualCreditReport.com. Even if you do not find any suspicious activity on your
initial credit reports, the FTC recommends that you check your credit reports periodically.

For More Information.

Again, we would like to emphasize to you our sincerest apology for this occurrence. We take patient privacy and data
security very seriously, and we will ensure no similar event occurs in the future. Please do not hesitate to contact us if
you need any additional information or have any questions. We have also set up a toll-free call center with Viethamese-
speaking staff to assist you. Please call 888-458-9781.

Sincerely,

Han Duong, M.D.



Enrollment Deadline: <<Enrollment Deadline>>

F ®
EQ(” M Enter your Activation Code: <<ACTIVATION CODE>>

Equifax Credit Watch™ Gold
*Note: You must be over age 18 with a credit file to take advantage of the product

Key Features
e Credit monitoring with email notifications of key changes to your Equifax credit report

Daily access to your Equifax credit report

e WebScan notifications! when your personal information, such as Social Security Number, credit/debit card or bank
account numbers are found on fraudulent Internet trading sites

e Automatic fraud alerts?, which encourages potential lenders to take extra steps to verify your identity before
extending credit, plus blocked inquiry alerts and Equifax credit report lock®

e Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated
Identity Restoration Specialist to work on your behalf

e Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity
theft*

Enrollment Instructions
Go to www.equifax.com/activate
Enter your unique Activation Code of <<ACTIVATION CODE=>> then click “Submit” and follow these 4 steps:

1. Reqister:

Complete the form with your contact information and click “Continue”.

If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header.

Once you have successfully signed in, you will skip to the Checkout Page in Step 4
2. Create Account:

Enter your email address, create a password, and accept the terms of use.
3. Verify Identity:

To enroll in your product, we will ask you to complete our identity verification process.
4. Checkout:

Upon successful verification of your identity, you will see the Checkout Page.

Click ‘Sign Me Up’ to finish enrolling.

You’re done!
The confirmation page shows your completed enroliment.
Click “View My Product” to access the product features.

WebScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card numbers, up
to 6 email addresses, and up to 10 medical ID numbers. WebScan searches thousands of Internet sites where consumers' personal information is
suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet addresses of these suspected
Internet trading sites are not published and frequently change, so there is no guarantee that we are able to locate and search every possible Internet
site where consumers' personal information is at risk of being traded. 2The Automatic Fraud Alert feature is made available to consumers by Equifax
Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC. 3Locking your Equifax credit report will prevent access to it
by certain third parties. Locking your Equifax credit report will not prevent access to your credit report at any other credit reporting agency. Entities
that may still have access to your Equifax credit report include: companies like Equifax Global Consumer Solutions, which provide you with access to
your credit report or credit score, or monitor your credit report as part of a subscription or similar service; companies that provide you with a copy
of your credit report or credit score, upon your request; federal, state and local government agencies and courts in certain circumstances; companies
using the information in connection with the underwriting of insurance, or for employment, tenant or background screening purposes; companies that
have a current account or relationship with you, and collection agencies acting on behalf of those whom you owe; companies that authenticate a
consumer’s identity for purposes other than granting credit, or for investigating or preventing actual or potential fraud; and companies that wish to
make pre-approved offers of credit or insurance to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com “The Identity Theft
Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company, under group or blanket
policies issued to Equifax, Inc., or its respective affiliates for the benefit of its Members. Please refer to the actual policies for terms, conditions, and
exclusions of coverage. Coverage may not be available in all jurisdictions.



Han Duong, M.D.

Trung tam Xt ly Bao mat

25 Route 111, P.O. Box 1048
Smithtown, NY 11787

Puong day Xac nhan Buu chinh
<<Full Name>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
<<City>>, <<State>> <<Zip>>
<<Country>>
***Ma vach IMB buu chinh
<<Date>>

Théng béo vé L& hong Dix liu
Kinh gtri <<Full Name>>,

Chung toi rat tran trong cac bénh nhén nhu quy vi va xin dugc cam on quy vi da cho phép ching toi hd trg quy vi trong céc
nhu ciu chiam soc sirc khoe. Pang tiée 1a dd c6 mot su ¢ nho Xdy ra khi vdn phong cua toi bi dot nhap vao sang sém ngay
17 thang 10 ndm 2024. La thu nay nham théng bao cho quy vi vé su cd nay, nhimg gi chiing t6i dang 1am va nhing diéu
quy Vi c6 thé lam dé bao vé ban than.

Chuyén gi da xay ra? ) i )
Sang ngay 17 thang 10 ndm 2024, t6i duoc chu pho thdng bao rang phong kham da bi trom dot nhap. Khi dén van phong,
t0i thay canh sat da c6 mat tai hién truong va dang tién hanh diéu tra. Cudc diéu tra cua ho van dang tiép tuc.

Ké gian da luc tung cac tu va ngan kéo trong van phong nhung chi ldy di mot s6 dd vat co gla tri nho va ba chiéc may tinh
xé&ch tay. C6 vé nhu tha pham chi mudn kiém tién va khong quan tim dén viéc lay thiét bi y té hay hd so bénh nhan.

Nhirng théng tin nao bi énh hwéng?

Ca ba chiéc may tinh xach tay bj ldy cip déu da duoc bao vé bang mat khau. Tuy nhién, mot may tinh xach tay chira thong
tin y té cia mot s6 bénh nhan, trong, do6 c6 quy vi. Thong tin bao goém cac ghi cha vé 1an kham gan day, biéu mAiu, béo cao
xét nghi¢m/hinh anh va/hogc cac gidy to y té khac. Pdi voi nhitng bénh nhan c6 S An sinh X& hoi ¢6 thé da bi 1, ching
t6i cung cap dich vu theo ddi tin dung mién phi. Néu quy vi khéng nhan dugc thu moi kém theo thdng bao nay thi S& An
sinh Xa héi cua quy vi khdng bi xam pham.

Nhirng gi chung téi dang lam?

Dé ing pho véi su ¢b trom cap nay, ching toi da lam viéc voi canh sat ké tir ngay vu viéc xay ra véi hy vong thu hoi duoc
tai san bj liy cip. C6 6 khda mai, dén an ninh ngoai trdi mai & bai dau xe phia sau va camera an ninh méi duoc lip dat bén
ngoai va bén trong phong kham dé ngin chin c4c hanh vi toi pham trong twong lai. Quan trong nhat 1a ching t6i muébn
thdng béo cho quy vi kip thoi vé sur cd nay.

Nhirng diéu quy vi c6 thé lam.

Déi v6i nhitng bénh nhan ¢6 S6 An sinh X4 hoi c6 thé bi 19, chiing tdi cung cip cho quy vi 12 thang dich vu theo dbi tin
dung mién phi. Quy vi s& can phai hoan tat quy trinh ghi danh dé yéu cau quyén loi ca nhan cia minh. Vui long tham khao
huéng dan ghi danh kém theo thu nay.



Néu quy vi khéng nhan dugc thu ghi danh kém theo théng bao nay thi c6 nghia 1a cac thong tin ca nhan hozc thdng tin tai
chinh nhay cam cta quy vi khong bi 16. Tuy nhién, quy vi van nén theo ddi tin dung ctiia minh va yéu cau béo céo tin dung
mién phi tir cac cong ty b&o cao tin dung Ién nhu Equifax, Experian hodc TransUnion. Quy vi c6 thé lién hé véi Equifax
theo s6 1-800-685-1111 hoic equifax.com; Experian theo s 1-888-397-3742 hoac experian.com; hoic TransUnion theo sb
1-800-916-8800 hoic transunion.com. Quy Vi ciing c6 thé yéu ciu béo céo tin dung tai www.AnnualCreditReport.com. Cho
du quy vi khdng nhan thay bat ky hoat dong dang ngd nao trong bao cao tin dung ban du, FTC van khuyén nghi quy vi nén
kiém tra bao céo tin dung dinh ky.

Pé biét thém thong tin.

Mot lan nita, chang toi mudn giri téi quy vi loi xin 16i chan thanh nhat vi sy ¢ nay. Ching tdi rat coi trong quyén riéng tu
cling nhu bao mat dir liéu ciia bénh nhan, va sé dam bao khong xay ra su ¢ tuong tu nio trong twong lai. Vui long lién hé
véi ching tdi néu quy vi can thém thong tin hoic co bat ky cau hoi nao. Chiing t6i ciing di thiét Iap mot tong dai mién cudc
v6i d6i ngii nhan vién noi tiéng Viét dé hd tro quy vi. Vui long goi téi s6 888-458-9781.

Tran trong,

Han Duong, M.D.



®
EQ(”FM Nhép Ma Kich hoat caa quy vi: <<ACTIVATION CODE>>

Han chot Ghi Danh: <<Enrollment Deadline>>

Equifax Credit Watch™ Gold
*Luu ¥: Quy vi phai trén 18 tudi c6 ho so tin dung dé tan dung san pham

Tinh nang chinh

e Giam sat tin dung véi théng bao qua email vé nhiing thay doi chinh ddi véi bao cao tin dung Equifax cua quy vi

e Truy cap hang ngay vao bao cao tin dung Equifax cua quy vi

e Thodng bédo WebScan* khi thdng tin ca nhan cua quy vi, chang han nhu S6 An Sinh X& Hoi, s0 thé tin dung/thé ghi
no hoac so tai khoan ngan hang dugc tim thay trén céc trang web giao dich gian lan trén Internet

e Canh bao gian lan tw dong?, khuyén khich bén cho vay tiém nang thuc hién cac budc bo sung dé xac minh danh
tinh cua quy vi trude khi gia han tin dung, cong véi canh bao yéu cau bi chin va khéa bao céo tin dung Equifax®

e Tinh ning Khéi phuc Danh tinh giGp khdi phuc danh tinh cua quy vi néu quy vi tré thanh nan nhan cua hanh vi
trom cap danh tinh, va Chuyén gia Khai phuc Danh tinh chuyén trach 1am viéc thay mat quy vi

e Muc bao hiém trom cap danh tinh 1én d¢én 1.000.000 USD cho mét s6 chi phi tién tdi do bi trom cip danh tinh*

Huéng din Ghi danh

Truy cap www.equifax.com/activate ’

Nhap Ma Kich hoat duy nhat cua quy vi <<ACTIVATION CODE>> sau d6 nhap vao “Submit” (Gui) va lam theo 4
budc sau:

5. DingKky:
Dién vao mau don véi thong tin lién hé cua quy vi va nhip vao “Continue” (Tiép tuc).
Néu quy Vi da c6 tai khoan myEquifax, hay nhdp vao lién két Sign in here’ (Pdng nhap ¢ day) duwdi tiéu dé “Let’s
get started” (Hay bdt dau.
Khi quy vi da ddang nhdp thanh cong, quy vi sé chuyén dén Trang Thanh toan ¢ Buoc 4
6. Tao Tai Khoan:
Nhép dia chi email caa quy vi, tao mat khau va chap nhan diéu khoan sir dung.
7. Xé&c minh Danh tinh:
Pé ding ky san pham caa quy vi, ching toi s& yéu cau quy vi hoan thanh quy trinh xac minh danh tinh.
8. Thanh toan:
Sau khi xac minh thanh céng danh tinh caa quy vi, quy vi s& thay Trang thanh toén.
Nhap vao ‘Sign Me Up’ (Piang ky cho t6i) dé hoan tat dang ky.
Quy vi di hoan thanh!
Trang xac nhan cho biét viéc ding ky da hoan thanh cta quy vi.
Nhép vao “View My Product” (Xem San pham cua toi) dé truy cap cac tinh niang cua san pham.

WebScan tim kiém Sé An Sinh X& Hgi ciia quy vi, t6i da 5 s6 hé chiéu, toi da 6 s6 tai khodn ngan hang, t6i da 6 sé thé tin dung/thé ghi ne, toi da 6 dia
chi email va tdi da 10 s6 1Dy té. WebScan tim kiém hang nghin trang web Internet noi ma théng tin cé nhan ciia nguroi tidu dung bi nghi ngo: la da bi
mua va bdn, dong thoi thirong xuyén thém cac trang web méi vao danh sach nhiing trang web dé ma né tim kiém. Tuy nhién, dia chi Internet ciia cac
trang web giao dich trén Internet ding ngo ndy khong diot cong b Va thurong xuyén thay déi, vi vdy khong c6 gi bdo dam rang ching t6i cd thé xac
dinh dwoc Vi tri va tim kiém moi trang web Internet tiém gn ma thdng tin c& nhan cia nguoi tiéu dimg cé nguy co bi giao dich. 2Tinh ning Canh bao
Gian lgn Tu dong dwoc Equifax Information Services LLC cung cdp cho nguoi tiéu dung va dwoc Equifax Consumer Services LLC thay mat thuc hién.

3vigc khéa béo céo tin dung Equifax cia quy vi sé ngdn chan mgét sé bén thi ba truy cdp vdo bdo cdo do. Viéc khba béo cao tin dung Equifax cua quy
Vi sé khong ngan chan viéc truy cdp vao bao cao tin dung cua quy vi tai bat ky co quan béo cdo tin dung nao khac. Cac té chiic ma c6 thé van c6 quyen
truy cdp vao bao cdo tin dung Equifax cua quy vi bao gom: cdc cong ty nhw Equifax Global Consumer Solutions, cung cdp cho quy vi quyén truy Cap
vao béo cao tin | dung hodc diém tin dung cua quy vi, hogc theo ddi bao céo tin dung cia quy vi nhu mot phan ciia ding ky hodc dich Vu tiwong tir; cac
cbng ty cung cdp cho quy vi bdn sao bao céo tin dung hodc diém tin dung cua quy vi, theo yéu cdu cia quy Vi; cdc co quan chinh quyén lién bang, tiéu
bang va dia phiong va cdc toa dn trong mét sé truong hop nhdt dinh; cac cong ty si dung thong tin lién quan d@én viéc bao 1anh bao hiém, hodc cho
cac muc dich vé tuyén dung, nguoi thué nha hogc kiém tra Iy lich; cac cong ty hién c6 tai khodn hogc mai quan hé véi quy vi, va cdc co quan thu ng
hanh déng thay mdt cho nhing nguoi ma quy vi ne; cac cong ty xac thuc danh tinh cia nguwoi tiéu ding cho cac muc dich khdc ngodi viéc cap tin
dung, hodc d@é diéu tra hogc ngdn chdn gian ldn thuc té hogc tiém dn; va cac cong ty muon thuc hién cde dé nghi da duoc phé duyét truréc vé tin dung
hodc bao hiém cho quy vi. Dé tir choi cde dé nghj da dwoc phé duyét trude nhue vy, hdy truy cdp www.optoutprescreen.com 4Quyen loi Bao hiém
Trém cdp Danh tinh dwoc bdo lanh va quan ly béi American Bankers Insurance Company of Florida, mgt cong ly Assurant, theo cac hgp dong bdo
hiém nhém hodgc chung duoc Cap cho Equifax, Inc. hodc cdc chi nhdanh tuong img cua Equifax, Inc. vi loi ich cia cac Thanh vién. Vui long tham khdo
cac hop dong bao hiém thuc té dé biét cdc diéu khodn, diéu kién va céc logi trir bio hiém. Bdo hiém c6 thé khong cé sdn ¢ tdt ca cac khu viec phap ly.



