YOUR LOGO HERE
<<MemberFirstName>> <<MemberLastName>>

<<Date>> (Format: Month Day, Year)

VTEXT: C/O <<Responsible PartyFirstName>> <<ResponsiblePartyLastName>>
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip Code>>

Notice of Data Breach
Dear VTEXT: Responsible Party for <<MemberFirstName>> <<MemberLastName>>,
We are writing to tell you about a data security incident that may have exposed personal information about you or a
family member. We take the protection and proper use of all personal information very seriously, and for this reason,
we are contacting you directly to explain the circumstances of the incident.
What happened?
On May 10, 2018, an unauthorized third party accessed our servers which included files containing personal
information about you or your family member. We became aware of the incident on May 12, 2018 and immediately
terminated the third party’s unauthorized access. We promptly initiated an investigation to determine how the access
occurred, and what information was or may have been accessed. We have also notified local and federal law
enforcement agencies and are cooperating with those entities as they investigate this incident.
What information was involved?
The third party may have accessed demographic data and personal health information about you or your family
member, including your or your family member’s name, date of birth, address, and in some instances, a social
security number. In some cases, personal health information of our former residents and patients of our health care
facilities may also have been accessed.
What we are doing.
We are committed to making every reasonable effort to safeguard your personal information. We have security
measures in place for our electronically-stored information, and monitor our computer system for unauthorized
access. We also revisit our security measures periodically in an attempt to reduce the likelihood that third parties will
access electronically-stored information, and work to determine if there are additional reasonable steps that we should
take to lessen the chance of future incidents.
To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to
provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk mitigation and response, and
their team has extensive experience helping people who have sustained an unintentional exposure of confidential
data. Your identity monitoring services include Credit Monitoring, $1 Million Identity Fraud Loss Reimbursement,
Fraud Consultation, and Identity Theft Restoration.
Visit <<IDMonitoringURL>> to activate and take advantage of your identity monitoring services.
You have until <<Date>> to activate your identity monitoring services.
Membership Number: <<Member ID>>
To receive credit services by mail instead of online, please call 1-???-???-????. Additional information describing
your services is included with this letter.
What you can do.
Please review the enclosed “Additional Resources” section included with this letter. This section describes additional
steps you can take to help protect yourself, including recommendations by the Federal Trade Commission regarding
identity theft protection and details on how to place a fraud alert or a security freeze on your credit file.
For more information.

If you have questions, please call 1-???-???-????, Monday through Friday from 8:00 a.m. to 5:00 p.m. Central Time.
Please have your membership number ready.
Protecting your information is important to us. We trust that the services we are offering to you demonstrate our
continued commitment to your security and satisfaction.
Sincerely,
Elmcroft Senior Living, Inc.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
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You have been provided with access to the following services from Kroll:
Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is
applied for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who
can help you determine if it’s an indicator of identity theft.
$1 Million Identity Fraud Loss Reimbursement
Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.
Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud
alerts, and interpreting how personal information is accessed and used, including investigating suspicious activity
that could be tied to an identity theft event.
Identity Theft Restoration
If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.
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Kroll’s activation website is only compatible with the current version or one version earlier of Internet Explorer, Chrome, Firefox, and
Safari. To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security
number in your name, and have a U.S. residential address associated with your credit file.

