
Subject:​ ​**​ ​NOTICE​ ​OF​ ​DATA​ ​BREACH​ ​** 
 
Dear​ ​<USER>, 
 
We​ ​are​ ​writing​ ​to​ ​inform​ ​you​ ​about​ ​a​ ​data​ ​security​ ​issue​ ​that​ ​involves​ ​your​ ​Imgur​ ​account.​ ​​ ​We​ ​have​ ​taken 
steps​ ​to​ ​secure​ ​your​ ​account. 
 
What​ ​Happened? 
 
On​ ​November​ ​23,​ ​2017,​ ​we​ ​were​ ​notified​ ​about​ ​a​ ​data​ ​breach​ ​that​ ​occurred​ ​in​ ​2014.​ ​​ ​Based​ ​on​ ​our 
analysis,​ ​we​ ​believe​ ​that​ ​an​ ​unauthorized​ ​third​ ​party​ ​stole​ ​user​ ​account​ ​data​ ​from​ ​us.​ ​​ ​You​ ​are​ ​receiving 
this​ ​email​ ​from​ ​us​ ​because​ ​your​ ​information​ ​was​ ​compromised.​ ​​ ​While​ ​we​ ​are​ ​still​ ​actively​ ​investigating 
the​ ​intrusion​ ​and​ ​no​ ​suspicious​ ​activity​ ​has​ ​been​ ​detected​ ​since​ ​the​ ​start​ ​of​ ​the​ ​investigation​ ​(the​ ​breach 
was​ ​in​ ​2014),​ ​we​ ​wanted​ ​to​ ​inform​ ​you​ ​what​ ​we​ ​know​ ​as​ ​quickly​ ​as​ ​possible.  
 
What​ ​Information​ ​Was​ ​Involved? 
 
The​ ​stolen​ ​account​ ​information​ ​included​ ​your​ ​email​ ​address​ ​and​ ​password​ ​from​ ​2014.​ ​As​ ​you​ ​know, 
Imgur​ ​has​ ​never​ ​asked​ ​for​ ​real​ ​names,​ ​addresses,​ ​phone​ ​numbers,​ ​or​ ​other​ ​personally-identifying 
information​ ​(“PII”),​ ​so​ ​the​ ​information​ ​that​ ​was​ ​stolen​ ​did​ ​NOT​ ​include​ ​such​ ​PII.​ ​We​ ​have​ ​always 
encrypted​ ​your​ ​password​ ​in​ ​our​ ​database,​ ​but​ ​it​ ​may​ ​have​ ​been​ ​cracked​ ​with​ ​brute​ ​force​ ​due​ ​to​ ​an​ ​older 
hashing​ ​algorithm​ ​(SHA-256)​ ​that​ ​was​ ​used​ ​at​ ​the​ ​time.​ ​​ ​We​ ​updated​ ​our​ ​algorithm​ ​to​ ​the​ ​newer​ ​Bcrypt 
algorithm​ ​last​ ​year. 
 
What​ ​Steps​ ​Are​ ​We​ ​Taking? 
 
We​ ​are​ ​immediately​ ​requiring​ ​all​ ​potentially​ ​affected​ ​users​ ​to​ ​update​ ​their​ ​password.​ ​​ ​You​ ​will​ ​be​ ​logged 
out​ ​of​ ​your​ ​account​ ​on​ ​Imgur​ ​and​ ​you​ ​will​ ​need​ ​to​ ​reset​ ​your​ ​password​ ​to​ ​sign​ ​back​ ​in. 
 
What​ ​Can​ ​You​ ​Do? 
 
If​ ​you​ ​used​ ​the​ ​same​ ​password​ ​for​ ​other​ ​sites​ ​and​ ​apps,​ ​we​ ​urge​ ​you​ ​to​ ​update​ ​them​ ​immediately.​ ​​ ​We 
recommend​ ​that​ ​you​ ​use​ ​a​ ​different​ ​combination​ ​of​ ​email​ ​and​ ​password.​ ​​ ​Please​ ​always​ ​use​ ​strong 
passwords. 
 
We​ ​take​ ​protection​ ​of​ ​your​ ​information​ ​very​ ​seriously​ ​and​ ​will​ ​be​ ​conducting​ ​an​ ​internal​ ​security​ ​review​ ​of 
our​ ​system​ ​and​ ​processes.​ ​We​ ​apologize​ ​that​ ​this​ ​breach​ ​occurred​ ​and​ ​the​ ​inconvenience​ ​it​ ​has​ ​caused 
you.​ ​Finally,​ ​if​ ​you​ ​have​ ​questions,​ ​we​ ​encourage​ ​you​ ​to​ ​contact​ ​us​ ​at​ ​​support@imgur.com​. 
 
Sincerely, 
Muts​ ​Inayama 
VP​ ​Engineering,​ ​Imgur  
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