February 22, 2016
Dear Mercy Housing Colleagues and former Mercy Housing Colleagues,
As those of you we were able to reach by email know, late Friday afternoon there was an
unauthorized release of an electronic copy of all 2015 W2s issued by Mercy Housing’s payroll
department due to an email scam. As a result, unauthorized individuals may have personal
information about you. This is a security breach of personal information.
We have contracted with two organizations to support you at this time. Their services are
available for all current and former employees. We encourage you to complete the following
steps as soon as possible:
Credit Monitoring ‐ We have contracted with a credit monitoring agency, LifeLock, to
provide you with free credit monitoring for 3 years. We suggest you enroll with LifeLock
as soon as possible. To enroll go to: https://store.lifelock.com/enrollment
YOU HAVE UNTIL APRIL 30, 2016 TO REGISTER. When you go to enroll you should enter
MHM16 in the box on the enrollment page of LifeLock’s website that asks for a
partner/promo code. On the next page you should enter your last name and the last
four numbers of your Social Security Number in the box that asks for membership ID. If
you have any trouble registering please email: identitytheft@mercyhousing.org
Identity Theft Assistance – SupportLinc, Mercy Housing’s EAP offers identity theft
assistance to help you recover from, and minimize the impact of, a breach of your
identity. The service includes a 30‐minute phone consultation with an identity recovery
professional. To contact them, please call 1‐888‐881‐5462. Username: Mercy; Password:
linc123.
If your identity has been compromised –
1. Notify the Federal Trade Commission either by visiting http://www.identitytheft.gov
or calling them at 1.877.438.4338.
2. Notify Mercy Housing by emailing us at identitytheft@mercyhousing.org. By alerting
us to your concern, we can notify federal agencies to support their investigation into
this breach.
This letter includes a series of attachments which you will find helpful:
Attachment 1: A formal notice, similar to the one we sent out via email on Saturday,
February 20.
Attachment 2: A flyer from SupportLinc with more details about their identity theft
assistance.

Attachment 3: An information sheet about how to identify email and other online
scams.
We are taking this situation very seriously. As soon as we were informed of the breach, we
took immediate action to prevent a repeat of this violation and we have informed law
enforcement and Federal agencies of this incident.
Finally, we want to say how much we regret this incident and you have our sincere apologies.
Please do act on the recommendations in the notice and reach out to your Supervisor with
questions or concerns.

Jane Graf
President and CEO
Mercy Housing

Michele Mamet
Chief Administration Officer
Mercy Housing

