P.O. Box 105054
Atlanta, GA 30348

Jane Smith
0000 Any Street
Anytown, USA 00000-0000

March 26, 2018

NOTICE OF DATA BREACH
Dear Jane Smith:
This letter follows up on the cybersecurity incident Equifax announced on September 7, 2017. You are receiving
this letter because, as a result of its ongoing investigation and analysis of data stolen in last year’s cybersecurity
incident, Equifax recently determined that your partial driver’s license information was accessed without
authorization in the incident. This notice does not relate to a new incident.
What Happened
On July 29, 2017, Equifax discovered that criminals exploited a U.S. website application vulnerability to gain
access to certain information. Upon discovery, we acted immediately to stop the intrusion. We promptly engaged
a leading, independent cybersecurity firm which conducted a comprehensive forensic review to determine the
scope of the intrusion, including the specific data impacted. Equifax also reported the criminal access to law
enforcement and continues to work with authorities. Based on the company’s investigation, the unauthorized
access occurred from mid-May through July 2017.
On September 7, 2017, Equifax notified U.S. consumers of the data security incident, including that certain
personal information related to approximately 143 million U.S. consumers was impacted. On October 2, 2017,
following the completion of the forensic portion of the investigation of the incident, Equifax announced that an
additional 2.5 million U.S. consumers were impacted.
On March 1, 2018, as a result of ongoing analysis of data stolen in last year’s cybersecurity incident, Equifax
announced it had confirmed the identities of approximately 2.4 million U.S. consumers whose partial driver’s
license information was impacted in last year’s incident. These consumers were not previously identified as part
of the impacted population because their partial driver’s license information was not stolen together with their
Social Security numbers (“SSNs”). SSNs and names were key data elements used by Equifax to identify who was
impacted by the cyberattack, in part because the forensic investigation had determined that the attackers were
predominately focused on stealing SSNs.
By referencing other information in proprietary company records that the attackers did not steal, and by engaging
the resources of an external data provider, Equifax was recently able to identify that you are part of the additional
group of approximately 2.4 million U.S. consumers who had their partial driver’s license information stolen.

What Information Was Involved
If you are receiving this letter, Equifax has determined that you are part of the approximately 2.4 million U.S.
consumers announced on March 1, 2018, and your partial driver’s license information was impacted by last
year’s cybersecurity incident. The information stolen for the vast majority of these consumers included names,
driver’s license numbers, and dates of birth, and in a small number of cases also included addresses and the state
of issuance of the driver’s license.
What We Are Doing
Upon learning of this incident, Equifax took steps to stop the intrusion, and engaged an independent cybersecurity
firm to forensically investigate and determine the scope. Equifax also engaged the cybersecurity firm to conduct
an assessment and provide recommendations on steps that can be taken to help prevent this type of incident from
happening again.
Our records indicate that you previously took advantage of the TrustedID Premier credit monitoring and identity
protection service that Equifax offered free of charge to all U.S. consumers following the incident. Because you
are receiving this notice, Equifax is offering you a 12 month extension of the TrustedID Premier service at no
charge to you, running from your service’s original expiration date. Equifax will automatically renew your
TrustedID service for the additional 12 month period, and you do not need to take any steps to re-enroll. As you
know, the TrustedID Premier service includes 3-Bureau credit monitoring of your Equifax, Experian and
TransUnion credit reports; copies of your Equifax credit report; the ability to lock and unlock your Equifax credit
report; identity theft insurance; and Internet scanning for your Social Security number. If you do not wish your
TrustedID service to be automatically renewed, please call 888-636-7510 to opt out.
Equifax has also established a dedicated website, www.equifaxsecurity2017.com, to provide more information for
consumers.
What You Can Do
In addition to enrolling in the TrustedID Premier identity theft protection and credit file monitoring service, please
see the “Identity Theft Prevention Tips” and State Information below. This information provides additional steps
you can take, including how to obtain a free copy of your credit report and place a fraud alert and/or credit freeze
on your credit report.
For More Information
Equifax is committed to ensuring that your personal information is protected, and we apologize to you for the
concern and frustration this incident causes. If you have additional questions, please call our dedicated call center
at 888-636-7510, available from 8:00 a.m. to 12:00 a.m. Eastern time, seven days a week. Si usted tiene
preguntas, o para hablar con alguien en Español, por favor llama nuestro centro de llamadas que está abierto
durante los siete días de la semana desde las 8:00 a.m. hasta 12:00 a.m. hora de la costa este: 888-636-7510.

Sincerely,
Equifax Inc.

