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[date]

[member/patient name]
[123 Any Street]
[Any Town, XX 12345]

Dear [member/patient first name],
| am writing to inform you about a recent health information privacy matter.
What Happened?

On November 13, 2017, we learned that a Kaiser Permanente email system containing your protected health
information was compromised.

What Information was Involved?

The compromised data elements may have included the following information: your name, medical record
number, date(s) of service, age, phone number, hospital admission date, discharge date, account balance,
payor name, co-pay amount, type of exam, medication name, diagnosis, symptoms, patient status, doctor’s
progress notes, medical history, lab results, hospital account number, and date of birth. Your Social Security
number and financial information were not included. For information pertaining to your specific compromised
data elements, please call the number provided below.

What We Are Doing:

Kaiser Permanente complies with requirements and laws, required by state and federal government to protect
patients’ personal information. Upon notification, we launched an extensive investigation, ensured all
appropriate security measures have been taken and are continuously exploring additional available technology
or innovations that might help prevent a recurrence in the future.

In addition, please be assured that all necessary actions are being taken including notification of government
agencies as required.

What You Can Do:

As always, we recommend that you review your health statements for accuracy and let us know if something
does not look right.

For your protection, you may want to contact one of the national credit reporting agencies to place a fraud alert
in your file and to receive a free copy of your credit report. We are informed that the agency you contact will
notify the other two agencies.

Here are the names of the credit reporting agencies and their contact information:
Equifax 1-800-525-6285; www.equifax.com
Experian 1-888-397-3742; www.experian.com

TransUnion 1-800-680-7289; www.transunion.com

Kaiser Permanente respects your right to file a complaint. If you have any questions, concerns or wish to file a
complaint with us, please contact us at 1-800-464-4000 (TTY 711).
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You also have the right to contact the Department of Health and Human Services through the Office for Civil
Rights at 1-800-368-1019.

For More Information:

On behalf of Kaiser Permanente, we offer our sincerest apology that this unfortunate incident occurred. We
assure you that safeguarding your information is one of our highest priorities. If you have any questions with
regard to this matter, please call 1-800-464-4000 (TTY 711), 9:00 a.m.— 5:00 p.m., Monday — Friday.

Sincerely,

Greg K. Christian

Senior Vice President, Area Manager
Fontana Medical Center

Kaiser Foundation Health Plan and Hospitals

As described in our Notice of Privacy Practices, you have privacy rights under a federal law that protects your
health information. We must follow this law to protect your privacy rights. These rights are important for you to
know. You can exercise these rights, ask questions about them, and file a complaint if you think your rights
are being denied or your health information has not been protected. You may find out more about your privacy
rights by reading our Notice at http://kp.org/privacy/scal
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Nondiscrimination Notice

Kaiser Permanente does not discriminate on the basis of
age, race, ethnicity, color, national origin, cultural
background, ancestry, religion, sex, gender identity,
gender expression, sexual orientation, marital status,
physical or mental disability, source of payment, genetic
information, citizenship, primary language, or immigration
status.

Language assistance services are available from our
Member Services Contact Center 24 hours a day, seven
days a week (except closed holidays). Interpreter services,
including sign language, are available at no cost to you
during all hours of operation. We can also provide you,
your family, and friends with any special assistance
needed to access our facilities and services. In addition,
you may request health plan materials translated in your
language, and may also request these materials in large
text or in other formats to accommodate your needs. For
more information, call 1-800-464-4000 (TTY users call
711).

A grievance is any expression of dissatisfaction expressed
by you or your authorized representative through the
grievance process. A grievance includes a complaint or an
appeal. For example, if you believe that we have
discriminated against you, you can file a grievance. Please
refer to your Evidence of Coverage or Certificate of
Insurance, or speak with a Member Services
representative for the dispute resolution options that apply
to you. This is especially important if you are a Medicare,
MediCal, MRMIP, MediCal Access, FEHBP, or CalPERS
member because you have different dispute resolution
options available.

You may submit a grievance in the following ways:

* By completing a Complaint or Benefit Claim/Request
form at a Member Services office located at a Plan
Facility (please refer to Your Guidebook for addresses)

* By mailing your written grievance to a Member
Services office at a Plan Facility (please refer to Your
Guidebook for addresses)

« By calling our Member Service Contact Center toll free
at 1-800-464-4000 (TTY users call 711)

* By completing the grievance form on our website at
kp.org

Please call our Member Service Contact Center if you
need help submitting a grievance.

The Kaiser Permanente Civil Rights Coordinator will be
notified of all grievances related to discrimination on the
basis of race, color, national origin, sex, age, or disability.
You may also contact the Kaiser Permanente Civil Rights

Coordinator directly at One Kaiser Plaza, 12th Floor, Suite
1223, Oakland, CA 94612.

You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for Civil
Rights electronically through the Office for Civil Rights
Complaint Portal, available at
ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone
at: U.S. Department of Health and Human Services, 200
Independence Avenue SW, Room 509F, HHH Building,
Washington, D.C. 20201,

1-800-368-1019, 1-800-537-7697 (TDD). Complaint forms
are available at www.hhs.gov/ocr/office/file/index.html.

Language Assistance
Services:

English: Language assistance is available at no cost to you, 24
hours a day, 7 days a week. You can request interpreter services,
materials translated into your language, or in alternative formats.
Just call us at 1-800-464-4000, 24 hours a day, 7 days a week
(closed holidays). TTY users call 711.
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Hindi: famT frfY smra & garfoar Jard, 3 % 24 =52, qame &
At &3 Iuesy 1 AT UF AT it Favet & forw, f=er et
AT o FTARIAT AT O ATIT H SIqaT8 FLE & forg, 1
FeRfous YT=IT % o7 SO T 9hd 81 a9 Had g4 1-800-
464-4000 T, T3 3 24 =, qAT % ATql &7 (FreAt arr i
Fg TEAT §) Fe wl TTY STINTHRAT 711 9T FHid H2

Hmong: Muajkwc pab txhais lus pub dawb rau koj,

24 teev ib hnub twg, 7 hnub ib lim tiam twg..Koj thov tau cov
kev pab txhais lus, muab cov ntaub ntawv txhais ua koj hom lus,
los yog ua lwm hom.Tsuas hu rau 1-800-464-4000, 24 teev ib
hnub twg, 7 hnub ib

lim tiam twg (cov hnub caiv kaw). Cov neeg siv

TTY hu 711.

Japanese: X[t Tl SFEXELEL T, FHEAR, KA D
FIAW7Z20 9, @R — A, BARGEICHRSNLZE
Bl H2WITERZROEXCHIKECE 7, BRI
1-800-464-4000 F TREFH 723V (BB H Z R K
K)o TTY 22—V — I 71LICBEHL &0,

Khmer: SSWMAN ANSBRHAIGEIHME] 24 g 7
i5ywMEn 1 gRMGIGAINERUATD
amisEunsuRinethmanigs um§migng)ng
[MSingIGyuMiItii MUig 1-800-464-4000 S 24 NG
7 gyt §ny (Gigunng) 9 Hmm TTY g 7114

Korean: 8.4 9 A| kel #HAIQlo] do] A AMu]| =&
PR 0§34 5 AdFUrh Ashs B9 A, Ak
Aoz M| 5 EE oA o] ARE 8 AT S
AFHTH 8 2 A7k A §lo] 1-800-464-4000 W O =
CEE RS

(TFL F7). TTY ARSA WS 711

Navajo: Saad bee aka’a’ayeed naholg t’aa jiik’é, naadiin doo
bibaa’ dii’ ahéé’iikeed tsosts’id yiskaaji damoo na'adlechyji.
Atah halne’¢ aka’adoolwotigii joki, t’aadoo le’é t’aa hohazaadj{
hadilyaa’go, éi doodaii’ ndana 14 at’aa adaat’ehigii bee
hadadilyaa’go. Koj{ hodiilnih 1-800-464-4000, naadiin doo
bibaa’ dii’ ahéé’iikeed tsosts’id yiskdaji damoo na’adleehji
[Dahodiyin biniiyé ¢’e’aahgo éi da’deelkaalO. TTY
chodeeyoolinigii koj{ hodiilnih 711

Punjabi: fast farft smaz €, fes € 24 w2, ge3 2 7 fes, Tamtr
Aot 3013 &t Qumay J| 3Ht e goTHie ot Hee =,
HHardt & mimuet g fee nigee Jaeve e, 7 fan <y
ggHe S8 YUz 995 Bet 953t 99 A J1 9H fHae Ag 1-800-
464-4000 3, fews € 24 w2, Je3 € 7 fes (8dMf =& fos ge
gfder J) @3 F31 TTY = Guidr d9& @& 711 ‘3 €5 J3a|

Russian: Me1 GecriaTHo obecrieunBaeM Bac yeiyramu nepesoya
24 gaca B CyTKH, 7 IHEH B Hezlento. Bel MokeTe BOCIIONIB30BaThCA
MOMOILBIO YCTHOTO MEPEBOUMKA, 3aIIPOCUTH IIEPEBO]] MATEPHAIIOB
Ha CBOM SI3BIK MJIM 3aIIPOCUTH X B OTHOM M3 JIbTCPHATUBHBIX
topmaros. [Ipocto mozBoruTe HaMm 10 Tenedory 1-800-464-4000,
KOTOPBIH T0CTyTeH 24 yaca B CyTKH, 7 THEl B HEEIO (KpoMe
npa3nHIIHBIX aHei). [lomp3oBateny A T 1Y MOTYT 3BOHUTH
o Homepy 711.

Spanish: Contamos con asistencia de idiomas sin costo alguno
para usted 24 horas al dia, 7 dias a la semana. Puede solicitar los
servicios de un intérprete, que los materiales se traduzcan a su
idioma o en formatos alternativos. Solo llame al 1-800-788-
0616, 24 horas al dia, 7 dias a la semana (cerrado los dias
festivos). Los usuarios de TTY, deben Ilamar al 711.

Tagalog: May magagamit na tulong sa wika nang wala kang
babayaran, 24 na oras bawat araw, 7 araw bawat linggo. Maaari
kang humingi ng mga serbisyo ng tagasalin sa wika, mga
babasahin na isinalin sa iyong wika o sa mga alternatibong
format. Tawagan lamang kami sa 1-800-464-4000, 24 na oras
bawat araw, 7 araw bawat linggo (sarado sa mga pista opisyal).
Ang mga gumagamit ng TTY ay maaaring tumawag sa 711.

Thai: wfivsnsauwssmsunaaaan 24 419
nafunaaathluvinnisuasaaaiuisazaliainzhanay
AANADIAUTALAEIAUANNANATIINTAUARUATNADILTIUR
raaufoausazalvifimsuilaianasillunmniaaladlaingl
UAnsARAILTANSIREITNIMILIININ LY 1-800-464-4000
anan 24 HHTuanaiu (Talvusasluiunaasunis) sl
TTYWlsains'laii 711

Vietnamese: Dich vu thong dich dwoc cung cip mién phi cho quy
vi 24 gid mdi ngay, 7 ngay trong tuan. Quy vi c6 thé yéu cau dich
vu théng dich, tai liéu phién dich ra ngbn ngir cia quy vi hoic tai
liéu bang nhiéu hinh thirc khac. Quy vi chi can goi cho ching toi
tai s6

1-800-464-4000, 24 gio mdi ngay, 7 ngay trong tuan

(trix cac ngay 18). Nguoi dung TTY xin goi 711.


tel:1-800-788-0616
tel:1-800-788-0616

