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NOTICE OF DATA BREACH 

May 22, 2025 
 

On or about May 19, 2025, Kenai Drilling Limited (“KENAI”) became aware of a cyber security breach of confidential 
information which occurred between May 17- May 18, 2025. This notice provides information and options for further 
protection of your identity. 

 
What Happened? 
Unauthorized parties hacked into KENAI’s Document File Server and gained access to sensitive and confidential 
information without the knowledge or consent of KENAI. 

 
What Information Was Involved? 
The culprits accessed and encrypted files that included employee names, social security numbers, wage 
information, addresses, email addresses, and phone numbers set up by KENAI for each employee.  This breach did 
not expose the employee’s personnel files kept internally at KENAI. 

 
What Are We Doing? 
KENAI is taking this very seriously. We are working diligently with our network security consultants to understand 
and address the reasons for and the scope of the breach and with law enforcement and the FBI to investigate this 
incident and we will keep you updated on further developments. 

 
What You Can Do. 

1. Contact the major credit reporting agencies to place a fraud alert or credit freeze.  Both services are free of 
charge. 

 
Fraud Alert: A security alert, on your credit report, you can add a telephone number so lenders can call you 
when they receive an application and verify that it's you who is applying. You also can request additional free 
credit reports when you add an initial security alert or victim statement. Reviewing your report can help you 
determine whether you are a victim and help you take appropriate action. 

 
Credit Freeze: A credit freeze, also known as a security freeze, is a tool designed to help protect you from 
fraud and identity theft. It limits access to your credit report unless you lift the freeze, or "thaw" your credit. 
Having a freeze in place won't affect your credit scores, but it will keep your credit report from being 
accessed to calculate scores unless you first lift the freeze. 

You must contact each national credit bureaus individually to freeze (or unfreeze) your credit reports. Each credit 
bureau will do a credit freeze for free upon request. Each credit bureau allows online and phone credit freeze 
requests. 

Equifax 
(888) 836-6351 



 

https://www.equifax.com/personal/credit-report-services/credit-freeze/ 
 

Experian 
(888) 397-3742 
https://www.experian.com/freeze/center.html 

 
TransUnion 
(800) 680-
7289 
https://www.transunion.com/credit-freeze 

 
You are entitled to a weekly credit report from each credit bureau using www.AnnualCreditReport.com. 
Review your reports for signs of trouble, especially the following: 

□ New accounts that you didn’t open. 
□ Credit inquires that don’t match when you applied for credit. 
□ Balances that do not match your statements. 

 
2. Notify your financial institutions of the security data breach and obtain recommendations for protecting your 

bank and credit card accounts. 
 

3. Closely monitor your credit card activity. Freezing your social security number can stop new accounts from 
being opened in your name, but it will not prevent fraudulent charges on an existing account.  Protect 
yourself in these ways: 

□ Stay on top of your credit card statements. Look for charges that you do not recognize. There is 
often a phone number listed along with the merchant’s name for each transaction. 

□ Sign up for text or email alerts about credit card transactions. 
□ If you see a suspicious charge, call your credit card company immediately to dispute it. 

 
For assistance or questions regarding the foregoing, please contact David A. Uhler, VP Finance, 
duhler@kenaidrilling.com, (805) 937-7871, Ext. 11 

 
KENAI values your privacy and deeply regrets that this incident occurred. KENAI will notify you if there are any 
significant developments and will work to investigate the breach and oversee any additional security measures 
designed to prevent a recurrence of such an attack, and to protect the privacy of KENAI’s valued employees. 

 
 

http://www.equifax.com/personal/credit-report-services/credit-freeze/
http://www.experian.com/freeze/center.html
http://www.transunion.com/credit-freeze
http://www.annualcreditreport.com/
mailto:duhler@kenaidrilling.com


 
KENAI DRILLING LIMITED 

P.O. BOX 2248 
ORCUTT, CA  93457 

  

*   Offline members will be eligible to call for additional quarterly reports after enrolling 
**  The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of 
Florida, an Assurant company.  Please refer to the actual policies for terms, conditions, and exclusions of coverage. 
Coverage may not be available in all jurisdictions. 
  

CREDIT MONITORING THROUGH EXPERIAN IDENTITYWORKSSM  MEMBERSHIP 
May 22, 2025 

 
To help protect your identity and out of an abundance of caution, we are offering a complimentary 12-month 
membership of Experian’s IdentityWorksSM.  This product helps detect possible misuse of your personal information 
and provides you with identity protection support focused on immediate identification and resolution of identity 
theft and enrollment will not hurt your credit score. To activate your free membership and start monitoring your 
personal information please follow the steps below: 

 
• Ensure that you enroll by September 30, 2025 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll:  https://www.experianidworks.com/credit 
• Provide your activation code:   

 
If you have questions about the product, need assistance with Identity Restoration that arose as a result of this 
incident, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s 
customer care team by 5:59 PM CST September 30, 2025 at (833) 931-7577 available Monday – Friday, 6:00 a.m. – 
6:00 p.m. Pacific Standard Time (excluding U.S. holidays).  Be prepared to provide  as proof of 
eligibility for the Identity Restoration  services provided by Experian. 
 

Additional Details Regarding your 12-Month Experian IdentityWorks Membership 
 

A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following features once 
you enroll in Experian IdentityWorks; 
 

• Experian credit report at signup:  See what information is associated with your credit file.  Daily credit 
reports are available for online members only. 

• Credit Monitoring:  Actively monitors Experian file for indicators of fraud. 
• Identity Restoration:  Identity Restoration agents are immediately available to help you address credit 

support even after your Experian IdentityWorks members has expired. 
• Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration support 

even after your Experian IdentityWorks membership has expired. 
• Up to $1,000,000 Identity Theft Insurance:  Provides coverage for certain costs and unauthorized electronic 

fund transfers. 
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