
 

 

 
 
<<DATE>> 
 
<<Member FName>> <<Member LastName>> 
<<Member Address>> 
<<City>>, CA <<ZIPCODE>> 
 
Dear << First Name>> <<Last Name>>, 
 
Subject: NOTICE OF DATA BREACH 
 

What Happened? 

 

 

 

 

On or about January 13, 2025, a former L.A. Care Health Plan vendor, 
Conduent Business Services LLC (Conduent), discovered a cyberattack 
that impacted a limited portion of its network system. Conduent 
immediately secured its networks and launched an investigation with 
third-party cybersecurity experts. 
 
Conduent’s investigation determined that an unauthorized third party 
accessed Conduent’s environment between October 21, 2024, and 
January 13, 2025, and obtained certain files containing our members' 
information. Due to the complexity of the data involved and the nature of 
the incident, Conduent required time to thoroughly analyze the affected 
files and share their conclusion with us. We are notifying you now because 
Conduent’s informed us that your information was involved. 
 

What Information 
Was Involved? 
 
 
 
 

The files affected contained your name and the following specific 
information: date of birth, claim number, date of service, treatment cost, 
date of admission/treatment/discharge, health insurance member 
information, along with your social security number. 

 

What We Are 
Doing: 
 

We take the privacy and security of your information very seriously. 
Conduent has represented to L.A. Care Health Plan that, upon learning of 
the incident, they promptly restored their operations and notified law 
enforcement. Additionally, Conduent confirmed they are actively 
enhancing their security measures to prevent similar incidents in the future.   
To help protect your identity, credit monitoring services are being offered for 
[12/24] months through Epiq. A unique activation code and instructions are 
enclosed with this letter. 
 



 

 

What You Can Do: 
 
 

Remaining vigilant against potential fraud or identity theft is encouraged. 
Please review the enclosed consumer tips for detailed instructions on how 
to protect personal information, check credit reports, and place fraud 
alerts. You may also want to request a copy of your medical records from 
your physicians, or L.A. Care Health Plan, to serve as a baseline. 

Other Important 
Information: 
 

Please see the enclosed “Breach Help –Consumer Tips from the California 
Attorney General” for additional important information. 

For More 
Information: 
 

For information about your medical privacy rights, you may visit the 
website of the California Department of Justice, Privacy Enforcement and 
Protection at www.privacy.ca.gov. 

Agency Contact: Should you need any further information about this incident, please 

contact: 

 

Privacy Officer 

L.A. Care Health Plan 

 

Phone:  

(213) 694-1250 

 

Mail:  

ATTN: Privacy Officer 

1200 W. 7th Street 

Los Angeles, CA 90017 

 

 

 

 
 

 
 
  

http://www.privacy.ca.gov/


 

 



 

 



 

 



 

 

 


