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Subject: NOTICE OF DATA BREACH ~

What Happened? W arae writing to you to adv se you of a recent privacy incldent that ocourred
onoraround lanuary 30%, 2026 at LA, Care Health Plan, & manual error lead
to certain member IDs to bz -matched with incorrect mamber names. As a
result, certain Health Risk Assessment mallers wera craated with
inaccurate information. Due to this issue, some mambers received a letter
that displayad tha namea of a different individual.

What Information | Please note, the information was limited to your first name, last nama,
Was Involved? health plan name, end program name. Thea information did not include any
other information, such as a Social S3ecurity number, Driver’s License
number, treatmeant, disgnoses or financial account numbers which could
potentially expose you to identity theft. Nonatheless, we determined it
was appropriate to inform you sinca some of your personal information
was involved.

What We Are We regret that this incident occurred as protecting your privacy is very
Doing: important to us. Upon discovery of the incident, we took immediate steps
| to 8ssess the overall impact and prevent future recurrence. Please be
assured that we are reviewing and updating our practices, as needed, to
minimize the risk of recurrence.

What You Can Do: | Please keep a copy of this rotice for your records in case you need to
reference it later regarding your personal information or incase should any
questions arise.

You can also request a copy of your medical records from your physicians,
or L.A. Cara Health Plan.

Other Important Enclosure “Breach Halp ~Consumer Tips from the California Attormey
Information: Genaral®

1Z00°W Tt Straet, Los Angeles, C4 90017 | lacare.org
A Public Entity Sening Los Angeles County

L.A. Care

HEALTH PLARNe

For More For information about your medical privaey rights, you may visit the
Information: websita of the California Departmant of Justice, Privacy Enforcemeant and
Protecticon at waw. privacy.ca.gov.

Agency Contact: Should you need any further information sbout this incident, please
contack:

Serge Herrera

Privacy Officer

L.A. Care Health Plan

Phore:
{2131 692-1250

Mail:
ATTM: Privacy Officer
1900 W T Shraot
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Wou gat a ketter from a comgany, & Qoverniment gency, & universitg a husphal or other arganiza-
tion. The letter says your persanal information may have been invoked in a data breach. Or maybe
your learn about a breach from a news report or company web site. Either way, a breach notice
does not mean that you are a victrm of identity theft or other harm, Bul you could be at risk.

Trur breach natice should tell you what specific types of parsonal infarmation were invoked. it may
alsa tell you what the arganization s doing in response, There are steps you can take 1o protect
yowrself. What to do depends on the type of persanal information involved in the breach,

Mot that credit monitonmng, which is aften affered by breached companies, aﬂmsmafw SOmE-
one has applied for or opened news creds in your name. Credit monitoring can be helodul in the
case of & Social Seourity numiper breach. It does not alert you 1o fraudulent activity on your exsting
credit of debit card account,

Credit or Debit Card Number

The breach notice should tell you when ard
whene the breach oocurred. i you used your
credit o debit cand &1 the location during the
glven tifres, you can lake steps to protect your
self.

Credit Card

1.

Manitor your oredit card acoount for suspi-
cious transactions and report any to the
cart-issuing bank {or Amevican Express or

Discover) Ask the bank for enbne manitar- .

g and aleris on the card acoownt. This will
givee wou early warning of any fravdulent
ransactions.

Hansacliong on your credit card stasement,
and deduc them from the wotal due. You
liability for frawdulent transactions & kmited
to §50 when you report them, and mest
banks have a zere-liabiity policy.”

i you do cancel yaur eradit cand, remernber

10 COATACT Arry Companies towhich you
ke gutamatic payments on the cand. Gve
1him your faw account number if you
wish to transfer the payrnents.

Dwbit Card
1. Monitor your debit card acoount for suspic

cioud transactions and seport any to the card
msuer. Ask the bank for cniine mensoding and
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£ WOMEMIE CAMCETING yOLr ekt e if you
sef fraudulent 1rarsactions on it follosing
he breach, You can dispute fravdulent

aarts on the cand acoount. This wil gve you
early warning of any fraudilent trarsactions.

Qrnct or oo Arrosnes Gesons
Caurppmas, Doparneor of Jusnon
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2. Report any unathonized transactians to
your bank immediately s aveid liabikty
aur llabimy for fraudulent trarsactions is
fimited to 550 if you repon them within two
days. Your bank may have a zero llabiizy
policy But as tima passes, your liabdity in-
creases, up 1o the ful amount of the frens-
action if you fail 1o report it within E0 days.
of its appearance on your bank statement ?

3. Cornsider cancelling your debit card. The
cird & connecied 1o your bank account,
Caneelling it i the safest way 1o pratect
wourself from the possibiliy of a stolen
account mumber baing uted 1o withid i
miansy Trom your bank account. Even
though it would likely be resiored, you
weauld not hase access t0 the stolen money
unitil after your bank has comnpleted an
irregstigation,

Social Security Number
Hera'’s what ta do if the breach notice letter
says your Social Security numiber was involved.

1. Contact the three credit bureaus. You can re-
port the potartial identity theft o all three of
the major crads bursaus by calling ary ane
aif the toll-free frawd numbers below, You
wiill reach an automated tefephone
that, allows you to flag your Fle with a fraud
aar & all three bureaus. You wil also be sent
instructions on haw 1o get & free copy of your

report fram each of the credit bureaus.
Exparian 1-B38-397-3742
Equifax 1-B00-525-62E5

TransUinion 1-800-680-72E9

2. Wihat it reans 1o put a fraud alest on your
credit fie. A fraud alert helps protect you
against the passhility of an idardity thed coen-
W e Credit ACoounts in your name. When a
merchant; chedks the cedit hisory of someone
appiying for esdi, the marchart gets 2 notice
that these miry be fraud on the account. This

A.

alerts the merchant 1o take seps w verify the
identity of the appicant, A fraug dert asts 90
darys and can be renewsed. For information on
a stronges protection, a security freeze. see
Hawe ta Freese Your Crecit Fifes at

LA D] O3, JOWDrTMICHITI ShEets,

Revigw yout crisdil reparts. Look through
eath ane carefully. Look for accounts you
don‘t recognize, especialy accounts apened
recently Look in the nguiries section for
names of creditoss from whom you Faven't
recuisted credi. Some companies bil
under names other than their store names.
Thea credit bursau will ba able 1o tell e
whin that & the case. You may find some
Inquiries identified as “promatonal.” These
occur when a company has oblained your
name and address from a cnedis Bunsau 12
send you an effer of credit. Promational
irquiress #ee nat sgns of fraud. (Youw are
automatically remaved from Ists to re
ceive unsolicited offers of ths kind when
you place a frawd alert) Alko, a4 a genersl
precaution, loak in the personal indormation
saction Tor any address listed for you whese
you've fever |,

3

4. 1 you find items you don't undevstard on
wour report, call the credit bureay at the
number an the report. Credit bureau staff
wall reviewe your report with you, i tre
information car't be explaned, then you
wiill. need 1o centact the credibors invoived
and repart the crime v your lacal police ar
sheriff's office.

Pazpaand and User ID

In the case of an online socount password
breach, you may receve a nabee by email or
wihiesn you go to the lag-on page for your &-
cownt, Here are steps to Take if you learn that
your paisword and wser 1D or email address, o
perhans your sacurity GURSTION and answar, were
compromised.

i

Qrner or nn Adioey GiniRal
Capraniss Deesamamr oF Justce

Pawgy Buroecoumpur arn Prons naw U
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1. Change your password for the affected 1. Call the bank, tell them about the bresch
aezaunt, If you find that you are locked cu: and tell them you want 10 cless your éc-
of your account, contact the company’s count. Find aut what checks are autstand-
CUSIOMEr Senice of seounty depariment. mg. ou may want o wait until they have

cleered bafore closing the acoount. (Or

2. M you use the same passward foe ather ac- you condd write to each recigient, 18l them
counts, change them taa, aiout the breach, ask them not to process

the old check and endose a new check on

2. I 3 security question and arswer was in- yOur New Account.)

wohed, change it, Don't use questions bated - -
on infonmation that s publidy available, such 2. Open a new bani account. Tell the bank

s your mether’s maiden name, your pets FOu Want 1o use a nevw pasivward far &e-
name or the name of pour high schoel. CESE By oL N acoount. Da ot use pour
rother's maiden name o the ket four digits
4. Use diffgrent passwonds for sl anline n!pur Sl Se:urity numiber Ak your
accounts. This is especialy impartant “o- bari to notify the cheds verdicaton cempa-
accounts that contain sansitve infarmaticr, rry It uses that the oid acoount vas cosed

such as your medical or financial imbarma-
ton Corsider accownts at onling meschans Drivers License Numbar
whienk you iy hawe your Credit cand Wrber i thy broach natice says your drivers licerse
stored i the socount. o Calilomis identification cand nismber was

. rwoluad, and you suspect that you are a victim

- CrBaie Song pRseworss. Longer is Bett— o iansity theh, contact DMV Driver Licentse
at keast ten characters kong and a mis of Fraud and Analysis Unit (DLFALY by tefephone
vppercase and bwertase letters, nUMeNS® gt g8-558-575E or by email &t difaLc@dme:
punctuation marks, and symbols. Dortuse o5 ooy Do ot include personat nlormation an
words found in & ditionary. You can base o e-mail
passwords on a phiase, sang or book title,
Eeample: "I love tropial sunsets” becoried  Medical or Health Insurance
Thstioptcaliums i) Information

password nassword “sefe” i the breach notice says your health insurance
& ll:eip youe u'e.arr;?r?de:'naarnage many ;J;;m ar health plan nember was imabed, heres

s cotiwa what can oo to protect yoursell agan
:]un Gﬁ:ﬁmm. ,ﬂr&m”:;:m& pussib.:umedlcx deﬁtrlw :mﬁu.la mﬁ :rﬂr
portable devices. You anly have o remer invalves ather medcal information, but not
bar ane passverd (or passphease) to oper o imiurance ar plan number does not gener
thee safie, The Electronic Fremlier Founcation aly pose a rek of medical identity theft
(e efilovgl lists some free versions and 1, H the lntter says your Secial Security num

Ln

corrputer magannes offer product redent wias inuched, see section on Sodal Security
numier oreaches. Also CoRLact you! nsuer
Bank Infermation ar health glan, &5 in number 2 bk

M the breach noti heck "
numbes on 3 check for example, was braachad, 2 1 1he IBTIer s3ys your ek insurance or

hera’s what 1o do. health plan number was involved, contact
Orra of mit Arcency GINraL Frvary EnFOR0IMCAT and PRGALCNDM Liner
Cavromas Dersarsamir or lusncr WL D3] Ca oy
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your insurer of plan. Tell them about the up on it with your inswer of plan. For o

breach arwd ask them to note the breach in an medical dentity thet:, see First Aid for

their reconds and 10 flag your account number, IMeclical ientity Theft: Tips for Consumers,
3. Clasely wetch the Explanation of Benefits a oag.ca.gouprincyfint shoets.

staternentd far ary guestionatie items. An For mare detsls on what to do  you suspect
Explanatio of Benefits satement comes in— ooy o, 1 infapmation is being I.BE’::W commit

the mail, cftan marked “This is nat a bill” . o iy Thedt ?
It li5ts the medical services recefvad By you mfmﬁlﬂém*“
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or anyong covesed by your plan. If you see infarmation-sheats.
a sanvce hat you did rot receive, fallow i

This fact sheet is for informational puiposes and shausd not be construed as legal advice or as
palicy of the State of California. ¥ you went advice on & particular case, you should eansult an
attarney or ther expert. The fact sheet may be copied, if (1) the meaning of the copied text &
nat changed ar misrepresented, (2) cradit is given to the Caifornia Department of lustice, and
13 &l copes are distributed free of charge.

HOTES
| T iy Leniireg &1, 14 U5, Code sec 1601 andl fallawing.
* [Hlectronic Furecs Tanster A51 15 LS, Coda g, 1603 and Toloeing.
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