From:

Subject: SCAM EMAILS FROM AN IMPOSTER USING THE LAW OFFICES OF JOHN A
GUTHRIE EMAIL ADDRESSES

Date: March 18, 2023 at 9:10:17 AM PDT

Please allow me to introduce myself. I am Aaron Ham from iValley Technology Partners, Inc.
and I am an IT specialist for Law Offices of John A Guthrie.

We are aware that an imposter was sending scam emails from email addresses of the Law
Offices of John A Guthrie, which include email addresses of our individual attorneys. Please
DO NOT OPEN these emails, DO NOT CLICK ANY LINKS, and DELETE as soon as you see
them.

You are receiving this email because your email address was identified as one the attacker sent
the email to.

The subject of the emails which were sent on March 17, 2023 between 10am and 11:46am PST
will say either "info@johnaguthrielaw.com CASE 03-17-2023”
or “john@@)johnaguthrielaw.com CASE 03-17-2023"

The email contains a link to an online Adobe PDF, which, when clicked will ask for a Microsoft
login. This login is not actually from Microsoft and is an attempt by the attacker to steal your
Microsoft login credentials.

We have stopped the attack and notified Adobe about the hacker’s PDF on their site.

If you did click on the link and entered your login information on the form, change your
Microsoft account password immediately.

If you did not click on anything, or closed the PDF before entering any login information, you
are safe and there is nothing more you need to do.

We value your privacy, and are diligently working to report, investigate and resolve this incident.
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