
 

Data	Incident	Notification	

	
MindFuel	responds	to	possible	data	breach		

The	MindFuel	Foundation	("MindFuel)	takes	our	privacy	obligations	seriously.	MindFuel	is	committed	to	
maintaining	the	confidentiality	and	security	of	the	information	that	we	have	in	our	custody	or	control,	
and	we	strive	to	limit	the	information	we	collect	and	safeguard	such	information	from	unauthorized	
access,	disclosure,	or	loss.	
	
During	a	recent	review,	we	learned	that	a	snapshot	of	a	historical	testing	database	was	placed	in	a	
location	accessible	to	MindFuel	developers	by	a	third-party	service	provider	and	may	have	been	viewed	
by	web	crawlers	on	May	5,	2025.	We	promptly	commenced	an	investigation	and	took	steps	to	remove	
access.	
	
While	the	data	that	may	have	been	accessed	was	most	likely	testing	data,	there	is	a	small	chance	that	
certain	production	data	from	before	May	26,	2021	was	included.	The	personal	information	may	have	
included:	

• First	and	Last	Name		
• Email	Address		
• City,	state/province,	country	
• Phone	Number	(optional	field,	if	provided)	
• Username	
• Hashed	password	

	
As	part	of	our	response	to	this	incident,	and	to	maintain	the	integrity	of	our	systems,	we	removed	the	data	
from	 the	 database	 and	 triggered	 a	 reset	 of	 the	 password	 on	 Wonderville	 accounts.	 We	 have	 also	
established	a	secure	location	for	file	transfers,	as	well	as	a	process	to	remove	legacy	accounts.	
	
Given	 the	 limited	 and	 historical	 contact	 information	 involved,	we	 are	 providing	 this	 notice	 out	 of	 an	



abundance	of	caution.	At	this	time,	we	are	not	aware	of	any	unauthorized	use	of	this	information	by	a	third	
party	or	otherwise.	
	
Consistent	with	safe	online	guidance,	it	is	recommended	that	individuals	remain	vigilant	with	respect	to	
the	widespread	risk	of	phishing	attacks.	Exercise	caution	with	email	correspondence	or	telephone	calls,	
particularly	 those	 that	 purport	 to	 come	 from	 MindFuel	 and	 that	 request	 any	 information	 from	 you.	
Exercise	caution	when	opening	email	attachments	or	clicking	links	in	emails.	Monitor	your	emails	and	
accounts	for	any	unusual	sign-ins	or	communications.	When	possible,	ensure	multi-factor	authentication	
is	enabled.	While	all	Wonderville	passwords	have	been	reset,	it	is	good	practice	to	use	strong	and	unique	
passwords	for	all	online	accounts	and	change	them	regularly.	
	
We	take	the	privacy	and	security	of	your	information	seriously	and	have	taken	steps	to	prevent	similar	
incidents	from	happening	in	the	future.	If	you	have	any	questions,	please	contact	us	at:	

 

The	MindFuel	Foundation	
Suite	260,	3512	33	Street	NW	
Calgary	AB	T2L	2A6		
 

Calgary	Contact	Info:	
P:	403.220.0077	
E:	dataquestions@mindfuel.ca		
 

Unsubscribe - Unsubscribe Preferences 
 

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fu53678351.ct.sendgrid.net%2Fasm%2Funsubscribe%2F%3Fuser_id%3D53678351%26data%3DQnkFDIrw4e71gq9ozbAKWLkjLMGaHFKAC2EeksK0GvdoMDAwdTAwMASITJlBCie0aBG2eWI1xlOrfLHd0L4vagWYgwMnlpLQd74aXUi3k3CqnG6mMtX7EPwb_zkVq1ppvNVyyOHRZrKiwQeB9B8DYqViDG3i4qNDBCNpQi5AfB-qX-Cj0e3YoFzPeWERWEZtJVCKK6IpnZUmM3tRCM4dBdDAznwy93oVguyYamnz6gK3Aw58wIzBWxLoDuALdloVjaC9OUn0mNOTrGqI3xOwK5UQZlxmJ21Q2E9nV8jhRhxGUAWEk4PR12obZ5Ug9qNCQBNK97JmCoDh3RG-JHKQs2YluQxrpNesEmHDqTzrFy3CfKplQQxv3k5l9t27a5amDxDIDeVX2IbfZa8oBTQEPMJ6AzbiPO2JvX79Hq829CzZT8DAZ3Vyym4XVrXWyvyn83HclWitwSIxV3h9mBgx-JGaJ9V3MaP_CItdwXaTGpEfI_z_1nl7SVA1kzHqIE3kmdiYOI5J5PmGRyaswSNDtBEPXPw6gj0ENmhnhToZTs7oSbL_Dy9drVTQ2NLyPUULBG0pPXsQ9RVgucWdQpM2L94PfycdAC24A-DMA0Llq-mZEQ0-UAlYnca1tFpDZDtKVYTiT5hfSOYKqnHAmdvKb608IA-3wBHqTUBFsGo6INteEmv0Mwa3AEGtMyQamdOp2Lvl3qlqq07Nw5Y_4pYLtss_kvv5wL5PoxvNbVd9xOGD-J-MsYg_J_lcxQx47lHRAuKG0LQSTXr54fcOPqumgMePIaOFmpgGVaTJliS8cvf_jP8B8CUSn585Dn8eyP1nJ-x8oOPsRCtcjpA0GhqrIL8M8ZPBw33n9QVMJ4HVaVskyas52fvnF5bKyCfpQkfUrFu_hwIHA7MVn4dyxMY9aLavSKFKr3vid2HwiUtENGMXaQKrDEpDETC5xRuUsvODRsKzEiRI9bZI9wf5u_URX-Z6UcxC3pRq3ynSYIZY8tnEyuXuIx0KyctaKwVQ7aP9BryLWmIWcguaScEAX1Ppf-X--3gvvZMNgXAvWhKkRuG5USiENdeIXhjZl5Ai_fmLiul-_56mYnAkuao3GYsq-CzL8j7B6keuwux81xb267cuXLM4barABqjkKlZfZDaT3DheMO1tPF4vgybJfOPPPJPQ5jB_Emvh&data=05%7C02%7Cbnakaska%40mindfuel.ca%7Cdbfc7638cac448bd3bee08ddb0273ea1%7C4302abb267ba4a6c95a177e7fb2735c0%7C0%7C0%7C638860404837989130%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3jjhnQPRxPDtss2Phb%2FE9dwofdjixRu3vNznhWP0a4I%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fu53678351.ct.sendgrid.net%2Fasm%2F%3Fuser_id%3D53678351%26data%3DS28EziVsapseOP_plBlkz1-yXTnlXqV-m6bjl82zp_1oMDAwdTAwMPb2a1l5MgX7-18pkAutjwIQKabxB9VxBML84wl8GTzm3WHsBJALpONdvt4AarCtkKbmasNho-sFuSZyUU6UMYYsYi4eyqFa1kWtfAjEMdBf_ty5EduyYjCAnyYEcjJ9PN9PLGvaDH0sQrqGROrTzYGdcpn_2YNQoeWZPbtmGNGy9JwxuhBAdpj_qTidac_SOYfwu_eFdiD-Sv6Ke0pfU7-Ed3h-13qcnFByF2sjqnziAk-y7ebm6HBKa247b-AtAB8e6YUrIWkQL78WJJCTcjj2ES-B-71rjaGd2zcbOhBd01Ve8lLU-n9z3HTIuqkLEnDaP3OH7Th-4FMIlaPcyExV-WctliQxKdPXqxKK89r6M3aQZABiIhYjfbBZ0EZ6kKmJ_KNMwrHKdKPV3OcONxiFRqXy8LocUiICgKbhkOvI2jA3AG0cmQQeVATD6HfyqNFHj1M1V5OrOE_kzpmEILpQO43zYddhL54lvovTaQzBqYEA5UJRSD6niIjU1HXB_dsjX3in3RmbdTKzWbQm4xurCV1CLwNjtoJqFaZh-cZo7Z03r9wdMqLXIQ7u6DNMMPiE-bC6PrR96AeMS8tDUSjycspyBUIKWAxsAwwxqM9JpDizhlv0SQ7YGmHjjvNdNGGOhjgHt-zHsnd7oroWhlX6iJ8E2IawQTwSdPzruODl2LYUHSiipsOnJa3-xEn623XMllUqbELVfX0mhyXTQ-d7z6ubKM0D_XONRVAcYQbjLQfkFIc1lAUzilgauuPeinAdT-cpqFUJg_vxJEvD3v6-wldETwGQOyVS1xLjtcb2Fcf6TtUClT4hxecPnrlLMm6phpnkJF_9cFtOmcDf4ZWO2V4okq8GIQuRIDFSlq8wBxcWyZ7nWTTRHE1xC9wJiS_gAApo1kKx9V22TnOYbYXNoBLBFtvuTyXEZaitTxDyeewgqGG9ew78vF0fx80E-shF22Pq9DsQNWpCAkJqCbRNyqD1U-XBws4pislxJ2vh7_fQPsuAZIJPB0g9M868Y9lXzP5F7gV-woO-paAzTzzh1IEA194skGnmOvfKSWKgEDa6VpVrrXXtTLhQ0YEh_fNgCIRujjW9vEwsmr8b5x0%3D&data=05%7C02%7Cbnakaska%40mindfuel.ca%7Cdbfc7638cac448bd3bee08ddb0273ea1%7C4302abb267ba4a6c95a177e7fb2735c0%7C0%7C0%7C638860404838012589%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BUuGxAx6AvaynK6AsQjtsIouMJCWkmo2SFYFhh0s%2BSo%3D&reserved=0

