<<MemberFirstName>> <<MemberLastName>>
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip Code>>

<<Date>> (Format: Month Day, Year)

Subject: Notice of Data Breach
Dear <<MemberFirstName>> <<MemberLastName>>,
I hope this letter finds you well. I am writing to inform you of an unfortunate theft at our secured storage unit. On August
11, 2016 we discovered that we were the victims of the theft of a password protected server that contained your personal
information. To date, we are unaware of any actual misuse of your information stemming from this incident. We take the
privacy and security of your information very seriously. This is why I am contacting you, offering you credit monitoring
and identity protection services, and informing you about steps that can be taken to protect your personal information.
What happened? Someone broke into our locked storage unit, which was within a gated storage facility, and stole
a password-protected server. Upon discovery of the theft, we promptly notified the Napa Police Department and will
provide whatever cooperation is necessary to identify the perpetrator(s) and hold them accountable. On September
8, 2016, we confirmed that your personal information may have been on the server. In December 2012, Dr. Justin
Newberry, DDS, purchased Napa Valley Dentistry, including this server, from Dr. C. Michael Quinn, DDS. The server
may therefore contain personal information of Dr. Quinn’s former patients who may not currently have a relationship
with Napa Valley Dentistry. While there is no indication that your personal information was, in fact, accessed without
authorization, we are notifying you out of an abundance of caution and offering you identity protection services.
What information was involved? The information included names, addresses, dates of birth, Social Security
numbers and dental insurance information.
What Are We Doing? We are notifying you of the incident, providing information about steps you can take to
protect your personal information, and offering credit monitoring and identity protection services for 12 months at
no cost to you. We also notified the Napa Police Department, and will provide whatever cooperation is necessary
to protect your information and hold the perpetrator(s) accountable. We have also terminated our relationship with
the storage facility from which the theft occurred. We are also in the process of reviewing our information security
practices with the goal of making it more difficult for a similar incident to occur in the future.
What you can do: You can follow the recommendations on the following pages to protect your personal information.
You can also enroll in the services we are offering through Kroll, at no cost to you. To receive credit services, you must
be over the age of 18 and have established credit in the U.S., have a Social Security number in your name, and have a
U.S. residential address associated with your credit file. Your services start on the date of this notice and can be used
at any time during the next 12 months. They will include credit monitoring and identity consultation and restoration. Visit
http://kroll.idmonitoringservice.com to take advantage of your services. Your membership number is <<Member ID>>.
To receive credit services by mail instead of online, please call 1-877-309-9842. Additional information describing your
services is included with this letter.
For more information: Further information about how to protect your personal information appears on the following
pages. If you have questions or need assistance, call 1-877-309-9842, 8:00 a.m. to 5:00 p.m. (Central Time), Monday
through Friday. Kroll’s licensed investigators are standing by to assist you. Please have your membership number ready.
9300NC-0916

Protecting our patients’ personal information – and maintaining your trust – is of paramount importance to Napa
Valley Dentistry. We sincerely apologize for any worry or inconvenience this incident may cause you.

Sincerely,

Dr. Justin Newberry, DDS
Napa Valley Dentistry

Information About Protecting Personal Information
Review Your Account Statements and Notify Issuing Bank & Law Enforcement of Suspicious Activity: It
is recommended that you remain vigilant for any incidents of fraud or identity theft by regularly reviewing credit
card account statements and your credit report for unauthorized activity. If you detect any suspicious activity on
an account, we recommend you contact your issuing bank immediately to either freeze or close the account. You
may also report any fraudulent activity or any suspected identity theft to local law enforcement, the Federal Trade
Commission (FTC), or your respective state Attorney General. Residents of Massachusetts and Rhode Island have
the right to obtain any police report filed in regard to this incident.
Copy of Free Credit Report: You may obtain a free copy of your credit report from the following national consumer
reporting agencies or from the Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281,
1-877-322-8228, www.annualcreditreport.com:
Equifax: P.O. Box 105851, Atlanta, Georgia 30348, 1-800-685-1111, www.equifax.com
Experian: P.O. Box 2002, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.O. Box 1000, Chester, PA 190222, 1-800-888-4213, www.transunion.com
Additional Free Resources on Identity Theft: You can obtain information from the consumer reporting agencies,
the FTC, or your respective state Attorney General about steps you can take toward preventing identity theft. The
FTC may be contacted at FTC, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC
20580, 1-877-438-4338, www.ftc.gov/idtheft.
For residents of Maryland, North Carolina, and Rhode Island: Residents of Maryland, North Carolina and Rhode
Island can also obtain information about preventing and avoiding identity theft from their attorneys general at the
addresses below, and from the Federal Trade Commission.
Maryland Office of the			
North Carolina Office of the		
Rhode Island Office of the
Attorney General			Attorney General			Attorney General
Consumer Protection Division		
Consumer Protection Division		
150 South Main Street
200 St. Paul Place			
9001 Mail Service Center		
Providence, RI 02903
Baltimore, MD 21202			
Raleigh, NC 27699-9001		
(401) 274-4400
1-888-743-0023			1-877-566-7226				http://www.riag.ri.gov
www.oag.state.md.us			www.ncdoj.com
Fraud Alerts: There are two types of fraud alerts that you can place on your credit report to put your creditors on
notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud
alert stays on your credit report for seven years. You can place a fraud alert on your credit report by calling the tollfree fraud number of any of the three national consumer reporting agencies listed below:
Equifax: P.O. Box 105069, Atlanta, GA 30348, 1-888-766-0008, www.alerts.equifax.com
Experian: P.O. Box 9701, Allen, TX 75013, 1-888-397-3742, www.experian.com/fraud/center.html
TransUnion: P.O. Box 2000, Chester, PA 19016, 1-800-680-7289, fraud.transunion.com
Credit Freezes (for Non-Massachusetts Residents): You may have the right to put a credit freeze, also known
as a security freeze, on your credit file, so that no new credit can be opened in your name without the use of a PIN
number that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential credit grantors
from accessing your credit report without your consent. If you place a credit freeze, potential creditors and other
third parties will not be able to get access to your credit report unless you temporarily lift the freeze. Therefore, using
a credit freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift and/or remove
a credit freeze. Credit freeze laws vary from state to state. The cost of placing, temporarily lifting, and removing
a credit freeze also varies by state, generally $5 to $20 per action at each credit reporting agency. Unlike a fraud
alert, you must separately place a credit freeze on your credit file at each credit reporting agency. In order to place

a security freeze, you may be required to provide the consumer reporting agency with information that identifies you
including your full name, Social Security number, date of birth, current and previous addresses, a copy of your stateissued identification card, and a recent utility bill, bank statement or insurance statement. Since the instructions
for how to establish a credit freeze differ from state to state, please contact the three major consumer reporting
agencies as specified below to find out more information:
Equifax: P.O. Box 105788, Atlanta, GA 30348, 1-800-685-1111, www.equifax.com
Experian: P.O. Box 9701, Allen, TX 75013, 1-888-397-3742, www.experian.com/freeze/center.html
TransUnion: P.O. Box 2000, Chester, PA, 19016, 1-888-909-8872, freeze.transunion.com
You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
consumer reporting agencies listed above.

TAKE ADVANTAGE OF YOUR COMPLIMENTARY SERVICES
You’ve been provided with access to the following services1 from Kroll:
Credit Monitoring through TransUnion
You’ll receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for
in your name. If you do not recognize the activity, you’ll have the option to call a Kroll investigator, who can help you
determine if it’s an indicator of identity theft.
Identity Consultation
You have unlimited access to consultation with a dedicated licensed investigator at Kroll. Support includes showing
you the most effective ways to protect your identity, explaining your rights and protections under the law, assistance
with fraud alerts, and interpreting how personal information is accessed and used, including investigating suspicious
activity that could be tied to an identity theft event.
Identity Restoration
If you become a victim of identity theft, an experienced licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and will do most of the
work for you. Your investigator can dig deep to uncover all aspects of the identity theft, and then work to resolve it.

1

Kroll’s activation website is only compatible with the current version or one version earlier of Internet Explorer, Chrome, Firefox, and Safari.
To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your name,
and have a U.S. residential address associated with your credit file.

