


 

 
 
 

               

For More Information 

If you have further questions or concerns, or would like an alternative to enrolling online, please call 
 toll-free Monday through Friday from 8 am – 10 pm Central, or Saturday and Sunday from 10 am – 7 pm 

Central (excluding major U.S. holidays).  Be prepared to provide your engagement number .  If you 
have any additional questions regarding this incident please contact your respective line manager.  
 
 
Sincerely,  
 
 
Faiyaz Syed  
Chief Operating Officer 
 
 
Enclosures: (1)  Identity Theft Protection Tips 
  (2)  Additional Information about IdentityWorks service 
   
 
 
  



 

 
 
 

               

Identity Theft Protection Tips 
 

Monitor Your Accounts 
 
You should remain vigilant for incidents of fraud, identity theft, and errors by regularly reviewing your account 
statements and monitoring free credit reports. If you discover any suspicious or unusual activity on your accounts, be 
sure to report it immediately to your financial institutions, as major credit card companies have rules that restrict 
them from requiring you to pay for fraudulent charges that are timely reported.  
 
In addition, you are encouraged to contact the Federal Trade Commission (FTC), law enforcement, or your state 
attorney general to report incidents of suspected identity theft or to learn about steps you can take to protect yourself 
from identity theft. You can contact the FTC at:  
 

Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
(877) IDTHEFT (438-4338) 
www.identitytheft.gov 

 
If you find that your information has been misused, the FTC encourages you to file a complaint with the FTC and to 
take these additional steps, among others: (1) close the accounts that you have confirmed or believe have been 
tampered with or opened fraudulently; and (2) file and keep a copy of a local police report as evidence of the identity 
theft crime. 
 
Obtain Your Credit Reports 
 
You should also monitor your credit reports. You may periodically obtain credit reports from each nationwide 
consumer reporting agency. If you discover inaccurate information or a fraudulent transaction on your credit report, 
you have the right to request that the consumer reporting agency delete that information from your credit report file.  
 
In addition, under federal law, you are entitled to one free copy of your credit report every 12 months from each of the 
three nationwide consumer reporting agencies. You may obtain a free copy of your credit report by going to 
www.AnnualCreditReport.com or by calling (877) 322-8228. You also may complete the Annual Credit Report 
Request Form available from the FTC at 
https://www.consumer.ftc.gov/sites/www.consumer.ftc.gov/files/articles/pdf/pdf-0093-annual-report-request-
form.pdf, and mail it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. You may also 
contact any of the three major consumer reporting agencies to request a copy of your credit report. 
 
Additionally, you have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to 
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting agencies correct 
or delete inaccurate, incomplete, or unverifiable information. For more information about the FCRA, please visit 
www ftc.gov.  
 
Place a Fraud Alert or Security Freeze on Your Credit File 
 
In addition, you may obtain information from the FTC and the consumer reporting agencies about fraud alerts and 
security freezes. A fraud alert can make it more difficult for someone to get credit in your name because it tells 
creditors to follow certain procedures to protect you, but it also may delay your ability to obtain credit. If you suspect 
you may be a victim of identity theft, you may place a fraud alert in your file by calling just one of the three nationwide 
consumer reporting agencies listed below. As soon as that agency processes your fraud alert, it will notify the other 
two agencies, which then must also place fraud alerts in your file. An initial fraud alert will last 90 days. An extended 
alert stays on your file for seven years. To place either of these alerts, a consumer reporting agency will require you to 
provide appropriate proof of your identity, which may include your Social Security number. If you ask for an extended 
alert, you will have to provide an identity theft report. 
 
Also, you can contact the nationwide consumer reporting agencies regarding if and how you may place a security 
freeze on your credit report. A security freeze prohibits a consumer reporting agency from releasing information from 



 

 
 
 

               

your credit report without your prior written authorization, which makes it more difficult for unauthorized parties to 
open new accounts in your name. However, please be aware that placing a security freeze on your credit report may 
delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages, 
employment, housing or other services. You may be charged to place or lift a security freeze. Unlike a fraud alert, you 
must separately place a credit freeze on your credit file at each credit reporting company. 
 
You may contact the nationwide consumer reporting agencies at: 
 

Equifax 
P.O. Box 105788 
Atlanta, GA 30348  
(800) 525-6285 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
(888) 397-3742 
www.experian.com 
 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transunion.com 
 

 
 
 
 
 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 
 

A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following features once you 
enroll in Experian IdentityWorks:   
 

 Experian credit report at signup: See what information is associated with your credit file.  Daily credit 
reports are available for online members only.* 

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration agents are immediately available to help you address credit and 

non-credit related fraud. 
 Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration support 

even after your Experian IdentityWorks membership has expired. 
 Up to $1 Million Identity Theft Insurance**:  Provides coverage for certain costs and unauthorized 

electronic fund transfers. 
 

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve 
those issues, please reach out to an Experian agent at .  If, after discussing your situation with an agent, 
it is determined that Identity Restoration support is needed, then an Experian Identity Restoration  agent is available 
to work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you 
with contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit 
file with the three major credit bureaus; and assisting you with contacting government agencies to help restore your 
identity to its proper condition). 
 
Please note that this Identity Restoration support is available to you for 12 months from the date of this letter and does 
not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity protection at 
this site. 
 

 
 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. 
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 




