Processing Center • P.O. Box 3825 • Suwanee, GA 30024

October 2, 2014
John Q Sample
123 Main Street
Anytown, US 12345-6789

RE: IMPORTANT notice about your personal information. Please read this entire letter.
Dear John Q Sample,

On September 8, 2014, we discovered that a cyber-attacker used malware to gain access to our
server that hosts our internet store. The attacker managed to intercept payment card information
for those cards that our customers used to make purchases on our website between the dates of
May 2, 2014 and September 8, 2014. We write today because our records indicate that you made
one or more purchases on our website during this time frame. The information intercepted by the
attacker includes your payment card number, card verification code, expiration date, name,
address, and email address.
Upon discovering the attack, we immediately took steps to eliminate the malware and block any
further unauthorized access to our servers. We have been carefully monitoring our systems and
confirmed that there has been no further unauthorized access to our customer’s data since
September 8. We also have implemented additional security measures designed to specifically
counter how the attacker managed to gain access to our web server to ensure this will not happen
again.
Credit Monitoring At No Cost to You

·

AllClear SECURE: The team at AllClear ID is ready and standing by for the next 12
months if you need help addressing unauthorized charges to your account, or in protecting
your identity. You are automatically eligible to use this service - there is no action
required on your part. If a problem arises, simply call 1-866-979-2595 and a dedicated
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The AllClear ID services start on the date of this notice and you can use them at any time during
the next 12 months. AllClear ID offers two services, both of which we are providing at no cost to
you:
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You are an extremely valued customer. We deeply regret that this incident occurred and to
address any concerns you might have, we have arranged for a highly reputable service provider,
AllClear ID, who is poised to respond and assist you in the event you find unauthorized activity
on your account, or any fraud to which AllClear ID can respond.

investigator will do the work to recover financial losses, restore your credit and make sure
your identity is returned to its proper condition. AllClear maintains an A+ rating at the
Better Business Bureau.
·

AllClear PRO: This service offers additional layers of protection including proactive
credit monitoring and a $1 million identity theft insurance policy. To use the PRO service,
you will need to provide your personal information to AllClear ID. You may sign up
online at enroll.allclearid.com or by phone by calling 1-866-979-2595 using the following
redemption code: 9999999999.

For complete instructions on how to enroll, please see the enclosed AllClear Secure Terms of Use
document attached as Appendix A.
What Other Steps Can I Take To Protect Myself?
We have provided detailed information in Appendix B about other steps you may wish to take to
protect your personal information.
What Else Do I Need to Know?
We take the privacy and security of your personal information very seriously. Should you have
any questions regarding this letter or to confirm the information that was involved in this incident,
please call us toll-free at 1-800-452-1261, Monday through Friday between the hours of 7:30 a.m.
and 5 p.m. central time or contact us at our mailing address: Flinn Scientific, Inc., P.O. Box 219,
Batavia, IL 60510.
Sincerely,
William A. Wolford
President
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