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John Doe
123 Any Street
Anytown, CA 45618

We are writing to infonn you about a recent incident that may have involved personal information about you.
We recently discovered that, between February 21 and Marcl, 6, 2013 , a server containing information about you
was accessed by an unauthorized third party. We deeply regret that this incident occurred and take very seriously
the security of personal information.

We began investigating the incident as soon as we leamed of it. The forensic examiners found spamming
software was loaded onto the machine in a failed attempt to send out'Junk" spam emails, however, we have been
unable to determine whether the unauthorized party accessed any personal infonnation relating to you.
Nonetheless, the server did contain your nallle, Social Security number, driver's license informatiori and your
FSC broker account number. At no time was there ever any access to your actual accotrnts and holdings with our
firm. We have reviewed the daily transaction reports and we have found no irregularities. We have examined and
will continue examining the measures we can take to help prevent incidents of this kind in the future. For
example, we have upgraded the firewall, changed all passwords, deleted ceftain applications and hired forensic
examiners to ensure the system is and will be free of threats.

We recommend that you closely review the information provided in this letter for some steps that you may take
to protect yourself against any potentialmisuse of your personal information.

As a precaution, we have arranged for you to receive identity protection from AllClear ID at no cost to you.
AllClear ID offers Credit Monitoring that delivers secure, actionable Credit Alerts to yolr by phone.
AllClearlD Protection also iricludes $1,000,000.00Identity Theft Insurance Coverage and AllClear ID
Fraud Resolution Services. The AllClear ID service will be valid for 2 years fi'orn the date you register.

You must register with AllClear ID by July 310 2013 to receive this complimentary identify protection
service. You will need to provide the following redemption code 1299937II8.. You may register online at
www.enroll.allclearid.com or by mail using the enclosed mail-in registration form, or by phone by calling 866-
979-2595. Please note that additional action after registration may be required by you in order to activate your
phor, e alefts and monitoring options. Mailed registrations may take up to ten ( 10) business days before the
registration is received and you are able to log-in to your account. Please see the enclosure to leam more about
AllClear ID.

You should retnain vigilant for incidents of fraud and identity theft, including by regularly reviewing your
account statements and monitoring fi'ee credit reports. If you discover any suspicious or unusual activity on your
accollnt statetnents, be sure to repofi it immediately to your financial institutions. In addition, you may contact
the Federal Trade commission ("FTC") or law enforcement to repoft incidents of
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identity theft or to leam about steps you can take to protect yourself from identity theft. To learn more,
you can go to the FTC's Web site, at http://www.ftc.gov/idtheft/, or call the FTC, at (877) IDTHEFT
(43 8-433 8).

You may also periodically obtain credit reports from each nationwide credit reporling agency. If you
discover information on your credit report arising from a fraudulent transaction, you should request that
the credit reporting agency delete that information from your file. In addition, under federal law, you are
entitled to one free copy of your credit report every 12 months from each of the three nationwide credit
reporting agencies. You may obtain a free copy of your credit report by going to
www.AnnualCreditReport.com or by calling (877) 322-8228. You may contact the nationwide credit
reporting agencies at:

Equifax
(800) s2s-628s
P.O. Box 740241
Atlanta, GA30314-0241
www.equifax.com

Experian
(888) 3e7-3742
P.O. Box 9532
Allen, TX 75013
www.experian.com

TransUnion
(800) 680-7289
Fraud Victim Assistance Division
P.O. Box 6790
Fullerton, CA 92834-67 90
www.tlansunion.com.

In addition, you can add a frar"rd alert to your credit repoft file to help protect your credit information. A
fraud alert can make it more difficult for someone to get credit in your name because it tells creditors to
follow- ceftain procedures to protect you, but it also may delay your ability to obtain credit. You may
place a fraud alert in your file by calling just one of the three nationwide credit reporting ager,cies listed
above. As soon as that agency processes your fraud alert, it will notifli the other two agencies, which then
must also place fraud alerts in your file. In addition, yoll may contact the nationwide credit reporting
agencies regarding if and how you may place a security freeze on your credit report to prohibit a credit
reporting agency frorn releasing information from your credit report without your prior written
authorization.

Please know that we regret any inconvenience or concern this incident may cause you. Be assured that
we take very seriously the security of your information. Please do not hesitate to contact us at (925) 830-
1700 ifyou have any questions or concerns.

Sincerely,
f1Al^

-ll/y.---V\-/'
MichaelTomren
Financial Planner

IF YOU ARE A NORTH CAROLINA RESIDENT: You may obtain infonnation about preventing identity
theft from the FTC or the North Carolina Attorney General's Office. These offices can be reached at:

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
(877) TDTHEFT (438-433S)
http ://www.ft c. gov/idtheft/

North Carolina Department of Justice
Attorney General Roy Cooper
9001 Mail Service Center
Raleigh, NC 27699-9001
(877\ s66-7226
http://www.ncdoj.com



Register for AllClear lD Protection
ALLCLEAR ID CORPORATE ADDRESS
823 CONGRESS AVE, SUITE 3OO - AUSTIN, TX78701

ALLCLEAR ID MAIL PROCESSING CENTER
PO BOX 3356 - SUWANEE. GA30024-9847

To register by mail, complete this form and mail to Allclear lD at the address above.
You do not need to complete this form if you register online at enroll.allclearid.com or by phone at (866) gZg-2SgS.

INSTRUCTIONS:

' Fill in your personal information. All flelds are required unless specified otherwise. Please provide at least one phone number.. To register additional family members, please use a separate form. To register a minor under 18 years old, please provide
information for the parent or legal guardian. Correspondence concerning a minor will be addressed to the parent or legal guardian.

' lf you have an AllClear lD Redemption Code or Promotion Code, enter it at the top of the Registrant Personal lnformation Section.
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REGISTRANT PERSONAL INFORMATION

AIICIeaT ID REDEMPTION CODE

FIRST NAME

RESIDENCE ADDRESS LINE 1

RESIDENCE ADDRESS LINE 2 lOptionat)

CITY

MOBILE PHONE NUMBER

EMAIL ADDRESS (For Online Account Access)

MIDDLE LAST NAME

HOIViE PHONE NUMBER

SOCIAL SECURIry NUMBER (Required)

SUFFIX

STATE

WORK PHONE NUMBER

ztP

GENDER DATE OF BIRTH (MM/DD/YYYY)

O MALE
O FEMALE

PARENT/ LEGAL GUARDIAN INFORMATION

FIRST NAME MIDDLE LAST NAME

MOBILE PHONE NUMBER HOME PHONE NUMBER

EMAIL ADDRESS (For Oniine Account Access)

GENDER DATE OF BIRTH (MM/DD/YYYY)
O MALE
O FEMALE

SOCIAL SECURITY NUMBER (Required)

SUFFIX

WORK PHONE NUMBER

By registering for AllClear lD, I agree to the AllClear lD End User License Agreement (enclosed) and I authorize
AIlClear lD, who provides ldentity Theft Protection, and its service providers to obtain and monitor my own
credit information from credit reporting agencies and send this information to me alone for my own use. I
ceftify that I am the parenUlegal guardian of any children that I register for the AllClear lD service. Please note
that additional action after registration may be required by you in order to activate your phone alerts and monitoring
options. Mailed registrations may take up to ten (1 0) business clays before the registration is received and you are abte
to log-in to activate these features.
Under federal law, you have the right to receive a free copy of your credit report once every twelve months from each of
the three national consumer reporting agencies. To request your free annual report under ihat law, visit
www. an n ual cred itreport. com or cal | (877) 322-BZ2B.



End User Services Agreement
Thisagreement(,'Agreement..)ismadeby&betweenAllCIearID,Inc'.former[-v
you ("you"). As ofthe date you register lor or enroll in the Service, the parties agree as follorvs:,I,DefnitionS.The''Service,'meanSthePrenriumServiceandiortheBasicService.

a1nocost.ReferencestotheServiceinc1udeanyuseyoumakeoftheinterfaceavai]ableatrn,rv'ebiloolll
2'ProvisionoftheSer.vice.AllClearIDwillprovideyouwi1htheService
ServiceforwhichyouareIegisteredcanbefoundinyorrrproflervhichmaybeaccessedbyloggingin1otheS1e'Te

ofthe Basic Service ollering. (ii) AllClear
termlnate your subscription to the Basic Service, each ofwhich tnay occLlr ar any tirne.
3. Subscription Fee. The subscnption fee for the
accordance_ with the applicable
theapplicablephonenumberlistedabove.AllClearlD
cancel your subscription for the
priortothestaItofthetb1lowingnronth,IfyoupayformultipIe
refund payment fbr only any full, unused months. Ifsomeone has paid on your behalfand you cancel, you will not receive arefirnd.
4. Free Trial, If you receive
ServiceonyouIo*'l,tbehalf.itmayStartwithafreetrialpeIiod'lfvoudonotcancibeforltheendofsuchfeetria1period"
monthly sr.tbscriplron f'ee for

willnotreceiveanoticefronrusthatyourf}eetrialperiodhasended
there will be no charges to your piyment method,
5.ScopeofCoverage;Term&TerminationofPremiumSenice.Ifyouareasubscriber
registration. Addilional
ServicedoesnotaffectthecostoftheService.ThePremiumServicecovers

tlrayconVertyoutotheBasicServjceforone(1)year.subject

Nonvillrstarding-the tbregoing, if Vou are
Service, wth no forfeiture.
6.Restrictions.YouwiI]useanyServiceonlyfbryourbeneft&lritsintended

within the_Servicet (c) decrp1
Service. Ifstatutory rights nrake any part ofthis section void. you will provide AllCleai ID with detailed information regarding any such activity.

A1IClearIDproprietary&confdentialjn1brrnatton,Youwil]holdsuc

sublicense, distribute, modify, & otherwise exploit such Feedback without restriction.
8. Support. ln connection with the Service. AllClear ID will provide the suppon specified on the Site from titne to time.
9. DiSCIAiMET Of WATTANtiCS. ALL SERVICES ARE PROVIDED TO YOU 'AS IS,'' WITI{OUT WARRANTY, & ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING
WITHOUT LIMITATION THE WARRANTIES OF MERCHANTABILITY. FITNESS FOR A PIJRPOSE, NON-INTERFERENCE. ACCURACY, & NON-]NFRINGEMENT ARE
DISCLAIMED. ALLCLEAR ID DOES NOT WARRANT THAT THE SERVICE WILL OPERATE WITFIOUT INTERRUPTION. BE ERROR-FREE. OR ACHIEVE SPECIFIC
RESULTS. THE SERVICE IS NOT A CREDIT COUNSELING SERVICE. ALLCLEAR ID DOES NOT PROMISE TO HELP YOU IMPROVE YOUR CREDIT RECORD, HISTORY,
OR RATiNG
1 0. Authorization

Act'lfAl]ClearlDisunabletopIocessthecredi1

ti'rtheServicehasread&acceptedthetems&conditionsofthisAgreement.anauthoriZes

that Allclear ID collects ftom you rvill be lreated in accordance with the AllClear ID Privacy Poliq': https:ftnirv.allclearid.corn/legal/privacy-po1icy.
I 1- Limitation of Liability. ALLCLEAR ID WILL NoT BE LIABLE FoR INDIRECT, SPEaIAL. CONSEeUENT'1AL, oR INCIDENiRI-'n.rur,racps (1NCL1DING wtTHoUT
L]MITATION COST OF COVER), EVEN IF ADVISED OF THE POSSIBILITY OF SUCI-I DAMAGES. ALLCLEAR ID SI-IALL NOT BE LIABLE FOR ANY 3RD PARTY CLAIMS.
OIJR CUMULATIVE LIABILITY WILL BE LIMITED TO WHAT WAS PAID BY YOU OR ON YOTJR BEI-{ALF FOR THE SERVICE IN TI-{E 12 MONTHS BEFORE THE CLAIM,
THIS SECTION IS A FIJNDAMENTAL PART OF THE BASIS OF OUR BARGAIN, W]THOUT WHICH ALLCLEAR ID WOULD NOT BE ABLE TO PROV]DE TI-{E SERVICE, &
WILL APPLY DESPITE THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEDY. If some or all of the hmitations & exclusions in Sectrons ll & l3 are held
uueuforceable, warranties wrll be disclaimed, & AllClear ID's liability will be limited to the grearest extent permrtted under applicable law.
i2. Compliance with Law. You r.varrant
GoVemmentregardingexport&re.eXpoItrestrictionS'
to comply with this Agreement.
l3.TerminationProcedure.AllClearIDmayrequirereasonableidentifca1ionverifcatjonbeforecompletinganyrequeSttoterminatetheAgreementoItocance
14.General.Anynoticehereunderwillbeinrvriting&sentbymail,returnreceiptrequested,byi.'uoiny
theaddresssetforthaboveoratsuppof@nllcIearid.com&(ii)iftoyou,attheadt|ressore-mailaddressyou
of which you give notice in accordance with this provision. It is youi responsibility to keep your contact information up to date. Notice will be deemed to have been given rvhen
deliver.ed(asconfrmedbyreceiptorotherconfrmation)or'ifde|iveryisnotaciomptishettbyfaultoftheaddressee,whentendere.
laws of Texas, without regard to confict of latvs. The fi.N. Convention on Contracts for the International Sale of Goorls does not apply. AII disputes will be biought only in a
courtlocatedinTravisCounty'TX,&tothefullestextentpermittedunderapplicable|a}Y,youconsenttothesameastheexcIusivejurisdictioniorc|aims
waiveanyobjectiontovenueofsuchcourts.Ifanyprovisionhereofishe|durrenforceable,theremainingprovisions
writtenconsentbyA||ClearID.AIlClearIDmayassignthisAgreement.Failureordelayinenforcingthis"Agreementwillnotbedeemeda
entire zgreement between the partis & supersedes all prior or contemporaneous agreements with iespectio its subject matter. This Agreement may no1 be amended except in
writingorasubsequentclicktoacceptortelephonicmethodofferedbyAllCIearID]Cenainbusinesses
Guarantee logo and offer access to the Allclear ID service. Such use or offers should not be construed, in any respect, as an endorcemeni or guarantee by AllClear ID of the
seturity practices of such businesses. Upon any lermination or expiration ofthis Agreernent, all tenns rvill cease, excipt Sictions 5 - I 4, which survive.
AllClur 11) 2013-A2-26



tltlil'T WAIT. SIGI,I.UP I{(lW FIIR YIIUR

C tlMPLI ME}ITARY I tlEI.ITITY PRIITECTI tl I{.
www.Enroll.Al lClea rl D.com

AllClear lD provides advanced and effective identity theft protection to help safeguard your personal
information. AllClear lD protection gives you the ability to respond to threats to your identity faster by
delivering secure phone alerts that enables you to take immediate action if you suspect your identity is at
risk.

Online: Visit enroll.allclearid.com

By Phone: Call (866) 979-2595 Mon. - Sat., 8am-Bpm Central Time

By Mail: Use form included in letter

Complete identity protection from Allclear lD includes:

r Gredit Monitoring: Monitors credit activity
and sends alerts when banks and creditors
use your identity to open new accounts*

. Fraud Detection: Monitors thousands of
sources for stolen and compromised data

o Fast & Secure Alerts by Phone: Delivers
quick, secure, detailed alerts if your personal
information is threatened, so you can take
fast action to protect your identity

o Live AllClearrM Investigators: When you
receive a secure phone alert and suspect
fraud, press the star key to be connected to
an investigator dedicated to your case

ldentity Repair: Award-winning AllClear
Investigators work to fully restore your identity

$1,000,000 ldentity Theft Insurance: Covers
certain financial losses related to recovering
your identity

Lost Wallet Protection: AllClear Investigators
help cancel and replace credit and debit cards
if your wallet is lost or stolen

Long-term Coverage: ldentity repair provided
after the initial service period ends

ChildScan: Detects & repairs identify theft for
minors under 18 years old

* Please Note: Additional action after registration may be required by you in order to activate your phone alerts and
monitoring options. Mailed registrations may take up to ten (10) business days before the registration is received and

,you 3le {1919,!99jn.to activate these features.

AllClear lD was awarded 5
Stevie Awards for outstanding
customer service
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