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Dear Sample A Sample,

| write to inform you that we have discovered that CareFirst has experienced a sophisticated cyberattack that
potentially allowed attackers to gain access to a limited portion of your personal information. This letter describes
what happened, what we are doing about it and what we think you should do.

Please know that we take the security of your information as one of our highest priorities and, every year, invest
millions in data security capabilities. We all know that cyberattacks are increasing both in volume and in
sophistication. Because of this and because of recent heightened public awareness of cyberattacks in the health
industry, we called in Mandiant, one of the world's leading cybersecurity firms, to scan our systems and devices
as part of our ongoing security efforts.

What happened and what is CareFirst doing about it?

As a result of this extensive scan, we learned on April 21, 2015, when the review was partially complete, that an
unauthorized access occurred on June 19, 2014 to a database that stores data members use to access
CareFirst's website. This site enables you, as a member, to access your own information. It appears that the
attackers had access to your name, subscriber ID, email address and date of birth as well as the user name that
you setup as part of your registration to use the site.

It is critically important to understand that the attackers did not gain access to the password that you also set up
because we keep that password in a secure, separate database that is encrypted. Without the password, the
attackers could not reach your underlying information. Therefore, the attackers did not gain access to your
medical information, claims information, Social Security number, credit card, financial information or any other
information about you.

While we first learned of the attack in mid-April, it was necessary for us to complete the comprehensive forensic
information technology (IT) review of all of CareFirst's systems to understand the nature of the attack, the
information potentially accessed, and the members who were affected. In addition, the comprehensive review
was necessary to determine that there was no evidence of any other prior or subsequent attacks and to take
steps necessary to ensure the integrity of the system.

This is what we are doing now

In an abundance of caution, we have blocked access to your account on CareFirst.com by disabling your user
name. If you have not been a CareFirst member within the last three years, we have disabled your existing user
name and account on CareFirst.com.

CareFirst BlueCross BlueShield is an independent licensee of the Blue Cross and Biue Shield Association. ® Registered trademark of the
Blue Cross and Blue Shield Association. ® ' Registered trademark of CareFirst of Maryland, Inc.
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As an added protection, we are providing you with two years of free credit monitoring and identity theft
protection services through Experian’s® ProtectMyID® Alert. These services help detect possible misuse of
your personal information and provide you with identity protection services focused on immediate
identification and resolution of identity theft. Enroliment in this program is completely free and will not affect
your credit score. Due to privacy laws, we are unable to enroll you directly so you must take the steps
described below if you want to obtain this added protection.

What should you do now?

You will need to visit www.carefirst.com to reset your user name and password. This is quick and easy and
will serve to further protect your information. If you have not been an active CareFirst member in the last
three years, your online account has been removed and you do not need to take further action.

You should also take the step of enrolling in these services. Here is how:
Activate ProtectMyID Now in Three Easy Steps

1. ENSURE That You Enroll By: October 31, 2015 (Your code will not work after this date.)
2. Visit the ProtectMylD Web Site to enroll: www.protectmyid.com/CareFirst
3. PROVIDE Your Activation Code: ABCDEFGHI

If you have questions or need an alternative to enrolling online, please call 888-451-6562 (International
members may call 479-573-7373) and provide this engagement #: [engagement number].

You can also find enrollment information and other information about this incident at
www.carefirstanswers.com.

A Special Word of Caution

Please note, CareFirst will not contact you by email or make unsolicited phone calls to you about this attack.
Therefore, if you receive inquiries by phone, email or social media purporting to be related to this attack,
they are not from CareFirst and you should not click on any links in email messages or provide any personal
information in response. Authentic emails from CareFirst related to your health care coverage will contain a
link to www.carefirst.com, where you will be required to provide a user name and password to access the
site and any content referenced in the message.

Again, we urge you to take the actions outlined above to further safeguard your information. We deeply
regret any concern this attack causes you, but wanted you to know the nature and extent of it and to make
you aware of the steps we are taking to protect your information at all times.

Sincerely,

G0

Chet Burrell
President & Chlef Executive Officer
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Dear Sample A Sample,

| am writing to inform you that CareFirst BlueCross BlueShield (“CareFirst’) was the target of a sophisticated
cyberattack. It is possible that some of your personal and/or business information — as explained below -
may have been accessed by the attackers.

We regret the concern this may cause you. | am writing to provide you with information regarding the attack,
the steps we are taking to protect your information, and the steps you should take to do the same.

What happened and what is CareFirst doing about it?

As part of CareFirst's ongoing information technology (IT) security efforts in the wake of recent cyberattacks
on other health insurers, CareFirst engaged the services of Mandiant, one of the world’s leading
cybersecurity firms, to conduct an end-to-end assessment of our IT environment. This assessment included
multiple, comprehensive scans of our IT systems and related devices for evidence of any cyberattack.

Through this assessment, on April 21, 2015, Mandiant initially discovered that a cyberattack occurred and
likely resulted in a limited unauthorized access to a database on June 19, 2014. The database includes
data that is used in the operation of CareFirst's Broker Portal website. Mandiant has completed its review
and found no indication of any other prior or ongoing attack or evidence that other personal information was
accessed.

More specifically, the investigation determined that the attackers could have potentially acquired the unique
user name assigned to you by CareFirst that you use to log into the Broker Portal, as well as your name,
Social Security number and email address.

It is important to realize that user names must be used in conjunction with a password you created to gain
access to the Broker Portal. The database in question did not include passwords because CareFirst fully o
encrypts and stores these in a separate system as a safeguard against just such attacks. Since no  prwis

passwords were accessed, the user name you created cannot be used alone to access your data through r"m
the Broker Portal. It is also critical to note that the database accessed did not include address, medical

claims, employment, credit card, financial, or any other information about you or your business.

Please note if you are also a CareFirst member who has registered through the CareFirst website you may
receive a second letter in your capacity as a member.

CareFirst BlueCross BlueShield is an independent licensee of the Biue Cross and Blue Shield Association. ® Registered trademark of the ~ B0148-L07
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What should you do now?

We do not have any evidence that your information has been misused and we believe that the
likelihood of such misuse is low. However, as an added protection, we are providing you with two years
of free credit monitoring and identity theft protection services through Experian’s® ProtectMylD® Alert.
These services help detect possible misuse of your personal information and provide you with identity
protection services focused on immediate identification and resolution of identity theft. Enroliment is
completely free and will not affect your credit score. Due to privacy laws, we are unable to enroll you
directly.

Activate ProtectMyID Now in Three Easy Steps

1. ENSURE That You Enroll By: October 31, 2015 (Your code will not work after this date.)
2. VISIT the ProtectMyID Web Site to enroll: www.protectmyid.com/carefirst
3. PROVIDE Your Activation Code: ABCDEFGHI

If you have questions or need an alternative to enrolling online, please call 888-451-6562 and provide
this engagement # [engagement number].

For more information and FAQs about how this event directly affects our brokers, go to the broker
homepage on CareFirst.com and login. After you login you will see a link to click for broker-specific
information.

In addition, we recognize that you may be a member of CareFirst as well. CareFirst has created a
dedicated public website (www.carefirstanswers.com) where you can find more information about this
event and its impact on CareFirst members.

A Special Word of Caution

Please note, CareFirst will not contact you by email or make unsolicited phone calls to you about this
attack. Therefore, if you receive inquiries by phone, email or social media purporting to be related to this
attack, they are not from CareFirst and you should not click on any links in email messages or provide
any personal information in response. Authentic emails from CareFirst related to your health care
coverage will contain a link to www.carefirst.com, where you will be required to provide a user name
and password to access the site and any content referenced in the message.

Information About Preventing Identity Theft

We recommend that you remain vigilant to guard against the possibility of fraud and identity theft by
reviewing your credit card, bank and other financial statements for any unauthorized activity. You may
obtain a copy of your credit report, free of charge, directly from each of the three nationwide credit
reporting agencies. To order your credit report free of charge once every 12 months, please visit
www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three
nationwide credit reporting agencies is as follows:

Equifax Experian TransUnion

PO Box 740241 PO Box 2002 PO Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
www. equifax.com WWW.experian.com www.transunion.com

1-800-525-6285 1-888-397-3742 1-800-680-7289
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If you believe you are the victim of identity theft or have reason to believe your personal information has
been misused, you should immediately contact the Federal Trade Commission and/or the Office of the
Attorney General in your home state. Contact information for the Federal Trade Commission and the
Maryland Office of the Attorney General are as follows:

Federal Trade Commission Maryland Office of the Attorney General
600 Pennsylvania Avenue, NW Consumer Protection Division
Washington, DC 20580 200 St. Paul Place

www. ftc. gov/idtheft Baltimore, MD 21202

1-877-438-4338 http://www.oag.state.md.us/idtheft/

1-410-528-8662

You can obtain information from these sources about steps an individual can take to avoid identity theft
as well as information about fraud alerts and security freezes.

Again, we urge you to take the actions outlined above to further safeguard your information. We are
deeply sorry for any concern this attack causes you, but wanted you to know the nature and extent of it,
and to make you aware of the steps we are taking to protect your information at all times.

Sincerely,
Off/iu/

Chet Burrell
President & Chief Executive Officer
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