DEBOER INCOME TAX, INC.
P.O. BOX 1768
BIG BEAR LAKE, CA. 92315
909-866-5441 or 909-866-2422
Fax: 909-866-6630

February 17, 2017

To Our Valued Clients:
We are notifying you that our data system may have been breached. We have observed an increased
rate of e-file tax returns being rejected by the IRS due to the client's social security number having been
already submitted in another tax return. Normally we may have one or two of our clients experience
this identify theft problem during a tax season and this year we have already experienced seven of these
rejections. We take the privacy of our clients very serious and after observing this we have been
working closely with the IRS and partners and have taken the following steps:
* Our data security team, Computer Reality, has investigated the breach and uncovered a series of
attacks trying to gain access to our systems. The investigation produced a series of IP addresses that had
been attacking our system, but the investigation could not ascertain weather they gained successful
access and/or what records were exposed.
* As a security measure all of our computer systems has been reconfigured from the bottom up with a
new IP address and new ID's and Passwords.
* Shared Investigation findings with IRS partner.
For clients that are effected by an identity theft issue. We are working with the IRS and are will be
submitting mail in tax returns with an attached affidavit confirming your identify. The effect will be
that for those effected there refund will be delayed as the IRS is going through extra scrutiny to protect
your identy and ensure you get your proper refund.
We encourage all of our clients to be mindful of the situation. These criminals are most interested in
getting quick refunds out of the IRS, but it is always wise to keep an eye on your personal information.
Therefore we want to take this chance to remind our clients to be watchful over there social security
numbers and bank accounts (for those with direct deposit).
We thank you for your business and we are reaching out to let you know of the situation. We take your
privacy very seriously and are taking all possible measure to prevent a reoccurrence. Sorry for any
inconvenience and if you have any questions don't hesitate to give us a call.

Sincerely,

Edmund E. DeBoer, E.A.

