Instructions for CAPSS API Users:

PwNE

Log on to CAPSS main.
Navigate to API Client page.
List of existing API clients will be shown. If there are no existing client Ids, please go to step 5.
Click on the Client Id. If you cannot remember the existing Client Secret, enter a new one and click update button.
Then proceed to step 6.
Example: clientld = apitest, clientSecret = Password1
Create a new client Id by clicking New Client, entering the values in all the fields on Create Client page and press
Create button.
Now, that clientld and the Client Secret is known/available, open the Command Prompt and execute the below curl
command to get a new token:
a. Replace the client id and the Client Secret, in the below command
curl -k -X POST -u clientld:clientSecret -d "scope=api" -d "grant_type=client_credentials" https://capss-sb.doj.ca.gov/oauth2/token
Example:
curl -k -X POST -u apitest:Password1 -d "scope=api" -d "grant_type=client_credentials" https://capss-sb.doj.ca.gov/oauth2/token

You will receive a response that will display your access token

Example:

a. {"access_token":"eylraWQiOil4ZTcwYTJkMiOwNzVKLTQyMGYtOTY1INiOSNWY3YjRmNGVKMDAILCIhbGciOilS
UzI1NiJ9.eyJzdWIiOilicmlhbilpbnQtdGVzdClsimlzcyl6lmhOdHBzOi8vY2Fwc3MudHNOLmMRvai5jYS5nb3YiLClvc
mdfdHIwZSI61INOb3JIliwiY3JIYXRIZF9ieSI6ImlyaWFuLnBhd24uMjYyLnVzZXIiLCljbGllIbnRfaWQiOilicmlhbilpbn
QtdGVzdClsInRva2VuX3ZlcnNpb24i0ilzliwiYXVkljoiYn)pYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4MzYyMzlsimRl
bGV0ZWQiOjAsImxpY2Vuc2VfaWQiOilwMDAwMDAzMDAILCIzY29wZSI6WyJhcGkiXSwib3JnYW5pemF0aW9
uX2lkljoiYTg3ZDYOM2MtMjlyMCOOYmJKLTkxYTktNmUyOGJhNGY5NzImliwiYWNjZXNzX3Rva2VuX2V4cGlyYX
Rpb24i0ilyMDILLTEYLTIWVDA40jAWOjAWWilsimRpc2FibGVkljoxLCJleHAIOJE3NjYyMTc2MDAsImIhdCI6MTc2
NTgzNjlzMiwianRpljoiOGM1NzZmMTQtNDNiMCOOOTQwWLWIhMGQtMTQXMWIwNTAYMDRIINO.YYcujpnFgN
yUDm5PO8crC8A4HXItg)7GwQiHIW5gx8EzePO-
9ERNbDUuxJ0avb9TsRItgluvoYqAy3xl46cRVQWzZHJcdm_3z1NRU-
ufRKrsfA1TfcPR3VXfm8pk2T)pQVF49Lx4vRILIHC-
yOddNX6rk5u8iceDImsG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqgT2cl-
T3WIIQIZ8Bwwdj2jRz4ViB79fqVHaxCPpXRI4ECIdsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHb
XA7ewT6pEjXen5nyp7Xwa3FNtdWnAu45bTzEeySluckKX0ghmjvL1YtvkMRINo3kTThyHvmihxVAXND3RGyAp5
5jDscy6_bE6wWT4wSbykxHwyJdKI5JKX0h2pGLtkFLGie9bji2fb6mrWw91_KuDmd-
AeWgW3KBvZTMWRX3HhqgDRgQalHAX6ITHpdKUZLM37GSZJfHXT","scope":"api","token_type":"Bearer","e
Xpires_in":381366}

b. Copy the value of “access_token” from the response you get after running above command. This is your
new token.

Example:

eylraWQiOil4ZTcwYTJkMiOwNzVKLTQyMGYtOTY1NiOSNWY3YjRmNGVKMDAILCIhbGciOiJSUzI1NiJ9.eyJzdWIiO

iJicmlhbilpbnQtdGVzdCisimlzcyl6lmh0dHBzOi8vY2Fwc3MudHNOLmMRvai5jYS5nb3YiLClvemdfdHIwZSI6IINOb3JI
liwiY3JIYXRIZF9ieSI6IimJyaWFuLnBhd24uMjYyLnVzZXIiLCJjbGlIbnRfaWQiOiJicmlhbilpbnQtdGVzdClsinRva2VuX
3ZIcnNpb24i0ilzliwiYXVkljoiYnJpYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4MzYyMzisImRIbGVOZWQiOjAsimxpY2

Vuc2VfaWQiOilwMDAwMDAzMDAILCJzY29wZSI6WyJhcGkiXSwib3InYW5pemF0aW9uX2lkljoiYTg3ZDYOM2Mt

MjlyMCO0YmJKLTkxYTktNmUyOGJhNGY5NzImliwiYWNjZXNzX3Rva2VuX2V4cGlyYXRpb24iOilyMDI1LTEYLTIw

VDA40jAwOjAwWilsiImRpc2FibGVkljoxLClleHAIOJE3NjYyMTc2MDAsImIhdCI6MTc2NTgzNjlzMiwianRpljoiOGM

INzZZmMTQtNDNiMCO0OTQwWLWIhMGQtMTQXMWIwWNTAYMDRIINO.YYcujpnFgNyUDmM5P0O8crC8A4HXItg)7Gw

QiHIW5qx8EzePO-9ERNbDUuxJ0avb9TsRItgluvoYqAy3xl46cRVQWzZHJcdm_3z1NRU-

ufRKrsfA1TfcPR3VXfm8pk2TJpQVF49Lx4vRILIHC-

yOddNXe6rk5u8iceD9msG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqT2c1-

T3wIlQIz8Bwwdj2jRz4ViB79fqVHaxCPpXRI4ECI9dsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHbXA

7ewT6pEjXen5nyp7Xwa3FNtdWnAu45bTzEeySlucKX0ghmjvL1YtvkMRINo3kTThyHvmihxVAXND3RGyAp55jDs


https://capss-sb.doj.ca.gov/oauth2/token
https://capss-sb.doj.ca.gov/oauth2/token

8.

9.

cy6_bE6WTAwSbykxHwyldKI5JKXOh2pGLtkFLGie9bji2fb6mrW91_KuDmd-
AeWgW3KBvZTMWRX3HhqgDRgQalHAX6ITHpdKuZLM37GSZIFHXT

Use token to perform BulkUpload:

a. Copy the token received from Step 7. Get the path of your xml file that you want to upload, and replace in

the below command to do bulkupload:
curl -k -X POST -H "Authorization: Bearer tokenFromStep7" -F "bulkUploadFile=pathToYourXmlFile.xml" https://capss-sb.doj.ca.gov/api/bulkimport/save

Example:

curl -k -X POST -H "Authorization: Bearer
eyJraWQiOil4ZTcwYTIkMiOwNzVKLTQyMGYtOTY1NiO5NWY3YjRmNGVKkMDAILCIhbGciOiJSUzI1NiJ9.eyJzdWIiOilicmlhbilpbnQtdGVzdClsimlzcyl6imhOd
HBzOi8vY2Fwc3MudHNOLmMRvai5jYS5nb3YiLClvemdfdHIwZSI61INOb3JIliwiY3JIYXRIZF9ieSI6lmJyaWFuLnBhd24uMjYyLnVzZXIiLCJjbGllbnRfaWwQiOiJicmlh
bilpbnQtdGVzdCisinRva2VuX3ZlcnNpb24iOilzliwiYXVkljoiYnJpYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4MzYyMzlIsimRIbGV0ZWQiOjAsImxpY2Vuc2VfawQ
iOilwMDAWMDAzMDAILCJzY29wZS16WyJhcGkiXSwib3JnYW5pemF0aW9uX2lkljoiYTg3ZDYOM2MtMjlyMCO0YmJKLTkxY TktNmUyOGJhNGY5NzImliwiYW
NjZXNzX3Rva2VuX2V4cGlyYXRpb24iOilyMDI1LTEYLTIWVDA40jAWOjAwWilsimRpc2FibGVkljoxLClleHAIOJE3NjYyMTc2MDAsImIhdCI6MTc2NTgzNjlzMiw
ianRpljoiOGM1NzZmMTQtNDNiMC000TQWLWIhMGQtMTQXMWIWNTAYMDRIINO.YYcujpnFqNyUDmM5P0O8crC8A4HXItg)7GwQiHIW5qx8EzePO-
9ERNbDUuxJ0avh9TsRItgluvoYqAy3xl46cRVQWzZHIcdm_3z1NRU-ufRKrsfA1TfcPR3VXfm8pk2TIpQVF49Lx4vRILIHC-
yOddNX6rk5u8iceD9ImsG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqT2c1-
T3WIlQIZ8Bwwdj2jRz4ViB79fqVHaxCPpXRI4EC9Idsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHbXA7ewT6pEjXen5nyp7Xwa3FNtdWnAu45bT
zEeySluckKX0ghmjvL1YtvkMR9INo3kTThyHvmihxVAXND3RGyAp55jDscy6_bE6wT4AwSbykxHwyldKI5JKX0h2pGLtkFLGie9bji2fbbmrW91_KuDmd-
AeWgW3KBvZTMWRX3HhqgDRgQalHAX6ITHpdKuZLM37GSZIfHXT" -F "bulkUploadFile=@C:/Users/Desktop/api/APIBulkUpload.xml" https://capss-
sb.doj.ca.gov/api/bulkimport/save

b. Onthe Command Prompt, run the command in Step 8.a. You will receive a response containing a URL used
to check your bulkupload status.

Example:
{"licenseNumber":"000000300","status":"new","submission":{"submissionld":"131a5214-115d-4524-a089-
5ceb505e3557"},"links":{"href":"https://capss-sh.doj.ca.gov/api/bulkimport/status/512679","rel":"rel"}}

c. Copy the URL after: "links":{"href":" from the response.

Check BulkUpload Status:

a. Paste your access token and the URL copied from 8.c step in the below command
curl -k -X GET -H "Authorization: Bearer tokenFromStep7" URLFrom8.cStepAbove

Example:

curl -k -X GET -H "Authorization: Bearer
eyJraWQiOil4ZTcwYTIkMiOwWNzVKLTQyMGYtOTY1INiOSNWY3YjRmNGVkKMDAILCIhbGciOiJSUzI1NiJ9.eylzdWIiOiJicmlhbilpbnQtdGVzdClsimlzcyl6imhOd
HBzOi8vY2Fwc3MudHNOLmRvai5jYS5nb3YiLClvemdfdHIwZSI61INOb3JIliwiY3JIYXRIZF9ieSI6imlyaWFuLnBhd24uMjYyLnVzZXIiLCJjbGlIbnRfaWQiOilicmlh
bilpbnQtdGVzdClsinRva2VuX3ZlcnNpb24iOilzliwiYXVkljoiYnJpYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4MzYyMzIsiImRIbGVOZWQiOjAsimxpY2Vuc2VfawQ
iOilwMDAWMDAzMDAILCJzY29wZS16WyJhcGkiXSwib3JnYW5pemF0aW9uX2lkljoiYTg3ZDYOM2MtMjlyMCO0YmJKLTkxY TktNmUyOGJhNGY5NzImliwiYW
NjZXNzX3Rva2VuX2V4cGlyYXRpb24iOilyMDI1LTEyLTIWVDA40jAWOjAwWilsimRpc2FibGVkljoxLClleHAIOJE3NjYyMTc2MDAsImIhdCI6MTc2NTgzNjlzMiw
ianRpljoiOGM1NzZmMTQtNDNiMCOOOTQWLWIhMGQtMTQxMWIwWNTAyMDRIINO.YYcujpnFgNyUDm5PO8crC8A4HXItg)7GwQiHIWS5qx8EzePO-
9ERNbDUuxJOavb9TsRItgluvoYqAy3xl46cRVQWzZHIcdm_3z1NRU-ufRKrsfA1TfcPR3VXfm8pk2TIpQVF49Lx4vRILIHC-
yOddNX6rk5u8iceD9ImsG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqT2cl-
T3WIIQIZ8Bwwdj2jRz4ViB79fqVHaxCPpXRI4ECIdsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHbXA7ewT6pEjXen5nyp7Xwa3FNtdWnAu45bT
zEeySluckKX0ghmjvL1YtvkMR9INo3kTThyHvmihxVAXND3RGyAp55jDscy6_bE6wT4wSbykxHwyldKI5JKX0h2pGLtkFLGie9bji2fbbmrW91_KuDmd-
AeWgW3KBvZTMWRX3HhggDRgQalHAX6ITHpdKuZLM37GSZIfHXT" https://capss-sh.doj.ca.gov/api/bulkimport/status/53820960

b. Onthe Command Prompt, run the command in step 9.a. You will receive a response on the status of your
bulkupload

Example:

{"fileName":"STGsingleptr.xml","status":200,"successMessages":["Successfully uploaded file. File STGsingleptr.xml uploaded 1
record(s) at 2025-12-
15."],"errorMessages":[],"savedCount":1,"hasDuplicates":false,"isUploaded":true,"hasErrors":false,"completedAt":[2025,12,15,14,8,
10,848995000],"statusMessage":"complete","notifyDupsOrErrors":false,"jobStatisticsMessageList":["Bulk Uploads: 1","Total
Transations: 1","Saved Transactions: 1","Total Items: 1","Saved Items: 1","Error Items: 0"]}


https://capss-sb.doj.ca.gov/api/bulkimport/save

10. Use token to perform BulkUpdate
a. Copy the token received from Step 7 and the file path of your xml, and replace in the below command to do
bulkupdate:

curl -k -X POST -H "Authorization: Bearer tokenFromStep7" -F "itemUpdateFile=pathToYourXmlFile.xml" https://capss-
sb.doj.ca.gov/api/itemupdate/updateltem

Example:

curl -k -X POST -H "Authorization: Bearer
eyJraWQiOil4ZTcwYTIkMiOWNzVKLTQyMGYtOTY1INiOSNWY3YjRmNGVkMDAILCIhbGciOiJSUzI1NiJ9.eylzdWIiOiJicmlhbilpbnQtdGVzdClsimlzcyl6imhOd
HBzOi8vY2Fwc3MudHNOLmMRvai5jYS5nb3YiLClvemdfdHIwZSI61INOb3JIliwiY3JIYXRIZF9ieSI6ImJyaWFuLnBhd24uMjYyLnVzZXIiLCljbGllIbnRfaWQiOilicmlh
bilpbnQtdGVzdClsinRva2VuX3ZlcnNpb24iOilzliwiYXVkljoiYnJpYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4MzYyMzlsimRIbGVOZWQiOjAsimxpY2Vuc2VfaWwQ
iOilwMDAWMDAzMDAILCJzY29wZSI6WyJhcGkiXSwib3JnYW5pemF0aW9uX2IkljoiYTg3ZDYOM2MtMjlyMCO0YmJKLTkxYTktNmUyOGJhNGY5NzImliwiYW
NjZXNzX3Rva2VuX2V4cGlyYXRpb24iOilyMDI1LTEyLTIWVDA40jAwOjAwWilsimRpc2FibGVkljoxLClleHAIOJE3NjYyMTc2MDAsImIhdCI6MTc2NTgzNjlzMiw
ianRpljoiOGM1NzZmMTQtNDNiMCOOOTQWLWIhMGQtMTQXxMWIWNTAyMDRIINO.YYcujpnFgNyUDm5PO8crC8A4HXItg)7GwQiHIW5qx8EzePO-
9ERNbDUuxJOavb9TsRItgluvoYqAy3xl46cRVQWzZHIcdm_3z1NRU-ufRKrsfA1TfcPR3VXfm8pk2TIpQVF49Lx4vRILIHC-
yOddNX6rk5u8iceD9ImsG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqT2cl-
T3WIIQIZ8Bwwdj2jRz4ViB79fqVHaxCPpXRI4ECIdsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHbXA7ewT6pEjXen5nyp7Xwa3FNtdWnAu45bT
zEeySluckKX0ghmjvL1YtvkMR9INo3kTThyHvmihxVAXND3RGyAp55jDscy6_bE6wT4AwSbykxHwyldKI5JKX0h2pGLtkFLGie9bji2fbbmrW91_KuDmd-
AeWgW3KBvZTMWRX3HhqgDRgQalHAX6ITHpdKuzZLM37GSZIFHXT" -F "itemUpdateFile=@C:/Users/enduser/Desktop/APlitemUpdate.xml"

https://capss-sb.doj.ca.gov/api/itemupdate/updateltem

b. Onthe Command Prompt, run the command in Step 10.a. You will receive a response containing a URL used
to check your bulkupdate status.

Example:

{"licenseNumber":"000000300","status":"complete","submission":{"submissionld":"fe47f213-1bdf-451f-9690-
d114beald6ac"},"links":{"href":"https://capss-sh.doj.ca.gov/api/itemupdate/status/512627","rel":"rel"}}

c. Copy the URL after: "links":{"href":" from the response.

11. Check BulkUpdate Status
a. Paste your access token and the URL copied from 10.c step in the below command:

curl -k -X GET -H "Authorization: Bearer tokenFromStep7" URLFrom10.cStepAbove

Example:

curl -k -X GET -H "Authorization: Bearer
eyJraWQiOil4ZTcwYTJkMiOWNzVKLTQyMGYtOTY1NiOSNWY3YjRmNGVKMDAILCIhbGciOiJSUzI1NiJ9.eylzdWIiOilicmlhbilpbnQtdGVzdC
Isimlzcyl6lmhOdHBz0i8vY2Fwc3MudHNOLmRvai5jYS5nb3YiLClvemdfdHIwZSI6IINOb3JIliwiY3JIYXRIZF9ieSI6lmJyaWFuLnBhd24uMjYyLn
VzzZXIiLCJjbGlIbnRfaWQiOilicmlhbilpbnQtdGVzdClsinRva2VuX3ZlcnNpb24iOilzliwiYXVkljoiYn)JpYW4taW50LXRIc3QiLCJuYmYiOjE3NjU4
MzYyMzIsImRIbGV0OZWQiOjAsImxpY2Vuc2VfaWQiOilwMDAwMDAzMDAILCJzY29wZSI6WyJhcGkiXSwib3JnYW5pemF0aW9uX2IkljoiYT
g3ZDYOM2MtMjlyMCO0YmJKLTkxYTktNmUyOGJhNGY5NzImliwiYWNjZXNzX3Rva2VuX2V4cGlyYXRpb24iOilyMDI1LTEYLTIWVDA4OjAwW
OjAwWilsimRpc2FibGVkljoxLClleHAIOjE3NjYyMTc2MDAsImIhdCI6MTc2NTgzNjlzMiwianRpljoiOGM1NzZmMTQtNDNiMCOOOTQWLWIh
MGQtMTQXxMWIwWNTAYMDRIINO.YYcujpnFqNyUDm5PO8crC8A4HXItg)7GwQiHIW5qx8EzePO-
9ERNbDUuxJ0avb9TsRItgluvoYqAy3xl46cRVQWzZHJcdm_3z1NRU-ufRKrsfA1TfcPR3VXfm8pk2TJpQVF49Lx4VRILIHC-
yOddNX6rk5u8iceD9msG4q3jytWN5kumT7RvZIg0olKnSHzkcl-cvXWAiovs7c50EsLwg22MQqT2c1-
T3WIIQIZ8Bwwdj2jRz4ViB79fqVHaxCPpXRI4ECIdsi8EIMEq6bOQTpqCrikwUrEbrclzzpFoZzk9L8RWotrbaTeHbXA7ewT6pEjXen5nyp7Xwa
3FNtdWnAu45bTzEeySlucKX0ghmjvL1YtvkMR9INo3kTThyHvmihxVAXND3RGyAp55jDscy6_bE6wT4wSbykxHwyJdKI5JKX0h2pGLtkFLGie
9bji2fb6mrw91_KuDmd-AeWgW3KBvZTMWRX3HhqgDRgQalHAX6ITHpdKuZLM37GSZIfHXT" https://capss-
sh.doj.ca.gov/api/itemupdate/status/512627

b. Onthe Command Prompt, run the above command in step 11.a. You will receive a response on the status of
your bulkupdate.

Example:



{"fileName":"bulkupdate.xml","status":200,"successMessages":["Successfully updated Property Transaction Items File bulkupdate.xml
uploaded 1 record(s) at 2025-12-

15T14:11:30.304179991."],"errorMessages":[],"savedCount":1,"hasDuplicates":false,"isUploaded":true,"hasErrors":false,"completedAt":
null,"statusMessage":"complete","notifyDupsOrErrors":false,"jobStatisticsMessageList":[]}

12. For more details on URL endpoints, request parameters and status codes, please find the documentation at
https://oag.ca.gov/sites/all/files/agweb/pdfs/secondhand/capss/api-client-doj-capps-bulk-upload.pdf



https://oag.ca.gov/sites/all/files/agweb/pdfs/secondhand/capss/api-client-doj-capps-bulk-upload.pdf

